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Abstract

This paper presents the conceptual foundation and software architecture of a proactive
system for real-time cyber-attack detection. The system is based on a nested approach of
building two-level chains of machine learning models. It is composed of two components—
one for learning and one for evaluating real-time data. Both components are written in
the Python programming language. The data has been processed and manipulated using
PySpark. The initial experiments showed a combined increase of up to 25% in accuracy,
compared to using non-combined ML models and unbalanced data.

Keywords: cyber attack detection; big data analytics; machine learning; proactive
cybersecurity; real-time detection; intrusion detection system; data balancing; feature
selection; model nesting; tabular data

1. Introduction
The rapid development of Artificial Intelligence algorithms, models, tools and systems

in recent years has led to their vast spread and entry into practically every level of our
day-to-day activities and ordinary life. According to some reports [1], the production and
usage of AI models in recent years has grown by up to 5 times. Also, their capabilities have
improved and nowadays it is normal for some models to outperform humans in several
directions [1].

Unfortunately, alongside the positive benefits that these technologies bring, they
have also brought more sophisticated and adaptive means of committing cybercrimes [2].
Conventional cyber-crime countermeasures are in most cases reactive—they react to an
already known attack vector. However, AI-initiated attacks can change and adapt in real
time [3].

All this imposes the need for a new approach to cybersecurity, with more automated
and autonomous cyber-crime prevention tools and more adaptive architectural approaches.

The purpose of this study is to determine the ability of such a system to exist, self-
educate and proactively search for malicious patterns.

2. Conceptions
The purpose of this research is to propose a fundamental concept of a real-time cyber

attack detection system based on an innovative method of nesting several machine learning
algorithms together and thus increasing their combined accuracy. For the experiment,
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the system uses a publicly available data set, but the concept is generic and can therefore
be applied (with specific data preprocessing) to any variety of input data. Since various
different elements have to be taken into consideration, a decision has been made to order
them in a tabular view and use this format as a source data format for the entire system.

3. Data Set
To start the experiment, a suitable data set and adequate analytics engine were needed.

When speaking of data sets for cyber-security analysis, the first one to be considered is the
famous KDD CUP 99. For data analysis and machine learning, Apache Spark and more
precisely the Python implementation—PySpark—were chosen.

3.1. KDD CUP 99

The KDD CUP 99 data set [4] was created as the result of a knowledge discovery and
data mining competition in which information about LAN attacks was gathered for several
weeks in an isolated environment [5]. The raw data was then additionally processed,
labeled and compiled in what is currently known as the KDD CUP 99 data set. The data set,
being one of the few freely distributed ones, has been used in the vast majority of studies
and analyses aimed at building or improving intrusion detection systems.

3.2. ISCX NSL-KDD Dataset 2009

The original KDD CUP 99 data set has served for more than a decade as a basis for
analysis and research. However, there were several problems at a design level, which
caused biasing of the machine learning algorithms and thus produced unreliable results.
In the revised version of the original data set—the ISCX NSL-KDD [6]—problems such as
redundant records and level of difficulty have been solved [7] and a more reliable data set
has been produced.

4. Technologies
Apache Spark and PySpark

Apache Spark is an open-source multi-language analytics software for large-scale
data processing [8]. It is a particularly good tool for machine learning on single node
machines [8]. PySpark version 3.4.0, on the other hand, is an interface for Apache Spark
version 3.3.3 in Python version 3.11 [9]. pyspark.ml is a data-frame machine learning
API providing access to different precompiled machine learning algorithms and different
methods for the evaluation of their performance.

5. Architecture
The proposed concept consists of a two-component/three-layered system in which the

first component serves to train and update the models, used later in the second component
for analysis of the real data. The first component also has three layers—one aiming to
balance and format the data accordingly, the second training the specific machine learning
models, and the third used for visualization of the results. We are also using an innovative
model nesting: the second layer also can be split into two sub-layers, with the first one
training the basic models and the second one training the second-layer nested model
(Figures 1 and 2).
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Figure 1. High-level component diagram for the entire system.

Figure 2. Component view for the model builder with clearly visible layered structure.

The second component is also three-layered: the first layer preprocesses the input data,
the second one uses the models pre-trained by the first layer to analyze the input data, and
the third one visualizes the results. The second layer also has the task of feeding back to
the first component all data that is not recognized, so that it can be later labeled and used
in additional model training.

The process can be visualized in Figure 3.
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Figure 3. Off-line component activity diagram.

It can also be seen in Figure 4.

https://doi.org/10.3390/engproc2026150022

https://doi.org/10.3390/engproc2026150022


Eng. Proc. 2026, 150, 22 5 of 12

Figure 4. Sequence diagram for the offline component.

The general use case can be visualized in Figure 5.

Figure 5. General use case diagram.
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6. Essence of the Experiment
6.1. Data

As stated earlier, the ISCX NSL-KDD [6] data set was used for the experiment. The
data set contains predefined training and test data, with the test data showing considerable
inconsistencies compared to the train data. Although this makes the entire data set very
unbalanced, it represents a real-world scenario in which a person can encounter an unrec-
ognized attack. Figure 6 briefly represents the differences between the data in the two data
sets (aggregated).

Figure 6. Differences between training and test data included in the ISCX NSL-KDD data set.

The Figure 7 represents the data types found in the test data, but not present in the
training data.
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Figure 7. Attacks present in the test data but not in the training data.

The above statement can also be visualized in the Figures 8–11 (grouping based on
service and attack distribution).

Figure 8. Service distribution in the training data set.
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Figure 9. Service distribution in the test data set.

Figure 10. Attack distribution in the training data set.
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Figure 11. Attack distribution in the test data set.

6.2. Steps of the Experiment

1. As a first step, the unbalanced training data must be balanced so that the predictions
stay unbiased [10,11]. For this specific experiment, the data was oversampled then
under sampled (for fewer computing errors and to prevent model overfitting) using
the SMOTE library, v. 0.7.1 [12].

2. As a second step, the most important features were selected using the Chi-squared
test [9].

3. As a third step, the first sub-layer models were trained using the balanced training
data from the previous steps and the test data provided by the data set. The models
performed well on tabular data [13–16] and were chosen after experimentation and
result comparison. Hyperparameters for the actual training were carefully selected
using the genetic algorithm (GA) provided by the DEAP framework [17]. The models
chosen were:

a. Decision tree classifier;
b. Random forest classifier;
c. Logistic regression.

4. As a fourth step, the trained models were saved for future use in the second component.
5. As a fifth step, the prediction data from the three models was aggregated into a data

set by itself.
6. As a sixth step, the aggregated data was used to train a second layer model, after

hyperparameter tuning using GA from DEAP, v. 1.3.3. The algorithm chosen for that
step was a decision tree classifier, which as stated performs well with tabular data.

7. As a seventh step, the data was analyzed and conclusions were made.
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6.3. Results of the Experiment

By applying data balancing and GA, the accuracy changed as follows (Figure 12):

1. For the decision tree classifier, from 0.634 to 0.84;
2. For the random forest classifier, from 0.62 to 0.81;
3. For logistic regression, from 0.63 to 0.77.

Figure 12. Accuracy improvement during the experiment.

The R-squared changed as follows (Figure 13):

1. For the decision tree classifier, from −0.08 to 0.35;
2. For the random forest classifier, from −0.06 to 0.21;
3. For logistic regression, from −0.3 to 0.06.

Figure 13. R-squared improvement during the experiment.
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The second layer by itself showed an accuracy of 0.88 and R-squared of 0.5, which is
higher compared to the results shown on the first level.

7. Conclusions
• Based on the experiment, the accuracy of the algorithms for the first sub-layer im-

proved by an average of 18%.
• Bearing in mind that we improved the accuracy in the second sub-layer, we can

conclude that the architectural approach leads to better accuracy and that the system
is built in such a way that will enable more accurate predictions.
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