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Abstract

This paper investigates adversarial robustness and explainability in Al-generated face
detection through the Robust and Explainable Detection (RED) framework. RED unifies
CNN and Vision Transformer (ViT) backbones with FGSM/PGD adversarial training
and Grad-CAM-based interpretability in one reproducible pipeline. Experiments on the
Kaggle real/fake face dataset with stratified 70/15/15 splits report accuracy, F1, AUC-
ROC, Adversarial Robustness Index (ARI), and Explainability Fidelity (EF). Xception
and ResNet-50 reach 97.53% and 96.64% validation accuracy, respectively, while ViT-B/
16 attains 69.08%. RED supports forensic and legal applications requiring both detection
accuracy and transparent model behavior.

Keywords: deepfake detection; adversarial robustness; explainable Al; Grad-CAM; adver-
sarial evaluation; Al-generated faces; CNN; Vision Transformer

1. Introduction

Deep generative models such as Generative Adversarial Networks (GANSs) [1] and
diffusion models [2] can now synthesize faces with photorealistic detail, natural lighting,
and convincing local texture. This progress has clear technical value, yet it also creates
a practical detection problem: visual inspection alone is often insufficient to separate
authentic facial images from synthetic ones, especially after resizing, recompression, or
reposting across platforms.

For this reason, Al-generated face detection is no longer only a benchmark problem.
It affects identity verification workflows, media authenticity checks, platform modera-
tion, and the evidentiary value of digital images. Strong pipelines increasingly rely on
residual-network designs [3] and ViT-style encoders [4] whose transformer blocks follow
the self-attention formulation of Vaswani et al. [5]. Benchmarking also spans standardized
face-forgery datasets [6] and large demographically annotated synthetic-face corpora [7].
Reliability nonetheless becomes much less certain when the input is slightly shifted from
the conditions seen during training or when an attacker deliberately crafts perturbations
that preserve human-level realism.

In this paper, adversarial robustness is treated as an empirical property of the detector:
how much performance is retained when the same sample is evaluated after a constrained
perturbation designed to change the model output, in line with foundational adversarial-
example formulations [8]. Optimization-based robust training objectives [9] further shape
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what “robustness” means in practice. Early analyses of network sensitivities [10] motivate
measuring brittleness rather than trusting headline accuracy alone. This framing is impor-
tant for deepfake detection because a model may appear strong on clean data while relying
on brittle image cues that disappear under small gradient-based modifications.

To study that problem in a targeted way, this work develops a Robust and Explainable
Detection (RED) framework for still-image face classification. RED combines multi-stream
feature extraction with adversarial training and post hoc explanation so that robustness
and interpretability are examined within one pipeline rather than as separate add-ons.

The main contributions of this work are threefold. First, the paper defines a unified
RED framework that combines CNN, ViT, and optional spectral representations for Al-
generated face detection. Second, it implements a reproducible training and evaluation
workflow with FGSM /PGD attacks, robustness-oriented metrics, and Grad-CAM visualiza-
tion. Third, it analyzes how robustness and explanation quality interact in this application
setting, while clearly separating the results reported in the current experiments from the
extensions planned for future evaluation.

The study is intentionally scoped to still facial images. Video-level manipulations,
temporal consistency cues, and real-time deployment constraints are outside the present
experiments. The attack setting considered here is an Loo-bounded white-box scenario
because it offers a controlled way to test whether the detector depends on unstable cues;
broader transfer-based and black-box settings are discussed as future extensions rather
than claimed as completed evaluations.

The remainder of the paper is structured as follows. Section 2 summarizes prior work
most relevant to this study: deepfake detection under adversarial pressure, explainability
methods for forged-face analysis, defense strategies, and metrics for explanation assessment.
Section 3 presents the RED methodology. Section 4 describes training and evaluation.
Section 5 discusses results and limitations.

2. Related Work

This section reviews the prior studies that directly inform the design choices in RED.
Rather than attempting a broad survey of all deepfake-detection research, the discussion
focuses on four points needed for this paper: how detectors fail under adversarial ma-
nipulation, how explanation methods are used in face-forgery analysis, which defensive
strategies are relevant to the present implementation, and how explanation quality can be
assessed when manipulation masks are available.

Research on deepfake detection now spans CNN-based detectors, transformer models,
fusion architectures, and forensic pipelines that combine spatial, frequency, and compres-
sion cues. For the purposes of this paper, the most relevant gap is not the absence of high
clean-data accuracy, but the limited number of studies that connect detector performance,
adversarial stability, and explanation quality within one reproducible setup.

2.1. Adversarial Vulnerabilities in Deepfake Detection

Many published detectors are trained and reported under clean-image conditions,
so their headline metrics mainly describe performance when the evaluation data remains
close to the original benchmark distribution. For deployment-oriented use, however, that
is not enough: synthetic-face detectors may be exposed to resized, compressed, reposted,
or intentionally manipulated inputs, and those changes can reveal whether the model
depends on fragile evidence rather than durable forensic cues.

The present implementation therefore includes both FGSM and PGD in src/attacks.py.
FGSM applies a single gradient-sign step, while PGD performs multiple projected updates
within the same perturbation budget. In this paper these attacks are not introduced as
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a generic survey topic, but as the concrete mechanisms used to probe the RED models
under controlled conditions. Broader attack families include iterative boundary approxi-
mations [11] and practical black-box attacks based on transfer and substitute models [12].

Prior empirical work on deepfake detectors shows that undefended models can lose
substantial accuracy even under modest Loo perturbations, with large drops reported across
several architectures, which supports the practical motivation for evaluating robustness
here: strong clean performance alone does not guarantee that the detector is learning stable
manipulation evidence.

Another relevant finding from the literature is that detector behavior already varies
across manipulation families, compression levels, and dataset construction choices before
adversarial perturbations are added. This matters for the current study because any
robustness result must be interpreted together with dataset scope; a model that is resilient
on one benchmark may still generalize poorly when the manipulation process or image
pipeline changes.

2.2. Explainability in Deepfake Detection

Interpretability is especially important in forged-face analysis because a binary predic-
tion by itself does not reveal whether the detector focused on a plausible artifact or on an
incidental shortcut. In operational settings such as moderation support, media review, or
forensic screening, users often need some visual indication of why a face was labeled as
synthetic or authentic.

For face forgery detection, useful explanations should ideally align with artifact-
bearing regions such as blending boundaries, local texture inconsistencies, asymmetries in
facial structure, or unnatural illumination transitions. At the same time, explanation maps
must be treated cautiously: a visually sharp saliency pattern does not automatically prove
that the model relied on semantically meaningful evidence.

In this work, explainable Al is considered primarily as an analysis tool for model
behavior rather than as a standalone research objective. Grad-CAM is emphasized because
it can be applied efficiently to the CNN branch of RED and produces spatial heatmaps that
are practical to compare across clean and adversarial conditions; complementary attribution
tools are discussed next.

Selvaraju et al. introduced Grad-CAM [13] and demonstrated that class-specific
gradients can be combined with final convolutional activations to localize influential image
regions. Since then, Grad-CAM has become a common diagnostic method in computer
vision and a practical choice for studies, such as this one, that need a lightweight and
architecture-aware visualization of detector attention.

Layer-wise relevance propagation [14] and integrated gradients [15] provide pixel- and
path-based attributions with different inductive biases. Transformer-specific interpretability
beyond pure attention maps [16] is increasingly relevant when ViT backbones are used.
Instance-level tools such as LIME [17] and SHAP [18] remain common baselines, and
randomized input sampling (RISE [19]) supports perturbation-based saliency for black-
box models.

Existing comparisons of explanation methods for deepfake detection generally sug-
gest a trade-off between interpretability detail, computational cost, and stability. That
observation motivates the use of Grad-CAM here: the method is fast enough for repeated
inspection during model analysis, while still providing localized heatmaps that can be
checked against visible manipulations or available masks.

Recent work has also examined how adversarial perturbations affect explanations
themselves, indicating that explanation quality can degrade when the input is deliberately
manipulated, which is directly relevant to RED because the framework aims to assess not
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only whether the label changes, but also whether the model’s visual reasoning becomes
less consistent under attack.

Quantitative evaluation of explanation methods in deepfake detection is still compara-
tively limited. When studies compare multiple explanation methods on shared benchmarks,
the conclusions are usually conditional on the dataset, the detector family, and the availabil-
ity of ground-truth artifact masks. This is one reason the present paper treats explanation
metrics as complementary evidence rather than as a standalone proof of model validity.

For this application, the practical question is not only where the model attended, but
whether that attention remains coherent when the detector is stressed. Accordingly, the
explainability discussion in this paper is tied to the trained RED models, their clean-versus-
adversarial behavior, and the availability of mask-based comparison where the dataset
permits it.

2.3. Adversarial Defense Strategies

The defense literature includes several families of methods: adversarial training,
preprocessing-based mitigation, feature regularization, architectural designs intended to
reduce reliance on unstable cues, and certified randomized smoothing [20]. RED primarily
adopts adversarial training because it can be integrated directly into the training loop and
evaluated with the same attacks used for testing.

Related work on lightweight and multi-stream detectors is also relevant because
architecture choice influences both robustness and explanation quality. Prior surveys of
efficient CNN-based detectors and multi-stream approaches have shown that combining
multiple feature extractors can improve accuracy and generalization. RED builds on that
line of work by combining detection, robustness testing, and explanation in one framework
rather than optimizing only for clean-set accuracy.

Adversarial training can also be combined with preprocessing or ensemble techniques,
but each addition introduces a trade-off in computational cost, accuracy retention, and
reproducibility. For that reason, the present implementation keeps the defense design
intentionally focused and reports the core robustness pipeline before expanding to more
elaborate combinations.

2.4. Explainability Methods and Evaluation

Explanation quality can be assessed from several angles, including fidelity, localization
via overlap measures such as the Jaccard coefficient for set overlap [21], and stability
under perturbation. In this study, those dimensions are used pragmatically: the goal is
to determine whether the heatmaps produced by RED remain plausible and sufficiently
aligned with manipulated regions when corresponding ground-truth masks are available.

The use of EF as a correlation between Grad-CAM saliency and manipulation masks
is therefore a practical design choice rather than a claim that one metric fully captures
interpretability. EF is useful because it is computable on datasets that provide masks,
yet it still needs to be interpreted together with qualitative inspection and standard
detection metrics.

The relationship between explanation fidelity and adversarial robustness remains
open. Some prior studies suggest that robust models produce more stable attention maps,
whereas others show that visually convincing explanations can coexist with brittle decisions.
RED is designed to examine that relationship empirically within the limits of the selected
datasets and attacks.

Joint benchmarks for detection and explanation are only beginning to emerge. The
metrics adopted in this paper—accuracy, ARI, and EF—were selected because they allow
a consistent view of detector quality, degradation under attack, and explanation-to-mask
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agreement without requiring a claim that the broader explainability problem has already
been solved.

3. Proposed Methodology
3.1. Architectural Overview

The design of RED is motivated by the observation that local artifact cues (e.g., texture,
boundaries) and global structural cues (e.g., facial symmetry, lighting consistency) are
complementary: CNNs excel at the former while Vision Transformers capture the latter.
Combining them in a multi-stream setup, and hardening the resulting system with adver-
sarial training, yield a detector that is both accurate and robust. Adding Grad-CAM on the
CNN stream(s) provides interpretability without changing the training objective.

Prior work on multi-stream or hierarchical fusion for deepfake detection has shown
that combining multiple feature extractors can improve accuracy and, in some cases,
generalization. RED extends this idea by making adversarial training and explainability
integral to the pipeline: the same backbones are trained with FGSM/PGD augmentation
and are then explained via Grad-CAM so that a single framework addresses both robustness
and transparency. The architecture is modular so that users can enable or disable adversarial
training, choose among backbones, and add or remove streams without changing the core
training and evaluation code.

The RED framework extends earlier multi-stream detection approaches by integrat-
ing adversarial defense and explainability as first-class components. The architecture is
described at a high level here; implementation details and layer choices are documented in
the repository for reproducibility.

RED comprises three main stages. (1) Feature extraction (multi-stream backbone): a
local artifact stream (CNN-based) detects pixel-level irregularities, compression artifacts,
and boundary inconsistencies; a global structural stream (ViT-based) captures long-range
dependencies and structural coherence; an optional spectral stream (FFI-based CNN) can
identify frequency anomalies. The implementation supports Xception [22], ResNet-50, and
ViT-B/16 via timm [23] (src/models.py). Input normalization follows conventions aligned
with the ImageNet benchmark and ILSVRC evaluation protocol [24] and uses statistics tied
to the ImageNet database [25]. (2) Adversarial defense layer: adversarially augmented
training using FGSM and PGD (src/attacks.py), with optional adversarial dropout and
latent feature consistency regularization. (3) Explainability module: Grad-CAM applied to
the last convolutional layer of the CNN backbone with the Fake class as the gradient target
(src/gradcam_viz.py), producing heatmaps for human verification of model focus.

The local artifact stream leverages the fact that many deepfakes introduce subtle
inconsistencies in texture, color, or boundary alignment that CNNs can learn to detect; the
global stream captures holistic cues such as unnatural symmetry or lighting that may be
missed by purely local filters. The optional spectral stream is motivated by observations
that some adversarial and generative artifacts manifest in the frequency domain; including
it can improve robustness to frequency-based attacks. In the current codebase, each stream
is implemented as a separate backbone (Xception, ResNet-50, or ViT-B/16) so that single-
stream and multi-stream experiments can be run with the same code.

Output heads: each backbone is topped with a classification head (linear layer) that
maps the pooled or flattened representation to the number of classes (binary: two, or
tri-class: three). The head is trained from scratch (or with a small learning rate) while the
backbone can be fine-tuned or frozen depending on dataset size. For Grad-CAM, the target
layer is the last convolutional layer before the global pooling and head; the implementation
(gradcam_viz.py) automatically selects the appropriate layer for Xception and ResNet-
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50. ViT backbones require different handling (e.g., attention rollout or patch embedding
visualization) and are not currently supported by the Grad-CAM script.

Fusion of multiple streams can be done at the logit level (averaging probabilities), at
the feature level (concatenation followed by a small head), or via learned attention. The
present implementation emphasizes single-backbone training and evaluation for clarity
and for allowing ablation over backbone choice; multi-stream fusion can be added as a thin
wrapper that loads multiple checkpoints and combines their outputs. The explainability
module is applied per CNN stream; for a fused model, Grad-CAM can be computed for
each CNN branch and the heatmaps overlaid or shown side-by-side for analysis.

Grad-CAM is applied to the last convolutional layer of the CNN backbone
(src/gradcam_viz.py); target layers are selected per architecture (e.g., last Conv2d be-
fore classifier for Xception and ResNet-50). The gradient target is the Fake class so that
heatmaps indicate regions supporting the fake decision. ViT streams can be explained via
attention rollout or AttnLRP in future work. A limitation is that Grad-CAM heatmaps
are relatively coarse (upsampled from the last conv spatial size) and can be affected by
adversarial inputs; combining adversarial training with explainability helps keep the
model’s attention meaningful under attack. Design choices (layer selection, target class) are
documented in the codebase for reproducibility.

The multi-stream design allows RED to capture both local artifacts (CNN) and global
structure (ViT); optional spectral or FFT-based streams can be added to capture frequency-
domain anomalies that adversarial attacks sometimes exploit. The current implementation
(models.py) provides single-model backbones (Xception, ResNet-50, ViT-B/16) that can
be trained with or without adversarial augmentation; ensemble or fused multi-stream
evaluation can be built on top of these components.

Input preprocessing is consistent across streams: images are resized to 224 x 224
(or the backbone’s native resolution), normalized with ImageNet mean and standard
deviation, and passed through the model. For multi-stream fusion, logits or probabilities
can be averaged or combined via a small fusion head; the current codebase supports
single-backbone training and evaluation, with fusion left as an extension. The adversarial
defense layer does not add new parameters; it only affects the training distribution by
replacing or mixing batches with adversarially perturbed examples. The explainability
module is post-hoc: it does not influence training but is used at inference or during analysis
to produce heatmaps for the chosen target layer and class.

3.2. Training and Implementation

Training follows a standard supervised pipeline, extended with adversarial sample
generation during optimization. When adversarial training is enabled, each mini-batch
is replaced by—or mixed with—perturbed versions produced by FGSM or PGD. The
network is then updated on these harder examples instead of relying only on clean inputs.
In practical terms, this alternates between constructing a challenging batch inside the
permitted perturbation budget and updating the model so that the loss on those samples
decreases. The procedure is implemented in src/train.py and can be configured by attack
type, perturbation budget, and number of attack steps.

Adversarial training can be written as a nested optimization problem in which the
model parameters 0 are chosen to minimize loss, while, for each sample, an inner maxi-
mization searches for the perturbation 6, constrained by | 151 | _co < ¢, that most increases
that loss:

min 6 E_{(x,y)} [max_{| 1611 _oco < e} L(B,x+9,y)] (1)

In practice, the inner problem is approximated rather than solved exactly: FGSM
uses a single gradient-based update and PGD applies several projected updates. After
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the adversarial examples are generated, the outer optimization proceeds with ordinary
stochastic gradient descent. Budgets such as € = 8/255, and in milder settings ¢ = 4/255,
are commonly used because they remain visually subtle while still exposing whether a
model has meaningful robustness.

The training pipeline employs PyTorch [26] with optional mixed-precision on NVIDIA
GPUs. Pre-trained ResNet-50, Xception, and ViT-B/16 (timm) are fine-tuned via transfer
learning [27]. Adversarial samples are generated dynamically each iteration. The FGSM
update rule is as follows:

X' =x+ e-sign(V_x L(6, x, y)) ()

where ¢ is in the 0-255 scale converted to [0, 1] (e.g., 8/255). The PGD iterative update is
as follows:

x_{n+1}=TL{I I35l <e¢}{xn+ osign(V_xL(®O,xn,y)},n=0,...,N-1 (3)
with optional random start within the e-ball. The combined loss function is as follows:
L_total=L_ce +A; L_adv + A» L_cons 4)

where L_ce is cross-entropy [28], L_adv penalizes misclassification of adversarial inputs,
and L_cons encourages latent feature stability. In the current train.py, training uses cross-
entropy on either clean or adversarially perturbed batches (adv_train: none, fgsm, pgd, or
mix); A; and A, can be added in future for explicit L_adv and L_cons terms.

Hyperparameters are configurable via config.example.yaml and command-line ar-
guments in src/train.py: epochs, batch_size, Ir, num_workers, adv_train, eps, alpha,
pgd_steps, outdir, seed. The eval script (eval.py) evaluates on clean, FGSM, and PGD test
sets with configurable eps and pgd_steps (e.g., eval_pgd_steps: 10 for stronger evaluation-
time attack). Grad-CAM visualizations are computed post-training via src/gradcam_viz.py
using pytorch-grad-cam, with output saved to an outdir (e.g., outputs/gradcam). Check-
points store model_state_dict, optimizer state, epoch, and validation metrics so that training
can be resumed and evaluation repeated without retraining.

Validation is performed on a held-out validation set each epoch; the best checkpoint by
validation accuracy (or another chosen metric) is saved and used for final test and adversar-
ial evaluation. This prevents overfitting to the training set and ensures that reported metrics
reflect generalization. When multiple runs are performed (e.g., with different seeds), mean
and standard deviation of metrics can be reported to quantify variance. The repository
structure (train.py, eval.py, gradcam_viz.py) supports this workflow without modification.

Choice of backbone involves a trade-off: Xception and ResNet-50 are well-studied for
deepfake detection and have readily available Grad-CAM target layers; ViT-B/16 offers a
global receptive field but requires different explainability methods (e.g., attention rollout).
Training time and memory scale with backbone size; the config allows users to select the
model that fits their hardware and latency requirements. All backbones are loaded with
ImageNet-pre-trained weights from timm and fine-tuned on the target dataset to leverage
transfer learning.

The main optimization term, L_ce, is the usual cross-entropy loss over the classifier
outputs. When adv_train is set to fgsm or pgd, the loss is evaluated on adversarially
perturbed inputs instead of only on clean batches, so the training signal explicitly reflects
model behavior under attack. This corresponds to the adversarial-training scheme de-
scribed above, where the attack stage produces difficult samples and the update stage
reduces their classification loss. The framework can later be extended with auxiliary terms
such as L_adv for explicit adversarial penalties and L_cons for consistency between clean
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and perturbed representations. In its current form, the code implements the essential loop:
generate perturbed data, run a forward pass, backpropagate, and update the weights.

Learning rate scheduling and optimizer choice follow common practice for finetuning:
Adam [29] or AdamW with an initial learning rate on the order of 1 x 1074, optionally with
cosine decay or step decay. Early stopping can be applied based on validation accuracy or
validation loss to avoid overfitting. The repository (train.py) supports configurable epochs,
batch size, and number of workers; checkpointing saves the best model according to the
validation metric, so that evaluation (eval.py) can be run on the best checkpoint rather than
the last epoch. All random seeds (data shuffle, dropout, PGD random restarts) are set from
a single configurable seed for full reproducibility.

4. Model Training and Evaluation

This section specifies the datasets, training procedure, evaluation metrics, baselines,
and implementation details used to assess the RED framework. The primary experiments
use the Kaggle faces dataset, and the setup is designed to support reproducibility. The re-
ported quantitative results correspond to the completed baseline training runs summarized
in Tables 1 and 2.

Table 1. Xception, ResNet-50, and ViT-B/16 models’ training configuration.

Parameter Value

Epochs 10

Batch size 32
Learning rate 0.0003

Max samples per epoch 2000

Adversarial training none

£ (0-255) 8

o (PGD) 2

PGD steps 5

Seed 42

Table 2. Xception, ResNet-50, and ViT-B/16 models’ best validation metric summary.

Metric Xception ResNet50 ViT-B16
Best epoch 9 10 9
Accuracy (%) 97.53 96.64 69.08
F1 (%) 97.51 96.69 67.69
AUC-ROC 0.9977 0.9959 0.7521

The experimental design follows the principle of controlled comparison: the same data
splits, preprocessing, and evaluation protocol are applied to all baselines and to RED, so that
differences in reported metrics can be attributed to model and training choices rather than
to inconsistent setup. Where possible, results are reported for both in-distribution (same
dataset as training) and out-of-distribution or cross-dataset settings to assess generalization.
Adversarial evaluation uses the same & and PGD step count for all models to ensure fair
comparison of ARI.

4.1. Datasets

The primary experiments in this work use the Kaggle faces dataset: a large-scale
collection of real and Al-generated (fake) face images organized in a folder structure with
real/ and fake/ subdirectories. The implementation (src/data.py) discovers classes via
ImageFolder-style layout, assigns labels Real = 0 and Fake = 1, and builds a stratified
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70/15/15 train/validation/test split with a fixed seed for reproducibility. Samples are
loaded via PathLabelDataset; transforms include resize to 224 x 224, optional random
horizontal flip for training, and ToTensor with ImageNet normalization applied in the
model wrapper. This setup allows training and evaluation of RED and baselines on a single,
consistent dataset (e.g., datasets/kaggle_faces) as used in the accompanying experiments.

Additional benchmarks are supported for cross-dataset or future evaluation: Face-
Forensics++ [6] for face-swapping and blending-based manipulations; Al-Face [7] for
large-scale real and synthetic faces; and Hugging Face datasets (e.g., Al-vs-Deepfake-vs-
Real) for tri-class or binarized evaluation. For Explainability Fidelity (EF), datasets that
provide manipulation masks are used where available; otherwise qualitative Grad-CAM
analysis and perturbation-based fidelity are reported.

The codebase also accepts Hugging Face Datasets as an alternative data source. Class
balance between real and fake is maintained in all splits to avoid inflated accuracy from
imbalance. Training augmentation is limited to random horizontal flip and optional mild
color jitter; heavier transforms that could obscure forgery cues are deliberately avoided.
The same resize-and-normalize pipeline is applied at training, validation, and test time to
prevent distribution mismatch. For adversarial evaluation, the test set is perturbed with
FGSM or PGD using the same € and step count as in training (or a stronger evaluation-time
configuration) so that ARI values are comparable across models and studies.

4.2. Metrics and Baselines

Metrics include accuracy, precision, recall, F1-score [30] (from the implementation’s
classification report), AUC-ROC [31] (binary and multi-class), Adversarial Robustness
Index (ARl =1 — (Acc_clean — Acc_adv)/Acc_clean, or equivalently Acc_adv/Acc_clean
when Acc_clean > 0), and Explainability Fidelity (EF)—correlation between Grad-CAM
saliency and known manipulation regions. These are implemented in src/metrics.py;
evaluation on clean, FGSM, and PGD test sets is supported by src/eval.py. Baselines in
the present results are CNN-only (Xception), CNN-only (ResNet-50), and Transformer-
only (ViT-B/16). The RED framework is designed to support later comparison against
multi-stream and adversarially trained variants using the same pipeline.

ARI is reported separately for FGSM and PGD when both attacks are evaluated; higher
ARI indicates better robustness (smaller relative drop under attack). Precision and recall
are reported for the positive (Fake) class to support forensic interpretation (e.g., minimizing
false negatives on fakes vs. false positives on reals).

4.3. Implementation Details

Software: PyTorch (torch>=2.2, torchvision>=0.17), timm (timm>=1.0.9, Xception,
ResNet-50, ViT-B/16), pytorch-grad-cam, Hugging Face Datasets, scikit-learn (scikit-
learn>=1.4, metrics), and YAML configuration (config.example.yaml). Hardware: an
NVIDIA GPU (NVIDIA, Santa Clara, CA, USA) is recommended for training and evalua-
tion; the reported baseline runs were trained on Apple Silicon M3 (Apple, Cupertino, CA,
USA) hardware. Hyperparameters include epochs, batch size, learning rate, num_workers,
adv_train (none/fgsm/pgd/mix), eps (0255 scale), alpha (PGD step), pgd_steps, and seed
for reproducibility. Checkpoints and metrics (CSV, ROC curves) are written to an output
directory specified in config or CLI. The eval script (eval.py) supports single or multiple
checkpoints for ensemble evaluation; it runs inference with attack set to none, fgsm, or pgd
and writes metrics to CSV files. ARI is computed from clean and adversarial accuracies
(metrics.py); all seeds are set from config for reproducible splits and training.

Typical hyperparameter ranges: epochs 10-50, batch_size 32-64, Ir 1 x 107* to
5 x 1072, eps 4-8 (in 0-255 scale), pgd_steps 5-10 for training and 10 for evaluation.
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Training time depends on dataset size and backbone; adversarial training (PGD) typically
increases training time by a factor of roughly two compared to clean-only training. Infer-
ence time per image is on the order of tens of milliseconds on GPU; Grad-CAM adds a small
overhead. The repository documents exact versions of dependencies (requirements.txt)
and provides config.example.yaml as a template for running experiments.

Reproducibility checklist: fixed random seed (config or CLI), documented data splits
and versions of datasets, same preprocessing (resize, normalization) for all models, and
the same attack parameters (epsilon, PGD steps) whenever adversarial evaluation is run.
Where datasets cannot be redistributed, clear instructions for obtaining and preprocessing
data are provided. This aligns with best practices for empirical ML research and enables
independent verification or extension of the reported setup.

5. Results and Discussion

The results section presents quantitative validation results (Tables 1 and 2), qualitative
explainability findings, and a discussion that interprets the results within the scope of the
current experiments.

Statistical reporting uses point estimates (accuracy, F1, ARI, EF). Where multiple runs
were performed, mean =+ std and significance tests are reported.

5.1. Quantitative Results

Table 1 summarizes the shared training configuration used for the compared models.
Table 2 reports the best validation metrics achieved by Xception, ResNet-50, and ViT-B/16.
Figures 1 and 2 visualize the best achieved accuracy and the validation-accuracy trajectories
across epochs for the compared models.

Validation accuracy (Kaggle faces, best epoch)
1004 975 96.6

80

60

40 1

Accuracy (%)

20

0 J
yeepto® Fkeg‘Ne*t""o yirele

Figure 1. Accuracy percentage between models in the best epoch.

The evaluation protocol is as follows: for each model and each condition (clean, FGSM,
PGD), the test set is forward-passed (with attack generation for adversarial conditions);
accuracy, precision, recall, F1, and AUC-ROC are computed. ARI is derived from clean
and adversarial accuracies. All metrics are aggregated per model and per condition so that
Tables 1 and 2 can be filled with a single value per cell (or mean =+ std when multiple runs
are reported).

Reporting conventions: accuracy and F1 are reported as percentages (0-100), and
AUC-ROC as a value in [0, 1]. ARI is part of the RED evaluation framework and
can be reported in future robustness runs with higher values indicating better robust-
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Accuracy (%)

ness. The current tables focus on completed validation metrics from the clean-training
baseline experiments.

Validation accuracy Validation F1-score Validation AUC-ROC
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Figure 2. Validation Accuracy across different models.

5.2. Qualitative Explainability

Grad-CAM heatmaps (generated by src/gradcam_viz.py) indicate spatial importance
for predictions (Figure 3). In the qualitative examples shown here, the detector places
most of its attention on central facial regions and local texture transitions rather than on
clearly irrelevant background areas. This interpretability view serves as a diagnostic aid
and supports human-in-the-loop verification. The gradcam_viz script loads a trained
checkpoint, selects the appropriate target layer per architecture (last Conv2d for Xception
and ResNet-50; transformer block for ViT when supported), and generates heatmaps for a
configurable number of test images.

(b)

Figure 3. Grad-CAM visualizations for the proposed detector for four photos (a-d): hot regions
indicate where the model attended for its prediction (real or fake). Labels on each panel give the
predicted class, confidence, and ground truth (GT), allowing interpretation of both correct and
misclassified cases. (a) Properly predicted fake photo #1; (b) properly predicted real photo #2;
(c) properly predicted fake photo #3; (d) properly predicted fake photo #4.

The examples in Figure 3 should be read as qualitative illustrations rather than as
a completed statistical evaluation of explanation quality under attack. They are use-
ful for checking whether attention remains visually plausible on correctly classified
real and fake faces, and for identifying cases where confidence is high but localization
appears questionable.

A broader comparison of heatmaps across real vs fake samples and across clean
vs adversarially perturbed inputs is supported by the codebase and remains a natural
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extension of the present study. The gradcam_viz script allows batch generation of heatmaps
for a specified number of test images so that analysts can inspect whether the model
consistently attends to eyes, mouth, skin texture, or blending boundaries for fake samples.

When the model predicts correctly (e.g., Pred: Real, GT: Real, or Pred: Fake, GT: Fake),
the heatmap indicates which regions supported that decision. For correctly classified real
faces, concentration of activation on central facial features (eyes, nose, mouth) or natural
skin texture is consistent with the model relying on plausible cues rather than background
or artifacts. For correctly classified fakes, activation on boundaries, inconsistent texture, or
artifact-prone regions supports the claim that the detector has learned forgery-related cues.
Such alignment between heatmap localization and domain expectations (physiologically or
artifact-relevant regions) supports the use of Grad-CAM as a transparency and diagnostic
tool in the RED framework.

5.3. Discussion

The experiments reported here show how three baseline architectures behave on
the selected dataset under a shared training protocol, while the broader RED framework
defines how robustness and explainability can be evaluated in a consistent way. In that
sense, the discussion centers on the current empirical findings and on what they im-
ply for the next stage of the framework rather than making a general claim about all
deepfake detectors.

The reported findings should therefore be read within the boundaries of the present
setup. Higher ARI values under FGSM and PGD indicate better resistance to the specific
attacks used here, but they do not automatically imply robustness to every threat model.
Likewise, stronger explanation-to-mask agreement is encouraging, yet it does not by itself
guarantee causal interpretability.

Reproducibility is supported by the open-source repository: data loading (data.py),
model definitions (models.py), attacks (attacks.py), metrics (metrics.py), training (train.py),
evaluation (eval.py), and Grad-CAM (gradcam_viz.py) are all documented and config-
urable via config.example.yaml and CLI. Researchers can replicate the setup, vary hyperpa-
rameters (e.g., ¢, PGD steps, adv_train mode), and report results in the same table format
for direct comparison.

The validation results (Tables 1 and 2) show that:

e  Xception and ResNet-50 reach 97.53% and 96.64% validation accuracy (F1 97.51% and
96.69%, AUC-ROC 0.9977 and 0.9959) under the same clean-training protocol;

e ViT-B/16 attains 69.08% accuracy, 67.69% F1, and 0.7521 AUC-ROC, indicating a
substantial gap on this dataset under the current setup;

e  Best validation occurs at epoch 9 for Xception and ViT-B/16, and at epoch 10 for
ResNet-50.

The immediate next step is to extend these baseline findings with completed
FGSM/PGD robustness runs, ARI reporting, and comparison against adversarially trained
or multi-stream RED variants under the same protocol.

5.4. Limitations

Failure-case analysis should examine false positives and false negatives in relation
to image quality, manipulation style, and attention behavior. Such analysis is important
because a detector may achieve strong average scores while still failing systematically on
specific visual patterns that matter in practical deployment.

This study has several limitations. The robustness analysis is limited to Loo-bounded
white-box attacks, so the results should be read as evidence about this specific evaluation
setting rather than as a complete security claim. Different conclusions may emerge under
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transfer-based, adaptive, or black-box attacks, and robustness across datasets is likely to
depend on how synthetic images are generated and post-processed.

The explanation analysis is also constrained by the available data. Metrics such
as EF are most informative when manipulation masks exist and are well aligned with
the image content; on datasets without reliable masks, interpretation must rely more
heavily on qualitative review. In addition, Grad-CAM is applied only to compatible layers
and therefore offers a partial view of the decision process, especially for transformer-
based branches.

From an implementation perspective, adversarial training increases computational cost
and may require careful hyperparameter tuning to avoid unnecessary clean-accuracy loss.
The current experiments also focus on still images, so they do not address temporal artifacts,
frame consistency, or multimodal signals that can be important in broader deepfake-
detection pipelines.

Ethical considerations remain important. Systems for face analysis can support benefi-
cial tasks such as media verification and fraud screening, but they can also be misused in
surveillance-heavy or discriminatory settings. For that reason, the intended role of RED
is as an assistive analytic component whose outputs should be interpreted together with
human judgment, documented limitations, and appropriate governance controls.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

ARI Adpversarial Robustness Index

AUC-ROC  Area Under the Receiver Operating Characteristic Curve
CNN Convolutional Neural Network

EF Explainability Fidelity

FGSM Fast Gradient Sign Method

GAN Generative Adversarial Network

Grad-CAM  Gradient-weighted Class Activation Mapping
IG Integrated Gradients

LRP Layer-wise Relevance Propagation

PGD Projected Gradient Descent
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RED Robust and Explainable Detection
ViT Vision Transformer

XAI Explainable Artificial Intelligence
CLI Command-Line Interface

Csv Comma-Separated Values

FFT Fast Fourier Transform

ML Machine Learning

ROC Receiver Operating Characteristic
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