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Abstract

We introduce a privacy measure called statistic maximal leakage that quantifies how much a
privacy mechanism leaks about a specific secret random variable, relative to the adversary’s
prior information about that secret, in the worst case over all possible priors. Statistic
maximal leakage is an extension of the well-known maximal leakage framework. Unlike
maximal leakage, which protects an arbitrary, unknown secret random variable, statistic
maximal leakage is designed to protect a known function of a public random variable. We
show that statistic maximal leakage satisfies composition and post-processing properties.
Additionally, we show how to efficiently compute it in the special case of deterministic
data release mechanisms. We analyze two important mechanisms under statistic maximal
leakage: the quantization mechanism and randomized response. We show theoretically and
empirically that the quantization mechanism achieves better privacy–utility tradeoffs in
the settings we study. This framework may benefit data holders and privacy practitioners
who release data containing known secrets by enabling them to assess leakage without
specifying an exact prior and to better preserve data utility while protecting those secrets.

Keywords: privacy; maximal leakage; data release; information leakage; privacy–utility
tradeoffs

1. Introduction
Information disclosure while preventing privacy leakage is a central problem in the

privacy and information theory literature. That is, how can we release a (realization of a)
random variable without leaking correlated secret information? Since the seminal work
of Yamamoto [1], many papers have studied this problem [2–15]. This article is a revised
and expanded version of the paper titled Statistic Maximal Leakage, presented at ISIT
2024 [16]. We model a data holder with data drawn from a distribution fΘ parameterized
by a random variable Θ. The data holder aims to protect a secret, represented by a discrete
random variable G, which is defined as a function of Θ; that is, G = g(Θ). The data
holder’s goal is to release Θ′, a perturbed version of Θ, while limiting leakage about G and
maximizing the utility of Θ′, in the sense of minimizing its total variation (TV) distance
from Θ.

We seek a measure of privacy leakage that satisfies three properties:

1. Prior independence: The measure should not depend on any party’s prior over the
input data, up to determining a superset of the distribution’s support; that is, it may
depend on which input values are considered possible, but not on the probability
mass assigned to those values. This arises because priors may be difficult to obtain
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in practice; measures that require such knowledge may admit mechanisms that are
fragile to prior misspecification [17–20].

2. Secret-awareness: We assume the secret function g is known, which describes how to
obtain the secret G from the input data distribution. We want a measure that depends
explicitly on g. This is for utility reasons; by exploiting known information, we hope
to add less noise or perturbation to our data than a measure that is secret-agnostic.

3. Composition and post-processing: Informally, composition provides a bound on how a
privacy measure degrades when one or more mechanisms are applied sequentially
to the same data. For example, in differential privacy (DP), the privacy parameter
ϵ degrades additively when a mechanism is applied multiple times to the same
dataset [21]. Post-processing guarantees that if one applies an arbitrary (possibly
random) function to the output of a privacy mechanism, as long as the function does
not depend on the original data, the privacy measure in question does not degrade.
Composition and post-processing are useful properties exhibited by DP, which have
contributed to its widespread usage in practical settings such as machine learning
pipelines [22].

To the best of our knowledge, existing privacy leakage measures that satisfy all three
of these properties are all inspired by (generalizations of) differential privacy. Examples
include attribute privacy [23], distribution privacy [24], and distribution inference [25]. Due
to their assumptions and formulation, they require large amounts of noise in practice [17,26].
We discuss this tradeoff further in Sections 2, 3 and 6.

In this work, we study an information-theoretic privacy measure that satisfies the
above three properties. For a special class of parametric data distributions whose (random)
parameter vector is drawn from a finite set, we propose a privacy measure inspired by
maximal leakage [7,8], which we call statistic maximal leakage. Our contributions in this
work are as follows:

• Formulation and properties. We formulate the statistic maximal leakage privacy measure,
and show that it trivially satisfies the first two properties. We prove that it also
satisfies composition and post-processing. Note that although composition and post-
processing have been previously proved for an extension of maximal leakage called
pointwise maximal leakage [27], their result and proofs do not imply that statistic maximal
leakage also satisfies these properties (details in Section 4.3).

• Computation. We next study how to compute statistic maximal leakage. We show that
in general, computing statistic maximal leakage is NP-hard. However, for the class of
deterministic data release mechanisms, we show that statistic maximal leakage can be
computed in polynomial time by solving a minimum-cost flow problem over a graph
whose construction depends on the mechanism parameters.

• Mechanisms. We next analyze two natural mechanisms that have been studied widely
in the privacy literature: the quantization mechanism [17,28] and randomized re-
sponse [29–31]. Quantization-based mechanisms have been shown to achieve (near)-
optimal privacy–utility tradeoffs in several privacy frameworks, including summary
statistic privacy [17] and non-randomized privacy [28]. Randomized response is a
widely adopted mechanism [29,30] that achieves optimal privacy–utility tradeoffs
for differentially private data collection [32]. We show that both mechanisms satisfy
non-trivial statistic maximal leakage guarantees. Further, for a special case of tabular
datasets with categorical entries, we analyze the privacy–utility tradeoffs of these
two mechanisms; for this analysis, we define utility as a worst-case total variation
distance between the original and the released data distributions. Our results show
that for a tabular data release problem that aims to hide one of the marginal values, the
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quantization mechanism achieves a better privacy–utility tradeoff than randomized
response for practical privacy parameters.

• Empirical evaluation. Finally, we apply the quantization mechanism to a real-world
tabular dataset. We show that when instantiated with an appropriate statistic maximal
leakage parameter, the quantization mechanism effectively protects the secret while
still ensuring the high utility of the released data. Moreover, we illustrate empirically
that the quantization mechanism we propose for satisfying statistic maximal leakage
incurs lower utility cost than mechanisms designed for other privacy frameworks:
attribute privacy [23] and maximal leakage [8].

2. Related Work
There have been many privacy measures proposed for capturing leakage of sensi-

tive information during information disclosure. We divide them into information-theoretic
measures and indistinguishability-based measures.

2.1. Information-Theoretic Measures

Maximal leakage-based measures. While there are various metrics designed to measure
the privacy leakage, maximal leakage is the one most related to our statistic maximal leakage.
Maximal leakage, introduced by Issa et al. [8], is an information-theoretic measure designed
to capture the worst-case leakage of sensitive information in a data release mechanism. It
is defined using the Markov chain G − Θ − Θ′ − Ĝ, where Ĝ represents the adversary’s
guess of secret G. The measure is expressed as

LML = sup
G−Θ−Θ′−Ĝ

log
P
(
G = Ĝ

)
maxg PG(g)

, (1)

where the sup is over G and Ĝ, i.e., consider the worst-case secret and the strongest attack
strategy. This formulation evaluates the ratio of probabilities of correctly guessing the
secret with and without observing the released data, thereby quantifying the increase in
guessing probability facilitated by the data release.

Several variants and extensions of maximal leakage have been proposed to address
different privacy scenarios via gain functions [27,33–35], which penalize different values of
P
(
G = Ĝ

)
differently. This framework can adapt to different threat models by modifying

the evaluation of adversarial success, thus offering a tunable balance between privacy and
utility. For example, maximal (α, β)-leakage [34] generalizes maximal leakage by introduc-
ing parameters α and β, which adjust the sensitivity of leakage to different probabilities
of adversarial success. By tuning α and β, the metric can be converted to several known
leakage measures, such as vanilla maximal leakage and local differential privacy. Pointwise
maximal leakage, introduced by Saeidian et al. [27], examines the leakage given certain
released data rather than averaging over the entire distribution, preventing disproportion-
ate exposure of sensitive information. Binary maximal leakage [36] focuses on the scenario
where only binary secret functions are assumed to be of interest to the adversary, and
demonstrates that restricting the set of secrets to be hidden allows for a better utility.

Maximal leakage and its variants [8,27,33–36] assume the exact secret is unknown a
priori, and hence are worst-case metrics over all secrets (or secrets of certain types). Their
guarantees typically depend on the input prior through its support; the set of input values
with nonzero probability mass must be specified. Furthermore, although maximal leakage
and some of its variant [34,36] analyze the composition property, it holds only when
successive outputs from the mechanism(s) are conditionally independent, conditioned
on the input data. The only exception is pointwise maximal leakage [27], which has the
property of adaptive composition in additive form.
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Besides maximal leakage, several metrics are proposed to quantify the information
leakage from Θ to Θ′ based on mutual information [5,6,37–43], f -divergences [4,44], or
min-entropy [2,3,45–51], which are detailed as follows.

Mutual information-based measures. Privacy Funnel [1,5] measures the privacy leakage
by the mutual information between the secret G and released data. It minimizes the
leakage of secret while ensuring the released data retains a certain level of utility from the
original data, which is captured by the mutual information between Θ and Θ′. Similarly,
rate-distortion theory, originally from source coding [52], models privacy problems by
minimizing mutual information between Θ and Θ′ subject to a distortion constraint, trading
off privacy for utility [39,40]. However, in addition to requiring knowledge of a prior
distribution of input data, as discussed in [8,17], mutual information does not align with
practical notions of privacy and utility, as it does not account for the probability of correct
guesses by an adversary.

Min-entropy-based measures. Several works measure information leakage with min-
entropy [3,45–47], the probability of guessing a secret correctly, which provides a more
direct measure of privacy risk. For example, summary statistic privacy [17,26] quantifies
the privacy loss by assessing the worst-case probability the adversary successfully guesses
the secret within a tolerance range. However, those measures require the knowledge of
the prior distribution of Θ. Although [7] extends the measure to be prior-independent
by considering the probability of guessing the secret under a worst-case prior over Θ, it
considers on the privacy loss of the entire random variable Θ, rather than a specific secret;
moreover, no composition and post-processing properties are provided.

Quantitative Information Flow. Quantitative Information Flow (QIF) measures how
much information about a secret is leaked through observable outputs. Originating in the
works of Denning [53] and Gray [54], QIF has evolved to encompass a range of privacy
metrics. Early QIF frameworks used mutual information to quantify leakage [41–43], while
Smith [2] adopted min-entropy as the metric after recognizing the shortcomings of mutual
information as a privacy metric. Further developments introduced generalized metrics
like g-leakage, which incorporate gain functions to model scenarios involving partial or
multiple guesses [3]. Worst-case min-entropy leakage [7] can be viewed as a special case
of g-leakage by using the 0–1 gain function for exactly guessing the input. In Property 1,
we make its connection to our statistic maximal leakage precise by showing that statistic
maximal leakage is upper- and lower-bounded by worst-case min-entropy leakage by up
to an additive factor. QIF framework has been applied to various domains, such as local
DP and cyberattack defenses [49–51]. However, these studies treat the whole dataset as the
secret rather than hiding correlated random variables, and few analyze post-processing
and composition properties.

Non-stochastic information theoretic methods. Non-stochastic information theoretic meth-
ods have also been adopted to assess privacy leakage [28,55–57], and most works in this area
focus on the exploration of noiseless privacy-preserving mechanisms, e.g., quantization-
based mechanisms. For example, Farokhi et al. [28,56] evaluate utility as the worst-case
deviation between input and output data and measure the privacy by maximin informa-
tion [58], which is defined through a unique taxicab partitioning of feasible input–output
pairs. Ref. [28] identifies quantization as an optimal privacy mechanism within determinis-
tic piecewise differentiable policies, i.e., policies quantizing the input dataset into bins and
the output is differentiable for each bin, that maximize privacy under a utility constraint.
However, similar to Quantitative Information Flow, these works consider the whole data
as the secret and do not prove post-processing or composition properties.
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2.2. Indistinguishability-Based Measures

Orthogonal to information-theoretic approaches, several studies measure the privacy
leakage of statistical properties of the data based on a measure of indistinguishability over
candidate inputs [23–25,59]; these techniques draw inspiration from differential privacy
(DP) [21], one of the most widely adopted privacy metrics. Roughly, differential privacy
quantifies the privacy of a data release mechanism by measuring the influence of the
participation of an individual record (or a group of records) on the final output [21].
However, as discussed in [17,26], DP is designed to measure individual-level privacy and
does not directly quantify information leakage of statistical (distribution-level) secrets.
As an example, if we aim to protect the mean of a dataset of scalar values and apply a
typical local DP mechanism [60] that adds zero-mean Gaussian noise to each record, this
prevents the attacker from inferring the inclusion of individual records in the dataset but
still allows an unbiased estimate of the dataset’s mean. As the number of records increases,
the mean of released dataset converges to the original mean value [17]. Simple variants of
this mechanism that add different noise scales to different features are also shown to fail
in [17].

Distribution privacy [24] and distribution inference [25,59] tackle this challenge by
ensuring that for any two input distributions with different parameters, the output distribu-
tions remain indistinguishable (up to multiplicative and additive factors), thus protecting
sensitive distributional properties. For instance, attribute privacy [23] adopts an indistin-
guishability definition based on the pufferfish framework, while restricting the class of
distributions that should be indistinguishable; it is particularly useful for scenarios where
only a statistic of the dataset is shared. Both attribute and distribution privacy mechanisms
can be very noisy, as they must obfuscate between entire distributions. This is challenging
because two random variables may have similar secret values (e.g., means), while hav-
ing arbitrarily different underlying distributions; hence, the amount of noise required to
make these distributions indistinguishable can be substantial. We show an example of this
privacy–utility tradeoff in Section 6.

3. Notation and Problem Setting
We use uppercase Greek and Roman letters (e.g., Θ, G) to denote random variables,

and lowercase Greek letters (e.g., θ) to denote their realization, unless specified otherwise.
Sets are denoted by boldface uppercase Greek and Roman letters.

A data holder has data drawn from a parametric distribution fθ , for some θ ∈ Θ,
where Θ is a finite set (we extend the formulation to infinite, continuous parameter sets
in Appendix L). The parameter θ is itself a realization of a random variable Θ ∼ PΘ. PΘ

represents the prior distribution of the parameter random variable Θ, and can equivalently
be viewed as the prior over the input data.

The data holder aims to release information about θ while limiting disclosure about a
secret g = g(θ) to an adversary, where g : Θ → G is a function that is fixed and known, and
G ≜ {g1, g2, · · · , gs} is the set of s possible secret values. Note that g ∈ G is a realization
of random variable G, and we will also write G = g(Θ) to denote the random variable
induced by g. In the following sections, we define precise notions of leakage about G and
utility with respect to Θ. We use Θg to represent the set of original parameters whose secret
values are g, i.e., Θg = {θ ∈ Θ|g(θ) = g}. In Section 5, we use Θi to represent Θgi , ∀i ∈ [s],
for convenience.

The data holder releases data via a randomized data release mechanism M = PΘ′ |Θ(θ
′|θ),

which is a channel mapping a realization θ of the random variable input parameter Θ to a
conditional output distribution over the random output parameter Θ′ taking values in Θ′

(in general, Θ ̸= Θ′). With some abuse of notation, we also write Θ′ = M(θ).
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Given a realization θ′ of Θ′, the attacker outputs a (possibly random) estimate of the
secret, Ĝ. We assume the attacker knows the prior distribution of the data and the data
release mechanism M, and is computationally unbounded. The overall data sharing and
attacker guessing process can be formulated as a Markov chain G − Θ − Θ′ − Ĝ.

Utility

To analyze the privacy–utility tradeoff for a mechanism M, we define our utility
measure as a distortion: the expected total variation (TV) distance between the original and
released data distributions, represented by fΘ and fΘ′ respectively, under the worst-case
prior:

∆M = sup
PΘ∈P(Θ)

EΘ,Θ′=M(Θ)[DTV( fΘ∥ fΘ′)], (2)

where P(Θ) denotes the probability simplex over Θ and DTV is the total variation distance.
Note that Equation (2) is computed for a worst-case prior, but it is average-case over

the realizations of the data and the output of the data release mechanism. We have chosen
to model utility in this way because we want the utility measure to apply to a data release
mechanism, regardless of input. Hence, utility should not depend on PΘ. Two natural
options are to either consider the worst-case distribution PΘ, or the average case. As we do
not model a prior over PΘ, we use the former. We subsequently take an expectation over Θ
and Θ′, as is common in many works studying the utility of privacy mechanisms, both in
information theory [40,46] and in differential privacy [61,62].

We next provide Lemma 1, which allows us to analyze the distortion of M as the
expected TV distance between the original and released datasets under a worst-case input.

Lemma 1. The distortion measure ∆M can be rewritten as

∆M = sup
θ∈Θ

EΘ′=M(θ)[DTV( fθ∥ fΘ′)]. (3)

(Proof in Appendix A.1.) Since our utility measure considers a worst-case prior distribution,
the distortion of mechanisms proposed for attribute privacy [23], distribution privacy [24],
or distribution inference [25] can reach the trivial upper bound 1 on distortion (we illustrate
the case for attribute privacy in Section 6), i.e., the worst possible utility. Our goal is to
understand whether there exist data release mechanisms that achieve meaningful utility
while also satisfying a privacy guarantee with the desired properties from Section 1.

4. Statistic Maximal Leakage
We next present our proposed privacy leakage measure, discuss its properties, and

explain how to compute it. Statistic maximal leakage (SML) measures the largest increase
an adversary can gain in their guess of G; it is a property of a data release mechanism M
and a secret mapping g. We define it as follows:

ΠM,g = sup
PΘ ,PĜ|Θ′

log
P
(
Ĝ = G

)
supg∈G PG(g)

, (4)

where the supremum is taken over all prior distributions PΘ over the distribution parameter
θ ∈ Θ and attack strategies PĜ|Θ′ . The probability in the numerator is over the attacker’s
randomized estimator, the mechanism, and the secret. Note that the secret function g and
the data release mechanism M are fixed and assumed to be known in this optimization.
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4.1. Comparison to Other Leakage Metrics

Maximal Leakage. SML bears some similarities with maximal leakage [8] and worst-case
min-entropy leakage [7], though these prior metrics do not simultaneously satisfy all three
desirable properties we propose. Adopting our notation, maximal leakage LML is defined
as follows:

LML = sup
PΘ :Supp(PΘ)=S,PG|Θ ,PĜ|Θ′

log
P
(
Ĝ = G

)
supg∈G PG(g)

, (5)

where S ⊆ Θ is a fixed and known support set; that is, maximal leakage optimizes over
prior distributions that assign nonzero mass to every S ∈ S. We write it in this form because
[8] shows that maximal leakage depends on the support of PΘ. A stronger condition, which
is presented in [8], requires knowledge of the prior PΘ over Θ. Maximal leakage assumes
the secret function g(·) is unknown and, therefore, it optimizes over all PG|Θ.

Min-entropy Leakage. Worst-case min-entropy leakage LMEL can be viewed as a special
case of g-leakage [3] by using the 0–1 gain function for exactly guessing the input; it treats
the entire input data distribution as the secret to protect. For the Markov chain Θ − Θ′ − Θ̂,
LMEL is defined as

LMEL = sup
PΘ ,PΘ̂|Θ′

log
P
(
Θ̂ = Θ

)
supθ∈Θ PΘ(θ)

. (6)

Under a fixed prior, maximal leakage can have a smaller value than SML since
SML considers the worst-case prior. However, one can construct M and g for which
maximal leakage, with a worst-case prior, achieves its largest possible value (i.e.,
min{log |Θ′|, log |Θ|}) while SML is 0. The following property shows that SML is upper-
and lower-bounded by both maximal leakage with a worst-case prior and worst-case min-
entropy leakage, by up to an additive factor that depends on the secret and the parametric
family (Proof in Appendix A.2.).

Property 1 (Relation to Maximal Leakage and Min-Entropy Leakage). Statistic maximal
leakage ΠM,g satisfies

LMEL − sup
g∈G

log |Θg| ≤ ΠM,g ≤ LMEL, (7)

sup
PΘ

LML − sup
g∈G

log |Θg| ≤ ΠM,g ≤ sup
PΘ

LML. (8)

4.2. Computation of Statistic Maximal Leakage

We next discuss how to compute statistic maximal leakage. Computing SML is more
convenient under an alternative form, which shows that we only need to search over a
restricted class of priors that assign nonzero probability mass to at most one parameter
θ ∈ Θg, for each secret g ∈ G. Under such a prior, for a fixed g ∈ G, there is at most one
θ ∈ Θ such that PΘ|G(θ|g) > 0; we use θg to denote this value.

Proposition 1. Statistic maximal leakage satisfies

ΠM,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
. (9)

(Proof in Appendix A.3.) Based on Proposition 1, we explain how to compute SML with an
accompanying example in Figure 1 (left) that has Θ = {θ1, θ2, θ3}, Θ′ =

{
θ′1, θ′2

}
, and Θg1 =

{θ1, θ2}, Θg2 = {θ3}. Given a mechanism M = PΘ′ |Θ, we can construct a policy matrix
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where the value in the i-th row and j-th column is PΘ′ |Θ

(
θ′j|θi

)
. First, fix a prior PΘ such that

PΘ|G ∈ {0, 1}. Figure 1 illustrates a case where the prior satisfies θg1 = θ1 and θg2 = θ3 (θg

is defined above Proposition 1). Next, fix a column θ′j in the policy matrix. We can now find

a secret value g̃ ∈ G that maximizes PΘ′ |Θ

(
θ′j|θg̃

)
—i.e., g̃ is the maximum likelihood secret

for an observed output θ′j. For each column, the red outline denotes the input parameters in
Θg̃. Our example mechanism satisfies arg supg̃ PΘ′ |Θ

(
θ′1|θg̃

)
= g1, arg supg̃ PΘ′ |Θ

(
θ′2|θg̃

)
=

g2. For each column, the blue square is the intersection of the red region with the row of θg̃.
We finally sum the likelihoods of all the blue squares. Our goal is to find the worst-case
prior and calculate the maximum value of log ∑θ′∈Θ′ supg̃∈G PΘ′ |Θ

(
θ′|θg̃

)
. In the worst case,

this can be done in time exponential in the number of input parameters |Θ| by enumerating
all feasible PΘ|G.

𝚯!(
𝜃!

𝜃"

𝜃(

𝚯!)

𝜃() 𝜃!)

𝑃!!"|!!

src

𝑔*

𝑔+

𝜃*

𝜃+

𝜃,

𝜃*-

𝜃+-
sink

1(0)

1(0)

1(0)

1(0)

1(0)

1(0)

1(0)

1(−𝑃%#$|%#)

Minimum-Cost Flow ProblemPolicy Matrix

Figure 1. Given a mechanism M = PΘ′ |Θ, the left subfigure shows a policy matrix. For each column j,

the red outlined region indicates rows of parameters with secret g maximizing PΘ′ |Θ
(

θ′j |θg

)
. The blue

cell lies in the row of θg. When the mechanism M is deterministic, SML calculation can be converted
to a min-cost flow problem (right). The constructed directed graph contains three columns of nodes
(representing G, Θ, Θ′, respectively) between the source and sink nodes. The capacity of all edges is 1,

and only the edges between nodes in Θ and Θ′ columns have non-zero cost (−PΘ′ |Θ
(

θ′k|θj

)
between

θj and θ′k). Edges are annotated as: Capacity (Cost).

4.2.1. Computation for Deterministic Mechanisms: Min-Cost Flow

When the mechanism M is deterministic, i.e., PΘ′ |Θ ∈ {0, 1}, SML calculation process
can be converted to a min-cost flow problem [63]. Given a directed graph where each edge
is assigned a capacity and a cost, the min-cost flow problem aims to design a network flow
satisfying the capacity constraint of each edge, while achieving the minimum cost. The final
cost of the min-cost flow has a one-to-one correspondence to the SML of the underlying
problem.

To construct the network, we start with a source and a sink node, and create three
columns of nodes. The first G column contains all potential secret values (g1, g2 in Figure 1).
The capacity of the edge between the source and each node in the G column is 1 and the
cost is 0. The second Θ column contains all possible input parameter values (θ1, θ2, θ3 in
Figure 1). There is an edge between node gi and θj iff θj ∈ Θgi . The capacity of each edge is
1 and the cost is 0. The third Θ′ column contains all possible released parameter values (θ′1,
θ′2 in Figure 1). This column is fully connected with the second column. The capacity of the
edge between θj and θ′k is 1 and the cost is −PΘ′ |Θ

(
θ′k|θj

)
. All nodes in the Θ′ column are

also connected with the sink node with edge capacity 1 and cost 0. Concretely, the network
construction steps are detailed in Algorithm 1.

From Proposition 1, we know that among all the distributions we are optimizing
over, there is only one θg satisfying PΘ|G

(
θg|g

)
= 1 > 0, ∀g ∈ G. For any deterministic

mechanism, there is only one θ′ ∈ Θ′ satisfying PΘ′ |Θ(θ
′|θ) = 1 > 0, ∀θ ∈ Θ. Finally, for

each θ′ ∈ Θ′, we can only select one g̃ ∈ G to calculate PΘ′ |Θ
(
θ′|θg̃

)
for the SML calculation,

based on Proposition 1. Hence, we set the capacity of all edges as 1. It is known that there
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exists a min-cost network flow such that the flow of each edge is either 1 or 0 [63]. In that
case, for all nodes θ ∈ Θg in the Θ column, only one can accept one unit of flow from g,
and this node is θg. For each node in the Θ′ column, it can also only accept one unit of flow
from θg, ∀g ∈ G. Therefore, the min-cost flow problem under our constructed network
in Algorithm 1 shares the same objective as Proposition 1. Importantly, the min-cost flow
problem can be solved efficiently in polynomial time in |Θ| · |Θ′| [63].

Algorithm 1: Network construction under deterministic mechanism.

Input : parameter value set Θ, secret function g, secret value set G, released
parameter value set Θ′, data release mechanism M = PΘ′ |Θ

1 Construct a source node Nsrc and a sink node Nsink;
2 for each g ∈ G: construct a node Ng connected to Nsrc with edge capacity 1 and

cost 0;
3 for each g ∈ G and θ ∈ Θg: construct a node Nθ connected to Ng with edge

capacity 1 and cost 0;
4 for each θ′ ∈ Θ′ and θ ∈ Θ: construct a node Nθ′ connected to Nθ with edge

capacity 1 and cost −PΘ′ |Θ(θ
′|θ), and connected to Nsink with edge capacity 1

and cost 0.

The following proposition shows that under the network constructed through Algo-
rithm 1, the final cost of the min-cost flow has a one-to-one correspondence to the SML of
the underlying problem.

Proposition 2 (SML computation, deterministic mechanism). Given a deterministic
mechanism M and a secret mapping g, ΠM,g = log

(
−CM,g

)
, where CM,g is the total cost of the

min-cost flow under the network constructed through Algorithm 1.

(Proof in Appendix B.) Intuitively, we can refer to our example, where we allocate 1 unit of
flow from the source to each of g1 and g2. For g1, the full flow goes either to θ1 or θ2; the
selected node is dubbed θg1 under PΘ′ |Θ. The flows from θg1 and θ3 then go to θ′1 and θ′2,
respectively. This is because θ′1 has g1 as its ML secret, and θ′2 has g2 as its ML secret under
PΘ′ |Θ. Finally, the flows merge to the sink. The log of the negative total cost of the flow is
the SML.

4.2.2. Computational Hardness for General Mechanisms

Although the computation of SML is efficient when the mechanism is deterministic, the
computation is NP-hard in general, although there exist efficient approximation algorithms,
as shown in Theorem 1.

Theorem 1 (Hardness of SML computation). Given a mechanism M and a secret mapping
g, the computation of SML ΠM,g is NP-hard. There exists an approximation algorithm for SML
calculation on |Θ′| − exp

(
ΠM,g

)
with approximation ratio 1 + ρ (ρ > 0) and running time

polynomial in |Θ| · |Θ′| and 1/ρ.

(Proof in Appendix C.) We prove the NP-hardness of SML computation by reducing it
to the three-set cover decision problem, for which NP completeness is known [64]. To
approximately compute SML, we convert the computation to an edge cost flow problem,
for which there exist practical (poly-time) approximation algorithms [65]. However, we
do not use these approximation methods in the remainder of the paper; although our
proposed mechanisms are not deterministic, they possess a special structure that enables
us to determine their privacy guarantees in closed form.
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4.3. Properties of Statistic Maximal Leakage

We next show that SML satisfies two natural desired properties: adaptive composition
and post-processing. Adaptive composition bounds the total leakage of releasing multiple
results from one or more possibly adaptive mechanisms applied sequentially.

Theorem 2 (Adaptive Composition). Suppose a data holder sequentially applies m mechanisms
M1, . . . ,Mm, where ∀i ∈ [m], the i-th mechanism is a function of the input data distribution θ and
all of the previous outputs, which we denote as θ′(1), . . . θ′(i−1). That is, Mi(θ, θ′(1), . . . , θ′(i−1)) =

θ′(i). Suppose ∀i ∈ [m], mechanism Mi satisfies a statistic maximal leakage guarantee with respect
to g of ΠMi ,g, where the guarantee is taken in the worst case over all possible previous outputs. Let
M = M1 ◦M2 ◦ . . . ◦Mm denote the composition of these adaptively chosen mechanisms. The
SML with respect to an adversary that can see all intermediate outputs θ′(1), θ′(2), . . . , θ′(m) can be
bounded as ΠM,g ≤ ∑i∈[m] ΠMi ,g.

(Proof in Appendix D.) Theorem 2 shows that statistic maximal leakage degrades additively
when one or more possibly adaptive mechanisms are applied multiple times sequentially
to the original dataset. This additive result is similar in form to analogous composition
results for other privacy metrics, including pointwise maximal leakage [27] (Thm. 13) and
differential privacy [66] (Thm. III.1). In particular, we note that the result for pointwise
maximal leakage does not imply our result, nor vice versa. Pointwise maximal leakage
requires knowledge of the prior distribution of the input data and assumes the secret
function is unknown; the composition property for the worst-case secret function or prior
does not imply the composition property for an arbitrary secret or prior.

Theorem 3 (Post-Processing). Let M be a data release mechanism whose SML is ΠM,g. Let M̃
be an arbitrary (possibly randomized) mechanism defined by PΘ′′ |Θ′ . Then the SML of M̃ ◦M is
ΠM̃◦M,g ≤ ΠM,g.

(Proof in Appendix E) Theorem 3 shows that applying an arbitrary (possibly randomized)
mechanism to the output of a mechanism that satisfies statistic maximal leakage will not
degrade statistic maximal leakage.

5. Mechanism Design for Tabular, Categorical Data
We next study two natural mechanisms for releasing tabular data with attributes

that take values from a finite set under SML: randomized response and the quantization
mechanism. Both have been widely used in practice [17,28,30,31]. Our goal is to understand
(a) if each of these satisfies a SML guarantee, and (b) if so, which one has a better privacy–
utility tradeoff?

5.1. Setup

The data holder holds a tabular dataset D with n rows and c columns, i.e., n samples
with c attributes for each sample. Let Γ be the set of combinations of attributes for samples
existing in the original dataset D, and d ≜ |Γ|. For example, suppose our dataset has binary
columns “Above age 18?” and “Registered to vote in the U.S?” and only includes samples
with attribute values “(Yes, Yes)” and “(Yes, No)”; then d = 2 and the number of columns
c = 2.

We assume there is some unknown true feasible set of attribute combinations Γ∗, where
d∗ ≜ |Γ∗| and Γ ⊆ Γ∗. In our example, in the U.S., d∗ = 3 because voters must be at least
18 years of age, so the only feasible combinations of attributes are (Above 18, Registered),
(Above 18, Not registered), (Under 18, Not registered). We use Γ̂∗ to denote the data
holder’s estimate of the true support Γ∗ (e.g., this could be obtained from public data),
where d̂∗ ≜

∣∣Γ̂∗∣∣. In our voting example, Γ∗ can be accurately estimated based on public
information, i.e., Γ̂∗ = Γ∗. We start by analyzing this special case in Section 5.3, but
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in general, they need not be the same set, and we subsequently analyze robustness to
misspecification of the feasible attribute set in Section 5.4.

The data release mechanism is designed such that samples with attribute combinations
in Γ ∪ Γ̂∗ may exist in the released dataset D′. Let Γ̂∗

0 and Γ̂∗
1 be the feasible and infeasible

attribute combinations within the estimated set Γ̂∗ respectively, i.e., Γ̂∗
0 = Γ̂∗ ∩ Γ∗ and

Γ̂∗
1 = Γ̂∗ \ Γ∗. Let d̂∗0 =

∣∣Γ̂∗
0

∣∣ and d̂∗1 =
∣∣Γ̂∗

1

∣∣, so we have d̂∗ = d̂∗0 + d̂∗1 . We illustrate the
relation between Γ, Γ∗, Γ̂∗, Γ̂∗

0 and Γ̂∗
1 in Figure 2.

𝚪∗: all feasible attribute combinations

𝚪: attribute 
combinations
in dataset

*𝚪∗: estimated  
attribute 
combinations

*𝚪(∗ *𝚪0∗

Figure 2. Relation between Γ, Γ∗, Γ̂∗, Γ̂∗
0 and Γ̂∗

1 . Γ∗ is the set depicted in black, containing all
feasible attribute combinations. Γ in red is the set of attribute combinations existing in the dataset
D, and Γ ⊆ Γ∗. Γ̂∗ in dark yellow is the data holder’s estimate of Γ∗; it may contain both feasible
attribute combinations, as shown in the blue sub-region with the notation Γ̂∗

0 , and infeasible attribute
combinations, as shown in the green sub-region with the notation Γ̂∗

1 .

In the remainder of this paper, we model a tabular dataset as a one-dimensional
histogram (which has a one-to-one correspondence with an underlying parameter vector
θ). In particular, suppose the released dataset D′ has the same size as the original dataset
D. D and D′ can be represented by categorical distribution parameters θ and θ′ respec-
tively, where each category corresponds to the fraction of records (out of n) with a given
combination of attribute values, e.g., (Yes, Yes) in our voting example. So for example,
suppose our input dataset contained four records, as listed in Figure 3 below. Then we
would generate from this dataset a histogram with

∣∣Γ ∪ Γ̂∗∣∣ bins, where each bin contains
the fraction of records with a specific combination of attribute values. This representation
of tabular, categorical data captures correlations across columns by modeling the empirical
joint distribution. Finally, let the data holder’s precision level of the categorical distribution
be τ, i.e., the probability mass of any category is a value within set {0, 1/τ, 2/τ, · · · , 1}. We
assume τ ≤ n, where n is the number of samples in the dataset.

Above age 18? Registered to 
vote in the U.S. ?

Yes Yes

Yes No

No No

Yes No

Age-voting dataset

1
4

1
2

(Yes, Yes) (Yes, No) (No, No)

𝜃 =
1
4
,
1
2
,
1
4

Figure 3. For a tabular dataset, we can generate a categorical distribution with each category
corresponding to the fraction of records with a given combination of attribute values. θ is the
parameter of the constructed categorical distribution.

Suppose the set of secret values admits a total ordering, and without loss of generality,
suppose that g1 < g2 < · · · < gs. For convenience, we use Θi to represent Θgi , the
parameter set with secret value gi, ∀i ∈ [s].

5.2. SML Mechanisms

In the following, we present two mechanisms that satisfy an SML guarantee: random-
ized response and quantization mechanism. Note that among these, only randomized
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response also satisfies a DP guarantee. Finally, in Section 5.3, we compare their privacy–
utility tradeoffs.

5.2.1. Randomized Response (RR)

RR is a widely-used mechanism in the DP literature for discrete distributions [31,67].
We first consider a RR mechanism MRR that outputs the original distribution parameter
with some probability, and otherwise releases a different distribution’s parameters uni-
formly at random over the parameter set. Specifically, MRR can be written as follows,
∀θ ∈ Θ:

P
(
MRR(θ) = θ′

)
=


eϵ

|Θ′ |+eϵ−1 , θ′ = θ,
1

|Θ′ |+eϵ−1 , θ′ ∈ Θ′ \ {θ},

where ϵ is a mechanism hyperparameter controlling the probability of outputting the
original distribution parameter; larger ϵ increases this probability.

Theorem 4 (Privacy and Distortion of Randomized Response). For any secret function g, the
SML and distortion of RR are:

ΠMRR,g = log
1 + sr
1 + r

, ∆MRR =
d̂∗0 − 1

d̂∗0(1 + r)
. (10)

where r ≜ eϵ−1
|Θ′ | = eϵ−1

(
τ+d̂∗0−1

d̂∗0−1
)
.

(Proof in Appendix F).

5.2.2. Quantization Mechanism (QM)

QM has also been adopted in privacy-preserving mechanism design [8,17,28]. This
mechanism first partitions the secret values in G into bins of size I, so that each bin contains
I elements. It then releases, uniformly at random, a distribution parameter from the
parameter set associated with the median-index secret of the bin containing the original
secret. Specifically, MQM can be written as ∀k ∈

{
0, 1, · · · ,

⌈ s
I
⌉
− 1
}

, j ∈ [I], θ ∈ ΘkI+j :

MQM(θ) ∼ Unif
(

Θ′
R(k)

)
,

where R(k) =
⌊(

k + 1
2

)
I
⌋
+ 1 represents the median index of the k-th bin, and Θ′

R(k)
represents the released parameter set with secret value gR(k). More generally, if there does
not exist a total ordering over the set of secrets G, QM releases uniformly at random a
distribution parameter whose secret is contained in the corresponding bin. In the following
analysis, we assume that the secret is the fraction of a category (i.e., one of the PMF values).

Theorem 5 (Privacy and Distortion of Quantization Mechanism). For any secret function g,
the privacy of QM is

ΠMQM,g = log
⌈ s

I

⌉
. (11)

When the secret g is the fraction of the records with a given attribute combination ψ, i.e.,

g(θ) =
nψ

n
, (12)
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where nψ denotes the number of records whose attribute combination is ψ, the distortion of QM is

∆MQM =
1
2
+

d̂∗0
⌊

I
2

⌋
− τ

2τ
(

d̂∗0 − 1
) . (13)

(Proof in Appendix F.)

5.3. Privacy–Utility Tradeoffs: A Special Case

When Γ̂∗ = Γ∗, i.e., the data holder correctly estimates the feasible attribute combina-
tion set, we analyze and compare the privacy–distortion tradeoffs between RR and QM as
follows. Note that in our analysis of QM, we constrain the secret function g to be the PMF
value for a specific category (e.g., “the fraction of people above age 18 registered to vote in
the U.S.” ) to simplify the analysis.

Corollary 1 (Mechanism Comparison). When the secret g is the fraction of records with a given
attribute combination ψ, i.e.,

g(θ) =
nψ

n
,

for any non-trivial privacy budget T < log s, if ΠMQM,g = ΠMRR,g ≤ T, we have

limτ→∞
∆MRR
∆MQM

≥ 1.

(Proof in Appendix F.) From Section 1, we know that when the precision level τ (Section 5.1)
is high enough, for the same SML guarantee, QM performs at least as well as RR as long as
SML does not achieve its upper bound log s. Intuitively, this is because the output space of
RR covers the full support of Θ′, while the output space of QM is significantly reduced,
making the released distribution closer to the input distribution. We conjecture that a
similar result may hold when comparing QM to general DP mechanisms that also satisfy
an SML guarantee, since DP mechanisms must have nonzero probability mass on their
entire output support, whereas this is not true of SML. Since our utility metric is worst-case
over data distributions, DP mechanisms thus incur a high utility penalty.

5.4. Robustness to Misspecification of Feasible Attribute Combinations

When Γ̂∗ ̸= Γ∗, i.e., the data holder only partially knows the feasible attribute combi-
nation set, we provide a robustness result for the privacy of the mechanisms. We define
robustness to support mismatch below, using γ to quantify the divergence in the SML
value, ΠM,g − Π∗

M,g, under a given level of support mismatch, d∗ − d̂∗0 .

Definition 1 (Robustness to support mismatch). Consider a tabular dataset D with attribute
combination set Γ. For any mechanism M, let ΠM,g be the SML of M if its released dataset
contains samples with attribute combinations in Γ̂∗ ∪ Γ, and Π∗

M,g be the SML of M if its released
dataset only contains samples with attribute combinations in Γ∗. The mechanism M is γ-robust if
for any Γ,

ΠM,g − Π∗
M,g ≤ γ

(
d∗ − d̂∗0

)
. (14)

Proposition 3. Consider a dataset D with τ samples. Regardless of the value of d̂∗1 , RR is

log 3-robust if its hyperparameter ϵ satisfies eϵ − 1 ≤ (τ+d̂∗−1
d̂∗−1 )/s, and QM with any interval

length I is 1-robust when the secret is the fraction of the records with a certain arbitrary attribute
combination, as specified in Equation (12).
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(Proof in Appendix G.) Proposition 3 indicates that RR is robust to support mismatch
when it satisfies certain privacy constraints, and QM is robust under certain secret types.

We also analyze the upper and lower bounds on privacy and distortion for both
mechanisms when Γ̂∗ ̸= Γ∗, as well as the tightness of the privacy bounds. These results
are deferred to Appendix H.

6. Empirical Evaluation
In this section, we conduct empirical experiments on a real-world dataset to analyze

and compare the privacy–distortion tradeoffs of our proposed randomized response (RR)
and quantization mechanism (QM), and evaluate the performance of the quantization
mechanism under downstream tasks. We first introduce the experimental settings.

6.1. Experimental Setting

Dataset. We conduct our empirical evaluation on the Census Income dataset [68], which
collects information from 48,842 individuals (n = 48, 842) about their income, education
level, age, gender, and more. We set the distribution precision level as τ = n. The dataset
contains 22,381 unique attribute combinations (d = 22, 381), all of which we assume to
be contained in the estimated attribute combination set Γ̂∗, i.e., Γ ⊆ Γ̂∗. As described in
Section 5.1, the category distribution parameter θ can be constructed with each category
corresponding to a certain attribute combination, e.g., (white, male, age 32, master’s degree,
etc.), with the value being set as the fraction of samples with this attribute combination.

Baselines. Besides the quantization mechanism and randomized response proposed,
we also include and compare with the mechanism of Wu et al. [69], which satisfies a
maximal leakage guarantee. For ease of reference, we call this mechanism MaxL. It is
known to exhibit a privacy–utility tradeoff with bounded sub-optimality under a class
of utility functions that does not include distance measures like total variation distance.
However, we do not know of other mechanisms that satisfy a maximal leakage guarantee
and can be applied to our dataset.

In short, for a given distribution parameter set Θ and a released distribution pa-
rameter set Θ′, let A be a subset of Θ′, u be the cost function (total variation distance in
our experiment), f be a mapping function that satisfies f (θ) = arg minθ′∈A u(θ, θ′), and
UPΘ(A) = EΘ[u(θ, f (θ))] be the expected cost under the prior distribution PΘ. MaxL
works by initializing A = ∅, and iteratively adding an element θ′ ∈ Θ′ \ A to A,
where θ′ satisfies θ′ = arg minθ′∈Θ′\A UPΘ(A ∪ θ′). MaxL terminates when A = Θ′ or
minθ′∈Θ′\A UPΘ(A ∪ θ′) = UPΘ(A), and design the data release mechanism MMaxL accord-
ing to the mapping function f .

Since we assume the prior distribution PΘ is unknown in our setting, we replace
the expected cost UPΘ(A) in MaxL by maxPΘ UPΘ(A). When the cost function is set as
total variation distance, the performance of MaxL is sensitive to the choice of the released
parameter set Θ′. For example, if Θ′ = Θ, we can easily check that MaxL will always
release the input distribution parameter itself, i.e., MMaxL(θ) = θ, resulting in no privacy
protection. To ensure a fair comparison, we design the released parameter set Θ′ based on
a similar idea to the Quantization Mechanism, that is, we partition the secret values into
subsets of size I, and for each subset, we uniformly select a distribution parameter with
the secret within the subset and add it to Θ′. We vary the interval length I to change the
privacy guarantee of MaxL.

Evaluation Metrics. Due to the above results showing that attribute privacy has a poor
privacy–utility tradeoff under our settings, we use SML to measure the privacy performance
in the remainder of this paper. To measure the utility of the data release mechanism, we
adopt the worst-case expected total variation distance from Equation (2). We quantify
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downstream utility by conducting a classification task on the downstream data; namely,
we learn a classifier predicting whether an individual has high income or not based on a
random forest trained on the released (perturbed) data and compute ROC curves.

6.2. Qualitative Comparison to Attribute Privacy

We compare the privacy (and utility) of a mechanism (RR with hyperparameter ϵ = 4)
under the privacy measures SML and a differential privacy (DP)-based measure; namely,
we consider attribute privacy (AP) [23]. The comparison is not meant to rank SML and
AP as universally comparable privacy notions. Instead, it tests whether SML and AP are
informative under our chosen utility metric and secret-statistic settings. We chose RR
because it satisfies both AP and SML, whereas QM does not satisfy a finite AP guarantee for
any interval size less than the full range of secrets. Additionally, the mechanism proposed
in [23] applies only to continuous query results from the dataset, rather than to the entire
dataset.

A fair comparison between SML and AP is challenging because these two measures
have different definitions, and hence the numeric values of SML and attribute/inferential
privacy cannot be directly compared. We thus run two experiments: (1) We fix the dataset
and mechanism, and study how the values of SML and AP change with the number of
possible secret values. (2) We evaluate the privacy–distortion tradeoff for the RR mechanism
under the AP privacy measure. First, in Figure 4a, we vary s, the number of possible
secret values the original dataset can take, by quantizing the secret quantity to different
granularities (i.e., the smaller the quantization interval, the greater the number of possible
secret values). As the number of possible secret values increases, the value of SML increases,
i.e., the privacy measure degrades. This aligns with our intuition: for a given dataset, under
the same randomized response mechanism, a larger number of possible secret values results
in more uncertainty regarding the true secret value prior to data release. However, under
randomized response, the information the adversary obtains after data release remains the
same—specifically, the probability of RR outputting the original data remains the same
regardless of the number of secrets. Therefore, we intuitively expect that RR with more
secrets should leak more information, and we observe that SML has this property.

0 20 40 60 80 100
Number of Possible Secret Values

0

1

2

3

4
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iv
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Attribute Privacy
SML

(a) (b)

Figure 4. Under attribute privacy, the privacy level of RR does not vary with the number of possible
secrets, indicating its inability to capture the influence of the secret value space on the information
leakage (a); the distortion of RR always achieve its trivial upper bound 1 until the attribute privacy
value is larger than 44,320, indicating that attribute privacy is a much more conservative metric (b).
(a) Privacy value of RR with ϵ = 4 vs. Number of possible secret values; (b) Distortion vs. Attribute
Privacy for RR with ϵ = 4.
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In contrast, attribute privacy only measures whether the mechanism outputs are
different under different secrets, and only depends on the mechanism itself; hence, the
attribute privacy level of RR does not change with the number of possible secrets.

We additionally evaluate the privacy–distortion tradeoff of RR under attribute privacy
in Figure 4b, where the distortion metric is the worst-case total variation distance from
Equation (2). Figure 4b shows that the distortion of RR achieves its trivial upper bound
of 1 until the attribute privacy value is larger than 44,320, which is impractically large.
This suggests that for our utility metric (which is a worst-case metric, and hence may be
conservative) attribute privacy incurs a poor privacy–utility tradeoff for reasonable privacy
parameters.

6.3. Privacy–Distortion Tradeoffs

In this section, we compare the privacy–distortion tradeoffs between QM, RR, and
MaxL with the assumption that Γ = Γ∗ = Γ̂∗, i.e., all feasible attribute combinations are
contained in the dataset, and there is no estimate error for the attribute combinations.
We defer the privacy–distortion tradeoff analysis under the case where Γ ⊆ Γ∗ ̸= Γ̂∗ in
Appendix J.

We consider the secret as the fraction of an arbitrary category—namely, (white, male,
age 32, Master’s degree)—and compare the privacy–utility tradeoffs between RR, QM, and
MaxL in Figure 5. To obtain different privacy guarantees, we vary the hyperparameter ϵ in
RR and vary the interval length I in QM and MaxL. The SML for this setting takes values in
[0, 16], where the upper bound arises from the limited size of the secret value space. From
Figure 5, we observe that for the same privacy guarantee, the distortion of RR is almost
twice as large as that of QM under most SML levels, indicating better performance of QM,
which is in line with the theoretical insight in Corollary 1. For MaxL, which can be regarded
as a variant of QM in our setting, it also has a lower distortion than RR at most SML levels,
while showing a worse privacy–distortion performance than QM. This intuitively makes
sense, because MaxL is designed to prevent leakage of any secret, whereas QM is only
protecting the specified secret.
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Statistic Maximal Leakage
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Figure 5. Privacy–utility trade-offs of RR, QM, and MaxL when the secret is the fraction of an arbitrary
category.

6.4. Evaluation of the Quantization Mechanism Under Downstream Tasks

We next analyze the downstream utility of QM by conducting a classification task to
predict whether an individual has high income or not based on a random forest model
trained on the released data. We set the secret as the difference between the proportion of
white and non-white high-income people (>$50 k/yr) among their own race groups. The
SML for this setting takes values in [0, 4.09].
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6.4.1. Perfectly Calibrated Attribute Sets

We first consider the case where Γ = Γ∗ = Γ̂∗, and vary the quantization set size
I to achieve different levels of SML from 0 to 2. For each SML level, we conduct the
experiment 20 times with independent mechanism outputs, show the averaged ROC curve
of the random forests trained on corresponding released datasets. We then compare this
with the performance of the random forest trained on the original dataset in Figure 6. We
observe that as SML increases (weaker privacy), AUC (area under the ROC curve) increases,
indicating the improvement of the downstream task utility. When SML is as little as 2, the
AUC is close to its upper bound (0.89 in raw dataset). When SML is 0 (perfect privacy), the
utility drops mildly (0.14 AUC) compared to the utility of the original dataset. Note that a
perfect privacy-preserving mechanism can still achieve reasonable utility on this task since
we only aim to protect a secret of the dataset, rather than the whole data.
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SML=2 (area = 0.87)
SML=1 (area = 0.82)
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Figure 6. Comparison of ROC curves of random forests under QM with different SML.

6.4.2. Mis-Calibrated Attribute Sets

We then focus on the case where Γ ⊆ Γ∗ ̸= Γ̂∗ in Figure 7. Under each setting, we
conduct 20 independent experiments, show the average AUC with standard deviation of
the random forests trained on the released datasets.

In Figure 7a, we compare the AUC of random forests with different SML levels when
the data holder misses 5 feasible attribute combinations in their pre-held attribute set,
i.e., d∗ − d̂∗0 = 5. We consider the case where the data holder does not introduce invalid
attribute combinations, i.e., d̂∗1 = 0, and vary the SML from 2.8 to 4. We observe that
compared to Figure 6, the performance of the random forests is worse even under more
relaxed privacy constraints (AUC = 0.82 when SML = 4 vs. AUC = 0.82 when SML = 1 in
Figure 6).

In Figure 7b, we fix the privacy budget as SML = 4, and compare the utility when the
data holder has different prior knowledge of feasible attribute combinations, i.e., different
number of missing feasible combinations d∗ − d̂∗0 . We vary d∗ − d̂∗0 from 0 to 100, and,
similar to the settings of Figure 7a, set d̂∗1 = 0. As we can observe, with the increasing
number of missing feasible attribute combinations, the utility first drops sharply—AUC
drops from 0.87 to 0.76 as d∗ − d̂∗0 increases from 0 to 10, and then drops mildly—AUC
drops from 0.76 to 0.74 as d∗ − d̂∗0 increases from 10 to 100.

In Figure 7c–e, we fix the data holder’s pre-held attribute combination sets with
d∗ − d̂∗0 = 5, 20 and 100, respectively, and compare the utility under different numbers
of introduced invalid attribute combinations, i.e., d̂∗1 . We observe in Figure 7c that as d̂∗1
increases, the privacy upper bounds drops linearly while the utility only degrades slightly
when d̂∗1 increases from 0 to 5 k, or from 10 k to 20 k. When the number of feasible attribute
combinations the data holder misses increases to 20 in Figure 7d, the privacy upper bounds
drops from 4.09 to 2.88 in a concave curve as d̂∗1 increases, from 50 k to 200 k, while the
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utility only suffers a slight degradation as d̂∗1 increases from 50 k to 200 k. Those results
indicate that introducing more invalid attribute combinations results in better (lower) SML
while not severely harming utility. We also observe that as the number of missing feasible
attribute combinations increases, more invalid attribute combinations are needed to achieve
a given improvement in SML. However, as we can observe in Figure 7e, when d∗− d̂∗0 = 100,
the SML of the mechanism always achieves its trivial upper bound whatever d̂∗1 is, which
indicates that with more missing feasible attribute combinations, adding invalid attribute
combinations eventually cannot help improve the privacy performance of the mechanism.
In Appendix I, we show through an approximation argument why the privacy expressions
decay in the patterns observed in Figure 7c–e. Roughly, in the approximation regime where

d̂∗1 ≪ d̂∗0 and d∗ − d̂∗0 ≪ τ + d̂∗0 , there exists a positive constant α =
log s−log⌈ s

I ⌉
log[1+τ/(τ+d̂∗0)]

such

that with increasing d̂∗1 , the privacy value drops linearly when 0 ≤ d∗ − d̂∗0 < α, and always
achieves its trivial upper bound log s when d∗ − d̂∗0 ≥ α.
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Figure 7. Comparisons of ROC curves of random forests trained on released data by quantization

mechanism with different SML, missed feasible attribute combinations
(

d∗ − d̂∗0
)

, or invalid attribute

combinations inserted
(

d̂∗1
)

.

7. Future Work
In this section, we outline several promising directions for future research, including

developing alternative leakage metrics for different threat models, extending statistic maxi-
mal leakage to continuous parameter spaces and broader classes of data, and characterizing
how the choice of secret affects downstream utility.

Design of Alternative Metrics. The operational meaning of statistic maximal leakage is to
measure the information gain in an attacker’s knowledge about the most likely secret value
after data release, under worst-case prior and attack strategy. However, in some scenarios,
especially those related to social justice and fairness, protecting the most unlikely posterior
secret value can also be crucial. Additionally, while statistic maximal leakage assesses the
attack success probability over the randomness of the released data, a more conservative
approach would measure this probability under the worst-case output. In Appendix K,
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we take a first step towards alternative metrics under those scenarios and analyze their
connections with the indistinguishability-based measure inspired by differential privacy.

Extension to Continuous Parameter Space. The definition and analysis of statistic maximal
leakage in Section 4 are under the discrete parameter space. In Appendix L, we take an
initial step toward extending statistic maximal leakage to the continuous distribution
parameter and secret spaces. A complete extension, however, requires a rigorous measure-
theoretic treatment to establish that the proposed formulation is well-defined and that
the corresponding characterizations remain valid. Furthermore, efficiently calculating or
estimating statistic maximal leakage over a continuous parameter space is an open problem,
as is designing data release mechanisms with desirable privacy–utility tradeoffs.

For instance, we study tabular datasets with categorical values in this work. This is a
very limited class of data. Designing mechanisms that satisfy an SML guarantee for more
general classes of data is an important and interesting question.

Relation Between Secret and Utility. In our experiments, we (perhaps surprisingly)
observed nonzero utility even at a perfect SML guarantee of zero. This is likely due to our
choice of secret, which was correlated with the selected downstream task very loosely. An
interesting question is to characterize conditions on the secret and the downstream task to
explain how SML will affect utility.

8. Conclusions
In this work, we propose statistic maximal leakage, a prior-independent and secret-

specific privacy measure quantifying the information leakage of a given, known secret.
We show that SML satisfies post-processing and composition properties. Although the
calculation of statistic maximal leakage is NP-hard in general, under deterministic mech-
anisms, we show an efficient statistic maximal leakage calculation process. We analyze
and compare the privacy–utility tradeoffs of randomized response and the quantization
mechanism. Both theoretical and empirical results suggest a better privacy–utility tradeoff
for the quantization mechanism.
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Appendix A. Proofs of Lemma 1, Property 1, and Proposition 1
Appendix A.1. Proof of Lemma 1

Proof. We show that the proposed expression is both an upper bound and a lower bound
on the original distortion measure.

Recall that the original distortion measure is defined as

∆M = sup
PΘ∈P(Θ)

EΘ,Θ′=M(Θ)[DTV( fΘ∥ fΘ′)].

Let P∗
Θ = arg supPΘ

EΘ,Θ′=M(Θ)[DTV( fΘ∥ fΘ′)], and for convenience, we define Pθ ≜
P∗

Θ(θ). We can get that ∆M can be upper bounded by

∆M = sup
PΘ∈P(Θ)

EΘ,Θ′=M(θ)[DTV( fΘ∥ fΘ′)]

= ∑
θ∈Θ

Pθ ·EΘ′=M(θ)[DTV( fθ∥ fΘ′)]

≤ sup
θ∈Θ

EΘ′=M(θ)[DTV( fθ∥ fΘ′)].

To get the lower bound of ∆M, we construct a prior such that PΘ(θ) = 1 when
θ = arg supθ∈Θ EΘ′=M(θ)[DTV( fθ∥ fΘ′)], and we have

∆M = sup
PΘ∈P(Θ)

EΘ,Θ′=M(θ)[DTV( fΘ∥ fΘ′)]

≥ sup
θ∈Θ

EΘ′=M(θ)[DTV( fθ∥ fΘ′)].

Therefore, ∆M = supθ∈Θ EΘ′=M(θ)[DTV( fθ∥ fΘ′)].

Appendix A.2. Proof of Property 1

Proof. For the worst-case min-entropy leakage LMEL, it can be derived as

LMEL = sup
PΘ

log
∑θ′∈Θ′ supθ∈Θ PΘΘ′(θ, θ′)

supθ∈Θ PΘ(θ)

= sup
PΘ

log
∑θ′∈Θ′ supθ∈Θ PΘ′ |Θ(θ

′|θ)PΘ(θ)

supθ∈Θ PΘ(θ)

≤ sup
PΘ

log
∑θ′∈Θ′ supθ∈Θ PΘ′ |Θ(θ

′|θ) · supθ∈Θ PΘ(θ)

supθ∈Θ PΘ(θ)

= log ∑
θ′∈Θ′

sup
θ∈Θ

PΘ′ |Θ
(
θ′|θ

)
.

This upper bound can be achieved when PΘ satisfies

∀θ′ ∈ Θ′ : arg sup
θ∈Θ

PΘ′ |Θ
(
θ′|θ

)
∩ arg sup

θ∈Θ

PΘ(θ) ̸= ∅.

Thus, LMEL = log ∑θ′∈Θ′ supθ∈Θ PΘ′ |Θ(θ
′|θ).

For statistic maximal leakage ΠM,g, we defer the derivations to Appendix A.3, from
which we have
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ΠM,g = sup
PΘ

log ∑
θ′∈Θ′

sup
g∈G

∑θ∈Θg PΘ′ |Θ(θ
′|θ) · PΘ(θ)

∑θ∈Θg PΘ(θ)

≥ log ∑
θ′∈Θ′

sup
g∈G

∑θ∈Θg PΘ′ |Θ(θ
′|θ)

|Θg|
(A1)

≥ log
∑θ′∈Θ′ supg∈G supθ∈Θg

PΘ′ |Θ(θ
′|θ)

supg∈G |Θg|

= log
∑θ′∈Θ′ supθ∈Θ PΘ′ |Θ(θ

′|θ)
supg∈G |Θg|

(A2)

= LMEL − sup
g∈G

log |Θg|.

Equality is achieved in (A1) when PΘ satisfies ∀g ∈ G, ∀θ1, θ2 ∈ Θg : PΘ(θ1) = PΘ(θ2),
and (A2) holds because ∪g∈GΘg = Θ. Additionally, we have

ΠM,g = sup
PΘ

log ∑
θ′∈Θ′

sup
g∈G

∑θ∈Θg PΘ′ |Θ(θ
′|θ) · PΘ(θ)

∑θ∈Θg PΘ(θ)

≤ sup
PΘ

log ∑
θ′∈Θ′

sup
g∈G

supθ∈Θg
PΘ′ |Θ(θ

′|θ) · ∑θ∈Θg PΘ(θ)

∑θ∈Θg PΘ(θ)

= log ∑
θ′∈Θ′

sup
θ∈Θ

PΘ′ |Θ
(
θ′|θ

)
= LMEL.

This gives
LMEL − sup

g∈G
log |Θg| ≤ ΠM,g ≤ LMEL. (A3)

For maximal leakage LML, from [8] (Thm. 1), we know that

LML = log ∑
θ′∈Θ′

sup
θ∈Θ:

PΘ(θ)>0

PΘ′ |Θ
(
θ′|θ

)
.

Therefore, we have

sup
PΘ

LML = sup
PΘ

log ∑
θ′∈Θ′

sup
θ∈Θ:

PΘ(θ)>0

PΘ′ |Θ
(
θ′|θ

)
= log ∑

θ′∈Θ′
sup
θ∈Θ

PΘ′ |Θ
(
θ′|θ

)
= LMEL.

Based on Equation (A3), we can get that

sup
PΘ

LML − sup
g∈G

log |Θg| ≤ ΠM,g ≤ sup
PΘ

LML.

Appendix A.3. Proof of Proposition 1

Proof. We first analyze the upper bound of statistic maximal leakage under a fixed
prior. Let Θg be the set of distribution parameters whose secret value is g, i.e,
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Θg = {θ ∈ Θ|g(θ) = g}. For statistic maximal leakage ΠM,g, we have ΠM,g =

supPΘ
log

∑θ′∈Θ′ supg∈G PGΘ′ (g,θ′)
supg∈G PG(g) . Under a fixed prior distribution PΘ, we can get that

log
∑θ′∈Θ′ supg∈G PGΘ′(g, θ′)

supg∈G PG(g)

= log
∑θ′∈Θ′ supg∈G PΘ′ |G(θ

′|g)PG(g)

supg∈G PG(g)

≤ log
∑θ′∈Θ′ supg∈G PΘ′ |G(θ

′|g) · supg∈G PG(g)

supg∈G PG(g)

= log ∑
θ′∈Θ′

sup
g∈G

PΘ′ |G
(
θ′|g

)
= log ∑

θ′∈Θ′
sup
g∈G

∑
θ∈Θ

PΘ′ |GΘ
(
θ′|g, θ

)
· PΘ|G(θ|g)

= log ∑
θ′∈Θ′

sup
g∈G

∑
θ∈Θ

PΘ′ |GΘ
(
θ′|g, θ

) PG|Θ(g|θ) · PΘ(θ)

∑θ∈Θ PG|Θ(g|θ) · PΘ(θ)

= log ∑
θ′∈Θ′

sup
g∈G

∑θ∈Θg PΘ′ |Θ(θ
′|θ) · PΘ(θ)

∑θ∈Θg PΘ(θ)

= log ∑
θ′∈Θ′

sup
g∈G

EΘ

[
PΘ′ |Θ

(
θ′|θ

)∣∣θ ∈ Θg

]
≜ VPΘ .

(A4)

This upper bound can be achieved when PΘ satisfies

∀θ′ ∈ Θ′, ∃g ∈ G : g ∈ arg sup
g∈G

PΘ′ |G
(
θ′|g

)
and g ∈ arg sup

g∈G
PG(g), (A5)

where PΘ′ |G(θ
′|g) = E

[
PΘ′ |Θ(θ

′|θ)
∣∣θ ∈ Θg

]
, PG(g) = ∑θ∈Θg PΘ(θ).

Let P+
Θ ∈ arg supPΘ

VPΘ and Θ′(g) be the set of released parameters satisfy-

ing g = arg supg∈G EΘ

[
PΘ′ |Θ(θ

′|θ)
∣∣θ ∈ Θg

]
under P+

Θ . We can construct a prior
P∗

Θ as follows: for any g ∈ G, select a distribution parameter θg ∈ Θ such that
θg ∈ arg supθ∈Θg ∑θ′∈Θ′(g) PΘ′ |Θ(θ

′|θ) (Let arg supθ∈Θg ∑θ′∈Θ′(g) PΘ′ |Θ(θ
′|θ) = Θg when

Θ′(g) = ∅.), and let PΘ
(
θg
)
= 1

|G| and PΘ(θ) = 0, ∀θ ∈ Θg, θ ̸= θg.

We then show that replacing P+
Θ by the constructed prior P∗

Θ which places all condi-
tional mass on one representative θg per secret value, cannot decrease the objective.

VP+
Θ
= log ∑

θ′∈Θ′
sup
g∈G

EΘ

[
PΘ′ |Θ

(
θ′|θ

)∣∣θ ∈ Θg

]
= log ∑

g∈G
∑

θ′∈Θ′(g)
EΘ

[
PΘ′ |Θ

(
θ′|θ

)∣∣θ ∈ Θg

]

= log ∑
g∈G

EΘ

 ∑
θ′∈Θ′(g)

PΘ′ |Θ
(
θ′|θ

)∣∣∣∣θ ∈ Θg


≤ log ∑

g∈G
sup
θ∈Θg

∑
θ′∈Θ′(g)

PΘ′ |Θ
(
θ′|θ

)
= VP∗

Θ
.
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Since P+
Θ ∈ arg supPΘ

VPΘ , we can get that P∗
Θ ∈ arg supPΘ

VPΘ . Since P∗
Θ satisfies Condi-

tion (A5) and PΘ|G(θ|g) ∈ {0, 1}, ∀g ∈ G, θ ∈ Θ, we have

ΠM,g = sup
PΘ

log
∑θ′∈Θ′ supg∈G PGΘ′(g, θ′)

supg∈G PG(g)

= sup
PΘ

log ∑
θ′∈Θ′

sup
g∈G

PΘ′ |G
(
θ′|g

)
= sup

PΘ

log ∑
θ′∈Θ′

sup
g∈G

∑θ∈Θg PΘ′ |Θ(θ
′|θ) · PΘ(θ)

∑θ∈Θg PΘ(θ)

= sup
PΘ

log ∑
θ′∈Θ′

sup
g∈G

EΘ

[
PΘ′ |Θ

(
θ′|θ

)∣∣θ ∈ Θg

]
= sup

PΘ :PΘ|G∈{0,1}
log ∑

θ′∈Θ′
sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
= sup

PΘ|G∈{0,1}
log ∑

θ′∈Θ′
sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
,

(A6)

where θg satisfies PΘ|G
(
θg|g

)
= 1, ∀g ∈ G, under a prior with PΘ|G ∈ {0, 1}.

Appendix B. Proof of Proposition 2
Proof. Given a deterministic mechanism M and a secret mapping g, let CM,g be the total
cost of the min-cost flow under the network we construct.

We first prove that log
(
−CM,g

)
≥ ΠM,g as follows. Let

P∗
Θ|G = arg sup

PΘ|G∈{0,1}
log ∑

θ′∈Θ′
sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
,

and denote θ∗g such that P∗
Θ|G

(
θ∗g |g

)
= 1. For any deterministic mechanism, we have

PΘ′ |Θ ∈ {0, 1}, and we denote θ′g such that PΘ′ |Θ

(
θ′g|θ∗g

)
= 1. From Proposition 1, we

can get that ΠM,g = log ∑θ′∈Θ′ supg∈G PΘ′ |Θ

(
θ′|θ∗g

)
= log ∑θ′∈Θ′ 1

{
θ′ = θ′g, ∃g ∈ G

}
.

Denote Θ′(∗) =
{

θ′|θ′ = θ′g, ∃g ∈ G
}

, and then we have ΠM,g = log
∣∣∣Θ′(∗)

∣∣∣. For any

θ′ ∈ Θ′(∗), there is at least one secret, denoted as gθ′ , such that θ′ = θ′gθ′
. We can construct a

feasible network flow where for any θ′ ∈ Θ′(∗), there is a 1-unit flow in the path src−gθ′ −
θ∗gθ′

− θ′−sink. Since we have PΘ′ |Θ

(
θ′|θ∗gθ′

)
= PΘ′ |Θ

(
θ′gθ′

|θ∗gθ′

)
= 1, we can easily get that

the total cost of the constructed flow is −
∣∣∣Θ′(∗)

∣∣∣ ≥ CM,g. Therefore, we have log
(
−CM,g

)
≥

ΠM,g.
We then prove that log

(
−CM,g

)
≤ ΠM,g as follows. We can construct a min-cost

network flow such that the flow of each edge is either 1 or 0 [63]. Denote Θ′(+) as the set
of nodes in Θ′ column that this min-cost flow goes through. Therefore, for any θ′ ∈ Θ′(+),
there is one 1-unit flow goes through it, and we denote this flow path as src−g⟨θ′⟩ −
θ

g⟨θ′ ⟩ − θ′−sink. Since the capacity of each edge is 1, θ
g⟨θ′ ⟩ has a one-on-one correspondence

to g⟨θ′⟩ and θ′. We can construct a P+
Θ|G such that P+

Θ|G

(
θ

g⟨θ′ ⟩ |g⟨θ′⟩
)

= 1, i.e., θ
g⟨θ′ ⟩ =

θ+g⟨θ′ ⟩
under P+

Θ|G. Then we can get that log
(
−CM,g

)
= log ∑θ′∈Θ′(+) PΘ′ |Θ

(
θ′|θg⟨θ′ ⟩

)
=

log ∑θ′∈Θ′(+) PΘ′ |Θ

(
θ′|θ+g⟨θ′ ⟩

)
≤ supPΘ|G∈{0,1} log ∑θ′∈Θ′ supg∈G PΘ′ |Θ

(
θ′|θg

)
= ΠM,g.

Hence, we have log
(
−CM,g

)
= ΠM,g.
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Appendix C. Proof of Theorem 1
Proof. We first prove the NP-hardness of the SML computation. Consider a three-set cover
decision problem where given a set U , a collection T of m three size subsets whose union is
U , and an integer k, decide whether there are k subsets in T whose union equals to U . It is
well-known that the three-set cover decision problem is NP-complete [64]. We will prove
the NP-hardness of SML computation by reducing the three-set cover decision problem to
it.

Let T = {T1, . . . , Tm}, where Ti =
{

t(i)1 , t(i)3 , t(i)3

}
, ∀i ∈ [m], and let Θg ={

θ
(g)
1 , . . . , θ

(g)
|Θg|

}
, ∀g ∈ G. For any U , T and k, we can construct the support of distribution

parameter Θ, the secret function g, and the mechanism M such that (i) ∀g ∈ G :
∣∣Θg

∣∣ = m;

(ii) |G| = k, i.e., G = {g1, . . . , gk}; (iii) Θ′ = U ; (iv) ∀g ∈ G, i ∈ [m] : PΘ′ |Θ

(
θ′|θ(g)

i

)
= 1

3 if

θ′ ∈ Ti, otherwise, 0.
We show that solving the three-set cover decision problem with sets U , T and integer

k is equivalent to deciding whether the SML of the mechanism constructed above is equal
to log(|U |/3) as follows.

If there is a sub-collection T̃ =
{

Tj1 , . . . , Tjk
}

whose union is U , we have θ′ ∈⋃
i∈[k] Tjk , ∀θ′ ∈ Θ′. Let θgi = θ

(gi)
ji

, ∀i ∈ [k] (θg is defined above Proposition 1), and
we can get that

ΠM,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
≥ log ∑

θ′∈Θ′
sup
i∈[k]

PΘ′ |Θ

(
θ′|θ(gi)

ji

)
= log ∑

θ′∈Θ′

1
3

= log
|U |
3

.

Additionally, we have

ΠM,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
≤ sup

PΘ|G∈{0,1}
log ∑

θ′∈Θ′

1
3

= log
|U |
3

.

Therefore, we have ΠM,g = log |U |
3 .

If there is no sub-collection of T with size k that covers U , then ΠM,g < log |U |
3 ,

which can be proved by contradiction as follows. Suppose ΠM,g = log |U |
3 , then we can

construct a prior distribution of parameter with PΘ|G ∈ {0, 1}, such that ∀θ′ ∈ Θ′, ∃i ∈
[k] : PΘ′ |Θ

(
θ′|θgi

)
= 1

3 . For any i ∈ [k], there exists ji ∈ [m] such that θgi = θ
(gi)
ji

, and we

construct a sub-collection of T as T̃ =
{

Tj1 , . . . , Tjk
}

. Since Θ′ = U and PΘ′ |Θ
(
θ′|θgi

)
= 1

3
if and only if θ′ ∈ Tji (i ∈ [k]), we can get that ∀u ∈ U , ∃i ∈ [k] : u ∈ Tji . Therefore,⋃

i∈[k] Tji = U , which contradicts with the assumption that there is no sub-collection of T
with size k that covers U . Since ΠM,g ≤ log |U |

3 , we have ΠM,g < log |U |
3 .

Hence, we can reduce three-set cover decision problem to SML computation, and
therefore, SML computation is NP-hard.
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Next, we convert the computation of SML to network flow problems, for which
approximation or exact algorithms have been proposed.

Edge cost flow problem. Edge cost flow problem is a type of min cost–max flow problem,
where the cost c of an edge satisfies

c =

b f > 0

0 f = 0
.

f is the flow through the edge and b is a constant. This cost function is different from the
most common min cost–max flow problem, where c = b f .

Edge cost flow problem is shown to be an NP-hard problem [70] (Problem ND32), and
calculating SML can be converted as solving an edge cost flow problem. We illustrate the
conversion process in Figure A1. To construct the network, we introduce the source and
sink nodes, and create three columns of nodes between them.

The first column is the g column, which contains all potential secret values (g1 and
g2). The capacity of the edge between the source and the g column node is |Θ′| (|Θ′| = 2
in Figure A1), and the cost is 0. Setting the each edge capacity as |Θ′| enables us to freely
select the secret g for each released parameter value θ′ ∈ Θ′.

The second column is θ column, which contains all potential parameter value (θ1, θ2

and θ3 in Figure A1). There will be an edge between node Ngi and Nθj if θj ∈ Θgi . The
capacity of each edge is |Θ′| and the cost is 1. This ensures that to achieve the min-cost
goal, all flows from a certain secret g go to a same node Nθ , which is in line with the SML
calculation, i.e., PΘ|G ∈ {0, 1}.

The third column is the θ′ column, which contains all potential released parameter
value (θ′1 and θ′2 in Figure A1). This column is fully connected with the second column as
well as the sink node. To be in line with the privacy calculation, the capacity of the edge
between the Nθi and Nθ′j

columns is set as 1 and the cost is set as −P
(

θ′j|θi

)
. The capacity

of the edge between the sink and the third column is 1 and the cost is 0, which ensures that
the flow that goes through a node in θ′ column is from a single node in g column.

src

𝑔!

𝑔"

𝜃!

𝜃"

𝜃#

𝜃!$

𝜃"$
sink

2(0)

2(1)

2(0)

2(1)

2(1)

1(0)

1(0)

1(−𝑃!!"|!!)

2(0)

src

𝑔!

𝑔"

𝜃!

𝜃"

𝜃#

𝜃!$

𝜃"$
sink

2(0)

2(0)

2(0)

2(0)

2(0)

1(0)

1(0)

1(−𝑃!!"|!!)

Edge cost flow problem

Min-cost flow problem with conflict constraints

𝚯!! 𝜃!
𝜃"

𝜃#

𝚯!"

𝜃#$ 𝜃!$

𝑃%#$|%#

Figure A1. Given a mechanism M = PΘ′ |Θ, the left subfigure shows a policy matrix. For each column

j, the red outlined region indicates rows of parameters with secret g maximizing PΘ′ |Θ
(

θ′j |θg

)
. The

blue cell lies in the row of θg. SML calculation can be converted to an edge cost flow problem (top
right) or a min-cost flow problem with conflict constraints (bottom right). Both constructed directed
graphs contain three columns of nodes (representing G, Θ, Θ′, respectively) between the source and
sink nodes.
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Additionally, we fully connect the θ column and the sink, and set the capacity and cost
as |Θ′| and 0, respectively, which are shown in red edges in Figure A1.

The max flow of the network is |G| · |Θ′|. To achieve the min cost–max flow goal, every
node in θ′ column has nonzero flow going through it, since only the edge cost between
the θ and θ′ columns can be negative. Recall that the flow going through a node in the θ′

column is from a single node in the g column, and to achieve the min-cost goal, all flows
from a node in the g column will go through only one node in the θ column, denoted as
Nθ(g)

. Let CM,g be the total cost of the min cost–max flow under the network we construct.
Similar to the proof of Proposition 2, we can get that

CM,g = inf
Nθ(g)

:θ(g)∈Θg ,g∈G
∑

θ′∈Θ′
inf
g∈G

(
1 − P

(
θ′|θ(g)

))
=
∣∣Θ′∣∣− sup

PΘ|G∈{0,1}
∑

θ′∈Θ′
sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
=
∣∣Θ′∣∣− exp

(
ΠM,g

)
,

i.e., log
(
|Θ′| − CM,g

)
= ΠM,g. Therefore, we can convert the calculation of SML as the

edge cost flow problem.
Ref. [65] provides an approximation algorithm for the edge cost flow problem, with

approximation ratio 1 + ρ (ρ > 0) and running time polynomial in m and 1/ρ, where m
represents the number of edges in the network. Therefore, there exists an approximation
algorithm for SML calculation on |Θ′| − exp

(
ΠM,g

)
with an approximation ratio 1 + ρ

(ρ > 0) and running time polynomial in |Θ| · |Θ′| and 1/ρ.
Min-cost flow problem with conflict constraints. We can also convert the calculation

process as the min-cost flow problem with conflict constraints, which is also proven to be
NP-hard [71]. The difference of the constructed network with the previous one is that (1)
the edge cost between the g column and the θ column is 0. (2) A conflict constraint applies
to edges between the g column and the θ column: each g-node can only send flow to one
θ-node. (3) There are no red edges between the θ column and the sink. Similarly, we can also
conclude that the calculation of SML can be converted as the min-cost flow problem with
conflict constraints. Ref. [71] provides an exact solution (with running time exponential to
the number of edges) for the min-cost flow problem with conflict constraints.

Appendix D. Proof of Theorem 2
We first provide Lemma A1, which demonstrates how to compute the statistic maximal

leakage of an adaptive composition of mechanisms.

Lemma A1. Suppose there are m adaptive data release mechanisms, and each mechanism Mi is
defined by Pθ′(i) |Θ,{Mk ,Θ′(k)}k∈[i−1]

, which is adaptively designed given the original data distribution,

previous mechanisms {Mk}k∈[i−1], and previous outputs
{

Θ′(k)
}

k∈[i−1]
. Let θ′ be the sequence

of the released distribution parameter, i.e., θ′ ∈ Θ′(1) × Θ′(2) × · · ·Θ′(m). The statistic maximal
leakage of the adaptively composed mechanism M = M1 ◦M2 ◦ . . . ◦Mm is

ΠM,g = sup
PΘ|G∈{0,1}

log ∑
θ′

sup
g∈G

∏
i∈[m]

Pθ′(i) |Θ,{Mk ,Θ′(k)}k∈[i−1]

(
θ′(i)|θg,

{
Mk, θ′(k)

}
k∈[i−1]

)
,

where θg satisfies PΘ|G
(
θg|g

)
= 1, ∀g ∈ G, under a prior with PΘ|G ∈ {0, 1}.
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Proof. Based on Equation (A11), we have

ΠM,g = sup
PΘ

log ∑
θ′

sup
g∈G

Pθ′(1),··· ,θ′(m) |G
(
θ′|g

)
= sup

PΘ

log ∑
θ′

sup
g∈G

∑
θ∈Θ

Pθ′(1),··· ,θ′(m) |GΘ

(
θ′|g, θ

)
· PΘ|G(θ|g)

= sup
PΘ|G∈{0,1}

log ∑
θ′

sup
g∈G

∏
i∈[m]

Pθ′(i) |Θ,{Mk ,Θ′(k)}k∈[i−1]

(
θ′(i)|θg,

{
Mk, θ′(k)

}
k∈[i−1]

)
.

We then prove Theorem 2 as follows.

Proof. From Lemma A1, we know that the calculation of the statistic maximal leakage of
adaptively composed mechanism is similar to the process illustrated in Figure 1, except
that the policy matrix is changed as ∏i∈[m] Pθ′(i) |Θ,{Mk ,Θ′(k)}k∈[i−1]

and the released set of

parameters is changed as Θ′(1) × Θ′(2) × · · ·Θ′(m). Using Lemma A1, we get that

ΠM,g = sup
PΘ|G∈{0,1}

log ∑
θ′

sup
g∈G

∏
i∈[m]

Pθ′(i) |Θ,{Mk ,Θ′(k)}k∈[i−1]

(
θ′(i)|θg,

{
Mk, θ′(k)

}
k∈[i−1]

)
≤ sup

PΘ|G∈{0,1}
log ∑

θ′
∏

i∈[m]

sup
g∈G

Pθ′(i) |Θ,{Mk ,Θ′(k)}k∈[i−1]

(
θ′(i)|θg,

{
Mk, θ′(k)

}
k∈[i−1]

)
≤ sup

PΘ|G∈{0,1}
log ∏

i∈[m]
∑

θ′(i)∈Θ′(i)
sup

g∈G,[θ′(1),··· ,θ′(i−1)]∈Θ′(1)×···Θ′(i−1)

Pθ′(i) |Θ,{Mk ,Θ′(k)}k∈[i−1]

(
θ′(i)|θg,

{
Mk, θ′(k)

}
k∈[i−1]

)
≤ ∑

i∈[m]

sup
PΘ|G∈{0,1}

log ∑
θ′(i)∈Θ′(i)

sup
g∈G,[θ′(1),··· ,θ′(i−1)]∈Θ′(1)×···Θ′(i−1)

Pθ′(i) |Θ,{Mk ,Θ′(k)}k∈[i−1]

(
θ′(i)|θg,

{
Mk, θ′(k)

}
k∈[i−1]

)
= ∑

i∈[m]

ΠMi ,g.

Appendix E. Proof of Theorem 3
Proof. Based on Proposition 1, we can get that
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ΠM̃◦M,g = sup
PΘ|G∈{0,1}

∑
θ′′∈Θ′′

sup
g∈G

PΘ′′ |Θ
(
θ′′|θg

)
= sup

PΘ|G∈{0,1}
∑

θ′′∈Θ′′
sup
g∈G

∑
θ′∈Θ′

PΘ′′ |Θ′
(
θ′′|θ′

)
· PΘ′ |Θ

(
θ′|θg

)
≤ sup

PΘ|G∈{0,1}
∑

θ′′∈Θ′′
∑

θ′∈Θ′
PΘ′′ |Θ′

(
θ′′|θ′

)
· sup

g∈G
PΘ′ |Θ

(
θ′|θg

)
= sup

PΘ|G∈{0,1}
∑

θ′∈Θ′
∑

θ′′∈Θ′′
PΘ′′ |Θ′

(
θ′′|θ′

)
· sup

g∈G
PΘ′ |Θ

(
θ′|θg

)
= sup

PΘ|G∈{0,1}
∑

θ′∈Θ′
sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
= ΠM,g.

Appendix F. Proofs of Theorem 4, Theorem 5, and Corollary 1
Proof. (Privacy and Distortion of Randomized Response.) We first analyze the statistic max-
imal leakage of the Randomized Response with hyperparameter ϵ. Based on Proposition 1,
we can get that

ΠMRR,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
= sup

PΘ|G∈{0,1}
log

(
∑

θ′∈{θg}g∈G

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
+ ∑

θ′∈Θ′\{θg}g∈G

sup
g∈G

PΘ′ |Θ
(
θ′|θg

))

= log
(
|G| · eϵ

|Θ′|+ eϵ − 1
+
(∣∣Θ′∣∣− |G|

)
· 1
|Θ′|+ eϵ − 1

)
.

Denote r = eϵ−1
|Θ′ | . Since |G| = s and |Θ′| = |Θ| = (

τ+d̂∗0−1
d̂∗0−1

), we have

ΠMRR,g = log

 (
τ+d̂∗0−1

d̂∗0−1
) + s(eϵ − 1)

(
τ+d̂∗0−1

d̂∗0−1
) + eϵ − 1

 = log
(

1 + sr
1 + r

)
.

We then analyze the distortion of randomized response. For the categorical distribution
with parameter θ, denote mθi as the probability mass of the i-th category, where i ∈

[
d̂∗0
]
.

From Lemma 1, we have ∆ = supθ EΘ′ [DTV( fθ∥ fΘ′)]. Let θ∗ = arg supθ EΘ′ [DTV( fθ∥ fΘ′)],

we first prove by contradiction that θ∗ satisfies that ∃i ∈
[
d̂∗0
]

: mθ∗i
= 1 as follows.

Suppose maxi∈[d̂∗0 ]
mθ∗i

= mθ∗j
< 1, then we have mθ∗j

≤ 1 − 1
τ and there exists another

category k ̸= j such that mθ∗j
≥ mθ∗k

≥ 1
τ . We can construct another categorical distribution

parameter θ̃ where mθ̃j
= mθ∗j

+ 1
τ , mθ̃k

= mθ∗k
− 1

τ , and mθ̃i
= mθ∗i

, ∀i ∈ [τ] \ {j, k}. We can
get that

DTV( fθ∗∥ fθ′) =


DTV

(
Xθ̃∥ fθ′

)
+ 2

τ , mθ′j
≥ mθ̃j

, mθ′k
≤ mθ̃k

,

DTV
(

fθ̃∥ fθ′
)
− 2

τ , mθ′j
< mθ̃j

, mθ′k
> mθ̃k

,

DTV
(

fθ̃∥ fθ′
)
, otherwise.
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For every θ′ ∈ Θ′ satisfying mθ′j
≥ mθ̃j

, mθ′k
≤ mθ̃k

, we can construct a unique θ′′ as

mθ′′j
= mθ′k

, mθ′′k
= mθ′j

, and mθ′′i
= mθ′i

, ∀i ∈ [τ] \ {j, k}. Since mθ′′j
= mθ′k

≤ mθ̃k
< mθ∗j

and mθ′′k
= mθ′j

≥ mθ̃j
> mθ∗k

, we have DTV( fθ∗∥ fθ′′) = DTV
(

fθ̃∥ fθ′′
)
− 2

τ . Therefore, we

can get that EΘ′ [DTV( fθ∗∥ fΘ′)] ≤ EΘ′ [DTV
(

fθ̃∥ fΘ′
)
], which contradicts with the definition

of θ∗ : θ∗ = arg supθ EΘ′ [DTV( fθ∥ fΘ′)]. Therefore, we can get that ∃i ∈
[
d̂∗0
]

: mθ∗i
= 1.

Without loss of generality, let mθ∗1
= 1.

We can calculate the distortion as

∆MRR = Eθ′=MRR(θ∗)[DTV
(
νXθ∗ ∥ fΘ′

)
]

=
|Θ′|

|Θ′|+ eϵ − 1
· ∑

i∈[τ]

i
τ
· P
(

mθ′1
= 1 − i

τ

)

=
|Θ′|

|Θ′|+ eϵ − 1
· ∑

i∈[τ]

i
τ
·
(

i+d̂∗0−2
d̂∗0−2

)

|Θ′|

=
1

τ(
τ+d̂∗0−1

d̂∗0−1
) + τ(eϵ − 1)

· ∑
i∈[τ]

i ·
(

i + d̂∗0 − 2

d̂∗0 − 2

)

=
1

τ(
τ+d̂∗0−1

d̂∗0−1
) + τ(eϵ − 1)

· ∑
i∈[τ]

(
d̂∗0 − 1

)
·
(

i + d̂∗0 − 2

d̂∗0 − 1

)

=

(
d̂∗0 − 1

)
· (τ+d̂∗0−1

d̂∗0
)

τ(
τ+d̂∗0−1

d̂∗0−1
) + τ(eϵ − 1)

=
d̂∗0 − 1

d̂∗0(1 + r)
.

Proof. (Privacy and Distortion of Quantization Mechanism.) For the privacy of the quanti-
zation mechanism, we can get that

ΠMQM,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
= sup

PΘ|G∈{0,1}
log ∑

k∈{0,1,··· ,⌈ s
I ⌉−1}

∑
θ′∈Θ′

R(k)

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
= sup

PΘ|G∈{0,1}
log ∑

k∈{0,1,··· ,⌈ s
I ⌉−1}

∑
θ′∈Θ′

R(k)

1∣∣∣Θ′
R(k)

∣∣∣
= log

⌈ s
I

⌉
.

For the distortion analysis, we consider the case where the secret is the fraction of
a category, i.e., g(θ) = nψi /n = mθi , i ∈

[
d̂∗0
]
. Without loss of generality, let g(θ) = mθ1 .

The number of possible secret values is s = τ + 1 as s ∈ {0, 1/τ, 2/τ, · · · , 1}, and let gl =
l−1

τ , ∀l ∈ [τ + 1]. Let θ∗ = arg supθ EΘ′ [DTV( fθ∥ fΘ′)], with the same distortion analysis of

randomized response, we can get that θ∗ satisfies that ∃j ∈
[
d̂∗0
]
\ {1} : mθ∗j

= 1 − mθ∗1
.

Without loss of generality, let mθ∗2
= 1 − mθ∗1

. Let θ̃ be the distribution parameter satisfying
mθ̃1

= gkI+j, where k ∈
{

0, 1, · · · ,
⌈ s

I
⌉
− 1
}

, j ∈ [I], and mθ̃2
= 1 − mθ̃1

. We can get that
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EΘ′=MQM(θ̃)[DTV
(

fθ̃∥ fΘ′
)
]

= 1
2

[
|R(k)−kI−j|

τ + ∑i∈[τ+1]\[R(k)]
|i−kI−j|+i−R(k)−1

τ P
(

mθ′2
= 1 − i−1

τ

)]
1
≤ 1

2

[
|R(k)−kI−1|

τ + ∑i∈[τ+1]\[R(k)]
|i−kI−1|+i−R(k)−1

τ P
(

mθ′2
= 1 − i−1

τ

)]
= |R(k)−kI−1|

2τ + ∑i∈[τ+1]\[R(k)]
|i−kI−1|+i−R(k)−1

2τ

(
i−R(k)+d̂∗0−3

d̂∗0−3
)

(
τ+1−R(k)+d̂∗0−2

d̂∗0−2
)

2
≤ |R(0)−1|

2τ + ∑i∈[τ+1]\[R(0)]
|i−1|+i−R(0)−1

2τ

(
i−R(0)+d̂∗0−3

d̂∗0−3
)

(
τ+1−R(0)+d̂∗0−2

d̂∗0−2
)

= 1
2τ

⌊
I
2

⌋
+ 1

2τ(
τ−⌊ I

2⌋+d̂∗0−2

d̂∗0−2
)

∑l∈[n−⌊ I
2⌋]∪{0}

(⌊
I
2

⌋
+ 2l − 1

)
(

l+d̂∗0−3
d̂∗0−3

)

= 1
2τ

⌊
I
2

⌋
+ 1

2τ(
τ−⌊ I

2⌋+d̂∗0−2

d̂∗0−2
)

·
[⌊

I
2

⌋
· (τ−⌊ I

2⌋+d̂∗0−2
d̂∗0−2

) + ∑l∈[n−⌊ I
2⌋]
(

d̂∗0 − 2
)
(

l+d̂∗0−3
d̂∗0−2

)

]

= 1
τ ·
⌊

I
2

⌋
+

(d̂∗0−2)(
τ−⌊ I

2⌋+d̂∗0−2

d̂∗0−1
)

2τ(
τ−⌊ I

2⌋+d̂∗0−2

d̂∗0−2
)

= 1
2 +

d̂∗0⌊ I
2⌋−τ

2τ(d̂∗0−1)
,

where
1
≤ achieves ‘=’ when j = 1, and

2
≤ achieves ‘=’ when k = 0. Therefore, we can get that

∆MQM= EΘ′=MQM(θ∗)[DTV( fθ∗∥ fΘ′)] =
1
2
+

d̂∗0
⌊

I
2

⌋
− τ

2τ
(

d̂∗0 − 1
) .

Proof. (Mechanism Comparison.)
Under the case where the secret is the fraction of a category, we compare the distortion

of quantization and randomized response when they achieve the same non-trivial statistic
maximal leakage, i.e., ΠMQM,g = ΠMRR,g < log s. Under the same statistic maximal
leakage, we have log 1+sr

1+r = log
⌈ s

I
⌉
, and therefore,

r =
s − 1

s −
⌈ s

I
⌉ − 1 ≤ s − 1

s − s
I − 1

− 1.

For the distortion of randomized response, we have

∆MRR =
d̂∗0 − 1

d̂∗0(1 + r)
≥

(Is − s − I)
(

d̂∗0 − 1
)

Id̂∗0(s − 1)
.
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Since s = τ + 1, we can get that

∆MRR

∆MQM

≥
(Is − s − I)

(
d̂∗0 − 1

)
Id̂∗0(s − 1)

/1
2
+

d̂∗0 I − 2τ

4τ
(

d̂∗0 − 1
)


=
4
(

d̂∗0 − 1
)2

(Iτ − τ − 1)[
d̂∗0 I + 2τ

(
d̂∗0 − 2

)]
Id̂∗0

.

When limτ→∞ I = ∞, since I ≤ s = τ + 1, we have

lim
τ→∞

∆MRR

∆MQM

≥
4τ
(

d̂∗0 − 1
)2[

d̂∗0 I + 2τ
(

d̂∗0 − 2
)]

d̂∗0

≥
4
(

d̂∗0 − 1
)2(

3d̂∗0 − 4
)

d̂∗0

= 1 +

(
d̂∗0 − 2

)2

3
(

d̂∗0
)2

− 4d̂∗0

≥ 1.

When limτ→∞ I < ∞, to achieve non-trivial statistic maximal leakage, I should satisfy
log
⌈ s

I
⌉
< log s, i.e., I > 1. We have

lim
τ→∞

∆MRR

∆MQM

≥
4τ
(

d̂∗0 − 1
)2

2τ
(

d̂∗0 − 2
)

d̂∗0
· I − 1

I

≥

(
d̂∗0 − 1

)2

d̂∗0
(

d̂∗0 − 2
)

= 1 +
1

d̂∗0
(

d̂∗0 − 2
)

> 1.

Hence, we can get that when secret is the fraction of a category, for any non-trivial
privacy budget T < log s = log(τ + 1), when ΠMQM,g = ΠMRR,g ≤ T, we have

lim
τ→∞

∆MRR

∆MQM

≥ 1.
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Appendix G. Proof of Proposition 3
Proof. Denote Θ′(∗) as the set that contains all the distribution parameters whose support
is or is within Γ̂∗ ∪ Γ∗, and Θ′(0) as the set of parameters whose support is or is within
Γ̂∗. Let β(θ′) be the number of categories in Γ∗ \ Γ̂∗ that have nonzero probability mass
in θ′, i.e., β(θ′) =

∣∣Supp(θ′) \ Γ̂∗∣∣. We analyze the robustness of RR and QM to support
mismatch correspondingly as follows.

(1) Randomized Response.
For randomized response with hyperparameter ϵ, from Corollary 1, we know that

Π∗
MRR,g = log

(τ+d∗−1
d∗−1 ) + s(eϵ − 1)

(τ+d∗−1
d∗−1 ) + eϵ − 1

≥ log
(

τ+d∗+d̂∗1−1
d∗+d̂∗1−1

) + s(eϵ − 1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

.

For ΠMRR,g, we can get that

ΠMRR,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′(∗)

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
= sup

PΘ|G∈{0,1}
log

(
∑

θ′∈{θg}g∈G

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
+ ∑

θ′∈Θ′(∗)\{θg}g∈G

sup
g∈G

PΘ′ |Θ
(
θ′|θg

))

≤ sup
PΘ|G∈{0,1}

log

(
∑

θ′∈{θg}g∈G

eϵ

(
τ+d̂∗0+d̂∗1+β(θ′)−1

d̂∗0+d̂∗1+β(θ′)−1
) + eϵ − 1

+ ∑
θ′∈Θ′(∗)\{θg}g∈G

1

(
τ+d̂∗0+d̂∗1+β(θ′)−1

d̂∗0+d̂∗1+β(θ′)−1
) + eϵ − 1

)

≤ sup
PΘ|G∈{0,1}

log

(
s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+ ∑
θ′∈Θ′(∗)

1

(
τ+d̂∗0+d̂∗1+β(θ′)−1

d̂∗0+d̂∗1+β(θ′)−1
) + eϵ − 1

)

= sup
PΘ|G∈{0,1}

log

(
s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+ ∑
i∈{0}∪[d∗−d̂∗0 ]

(
d∗−d̂∗0

i )(
τ−i+d̂∗0+d̂∗1+i−1

d̂∗0+d̂∗1+i−1
)

(
τ+d̂∗0+d̂∗1+i−1

d̂∗0+d̂∗1+i−1
) + eϵ − 1

)

≤ sup
PΘ|G∈{0,1}

log

(
s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+
(

τ+d∗+d̂∗1−1
d∗+d̂∗1−1

)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

∑
i∈{0}∪[d∗−d̂∗0 ]

(
d∗−d̂∗0

i )(
τ−i+d̂∗0+d̂∗1+i−1

d̂∗0+d̂∗1+i−1
)

(
τ+d̂∗0+d̂∗1+i−1

d̂∗0+d̂∗1+i−1
)

)
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= sup
PΘ|G∈{0,1}

log

(
s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+
(

τ+d∗+d̂∗1−1
d∗+d̂∗1−1

)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

∑
i∈{0}∪[d∗−d̂∗0 ]

τ!
(

τ + d̂∗0 + d̂∗1 − 1
)

!(d∗−d̂∗0
i )

(τ − i)!
(

τ + i + d̂∗0 + d̂∗1 − 1
)

!

)

≤ sup
PΘ|G∈{0,1}

log

(
s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+
(

τ+d∗+d̂∗1−1
d∗+d̂∗1−1

)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

∑
i∈{0}∪[d∗−d̂∗0 ]

(
τ

τ + d̂∗0 + d̂∗1 − 1

)i(
d∗ − d̂∗0

i

))

= log

(
s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+
(

τ+d∗+d̂∗1−1
d∗+d̂∗1−1

)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

(
1 +

τ

τ + d̂∗0 + d̂∗1 − 1

)d∗−d̂∗0
)

.

When eϵ − 1 ≤ (
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)/s, we can get that

ΠMRR,g − Π∗
MRR,g

= log

(
(

τ+d∗+d̂∗1−1
d∗+d̂∗1−1

) + eϵ − 1

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + s(eϵ − 1)

s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+
(

τ+d∗+d̂∗1−1
d∗+d̂∗1−1

) + eϵ − 1

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + s(eϵ − 1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

(
1 +

τ

τ + d̂∗0 + d̂∗1 − 1

)d∗−d̂∗0
)

≤ log

 (
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + s(eϵ − 1)

s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+

(
1 +

τ

τ + d̂∗0 + d̂∗1 − 1

)d∗−d̂∗0


≤ log

1 +

(
1 +

τ

τ + d̂∗0 + d̂∗1 − 1

)d∗−d̂∗0


< log 3 ·
(

d∗ − d̂∗0
)

,

which indicates that randomized response is log 3-robust when ϵ satisfies eϵ − 1 ≤
(τ+d̂∗−1

d̂∗−1 )/s.

(2) Quantization Mechanism.
For quantization mechanism with interval length I, from Corollary 1, we know that

Π∗
MQM,g = log

⌈ s
I

⌉
.
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For convenience, let gk,I represent g(k+ 1
2 )I , the output secret value of the k-th interval.

For ΠMQM,g, we have

ΠMQM,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′(∗)

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
= sup

PΘ|G∈{0,1}
log ∑

k∈{0,1,··· ,⌈ s
I ⌉−1}

∑
θ′∈Θ

′(∗)
R(k)

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
≤ sup

PΘ|G∈{0,1}
log ∑

k∈{0,1,··· ,⌈ s
I ⌉−1}

∑
θ′∈Θ

′(∗)
R(k)

1

(
τ(1−gk,I)+d̂∗0+d̂∗1+β(θ′)−2

d̂∗0+d̂∗1+β(θ′)−2
)

= sup
PΘ|G∈{0,1}

log ∑
k∈{0,1,··· ,⌈ s

I ⌉−1}
∑

i∈{0,1,··· ,d∗−d̂∗0}

(
d∗−d̂∗0

i )(
τ(1−gk,I)−i+d̂∗0+d̂∗1+i−2

d̂∗0+d̂∗1+i−2
)

(
τ(1−gk,I)+d̂∗0+d̂∗1+i−2

d̂∗0+d̂∗1+i−2
)

= sup
PΘ|G∈{0,1}

log ∑
k∈{0,1,··· ,⌈ s

I ⌉−1}
∑

i∈{0,1,··· ,d∗−d̂∗0}

(τ(1 − gk,I))!
(

τ(1 − gk,I) + d̂∗0 + d̂∗1 − 2
)

!

(τ(1 − gk,I)− i)!
(

τ(1 − gk,I) + i + d̂∗0 + d̂∗1 − 2
)

!

(
d∗ − d̂∗0

i

)

≤ sup
PΘ|G∈{0,1}

log ∑
k∈{0,1,··· ,⌈ s

I ⌉−1}
∑

i∈{0,1,··· ,d∗−d̂∗0}

(
τ

τ + d̂∗0 + d̂∗1 − 2

)i(
d∗ − d̂∗0

i

)

= sup
PΘ|G∈{0,1}

log ∑
k∈{0,1,··· ,⌈ s

I ⌉−1}

(
1 +

τ

τ + d̂∗0 + d̂∗1 − 2

)d∗−d̂∗0

= log

⌈ s
I

⌉(
1 +

τ

τ + d̂∗0 + d̂∗1 − 2

)d∗−d̂∗0
.

Therefore, we have

ΠMQM,g − Π∗
MQM,g ≤ log

⌈ s
I

⌉(
1 +

τ

τ + d̂∗0 + d̂∗1 − 2

)d∗−d̂∗0
− log

⌈ s
I

⌉

=
(

d∗ − d̂∗0
)

log

(
1 +

τ

τ + d̂∗0 + d̂∗1 − 2

)
< d∗ − d̂∗0 ,

which indicates that a quantization mechanism with any interval length I is 1-robust when
the secret is the fraction of a category.

Appendix H. Privacy–Utility Tradeoff Analysis of RR and QM with
Misspecified of Feasible Attribute Combinations

In this section, we focus on the case where there is misspecification of feasible attribute
combinations, i.e., Γ̂∗ ̸= Γ∗, and analyze the upper and lower bounds of privacy and
distortion for both RR and QM in Appendices H.1, H.2 and H.4, as well as the tightness of
the privacy bounds in Appendix H.3.

Similar to Appendix G, we denote Θ′(∗) as the set that contains all the distribution
parameters whose support is or is not within Γ̂∗ ∪ Γ∗, and Θ′(0) as the set of parameters
whose support is or is not within Γ̂∗. Let β(θ′) be the number of categories in Γ∗ \ Γ̂∗ that
have nonzero probability mass in θ′, i.e., β(θ′) =

∣∣Supp(θ′) \ Γ̂∗∣∣.
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Appendix H.1. Privacy Upper Bounds

Proposition A1. For any secret function g, the SML upper bound of RR is

ΠMRR,g ≤ min

{
log

(
s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)

(
1 + τ

τ+d̂∗0+d̂∗1−1

)d∗−d̂∗0

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

)
,

log

1 + s − s ·

(
d̂∗0+d̂∗1

τ+d∗+d̂∗1−1

)d∗−d̂∗0

1 + (eϵ − 1)/(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)


}

.

Specifically, when eϵ − 1 ≤ (
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)/s, the upper bound can be written as

ΠMRR,g < min

{
log

(
s

1 + s
+

(
1 +

τ

τ + d̂∗0 + d̂∗1 − 1

)d∗−d̂∗0
)

,

log

1 + s − s ·

(
d̂∗0+d̂∗1

τ+d∗+d̂∗1−1

)d∗−d̂∗0

1 + 1/s


}

.

For any secret function g, the SML upper bound of QM is

ΠMQM,g ≤ min

{
log

⌈ s
I

⌉(
1 +

τ

τ + d̂∗0 + d̂∗1 − 2

)d∗−d̂∗0
,

log

⌈ s
I

⌉
+ s − s ·

(
d̂∗0 + d̂∗1 − 1

τ + d∗ + d̂∗1 − 2

)d∗−d̂∗0
}.

Appendix H.1.1. Randomized Response

Proof. ΠMRR,g can be upper bounded by

ΠMRR,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′(∗)

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)

≤ sup
PΘ|G∈{0,1}

log

sup
g∈G

∑
θ′∈Θ′(0)

PΘ′ |Θ
(
θ′|θg

)
+ ∑

g∈G
∑

θ′∈Θ′(∗)\Θ′(0)
PΘ′ |Θ

(
θ′|θg

)

≤ sup
PΘ|G∈{0,1}

log

1 + ∑
g∈G

1 −

∣∣∣Θ′(0)
∣∣∣

(
τ+d̂∗0+d̂∗1+β(θg)−1

d̂∗0+d̂∗1+β(θg)−1
) + eϵ − 1




≤ log

1 + s ·
(

τ+d∗+d̂∗1−1
d∗+d̂∗1−1

)− (
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

.
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Since we have

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)
=

(
τ + d̂∗0 + d̂∗1 − 1

)
!
(

d∗ + d̂∗1 − 1
)

!(
τ + d∗ + d̂∗1 − 1

)
!
(

d̂∗0 + d̂∗1 − 1
)

!
≥
(

d̂∗0 + d̂∗1
τ + d∗ + d̂∗1 − 1

)d∗−d̂∗0

,

we can get that

ΠMRR,g ≤ log

1 + s − s ·

(
d̂∗0+d̂∗1

τ+d∗+d̂∗1−1

)d∗−d̂∗0

1 + (eϵ − 1)/(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)

.

Combining with the privacy upper bound provided in Appendix G, we have

ΠMRR,g ≤ min

{
log

(
s(eϵ − 1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

+

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)

(
1 + τ

τ+d̂∗0+d̂∗1−1

)d∗−d̂∗0

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

)
,

log

1 + s − s ·

(
d̂∗0+d̂∗1

τ+d∗+d̂∗1−1

)d∗−d̂∗0

1 + (eϵ − 1)/(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)


}

.

Specifically, when eϵ − 1 ≤ (
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)/s, we have

ΠMRR,g < min

{
log

(
s

1 + s
+

(
1 +

τ

τ + d̂∗0 + d̂∗1 − 1

)d∗−d̂∗0
)

,

log

1 + s − s ·

(
d̂∗0+d̂∗1

τ+d∗+d̂∗1−1

)d∗−d̂∗0

1 + 1/s


}

.

Appendix H.1.2. Quantization Mechanism

Proof. ΠMQM,g can be upper bounded by

ΠMQM,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′(∗)

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
≤ sup

PΘ|G∈{0,1}
log ∑

k∈{0,1,··· ,⌈ s
I ⌉−1}

(
sup
g∈G

∑
θ′∈Θ

′(0)
R(k)

PΘ′ |Θ
(
θ′|θg

)

+ ∑
g∈G

∑
θ′∈Θ

′(∗)
R(k)\Θ

′(0)
R(k)

PΘ′ |Θ
(
θ′|θg

))

≤ sup
PΘ|G∈{0,1}

log

⌈ s
I

⌉
+ ∑

g∈G
∑

θ′∈Θ′(∗)\Θ′(0)
PΘ′ |Θ

(
θ′|θg

)
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≤ log

⌈ s
I

⌉
+ s · sup

k∈{0,1,··· ,⌈ s
I ⌉−1}

1 −

∣∣∣Θ′(0)
R(k)

∣∣∣
(

τ(1−gk,I)+d∗+d̂∗1−2
d∗+d̂∗1−2

)




= log

⌈ s
I

⌉
+ s − s · sup

k∈{0,1,··· ,⌈ s
I ⌉−1}

(
τ(1−gk,I)+d̂∗0+d̂∗1−2

d̂∗0+d̂∗1−2
)

(
τ(1−gk,I)+d∗+d̂∗1−2

d∗+d̂∗1−2
)


≤ log

⌈ s
I

⌉
+ s − s ·

(
d̂∗0 + d̂∗1 − 1

τ + d∗ + d̂∗1 − 2

)d∗−d̂∗0
.

Combining with the privacy upper bound provided in Appendix G, we have

ΠMQM,g ≤ min

{
log

⌈ s
I

⌉(
1 +

τ

τ + d̂∗0 + d̂∗1 − 2

)d∗−d̂∗0
,

log

⌈ s
I

⌉
+ s − s ·

(
d̂∗0 + d̂∗1 − 1

τ + d∗ + d̂∗1 − 2

)d∗−d̂∗0
}.

Appendix H.2. Lower Bounds for SML

Proposition A2. For any secret function g, the SML lower bound of RR is

ΠMRR,g ≥



log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+
(

τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)

(
1+

τ−(d∗−d̂∗0)
τ+d∗+d̂∗1−1

)d∗−d̂∗0

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1

, d∗ − d̂∗0 ≤ log s,

log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+
(

τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)

(
1+ τ−log s

τ+d∗+d̂∗1−1

)log s

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1

, log s < d∗ − d̂∗0 < s,

log

(
s − (s − 1)

(
d̂∗0+d̂∗1+ζ−1

τ+d̂∗0+d̂∗1

)ζ
)

, d∗ − d̂∗0 ≥ s.

For any secret function g, the SML lower bound of QM is

ΠMQM,g ≥



log

[⌊ s
I
⌋(

1 +
τ I−2s(d∗−d̂∗0)

τ I+2s(d∗+d̂∗1−2)

)d∗−d̂∗0
]

, d∗ − d̂∗0 ≤ log I,

log

[⌊ s
I
⌋(

1 + τ I−2s·log I
τ I+2s(d∗+d̂∗1−2)

)log I
]

, log I < d∗ − d̂∗0 < I,

log

(
s −

(
s −

⌈ s
I
⌉)

·
(

d̂∗0+d̂∗1+ζ−2
τ I/2s+d̂∗0+d̂∗1−1

)ζ
)

, d∗ − d̂∗0 ≥ I.
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Appendix H.2.1. Randomized Response

Proof. When d∗ − d̂∗0 ≤ log s, we can find a prior distribution PΘ of the distribution
parameter such that PΘ|G ∈ {0, 1} and ∀Γ̃ ⊆ Γ∗ \ Γ̂∗

0 , ∃g ∈ G : Supp
(
θg
)
= Γ̃ ∪ Γ̂∗

0 .
Therefore, we can get that

ΠMRR,g = supPΘ|G∈{0,1} log ∑θ′∈Θ′(∗) supg∈G PΘ′ |Θ
(
θ′|θg

)
= supPΘ|G∈{0,1} log

(
∑θ′∈{θg}g∈G

supg∈G PΘ′ |Θ
(
θ′|θg

)
+ ∑θ′∈Θ′(∗)\{θg}g∈G

supg∈G PΘ′ |Θ
(
θ′|θg

))

≥ log

∑θ′∈{θg}g∈G

eϵ

(
τ+d̂∗0+d̂∗1+β(θ′)−1

d̂∗0+d̂∗1+β(θ′)−1
)+eϵ−1

+ ∑θ′∈Θ′(∗)\{θg}g∈G

1

(
τ+d̂∗0+d̂∗1+β(θ′)−1

d̂∗0+d̂∗1+β(θ′)−1
)+eϵ−1


≥ log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+ ∑θ′∈Θ′(∗)
1

(
τ+d̂∗0+d̂∗1+β(θ′)−1

d̂∗0+d̂∗1+β(θ′)−1
)+eϵ−1


= log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+ ∑i∈{0}∪[d∗−d̂∗0 ]

(
d∗−d̂∗0

i )(
τ−i+d̂∗0+d̂∗1+i−1

d̂∗0+d̂∗1+i−1
)

(
τ+d̂∗0+d̂∗1+i−1

d̂∗0+d̂∗1+i−1
)+eϵ−1


≥ log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+
(

τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1

∑i∈{0}∪[d∗−d̂∗0 ]

(
d∗−d̂∗0

i )(
τ−i+d̂∗0+d̂∗1+i−1

d̂∗0+d̂∗1+i−1
)

(
τ+d̂∗0+d̂∗1+i−1

d̂∗0+d̂∗1+i−1
)



= log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+
(

τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)∑i∈{0}∪[d∗−d̂∗0 ]

τ!(τ+d̂∗0+d̂∗1−1)!(
d∗−d̂∗0

i )

(τ−i)!(τ+i+d̂∗0+d̂∗1−1)!

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1



≥ log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+
(

τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)∑i∈{0}∪[d∗−d̂∗0 ]

(
τ−(d∗−d̂∗0)
τ+d∗+d̂∗1−1

)i

(
d∗−d̂∗0

i )

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1


= log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+
(

τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1

(
1 +

τ−(d∗−d̂∗0)
τ+d∗+d̂∗1−1

)d∗−d̂∗0
.

When log s < d∗ − d̂∗0 < s, we can easily get that

ΠMRR,g ≥ log

 s(eϵ − 1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
) + eϵ − 1

+
(

τ+d̂∗0+d̂∗1−1
d̂∗0+d̂∗1−1

)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
) + eϵ − 1

(
1 +

τ − log s
τ + d∗ + d̂∗1 − 1

)log s


When d∗− d̂∗0 ≥ s, denote Γ̃θ ≜ Supp(θ) \ Γ̂∗
0 . We can find a prior distribution PΘ of the

distribution parameter such that PΘ|G ∈ {0, 1} and ∀g1, g2 ∈ G, g1 ̸= g2 : Γ̃θg1
∩ Γ̃θg1

= ∅

and
∣∣∣Γ̃θg1

∣∣∣ = ∣∣∣Γ̃θg2

∣∣∣ = ⌊ d∗−d̂∗0
s

⌋
. Denote ζ ≜

⌊
d∗−d̂∗0

s

⌋
. Therefore, we can get that

ΠMRR,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′(∗)

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)

≥ log


∣∣∣Θ′(0)

∣∣∣
(

τ+d̂∗0+d̂∗1+ζ−1
d̂∗0+d̂∗1+ζ−1

) + eϵ − 1
+ ∑

g∈G

1 −

∣∣∣Θ′(0)
∣∣∣

(
τ+d̂∗0+d̂∗1+ζ−1

d̂∗0+d̂∗1+ζ−1
) + eϵ − 1



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≥ log

s − (s − 1) ·
(

τ+d̂∗0+d̂∗1−1
d̂∗0+d̂∗1−1

)

(
τ+d̂∗0+d̂∗1+ζ−1

d̂∗0+d̂∗1+ζ−1
) + eϵ − 1


≥ log

s − (s − 1)

(
d̂∗0 + d̂∗1 + ζ − 1

τ + d̂∗0 + d̂∗1

)ζ
.

Appendix H.2.2. Quantization Mechanism

Proof. Denote Gk as the set of the secret values within the k-th interval, i.e., Gk ={
gkI+j

}
j∈[I]

. When d∗ − d̂∗0 ≤ log I, we can find a prior distribution PΘ of the distri-

bution parameter such that PΘ|G ∈ {0, 1} and ∀Γ̃ ⊆ Γ∗ \ Γ̂∗
0 , k ∈

{
0, 1, · · · ,

⌊ s
I
⌋
− 1
}

, ∃g ∈
Gk : Supp

(
θg
)
= Γ̃ ∪ Γ̂∗

0 . Therefore, we can get that

ΠMQM,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′(∗)

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
≥ sup

PΘ|G∈{0,1}
log ∑

k∈{0,1,··· ,⌊ s
I ⌋−1}

∑
θ′∈Θ

′(∗)
R(k)

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
≥ log ∑

k∈{0,1,··· ,⌊ s
I ⌋−1}

∑
θ′∈Θ

′(∗)
R(k)

1

(
τ(1−gk,I)+d̂∗0+d̂∗1+β(θ′)−2

d̂∗0+d̂∗1+β(θ′)−2
)

= log ∑
k∈{0,1,··· ,⌊ s

I ⌋−1}
∑

i∈{0,1,··· ,d∗−d̂∗0}

(
d∗−d̂∗0

i )(
τ(1−gk,I)−i+d̂∗0+d̂∗1+i−2

d̂∗0+d̂∗1+i−2
)

(
τ(1−gk,I)+d̂∗0+d̂∗1+i−2

d̂∗0+d̂∗1+i−2
)

= log ∑
k∈{0,1,··· ,⌊ s

I ⌋−1}
∑

i∈{0,1,··· ,d∗−d̂∗0}

(τ(1 − gk,I))!
(

τ(1 − gk,I) + d̂∗0 + d̂∗1 − 2
)

!(d∗−d̂∗0
i )

(τ(1 − gk,I)− i)!
(

τ(1 − gk,I) + i + d̂∗0 + d̂∗1 − 2
)

!

≥ log ∑
k∈{0,1,··· ,⌊ s

I ⌋−1}
∑

i∈{0,1,··· ,d∗−d̂∗0}

 τ I − 2s
(

d∗ − d̂∗0
)

τ I + 2s
(

d∗ + d̂∗1 − 2
)
i(

d∗ − d̂∗0
i

)

= log ∑
k∈{0,1,··· ,⌊ s

I ⌋−1}

1 +
τ I − 2s

(
d∗ − d̂∗0

)
τ I + 2s

(
d∗ + d̂∗1 − 2

)
d∗−d̂∗0

= log

⌊ s
I

⌋1 +
τ I − 2s

(
d∗ − d̂∗0

)
τ I + 2s

(
d∗ + d̂∗1 − 2

)
d∗−d̂∗0

.

When log I < d∗ − d̂∗0 < I, we can easily get that

ΠMQM,g ≥ log

⌊ s
I

⌋1 +
τ I − 2s · log I

τ I + 2s
(

d∗ + d̂∗1 − 2
)
log I

.

When d∗ − d̂∗0 ≥ I, denote Γ̃θ ≜ Supp(θ) \ Γ̂∗
0 . We can find a prior distribution PΘ of

the distribution parameter such that PΘ|G ∈ {0, 1} and ∀k ∈
{

0, 1, · · · ,
⌊ s

I
⌋
− 1
}

, g1, g2 ∈
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Gk, g1 ̸= g2 : Γ̃θg1
∩ Γ̃θg1

= ∅ and
∣∣∣Γ̃θg1

∣∣∣ =
∣∣∣Γ̃θg2

∣∣∣ =

⌊
d∗−d̂∗0

I

⌋
. Denote ζ ≜

⌊
d∗−d̂∗0

I

⌋
.

Therefore, we can get that

ΠMQM,g = supPΘ|G∈{0,1} log ∑θ′∈Θ′(∗) supg∈G PΘ′ |Θ
(
θ′|θg

)
≥ log

∑k∈{0,1,··· ,⌈ s
I ⌉−1}

 ∣∣∣Θ′(0)
R(k)

∣∣∣
(

τ(1−gk,I)+d̂∗0+ζ+d̂∗1−2

d̂∗0+ζ+d̂∗1−2
)

+ min{I, s − kI} ·

1 −
∣∣∣Θ′(0)

R(k)

∣∣∣
(

τ(1−gk,I)+d̂∗0+ζ+d̂∗1−2

d̂∗0+ζ+d̂∗1−2
)





≥ log

s −
(
s −

⌈ s
I
⌉)

· supk∈{0,1,··· ,⌈ s
I ⌉−1}

(
τ(1−gk,I)+d̂∗0+d̂∗1−2

d̂∗0+d̂∗1−2
)

(
τ(1−gk,I)+d̂∗0+ζ+d̂∗1−2

d̂∗0+ζ+d̂∗1−2
)


≥ log

(
s −

(
s −

⌈ s
I
⌉)

·
(

d̂∗0+d̂∗1+ζ−2
τ I/2s+d̂∗0+d̂∗1−1

)ζ
)

.

Appendix H.3. Tightness of Lower and Upper Bounds for SML

Proposition A3. Let ∆MRR,τ and ∆MQM,τ be the gaps between SML lower and upper bounds of
RR and QM under precision level τ, respectively.
For RR, we have

lim
τ→∞

∆MRR,τ ≤ 1, when d∗ − d̂∗0 < s, eϵ − 1 ≤
(

τ + d̂∗0 + d̂∗1 − 1

d̂∗0 + d̂∗1 − 1

)
/s,

lim
τ→∞

∆MRR,τ = 0, when d∗ − d̂∗0 ≥ s.

For QM, we have

lim
τ→∞

∆MQM,τ ≤ 1, when d∗ − d̂∗0 < I,

lim
τ→∞

∆MQM,τ = 0, when d∗ − d̂∗0 ≥ I.

Specifically, when s can be divided by I, limτ→∞ ∆MQM,τ = 0 whatever d∗ − d̂∗0 is.

Appendix H.3.1. Randomized Response

Proof. When d∗ − d̂∗0 ≤ log s and eϵ − 1 ≤ (
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)/s, we have

limτ→∞ ∆MRR,τ

≤ limτ→∞ log

(
s(eϵ−1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1

+
(

τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

(
1 + τ

τ+d̂∗0+d̂∗1−1

)d∗−d̂∗0
)

− limτ→∞ log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+
(

τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1

(
1 +

τ−(d∗−d̂∗0)
τ+d∗+d̂∗1−1

)d∗−d̂∗0


= limτ→∞ log


s(eϵ−1)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1

+
(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

·2d∗−d̂∗0

s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+
(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1

·2d∗−d̂∗0


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≤ log

(
1

1+1/s +2d∗−d̂∗0

1
1+1/s ·2

d∗−d̂∗0

)
= log

(
1 + 1

s + 2−(d∗−d̂∗0)
)

.

Since we focus on the nontrivial case where s > 1 and d∗ − d̂∗0 > 0, we have
limτ→∞ ∆MRR,τ ≤ 1.

When log s < d∗ − d̂∗0 < s and eϵ − 1 ≤ (
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)/s, we have

limτ→∞ ∆MRR,τ

≤ log s − limτ→∞ log

 s(eϵ−1)

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)+eϵ−1

+
(

τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)+eϵ−1

(
1 + τ−log s

τ+d∗+d̂∗1−1

)log s


≤ log
(

s
1

1+1/s ·2
log s

)
= log

(
1 + 1

s

)
< 1.

When d∗ − d̂∗0 ≥ s, denote ζ ≜
⌊

d∗−d̂∗0
s

⌋
and we have

lim
τ→∞

∆MRR,τ ≤ log s − lim
τ→∞

log

s − (s − 1)

(
d̂∗0 + d̂∗1 + ζ − 1

τ + d̂∗0 + d̂∗1

)ζ
 = log s − log s = 0.

Hence, we can get that limτ→∞ ∆MRR,τ ≤ 1 when d∗ − d̂∗0 ≤ s and eϵ − 1 ≤
(

τ+d̂∗0+d̂∗1−1
d̂∗0+d̂∗1−1

)/s, and limτ→∞ ∆MRR,τ = 0 when d∗ − d̂∗0 > s.

Appendix H.3.2. Quantization Mechanism

Proof. Let ∆MQM,τ be the gap of lower and upper bounds of the privacy of randomized
response under a dataset with τ samples. When d∗ − d̂∗0 ≤ log I, we have

lim
τ→∞

∆MQM,τ ≤ lim
τ→∞

log

⌈ s
I

⌉(
1 +

τ

τ + d̂∗0 + d̂∗1 − 2

)d∗−d̂∗0


− lim
τ→∞

log

⌊ s
I

⌋1 +
τ I − 2s

(
d∗ − d̂∗0

)
τ I + 2s

(
d∗ + d̂∗1 − 2

)
d∗−d̂∗0


= log

⌈ s
I

⌉
− log

⌊ s
I

⌋
≤ 1.

Specifically, when s can be divided by I, limτ→∞ ∆MQM,τ = 0.
When log I < d∗ − d̂∗0 < I, we have

lim
τ→∞

∆MQM,τ ≤ log s − lim
τ→∞

log

⌊ s
I

⌋1 +
τ I − 2s log I

τ I + 2s
(

d∗ + d̂∗1 − 2
)
log I


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= log s − log
(

I ·
⌊ s

I

⌋)
< 1.

When d∗ − d̂∗0 ≥ I, denote Γ̃θ ≜ Supp(θ) \ Γ̂∗
0 and we have

limτ→∞ ∆MQM,τ ≤ log s − limτ→∞ log

(
s −

(
s −

⌈ s
I
⌉)

·
(

d̂∗0+d̂∗1+ζ−2
τ I/2s+d̂∗0+d̂∗1−1

)ζ
)

= log s − log s = 0.

Hence, we can get that limτ→∞ ∆MQM,τ ≤ 1 when d∗ − d̂∗0 ≤ I, and limτ→∞ ∆MQM,τ =

0 otherwise. Specifically, when s can be divided by I, limτ→∞ ∆MQM,τ = 0 whatever d∗ − d̂∗0
is.

Appendix H.4. Lower and Upper Bounds for Distortion

Appendix H.4.1. Randomized Response

Similar to the proof of Corollary 1, we can bound the distortion of randomized re-
sponse as

d̂∗0 + d̂∗1 − 1(
d̂∗0 + d̂∗1

)
(1 + r1)

≤ ∆MRR ≤
d∗ + d̂∗1 − 1(

d∗ + d̂∗1
)
(1 + r2)

,

where r1 ≜ eϵ−1

(
τ+d̂∗0+d̂∗1−1

d̂∗0+d̂∗1−1
)

and r2 ≜ eϵ−1

(
τ+d∗+d̂∗1−1

d∗+d̂∗1−1
)
.

Appendix H.4.2. Quantization Mechanism

When secret is the fraction of a category, similar to the proof of Corollary 1, we can
bound the distortion of the quantization mechanism as

1
2
+

(
d̂∗0 + d̂∗1

)⌊
I
2

⌋
− τ

2τ
(

d̂∗0 + d̂∗1 − 1
) ≤ ∆MQM ≤ 1

2
+

(
d∗ + d̂∗1

)⌊
I
2

⌋
− τ

2τ
(

d∗ + d̂∗1 − 1
) .

Appendix I. Analysis of Privacy Performance with the Increase of d̂∗
1

In this section, we provide theoretical analysis of the patterns of decrease in privacy
value under different numbers of missing feasible attribute combinations d∗ − d̂∗0 ; that
is, with increasing d̂∗1 , the privacy value drops linearly when d∗ − d̂∗0 = 5, drops in a
concave curve when d∗ − d̂∗0 = 20, and always achieves its trivial upper bound log s when
d∗ − d̂∗0 = 100.

From Proposition A1 we know that the privacy of Quantization mechanism can be
upper bounded by

ΠMRR,g ≤ min

{
log

⌈ s
I

⌉(
1 +

τ

τ + d̂∗0 + d̂∗1 − 2

)d∗−d̂∗0
,

log

⌈ s
I

⌉
+ s − s ·

(
d̂∗0 + d̂∗1 − 1

τ + d∗ + d̂∗1 − 2

)d∗−d̂∗0
}.
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For the Census Income Dataset we adopt in our experiment, we have τ = 48, 842, d̂∗0 =

22, 381, and log s = 4.09. When d∗ − d̂∗0 = 5 and d̂∗1 ≪ τ + d̂∗0 , based on simple calculation,

we can get that the privacy is upper bounded by ΠMRR,g ≤ log

[⌈ s
I
⌉(

1 + τ
τ+d̂∗0+d̂∗1−2

)5
]

.

Then we have

ΠMRR,g ≤ log

⌈ s
I

⌉(
1 +

τ

τ + d̂∗0 + d̂∗1 − 2

)5


= log
⌈ s

I

⌉
+ 5
[
log
(

2τ + d̂∗0 + d̂∗1 − 2
)
− log

(
τ + d̂∗0 + d̂∗1 − 2

)]
= log

⌈ s
I

⌉
+ 5

[
log

2τ + d̂∗0 − 2

τ + d̂∗0 − 2
+ log

(
1 +

d̂∗1
2τ + d̂∗0 − 2

)
− log

(
1 +

d̂∗1
τ + d̂∗0 − 2

)]

= log
⌈ s

I

⌉
+ 5

log
2τ + d̂∗0 − 2

τ + d̂∗0 − 2
− τ(

2τ + d̂∗0 − 2
)(

τ + d̂∗0 − 2
) · d̂∗1

+ o

(
d̂∗1

τ + d̂∗0

)
,

which indicates a linear function of d̂∗1 dominate the privacy upper bound. Therefore, when
d∗ − d̂∗0 = 5 and d̂∗1 ≪ τ + d̂∗0 , the privacy upper bound of the quantization mechanism
decrease linearly with the increase of d̂∗1 .

When d∗ − d̂∗0 = 20 and τ ≤ d̂∗1 < 5τ, we can get that the privacy is upper bounded by

ΠMRR,g ≤ log

(⌈ s
I
⌉
+ s − s ·

(
d̂∗0+d̂∗1−1

τ+d∗+d̂∗1−2

)20
)

. Let f
(

d̂∗1
)
≜
(

d̂∗0+d̂∗1−1
τ+d∗+d̂∗1−2

)20
and we have

d2 f
(

d̂∗1
)

d
(

d̂∗1
)2 =

20(τ − 1)
(

d̂∗0+d̂∗1−1
τ+d∗+d̂∗1−2

)18

(
τ + d∗ + d̂∗1 − 2

)4 ·
[
19(τ − 1)− 2

(
d̂∗0 + d̂∗1 − 1

)]
> 0.

Therefore , g
(

d̂∗1
)
=
⌈ s

I
⌉
+ s − s ·

(
d̂∗0+d̂∗1−1

τ+d∗+d̂∗1−2

)20
=
⌈ s

I
⌉
+ s − s · f

(
d̂∗1
)

is a concave

function. Since l(x) = log(x) is a concave and monotonically increasing function, we have

h
(

d̂∗1
)
= log

(⌈ s
I
⌉
+ s − s ·

(
d̂∗0+d̂∗1−1

τ+d∗+d̂∗1−2

)20
)

= l ◦ g
(

d̂∗1
)

is a concave function. Therefore,

when d∗ − d̂∗0 = 20 and d̂∗1 < 5τ, with the increase of d̂∗1 , the privacy upper bound of the
quantization mechanism decreases in a concave curve.

When d∗ − d̂∗0 = 100 and d̂∗1 < 5τ, based on simple calculation, we can get that the
privacy upper bound is always log s.

More generally, we analyze the patterns of decrease in privacy value with increas-
ing d̂∗1 under the case where d̂∗1 ≪ d̂∗0 and d∗ − d̂∗0 ≪ τ + d̂∗0 . Under this setting, we

can get that τ
τ+d̂∗0+d̂∗1−2

≈ τ
τ+d̂∗0

≜ r and d̂∗0+d̂∗1−1
τ+d∗+d̂∗1−2

≈ d̂∗0
τ+d̂∗0

= 1 − r. Therefore, when

log

[⌈ s
I
⌉(

1 + τ
τ+d̂∗0+d̂∗1−2

)d∗−d̂∗0
]
≤ log

(⌈ s
I
⌉
+ s − s ·

(
d̂∗0+d̂∗1−1

τ+d∗+d̂∗1−2

)d∗−d̂∗0
)

, we have

⌈ s
I

⌉
(1 + r)d∗−d̂∗0 + s(1 − r)d∗−d̂∗0 ≤

⌈ s
I

⌉
+ s.
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Let y
(

d∗ − d̂∗0
)
=
⌈ s

I
⌉
(1 + r)d∗−d̂∗0 + s(1 − r)d∗−d̂∗0 , and we can get that

d2y(d∗−d̂∗0)
d(d∗−d̂∗0)

2 ≥ 0

when d∗ − d̂∗0 ≥ 0. Let α =
log s−log⌈ s

I ⌉
log(1+r) , since (1 − r)α ≤ 1/(1 + r)α, we have

⌈ s
I

⌉
(1 + r)α + s(1 − r)α ≤

⌈ s
I

⌉
+ s.

Since y
(

d∗ − d̂∗0
)

is a convex function and y(0) =
⌈ s

I
⌉
+ s, we can get that⌈ s

I
⌉
(1 + r)d∗−d̂∗0 + s(1 − r)d∗−d̂∗0 ≤

⌈ s
I
⌉
+ s when 0 ≤ d∗ − d̂∗0 ≤ α. Additionally, we can

easily get that when d∗ − d̂∗0 > α,

min

{
log

[⌈ s
I
⌉(

1 + τ
τ+d̂∗0+d̂∗1−2

)d∗−d̂∗0
]

, log

(⌈ s
I
⌉
+ s − s ·

(
d̂∗0+d̂∗1−1

τ+d∗+d̂∗1−2

)d∗−d̂∗0
)}

> log s.

Therefore, the privacy value is upper bounded by

ΠMRR,g ≤


log

[⌈ s
I
⌉(

1 + τ
τ+d̂∗0+d̂∗1−2

)d∗−d̂∗0
]

, 0 ≤ d∗ − d̂∗0 < α,

log s, β ≤ d∗ − d̂∗0 .

Similar to the analyses above, we can get that with increasing d̂∗1 , the privacy value
drops linearly when 0 ≤ d∗ − d̂∗0 < α, and always achieves its trivial upper bound log s
when d∗ − d̂∗0 ≥ α.

Appendix J. Privacy–Distortion Tradeoff Analysis When Γ ⊆ Γ∗ ̸= Γ̂∗

We conduct numerical experiments to illustrate the lower and upper bounds of the
privacy–distortion performance of our proposed quantization mechanism and randomized
response. We consider a dataset with 5M samples and 100 feasible attribute combinations
in total, i.e., d∗ = 100. We vary the number of actually feasible attribute combinations that
the data holder does not consider to be valid, i.e., d∗ − d̂∗0 , from 5 to 20. We assume the
data holder introduces 40 invalid attribute combinations during the data release process,
i.e., d̂∗1 = 40. We can observe that with the increase of the number of missed feasible at-
tribute combinations, the minimal achievable statistic maximal leakage of both mechanisms
increase. The reason is that correlation may exists between the secret value and the appear-
ance of those missed feasible attribute combinations in the original dataset. The existence
of certain missed feasible attribute combinations in the released dataset attacker may serve
as the indication of certain secret values. We can also observe that with smaller number of
missed feasible attribute combinations, the gaps between the lower and upper bounds of
the privacy–distortion performance for both mechanism are smaller. With different number
of missed feasible attribute combination, quantization mechanism consistently outperforms
randomized response under most leakage regimes (if statistic maximal leakage is smaller
than 21).
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Figure A2. The lower and upper bounds of the privacy–distortion performance of quantization
mechanism and randomized response with different number of feasible attribute combinations the
data holder misses, i.e., d∗ − d̂∗0 .

Appendix K. Alternative Privacy Measures
Recall that our proposed statistic maximal leakage can be written as

ΠM,g = sup
PΘ ,PĜ|Θ′

log
P
(
Ĝ = G

)
supg∈G PG(g)

,

which aims to measure the information gain of the attacker’s knowledge about what the
secret value is most likely to be after data release under the worst-case prior PΘ and attack
strategy PĜ|Θ′ .

In scenarios related to social justice and fairness, where knowing what the secret is
most unlikely to be also reveals sensitive information, we propose an alternative privacy
metric to measure the information gain of the attacker’s knowledge about what the secret
value is most unlikely to be

Πinf
M,g =

∞, ∃PΘ,PĜ|Θ′ : PG > 0 & P
(
Ĝ = G

)
= 0,

supPΘ :PG>0;PĜ|Θ′
log

infg∈G PG(g)
P(Ĝ=G)

, otherwise.

Similarly to statistic maximal leakage, Πinf
M,g is also defined under the worst-case prior

PΘ and the attack strategy PĜ|Θ′ , but consider the lowest prior probability of the secret

value in the numerator of the ratio. A higher value of Πinf
M,g indicates that the attacker gains

more information about the least likely secret. We set Πinf
M,g to infinity when the adversary

can successfully infer what the secret value is not after the data release.
Furthermore, statistic maximal leakage measures the attack success probability over

the randomness of the released data. In a more conservative scenario, however, one may
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prefer to measure the attack success probability under the worst-case output. For this
scenario, we propose alternative privacy measures, Π̃M,g and Π̃inf

M,g, which quantify the
information leakage of the most likely and most unlikely secret values, respectively:

Π̃M,g = sup
PΘ ,θ′∈Θ′ ,PĜ|θ′

log
P
(
Ĝ = G

)
supg∈G PG(g)

,

Π̃inf
M,g =

∞, ∃PΘ, θ′ ∈ Θ′,PĜ|θ′ : PG > 0 & P
(
Ĝ = G

)
= 0,

supPΘ :PG>0;θ′∈Θ′ ;PĜ|θ′
log

infg∈G PG(g)
P(Ĝ=G)

, otherwise.

In addition to the worst-case prior and attack strategy, Π̃M,g and Π̃inf
M,g are also

defined under the worst-case data output θ′; thus, the attack strategy is represented as
PĜ|θ′ .

Additionally, inspired by differential privacy, we design the indistinguishability-based
privacy measure LDP, and we say that a data release mechanism M is µ-LDP if

P
(
M(θ1) ∈ Θ′

0
)
≤ eµ · P

(
M(θ2) ∈ Θ′

0
)
, ∀θ1, θ2 ∈ Θ, g(θ1) ̸= g(θ2); ∀Θ′

0 ⊆ Θ′.

We analyze the connections between those privacy measures in Proposition A4.

Proposition A4. If a data release mechanism M is µ-LDP, then it satisfies ΠM,g ≤ µ and
Πinf

M,g ≤ µ.

If a data release mechanism M satisfies Π̃M,g ≤ µ1 and Π̃inf
M,g ≤ µ2, then it is (µ1 + µ2)-

LDP.

Proof. We first prove that ΠM,g ≤ µ and Πinf
M,g ≤ µ if a data release mechanism M is

µ-LDP as follows.
When a mechanism M is µ-LDP, i.e.,

P
(
M(θ1) ∈ Θ′

0
)
≤ eµ · P

(
M(θ2) ∈ Θ′

0
)
, ∀θ1, θ2 ∈ Θ, g(θ1) ̸= g(θ2); ∀Θ′

0 ⊆ Θ′,

we have

PΘ′ |Θ
(
θ′|θ1

)
≤ eµ · PΘ′ |Θ

(
θ′|θ2

)
, ∀θ1, θ2 ∈ Θ, g(θ1) ̸= g(θ2); ∀θ′ ∈ Θ′. (A7)

From Proposition 1, we know that

ΠM,g = sup
PΘ|G∈{0,1}

log ∑
θ′∈Θ′

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
.

We can find a θ0 ∈ Θ that satisfies ∃g ∈ G,P∗
Θ|G ∈ arg supPΘ|G

ΠM,g : θ0 = θg. Under the
prior distribution P∗

Θ|G, we can get that

ΠM,g = log ∑
θ′∈Θ′

sup
g∈G

PΘ′ |Θ
(
θ′|θg

)
≤ log ∑

θ′∈Θ′
eµ · PΘ′ |Θ

(
θ′|θ0

)
= µ.
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From Equation (A7), we know that ∀θ ∈ Θ, θ′ ∈ Θ′ : PΘ′ |Θ(θ
′|θ) > 0. For the value of

Π̃M,g, since ∀Θ : PG > 0, ∀PĜ|Θ′ ,

P
(
Ĝ = G

)
≥ ∑

θ′∈Θ′
inf
g∈G

PG|Θ′
(

g|θ′
)
PΘ′
(
θ′
)

= ∑
θ′∈Θ′

inf
g∈G

PΘ′ |G
(
θ′|g

)
PG(g)

= ∑
θ′∈Θ′

inf
g∈G

∑
θ∈Θg

PΘ′ |Θ
(
θ′|θ

)
PΘ|G(θ|g)PG(g)

> 0,

we can get that Π̃M,g < ∞. Similar to the proof of Proposition 1, we can get that when
Π̃M,g < ∞,

Π̃M,g = sup
PΘ|G∈{0,1}

log
1

∑θ′∈Θ′ infg∈G PΘ′ |Θ
(
θ′|θg

) .

We can find a θ1 ∈ Θ that satisfies ∃g ∈ G,P∗
Θ|G ∈ arg supPΘ|G

Π̃M,g : θ1 = θg. Under the
prior distribution P∗

Θ|G, we can get that

Π̃M,g = log
1

∑θ′∈Θ′ infg∈G PΘ′ |Θ
(
θ′|θg

) ≤ log
1

∑θ′∈Θ′ e−µ · PΘ′ |Θ(θ′|θ0)
= µ.

Above all, we have ΠM,g ≤ µ and Πinf
M,g ≤ µ when a data release mechanism M is

µ-LDP.
If M satisfies Π̃M,g ≤ µ1 and Π̃inf

M,g ≤ µ2, we have

µ1 + µ2 ≥ Π̃M,g + Π̃inf
M,g

= sup
PΘ ,θ′∈Θ′ ,PĜ|θ′

log
P
(
Ĝ = G

)
supg∈G PG(g)

+ sup
PΘ :PG>0;θ′∈Θ′ ;PĜ|θ′

log
infg∈G PG(g)

P
(
Ĝ = G

)
≥ sup

PΘ :PG=1/s,
θ′∈Θ′

log
supPĜ|θ′

P
(
Ĝ = G

)
supg∈G PG(g)

+ log
infg∈G PG(g)

infPĜ|θ′
P
(
Ĝ = G

)


= sup
PΘ :PG=1/s,

θ′∈Θ′

log
supPĜ|θ′

P
(
Ĝ = G

)
infPĜ|θ′

P
(
Ĝ = G

)
= sup

PΘ :PG=1/s,
θ′∈Θ′

log
supg∈G P(g|θ′)
infg∈G P(g|θ′)

= sup
PΘ :PG=1/s,

θ′∈Θ′

log
supg∈G P(θ′|g) · PG(g)

infg∈G P(θ′|g) · PG(g)

≥ sup
PΘ :PG=1/s,PΘ|G∈{0,1},

θ′∈Θ′

log
supg∈G P

(
θ′|θg

)
infg∈G P

(
θ′|θg

) ,

where θg satisfies PΘ|G
(
θg|g

)
= 1. Therefore, we can get that

PΘ′ |Θ
(
θ′|θ1

)
≤ eµ1+µ2 · PΘ′ |Θ

(
θ′|θ2

)
, ∀θ1, θ2 ∈ Θ, g(θ1) ̸= g(θ2); ∀θ′ ∈ Θ′,

i.e., M is (µ1 + µ2)-LDP.
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Appendix L. Statistic Maximal Leakage Under Continuous
Parameter Space

When extending to the continuous distribution parameter and secret spaces, statistic
maximal leakage can be written as

ΠM,g = sup
fΘ ,fĜ|Θ′

log
f
(
Ĝ = G

)
supg∈G fG(g)

, (A8)

where f denotes the probability density function. Similar to Proposition 1, we provide an
equivalent expression of Equation (A8) under continuous parameter space as follows.

Proposition A5. Under continuous parameter space, statistic maximal leakage satisfies

ΠM,g = sup
fΘ :fΘ(θ)∈{0,fG(g)},∀θ∈Θg ,g∈G

log
∫

θ′∈Θ′
sup
g∈G

fΘ′ |Θ
(
θ′|θg

)
dθ′,

where θg satisfies fΘ
(
θg
)
= fG(g).

Proof. Let Θg be the set of distribution parameters whose secret value is g, i.e, Θg =

{θ ∈ Θ|g(θ) = g}. For statistic maximal leakage ΠM,g, we have

ΠM,g = sup
fΘ

log

∫
θ′∈Θ′ supg∈G fGΘ′(g, θ′)dθ′

supg∈G fG(g)
.

Under a fixed distribution fΘ, we can get that

log

∫
θ′∈Θ′ supg∈G fGΘ′(g, θ′)dθ′

supg∈G fG(g)

= log

∫
θ′∈Θ′ supg∈G fΘ′ |G(θ

′|g)fG(g)dθ′

supg∈G fG(g)

≤ log

∫
θ′∈Θ′ supg∈G fΘ′ |G(θ

′|g) · supg∈G fG(g)dθ′

supg∈G fG(g)

= log
∫

θ′∈Θ′
sup
g∈G

fΘ′ |G
(
θ′|g

)
dθ′

= log
∫

θ′∈Θ′
sup
g∈G

∫
θ∈Θ

fΘ′ |GΘ
(
θ′|g, θ

)
· fΘ|G(θ|g)dθdθ′

= log
∫

θ′∈Θ′
sup
g∈G

∫
θ∈Θ

fΘ′ |GΘ
(
θ′|g, θ

) fG|Θ(g|θ) · fΘ(θ)∫
θ∈Θ

fG|Θ(g|θ) · fΘ(θ)dθ
dθdθ′

= log
∫

θ′∈Θ′
sup
g∈G

∫
θ∈Θg

fΘ′ |Θ(θ
′|θ) · fΘ(θ)dθ∫

θ∈Θg
fΘ(θ)dθ

dθ′

= log
∫

θ′∈Θ′
sup
g∈G

EΘ

[
fΘ′ |Θ

(
θ′|θ

)∣∣θ ∈ Θg

]
dθ′

≜ VfΘ .

(A9)

This upper bound can be achieved when fΘ satisfies

∀θ′ ∈ Θ′ : arg sup
g∈G

fΘ′ |G
(
θ′|g

)
∩ arg sup

g∈G
fG(g) ̸= ∅, (A10)

where fΘ′ |G(θ
′|g) = EΘ

[
fΘ′ |Θ(θ

′|θ)
∣∣θ ∈ Θg

]
, fG(g) =

∫
θ∈Θg

fΘ(θ)dθ.
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Let f+Θ ∈ arg supfΘ
VfΘ and Θ′(g) be the set of released parameters satisfying g =

arg supg∈G EΘ

[
fΘ′ |Θ(θ

′|θ)
∣∣θ ∈ Θg

]
under f+Θ . We can construct a prior f∗Θ that satisfies

• fG(g1) = fG(g2), ∀g1, g2 ∈ G;
• fΘ(θ) ∈ {0, fG(g)}, ∀g ∈ G, θ ∈ Θg;
• fΘ(θ) = 0 if θ ̸∈ arg supθ∈Θg ∑θ′∈Θ′(g) PΘ′ |Θ(θ

′|θ), ∀g ∈ G.

We can get that

Vf+Θ
= log

∫
θ′∈Θ′

sup
g∈G

EΘ

[
fΘ′ |Θ

(
θ′|θ

)∣∣θ ∈ Θg

]
dθ′

= log
∫

g∈G

∫
θ′∈Θ′(g)

EΘ

[
fΘ′ |Θ

(
θ′|θ

)∣∣θ ∈ Θg

]
dθ′dg

= log
∫

g∈G
EΘ

[∫
θ′∈Θ′(g)

fΘ′ |Θ
(
θ′|θ

)
dθ′
∣∣∣∣θ ∈ Θg

]
dg

≤ log
∫

g∈G
sup
θ∈Θg

∫
θ′∈Θ′(g)

PΘ′ |Θ
(
θ′|θ

)
dθ′dg

= Vf∗Θ
.

Since f+Θ ∈ arg supfΘ
VfΘ , we can get that f∗Θ ∈ arg supfΘ

VfΘ . Since f∗Θ satisfies condition
(A10) and fΘ(θ) ∈ {0, fG(g)}, ∀g ∈ G, θ ∈ Θg, we have

ΠM,g = sup
fΘ

log

∫
θ′∈Θ′ supg∈G fGΘ′(g, θ′)dθ′

supg∈G fG(g)

= sup
fΘ

log
∫

θ′∈Θ′
sup
g∈G

fΘ′ |G
(
θ′|g

)
dθ′

= sup
fΘ

log
∫

θ′∈Θ′
sup
g∈G

∫
θ∈Θg

fΘ′ |Θ(θ
′|θ) · fΘ(θ)dθ∫

θ∈Θg
fΘ(θ)dθ

dθ′

= sup
fΘ

log
∫

θ′∈Θ′
sup
g∈G

EΘ

[
fΘ′ |Θ

(
θ′|θ

)∣∣θ ∈ Θg

]
dθ′

= sup
fΘ :fΘ(θ)∈{0,fG(g)},∀g∈G,θ∈Θg

log
∫

θ′∈Θ′
sup
g∈G

fΘ′ |Θ
(
θ′|θg

)
dθ′,

(A11)

where θg satisfies fΘ
(
θg
)
= fG(g).
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