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Abstract

This paper studies resilient safe distributed optimization with practical prescribed-time
performance for fractional-order multi-agent systems under false data injection attacks.
Caputo dynamics are used to represent memory-dependent agent behavior. A local trim-
ming mechanism is combined with gradient feedback, auxiliary coordination, a bounded
time-varying gain, and a barrier-type safety correction. In contrast to an ideal singular
prescribed-time design, the proposed bounded gain drives the normal-agent errors into an
explicitly characterized neighborhood of the global optimizer at the assigned time, provided
that a verifiable gain matrix is positive definite. Explicit residual bounds are derived in
terms of the attack amplitudes, the trimming level, and the retained-neighbor redundancy.
A fractional extremum argument is further used to establish forward invariance of the safe
interval. The analysis proves boundedness of the physically relevant closed-loop signals,
safety preservation, practical prescribed-time convergence, and robustness against bounded
disturbances. Simulations on a sparse six-agent network demonstrate the roles of resilient
information processing and barrier correction without requiring all-to-all communication.

Keywords: fractional-order multi-agent systems; false data injection attacks; safe
distributed optimization; prescribed-time control; resilient control; barrier function

1. Introduction

Distributed optimization enables networked agents to minimize a global objective
while each agent uses only its local cost and neighboring information [1,2]. It has become
relevant to networked control, smart grids, and autonomous systems [3-5]. In contrast to
ordinary consensus, distributed optimization must simultaneously coordinate the agents
and preserve the descent direction associated with the aggregate cost.

Fractional-order dynamics provide a natural description of hereditary, nonlocal, and
memory-dependent behavior [6]. These properties are useful in complex networked sys-
tems but make attack residues and transient errors more persistent than in integer-order
models. Existing fractional-order multi-agent studies have considered containment, con-
sensus, and distributed optimization under uncertainty or disturbances [7-10]. However,
cyber resilience, safety constraints, and a designer-assigned transient time scale have rarely
been treated within one fractional-order optimization framework.
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Communication attacks can corrupt both the consensus signal and the optimization
direction. False data injection, deception, Byzantine behavior, denial-of-service, replay, and
mobile malicious attacks have therefore motivated resilient coordination and optimiza-
tion methods [11-15]. At the same time, safe transient behavior is essential when decision
variables represent physical quantities. Barrier Lyapunov functions and control barrier func-
tions provide useful tools for enforcing state constraints [16,17], whereas prescribed-time
mechanisms can accelerate cooperative decisions around a designer-assigned time [18-21].
Combining these ingredients is nontrivial because filtering changes the effective graph, the
bounded time-varying gain yields only practical convergence, and the fractional memory
must be considered in the safety argument.

This paper develops a resilient safe optimization protocol for scalar Caputo fractional-
order agents subject to bounded additive attacks on transmitted state and auxiliary infor-
mation. The main contributions are as follows:

1. A unified fractional-order framework is established that combines local resilient
trimming, distributed optimization, a bounded prescribed-time gain, and a barrier-
type safety correction. The result is explicitly stated as practical prescribed-time
convergence to an adjustable neighborhood rather than exact zero-error convergence
at the assigned time.

2. Aretained-data decomposition is derived with explicit residual bounds depending on
the local attack bound g, the minimum retained-neighbor number, and the attack am-
plitudes. A quantitative positive-definiteness condition is then provided for controller
and Lyapunov parameters, replacing the previous qualitative gain requirement.

3. Safety preservation is proved by a fractional extremum principle and a first-hitting-
time contradiction. The relationship among the assigned time, the residual set, the
gain bound, and the resulting error radius is made explicit through a Mittag-Leffler
estimate.

4.  Comparative ablations demonstrate the necessity of the resilient and safety modules.
A separate related-work comparison and a discussion of attack scope, multidimen-
sional extension, and sensitivity to an incorrectly selected g clarify the applicability
and limitations of the method.

The remainder of this paper is organized as follows. Section 2 reviews related methods.
Section 3 classifies attack models and defines the scope of this study. Section 4 formulates
the problem. Section 5 presents the resilient safe optimization protocol and quantitative
design conditions. Section 6 gives the convergence and safety analysis. Section 7 reports
the simulations, and Section 8 discusses the results and limitations. Section 9 concludes
the paper.

2. Related Work
2.1. Fractional-Order Distributed Optimization and Time-Constrained Coordination

Distributed optimization for integer-order agents is well-established [1,2]. Recent
studies have extended optimization and coordination to fractional-order multi-agent sys-
tems, including finite-time distributed optimization, delayed double-integrator models,
and neural adaptive coordination [7-10]. These results demonstrate the importance of
fractional memory but do not simultaneously address malicious communication data and
state safety.

Prescribed-time coordination has been studied for consensus, containment, and con-
strained distributed optimization [18-20]. Singularity-free time-varying gains have also
been investigated to reduce the numerical burden caused by conventional blow-up func-
tions [21]. The present paper follows this practical singularity-free direction: the bounded
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gain is used to meet a designer-selected transient accuracy at T, rather than to claim exact
convergence at T¢.

2.2. Resilient Consensus and Distributed Optimization

Mean-subsequence-reduced and local filtering strategies are classical tools for resilient
consensus under locally bounded adversaries [12,22]. Resilient distributed optimization
has been developed for adversarial and Byzantine agents in both scalar and multidimen-
sional settings [13,14,23]. These methods provide important graph-theoretic and filtering
foundations. Nevertheless, they mainly concern integer-order updates and do not include
the combination of fractional memory, prescribed transient performance, and barrier-based
state safety studied here.

Mobile malicious attacks are more demanding because the compromised identities
can change over time. Representative studies have established resilient scalar or vector
consensus over directed and random dynamic networks [15,24]. Their objectives, attack
processes, and graph conditions differ from the bounded static-transmitter false-data model
considered in this paper. The comparison is discussed further in Section 3.

2.3. Comparison with Representative Methods

Table 1 summarizes representative contributions. The table is intended to position
the present problem rather than claim universal superiority. Direct numerical ranking is
generally inappropriate because the cited methods use different dynamics, threat models,
objectives, and network assumptions.

Table 1. Comparison with representative resilient and time-constrained coordination methods.

Method Fractlor.lal Optimization = Malicious Data State Safety Assigned Time I?ec131(?n
Dynamics Dimension
Exact
Wang et al. [18] No No No No prescribed time Scalar
Gong et al. [9] Yes Yes No No Finite time Scalar
Zhao et al. [13] No Yes Adversarial No Asymptotic Scalar
agents
Su and Byzantine .
Vaidya [14] No Yes agents No Asymptotic Scalar
Kuwaranancharoen Byzantine .
etal. [23] No Yes agents No Asymptotic Vector
Mobile
Shang [15] No No malicious No Asymptotic Vector
agents
This work Yes Yes Bounded FDI Yes PI'E.IC'L'ICEII. Scalar; .box
data prescribed time extension

3. Attack Models and Scope

Cyber attacks on multi-agent systems differ in both mechanism and location. Additive
false data injection and deception attacks modify transmitted measurements or coordina-
tion variables. Byzantine agents may send arbitrary and mutually inconsistent messages.
Denial-of-service attacks suppress communication, replay attacks substitute previously
recorded data, and mobile malicious attacks allow the compromised identity to change
over time [11,15,25-27]. Table 2 clarifies the scope of the present analysis.

The protocol is therefore evaluated under a static locally bounded set of attacked
transmitters. The mobile-attack results in [15,24] demonstrate that attacker mobility changes
both the filtering rule and the required graph robustness. Extending the present theorem
to mobile attacks would additionally require accounting for the history of previously
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compromised nodes in the Caputo derivative. For this reason, mobile attacks are discussed
and compared, but are not claimed to be covered by the present proof or simulations.

Table 2. Attack taxonomy and coverage of the present protocol.

Attack Type Primary Effect Covered Here Comment
Applied to state and auxiliary channels;
Bounded additive FDI/deception Corrupts transmitted values Yes amplitudes are bounded but unknown

Intermittent or step-like FDI

Byzantine attack

Denial-of-service
Replay attack

Mobile malicious attack

Direct actuator/plant attack

to the controller.
Included when representable by

Time- i ti Ye . .
tme-varying corruption €s bounded additive signals.
Extreme values can be attenuated, but
. . . arbitrary unbounded or coordinated
Arbitrary inconsistent messages Partly Byzantine behavior is outside the
theorem.
Removes communication No Requlr? s availability and .
switching-topology analysis.
. . Fractional d icati
Reuses delayed historical data No ractional memory anc communication

delay must be modeled explicitly.

The current attacked-source set is static;
Changes compromised identities No mobile attacks require time-varying
threat and robustness conditions.

This paper considers

Modifies physical dynamics No communication-layer corruption only.

4. Preliminaries and Problem Formulation
4.1. Graph Theory and Notation

Let R denote the set of real numbers. For a vector z, ||z|| is its Euclidean norm.
Consider N agents connected by an undirected graph G = (V, €, A), where V = {1,...,N},
ECVYxV,and A = [aij] € RN*N_ The neighbor set of agent i is

Ni={jeV:a;>0} (1)
The Laplacian is denoted by L. Let
M= Iy— 117 2)
=I5

be the orthogonal projector onto the disagreement space. The sets of normal and attacked
transmitters are denoted by V,, and V;, respectively.

4.2. Fractional-Order Agent Dynamics
For a € (0,1), the Caputo derivative is

Cru _ 1 ! X(T)
Dix(t) = m_a)/o =y it 3)
Each agent obeys
Dixi(t) = wi(t) +di(t), i€V, 4)

where x; € R, u; € R, and d; is a bounded disturbance.
The following two fractional inequalities are used.

Lemma 1. For a differentiable vector z and a constant symmetric positive-semidefinite matrix P,

1
ECDf‘(ZTPZ) < zTPCDY. )
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Lemma 2 (Fractional extremum principle). Let y be continuously differentiable on (0, T| and
continuous on [0, T]. If y attains its maximum at t* € (0, T}, then D&y (+*) > 0. If it attains its
minimum at t*, then Dy (+*) < 0.

Proof. Integration by parts gives

w oy _ Y(E) —y(0) o P y(t) —y(T)
DY) = 1=y ) T T ) /o (=)t 9T

Both terms are nonnegative at a maximum and nonpositive at a minimum. [

4.3. Distributed Optimization and Safety
Each agent knows a local function f; : R — R. The global problem is

N
minF(x) = ) fi(x), x* = argmin F(x). (6)
xeQ) i—1 xeQ
The safe set is
Q= (xminr xmax>/ Xmin < xi(t) < Xmax- (7)

4.4. False Data Injection Model

The information transmitted from j to i is

xjLi(t) = x;(t) + 65(t), (8)
AL (8) = Aj() + 4(D), )

where A; is an auxiliary coordination variable. The controller does not know the attack
values or the identities of attacked transmitters.

Assumption 1. For each normal agent, at most q neighbors are attacked and |N;| > 2q. Con-
sequently, the retained sets introduced below are nonempty. The integer q is a design-side threat
bound, not an online attack estimate.

Assumption 2. Let L% (t) and L} (t) denote the normalized Laplacian-like operators induced by
the retained state and auxiliary data. Their symmetric parts satisfy, for all y € 1+,

y sym(Ly(D)y > Lllyl2, LRI <6, s € {x A}, (10)

where £, > 0 and {5 < oo. This is a uniform robust-connectivity condition on the graph after
trimming.

Assumption 3. Each f; is continuously differentiable and m;-strongly convex, and V f; is L;-
Lipschitz continuous. Define

me=minm; > 0, L= L;.
f = minm; f = maxL;
Then, F has a unique optimizer x* and y ; V f;(x*) = 0.
Assumption 4. There are constants 6y, 6),d > 0 such that

G50 <8y 1830 <8y, ldi(t)] < d.
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Moreover, x;(0), x* € (Xmin, Xmax ), and the initial projected auxiliary variable TIA(0) belongs to a
known compact set.

Remark 1. Assumption 1 only guarantees local redundancy and nonempty retained sets; it does
not imply that every removed value is malicious. The positive coercivity used in the proof is supplied
by Assumption 2. Thus, the roles of local attack sparsity and post-trimming graph robustness
are distinct.

5. Resilient Prescribed-Time Safe Optimization Protocol
5.1. Local Trimming and Explicit Residual Bounds

Agent i compares each received state value with x;, discards up to q largest values
above x;, and discards up to g smallest values below x;. If fewer than g values occur on one
side, all values on that side are discarded. The retained sets are R?(t) and R} (t). Define

1

&= IRi| jeznf (Xi . x;gi), "
1

- R je%? (= 200) -

Let rmin = infj; 5 [Rj(t)| > 1. In stacked form,
¢ =Li(Mx+r(t), & =Lr(OA+n(t), (13)
where the residuals contain only retained attack contributions.

Lemma 3. Under Assumptions 1 and 4,

re(B)]| < Py := mriax, Ia(®)]l < 7 := VN~ 1.5,. (14)
min

min

Under Assumption 2, for e = I1x,

72

Tax s S22
T2 ZlelP - 57 (15

[

Proof. For each normal agent, no more than g retained entries can be attacked. Hence

q 5 q
¥ < 0. < Ox,
| l| |‘af| * "min g

and the first bound follows after stacking. The auxiliary bound is identical. Since L31 = 0,
eg¥ = e Liete're > Llel® — xlle]|.
Young’s inequality gives (15). O

Remark 2. The lemma does not claim that trimming identifies attacks. It quantifies the worst
retained corruption. Increasing q may reduce the number of potentially malicious values, but it also
decreases Tmin and can weaken the post-trimming connectivity margin f.
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5.2. Bounded Prescribed-Time Gain
The gain is
t K
min Mo + ———~ ) ¢» 05t<T,
u(t) = {Vm“ o ﬂl(nwx{ﬂzher}> } ‘ (16)

Hmax, t> T,

where all parameters are positive. Since (t) is bounded, T, prescribes a practical transient
accuracy rather than exact zero-error convergence.

5.3. Barrier-Type Safety Correction
Define
Bi(xi) = — ln(xl- - xmin) — ln(xmax - xi) (17)

and . .
ul =k — ,
! ’ {(xi - xmin)z (xmax - xi)z]

The term is positive near the lower boundary and negative near the upper boundary.

ks > 0. (18)

5.4. Distributed Controller

The controller is
u = —u(t) [kgv Fi(xi) 4 ko5 + kﬁﬂ — kytanh(4¢7) + us, (19)

with
DA = p(t)kaEy. (20)

Only I1A affects the disagreement term; a common offset of all auxiliary variables has no
effect on the controller.

For implementation, the complete distributed optimization procedure is summarized
in Algorithm 1, where the resilient information processing, bounded prescribed-time gain,
safety correction, and controller update are executed sequentially by each normal agent.

The overall framework is shown in Figure 1.

Bounded
Prescribed-Time
Gain p(t)

Barrier-Based
Safety
Mechanism

Proposed Control Framework ] [

[ Communication Topology ]

L - l |

Resilient Resilient Prescribed-Time
Fractional-Order Information Safe Distributed
Multi-Agent System Processing Optimization Controller

Agent 1, Agent 2, ..., Agent n « neighbor data screening « local gradient term

« outlier trimming « resilient consensus term
‘D (1) =u,(t)+d,(t) « resilient disagreement « barrier-based sa.fely term
g %% i i : 5 :
signals « bounded prescribed-time gain

Ui

« safe state evolution « resilience to FDI

e oopiObiectives « practical prescribed-time convergence * distributed optimization achieved

. J

Figure 1. Overall control framework of the resilient safe distributed optimization method.
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Algorithm 1 Resilient prescribed-time safe distributed optimization algorithm

1: Initialize x;(0) € (Xmin, ¥max) and A;(0).

2: Select T, g, the gain profile, and controller gains.
3: for each normal agent i do

4:  Receive xf _,;and )\? e

5. Apply the local trimming rule.

6:  Compute g7, 514\, u(t), and u;.

7. Apply (19) and update (20).

8: end for

5.5. Quantitative Gain Conditions

Leto > 0,0 < x < /0, and g > 0. Set
0 =max{ly,{,},
and define

qo = kgmy — xkgLg — g,
e = kxgx - Xkdzx — &y,
gr = xkily —eq,
1 _ _
4c = 5 |k + 0k + kel 21)

A conservative sufficient condition is

go >0, ge >0, gr >0, Geqr > q%. (22)
Equivalently,
go O 0
Q=10 g —q.| =0 (23)
0 —gc qa

The gains ks > 0 and k, > 0 are finite. The safety gain does not enter Q because it is treated
through the invariance argument. The bounded hyperbolic-tangent term contributes a
finite amount to the residual constant. Conditions (22) can be checked directly once the
strong-convexity, Lipschitz, and retained-graph bounds are available.

Remark 3 (Practical tuning). One may first select o and a small x, then increase kg until g, > 0,
choose ky and k; so that q. > 0, and finally increase k), until the determinant condition is satisfied.
Larger k, improves local attenuation of residual corruption but may increase control effort. Larger
ks strengthens the inward safety action near the boundary.

5.6. Extension to Multidimensional Decisions

For x; € R? and a box
|4

QP = H(xmin,ﬁr xmax,f)r
/=1

the barrier and safety correction can be applied componentwise:

p
Bi(xi) == Z[ln<xif - xmin,f) + 1n(xmax,f - xif)]/
(=1

1 1
u; (= k — .
] L = Xmine)? (Xmaxe — Xir)?
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The graph terms extend with Ly ® I, and the proof uses the same quadratic and extremum
arguments componentwise. This extension covers box constraints; arbitrary coupled safe
sets would require a vector barrier or a quadratic-program safety filter and are outside the
present scope.

6. Stability and Safety Analysis

Theorem 1. Suppose Assumptions 1—4 hold and the gains satisfy (22). Then, the safe interval (7)
is forward invariant. The state error ¥ = x — x*1, the consensus error I1x, the projected auxiliary
variable I1A, and the control inputs remain bounded. Moreover, there are computable constants
cg > 0and A > 0 such that

CDfVO () < —cou(t)Va(t) + A. (24)
Consequently,
A
Vo(Te) < Vo(0)Ea(—copuoTy) + ol [1— Ex(—cquoT)]- (25)

Thus, if the right-hand side of (25) is no larger than a prescribed tolerance ey, the normal agents
enter the corresponding neighborhood of x* by Tc. This is practical prescribed-time convergence.
Under bounded disturbances, the errors are ultimately bounded.

Proof. Let
=x—x*1, e = Ilx, v =TIA,

=

and define z = col (X, v). Consider

IN )(H
xII oly

Vo = %szz, P = ) (26)

Because o > xz, P > 0. Hence,

)\mig(P) HZHZ < VO < /\ma;(P) ||ZH2

Using Lemma 1, the dynamics, and the decomposition (13), the nominal terms can be
grouped into the average optimization error, the disagreement error e, and the projected
auxiliary error v. Strong convexity gives

#(g(x) — g(x*1)) = my||z|%,

where g(x) = col(Vf1(x1),..., Vfn(xn)). The constant vector ¢(x*1) has zero sum and
contributes only a bounded cross term. Assumption 2, Lemma 3, and Young’s inequality

then yield
=77 =
1% 1]
DiVo < —p(®) [llell | QY llell | +A, (27)
vl vl

where Q is given in (23). The finite constant A contains the explicit retained-attack
bounds (14), the disturbance bound d, the bounded term k, tanh(4§j‘ ), and the constant
local-gradient mismatch at x*. Unlike the earlier qualitative argument, positive dissipation
follows from the checkable condition Q > 0.
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Let Ay = Amin(Q). From (26) and (27),

2A
Cra Q
DiVop < ——=——u(t) Vo + A.
t Vo > )\max(P)‘u() 0
Therefore, (24) holds with
2A0
o= —F—.
©7 Xmax(P)

Because (t) > up on [0, Tc], the fractional comparison principle gives (25). Furthermore,

2
(Tl < ¢ S | O —equTe) + .

This expression explicitly connects the assigned time, gain condition, attack/disturbance
residual, and achievable error radius.
It remains to establish safety. Define

a; = Xi — Xmin, b; = Xmax — X;.
For every interior point,

aBi s (ﬂi — bl-)z(al- + bl)

——u; = —ks <.

dax; a?b?

Suppose that x; reaches the lower boundary for the first time at t*. On [0, *), all nonsafety
terms in (19) are bounded by the preceding estimate and Assumptions 3—4, whereas
u§ — 400 as x; — x5 . Hence, there exists a boundary layer in which *Dfx; > 0. At
the first lower-boundary contact, however, x; attains a minimum and Lemma 2 requires
CD¢x;(t) < 0, a contradiction. At a first upper-boundary contact, u{ — —oo, while the
extremum principle requires a nonnegative Caputo derivative at the maximum, again a
contradiction. Therefore, x;(t) € (Xmin, ¥max) forall ¢ > 0.

The boundedness of z, the safe state, and the disagreement signals implies bounded
control inputs. The projected auxiliary variable is the physically relevant part because only
differences of A; enter the controller. This completes the proof. [

Remark 4. The phrase “practical prescribed-time” has a precise meaning in Theorem 1: the designer
selects T, and a tolerance ey, and then chooses gains so that (22) and the bound (25) hold. The
theorem does not claim exact zero-error convergence at T or global rejection of arbitrary unbounded
attacks.

7. Numerical Simulations

This section illustrates the proposed method through numerical simulations. The
experiments are intended to assess the internal modules under a common fractional-order
plant; they do not constitute a universal numerical ranking against methods developed
for different dynamics and threat models. The fractional-order system is solved by the
Adams-Bashforth-Moulton predictor—corrector scheme. This method is suitable for Caputo
fractional-order dynamics because it approximates the memory integral by using historical
right-hand-side information. The theoretical design is stated for N agents. In the simulation,
N = 6 is selected for clear visualization and comparison, and the local cost functions
are chosen as f;(x;) = %(xi — pi)?, where p = [-2,-1,0,1,2,3]. Therefore, the global
optimizer is x* = 0.5. The safety interval is 0 < x;(t) < 1.

https:/ /doi.org/10.3390/fractalfract10080521
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A sparse connected communication topology is adopted as

(01 1 0 0 1]
101100
A_ |t 10110
011011
001101
100110

This topology is connected but not complete. Therefore, the simulation does not
rely on all-to-all communication. The attacked transmitter is chosen as agent 6. The FDI
attack signals are selected as a combination of sinusoidal and step components, which
represents a persistent time-varying attack. The fractional order is set as « = 0.82, the
simulation step size is h = 0.02 s, the simulation horizon is T = 12 s, and the pre-
scribed time is T, = 5.5 s. The trimming parameter is 4 = 1. The initial states are
x(0) = [0.08,0.92,0.25,0.75,0.15,0.85]" and A(0) = 0. The controller gains are chosen
as kg = 0.80, ky = 2.00, ky = 0.80, k; = 0.80, k, = 0.12, and ks = 0.0030. For the
bounded prescribed-time gain, the parameters are selected as pg = 1.0, 1 = 0.70, x = 1.10,
Umax = 8.0, and eT = 0.05. For numerical implementation, a small barrier regularization
parameter g, = 0.03 is used in the denominator of the barrier-related terms to avoid numer-
ical overflow extremely close to the safety boundary. This regularization is only used in
simulation and does not change the theoretical safety mechanism.

The value g = 1 matches the assumed single attacked neighbor in the chosen topology.
Section 8 explains the consequences of underestimating or overestimating this value. No
modification of the simulation program is required for the theoretical clarification added in
the revision.

To further quantify the effectiveness of the proposed design, four same-model cases
are compared: the proposed method, the method without resilient information processing,
the method without the safety correction term, and the proposed method under small
external disturbances. The corresponding quantitative results are listed in Table 3. In this
table, “Max. error” denotes the worst final optimization error among all agents, calculated
by max; [x;(T) — x

*|. “Mean error” is the mean absolute final optimization error, calculated

by & YN, |x(T) — x*|, which reflects the average optimization accuracy of all agents.

“RMS error” is computed as \/ £ YN (x(T) — x*)2 and is used to evaluate the overall

final optimization performance. “RMS consensus” is defined as \/ & YN (x(T) — %(T))2,
which measures the final agreement level among agents. “Min. margin” is computed
as ming min;{x;(#) — Xmin, ¥max — X;(t)}. A positive value indicates that all agents remain
inside the safe interval during the whole simulation, whereas a negative value indicates
constraint violation. “Violations” denotes the number of sampling instants at which the
minimum safety margin is negative.

Table 3. Quantitative comparison of different simulation cases.

Case Max. Error  Mean Error  RMS Error RMS Mm.' Violations
Consensus Margin

Proposed method 0.0142 0.0066 0.0085 0.0084 0.0577 0

No resilience 0.4645 0.4281 0.4350 0.0774 —0.1054 31

No safety 0.0138 0.0064 0.0083 0.0082 —0.0670 111

Proposed + disturbance 0.0147 0.0067 0.0087 0.0086 0.0578 0
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The simulation results are presented in Figures 2-10. Figure 2 shows the communica-
tion topology under FDI attacks, where the attacked transmitter is marked in red. Figure 3
gives the injected attack signals in the state and auxiliary-variable channels. These two
figures describe the considered networked attack scenario and the time-varying corrupted
information used in the subsequent comparisons.

Sparse communication topology and attacked transmitter

‘e e’

4@ o1

[ 4
8 e
Red node: attacked transmitter

Figure 2. Communication topology under FDI attacks.

Injected false data transmitted by agent 6

2.5

Attack amplitude
o
W

Time (s)

Figure 3. FDI attack signals injected into transmitted data.

Figures 4-7 show the main convergence and safety performance of the proposed
method. As shown in Figure 4, all agent states remain inside the prescribed safety interval
and approach the global optimizer. Figures 5 and 6 further show that the raw optimization
errors and consensus errors converge to small neighborhoods of zero. The positive safety
margin in Figure 7 confirms that the state constraints are preserved during the whole
transient process. In contrast, the negative margins of the no-safety and no-resilience cases
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show that the resilient information processing and the safety correction term are both
necessary for maintaining constraints under FDI attacks.

State trajectories under the proposed method

0.8

0.6

T

0.4

0.2

Agent 1
Agent 2 ]
Agent 3
Agent 4 ____U_p_p_e[ p(_)l_‘”}q-
Agent 5

Agent 6

Time (s)

Figure 4. State trajectories under the proposed method.
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Raw optimization errors of all agents
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Time (s)
(c) No safety
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(=)

Agent 1
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Agent 4

Time (s)

(b) No resilience

Agent 1
Agent 3
Agent 5

Agent 2
Agent 4
Agent 6

Time (s)

0.5 (d) Small disturbance

Agent 1
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Agent 5
Agent 6

Time (s)

Figure 5. Raw optimization errors under different cases.
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Raw consensus errors of all agents

0.5 (a) Proposed (b) No resilience
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Figure 6. Raw consensus errors under different cases.

Minimum safety margin
T T

0.5 T T

g
)
8
=
2
&
<
w1
=
=}
g
ks
S ty boundary
Proposed
0.1+ No resilience i
No safety
Proposed + small disturbance
0.2 1 1 1 1 1
0 2 4 6 8 10 12

Time (s)
Figure 7. Minimum safety margin under different cases.

Figures 8-10 further illustrate the roles of the resilient processing mechanism and
the bounded prescribed-time controller. For clarity, Figure 8 shows one representative
channel associated with the attacked transmitter; the local trimming operation reduces the
influence of corrupted neighboring data before the disagreement terms are used by the
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controller. Figure 9 indicates that the control inputs remain bounded during the whole
simulation. Although transient peaks appear due to attack rejection and safety correction,
no singular control behavior occurs. Finally, Figure 10 compares the aggregate local cost

under different cases. The proposed method remains close to the optimized cost level and

avoids the attack-induced oscillatory growth observed in the non-resilient case.

4 T T

State-channel data processing
T

=

Raw attacked zf received by agent

Processed neighbor mean of agent [l

--—-1

State-channel data
—_ [\S) w
>

\/

-1 1 | 1

0 2 4 6 8 10 12
Time (s)
Auxiliary-channel data processing
6H Raw attacked ¢ received by agent 1 I I I B
% Processed neighbor mean of agent 1
o - — -
© 4 -
(=}
=)
£
S 2 g
[
8
5 | T e~
< i
2k 1 [ I = 1 =
0 2 4 6 8 10 12

Time (s)

Figure 8. Effect of resilient information processing on

Control inputs under the proposed method

corrupted neighboring data.
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Figure 9. Control inputs under the proposed method.
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Aggregate local cost
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Figure 10. Aggregate local cost under different cases.

Overall, the simulation results support five properties within the tested scenario:
approach to a small neighborhood of the optimizer, agreement among normal agents,
safety preservation, attenuation of bounded false data injection, and robustness under small
disturbances. These observations are consistent with the practical bounds in Theorem 1;
they are not presented as proof of performance against arbitrary Byzantine, mobile, or
denial-of-service attacks.

8. Discussion
8.1. Interpretation of the Simulation Results

The proposed case achieves a final maximum optimization error of 0.0142, an RMS
consensus error of 0.0084, and a positive minimum safety margin of 0.0577. Removing
resilient processing increases the final maximum error to 0.4645 and produces 31 unsafe
samples. Removing the safety term retains a small final optimization error but produces
111 unsafe samples. These two ablations show that optimization accuracy and transient
safety are distinct objectives: a small final cost does not guarantee that the trajectory
remained admissible.

The small-disturbance case remains close to the nominal proposed case. This supports
the ultimate-boundedness interpretation rather than exact convergence. The bounded
control-input plot is also consistent with the use of a saturated prescribed-time gain. Since
the simulation uses one topology, one static attacked transmitter, and bounded additive
signals, the conclusions are restricted to that setting.

8.2. Comparison with Existing Methods

The comparison in Table 1 shows that the present contribution lies in the intersection
of fractional-order dynamics, resilient distributed optimization, state safety, and practical
prescribed-time performance. Existing Byzantine-resilient optimization methods [13,14,23]
provide stronger adversarial models or multidimensional formulations but do not in-
clude the same fractional plant, safety barrier, and assigned-time mechanism. Conversely,
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fractional-order and prescribed-time methods [9,19,20] do not address the same communi-
cation attack.

A direct numerical transplantation of these algorithms would require changing the
agent dynamics, discrete/continuous-time implementation, safety mechanism, attack se-
mantics, and tuning rules. Such a comparison would therefore mix algorithmic performance
with model redesign. The revised paper does not claim universal numerical superiority.
Instead, the same-model ablations isolate the necessity of the two modules that are central
to the proposed design.

8.3. Practical Meaning and Sensitivity of the Threat Bound

The local bound g must be selected from a threat model, network security assessment,
or a conservative upper estimate. If the true number of attacked neighbors exceeds the
selected value, malicious data may remain after trimming and the residual bounds in (14)
no longer apply. The theoretical guarantee is then lost. If g is overestimated while |N;| > 2¢q
and Assumption 2 remain valid, more normal data are removed. This does not invalidate
the residual bound, but it can reduce iy and £, enlarge the practical error radius, and
slow convergence.

The condition |N;| > 2q is therefore necessary only for local redundancy; robust
post-trimming connectivity is separately required. In applications, g should be chosen to-
gether with graph design, authentication mechanisms, and anomaly monitoring. Adaptive
estimation of g is an important extension but is not included here because changing g online
produces a switched retained graph and requires a new fractional-order analysis.

8.4. Limitations and Future Extensions

The present theorem covers scalar agents, box-type safety in its vector extension,
bounded additive communication attacks, and a static locally bounded attacked set. It
does not cover unbounded Byzantine messages, mobile attackers, denial-of-service, direct
actuator attacks, or arbitrary coupled safe sets. Mobile malicious attacks are particularly
nontrivial because the fractional derivative retains the history of nodes that were compro-
mised at earlier times. Addressing that case would require a time-varying threat process
and stronger stochastic or switching robustness conditions such as those used in [15,24].
These limitations are stated explicitly so that the contribution is interpreted within its
proven scope.

9. Conclusions

This paper developed a resilient safe distributed optimization method with practical
prescribed-time performance for fractional-order multi-agent systems under bounded false
data injection attacks. The revision provides explicit attack-residual bounds, a checkable
gain matrix, a Mittag—Leffler accuracy bound at the assigned time, and a fractional first-
hitting proof of safety. The simulations show that resilient filtering and barrier correction
play different and necessary roles under the tested static-attack scenario. The method guar-
antees entrance into an adjustable neighborhood of the global optimizer rather than exact
zero-error convergence at T;. Future work will consider mobile malicious attacks, adap-
tive threat-bound estimation, directed switching graphs, input constraints, and coupled
multidimensional safe sets.
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