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Abstract: Cloud computing as a technology has the capacity to enhance cooperation, scalability, ac-
cessibility, and offers discount prospects using improved and effective computing, and this capability
helps organizations to stay focused. Ontologies are used to model knowledge. Once knowledge
is modeled, knowledge management systems can be used to search, match, visualize knowledge,
and also infer new knowledge. Ontologies use semantic analysis to define information within an
environment with interconnecting relationships between heterogeneous sets. This paper aims to
provide a comprehensive review of the existing literature on ontology in cloud computing and
defines the state of the art. We applied the systematic literature review (SLR) approach and identified
400 articles; 58 of the articles were selected after further selection based on set selection criteria, and
35 articles were considered relevant to the study. The study shows that four predominant areas of
cloud computing—cloud security, cloud interoperability, cloud resources and service description, and
cloud services discovery and selection—have attracted the attention of researchers as dominant areas
where cloud ontologies have made great impact. The proposed methods in the literature applied 30
ontologies in the cloud domain, and five of the methods are still practiced in the legacy computing
environment. From the analysis, it was found that several challenges exist, including those related to
the application of ontologies to enhance business operations in the cloud and multi-cloud. Based on
this review, the study summarizes some unresolved challenges and possible future directions for
cloud ontology researchers.

Keywords: Business process; compliance; cloud computing; multi-cloud; ontology

1. Introduction

The cloud has generated enormous interest within academia and other decision-
making bodies, shaping their perception of the cloud computing environment. Based on
the definition from the National Institutes of Standards and Technology (NIST), "Cloud
computing is a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, services) that can be rapidly provisioned and released with minimal man-
agement effort or service provider interaction" [1]. The word ‘cloud’ has been used on
various occasions, such as in describing large telecommunications networks even in the
1990s [2]. However, during his paper presentation at the Search Engine Conference in
2006, Eric Schmidt used the world cloud computing for the first time as an approach
to Software-as-a-Service (SaaS). It was used to analyze the business model of providing
services over the Internet [3–5]. Cloud computing is regarded as a technique in which IT
services are offered using low-cost computing units connected by Internet Protocol (IP)
networks [6].
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Cloud computing provides a distinct opportunity for enterprises to quickly become
competitive and utilize the advantage of information technology (IT) services-based solu-
tions with a reduced (upfront) cost. This also provides the necessary platform for companies
to globalize their processes while improving and/or streamlining business operations [7].
Cloud computing is increasingly embedded in the support of critical business functions
of enterprises [8]. Cloud computing has the ability to create enormous opportunities for
various business strategies and help companies stay focused and become more competi-
tive [9]. The drawback here is that the dispersed nature of the cloud lends itself to different
problems with security and privacy threats at the top of the list [10], coupled with regu-
lations and other factors that influence the external business environment in which the
organization operates [8]. The baseline for the definition of cloud computing must include
scalability and virtualization [11]. Cloud technology has sets of attributes that distinguish
it from other technologies; however, services in this category are affected by heterogeneity
challenges. As such, cloud services have many challenges to resolve, such as conflicts
arising from limited knowledge about cloud resources and service description, security,
interoperability, service discovery, and selection [12].

Ontologies are used to model knowledge management systems where such functions
as searching, matching, and visualization can be implemented. It improves the interpre-
tation of cloud components and integration of similar definition services, and deciphers
dissimilar representations of the equivalent entity [13]. Ontology is employed in cloud
services due to its ability to provide a common-access information layer. This capacity can
offer an environment that allows it to display the amount of service it has in the cloud more
cohesively and hide its differences. Thus, it has a profound effect as it improves solutions
even for many of the problems associated with relocation and service configuration [11,12].

In the present work, our aim is to discuss state-of-the-art ontologies in cloud and
multi-cloud computing. Specifically, the contributions of the present work are summarized
below:

i. An extensive review has been carried out to investigate cloud ontology techniques
for viable cloud computing.

ii. Legacy ontology computing techniques have been matched with the ontology of
cloud computing based on shared properties.

iii. The current study on cloud computing ontologies is organized into four categories:
Cloud security, Cloud resources and services description, Cloud interoperability, and
Cloud services discovery and selection.

From the systematic review of selected articles, some of the closest articles to this
study are the works carried out by Androcec and Seva [11], and Opara-Martins et al. [9],
although they did not consider Business Process Compliance (BPC) with cloud computing
standards. This study intends to improve on these works by considering compliance of
business processes; it also considers alternatives to the cloud technology like the fog and
edge technologies in a bid to create awareness of emerging technologies within the cloud
environment.

The following section presents a brief discussion of the models according to the NIST
standard descriptions.

2. Background and Related Work

Information Technology (IT), when used as a Service (ITaaS), comprises applications
and servers, databases, and a data server bus that provides and supports applications
that can be rented from private vendors or designed by a person [14]. Within ITaaS, there
exist three layers, beginning with Infrastructure as a Service (IaaS), Platform as a Service
(PaaS) [14], and Software as a Service (SaaS) [15]. These are usually referred to as service
models and deployment models [1].
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2.1. Deployment Models

The deployment model (irrespective of the service model) is divided into five cat-
egories of clouds, namely: Private, Public, and Hybrid Cloud, with the shared concept
called community cloud and the multi-cloud [1,16].

Private cloud is one where computing access is confined within the organization. Its
operations are based on a pool of shared resources. It should be noted that this cloud model
is entirely operated and managed in-house by the organization’s IT specialist(s), and access
to resources is over a secured intranet.

Advantages of the private cloud:

i. Enhanced control: the proprietor controls access in and out of the network, sets the
security policies and regulates user behavior.

ii. Security and Privacy: improved access and security is possible when resources are
segmented within the same infrastructure.

iii. Tailored: solutions are modified to meet the company’s specific need.

Disadvantage of the private cloud:

i. Controlled scalability: this cloud model has limitations on scalability because it is a
function of underlying hardware. It is scaled within the resource capability of the
owners.

ii. Hugh budget: the overhead is higher compared to public cloud since the owner
would be expected to pay for every resource at his disposal.

Public cloud is one where cloud services are provided as open access for the public [2,16].
Since the public cloud is opened to just anybody, the security cannot be guaranteed;

in the public cloud, infrastructural services are offered over the internet. This arrangement
gives ownership to the vendor and not the client.

Advantages of the public cloud:

i. Marginal Investment: it is a good option for users in need of instant cloud service, it
has little or no advance payment as it is a pay-as-you-go service model.

ii. Initial capital outlay: the client is not bordered about the hardware infrastructural
setup as this is borne by the vendor.

iii. Management is not an option: the client does not concern itself with managing the
public cloud infrastructure.

iv. Scalability: the system has the capacity to respond to clients’ resource needs at any
time.

Disadvantages of the public cloud:

i. Security and Privacy: due to public access, its protective capacities against criminals
are weak.

ii. Reliability: The system is vulnerable to failures mainly due to increased traffic from
several clients.

Hybrid cloud is the merging of private and public clouds, in which offerings from
each domain are absorbed in a combined manner, having some relationships with some
external service providers [17].

Advantages of the hybrid cloud:

i. Robust and control: with flexibility, it is possible to create a solution to meet your
business need on-demand.

ii. Budget: there is a reduction in cost due to the merger between private and public
clouds; this is because public cloud offers free scalability. Therefore, depending on
the task at hand, there may or may not be any cost attached.

iii. Security: data integrity is guaranteed to a very large extent due to proper data
segregation.

Disadvantage of the hybrid cloud:

i. Maintenance: they may need for extra cost on maintenance when using the hybrid
cloud model.



Future Internet 2021, 13, 302 4 of 22

ii. Difficult Integration: the process of integration may become complex when attempting
to integrate two dissimilar models.

Community cloud is a cloud facility reserved for a specific community’s usage based
on organizations with a shared interest. It could be managed individually or by more
members of the organization, and it can be situated on-site or off-site.

Advantages of the community cloud:

i. Effective budget: overhead is light since numerous groups take responsibility for
sharing the cloud.

ii. Shared resources: it provides the platform to share cloud resources and infrastructure,
which in turn reduces cost of running and maintenance.

Disadvantages of the community cloud:

i. Restriction on bandwidth: there is a fixed bandwidth and data storage within the
organization or individual within the community.

Multi-cloud refers to the use of multiple public clouds. A multi-cloud deployment is
one in which a company uses multiple public clouds from different cloud providers. In a
multi-cloud configuration, a company uses several vendors for cloud hosting, storage, and
the full application stack, rather than just one.

Advantages of the multi-cloud:

i. Reduced dormancy: it offers vendors the opportunity to choose regions and zones
closest to their clients by reducing or eliminating inactive time.

ii. Service availability: the chance of lack of service is very minimal in multi-cloud
configuration.

Disadvantages of the multi-cloud:

i. Inability to manage the system effectively could lead to an increase in cost, which will
in turn affect system flexibility.

2.2. Related Surveys of Ontology Usage in Conventional Computing

Ontology is defined as the explicit formal specification of conceptualization [18].
Ontologies are absolutely the pillar of several cloud applications requiring specific domain
knowledge [19]. In a cloud environment, identifying and categorizing cloud services in
the real world could be challenging because cloud services are provided at various service
levels with process data, business logic, and hardware capabilities [20]. Ontology offers
organized rules of ideas, each with clearly stipulated guidelines that the machine can
understand, thus contributing to machine intelligence [21]. The cloud ontology provides
meta-information about data semantics, covering cloud models and their relationships [22].
An ontology represents domain knowledge; the ontology engineer creates ontology classes
by making graphical models. This is because models are said to have clear semantics. Based
on the above, ontology-based domain knowledge can create unambiguous formal rules
such that models can be expressive and interpreted by both machines and humans [23].
Ontology has been applied to many areas since the advent of cloud computing, acting as
the missing link between humans and machines to reconcile the heterogeneous nature of
the cloud resulting from the lack of standard and governance structure.

Ontologies are indispensable tools for semantic web-based application(s) [24]; hence,
their evaluations are paramount for enhancing their (semantic) quality. Most ontology
engineers would rather have a modular ontology rather than a general ontology. This is
because a good quality modular ontology will promote reusability [25]. The research work
carried out by [26] developed an architecture that uses dual core ontology components,
namely, the Catalogue and Business Process Ontology, with the capacity for extension
through the addition of specific domain ontologies. The catalog ontology explores Uni-
versal Business Languages (UBL), whereas the Business Process Ontology uses various
applicable business metrics. The business process incorporates rules that different semantic
analyzers for commercial practices can understand. The performance of an ontology is
said to be efficient based on the depth selected; if the depth is very high, then it implies
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that the knowledge transfer will be very detailed. Otherwise, knowledge transfer and
test will be superficial. Then, there will be no strategic advantage and the system will
be lost [27]. The authors of the General Data Protection Regulation (GDPR) framework
developed an architecture based on the results of the DAPRECO project. A product of
GDPR contains not only legal instructions and ideas obtained within the legal environment,
but semantic provisions based on obligations, permissions, and prohibitions [28]. The
MEASUR’s ontology was developed as a model that offers a non-dynamic version of the
enterprise configurations. This framework is being applied to various scenarios, and it
has responded well by providing proof of strength. The authors proposed a system that
supported an ontological judgment system to assist stakeholders in accepting such reso-
lutions under electronic governance policies [29]. The authors of [30] proposed a process
ontology-based approach to eliminate semantic ambiguity by providing a means to capture
rich semantic information residing in business processes, which can be achieved by using
domain-specific ontologies. The authors of [31] presented a framework consisting of a
list of norms and a generic compliance checking approach based on process execution.
The authors of [32] proposed a semantic framework based on an Internet of Things in
Business Processes Ontology (IoT-BPO) semantic model. The authors of [33] created an
ontology with the ability to depict relationships among various stakeholders involved
in the cloud environment. The approach performs security assessment from different
customers’ points of view. The authors of [34] presented a security architecture that acts as
a base for describing the challenges related to security requirements. In another work, the
authors [35] modeled their ITAOFIR (IT Assets Ontology for Information Risk) ontology
as a dynamic representation of IT Assets tangibility and risk. Meanwhile, the authors
of [36] built a clear representation amid perceptions of protocols and prototypes, and they
used semantic business vocabularies coupled with rules based on similarity measures.
Explicit modeling and mapping of vocabularies in the compliance framework environment
will ease the stress domain experts encounter when screening for the adequacy of specific
regulations [37].

The work in [38] proposed a semantic-based service description and discovery frame-
work, which uses a multi-agent approach and ontology with a prototype for cloud service
description and discovery in the cloud computing domain. A framework [39] was con-
ceptual in nature and was used for Continued Process Auditing (CPA) relying on domain
ontologies.

The authors of [40] developed a reasoning framework that improves the resolution of
similarity conflicts between cloud services through a cloud computing ontology.

According to [41], the reason for involving ontologies in cloud computing is due to its
ability to reduce search time, rapid discovery of resources, and accurate results. In [42],
the authors proposed an approach that could standardize security information and use
this description with reasoners, to achieve new understanding and incorporate artifacts
into a decision support architecture for some challenges and compliance management to
offer total and technically sound decision alternatives to policy makers to achieve this.
The authors had to create a complete package of IT with security ontologies that has
regulated governance structures based on the ISO 27002 standard. Their framework was
validated with a model, methodologies, and artifacts using specialists and clients from
small organizations.

An ontology-based infrastructure service discovery and selection model is proposed
that specifies practical and non-practical requirements [43]. The authors applied ontology
to improve the effectiveness and accuracy of the model to aid consumers in searching and
selecting the appropriate vendor with a high level of accuracy. The authors of [44] presented
a model to enhance the population of a compliance ontology by using information extracted
from an existing Governance Risk Compliance (GRC) architecture to enhance semantic
interoperability and reduce the complexity and the disabled functions carried out during
compliance monitoring in organizations.
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In [45], the authors proposed a framework that generates three fuzzy service ontology
configurations such as IaaS, SaaS, and PaaS ontologies. It is intended to define and update
cloud service concepts based on fuzzy alignment.

In [46], the authors proposed a framework that incorporates ontology mapping, the
development lifecycle of secure systems, natural language processing, including heuristics
for applying security policies to compliance issues such as regulations and ethics to focus
on compliance to support constant compliance monitoring.

In [47], the authors presented a Compliance Management Ontology (CoMOn) to
consider a clear requirement in the compliance management profession and research
communities based on shared knowledge of the different ideas that define compliance
management practice.

3. Methodology

The review process follows the guidelines for performing systematic reviews of the
literature, as proposed by [48] (Figure 1).

Figure 1. PRISMA flow chart of the review process with the selection of studies at various stages.

The approach adopted during the search process includes identifying databases,
choosing keywords, and then defining the search strings by specifying the inclusion and
exclusion criteria. The study identified 400 articles, and 58 of these were selected, and after
further screening, we settled for 35 articles that meet the objective of the study.

3.1. Methods and Materials

The steps of the whole article include:

• Survey with 400 articles related to cloud computing, ontology, and business process
compliance, and eventually settling for 35 articles that meet the study objective.

• Present commendations and best practice procedures based on the knowledge ac-
quired from far-reaching evaluation and assessment of existing literatures.
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3.2. Research Questions and Formalization

Following the problems faced by software developers conceptualizing in an explicit
format rules that are interpretable by both humans and machines, the study intends to
address the challenges based on the motivation and objectives of the study. The questions
focus on identifying experts’ ideas and experiences in software engineering with particular
reference to ontology in cloud computing areas and approaches from traditional to the
cloud so as to determine the future direction(s) in the cloud computing domain.

Motivation is based on the following:

(a) Current cloud ontologies are not specific [12].
(b) The vendor lock-in challenges resulting from customers’ lack of awareness of propri-

etary standards that do not support interoperability and portability when entering a
cloud service contract [9].

(c) The quest for supremacy among major players enhances their unwillingness to settle
for a universal standard and thus upholding their incompatible cloud standards and
design configuration [49].

(d) Cloud computing is borderless in approach and application; this also means that
data within the cloud would be governed by different and sometimes conflicting
legislation, thereby creating more security and compliance issues.

The main objective of the study is to achieve an all-inclusive assessment of cloud
ontologies, their motivations, and applications. To achieve this, the research focused on the
commonly applied quality metrics to specify, analyze, and validate ontology approaches to
business compliance in the cloud [50].

The study intends to address the following research questions.

RQ1 : How has the ontology in cloud computing evolved?

RQ2 : Which areas have dominated the use of ontologies in cloud computing?

RQ3 : Which areas have been the least deployed in cloud computing?

RQ4 : What are problems and future directions in ontology and cloud research?

3.3. Source Selection

The databases selected for the study include ACM Digital Library, IEEE Xplore,
SpringerLink, ScienceDirect – Elsevier, and Google Scholar. At an advanced search, some
parameters like "title," “abstract,” and "entire document" were considered, and if not
enough, a combination was carried out (if present in the database). With respect to the
selection criteria, we applied: (i) Inclusion criteria: work related to research questions, and
only papers in English published from 2010 to 2020 were selected from different reputable
journals and conference proceedings. (ii) At the level of the exclusion criteria: we removed
those articles that had no relationship with the research questions and those not published
in English (Tables 1 and 2). The results of the process are summarized in Figures 2 and 3.
The stated headings are provided in the next section to summarize the identified studies
and distribution across studies.

Table 1. Keywords and the search string.

Keywords. Search String

Ontology, Security, Compliance

(Ontology <AND> Cloud Security) OR
(Ontology AND Cloud Compliance) OR

(Ontology <AND> Business Process
Compliance <AND> Cloud Computing)
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Table 2. Distribution per publication source types.

Source Count

Elsevier 28

IEEE 31

ACM 28

Springer 26

Taylor & Francis 21

Wiley 16

Google Scholar 100

Figure 2. Sources of relevant articles within the study period.

Figure 3. Number of publications per year.

3.4. Selection Execution

The purpose of the search is to obtain an initial list of studies that would be used for
further evaluation. The articles were further evaluated to ensure that they are fit and can
be used to provide answers to the research questions defined, which have a duration of
10 years between 2010 and 2020 (Figures 2–4). Table 3 gives an overview of some of the
selected studies based on their different categories (Figure 4).

Figure 4. Categorization of primary studies based on present application of ontology in cloud computing.
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Table 3. Summary of some selected studies for review, based on application area of ontology in cloud computing.

Cloud Services Discovery and Selection

[51] Joshi et al. (2020) “Cloud Security comparator system”

[52] Afgan et al. (2018) "CloudLaunch: Discover and deploy cloud applications"

[20] Alfazi et al. (2015) "Ontology-Based Automatic Cloud Service Categorization for Enhancing Cloud Service Discovery"

[53] Ali et al. (2018) "Cloud Service Discovery and Extraction: A Critical Review and Direction for Future Research"

[11] Andročec et al. (2012) "Cloud Computing Ontologies: A systematic review"

[54] Mordi & Garg (2019) "A QoS-based approach for cloud-service matchmaking, selection and composition using the
Semantic Web"

[55] Nawaz et al. (2018) "An MCDM method for cloud service selection using a Markov chain and the best-worst method.
Knowledge Based System"

[56] Sbodio et al. (2010) "Discovering Semantic Web services using SPARQL and intelligent agents. Web Semantics"

[57] Di Martino et al. (2016) "Cloud services composition through cloud patterns: a semantic-based approach"

Cloud Services Description and Selection

[58] Nawaz et al. (2019) "Service description languages in cloud computing: state-of-the-art and research issues"

[59] Talhi et al. (2017) "Ontology for cloud manufacturing based Product Lifecycle Management"

[60] Chen and Yang, 2020 “Cloud energy saving case-based reasoning agent”

[61] Lu et al. (2016) "ManuService ontology: a product data model for service-oriented business interactions in a cloud
manufacturing environment"

[62] Greenwell et al. (2016) "A Task Orientated Requirements Ontology for Cloud Computing Services"

Cloud Security and Compliance Ontology

[63] Brogi et al. (2019) "Secure Cloud-Edge deployments, with trust"

[64] Choi & Choi, (2019) "Ontology-based Security Context Reasoning for Power IoT-Cloud
Security Service"

[65] Choi et al. (2013) "Ontology-based access control model for security policy reasoning in cloud computing"

[66] De Franco Rosa & Jino, (2017) "A Survey of Security Assessment Ontologies"

[67] Di M, (2019) "Design of the Network Security Intrusion Detection System Based on the Cloud Computing"

[68] Janulevicius et al (2017) "Enterprise architecture modeling based on cloud computing security ontology as a reference model"

[69] Kalaiprasath et al. (2017) "Cloud security and compliance -a semantic approach in end to end security"

[70] Klimenko &Safronenkova, (2019) "An Ontology-Based Approach to the Workload Distribution Problem Solving in Fog-Computing
Environment"

[71] Singh & Pandey, (2018) "Cloud Security Ontology (CSO). Cloud Computing for Geospatial Big Data Analytics"

[72] Singh & Pandey, (2014) "A comparative study of Cloud Security Ontologies"

[73] Tao et al. (2018) "Multi-layer cloud architectural model and ontology-based security service framework for IoT-based
smart homes."

Cloud Interoperability

[74] Amato et al. (2013) "Improving security in cloud by formal modeling of IaaS resources"

[49] Andročec & Vrček (2016) "Ontologies for Platform as Service APIs Interoperability"

[50] Bassiliades et al (2018) "An ontology for a platform-as-a-service semantically interoperable marketplace"

[75] Castañé et al (2018) "An ontology for heterogeneous resources management interoperability and HPC in the cloud"

Business Process Compliant Ontology

[76] Corea, and Delfmann, (2017) "Detecting Compliance with Business Rules in Ontology-Based Process Modeling"

[77] Elgammal & Turetken, (2015) "Lifecycle Business Process Compliance Management: A Semantically-Enabled Framework"

[78] Griffo et al. (2018) "Conceptual Modeling of Legal Relations"

[79] Griffo et al. (2017) "From an Ontology of Service Contracts to Contract Modeling in
Enterprise Architecture"

[80] Palmirani & Governatori, (2018) "Modelling Legal Knowledge for GDPR Compliance Checking"

[81] Zhong et al. (2019) "A scientometric analysis and critical review of construction related ontology research"
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4. Information Extraction

Security is regarded as an integral aspect of cloud computing consolidation as a flexible
and feasible multipurpose solution. This is based on the perspectives of distinct groups,
including researchers from academia, business policy decision makers, and government
organizations. The similarities in these various viewpoints provide a clear indication of
the crucial nature of security and legal impediments for cloud computing, including data
confidentiality, reputation fate sharing, service availability, and provider lock-in. In the
immediate subsection, the study lists the selected articles according to their categories.

4.1. Cloud Services Discovery and Selection

In [51], the authors developed a cloud security comparator system that assists con-
sumers who are interested in moving their business to the cloud but are skeptical due to
some security issues due to lack of knowledge about different compliance architectures.
In [54], the authors developed a prototype methodology to resolve problems of service
matching, composition, and selection using Semantic Web technology and QoS parameters
based on availability, throughput, cost, and response time, included in the SLA. In [52],
the authors presented an application that offers a common platform for discovering and
deploying applications for various cloud service providers. The technology known as
cloud launch allows applications to be included in a catalog in no definite order while
maintaining cloud flexibility allowing developers to offer their applications on multiple
cloud environments with little effort. In [53], they proposed the multi-agent methodology
to solve the problems arising from users’ inability to discover and select the service that best
suits their purpose using the ontological approach. In [55], they proposed SEMREG- Pro, a
model for registering semantic services that offers a client interface for service consumers
to discover semantic web service data from the registry using a domain ontology. As an
added value, it offers consumers the privilege of subscribing to the register and being
informed whenever a match to their request was discovered. In [57], the authors proposed
the cloud patterns, intending to offer nonspecific and specific elucidations to frequent
challenges while defining architectures for cloud applications. They did that by developing
platform-dependent patterns that can be assigned to specific platforms provided by specific
operators. In [20], they developed a cloud service search engine model to identify and
classify cloud services. A detailed ontology was developed to enhance discovery classifica-
tion and service discovery. In [11], the authors wanted to achieve an all-inclusive view of
the ontology for cloud computing together with their areas of application and emphasis.
In [56], their position was that the preconditions and postconditions of the services could
be communicated in SPARQL. The authors posited that the objective of applying agents
is that it can also be expressed in SPARQL. Based on this assertion, it makes sense first to
identify the services offered. Then, one can find a suitable service that satisfies the agent
and the property specified as a value for precondition and postcondition of the service.

4.2. Cloud Service Description and Selection

In [60], their study designed a case-based energy-saving cloud reasoning agent de-
signed to enhance web services ontology and big data analytics. They reviewed important
architectures for developing web services and how to incorporate and aid cloud interaction
at the back-end.

In [58], based on the authors’ assertion, cloud services are aiding the continuous
expansion of transactions in the cloud environment; it allows cloud consumers the flexibility
to acquire and position their needed services through the Internet. The bottleneck in
describing major functions of a cloud service would require every service provider to
use its version of the service description language. This involves using its own rules and
semantics by incorporating models and standards to reach its goal. This, in turn, hinders
the cloud computing community from adopting and enforcing common standards, and
this limits automatic adoption and deployment of cloud services leading to vendor lock-in.
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In [59], Talhi et al. proposed the OntoClean methodology, an approach that was
intended to improve collaboration between stakeholders throughout the product lifecycle.
It offered solutions that helped users request services ranging from product design and
distribution within the cloud environment.

In [61], the authors proposed an information framework, whose emphasis was on the
customized creation of a strategy in the cloud manufacturing domain. They applied the
semantic web initiative.

In [62], the authors proposed a requirement ontology based on the Unified Problem-
solving Method Development Language (UPML) methodology. Its key function was to
examine the brokerage requirements, which had the ability to close the gap between high
and low requirements specifications. There are three basic concepts: the task, which
defines the task that needs to be completed, the problem-solving method, which defines
the solutions, and then the problem domain, which defines the concepts for a particular
requirements environment. This approach is based on the UPML across the distinct levels
in the cloud computing environment.

4.3. Cloud Interoperability

In [50], the authors proposed the PaaSport semantic model, which uses the extension
of the OWL ontology based on the Dolce+Dns Ultralite (DUL) ontology. The basic function
of the ontological model is to semantically represent the capacities of the Platform as a
Service (PaaS) technique for the requirements of applications for deployment. Moreover, it
was developed to ensure semantic matching and ranking algorithms that provide the best
matching contributions.

In [75], the authors proposed a methodology called cloud lightning ontology, which
helps to support different high-performance resources in the cloud. The function is solely to
mitigate interoperability challenges between service managers and to service abstractions
and sustain the cohesive existence based on existing interoperability standards. The
technique supports cloud designers in producing the next generations of cloud computing
systems.

In [49], the authors identified and addressed the service-level interoperability chal-
lenges that arise when Application Programme Interfaces (APIs) from various active
players on the platform as a service are transacted. The use case technique was used to
introduce the information of the current user from one platform as a service offering to the
application held on a different offer.

In [74], the authors presented a framework for making information exchange op-
erations among heterogeneous sources much easier. The model explores semantic web
technologies to allow semantic transmission of data and the perception of the agent’s
real-world vision based on the communication process. The system can enhance the ex-
traction of relevant information and encoding its content so that the original semantics are
preserved.

4.4. Ontology-Based Approach in Cloud Security and Compliance

Cloud computing ontologies can be applied to different service types; however, their
fundamental responsibility is to select and discover the appropriate provision based on the
expectations of the available clients and the exposure of cloud service resources available.
Ontologies are used as vocabulary or dictionaries of the security domain. They offer reason-
ing capabilities and help to understand the relationship between entities [82]. Whereas it is
a difficult task to systematically detect and correct unknown security challenges, cloud con-
sumers are confused about what security measures to expect from their service providers
and whether these measures would meet the security needs of their organizations.

In [61], the authors proposed the declarative methodology SecFog, which can be ap-
plied to quantitatively explore the security layers of multi-service application deployment
to cloud edge infrastructures. They applied the Problog prototype in their implementation.
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In [62], the authors presented a framework of an inference methodology; they collected
and analyzed the vulnerabilities of most solutions. Based on this analysis, a premium was
placed on the security environment ontology modeling. The authors used a canny measure,
a useful tool in a power environment.

In [65], the authors presented an intrusion detection mechanism used in computer
network security. Its components include enterprise network-based intrusion detection
systems.

In [70], the authors’ attempt was to minimize the search space for the challenges
that would be encountered with respect to its execution time. They posited that security
defects with known corrections are still being introduced in new systems just waiting to be
enabled.

In [71], the authors proposed the framework of an OWL-based security ontology
with the aid of protégé that incorporates the OWL/XML language and also includes
requirements for the security architecture in line with cloud vulnerability, risk, and threat
with the relationship within their different units.

In [73], the authors presented a multilayer cloud architecture model, which provides
an improved level of interactions between heterogeneous home devices and cloud service
providers. The ontology negotiates the methodology for designing new home-based
services to create a more valuable and robust innovative home platform.

In [64], the authors presented a literature review that describes the main attributes,
results, problems, and application domains. They observed some discrepancies related to
the security assessment literature, which can be part of a future study in this area.

In [68], the authors presented a security ontology framework with a specific focus on
cloud-specific virtualization challenges. The ontology model incorporates concepts from
existing security and cloud ontologies, where it includes concepts based on security and
regulatory standards. They argued that when the ontology is used as a reference model,
it activates dynamic changes based on the existing scenario, thus improving the optimal
actuality of the security diagnosis.

In [69], the authors developed an ontology rich in semantics whose approach was to
model a framework for security threats that incorporates cloud security policies to display
the provider data they contain. The new system is equipped with features that allow
everyone to use the system without difficulties, including a security policy recommender
and an application for new clients planning to move their business to the cloud.

In [72], Singh & Pandey (2014) proposed an analysis based on the relative capacity
or otherwise of current ontological security approaches in the cloud. They also pointed
out the directions research will follow going forward. This is based on the shortcomings
identified from the articles they analyzed in their study.

In [63], the authors proposed an ontology-based access control model called Onto-
ACM, which offers a flexible admission mechanism using context reasoning like context
permission level with a policy for each administrator and user; this model is thought to be
rich in semantic analysis. The system is convenient and efficient in policy management;
this is because the existing architecture has the ability to grant a role inheritance by an
administrator only. In contrast, the proposed architecture can grant a role inheritance to
the administrator and the user.

4.5. Ontology in Business Process Compliance

In [81], the authors developed a framework referred to as an automatic compliance
checking framework based on an ontological architecture to design a model to observe
the rate of conformity and scrutinize the system in a business information management
domain. Their framework incorporates environmental building information and sensors
provided the data.

In [78], the authors’ work provides the model for developing a legal framework that
considers an expert view of legal privileges. To prove the efficiency of their proposed
method, they used a relator and its specialties in terms of the framework they applied.
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In [80], the authors’ proposal is an integrated framework that checks compliance with
legal rules and emphasizes GDPR. They used Akoma Ntoso to model the text with PrOnto
for the legal concepts and LegalRuleML for the norms; they used Regorous to combine
BPMN and facts with rules as expressed in LegalRuleML, providing the final report.

In [76], the authors proposed an approach that can check if an enterprise functionality
complied with the stated organizational syntax and semantics by examining functions
within the ontological functional framework. Again, if this method can specify organiza-
tional syntax as a reasoning database with respect to the outsider enterprise model, the
system can detect violation using a logic program reasoner.

In [79], the authors proposed a service contract ontology grounded in a legal core
ontology referred to as UFO-L and a core ontology of service known as UFO-S. They
used the SLA (Service Level Agreement) as the foundation to enhance an already existing
organizational language and its framework.

In [77], the authors proposed an architecture for managing compliance using semantic
analysis. They intend to save all enterprise functionality, including design time verification,
run time, offline, and investigation. Their framework incorporates a unified semantic
environment, industry, and governing information for various abstraction nodes that offers
a shared conceptualization of related and business-specific compliance.

5. Results and Discussion

Table 4 provides the contributions in terms of the proposed method, practice environ-
ment, strengths, and weaknesses of the articles used in the study. As Table 4 shows, the
proposed method is ontology. This is due to its semantic capabilities.

Table 4. Summary of contributions and their weaknesses.

Author Practice En-
vironment Strength Weakness

Afgan et al. (2018) [52] Cloud The system minimizes the effort required to
integrate a new application.

It is still slightly difficult to integrate clouds
and plugins into the new technique.

Alfazi et al. (2015) [20] Cloud Cloud services were categorized to
enhance discovery. Cannot extract the attributes of vendors.

Ali et al. (2018) [53] cloud

Their study extends through recent
methodologies, procedures and
representations applied to cloud

service discovery.

The limitations range from time
consumption to low performance in

discovering Cloud services.

Amato et al. (2013) [74] Cloud
Their architecture permits the bottom-up

strategy to automatically build
domain ontologies.

The scalability of the system has not
been evaluated.

Andročec & Vrček, (2016) [49] Cloud
Use Case, ontology-driven service data, and

AI techniques are perfect for resolving
service-level interoperability challenges.

APIs variations have not been considered.

Andročec et al. (2012) [11] Cloud
The study analysis offered real evidence to

the challenges of cloud computing with
respect to those of cloud ontology.

The studies did not offer a real solution to
the security challenges in cloud computing

ontology.

Bassiliades et al. (2018) [50] Cloud
Their ontology supports model creation and

classification procedure aimed at a
reasonable-match reference.

It currently lacks the extension and
demonstration of complex Platform as a
Service rating prototypes with policies.

Brogi et al. (2019) [63] Cloud Their system can be used with other systems
to identify trade-offs.

It is not capable of analyzing the security of
information flowing through the various

constituent services.

Castañé et al. (2018) [75] Cloud
Created a central knowledge repository
aimed at appreciating the information

content as it enhances shareability.

Currently, the system cannot evaluate
performance and resource utilization,

among other metrics.

Choi & Choi, (2019) [64] Cloud

The weakness of many systems that offer
solutions was scrutinized to ascertain the

power requirements needed by a power IoT
cloud domain. Attention was paid to

security ontology design.

It requires a process for defining context
attack inference rules.

Choi et al. (2013) [65] Cloud Protect the system against malicious
information leakage

Inference processing is specific to only the
Jena inference machine.
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Table 4. Cont.

Author Practice En-
vironment Strength Weakness

Di Martino et al. (2016) [57] Cloud According to the authors, semantic
cataloging can enhance interoperability.

Automation of the entire composition
process is required to resolve ambiguity.

Greenwell et al. (2016) [62] Cloud
With UPML ontology architecture, cloud
requirements can be accessed by distinct

levels in cloud requirement.
The architecture lacks a security mechanism.

Janulevicius et al. (2017) [68] Cloud
The new system comes with a risk

management idea for cloud computing
security evaluation.

From their conclusion, the study is a work
in progress.

Kalaiprasath et al. (2017) [69] Cloud Easy-to-use cloud security policy
recommendation.

The laws to create a fair vendor
matchmaking are not robust yet.

Klimenko and Safronenkova
(2019) [70] Cloud The system reduced optimization problem.

Lu et al. (2016) [61] Cloud It allows extensible and reusable upgrade of
the underlying knowledge architecture.

There is still the issue of integration with
other ontologies.

Mordi & Garg (2019) [54] Cloud
The supervisory structure permits a client

consumer to get analysis outcome from
the system.

The system does not support mobile users.

Nawaz et al. (2019) [58] Cloud
They created common criteria for

identifying common features of cloud
Service Description Languages (SDLs).

Current Cloud service descriptions lack the
support to update published service offers.

Nawaz et al. (2018) [55] Cloud It uses lower number to determine the
weights of service criteria.

The issue of uncertainty was not addressed
in the current system.

Sbodio et al. (2010) [56] Cloud They designed a conceptual framework for
discovering web service operations.

Their work did not reconcile ontologies
relationship between various vendors.

Singh & Pandey (2014) [72] Cloud Offered better knowledge to ensure better
protection of data in the cloud.

Based on collection of all the drawbacks
from the survey.

Singh & Pandey (2018) [71] Cloud It offers security ethics as a guide to
service providers.

Additional efforts are required to align the
new concept with the associated counter

measures.

Talhi et al. (2017) [59] Cloud
They used the holonic concept, a current

way to virtualize any
manufacturing resource(s).

The approach has not been tested using a
real case situation.

Corea and Delfmann (2017) [76] Traditional Applied semantics in the
compliance management.

Dependent on a business ontology linked to
a process model.

Elgammal and Turetken
(2015) [77] Cloud Improved communication between legal

and compliance experts. Not fully implemented yet.

Griffo et al. (2017) [79] Traditional The system can represent relevant
legal relations.

Their study did not examine the legal
implications within the organization based

on internal regulations and compliance
requirements.

Griffo et al. (2018 [78]) Traditional All correlative legal positions are
made simple.

Provider burden positions sometimes
deliberately hidden.

Palmirani and Governatori
(2018) [80] Traditional Offers an integrated user interface. Imports constraints on the metadata.

Zhong et al. (2019) [81] Traditional The new system enhances domain
knowledge reuse. Developing the ontology consumes time.

However, few studies explained the usage of ontology in a legacy or traditional
computing environment.

As seen in Table 5, the systematic review of the literature summarizes the number of
studies related to initiatives. New techniques, processes, and approaches try to facilitate
the use of semantic rules to enhance adoption and migration to the cloud; however, studies
show that the compliance of the ontology business process with the rich semantic rules is
only rarely deployed through the cloud. The area mainly concentrated in the cloud is the
issue of security compliance. These features can be used as the basis for new processes,
methodologies, and frameworks.
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Table 5. Summary of some selected studies per initiatives.

Area of Application No. of Studies Specific Studies

* Business process compliance 6 4.30, 4.31, 4.32, 4.33, 4.34, 4.35

* Cloud security and compliance ontology 11 4.19, 4.20, 4.21, 4.22, 4.23, 4.24,
4.25, 4.26, 4.27, 4.28, 4.29

* Cloud interoperability 4 ,4.15, 4.16, 4.17, 4.18

* Cloud service discovery and selection 9 4.1, 4.2, 4.3, 4.4, 4.5, 4.6, 4.7,
4.8, 4.9

* Cloud service description and selection 5 4.10, 4.11, 4.12, 4.13, 4.14
Total 35

5.1. Discussion

RQ1: How has the ontology in cloud computing evolved?

This study has been carried out using a comprehensive review approach of studies
that address ontology trends in cloud computing. Our investigation reveals that: Cloud
computing has positioned itself as the major technological advancement of the moment,
attracting attention from various research areas. It evolved from previous technologies
and computing areas like service-oriented architecture (SOA), virtualization, and grid
computing. As expected, it comes with its inherent advantages and disadvantages [83].
Cloud computing operations have found expression in semantic web rules. It is common
knowledge to see ontology applied in various software engineering environments like
Change Control, Process Support, and Requirement Engineering. Most are limited to only
web applications [84]. As a concept that must meet the changing needs of software users,
it must be maintained constantly and evolve continuously according to the domain or
knowledge space [85].

RQ2: Which Area Has Dominated the Use of Ontology in Cloud Computing?

From Table 5, it is clear that cloud security and compliance have benefited more from
ontologies in cloud computing. Especially as security has become an integral aspect of
cloud business consolidation, this is based on the distinct groups’ perspectives, including
researchers from academia, business policy decision makers, and governmental organi-
zations. The similarities in these various viewpoints provide a clear indication of the
crucial nature of security and legal impediments for cloud computing, including data
confidentiality, reputation fate sharing, service availability, and provider lock-in.

RQ3: In which area has the ontology been least deployed in cloud computing?

Table 5 shows that ontologies has been the least employed in business process compli-
ance. It is also very clear that ontologies enjoyed relative attention in many software areas
in traditional computing. At the same time, that cannot be said for its applications in the
cloud. From studies carried out in the course of this work, it is clear that many application
areas of software engineering have yet to enter the cloud market; the traditional/legacy
applications overshadow them (Figure 5).
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Figure 5. Cloud ontology: described as five layers, with three components to the cloud infrastructure
layer.

RQ4: Problems and future directions in ontology and cloud research.

The evolution, usage, and deployment approaches of cloud computing provide the
basis for the problems and the future directions in ontology and cloud research which are
discussed under two broad areas: business process compliance and cloud computing.

5.2. Business Process Compliance

As compliance becomes a major issue, the effect of optimization is thought of as a
strategic concern, such that business compliance requirements can be achieved by applying
smart audit techniques that can only come from IT knowledge [86].

Traditional audit improves operating efficiency and control. If these controls are
improperly placed or malfunctions, the regulators can only analyze a portion of the in-
formation. Interestingly, varying information tools and technologies have contributed
significantly to improving auditing methods. In this work, we discovered that SOA evalua-
tion is necessary to understand that these enterprise syntaxes improve with phases and
require continuous improvement [27]. The intellectual asset involves many aspects; one of
them is the ability to perform various tasks. Every process requires special skill set there-
fore, staff members with the required knowledge would be responsible for such processes.
Management’s concern is to understand what information remains embedded and how to
abstract these different methods. The process remains flexible; hence, every variation starts
at the process [87]. The prospect for which business processes have been introduced to
SOA has formed the baseline for areas such as enterprise procedures and implementation
semantics that include the organizational method framework, and notations that are typical
for computerization and orchestration services for the business processes [88].

5.3. Cloud Computing: A Projection

Verification, including the valuation of cloud components from resistance to reliability,
remains a huge challenge. Despite an increase in the figure with respect to current research
activities centered on the definition of related quality metrics and benchmarks, no solution
has yet been adopted as a standard [89]. At the network edge, there are analytic streams that
are implemented to reduce traffic and, in some instances, provide a privacy preservation
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algorithm. The edge of the IoT is responsible for semantic mediation, which converts data
into a format accessible to both humans and machines. In contrast, semantic interoperability
is a function of the cloud. In the future, data processing will be performed on every layer
of the device edge and cloud. By doing so, the infrastructural dynamism of IoT would
be considered. IoT technologies have assumed a necessity status in aiding the transfer of
information, which activates automated facilities. The cross of the matter is that they have
limitations to the number of services they can support due to resource constraints.

However, fog computing is seen as a veritable alternative to these challenges, as long
as it collaborates with the veil system in extending cloud capability towards the verge
of the system. With this method, the benefits of the system can be brought closer to the
end user [90]. Fog computing is defined as “a horizontal system-level architecture that
distributes computing, storage, control, and networking functions closer to users along a
cloud-to-thing continuum” [91]. Note that in edge computing, data processing takes place
at the network’s edge, near the physical location where the data are created, whereas fog
computing functions as a bridge between the edge and the cloud for a variety of reasons,
including data filtering.

The fog and cloud operate in a distributed manner to achieve the need for an ap-
plication [92]. However, some applications require low latency so that distance becomes
a barrier [93]. An attempt is being made to rectify the challenges associated with these
two concepts. Hence, mist computing was introduced. NIST defines mist computing as
“a lightweight and rudimentary form of fog computing that resides at the edge of the
network fabric, bringing the fog computing layer closer to the smart end devices”. Mist
computing uses microcomputers and microcontrollers to feed into fog computing nodes
and potentially onward towards the centralized (cloud) computing services. Devices close
to the mist provide the ability to identify and identify points of personal knowledge and
point-identification; with this, they can provide a vibrant distribution of information due to
environmental variation [94]. It helps to reduce the technological load requirement while
also reducing inactivity, thus improving the independence of the result [95]. Table 6 shows
the comparison between fog computing and cloud computing.

Table 6. Comparison of fog computing and cloud computing.

Considerations Fog Cloud

Objective Improve aptitude and implementation of
process that should be conveyed to the cloud
for conduct, analysis, and storage

Offer a demand of huge variation in the real,
dominant provisioning of IT managements

Computational emphases Fog operations occur at the network edge Operations and applications take place in the
cloud

Perception Level Great Great
scalability Level Great Great
Provision for Multitask Absolute Absolute
Transparency Great Great
Run time Online services Online services
Nature of Requirements High allocation Small allocation
Distribution unit All forms and dimensions All forms and dimensions
Degree of Virtualization Dynamic Dynamic
Communication Device to device Device to Cloud
Security Defined Vague
Infrastructure Versatile Uses the (IaaS, PaaS, SaaS) model
Provision of Operating System Uses hypervisor virtualization Uses a hypervisor (VM) for running several

OSs at a time
Proprietorship Several Distinct
Service arbitration Based on SLA Based on SLA
Provision of Client administration Central Central or can be surrogate to third party
Resource administration Central Central/Dispersed
Disaster management Deferment of unsuccessful responsibilities VMs are easily transferred from one node to

another
Service price Utility pricing and pay per use Utility pricing, and discounting for superior

clients
Category of service Network, CPU, memory, bandwidth, device,

storage
IaaS, PaaS, SaaS, XaaS

Reaction Time Low High
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From Table 6, it is obvious that the fog provides an improved benefit than the cloud in
most of the parameters. However, they are the same in some of the parameters.

6. Conclusion and Future Work

The inherent advantage associated with ontology is such that, if properly applied
to crucial application areas like business-compliant processes, cloud security compliance
using the cloud technology would prove huge savings for practitioners. The analysis of the
incorporated articles indicates several challenges and areas for future studies. It comprises
those particularly connected with ontologies to enhance security and interoperability of
cloud transactions. We abridged the selected articles into four key sets: cloud security,
cloud resources and service description, cloud service discovery and selection, and cloud
interoperability. While a huge impact has been made on cloud computing ontology, there
exists a plethora of challenges and issues to be resolved in this domain. Based on the
prevailing studies, the study acknowledged some unresolved issues in this domain, such
as:

Heterogeneity. This is the basis for inter-operability conflict due mainly to scripting
format, which allows different vendors to implement their services in multi-clouds in their
own format without adhering to a common template. A standard format is required to
provide a viable platform for interaction in a shared understanding and help eliminate
vendor lock-ins.

Security. Since information is held in trust by a third party, there is a reason for
clarity, especially with the Service Level Agreement (SLA), which specifies the rights and
privileges of the cloud customer so that trust could be built to sustain cloud transactions in
multi-cloud.
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