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Abstract: In modern network security setups, Intrusion Detection Systems (IDS) are crucial elements
that play a key role in protecting against unauthorized access, malicious actions, and policy breaches.
Despite significant progress in IDS technology, two of the most major obstacles remain: how to avoid
false alarms due to imbalanced data and accurately forecast the precise type of attacks before they
even happen to minimize the damage caused. To deal with two problems in the most optimized
way possible, we propose a two-task regression and classification strategy called Hybrid Regression–
Classification (HRC), a deep learning-based strategy for developing an intrusion detection system
(IDS) that can minimize the false alarm rate and detect and predict potential cyber-attacks before they
occur to help the current wireless network in dealing with the attacks more efficiently and precisely.
The experimental results show that our HRC strategy accurately predicts the incoming behavior of
the IP data traffic in two different datasets. This can help the IDS to detect potential attacks sooner
with high accuracy so that they can have enough reaction time to deal with the attack. Furthermore,
our proposed strategy can also deal with imbalanced data. Even when the imbalance is large between
categories. This will help significantly reduce the false alarm rate of IDS in practice. These strengths
combined will benefit the IDS by making it more active in defense and help deal with the intrusion
detection problem more effectively.

Keywords: intrusion detection systems; wireless network; deep learning

1. Introduction
1.1. Literature Review and Build-Up Ideas

Wireless networks have become the backbone of modern communication, enabling
connectivity across a wide range of devices and applications. However, this ubiquity
has also made them a prime target for malicious actors, who constantly seek to exploit
vulnerabilities for data theft, disruption, or espionage [1,2]. Therefore, Intrusion Detection
Systems (IDS) are essential tools for protecting wireless networks. Developing IDS systems
has attracted the attention of researchers for many decades since the early age of wireless
networks to observe and secure the accessibility to networks. Until now, the design of IDS
can be categorized according to the detection technique it employs. There are two main
types and one hybrid type [3,4]:

• Signature-based IDS (or knowledge-based detection)—A signature-based IDS solution
typically monitors inbound network traffic to find sequences and patterns that match
a particular attack signature. Its strength is its low false alarm rates compared to
anomaly-based IDS. However, a major limitation of signature-based IDS solutions
is their inability to detect unknown attacks. Malicious actors can simply modify
their attack sequences in malware or other types of attacks to avoid detection. Some
research in this type of IDS is [5–7];
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• Anomaly-based IDS (or behavior-based detection, statistical-based detection)—A
behavior or anomaly-based IDS solution acts beyond identifying particular attack
signatures to detect and analyze malicious or unusual patterns of behavior. This type
of system applies Artificial Intelligence (AI) and ML to analyze large quantities of
data and network traffic to pinpoint the anomalies. Despite having higher false alarm
rates than knowledge-based IDS, anomaly-based IDS can adapt to new, unique, or
original attacks, and it is less dependent on identifying specific operating system
vulnerabilities. Some contributions in this field are [8–10];

• Hybrid IDS—A combination of the types mentioned above. This type of system can
effectively pinpoint the observed attack types and learn the pattern of traffic to track
new attack types. It is one of the best solutions and has received the most focus from
recent researchers but comes with the cost of high hardware resource consumption
and complicated implementation depending on the components that create the system.
The contributions in this field are [11–14]

The rise of ML created the opportunity to achieve more excellent IDS. Some frontiers
that set the cornerstone for improving the IDS include Chih-Fong Tsai and Yu-Feng (2009)
in [15], which investigates the challenges and opportunities of applying machine learning
(ML) techniques for network intrusion detection in real-world settings. Or Halqual in [16],
who introduced a multi-grade intrusion detection model based on data mining technology.
The authors aim to address the shortcomings of traditional IDS, such as high false alarm
rates and limited detection capabilities. Numerous more IDS designs based on Linear re-
gression, Support Vector Machine (SVM), Naive Bayes mode, Tree-based family model and
clustering models are mentioned in contributions [17–21] and surveys [22–24]. However,
despite extensive research and promising results in controlled environments, the adoption
of these proposed systems in operational settings remains limited. These contributions with
ML and traditional methods often struggle to keep pace with the evolving threat landscape,
where the amount of data features required to distinguish between anomaly and normal
traffic behavior increases drastically as cyber-attacks become more and more delicate.

The advent of DL, a subset of ML, has opened up new avenues for intrusion detec-
tion. DL algorithms, inspired by the structure and function of the human brain, excel at
automatically learning intricate patterns and representations from vast amounts of data.
This ability to discern subtle anomalies and correlations within network traffic makes
DL a promising tool for identifying malicious activity that might elude traditional IDS
methods. Some early frontiers in this area are Ghanem and his partners, who performed
the research [25], which proposes a novel approach using an enhanced Bat algorithm to
train a multilayer perceptron for intrusion detection, highlighting the potential of nature-
inspired optimization. The emergence of Graph Neural Networks (GNNs) for IDS has
shown promising results due to their ability to model complex network relationships. The
authors of [26,27] provide comprehensive surveys on GNNs in IDS, highlighting their
adaptability to evolving network structures, although challenges with computational cost
and interpretability remain. DL architectures like Convolutional Neural Networks CNNs
and Generative Adversarial Networks (GANs) have also been explored. Al-Milli et al.,
in [28], demonstrated the feasibility of using CNNs and GANs for intrusion detection, but
generalization and adversarial robustness remain concerns. Mohammadpour et al., in [29],
surveyed CNN-based IDS, emphasizing their capability of automatic feature extraction
while noting the need for careful hyperparameter tuning.

In recent years, more advanced DL structures and hybrid models combining different
DL architectures have also been investigated. ElSayed et al. [30] proposed a CNN-based
model with regularization for SDNs, while Gautam et al. [31] introduced a hybrid Recurrent
Neural Network (RNN) with feature optimization. Both show promise but require further
validation and generalization. The use of Long Short-Term Memory Networks (LSTM), one
of the variants of RNN for IDS, has been explored in various studies. Contributions such
as [32,33] were focused on investigating the LSTM-based IDS for host-based and network-
based intrusion detection, respectively. These studies demonstrated the effectiveness of
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LSTMs in capturing temporal dependencies in network traffic, but the need for large labeled
datasets remains a challenge. Further advancements include Bidirectional LSTM (BiLSTM)
and hybrid CNN-LSTM models. Chen et al. [34] and Imrana et al. [35] utilized BiLSTMs for
intrusion detection, showcasing their ability to capture bidirectional temporal relationships.
However, the computational cost associated with training deep BiLSTM models remains a
concern. And the most advanced approach is the hybrid between CNN and RNN (LSTM or
GRU), which demonstrates their efficacy in capturing temporal dependencies in network
traffic in both time and space aspects, as shown in the contributions [36–38]. They offer
vastly improved performance and introduce computational complexities but require further
research to exploit their full potential in developing IDS.

Almost all of the mentioned contributions and studies have focused on classification
approaches. That means the systems only detect and classify the attacks at the moment
they occur and, thus, leave the system passive in observation and protection. As a wise
idiom said: “An ounce of prevention is worth a pound of cure”. No matter how fast an IDS
solves the problem, there is a possibility that the attacks will occur successfully and will
more or less damage the wireless system. This is true especially for some dangerous attacks,
such as DDoS, because they quickly flood the system with bots and barely give enough
time for the system to recognize the attack and decide on a solution to fix the problem.
Furthermore, according to their contributions, the IDS can never achieve 100% correctness
in prediction, which means there will always be a possibility of wrong prediction. When
this happens, the lack of response time can leave the system vulnerable. Therefore, to
maximize the protection, it is better to develop a system that can estimate and predict the
network traffic status in a short amount of time based on the recent traffic status history.
This will allow the IDS to estimate how the traffic will behave in the near future and detect
any potential threats that can occur based on past data and the current traffic flow status.
This will contribute to making the IDS more active in their observation duty and give them
more time to deal with the attacks, thus increasing the efficiency of the protection. One
more advantage is that, when actively estimating the traffic for a certain duration, the IDS
can be based on not only the current status of the traffic but also the predicted status to
decide if there is a potential attack about to occur or not. Hence, the false alarm rate will be
reduced in the future.

Regarding this approach, there have been very few frontier studies that have tried to
develop the IDS this way. The latest and closest research to this approach is [39], where the
authors propose a strategy of using a combination of a CNN, LSTM, and attention models
to predict the future T packets. The research shows promising results in which their best
model obtained an F1 score (the F1 score is a metric used to evaluate the performance of
classification tasks [40]) of 83% for the T = 1 packet scenario and reached a 91% F1 score for
forecasting an attack in the subsequent T = 20 packets. However, there is no imbalanced
data consideration in their contribution, which leads to a reduction in the accuracy of
the strategy they used, and the combination of three separate models can consume the
processing time and resources of the IDS.

Another common limitation of these former contributions that affected the accuracy
and precision of prediction is the imbalance in the datasets they used. These include
AWID [41,42], CICIDS2017, CSE-CICIDS2018 [28], LITNET, and KDDcup [43]. Some older
datasets are still in use, for example, KDD-1999, DARPA 1999, and KDDCup-99 [44,45],
and are applied in anomaly, signature, and hybrid-based IDSs and the family of KDD
(Knowledge Discovery and Data mining) datasets [46]. No matter what datasets they use
and how good they are, they all have a common flaw, which is the imbalance between
categories in the datasets. Typically, this flaw comes from the fact that anomaly traffic
data, like attacks, is often a rare event compared to the vast amount of normal traffic in a
network. As a result, the algorithm may not have enough examples of attack behavior to
learn its distinctive features effectively, making it more prone to misclassification. Suppose
the dataset used to train the detection algorithm has a disproportionate amount of normal
traffic data compared to attack data. In that case, the algorithm may become biased toward
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classifying new instances as normal. This bias can lead it to misclassify actual attacks as
normal (false negatives) or flag harmless anomalies as attacks (false positives). This is the
cause of high false alarming errors in a majority of current IDS.

According to [7], the factor of imbalanced data is unavoidable due to the nature of the
cyber security problem, where the “Normal” behavior outnumbers the attacks considerably.
As Wilson claimed in [47], there is almost no ultimate technique or method to completely
treat the imbalanced data in wireless networks, and depending on the utilized dataset, the
researchers will, based on their experience and knowledge, choose the best approaches
to deal with their data. These approaches have been studied and applied in numerous
research, such as in [48–50], where the authors applied an ML algorithm to reduce the
effect of the imbalanced datasets they used; in the contribution [51], the authors introduce
using a semi-supervised learning model in IDS. Despite not explicitly mentioned in the
paper, this is a smart way to overcome the imbalanced data since in semi-supervised and
unsupervised learning, most of the data are not labeled so that the model will learn the
underlying patterns of both normal and abnormal behavior fairly and not develop a bias
toward any category; however, training these models may require a larger dataset for
them to learn efficiently and thus consume time and computation resources. Another good
method for overcoming imbalanced data is mentioned in [52], where the authors used
radial basis function neural networks, which can model complex decision boundaries and
could potentially help them learn patterns from both majority and minority classes, but at
the cost of very high computational time required. Other contributions, such as [53–55],
focused on the Federated learning method that helps DL models solve the problem of
imbalanced data, but it is not really suitable in large-scale networks due to relying on
multiple participants. And lastly, in [56–58], some researchers, including Wilson, agreed
that hybrid approaches, such as a hybrid system or combined strategy, will be the most
suitable approach to deal with imbalances since it can utilize the advantage of multiple
systems or algorithms and create the opportunity to achieve a good system for IDS.

Overall, the best and lowest-cost approach to minimize false alarms is limiting the
effect of the unbalanced category on the other categories in the data. This includes collecting
more data, which is the best option but is very time-consuming and very difficult since
if more data could be collected easily, this problem would cease to exist, discarding the
overwhelming categories—mostly the “normal” traffic behavior—which would cause a loss
of information and bias in prediction; and finding a way to separate the greater number of
categories from the lesser number of categories, thus reducing the effect. The last approach
is not easy to achieve but is more time-saving, cost-saving, and information-preserving
than the other solutions. This is the solution that will be focused on in this topic and will
be integrated into the hybrid system we design to form a strategy, which we call HRC.

1.2. The Methodology’s Novelty and Contributions

Technically, there are two contributions from this strategy to the IDS:
The first contribution is that this strategy can be used to predict the future behavior

of the wireless network to detect if there is a potential threat about to happen based on
observing the IP packages’ information. The idea is that the flow of IP packages can reflect
the behavior of the networks as it is inherently time-dependent. Each packet in the flow
has a timestamp indicating when it was transmitted or received. The order of the packets
and the time intervals between them thus can provide the patterns that reflect the behavior
of the network over a long period. And these patterns are distinctive in the attacks. Despite
how complicated an attack is, it usually leaves a trail when occurring and is presented on
the flow IP packages. By carefully exploiting these trails with modern algorithms, such as
ML and DL, the system can recognize the signs of an attack before it occurs. Among the
algorithms, RNN-LSTM and CNN, as mentioned, are the brightest candidates for extracting
and learning the time–space relationship between features in the IP package flow, and thus,
they are the most suitable for this strategy. This contribution can help the IDS to be more
proactive in detecting the potential threat and having enough time to react to the attack, or
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in the case of false detection, due to predicting multiple steps ahead in a short moment in
the future, the IDS can have time to reconsider the decision before making a final decision
in the upcoming current moment. This idea is considerably new in IDS study, and the
closest to it, at this moment, is in the contribution [39] .

The second contribution of this strategy is its ability to deal with imbalanced data
without discarding any samples or changing the base relationship between categories,
such as in [59–61]. The main task of IDS is to recognize the attack occurring on the
wireless system; therefore, classifying the traffic behavior is the main task of IDS. However,
imbalanced data significantly affect almost all the classification approaches because the
class imbalance directly skews the distribution of the target class (or target category) toward
the majority class (or majority category). If imbalances are too high, the model becomes
overly familiar with the majority class, leading to poor generalization of the minority classes.
In the regression task, the impact might be less severe mostly because the regression model
focuses more on the distribution of the target class and is not overly biased toward a specific
range or set of classes. Therefore, as long as the distribution of the target class remains
balanced, the model can still learn the full range of potential output classes and is less likely
to be completely biased toward the majority. Therefore, we let the regression part in the
HRC strategy handle this instead of the classification part. As mentioned, the primary task
of the regression part is to try to predict the behavior of the traffic in the near future, which
is specifically “normal” or “attack”, so technically, the regressor also handles classifying
these two categories. Regarding the attack, we combine all the attacks into one big category
and, thus, raise the number of samples considerably so that it will reduce the imbalanced
effect between them and the “normal” category. This idea, plus the fact that regression
models are less affected by the imbalanced categorical problem, will help the IDS deal with
the imbalanced data more effectively.

Overall, this strategy can provide a new method of handling two major problems in
one approach and benefit the IDS by reducing the computational cost, the complicity, and
the number of other approaches used in the system to overcome these problems.

With all those reasons and knowledge, in this work, we propose a strategy called HRC
for an IDS framework based on DL to improve the ability of IDS that can deal with the
imbalanced dataset. Overall, this strategy employs two supervised algorithms: (i) a deep
hybrid neural network model using a one-dimensional convolutional layer LSTM (Conv1D-
LSTM) to predict traffic behavior according to the traffic pattern; (ii) a one-dimensional
convolutional network (CNN1D) to classify the incoming types of attack. Five classes (or
categories) of traffic behaviors were chosen from the AWID3 for our research, including
Website Spoofing, Evil twin, Botnet, Malware, and Normal.

The paper is structured as follows: Section 1 introduces the topic and reviews the
existing related work; Section 2 presents definitions of the problem and the preparation of
data; Section 3 describes our proposed HRC strategy; Section 4 shows the experimental
results of the individual model used in the strategy; Section 5 evaluates the goodness of the
HRC strategy when integrated into an IDS framework; Section 6 concludes the paper with
an evaluation and future works.

2. Materials and Methods
2.1. Definition of the Problem

Our proposed strategy is based on IP data packets. Based on the idea of how
reference [62] processed the sequence and time-series data, we assume that each data packet
X at a specific time t has n features x, indicated as the vector X(t) =

(
x(t)1 , x(t)2 , . . . x(t)n

)
,

with the label Y(t) =
(

y(t)
)

. These features describe the IP packet information recorded
by the monitor, and the label indicates the packet’s behavior type. The set of data
packets containing its characteristics and categories is denoted F(t) =

(
X(t), Y(t)

)
=
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((
x(t)1 , x(t)2 , . . . x(t)n

)
,
(

y(t)
))

. Any packet sequence (or data traffic flow) Fperiod at the time
t + u in the future, or t − u in the past, where u = 0, 1, 2, . . . , U, may be expressed as:

Fperiod =
(

F(t±u)
)
=

(
X(t±u), Y(t±u)

)
=

{[(
x(t±u)

1 , x(t±u)
2 , . . . x(t±u)

n

)
,
(

y(t±u)
)]

, . . . ,
[(

x(t±U)
1 , x(t±U)

2 , . . . x(t±U)
n

)
,
(

y(t±U)
)]}

.
(1)

Following Equation (1), we denote B as the number of past packets (or received
packets), where b = B, . . . , 3, 2, 1. The past packet sequence Fpast is:

Fpast =
(

F(t−b)
)
=

(
X(t−b), Y(t−b)

)
=

(
F(t−B), . . . , F(t−3), F(t−2), F

(t−1)
)

. (2)

Similarly, we denote S as the number of observed packets in the future, where s =
0, 1, 2, . . . , S. The future packet traffic flow (or the upcoming flow) is the sequence Ff uture
and contains the set of future data packets:

Ff uture =
(

F(t+s)
)
=

(
X(t+s), Y(t+s)

)
=

(
F(t), F

(t+1)
, F(t+2), . . . , F(t+S)

)
. (3)

Our approach applies a hybrid DL model that contains a detection model and a
classification model (respectively referred to as detector and classifier) to manage two
different tasks; we separate Ff uture into two terms Ff uturedet

and Ff uturecl f , which differ only

from each other in their labels Y(t+s):

Ff uturedet
=

(
F(t+s)

det

)
=

(
X(t+s), Y

(t+s)
det

)
, (4)

Ff uturecl f
=

(
F(t+s)

cl f

)
=

(
X(t+s), Y

(t+s)
cl f

)
. (5)

Given the input of a past IP packet sequence, we can attempt to predict the type of
traffic (normal and attacks) of each future data packet through two tasks:

• Task 1: Receive the input packets and predict the behavior of future packets as normal
or abnormal:

̂Ff uturedet
= arg max

Ff uturedet

P
((

Fpast
))

. (6)

• Task 2: Predict the types of attack for any packet detected as abnormal in Task 1:

Ŷ(t+s)
cl f = arg max

Y(t+s)
cl f

P
(

̂Ff uturedet

)
. (7)

2.2. Data Preprocessing and Dealing with Imbalanced Problem

As we mentioned in the Introduction, we applied the AWID3 dataset to train and
evaluate our DL framework. This dataset is an 802.11ac [41] security dataset recorded using
the Wireshark version 3.2.7 tool by researchers at the University of the Aegean. The dataset
includes 13 types of attacks that commonly occur in wireless networks. To simplify the data
pre-processing, we choose to focus on four types of attacks: Spoofing, Evil Twin, Botnet,
and Malware. Each data packet contained 254 features.

The first step is pre-processing the dataset; the high number of features can cause
a rise in computational cost and increase the risk of overfitting while training on the
neural network model. We proceeded to use the extra trees classifier, a decision-tree-based
method [63], to select only the most significant and recurrent features in the data. Figure 1
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indicates the proportion of the ten most common features in the data. The brief descriptions
of each feature are provided in the Table 1.

Figure 1. Significant features in the dataset.

Table 1. Descriptions of significant features in the dataset.

Features Type Description.

wlan.ra string Receiver address

wlan_radio.signal_dbm numerical Signal strength (dBm)

wlan_radio.duration numerical Duration

frame.time_relative numerical Time since reference or first
frame

radiotap.timestamp.ts numerical Timestamp information

frame.time_epoch numerical Epoch time

wlan.fc.protected numerical Protected flag

frame.len numerical Length of frames

wlan_radio.data_rate numerical Data rate

frame.number numerical Number of received frames

labels string Packet behavior type
(categories)

The features contained both numerical and non-numerical value types. We used
one-hot encoding to encode the “labels” variable and label encoding to encode the “wlan.ra”
variable. The numerical categories also varied along with a range of values, which could
have caused a vanishing gradient and led to underfitting in ML and DL. We, therefore,
applied a min–max scaler to the numerical features in the range 0–1 to assist in converging
the features’ gradients equally. To demonstrate the imbalance problem, the proportions of
each data category in our training set are shown in Figure 2.

The chart in Figure 2 indicates that the proportion of normal traffic in the training data
overwhelmed the other categories. Botnet and Evil Twin contained the least data samples
with only a few thousand instances, which would have led to a heavily imbalanced data
problem during training. However, it is noticeable that normal traffic, not anomalous
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traffic, is indeed the most frequently encountered type of traffic in practical contexts. This
unavoidable problem reduced the precision and recall of the traffic in categories that
represented a smaller proportion of the dataset. Previous studies reduced the number of
data categories to a maximum of two or three or avoided the inclusion of normal traffic
to overcome this problem. In other cases, the entire dataset was kept and a variety of
preprocessing techniques such as Under Sampling, Rank Based Support, Oversampling,
and Synthetic Minority Oversampling (SMOTE) were applied in [59–61]. Despite the
methods applied, the problem could still not be completely eliminated and remained a
significant challenge in predicting the categories that have smaller data proportions. A lack
of sufficient data is a critical issue that as yet remains unsolved, and currently, the only and
most effective solution is perhaps to collect more data.

Figure 2. The proportion of training data according to each category.

The imbalanced dataset we used, which was extracted from the AWID3 dataset,
contains more than 1,700,000 IP packets and is divided into the training set, validation set,
and testing set with the proportions of 60%, 20%, and 20%, respectively. Because there
are two models in our proposed strategy, these datasets will be processed in two slightly
different ways to serve two purposes:

• For the regression task: 4 types of attacks will be combined into anomaly data and
trained together with the normal data.

• For the classification task: we remove the normal data and only keep 4 attack types to
train the classifier model.

3. Proposed Strategy

The proposed strategy comprises two primary components: (i) a regression model to
detect anomalous flow and predict traffic flow behavior in real-time, and (ii) a classification
component that includes a classification model to determine the type of attack that might
occur. The functions of these two models are illustrated in the scheme in Figure 3.
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Figure 3. The illustration of our proposed strategy.

The remainder of this section describes the function of each part of the strategy, the
models, and the relevant concepts applied to each component.

3.1. The Detector

The detector is the most important component of this strategy. It is used to detect
whether the traffic flow input at the current time and at the future time is normal or
anomalous. If the traffic is an anomaly, the classification component is triggered and
information about the flow is passed to the classification model to identify the attack type
and apply cautious policy programming. If traffic flow is normal, these actions will not be
triggered.

The model should detect traffic correctly; otherwise, potentially harmful attacks may
be missed, or normal traffic may be considered with incorrect caution. It must also predict
whether an attack is probable within the next few intervals and not mislead with an alarm
for the wrong type of traffic behavior. We used Conv1D-LSTM in this part of the strategy.

Almost every type of neural network uses the gradient descent method to adjust its
weights and biases to fit the training problem. This method requires forward and backward
propagation. In order to forward propagation, we denote the F(t) as the input sample,
which is the sample of IP package features, at time t, of the past t − b samples, and B is just
an index for indicating how b changes. We also indicate w as the kernel convolution, which
contains the kernel elements w±m, which are the weights that will be learned during the
training process; these kernels have the size of 2m + 1 elements for m = 0, 1, 2, . . . . The
wm=0 is the kernel’s center element, w−m is the kernel’s element that is m input samples
away from the left side of the center kernel’s element, and wm is the kernel’s element that is
m input samples away from the right side of the center kernel’s element. We also indicate β
is the bias; conv1D represents the 1D convolution operation with zero-padding, and the
dimension of the feature map at the Conv1D layer output is, therefore, equal to the input.
Based on (2), if we denote the asterisk ∗ as the convolution operation, the calculation
mechanism of the Conv1D layer performed on each input in the sequence Fpast then can be
illustrated in Figure 4:
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Figure 4. The convolution mechanism.

conv1D
(

F(t−b), w, β
)
= X(t−b) ∗w+ β =

m

∑
j=−m

(F[(t−b)+j] .wj) + β, b = (0, 1, 2, . . . ) (8)

In Figure 4, we use F(t−b)′ to present the output of the convolutional layers, which is
the result of the convolution computation.

The rectified linear activation function (or ReLU function) is used as the activation
function at the output of each neuron and is calculated according to the expression:

ReLU(x) =

{
1, x ≥ 0.
0, x < 0.

(9)

The ReLU activation function serves only to allow the output value at a neuron to
progress to the next layer if that value is a positive number and any negative numbers have
been discarded. ReLU has an advantage over other activation functions in specifying an
open range to the right [0, +∞) to eliminate the gradient vanishing problem and thus avoid
overfitting [64]. Let Z be the output values after applying the ReLU activation function,
and the output value at every sample t − b after applying ReLU is calculated as:

Z(t−b) = ReLU
(

conv1D
(

F(t−b), w, β
))

. (10)

The final output of the Conv1D layer is a vector Zb, which contains all neuron outputs:

Zpast =
(

Z(t−b)
)
=

(
Z(t−B), . . . , Z(t−3), Z(t−2), Z(t−1)

)
, b = B, . . . , 3, 2, 1 (11)

Since the IP data packet flow has the characteristics of a data sequence problem, which
is recognizable from the manner in which each packet is sent in succession between two
nodes throughout the time interval, we can implement a data series algorithm to train the
neural network to predict future incoming data from this pattern.

A CNN1D model alone can also represent the features of 1D time-series sequence
data by performing 1D convolution operations with multiple filters. However, the ability
to extract the feature through the time series of the CNN1D is still limited because the
convolution captures neighborhood information limited to the kernel’s area and will fail to
exploit the time relationship between the long sequence of data from the first packets in
the past to the current packets. CNN1D is nonetheless still a feed-forward neural network,
which means it has no connection path to allow the association of past information with
present information. The most effective method, therefore, is a recurrent neural network.
This type of recursive neural network is well-known as a superb tool for solving time series
and data sequence problems. To increase memory capability, we can select LSTM or GRU,
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two RNN variants that are commonly applied in practical contexts. We used only LSTM
since it functions better than GRU with data containing complex features. The structure of
an LSTM cell is illustrated in Figure 5.

Figure 5. Structure of an LSTM cell.

LSTM cells commonly have four components: a cell state and three logical gates,
referred to as the forgotten gate, input gate, and output gate. These three gates control the
information flow within the cell by removing or adding information to the cell state. An
LSTM cell has separate inputs for input information, the previous cell state and the hidden
state, which are the corresponding outputs from the previous cell (except for the first cell
state and the first hidden state in the network, which are set to a random value), and two
outputs which are the hidden state and cell state of that cell. In Conv1D–LSTM, the output
Zpast of the Conv1D layer is the input of the LSTM layer, h and c are the hidden and cell
states, (t − 1) indicates the earlier time step in the previous cell, t indicates the time step in
the current cell, and σ and tanh represent the sigmoid and the hyperbolic tangent activation
functions. We also denote the set of matrices W f , U f , βt, the set of matrices b f Wi, Ui, βi,
and the set of matrices Wo, Uo, βo, which are three sets of weight matrices and bias vectors
associated with the input gate i(t), forget gate f (t), and output gate o(t) [65], respectively.
The gates are processed according to the following equations:

f (t−b) = σ (W f z(t−b) + U f h(t−b−1) + β f ), (12)

i(t−b) = σ (Wiz(t−b) + Uih(t−b−1) + βi), (13)

o(t−b) = σ (Woz(t−b) + Uoh(t−b−1) + βo). (14)

The cell state assists the model in remembering a very long sequence. Along with the
CNN layer, the system benefits by receiving both time and spatial information to form the
basis for near-moment prediction. We indicate the internal output as c̃(t−b), which is the
new information admitted to the input gate. The cell outputs, which are c(t−b) and h(t−b),
can be calculated according to the element-wise product ◦ (or Hadamard product):

c̃(t−b) = tanh (Wch(t−b−1) + Ucx(t−b) + bc), (15)

c(t−b) = f (t−b) ◦ c(t−b−1) + i(t−b) ◦ c̃(t−b), (16)

h(t−b) = o(t−b) ◦ tanh (c(t−b)) . (17)

To update the new weight and bias values, the Conv1D–LSTM performs the second
task of the gradient descent algorithm using backward propagation through time in combi-
nation with convolutional backward propagation to determine the gradient. This procedure
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is repeated until the loss reaches its minimum value. Since the process of backward propa-
gation of Conv1D-LSTM requires a lengthy explanation, we recommend reading [66–68].
The final output of the detector is a set of prediction packets Ff uturedet based on (3); Fs is the
sequence of output h of the model:

Ff uturedet
= H

f uture
=

(
h(t), h(t+1), h(t+2) . . . , h(t+s)

)
. (18)

Combining the Conv1D layer and RNN with the LSTM cell layer can significantly
boost prediction accuracy. This hybrid model inherits the strengths of two algorithms and
allows it to extract, in fine detail, the space–time relationships between data features in a
very long traffic sequence. Figure 6 depicts the parameters we selected to build our model.

Figure 6. Structure of the Conv1D-LSTM model.

Figure 7 presents the model’s training process in terms of loss and Mean Absolute
Error (MAE). We use MAE because IDS datasets, in experiments and in reality, often contain
outliers due to abnormal traffic patterns. MAE is less sensitive to outliers and can minimize
the overall number of misclassifications, making it a more suitable choice over the other
error functions.

Figure 7 shows a sign of slight overfitting, which is probably due to the complex pattern
of the IP package traffic in the AWID3 dataset, which makes the model overcomplicate the
representation.

We experimented with various look-back values for b and s to determine the most
reasonable numbers (which are b = 100, s = 20). A total of 100 look-back steps are sufficient
for the detector to learn the information necessary to predict future outcomes compared to
80 steps and without consuming much memory compared to 120 steps. For steps-ahead
prediction, the range from 20 to 30 steps ahead is the best range of the number of future
packets the model can predict for good accuracy, as shown in Figure 8. We selected 20 steps
to conserve hardware memory.
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Figure 7. The training result of the regression models.

Figure 8. The MAE comparison in the case of different look-back steps (the left graph) and different
steps ahead (the right graph).

3.2. The Threshold

We set a threshold on the traffic detection model’s output to determine whether the
attack is significant according to the proportion of malignant packets in the total number
of packets after output. In a real context, because every attack needs a specific duration
to successfully harm the system, for example, DDoS, the botnet army needs time to send
sufficient requests to bring down the server. This time can be up to 30 s, depending on the
robustness of the server’s DDoS defenses.

Some minor attacks that last for a fraction of a moment or occur separately are not
major threats to the system and can, therefore, be ignored. A greater priority is to focus on
major attacks that occur consecutively and last for a very long period, as this is evidence
of an incoming attack. We believe that a reasonable threshold to consider the current IP
traffic as anomalous is 60%, which means the traffic flow contains less than 60% normal
packets and more than 40% harmful packets in total. This threshold assists in decreasing
the amount of work in the system since it allows the system to ignore the insignificant
anomalous traffic flow and contributes to improving the prediction accuracy. Figure 9
illustrates the way the IDS decides whether the IP packets are an anomaly or normal by
using the threshold.
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Figure 9. The threshold.

Tra f f ic behavior =

Normal, if ∑t−1
T=t−b X(T)

Normal
100 ≥ Threshold

Anomaly, if ∑t−1
T=t−b X(T)

Normal
100 < Threshold

(19)

3.3. The Classifier

Anomalous data traffic is directed to the classifier upon detection. The classification
model then determines the attack type in each packet and reports the forthcoming attack
to operators or the intrusion prevention system to manage the threat. Sufficient time is
thus available to prepare the protocols to strike the attack when it occurs and prevent
any harm to the system. The classifier must determine the correct type of attack to assist
subsequent processes in managing the threat effectively; otherwise, further systems will
deploy the wrong protocols and waste time in selecting others. A CNN1D model is one of
the most reasonable choices for this task due to its high accuracy and good performance.
The classifier is trained to predict only four categories of attack, excluding normal traffic
and normal behavior, which is handled by the Conv1D-LSTM model. Since the sequence
model is less affected by unbalanced data than the classification model, it is a good method
for avoiding the bias in the classifier caused by the overwhelming quantity of normal traffic
data. The results of testing and a more specific explanation of this process are given in the
next section.

The mechanism of the Conv1D in the CNN1D model is similar to the Conv1D layer
in the Conv1D-LSTM in terms of its method of calculating the convolution and the ap-
plied activation function. The only difference is not using the padding for the data at
each layer’s input so the model can down-sample the data quickly to retrieve only the
most important features. Since its primary task is classifying the input packet data ac-
cording to the best matching attack of four attack types, the input will be the features(

x(t+s)
1 x(t+s)

2 x(t+s)
3 , . . . , x(t+s)

n

)
of each IP packet X(t+s) in the sequence Ff uturedet

. Hence,
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the output is the category that corresponds to the input feature and is determined by the
softmax activation function, given by

P(t+s) = P
(

X(t+s)
)
=

eX(t+s)

∑J
j eX(t+s)

j

, (20)

where J is the number of categories (or we can say as classes) that are the attack types.
The predicted type of attack will be the type that has the largest P(t+s):

Ŷ(t+s) = argmax
(

P(t+s)
j

)
, j = 0, 1, 2, . . . , J. (21)

For classification purposes, the categorical loss will be used to measure performance,
which is presented by

L
(

Ŷ(t+s), Y(t+s)
)
= − 1

S

S

∑
s=1

J

∑
j=0

Y(t+s)
j .log

(
P(t+s)

j

)
. (22)

The model optimizes this loss during the training process until it reaches the mini-
mum value.

After all processes, the output of the classifier, which is the system’s output, is a vector
of predicted attack types:

Ŷf uture =

(
Ŷ(t+s)

)
=

(
Ŷ(t), Ŷ(t+1), Ŷ(t+2), . . . , Ŷ(t+S)

)
, s = 0, 1, 2, 3, . . . , S. (23)

We selected the following parameters for our CNN1D model, which are demonstrated
in Figure 10:

Figure 10. Conv1D structure for the classifier.

Figure 11 shows the model’s training results in terms of loss and accuracy. The model
reached the highest accuracy score very quickly.
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Figure 11. The training results of the classification model.

The change in dimensions of the traffic data through the entire strategy is illustrated
in Figure 12.

Figure 12. Traffic data dimensions and flow through the architecture.

3.4. Parameters Tuning

Figures 13 and 14 present some parameter tuning made in the strategy’s models.

Figure 13. Tuning parameters with two different layers.
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Figure 14. Tuning parameters with two similar layers.

According to Figures 13 and 14, the MAE and loss decrease gradually as the number
of layers increases. A higher number of neurons per layer may slightly decrease the error
in prediction but will consume more memory and will incur higher computational costs.
Therefore, 128 and 128 LSTM layers in the regression models are probably the optimized
choices for the HRC strategy to predict and classify traffic behaviors more efficiently
without being so complex and consuming so many memory resources.

3.5. The Metrics

We applied common statistical techniques to evaluate the classification problem:

1. True Positive (TP): a packet is classified correctly by the model into its category of
behavior. The result is a True Positive.

2. False Positive (FP): a packet belongs to a category of behavior but is classified into the
wrong category. This result is a False Positive.

3. True Negative (TN): a packet is classified correctly by the model as not belonging to a
category of behavior. This result is a True Negative.

4. False Negative (FN): a packet does not belong in a category of behavior, but the model
incorrectly classifies the packet into the category. The result is a False Negative.

From these statistics, we used accuracy, precision (PC), recall (RC), and F1 score (F1)
metrics to evaluate the model’s efficiency during testing, and also, for observation, we
applied a confusion matrix (CF) to illustrate the relationships between each PC and RC of
each attack class [69].

4. Experimental Results of Individual Model
4.1. Testing the Detector

The detector, which contains the Conv1D-LSTM model, performed very well in pre-
dicting from the testing dataset. Some of the model’s prediction results are illustrated in
Figure 15. In addition, some poor prediction results are shown in Figure 16.

The results show that the model detected anomalous traffic satisfactorily. In this
case, the traffic behavior altered slightly, but the number of incorrect predictions was
insignificant and could be ignored as they passed through the threshold block. If traffic
behavior changes suddenly, the number of incorrect predictions will rise. It is a natural
fact that sudden changes give the Conv1D-LSTM no past information to learn from, and
therefore, it cannot adjust immediately to deliver correct predictions until some time later.
Even humans predict incorrectly in such circumstances.
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Figure 15. Correct traffic behavior predictions.

Figure 16. Incorrect traffic behavior predictions.

4.2. Testing the Classifier

As we described earlier, the benefit of the HRC strategy is reducing the effect of the
imbalanced dataset on prediction accuracy. Since the regression model already deals with
the “Normal” and “Anomaly” data, the classification model only needs to classify the
attacks within the “Anomaly” data without concern for the “Normal” data. Therefore,
training the classifier only on the “Anomaly” data will significantly reduce the error caused
by imbalanced data. This is illustrated in Figure 17.
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Figure 17. The confusion matrices demonstrate the classifier’s prediction results when including the
normal category (left graph) and excluding the normal category (right graph).

Figure 17 shows two confusion matrices that represent the classification results of the
same model but were trained on two different cases: with (left) and without (right) the
normal IP packages category. The confusion matrix on the left indicates a high proportion
of misclassification of the four attack types as a result of imbalanced data caused by the
overwhelmingly large number of normal IP package data. In this case, the prediction
accuracy is only more than 0.93. The confusion matrix on the right shows the result of
training the classifier to predict only the four types of attack (the detector handled normal
traffic). The classifier predicted correctly even with the very little Botnet data available.
The model, in this case, did not suffer any bias from the normal traffic category, and the
biases between the four attack categories were too small to affect the model.

5. Applying the HRC Strategy to an IDS
5.1. Framework Testing

We test the IDS framework that applied our HRC strategy with the testing dataset to
evaluate its performance. The results are shown in the confusion matrix in Figure 18 and
the classification report in Table 2:

Figure 18. The confusion matrix and normalized confusion matrix of the framework’s predictions
from the test dataset.
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Table 2. Classification report.

Type of Traffic
Flow Precision Recall F1 Score Support

Normal 0.98 0.90 0.94 60,732

Website
Spoofing 0.84 0.85 0.85 1872

Evil Twin 0.72 0.98 0.83 8149

Botnet 0.70 0.99 0.82 684

Malware 0.80 0.92 0.86 9823

Accuracy – – 0.91 81,260

Macro average 0.81 0.93 0.86 81,260

Weighted
average 0.93 0.91 0.91 81,260

Generally, the proposed IDS framework’s strategy shows a promising result of the
overall accuracy reaching over 90%. According to the confusion matrices in Figure 18, the
prediction accuracy for each category is no less than 85%; thus, the model satisfactorily
predicted four types of attack and normal IP packets. Having a detailed look at Table 2, all
the categories’ recall scores are higher than 85%, showing that the model correctly identifies
the right category for each new piece of data. In the aspect of the precision score, Botnet and
Evil Twin, respectively, despite showing a low recall of 70% and 72%, have very high recall
scores of 0.99 and 0.98, implying that the system effectively identifies these two attacks
but may also occasionally misclassify some normal packets with them. Those precisions
and recalls resulted in the overall false alarm rate for the IDS using this strategy being
relatively low. Both categories have good F1 scores, showing a balance in their ability to
identify relevant categories with their accuracy in avoiding misclassification. The weighted
average F1 score of 0.92 indicates that the model performs very well overall. This proved
the effectiveness of the proposed strategy in reducing the effect of imbalanced data for the
IDS frameworks.

We created an interface for convenient visualization of the results, which is shown in
Figure 19. The interface receives the input testing files of IP traffic flows and displays the
detection results (the detector’s output before the threshold is applied) as a graph and the
entire framework’s final output (threshold applied).

Figure 19. Visualization interface of the framework.
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5.2. Comparison and Validation

To evaluate the performance of our chosen models in this framework’s strategy, we
created other hybrid models with combinations of different types of ML and DL algorithms
and compared them to the proposed model for accuracy and F1 score in each prediction
category and parameter. We used Conv1D-LSTM, regular LSTM and regular CNN1D
for our regression part, combining with each of LR, SVC, DNN, LSTM and GRU for the
classification part. We combined them and performed the experiment to see which one
was the best for our proposed hybrid strategy. Table 3 presents the results of each model’s
performance.

As shown in Table 3, the proposed hybrid model between Conv1D-LSTM and CNN1D
has the highest accuracy in prediction and the best set of F1 scores due to having a recursive
model and feed-forward model that can capture both space and time relationships between
features in the dataset. Regarding those hybrid models that comprise the CNN1D as
their detector, they were less efficient than the hybrid model with the recursive detector
because they contained only feed-forward neural networks that can only capture the space
relationship between features in the dataset. The hybrid models that have an ordinary
LSTM model as their detectors, such as LSTM–DNN or LSTM–SVC, are not as good as
the Conv1D-LSTM and CNN1D model due to lacking the strength of exploiting the space
relationship between category features in the dataset. However, despite having lower
accuracy in BN attack prediction, they still reach approximately 91% and 81% overall
accuracy when having fewer parameters compared to our proposed model. This accuracy
is not too bad. Therefore, in the case of the systems that focus on memory saving more than
accuracy, they can be used instead. This trade-off is mentioned by Igino and colleagues
in the paper [70], in that the choice between complex or simple approaches for an IDS is
not always about which one is better than the other; it is about finding the right balance
between accuracy, efficiency, and scalability for each situation. Therefore, the task will
determine if the used approach is costly or not in terms of computational cost and if it is
easy or hard to scale according to the growing demands.

Based on the problem in this paper, which is about classifying the attacks with complex
patterns and imbalanced datasets, not only at the current time but also in the near moment
in the future, the problem can be considered a complex task, and our proposed strategy
with 264,144 parameters is able to handle the task well and can be considered as still
relatively small and efficient. Additionally, our strategy can deal with other datasets with
more attacks and imbalanced categories, which is mentioned in Section 6. This shows its
ability to scale with the growing problems at a certain rate before it cannot handle the
problem anymore. And when this happens, we just need to change the models within
the strategy to be more suitable for the task. Therefore, compared to other mentioned
approaches, the proposed HRC strategy with this setting-up model is one of the brightest
candidates for efficient computational cost and scalability.

Table 3. Comparison of our proposed model (we marked with an asterisk) and other models.

Hybrid Model
Accuracy

F1 Score
Params

Detector Classifier Normal WSP ETW BN MW

Conv1D–LSTM

* CNN1D 0.91 0.94 0.85 0.83 0.82 0.86 264,144

DNN 0.91 0.94 0.84 0.91 0.41 0.86 272,896

GRU 0.91 0.94 0.84 0.91 0.40 0.86 327,200

LSTM 0.91 0.94 0.84 0.91 0.40 0.86 344,608

LR 0.81 0.94 0.88 0.00 0.43 0.62 262,987

SVC 0.91 0.94 0.83 0.84 0.72 0.86 262,987

XGBoost 0.72 0.91 0.10 0.27 0.05 0.00 263,011
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Table 3. Cont.

Hybrid Model
Accuracy

F1 Score
Params

Detector Classifier Normal WSP ETW BN MW

LSTM

CNN1D 0.83 0.89 0.82 0.79 0.73 0.82 82,808

DNN 0.91 0.94 0.84 0.92 0.39 0.87 244,678

GRU 0.91 0.94 0.84 0.92 0.39 0.87 235,908

LSTM 0.91 0.94 0.84 0.92 0.39 0.87 316,372

LR 0.81 0.94 0.89 0.00 0.42 0.60 234,751

SVC 0.91 0.94 0.84 0.85 0.69 0.87 234,751

XGBoost 0.73 0.92 0.10 0.29 0.05 0.00 234,775

CNN1D

CNN1D 0.78 0.83 0.78 0.68 0.65 0.72 15,076

DNN 0.90 0.94 0.88 0.88 0.44 0.77 23,828

GRU 0.90 0.94 0.88 0.88 0.43 0.77 78,132

LSTM 0.90 0.94 0.97 0.79 0.67 0.77 95,540

LR 0.90 0.94 0.90 0.79 0.75 0.77 13,919

SVC 0.90 0.94 0.87 0.80 0.70 0.77 13,919

XGBoost 0.78 0.93 0.12 0.26 0.07 0.00 13,943

5.3. Compare with Other Approaches

Two popular approaches used for classifications in IDS recently are Bayesian, which
was applied in the contributions [21], and histogram gradient boosting, a type of histogram-
based ensemble algorithm introduced in the research of [71]. We performed an experi-
ment on these two approaches and obtained the results shown in Figures 20 and 21 and
Tables 4 and 5.

Table 4. Classification report of the Bayesian approach.

Type of Traffic
Flow Precision Recall F1 Score Support

Normal 1.00 0.88 0.93 368,581

Website spoofing 0.00 0.00 0.00 0

Evil Twin 0.00 0.00 0.00 0

Botnet 0.00 0.00 0.00 0

Malware 0.00 0.00 0.00 0

Accuracy – – 0.88 368,581

Macro average 0.20 0.18 0.19 368,581

Weighted
average 1.00 0.88 0.93 368,581

According to the results in Figure 18 (our proposed strategy) and classification reports
in Table 2 (our proposed strategy), the Bayesian model shows the lowest accuracy in
prediction, with a score of only about 0.88, compared to the Histogram Gradient Boosting
model, which scored nearly 0.99, and our HRC strategy, which scored 0.91.

The histogram gradient boosting model, despite reaching the highest accuracy score,
has a very low F1 score in the two categories with the fewest sample numbers, Botnet
and Evil Twin, while archiving a perfect F1 score in the “Normal” category. This happens
because the effect of heavily imbalanced data on the model makes the model biased
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toward the major category, which is very well-known to occur in almost every classification
algorithm if no assisting methods are used.

Figure 20. Confusion matrix of the Bayesian approach.

Figure 21. Confusion matrix of the histogram gradient boosting approach.

Our proposed HRC strategy itself can significantly reduce the bias caused by this
problem without requiring assisting methods or modifying the data ratio, thus showing
an advantage over the other approaches. This is one of the two primary goals of our
contribution. The aim is to increase the prediction accuracy among categories in the case of
imbalanced data. Therefore, despite the overall accuracy of the prediction not reaching an
excellent score, the strategy helps significantly reduce the prediction gap (Precision, Recall,
and F1 score) between the minor categories (in our experiment, the Botnet and Evil twins)
and the overwhelming major Normal category.

To conclude, by separating the IDS’s tasks into prediction and detection and applying
the hybrid model, both the detector and the classifier can utilize their true potential in
their tasks. Using this strategy, the IDS can predict the traffic flow behavior in the future to
prevent incoming threats more effectively. It can also help the IDS to deal with imbalanced
data and contributes to reducing the number of false alarms.
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Table 5. Classification report of the histogram gradient boosting approach.

Type of Traffic
Flow Precision Recall F1 Score Support

Normal 1.00 1.00 1.00 322,591

Website spoofing 0.99 0.88 0.93 24,442

Evil Twin 0.00 0.00 0.00 0

Botnet 0.00 0.00 0.00 8

Malware 0.88 0.98 0.93 21,540

Accuracy – – 0.99 368,581

Macro average 0.57 0.57 0.57 368,581

Weighted
average 0.99 0.99 0.99 368,581

6. Testing the HRC Strategy on Another Dataset

We test our proposed HRC strategy on another dataset to more generally evaluate the
applicability of the proposed strategy in another different situation.

The dataset we use here is NSL-KDD, which is the latest version of the KDD cup99
dataset family [46,72]. This dataset contains 22 instances of training intrusion attacks and
41 features, with 21 features related to the connection and 19 features detailing connections
within the same host. We proceed to extract the “normal” category alongside seven types of
attack, including Neptune, IP sweep, port sweep, smurf, back, and teardrop, to experiment
with the proposed HRC strategy.

The process is the same as the process we used for the AWID3 dataset; we chose the
best possible features from the data to reduce the computation time and the overfitting
effect using the Extra Trees Classifier. Figures 22 and 23 show the data’s most significant
features according to the Extra Trees Classifier and the comparison between each category’s
number of samples in the training set:

Figure 22. Important features according to Extra Trees Classifier.
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Figure 23. Number of each category’s samples in the training set.

The training and validation processes of our Con1D–LSTM and CNN1D models in
regression and classification problems are shown in Figures 24 and 25, respectively.

Figure 24. The training results of the regression model on the NSL-KDD training dataset.

Figure 25. The training results of the classification model on the NSL-KDD training dataset.
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We apply the full strategy to the testing data and present the confusion matrix and
classification report in Figure 26 and Table 6

Figure 26. Confusion matrix of the experiment on IDS when applying the proposed strategy.

Table 6. Classification report of the experiment.

Type of Traffic
Flow Precision Recall F1 Score Support

Normal 1.00 1.00 1.00 11,520

Back 0.99 1.00 0.99 173

IP Sweep 0.76 0.86 0.81 620

Neptune 0.95 1.00 0.97 7063

Other 0.98 0.65 0.78 1097

Port sweep 1.00 0.78 0.87 500

Smurf 0.98 1.00 0.99 447

Teardrop 1.00 1.00 1.00 160

Accuracy – – 0.97 21,580

Macro average 0.96 0.91 0.93 21,580

Weighted
average 0.97 0.97 0.97 21,580

Based on the experimental results, the HRC strategy also achieves good performance
in the case of different datasets with more imbalanced categories with an accuracy of
approximately 0.97. The two fewest in the number of sample attacks are Back and Teardrop,
reaching the high F1 score of about 0.99 and 1.00. The category with the lowest F1 is Port
Sweep, with a score of 0.78, while having double the number of data samples compared
to the former two. We think the Port SWeep shares some similar features to Neptune or
Other attacks that made the models in the strategy have difficulty distinguishing between
them during training. This score is not low, relatively, but actually still higher than the
Botnet attack in the case of the AWID3 dataset. Overall, it is better than the result of the
AWID3 dataset. We personally think that the NSL-KDD dataset has cleaner IP package data
and a clearer pattern of the IP traffic flow that helps the models in our proposed strategy
capture the information better.

7. Conclusions

In this research, we proposed a new strategy for IDS development called HRC. This
strategy comprises two parts: the regression part to predict the near future behavior and
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decide if an attack will potentially occur, and the classification part to classify the types of
those potential attacks correctly so that the IDS will proactively have a solution to deal with
them. We suggested using the Conv1D—LSTM model for our regression part, due to its
powerful ability to exploit the time–space relationship among the IP packages in the traffic
and predict incoming network behaviors, and using a simple CNN model for the primary
task of classifying the attacks due to its light structure and excellent classification abilities.

Typically, most of the former research only focused on developing the classification
algorithm to raise the classification results in IDS frameworks at the current timestamp,
with little to no consideration for handling imbalanced data. Our strategy is able to deal
with imbalanced data without modifying the data and retains the number of samples as
well as the ratio between them; in addition, it also helps the IDS accurately predict the
incoming behavior of the network in the near future.

In our research, we primarily use the AWID3 dataset, one of the latest and most trustful
datasets in the IDS field of research, with an additional NSL-KDD dataset to strengthen
the evaluation of the experiments on the AWID3 dataset. The results indicate that the
model achieves a high accuracy of 91% overall accuracy in predicting the current and
future behavior of IP traffic, specifically 20 IP packages ahead according to our setup.
Not only that, but it also achieves a balance in prediction between categories despite the
heavy imbalance in sample numbers among categories, particularly F1 scores of 0.83 and
0.82 for the Evil Twins and Bot Net attacks in the AWID3 dataset, with their number of
samples only roughly 1/20 compared to the normal category; and 1.00 and 0.99 for Back
and Teardrop attacks in the NSL-KDD dataset despite their number of samples being
barely 1/50 compared to their normal category. Based on these results, this approach can
potentially significantly reduce the false alarming rate and false attacks in IDS classification.
One limitation of our paper is that we only tested on available datasets and not in a practical
context, which we will aim to achieve in the future.

In future research, we will try to deploy our proposed HRC strategy in practical IDS
and investigate developing this into an even better framework for IDS that examines lighter
models but still raises the prediction accuracy to a greater extent through reinforcement
learning algorithms. Our secondary aim is to create datasets that can emphasize a large
area of wireless communication from wireless networks to cellular networks (such as 5G)
so that these datasets can be used to test the currently proposed approaches for IDS and,
furthermore, contribute great material for future across different fields.
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Abbreviations
The following abbreviations are used in this manuscript:

AWID3 Aegean Wifi Intrusion Dataset 3
IDS Intrusion Detection Systems
HRC Hybrid Regression–Classification
ML Machine Learning
DL Deep Learning
CNN Convolutional Neural Network
CNN1D Convolutional Neural Network for 1-Dimensional Data
DDoS Distributed Denial of Service
RNN Recurrent Neural Network
LSTM Long Short-Term Memory
GRU Gated Recurrent Unit
ReLU Rectifier Linear Unit
Conv1D 1-Dimension Convolutional Layer
WSP Website Spoofing
ETW Evil Twin
BN Bot Net
MW Malware
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