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Abstract: As information technology continues to evolve, cloud data centres have become increas-
ingly prominent as the preferred infrastructure for data storage and processing. However, this shift
has introduced a new array of security challenges, necessitating innovative approaches distinct from
traditional network security architectures. In response, the Zero Trust Architecture (ZTA) has emerged
as a promising solution, with micro-segmentation identified as a crucial component for enabling
continuous auditing and stringent security controls. VxLAN technology is widely utilized in data
centres for tenant isolation and virtual machine interconnection within tenant environments. Despite
its prevalent use, limited research has focused on its application in micro-segmentation scenarios. To
address this gap, we propose a method that leverages VLAN and VxLAN many-to-one mapping,
requiring that all internal data centre traffic routes through the VxLAN gateway. This method can
be implemented cost-effectively, without necessitating business modifications or causing service
disruptions, thereby overcoming the challenges associated with micro-segmentation deployment.
Importantly, this approach is based on standard public protocols, making it independent of specific
product brands and enabling a network-centric framework that avoids software compatibility issues.
To assess the effectiveness of our micro-segmentation approach, we provide a comprehensive evalu-
ation that includes network aggregation and traffic visualization. Building on the implementation
of micro-segmentation, we also introduce an enhanced asset behaviour algorithm. This algorithm
constructs behavioural profiles based on the historical traffic of internal network assets, enabling
the rapid identification of abnormal behaviours and facilitating timely defensive actions. Empirical
results demonstrate that our algorithm is highly effective in detecting anomalous behaviour in in-
tranet assets, making it a powerful tool for enhancing security in cloud data centres. In summary, the
proposed approach offers a robust and efficient solution to the challenges of micro-segmentation in
cloud data centres, contributing to the advancement of secure and reliable cloud infrastructure.

Keywords: zero-trust; micro-segmentation; VxLAN

1. Introduction

Due to advancements in virtualization technology and the inherent benefits of energy
efficiency [1] and operational flexibility [2], cloud computing has emerged as the primary
preference for constructing data centres. Market analysis, forecast, and strategic consulta-
tion of the cloud computing industry in 2020–2026 by Zhiyan Consulting [3] indicates that
the global cloud computing market size has surpassed USD 250 billion and is expected to
continue growing. According to the China Academy of Information and Communications
Technology’s Cloud Computing White Paper (2024) [4], the global cloud computing market
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has reached USD 586.4 billion and is expected to exceed USD 1 trillion by 2027 due to the
advantages of flexibility, scalability, and high return on investment in cloud computing
construction. However, the widespread use of cloud computing technology has resulted in
new security challenges that need to be addressed, including:

• The efficiency and convenience offered by cloud computing have blurred traditional
security boundaries, thereby presenting a significant challenge.

• The ability of cloud computing to seamlessly transition between various hosts to
achieve high availability or dynamic resource balancing has rendered conventional
security policies ineffective and obsolete.

• While the scalability of cloud computing facilitates the creation of on-demand re-
sources, the batch-wise construction of cloud infrastructure introduces a challenge
pertaining to device brand compatibility. Consequently, this incompatibility impedes
the enforcement of security policies across cloud hosts.

• The inherent invisibility of in-cloud traffic represents a substantial obstacle for ensuring
robust in-cloud security measures. Addressing this challenge requires innovative
approaches and solutions that can effectively monitor and safeguard the flow of traffic
within cloud environments.

Zero trust first appeared in 2004, when the Jericho Forum (https://www.opengroup.
org/forum/security) began seeking security architecture and solutions to address the trend
of blurred boundaries. They proposed that de-perimeterization has happened, is happening,
and is inevitable [5]. In 2010, John Kindwig, an analyst at Forrester, formally proposed the
concept of “zero trust”. In 2016, Kindervag proposed the Zero Trust Architecture (ZTA) as a
means of addressing the overreliance on trust in traditional cybersecurity architectures [6].
However, one of the major challenges with the ZTA has been security within cloud data
centres, particularly in relation to the east—west traffic, which refers to the communication
between servers within the cloud. To overcome this challenge, our paper proposes a
micro-segmentation approach based on VLAN and VxLAN mapping. By implementing
our approach, boundaries can be established for each cloud host, effectively eliminating
blind spots in the ZTA.

Our approach is hardware-brand agnostic, easy to implement, and has minimal service
interruptions, making it suitable for scenarios with high real-time service demands. We
demonstrate the effectiveness of our approach through a comprehensive evaluation of the
degree of network aggregation and the share of visible traffic. Moreover, we propose an
enhanced asset behavioural profiling algorithm that considers the stability and periodicity
of intranet asset behaviour. The algorithm incorporates a time dimension into the traditional
trust assessment model, and experimental results demonstrate its superior performance. In
summary, the contributions of our paper are as follows:

• We propose a hardware-brand agnostic micro-segmentation approach based on VLAN
and VxLAN mapping that effectively removes blind spots in the “zero trust” architecture
with minimal service interruptions and high suitability for real-time service demands.

• We demonstrate the effectiveness of our approach through comprehensive evaluation
of network aggregation and the share of visible traffic.

• We design an enhanced asset behavioural profiling algorithm with a time dimension
that significantly improves traditional trust assessment models.

This paper is structured as follows. In Section 2, we review the related literature.
Section 3 outlines our proposed method, while Section 4 provides an analysis of the
experimental results. We conclude with a summary of our findings and future research
directions in Section 5.

2. Relation Work

In this section, we review related work on zero trust architecture, micro-segmentation,
and VxLAN.

https://www.opengroup.org/forum/security
https://www.opengroup.org/forum/security
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2.1. Zero Trust Architecture

With the advancement of information technology, cyber security presents increasingly
complex challenges. Kindervag et al. proposed ZTA in 2016. They argued that conventional
network security frameworks had various drawbacks, including the difficulty in defining a
security device’s interface as “Trusted”, the challenge in effectively implementing “Trust but
Verify”, the tendency to trust malicious attackers who were previously considered trusted
users, and the lack of trusted packets in cyberspace. As a result, they proposed a novel
security architecture—ZTA. In ZTA, the distinction between trusted and untrusted net-
works is eliminated, and all network traffic is treated as untrusted, necessitating thorough
examination and recording.

In network security, several assumptions have been made, including the presence of
external network attackers, the existence of attacked values on the internal network, the
existence of insecure hosts on the internal network, and the presence of insiders or users
with malicious intent. The article [7] proposed a comprehensive trust model based on the
zero trust architecture. The article [8] proposed a ZTA protocol with a formal definition
and security analysis that relies on authentication. It also evaluated the feasibility of this
authentication method. However, achieving the desired outcomes in this experiment
required clear instructions for the participants, which proves challenging in practice.

Another article [9] proposed a model for proactive defence against extranet attacks
that could minimize defence costs and optimize the allocation of limited defence resources
to other aspects of the defence system. Eidle, D. et al. [10] presented a zero trust solution
that involves inserting a token into the first TCP connection for authentication and utilizing
dynamic access control lists to link heterogeneous security devices for rapid blocking
responses. The solution has been demonstrated to significantly surpass previous meth-
ods. But, these two articles mainly primarily addressed attacks originating from external
networks, and they did not affect east–west traffic.

In [11], a method for realizing zero trust by incorporating a network authentication
token in the TCP connection request is proposed, effectively blocking unauthorized traf-
fic from completing the request. The method necessitated business redesign, entailing
substantial implementation costs.

The article [12] proposed an end-to-end time-series anomaly detection, striking a
balance between effective decomposition and precise anomaly detection. Authentication is
a very important part of ZTA, but it also faces challenges in terms of identity forgery [13],
theft of devices [14], etc.

The survey [15] introduced a definition of ZTA and the key components that make up
ZTA. In another article [16], the essential technologies for zero trust, such as authentication,
access control, and trust evaluation, were identified, and the existing challenges and future
directions of these technologies were analysed. This article also highlighted the advantages
of utilizing machine learning for trust evaluation due to its high evaluation accuracy and
strong awareness. Furthermore, a machine learning-based trust assessment model was
proposed in [17] for quickly classifying untrusted objects; however, this algorithm did not
consider the time dimension. Our paper extends previous research by incorporating time
dimension into the machine learning-based trust assessment model. Lim, W. et al. [18]
introduced a novel approach to address the issue of low anomalous data in the training
process.

2.2. Micro-Segmentation

According to Klein, D. [19], micro-segmentation, a key component of zero trust archi-
tectures, was considered the optimal technology choice for achieving a zero trust model in
cloud environments. Micro-segmentation focused on the inside of the cloud environment,
monitored threats to east–west traffic, and provided true micro-level visibility as opposed
to traditional network security solutions such as firewalls/intrusion detection systems.
Many security organizations understood the benefits of micro-segmentation.
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The article [20] argued that the adoption of SDN technology had enabled the widespread
implementation of micro-segmentation. Micro-segmentation served two critical tasks: identify-
ing network traffic above the transport layer and controlling network traffic based on policies.
By identifying network traffic above the transport layer, micro-segmentation provided greater
visibility into network activity, allowing for more precise and effective monitoring and control.
This was particularly important for security, as it enabled administrators to detect and respond
to threats more quickly. Policy-based network traffic control referred to the ability to segment
network traffic based on specific policies. By doing so, micro-segmentation enabled adminis-
trators to apply specific rules and controls to different segments of the network, providing a
more granular level of control and greater security.

Ni, L. et al. [21] classified micro-segmentation techniques into three categories: VM-
based monitoring procedures, network isolation, and host–agent-based micro-segmentation.
The article argued that host–agent-based micro-segmentation was the superior micro-
segmentation approach and designed a zero trust security architecture using the host–
agent approach. Kang, C. et al. [22] addressed the problem of host agent-based micro-
segmentation taking up a lot of host resources. They designed a distributed intrusion
detection-based host micro-segmentation automatic generation model, which improved the
security of hosts within the data centre without taking up too many computing resources
of servers. However, the host–agent-based approach brought with it compatibility risks
and consumed host resources.

Sheikh, N. et al. [23] deployed three virtual servers in a Microsoft Azure environment
and utilized micro-segmentation using the Illumio Adaptive Security Platform to whitelist
some of the traffic between the servers, allowing for communication, while denying access
to the rest by default. The authors also highlighted that network-based micro-segmentation
is simpler to implement compared to business-based micro-segmentation.

Basta, N. et al. [24] proposed a method to evaluate micro-segmentation and compared
it to traditional architectures in terms of exposure and robustness of the network. They de-
signed a mathematical quantitative model for experimental comparison in terms of shortest
path, maximum out-degree, average betweenness, etc. The experimental results showed
that micro-segmentation was much more secure than traditional network architectures. We
have examined the author’s approach and introduce our own method of evaluation.

2.3. VxLAN

The use of Virtual Local Area Networks (VLAN) for network isolation has been
standard practice in traditional networks. However, the VLAN technology has its limita-
tions and can no longer fulfill the requirements for tenant and service isolation in cloud
computing environments, as the maximum number of subnets it supports is 4094.

An important advantage of cloud computing data centres is their high service avail-
ability. Achieving this level of availability requires virtual machines to be migrated without
interruption across three layers of devices in the data centre, regardless of their physical
location. Moreover, it is necessary that both IP and MAC addresses remain unchanged
during the migration process. This is in contrast to traditional networks, which are unable
to maintain the same IP address after traversing three layers of devices.

VxLAN technology presents itself as a better solution to the previously mentioned
problems. Its 24-bit Virtual Network Identifiers (VNIs) allow for over 16 million segments,
meeting the requirements of tenant and service isolation in cloud and other large datacen-
tres or complex environments. Furthermore, VxLAN employs MAC-in-UDP tunneling
technology to create layer 2 tunnels within the data centre, which enable virtual machines to
roam the data centre without changes to their IP and MAC addresses. As a result, VxLAN
technology was widely used in cloud data centre scenarios.

Zhang, Y. et al. [25] presented a VxLAN-based in-band network telemetry method
that enables high-precision monitoring of data centre networks. The article [26] proposed a
load-balancing approach based on VxLAN tunneling technology to improve performance,
reduce latency, and avoid congestion. The work presented in [27] introduces an optimisa-
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tion scheme for VxLAN based on the software-defined networking (SDN) paradigm. The
proposed approach aims to improve network performance by reducing latency, increasing
throughput, decreasing packet loss, and enhancing load balancing and network utilisation.
These articles separately presented the application scenarios and benefits of VxLAN tech-
nology within cloud data centres, without its application in micro-segmentation scenarios.

The article [28] proposed a traffic control approach that improves high availability
and traffic distribution performance using vxlan technology instead of stp technology.
The article employed a direct one-to-one mapping approach between VLAN and VxLAN,
primarily focusing on the implementation of data migration within the cloud. This approach
served as a valuable inspiration for our subsequent research.

3. Proposed Method

This work comprises two primary components. The first component focuses on the
implementation of micro-segmentation by employing VLAN and VxLAN mapping tech-
niques. The objective is to assess the advantages obtained from this implementation. The
second component introduces an enhanced asset behavioural profiling algorithm that lever-
ages the micro-segmentation implementation. The algorithm evaluates the effectiveness
of micro-segmentation by performing behavioural profiling of cyberspace assets through
traffic analysis.

3.1. Micro-Segmentation
3.1.1. Micro-Segmentation

There are currently two popular approaches to micro-segmentation. The first approach
involves implementing business-based security controls by installing endpoint security
software or plug-ins inside each virtual machine. This approach has several advantages,
such as being located close to the endpoint of the traffic and enabling different security
control rules to be developed for different services, resulting in a fine-grained and highly
flexible micro-segmentation approach. However, this approach also has several drawbacks,
such as difficulties in installation and deployment, the fact that each endpoint security
software or plug-in can only protect a single virtual machine, and increased deployment dif-
ficulties when the scale increases. Moreover, high flexibility brings increased management,
operation, and maintenance costs and inconsistent security requirements of the business,
which may result in the inability to complete the implementation of security policies in
bulk. Since the security software is installed on top of the operating system, there are issues
of compatibility with business software, and the consumption of virtual machine resources
to consider. When the scale of deployment is larger, performing threat library and patch
upgrades may have a greater impact on the performance of the cloud platform, and the
cost of this model is higher.

The second approach is a network-based micro-segmentation approach, which config-
ures virtual machines on the same subnet into segregated VLANs, making it impossible
for virtual machines to interoperate at the virtual switch level through network isolation.
Virtual machine traffic has to be forwarded to the VxLAN Tunnel Endpoint (VTEP) switch
first, and then “secure service chaining” is implemented through the SDN controller. The
advantages of this approach are that it is easier to implement, less costly, has no software
compatibility issues, does not consume computing resources, and is more stable than the
business-based micro-segmentation approach. However, this approach has some draw-
backs. Firstly, the policy is not as fine-grained as the business-based micro-segmentation
approach. Additionally, the SDN controller needs to manage virtual switches to implement
network-based micro-segmentation. Otherwise, it cannot ensure that virtual machines will
not interoperate at the virtual switch level, and it is easily hijacked by the network manu-
facturer. Moreover, during the process of changing the network configuration, information
such as IP addresses needs to be changed, which can cause business interruptions, making
it unacceptable for certain time-sensitive services.
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Our research focuses on the improvement of network-based micro-segmentation
methods.

3.1.2. VxLAN

VxLAN is a tunneling technology that facilitates Layer 2 interconnection across physi-
cal locations by establishing a Layer 2 network tunnel over a Layer 3 network. It achieves
this by encapsulating original Ethernet packets within User Datagram Protocol (UDP)
packets for transmission. The packet format of VxLAN is illustrated in Figure 1.

Figure 1. VxLAN packet format.

The key component in a VxLAN environment is the VTEP, which is responsible
for encapsulating VxLAN packets and serves as both the starting and ending point of
a VxLAN tunnel. The process of encapsulating VxLAN packets belonging to the same
VxLAN Network Identifier (VNI) is illustrated in Figure 2. Let us consider an example
where Server A and Server B, located in different physical locations, need to communicate.
Server A sends a traditional Ethernet message (with VLAN TAG) to VTEP1. VTEP1, based
on its table of mapping relationships between VLANs and VxLANs, adds the corresponding
VxLAN header to the message, encapsulating it into a VxLAN packet. This encapsulated
packet traverses the physical network and reaches VTEP2, which then sends it through the
VxLAN tunnel to its destination. Upon receiving the packet, VTEP2 sequentially removes
the outer Ethernet, outer IP header, and UDP header. It checks the VNI and inner Ethernet
header information of the packet, verifies the receiver’s association with VTEP2, removes
the VxLAN header, and forwards the data frame to Server B.
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Figure 2. Packet encapsulation and decapsulation from ServerA to ServerB via VxLAN network.

In a VxLAN environment, hosts need to communicate within the same VNI, between
different VNI’s, and between VxLAN networks and non-VxLAN networks. To fulfill these
requirements, VxLAN introduces the concept of Layer 2 and Layer 3 gateways. Layer
2 gateways enable client access to VxLAN networks and facilitate host communication
within the same VNI. Layer 3 gateways, on the other hand, enable host communication
between different VNI’s and provide access to external networks.

The deployment of Layer 3 gateways in a VxLAN environment can be done in two
ways: centralized gateway and distributed gateway.

The centralized gateway is illustrated in Figure 3. The advantage of a centralized
gateway is that it allows centralized management of network traffic across VxLANs and
is relatively simple to configure. The disadvantages are that the network scale is limited
by Address Resolution Protocol (ARP) table entries, and that some traffic forwarding may
not be optimized. As Figure 3 shows, when traffic on different VxLAN networks needs to
communicate, even if they are physically located under the same VxLAN L2 Gateway, the
traffic needs to be uploaded to the VxLAN L3 Gateway before it can reach its destination.
According to the encapsulation protocol of VxLAN, it is easy to observe that VxLAN
loses some performance in the encapsulation process and increases the overhead of the
network equipment. Therefore, centralized gateways are mostly used in scenarios where
north–south traffic is high.

On the other hand, the distributed gateway deployment model, as depicted in
Figure 4, provides a solution to the limitations of the centralized gateway. In this ap-
proach, each node only needs to learn a part of the ARP table entries, which solves the
drawback of network scale scalability. Additionally, when traffic from different VxLAN
networks needs to communicate, it can be forwarded directly. However, the disadvantage
of this deployment model is that each node needs to be configured, which could make
operation and maintenance relatively complex. To address this challenge, using SDN
controllers to manage VxLAN network devices is recommended. The distributed gateway
deployment model is suitable for scenarios with high east–west traffic and the need for
network expansion. In data centre environments, a distributed gateway deployment model
is commonly adopted.
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Figure 3. Traffic flow on same-VxLAN and cross-VxLANs networks in VxLAN centralised gateway
deployment mode.

Figure 4. Traffic flow on same-VxLAN and cross-VxLANs networks in VxLAN distributed gateway
deployment mode.

Due to its inherent characteristics, VxLAN is extensively employed in cloud data
centre environments, primarily for tenant isolation and virtual machine migration scenarios.
The seamless migration capabilities of VxLAN make it particularly well-suited for micro-
segmentation applications. In our proposed solution, we aim to ensure that only north–
south traffic occurs within the vSwitch, eliminating any east–west traffic. By enforcing
this design, all traffic must be routed through the L3 gateway, which facilitates subsequent
traffic mirroring for enhanced monitoring and security. In typical vSwitch operations,
horizontal traffic forwarding is contingent on the consistency of VLAN IDs. To address this,
we implemented a VLAN-to-VxLAN many-to-one mapping strategy, wherein each virtual
machine is assigned a unique VLAN. This approach effectively prevents direct horizontal
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traffic forwarding between virtual machines within the vSwitch, thereby meeting our
requirement for controlled traffic flows and enabling more effective micro-segmentation.

Table 1 presents the relevant details of specific cyberspace assets that have undergone
micro-segmentation using the VLAN-VxLAN mapping technique. This technique involves
assigning a unique VLAN identification number to each existing IP address within the
VLAN and mapping them to the same Virtual Network Identifier (VNI) as the original
VLAN. The mapping relationships between the newly created VLAN and its corresponding
VNI are provided in Table 2.

Table 1. Network information for cyberspace assets.

IP Address VLAN ID VxLAN ID Gateway

10.0.0.1 10 10 10.0.0.254

10.0.0.2 10 10 10.0.0.254

10.1.0.1 20 20 10.1.0.254

10.2.0.1 30 30 10.2.0.254

10.0.0.3 10 10 10.0.0.254

Table 2. Network information for newly planned cyberspace assets.

IP Address Original VLAN ID New VLAN ID VxLAN ID Gateway

10.0.0.1 10 101 10 10.0.0.254

10.0.0.2 10 102 10 10.0.0.254

10.1.0.1 20 111 20 10.1.0.254

10.2.0.1 30 121 30 10.2.0.254

10.0.0.3 10 103 10 10.0.0.254

Upon implementing the micro-segmentation modification, the network topology of
assets within the same subnet has been transformed from a bus-based topology to a star-
based topology. This implies that all traffic between these assets must pass through the
VxLAN L3 Gateway, and direct virtual machine access is no longer permitted, as depicted
in Figure 5.

Figure 5. Illustration of the logical topology of the network with and without the micro-segmentation.

A distinct advantage of this method lies in its non-intrusive nature, as it requires no
interruption to ongoing business operations and only necessitates configuration adjust-
ments on the L3 gateway. This makes it particularly advantageous for applications with
stringent continuity requirements. Our subsequent experiments confirmed the feasibility
of this approach. It is important to note, however, that employing the L3 gateway for
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micro-segmentation does impose an additional load on the gateway. Our measurements
indicate that this load increases by approximately 1.5 to 2 times. Despite this additional
burden, we believe that the enhanced security benefits justify the modest increase in load.

3.1.3. Evaluation of the Effect of Differential Segmentation

The utilization of diagrams as a means to represent intricate data object relationships
was explored by Zhang, X. et al. [29]. In a similar vein, Basta, N. et al. [24] proposed a
graph theory-based approach to quantify the reduction in network exposure resulting
from micro-segmentation. In this study, we adopt their methodology and employ the
directed graph C(A,V) to represent the data centre network, where each node in the set
V corresponds to a network asset, and the set of directed edges A contains all possible
connections between nodes, with x∈V, y∈V and x ̸=y. An edge (x,y) exists if x can access
y directly, and (x,y) ∈ A. Here, x serves as the incoming node of y, and y serves as the
outgoing node of x.

To provide a visual representation, we present a network schematic diagram in
Figure 6, where Figure 6a illustrates the network connectivity without micro-segmentation,
and Figure 6b demonstrates the network connectivity with micro-segmentation. In the
diagram, Vr represents a router, Vai i = 1, 2, 3 denotes a host in subnet a, and Vbj j = 1, 2, 3
denotes a host in subnet b. In the absence of micro-segmentation, hosts within a subnet
are adjacent nodes to each other, and access across subnets must go through the router.
For instance, to reach Vb2 from Va1, traffic must traverse the edges: Va1, Vr, and Vr, Vb2.
When a source node requires passage through an intermediate node to reach a target node,
traffic on this edge can be intercepted for traffic analysis. However, when a source node
can reach the target node directly, traffic analysis cannot be performed on this edge, and
the traffic between them cannot be visualized. This topology can be effectively represented
using graph theory, providing a comprehensive view of the network’s connectivity and
facilitating network analysis.

Figure 6. Illustration of nodes access relationships.

The inability of a third party to capture traffic increases the likelihood of a successful
lateral attack, as there is a low probability that the attack will be exposed. Conversely, as
the amount of uncaptured traffic in the network increases, the probability of success for
such an attack also increases. In this context, we introduce the concept of Probability of
Attack Exposure (PoAE), which is defined as follows:

PoAE =
traffic that can be analysed

TT
, (1)
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TT = ∑
x∈V

Fx. (2)

In Equation (1), the term traffic that can be analysed represents the sum of the traffic
obtained through network mirroring, while TT corresponds to the total traffic on the
intranet. In Equation (2), Fx denotes the sum of the incoming and outgoing flows at
node x. In the absence of micro-segmentation, traffic within the same subnet bypasses
the router, rendering it unattainable for third-party capture. For example, if 80% of the
traffic on a subnet was within the subnet and 20% was outside the subnet, the PoAE for
that subnet would be 20%. With the implementation of micro-segmentation, the original
subnet undergoes fragmentation into multiple new subnets. Each new subnet, except for
the router, consists of a single node, necessitating that all traffic pass through the router.
Consequently, the likelihood of attack exposure reaches 100% within this configuration.

The vulnerability to lateral attacks increases for nodes exhibiting a higher in-degree,
while nodes with a greater out-degree experience more severe consequences following
compromise. To quantify the concentration of connections within a node, two parameters
are utilized: the in-degree aggregation coefficient (IdAC) and the out-degree aggregation
coefficient (OdAC).

IdACv =
2 × |{ejk}|

Ni × (Ni − 1)
; v ∈ V, vj, vk ∈ Ni, ejk ∈ A, (3)

OdACv =
2 × |{elm}|

No × (No − 1)
; v ∈ V, vl , vm ∈ No, elm ∈ A. (4)

The IdAC of a node is calculated using Equation (3), where Ni represents the set of
predecessor nodes or in-degree nodes of the node. The term

∣∣∣{ejk}
∣∣∣ denotes the number of

directed edges connecting the in-degree nodes of a given node, thus indicating the degree
of neighbourhood relationships between them.

Similarly, the OdAC of a node is calculated using Equation (4), where No represents
the set of successor nodes or out-degree nodes of the node. The term |{elm}| denotes the
number of directed edges connecting the out-degree nodes of the node, reflecting the degree
of neighbourhood relationship among them.

In this study, the IdAC and OdAC were utilized as metrics to quantify network
aggregation. Both IdAC and OdAC range between 0 and 1, with larger values indicating
greater network aggregation. By examining the combined IdAC and OdAC values for all
nodes in a network, the difficulty of a lateral attack can be assessed. Notably, nodes with a
clustering coefficient of 0 and a large degree value represent routers, whereas those with a
clustering coefficient of 0 and a small degree value (less than or equal to 2) have only one
neighboring node, typically another router. In a fully connected network, where all nodes
have an aggregation coefficient of 1, the probability of a successful lateral attack is high.
Table 3 presents the aggregation values for each node in Figure 6.

The impact of micro-segmentation on network connectivity was also assessed. Prior
to micro-segmentation, a node directed edges to all hosts within the same subnet, while
connections to hosts outside the subnet required gateway device traversal. Consequently,
a subnet with n hosts had outbound and inbound degrees of n, resulting in n2 directed
edges. With the implementation of micro-segmentation, direct host access was limited to
the gateway device, resulting in each host asset having an outbound and inbound degree
of 1. As a result, the number of directed edges reduced to 2n within the original subnet.
This reduction in directed edges resulted in decreased network connectivity and increased
difficulty for attackers to achieve their attack objectives on the intranet.
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Table 3. Aggregation values for each node in Figure 6.

Asset
Number of Adjacent Nodes Out Degrees & In Degrees IdAC OdAC

Without Micro-
Segmentation

With Micro-
Segmentation

Without Micro-
Segmentation

With Micro-
Segmentation

Without Micro-
Segmentation

With Micro-
Segmentation

Without Micro-
Segmentation

With Micro-
Segmentation

Va1 3 1 6 2 1 0 1 0
Va2 3 1 6 2 1 0 1 0
Va3 3 1 6 2 1 0 1 0
Vr 6 6 12 12 0.4 0 0.4 0
Vb1 3 1 6 2 1 0 1 0
Vb2 3 1 6 2 1 0 1 0
Vb3 3 1 6 2 1 0 1 0

3.2. Enhanced Behavioural Profiling Algorithm

Following the deployment of micro-segmentation, comprehensive traffic flow anal-
ysis became possible. In relation to this, Kumar, A. et al. [30] analysed the advantages
and disadvantages of the K-means algorithm. The article [31] discussed the potential of
integrating spatio-temporal characteristics with external factors to enhance the efficacy of
the experimental approach. Building upon this, we propose Algorithm 1, which utilizes
historical traffic data to analyse asset access behaviour and detect abnormal traffic patterns.
The algorithm incorporates a temporal dimension, which improves the detection of periodic
bursts in normal traffic.

Algorithm 1 is utilized for the analysis of asset access behaviour and the identification
of anomalous traffic patterns. The algorithm begins by dividing the asset’s traffic into
inbound and outbound directions on a per-minute basis and extracting features to construct
a feature vector. The dimensions of the features are determined by the number of intranet
assets, where each dimension represents an intranet asset, and the vector captures the
relationship between the asset’s traffic and other intranet assets at a given minute. The
daily traffic is aggregated into a matrix, which represents the asset’s behaviour throughout
the day. To process the data, continuous packet capture is employed to obtain a traffic
characteristic vector for each minute of the asset over a month.

Given the relatively stable access relationships among intranet assets, the behaviour
matrix often contains numerous zero entries. The presence of an excessively large volume
of invalid messages within a system can significantly impact its efficiency and give rise
to potential issues such as memory overflows [32]. Consequently, columns with all zeros
are excluded to enhance efficiency and the non-zero columns are aggregated based on
the counterpart’s IP address, resulting in the creation of multiple files named after the
counterpart IP. Subsequently, a row-by-row cluster analysis is performed on these files
using the DBSCAN algorithm to identify the cluster prime and calculate the noise points.
Abnormal behaviour is considered only when there is abnormal traffic observed in both
the incoming and outgoing directions, and a noise point is classified as an anomaly only
when it occurs in an adjacent location.

By employing this algorithm, a more efficient and accurate method for detecting
abnormal behaviour among intranet assets is provided.



Future Internet 2024, 16, 320 13 of 24

Algorithm 1 Enhanced Behavioural Profiling Algorithm
Input: Intranet traffic captured separately by asset
Output: Anomalies in the behaviour of each intranet asset

1: while asseti in [“asset1”, “asset2”, “asset3”, . . .] do
2: for day in range(1, 30) do
3: capture_traffic(asseti)
4: separate_minute_traffic(asseti)
5: separate_in_out_traffic(asseti)
6: analyze_traffic(asseti)
7: matrixi_day = []
8: for minute in range(1, 2880) do
9: matrixi_day_row = []

10: matrixi_day_row +=
asseti.get_traffic_vector(minute)

11: matrixi_day.append(matrixi_day_row)
12: end for
13: end for
14: matrixi_without_zeros = []
15: for column in range(len(matrixi[0])) do
16: for row in range(len(matrixi)) do
17: if sum{matrixi[row][column]} != 0 then
18: for row in range(len(matrixi)) do
19: matrixi_without_zeros.append

([matrixi[row][column]])
20: end for
21: end if
22: end for
23: end for
24: for columnk in range(len(matrixi_without_zeros[0])) do
25: for columnj in range(k,len(matrixi_without_zeros[0])) do
26: if columnk[0] == columenj[0] then
27: move columnj to the next columnk
28: end if
29: end for
30: generate a new file, named with PeerIP
31: end for
32: for filename in PeerIP do
33: dbscan = DBSCAN(min_samples=2)
34: for row in 2880 do
35: find noise point
36: if presence of other noise points in adjacent locations then
37: mark noise points as anomalies
38: end if
39: end for
40: end for
41: end while

4. Comparison Algorithms
4.1. Experimental Topology

The model was validated in a private cloud data centre, which had a topology as
depicted in Figure 7.
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Figure 7. An example of network topology.

The data centre’s SDN network architecture comprised an SDN controller, a Spine
node switch, and two-Leaf node switches. A distributed VxLAN deployment model was
utilized for the SDN network, where the Leaf node switches performed the dual roles
of encapsulating VxLAN messages and functioning as Layer 3 gateways to VxLAN. The
private cloud data centre’s physical servers served as host nodes for the cloud platform,
with each host accommodating multiple virtual machines. To enable virtualization, a
virtual switch was created at each host node using virtualization software. However, due
to the use of different vendors for the cloud platform and the SDN network, extending the
SDN network to the virtual network of the cloud platform was not feasible. It is important
to note that Figure 7 only shows a subset of the network assets present in the data centre.

In the context of ZTA, auditing traffic between virtual machines is of paramount
importance. In pursuit of this objective, we implemented a traffic mirroring mechanism,
whereby the network traffic of the intranet was duplicated and analysed by a situational
awareness system, enabling prompt identification of anomalies in the intranet. However,
the efficacy of situational awareness in detecting abnormal traffic is contingent on the
integrity of the traffic mirror, which must be positioned as close as possible to the point
of traffic origination, i.e., close to the virtual machine. In our environment, the vSwitch
does not provide the necessary mirroring capabilities, and using Open vSwitch (http:
//www.openvswitch.org) to mirror traffic on each downlink port would compromise the
host NIC’s performance and require configuration on each vSwitch.

Hence, we elected to perform traffic mirroring at the Leaf nodes, necessitating minimal
configuration at the two Leaf nodes and ensuring that the traffic mirroring setup would
not need modification as the private cloud platform scales up. However, this approach is
less comprehensive than port mirroring directly on the vSwitch, as it does not capture all
traffic, such as that between VM1 and VM2 belonging to the same VLAN and exchanging
traffic via vSwitch A.

http://www.openvswitch.org
http://www.openvswitch.org
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4.2. Business Interruption Time

Although the utilization of VxLAN technology and VNI isolation in the data centre
provided some level of security, complete visibility of network traffic within the data centre
was not achieved. Specifically, traffic within the same tenant remained invisible. To address
this issue, modifying the VNI would have been necessary, which would have entailed
changing the service addresses of the virtual machines, configuring new routing entries,
and informing end users of the new service addresses. Such modifications could cause
significant business disruptions lasting from minutes to hours.

In an enterprise setting, the implementation of micro-segmentation poses significant
challenges, hindering its widespread adoption, as highlighted in previous research [19].
These challenges primarily pertain to the configuration, operations, and maintenance as-
pects of micro-segmentation, as well as the required outage windows. This study evaluates
the implementation challenges of micro-segmentation within an existing business envi-
ronment, where virtualized servers are deployed, offering flexibility in configuring CPU,
memory, disk space, and network cards. Each virtualized server is equipped with at least
one virtual network card connected to a vSwitch. A virtual NIC assigned to a virtual
machine is associated with a port group that possesses a VLAN ID. Packets transmitted
by the virtual machine carry the VLAN ID, and the vSwitch directly forwards packets if
the destination address is within the same VLAN as the source address. Otherwise, the
packet is forwarded to an upper-layer network device, namely a VTEP switch. The VTEP
switch then forwards packets either directly to the corresponding interface within the same
VNI based on the VLAN-VxLAN mapping relationship or to the L3 VxLAN Gateway if the
source and target are not within the same VNI. In our experimental setup, the VTEP switch
also serves as the L3 VxLAN Gateway.

The study presented herein details a three-stage process for the implementation of
micro-segmentation. The initial stage consisted of planning the VLAN-VxLAN mapping
relationship, which was subsequently disseminated to each VTEP switch via the SDN
controller. The second stage involved modifying the global configuration of the vSwitch
to incorporate the newly designed VLAN. Finally, in the third stage, the port group ID
linked to the virtual NIC on the cloud platform management software was changed,
while remaining transparent to the application’s network configuration. Nevertheless,
this alteration requires careful consideration of operational implementation difficulties
and service interruptions. The modification of the port group results in a brief service
disruption, which was measured multiple times in our analysis. The disruption duration
was recorded to be less than 1 s, with an average packet loss of 1. Figure 8 illustrates a
real-time network reachability screenshot of the asset with IP 10.8.6.122 during the micro-
segmentation transformation.

Figure 8. Network packet loss during the implementation of micro-segmentation.
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4.3. Asset Correlation Analysis

Our micro-segmentation model was used to analyse traffic within the data centre.
We conducted a survivability scan of the data centre intranet assets, and after manual
confirmation, there were a total of 938 assets, of which the more critical 9 assets were
selected for packet capture analysis. The IPs of the 9 assets and the main access relationships
are shown in Table 4.

Table 4. Network information about the asset and key access behaviours.

IP Address Communication Objects Communication Time

10.8.6.122 10.8.6.0/24 All day

10.8.6.123 10.8.6.0/24
10.8.9.0/24

All day
All day

10.8.6.124 10.8.6.0/24 All day

10.8.6.125 10.8.6.0/24 All day

10.8.6.126 10.8.6.0/24 All day
10.8.6.127 10.8.6.0/24 All day

10.8.6.129 10.8.6.0/24 All day

10.8.6.130 10.8.6.0/24
10.7.2.0/24

All day
1st minute of each hour

10.7.1.194 10.7.1.0/24
10.255.73.0/24

All day
All day

Assets 10.8.6.122, 10.8.6.124, 10.8.6.126, 10.8.6.127, and 10.8.6.129 were all cluster
hosts within a business, with the main data traffic coming from within the cluster. Assets
10.8.6.123 and 10.8.6.125 were hosts for the cluster’s external distribution service, with some
internal traffic from the cluster. In addition to 10.8.6.130 was a shared database that needed
to synchronize data with the database on the 10.7.2.0/24 network segment at the start of
each hour. This asset experienced a significant burst of traffic during each full hour. Finally,
asset 10.7.1.194 functioned as an IoT server, communicating not only with servers on the
same network segment but also with the IoT endpoint network segment at 10.255.73.0/24.

This study is focused on intranet assets and assumes that a host failure on the intranet
will generate anomalous traffic. To detect anomalous traffic, it is necessary to first learn
about the behaviour of intranet assets and create a behavioural portrait of them. Intranet
assets were sorted and 936 assets with different IPs were identified. Continuous packet
capture analysis of the assets in Table 4 was carried out and the capture files were truncated
at 1 min intervals, generating 1440 pcap files per day. The inbound and outbound traffic of
each asset was separated, split into two segments, and then aggregated by peer IP to form
two vectors of 936 eigenvalues. For example, if 10.8.6.130 was accessed only by 10.8.6.122
and 10.8.6.125 at 14:04 on 16 February 2023 with 24 KB and 198 KB of traffic in the inbound
direction, respectively, then the traffic for 10.8.6.130 at that time point was converted into
a vector (0, 0, . . ., 24, 0, 0, 198, 0, . . ., 0), with the locations of 24 and 198 corresponding to
10.8.6.122 and 10.8.6.125 in the asset table. The daily traffic for each asset was parsed to
form a 2880 × 936 matrix, which represents the variation in intranet traffic for that asset
over a day. By continuously training the model, a behavioural portrait of each intranet
asset can be created.

Understanding the traffic relationships between intranet assets has been a crucial
objective of our analysis. To optimize efficiency, we have limited our packet capture to the
initial 84 bytes of message content, which includes important parameters such as source
address, destination address, source port, destination port, protocol, and payload length.
In order to avoid overfitting, we have simulated attacks to augment our capture data. For
instance, we have simulated a periodic data leak in the traffic associated with 10.8.6.130
during instances of manual data synchronization. Additionally, we have subjected the
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target asset to sporadic large file uploads to simulate anomalous bursts of traffic, while also
conducting simulated intranet scan attacks using nmap or fscan, as well as hourly timed
scans using 10.8.6.138. To assess the susceptibility of assets to vulnerabilities, we have
utilized 10.8.9.15, our vulnerability scanning appliance, to conduct regular periodic scans
every Friday night. Our study has focused on the traffic relationships between intranet
assets, and hence we have not examined the contents of message payloads.

The analysis of the traffic relationship between asset 10.8.6.130 and other assets is
presented in Figure 9, which illustrates the flow over the course of a day. The horizontal
axis denotes the time dimension of the day, while the vertical axis represents the flow, with
inbound directional flow indicated by values greater than 0 and outbound directional flow
indicated by values less than 0. Asset 10.8.6.130 is utilized as an example to demonstrate
the traffic flow.

Figure 9. The extent of PoAE’s improvements.

The graphical depiction in Figure 9 reveals a pattern of lower network traffic volatility
between the intranet asset 10.8.6.130 and its counterparts. Notably, several of these coun-
terparts exhibit a discernible cyclicality. This traffic characteristic is indicative of a shared
attribute, with the majority of internal assets found within a typical data centre.

The primary objective of our experiments was to promptly identify intranet assets
exhibiting anomalous behaviour, necessitating an initial comprehension of their typical
behaviour. Accordingly, we established a rudimentary model delineating the traffic rela-
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tionship between the asset of focus and other intranet assets. In particular, we observed
apparent periodic traffic surges resulting from data synchronisation, data backup, and
other analogous events. To scrutinize the traffic in minute detail, we generated two traffic
records for each minute, recording the inbound and outbound traffic flows to and from the
asset under consideration and other intranet assets, respectively. This traffic was mirrored
to the nearest VTEP switch’s traffic analysis device, and after pre-processing, machine
learning was performed on the data to obtain an asset traffic profile. Comparisons between
networks with and without micro-segmentation were conducted.

Subsequently, we established differential segments for multiple assets and monitored
them continuously for a certain duration. Table 5 enumerates the maximum and minimum
flow values for each asset within a day, along with the number of assets they have flows
with, while Table 6 displays the expected total flows in both inbound and outbound
directions for each asset in a day, as well as the variance after normalisation. Tables 7 and 8
represent the data before the implementation of micro-segmentation.

Table 5. With micro-segmentation, the flow data for the asset and the number of assets with which it
generates flow.

Asset
Flows in the Inbound Direction Flows in the Outbound Direction Number of Assets Generating Flow

Minimum (KB) Maximum (KB) Minimum (KB) Maximum (KB) Minimum Maximum

10.8.6.122 10,059 12,140 19,632 21,865 14 17

10.8.6.123 34,999 52,488 1890 2664 10 11

10.8.6.124 4005 5250 1136 3050 9 10

10.8.6.125 3798 16,606 536 1467 10 12

10.8.6.126 8.32 2380 569 1310 8 10

10.8.6.127 1035 3192 450 1965 9 13

10.8.6.129 10,182 11,741 2107 3550 10 11

10.8.6.130 11,748 13,152 247 787 4 8

10.7.1.194 733 41,545 1647 81,846 58 212

Table 6. With micro-segmentation, the numerical characteristics of the flow.

Asset
Mathematical Expectations of Flow Normalised Variance

Inbound (KB) Outbound (KB) Inbound Outbound

10.8.6.122 10,902.85 20,732.19 0.00311 0.00081

10.8.6.123 44,667.23 2247.58 0.00701 0.00989

10.8.6.124 4410.26 1925.29 0.00332 0.11181

10.8.6.125 7931.14 925.28 0.16435 0.12141

10.8.6.126 1601.29 906.16 0.09843 0.05740

10.8.6.127 1675.31 835.64 0.11009 0.15907

10.8.6.129 10,973.02 2641.84 0.00184 0.02124

10.8.6.130 12,453.85 388.22 0.00083 0.10644

10.7.1.194 6193.93 33,048.71 1.71190 0.41452



Future Internet 2024, 16, 320 19 of 24

Table 7. Without micro-segmentation, the flow data for the asset and the number of assets with which
it generates flow.

Asset
Flows in the Inbound Direction Flows in the Outbound Direction Number of Assets Generating Flow

Minimum (KB) Maximum (KB) Minimum (KB) Maximum (KB) Minimum Maximum

10.8.6.122 2576 3527 2935 3037 3 3

10.8.6.123 24,739 36,081 42 93 2 3

10.8.6.124 169 207 125 203 1 2

10.8.6.125 2099 4742 61 68 3 4

10.8.6.126 178 227 148 201 1 2

10.8.6.127 101 163 675B 9 1 2

10.8.6.129 124 404 604B 17 1 2

10.8.6.130 4074 5652 224 239 3 4

10.7.1.194 2750 3744 23,917 39,256 182 209

Table 8. Without micro-segmentation, the numerical characteristics of the flow.

Asset
Mathematical Expectations of Flow Normalised Variance

Inbound (KB) Outbound (KB) Inbound Outbound

10.8.6.122 2927.14 2986.19 0.01157 0.00016

10.8.6.123 26,869.21 66.25 0.02526 0.09519

10.8.6.124 188.44 177.66 0.00534 0.02532

10.8.6.125 3,305.01 65.37 0.08198 0.00150

10.8.6.126 196.48 176.20 0.00963 0.01061

10.8.6.127 145.54 2.14 0.01957 2.264039

10.8.6.129 206.44 4.47 0.19849 1.89553

10.8.6.130 4686.33 228.94 0.01274 0.00050

10.7.1.194 2938.88 27,981.31 0.01637 0.03405

Table 5 provides evidence of the effects of micro-segmentation on the behaviour of
intranet assets. Specifically, it shows that, with the exception of 10.7.1.194, the behaviour of
assets becomes more predictable after the implementation of micro-segmentation, as evi-
denced by the relatively small range of fluctuations in the number of peer assets generating
traffic. This result suggests that micro-segmentation has effectively stabilized the behaviour
of these assets. In contrast, 10.7.1.194, a face recognition server with distributed terminals
across the campus, exhibits a higher level of traffic variability during the winter break when
the number of terminals is reduced to 1/4 of the peak and with less than 1/60th of the peak
face recognition transmission data. The traffic data presented in Table 7 for asset 10.7.1.194
is devoid of the winter break data, and as such, it reflects a similar level of stability to other
intranet assets.

Upon comparing the two datasets, it is evident that there was an increase in the total
amount of traffic visible for all assets after the implementation of micro-segmentation. The
increase in traffic visibility is dependent on the type of business traffic associated with the
asset, where a greater amount of traffic within the same segment before micro-segregation
leads to a higher increase in visibility traffic after micro-segregation. Specifically, the
visibility traffic of asset 10.8.6.129 increased from approximately 210 KB to approximately
13,400 KB, a growth of approximately 63.5 times, while 10.7.1.194 only increased by 27%
due to most of its traffic being cross-segment traffic. As micro-segmentation identified
all traffic, the PoAE after micro-segmentation was 100%, and the PoAE before micro-
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segmentation can be calculated as the ratio of traffic before micro-segmentation to traffic
after micro-segmentation. The increase in PoAE for each asset is shown in Figure 10.

Figure 10. The extent of PoAE’s improvements.

The comparison of data before and after micro-segmentation revealed a significant
increase in traffic from other assets to the target asset after the implementation of micro-
segmentation. These assets were already communicating with the target asset prior to
micro-segmentation, but their traffic was not captured. The set of peer assets analysed
before micro-segmentation, denoted as Au, was found to be a subset of the set of peer assets
analysed after micro-segmentation, denoted as Aw. For example, asset 10.8.6.130 had three
communicating assets before micro-segmentation, and at most eleven assets, including the
original three, after micro-segmentation. This indicates a decrease in the total degree of the
asset. The effectiveness of this degree reduction is demonstrated in Figure 11, where the
total maximum visible degree decreased.

Figure 11. The extent of decline in asset degrees.

4.4. Asset Abnormal Behaviour Detection

Using the KMEANS algorithm proposed by Jayasinghe, U. et al. [17], we conducted an
analysis of the traffic per minute for nine assets over one month, resulting in 4772 outliers
being detected out of a total of 777,600 data with 728 million data points. However, upon
examining these anomalies, several issues were observed. Firstly, the algorithm’s automatic
determination of the number of clusters through its boundary function is computationally
slow. Secondly, the algorithm’s high recognition rate for bursty traffic changes may lead
to the aggregation of these data points into a cluster, causing them to be missed during
anomaly detection, which is a major factor contributing to the lower-than-expected de-
tection rate. Thirdly, periodic bursts of traffic may lead to false positives. Fourthly, the
algorithm’s identification of points with significantly lower traffic than the cluster’s prime
as anomalies may result in the false detection of points that do not exceed the expected
traffic level.
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To alleviate the limitations of the KMEANS algorithm, an improved algorithm has been
developed to profile asset behaviour in the context of network traffic analysis. The proposed
approach utilizes DBSCAN for noise point calculation and anomaly detection, thereby
reducing the computational complexity associated with the algorithm. Additionally, a time
dimension has been incorporated into the analysis by aggregating data across different
dates based on the opposite end’s address. This integration of a time dimension enables
the detection of anomalies at specific times across different dates, mitigating the issue of
missed anomalies resulting from prolonged traffic bursts. Notably, the inclusion of lateral
clustering enhances the algorithm’s capability to accurately identify periodic traffic patterns.
Leveraging this enhanced algorithm, a comprehensive analysis of historical traffic for the
nine assets was conducted, leading to the identification of 33,916 anomalous data points
that warranted further investigation.

The investigation of anomalous behaviour on the intranet asset 10.8.6.122 yielded
2551 anomalies, with 2386 of those being concentrated on a subset of intranet assets,
namely 10.8.6.123, 10.8.6.124, 10.8.6.125, 10.8.6.126, 10.8.6.127, and 10.8.6.129. Further
analysis of these peer assets showed that most of their anomalies were related to 10.8.6.122.
Subsequent examination of the anomalous data identified 1905 instances that were present
on both 10.8.6.122 and the peer assets. Since these anomalies occurred on at least two
assets simultaneously, it indicated abnormal communication between the pair at the time of
occurrence. Of the 1905 anomalies, 223 were observed at multiple assets and locations, and
these were found to be concentrated in time periods. For example, anomalies were detected
on 10.8.6.123 and 10.8.6.124 around 9:00 a.m. on a particular day, with both originating
from 10.8.6.122. It is noteworthy that all of the anomalies were correctly identified.

To illustrate the impact of the time dimension on periodic traffic analysis, consider the
example of asset 10.8.6.130, which exhibits sporadic traffic for only 2 min within an hour
when communicating with 10.7.2.30. When utilizing the KMEANS algorithm, these two
minutes of traffic might be classified as anomalous. However, with the incorporation of the
time dimension in our algorithm, this behaviour can be accurately identified as normal.
Additionally, our algorithm can effectively distinguish non-periodic burst traffic, which is
predefined as anomalous, enhancing the accuracy of anomaly detection.

Upon conducting a thorough analysis of the anomalies individually, we achieved an
accuracy rate exceeding 86%. The occurrence of false alarms was primarily concentrated
among assets demonstrating irregular behaviours. For instance, asset 10.7.1.194 had an IP
address of 10.255.73.146 on the opposite end, which exhibited minimal regular traffic at
consistent time points each day and fluctuating data. Further investigation through log
queries revealed that this asset was an IoT face recognition terminal, which did not exhibit
any attack behaviour. The fluctuation in data was attributed to network instability. The
terminal temporarily stored data locally and then uploaded them to the server at 10.7.1.194
when the network conditions were stable.

These findings highlight the effectiveness of our algorithm in accurately discerning
anomalies, particularly when considering the time dimension and differentiating irregular
behaviour from genuine threats. By leveraging this approach, we have achieved a high
accuracy rate in anomaly detection, ensuring the reliability and robustness of our algorithm
in practical scenarios.

We implemented our algorithm on 20 assets within a campus network to monitor their
traffic behaviour throughout the duration of a network security attack and defense drill. The
performance of our approach was compared with the existing security protection system
deployed on the campus network. During the drill, an attacker successfully breached a
monitored server in the internal network using a near-source attack. The attack method was
highly covert, resulting in the generation of only a single log entry within the traditional
security log. Due to the high volume of logs produced during the drill, the defense
personnel did not detect this critical log entry in time, thereby failing to identify the attacker.

However, by applying our algorithmic model, we were able to detect abnormal be-
haviour in the compromised internal network asset. When the attacker attempted lateral
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movements within the internal network, our system promptly identified and blocked
the malicious activity, effectively preventing further intrusion. Our timely response and
appropriate countermeasures were recognized and commended by the referee team over-
seeing the drill. This incident demonstrates the efficacy of our micro-segmentation ar-
chitecture and asset behaviour algorithm in countering internal threats and addressing
complex cyber-attacks.

5. Conclusions

The “Zero Trust Architecture” represents a novel cybersecurity framework that em-
phasizes the continuous auditing of all assets within cyberspace. Achieving comprehensive
visibility of network traffic, devoid of any blind spots, is a fundamental requirement for this
approach, and it can be accomplished through the implementation of micro-segmentation.
This research article investigates two models of micro-segmentation, namely network
micro-segmentation and host micro-segmentation. While network micro-segmentation
offers certain advantages in terms of resource consumption and program compatibility, it is
susceptible to audit blind spots and does not facilitate real-time services. To mitigate these
limitations, this paper introduces a micro-segmentation technique based on VLAN-VxLAN
mapping, which is protocol-independent and ensures auditing of all network traffic. More-
over, this article quantifies the network micro-segmentation approach in terms of network
aggregation and traffic visibility.

Furthermore, this paper presents an enhanced algorithm for profiling asset behaviour,
which is specifically tailored to the implementation of micro-segmentation. This algorithm
effectively identifies abnormal behaviour exhibited by intranet assets, offering valuable
insights for prompt disposal of such assets once their abnormal behaviour is detected. By
leveraging the principles of differential segmentation and the proposed asset behaviour
profiling algorithm, organizations can efficiently manage and mitigate potential risks
arising from intranet assets.

Through this research, we aim to contribute to the advancement of cybersecurity prac-
tices by addressing the challenges associated with network visibility, micro-segmentation,
and asset behaviour analysis. The proposed solutions provide a foundation for the devel-
opment of more robust and efficient cybersecurity systems in the context of the evolving
threat landscape.
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