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Abstract: A software-defined network (SDN) is a new architecture approach for con-
structing and maintaining networks with the main goal of making the network open and
programmable. This allows the achievement of specific network behavior by updating
and installing software, instead of making physical changes to the network. Thus, SDNs
allow far more flexibility and maintainability compared to conventional device-dependent
architectures. Unfortunately, like their predecessors, SDNs are prone to distributed denial
of service (DDoS) attacks. These attack paralyze networks by flooding the controller with
bogus requests. The answer to this problem is to ignore machines in the network sending
these requests. This can be achieved by incorporating classification algorithms that can
distinguish between genuine and bogus requests. There is abundant literature on the
application of such algorithms on conventional networks. However, because SDNs are
relatively new, they lack such abundance both in terms of novel algorithms and effective
datasets when it comes to DDoS attack detection. To address these issues, the present
study analyzes several variants of the decision tree algorithm for detection of DDoS attacks
while using two recently proposed datasets for SDNs. The study finds that a decision tree
constructed with a hill climbing approach, termed the greedy decision tree, iteratively adds
features on the basis of model performance and provides a simpler and more effective
strategy for the detection of DDoS attacks in SDNs when compared with recently pro-
posed schemes in the literature. Furthermore, stability analysis of the greedy decision tree
provides useful insights about the performance of the algorithm. One edge that greedy
decision tree has over several other methods is its enhanced interpretability in conjunction
with higher accuracy.

Keywords: distributed denial of service attacks; machine learning; network security;
software-defined networks; decision tree

1. Introduction

The issue of developing and maintaining security in a computer network has always
remained a primary issue for the efficient functioning of the network [1,2]. With the advent
of modern paradigms such as cloud computing and IoT, the importance of maintaining
security has become the most prominent issue [3,4]. Traditionally, security has been
implemented at both the software and hardware levels. More specifically, the data plane
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can be accessed via the control plane. However, the control plane consists of several
hardware devices, such as switches and routers, as well as firewalls. These devices run
complex protocols and operating systems or firmware to efficiently perform their tasks [5].
Handling of these devices is a difficult task due to non-compliance of conventions by
hardware vendors, inconsistencies in policies, and scalability issues. These complexities are
quite challenging and result in network management and performance issues. The answer
is to redefine networking to support more protocols and applications by having a network
paradigm where network controls are programmable. SDNs fulfill these requirements with
simple, easy, and effective networking.

In an SDN, the entire network is logically centralized through a network operating
system (NOS). The NOS acts as a layer between the forwarding devices and network
applications. The former consists of hardware devices, while the latter is software designed
to enforce particular behavior on the network (see Figure 1). In other words, the operating
system acts as a layer between different types of software and the hardware required to
run that software. However, this centralization leads to higher vulnerability to DDoS
attacks. The DDoS attack is basically a flood of bogus requests which confines the network
traffic, thus immobilizing the network. The attack is usually done via bots, which can
be computers or other IoT devices set to go off at a particular time. A diagrammatic
representation of the architecture of DDoS attack is given in Figure 2. To understand the
magnitude, Amazon was hit by a DDoS attack on the scale of 2.3 Tbps in the first quarter of
2020 [6]. For an organization that operates 24 /7 across the globe, such attacks have severe
financial repercussions.
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Figure 1. Architecture of a software-defined network.
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Figure 2. DDoS attack architecture in SDN [7].

Due to the vulnerability of SDNs, a notable amount of research has been carried out
in the past few years with regard to the use of machine learning (ML) and deep learn-
ing (DL) for DDoS attack detection [8]. The well-known techniques used by researchers
for the DDoS detection problem include K-nearest neighbors (KNN), decision tree (DT),
ensemble learning (EL), random forest (RF), support vector machine (SVM), and artifi-
cial neural networks (ANNSs). A detailed discussion of these algorithms can be found in
Nadeem et al. [9]. Table 1 presents a summary of several recent studies. One obvious limi-
tation that is highlighted by the summary regards to the datasets used; there are no viable
or realistic datasets that are particularly developed for SDN attacks, and the datasets devel-
oped by individual researchers are also not available publicly, and hence cannot be used
for benchmarking. These observations are also confirmed by several past studies [10-14].
For example, studies have used general datasets such as KDD-Cup99 [15-20], CICIDS
2017 [21-23], CICIDS 2018 [23,24], CIC-DDo$S 2019 [21,23,25-29], and others [9,22,30,31].
Furthermore, although several studies [1,2,11,15,19,32-40] have used SDN-specific datasets,
there are only two reported studies that have made their comprehensive dataset available
in the public domain. The first is the INSDN dataset proposed by Elsayed et al. [2], which
has been used in other studies [29,33,35,39]. The second dataset was proposed recently by
Ahuja et al. [1], who carried out an in-depth analysis of DDoS attack detection in SDNs
using their proposed dataset.

Table 1. Summary of previous studies on the use of ML/DL algorithms for DDoS attack detection
in SDN.

Reference Year Algorithms Datasets
[15] 2018 SVM, DNN KDD-Cup99, Mininet for SDN
[16] 2018 SVM KDD-Cup99
[11] 2019 SVM, MLP, DT (CART), RF Scapy tool, Mininet
[30] 2019 DT (J48), RE, SVM, KNN hping
[32] 2020 SVM (linear, polynomial) Scapy tool
[33] 2020 K-means++, RF InSDN
[24] 2020 DNN, linear SVM, DT, NB CICIDS2018
[34] 2020 CNN-LSTM, MLP, SVM Self-generated
[2] 2020 KNN, NB, AdaBoost, DT, RF, InSDN (self-generated)

rbf-SVM, lin SVM, MLP
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Table 1. Cont.

Reference Year Algorithms Datasets
[35] 2021 RNN, LSTM, GRU InSDN
[25] 2021 KNN, SVM, DT, NB, RF, XGBoost CIC-DDo0S2019
[17] 2021 SVM, DT KDD-Cup99
[1] 2021  SVC-RE LR, SVC, KNN, RF, ANN New dataset
[18] 2022 KNN, logistic regression, DT KDD-Cup99
[19] 2022 SVM, GLM, NB, DA, FNN, 1999 DARPA,
DT, KNN, BT InSDN, DASD
[36] 2022 LR, NB, DT Mininet for SDN
[26] 2022 RF, KNN-SVM,NB CIC-DDo0S2019
[20] 2022 SVM (Ensemble), DT (J48), KNN KDD-Cup99
[9] 2022 SVM, KNN, NB, RF and DT NSL-KDD
[27] 2022 PCA, KPCA, LDA, DT, RF CIC-DDo0S2019
[37] 2023 SVM, NB, MLP Mininet
[21] 2023 RNN, GRU, MLP, LSTM C?(If];[];?fsozl()?9
[22] 2023 GRU, hybrid DL CICIDS2017, NSL-KDD
B9 2024 ARy adatoont RE SVM InSDN
CICIDS2017,
[23] 2024 KNN CICIDS2018,
CIC-DDo0S2019
[28] 2024 MLP CIC-DDo0S2019
[31] 2024 XGBoost-SHAP CIC-I0T-2023
[40] 2024 SVM, random forest, KNN Dataset by Ahuja et al. [1]
[29] 2025 SHAP, CNN-BiLSTM, InSDN,

AE-MLP, CNN-MLP CIC-DDo0S2019

Another observation in Table 1 is that most studies performed a comparative analysis
of various ML and DL algorithms, where the focus was to mutually compare conventional
algorithms and report the results using well-known performance measures such as accu-
racy, precision, recall, and F-score. Although such comparative studies give useful insight
into the problem, they did not place emphasis on algorithmic improvement or provide
further analysis beyond the use of traditional performance measures. Among all studies
reported in Table 1, there are only a few that proposed or analyzed advanced ML/DL algo-
rithms (such as hybrid or ensemble algorithms). For example, Firdaus et al. [33] proposed a
modified version of the the K-means algorithm, termed K-means++, and evaluated its per-
formance using the InNSDN dataset. Similarly, Nugraha et al. [34] proposed a CNN-LSTM
hybrid and analyzed its performance using a custom-generated dataset. Karki et al. [26]
and Revathi et al. [20] proposed SVM ensembles and assessed the performance of their
proposed algorithms using the CICIDS2019 and KDDCup-99 datasets, respectively. Finally,
Elubeyd et al. [22] proposed a hybrid deep learning algorithm that was evaluated on the
CICIDS2017 and NSL-KDD datasets. It should be noted that while the aforementioned
studies proposed new variants of ML/ DL algorithms, all of them, with the exception of Fir-
daus et al. [33], used datasets that did not qualify for testing SDN-based attack detections.
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As observed in the above discussion, it turns out that there are only two studies by
Ahuja et al. [1] and Elsayed et al. [2] where SDN-specific datasets were developed that
are available in the public domain. In addition, both Ahuja et al. [1] and Elsayed et al. [2]
proposed advanced /hybrid variants of existing ML/DL algorithms, which gave better
results than the existing basic ML/DL methods. Ahuja et al. [1], using their own dataset,
achieved an accuracy of 98.8% and a very good false alarm rate of 0.02%. For similar
reasons, Elsayed et al. [2] also generated their own dataset. For multiple types of attacks,
both datasets are not balanced, but the algorithms that they devised for automated detection
of these attacks give good results. The present study focuses on the reasons behind the
difference in the results, and also on proposing a slightly different technique to solve the
problem of DDoS attack detections on SDNS.

One strong motivation behind the present study is to build on preliminary work
carried out in a recent study by Haq et al. [40], and to improve the results of the evaluation
criteria using a simpler algorithm; an algorithm that does not rely too much on randomness,
as is the case with several algorithms used in the past studies (such as the RF classifiers).
The study by Hagq et al. [40] employed three ML algorithms, namely SVM, RF, and KNN,
while using the dataset of Ahuja et al. [1] without any focus on algorithm modification
or proposing better variants of any of the three algorithms. In addition, hyperparameter
tuning of feature selection was not considered. Furthermore, Haq et al. neither conducted
any experiments for validation of the constructed models nor checked whether variation
in accuracy metrics occurs when the data is changed. Their study also did not make a
comparative analysis with previous studies.

The present study is significantly different from the work of Haq et al. [40] and demon-
strates several novel aspects (as identified in Section 3). The present study aims to show
that removing certain preprocessing steps can lead to improvement in accuracy, especially
in the case of the dataset generated by Ahuja et al. [1]. The model constructed in the
present study is more interpretable, uses k-fold and Monte Carlo validations, and provides
results with stratified as well as unstratified data, in contrast to Haq et al. Furthermore,
since the datasets by Ahuja et al. [1] and Elsayed et al. [2] used in the present study have
different features and different numbers of features, this study also shows that the ap-
proach of incrementally constructing a decision tree is generalizable over different datasets.
As such, the discussion in Section 2 summarizes the work done by Ahuja et al. [1] and
Elsayed et al. [2] while identifying their strengths and weaknesses.

The rest of the paper is organized as follows. Section 2 provides a brief overview
of the two core studies whose datasets have been used in the present study. This is
followed by Section 3, which highlights the novelty and contributions of the proposed
work. The proposed approach is presented in Section 4. The performance measures used
in the study are described in Section 5. Results and discussion are provided in Section 6.
The limitations of the proposed approach are identified in Section 7. The paper concludes
and identifies directions for future research in Section 8.

2. Background and Description of Datasets

This section discusses the details of the two datasets used in the present study, high-
lighting the key aspects as well as the limitations of the studies by Ahuja et al. [1] and
Elsayed et al. [2] A brief description of the two datasets and their attributes is also provided.

2.1. The Study of Ahuja et al. [1]

In the work by Ahuja et al. [1], a simulated dataset was developed using the Mininet
emulator and made publicly available on the Mendeley repository. The major work by
Ahuja et al. [1] was the identification of novel features for DDoS attack detection. The orig-
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inal dataset contains a total of 104,345 instances, where each instance is comprised of
23 features before preprocessing. Table 2 provides the details of these instances, while
Table 3 shows the features identified in Ahuja et al. [1].

Table 2. Number of instances in the Ahuja et al. dataset [1].

Traffic Class Number of Instances
Benign 63,561
Malicious 40,784
TCP 29,436 (18,897 benign, 10,539 malicious)
UDP 33,588 (22,772 benign, 10,816 malicious)
ICMP 41,321 (24,957 benign, 16,364 malicious)

Table 3. Features used in the study of Ahuja et al. [1].

No. Feature Description
1 dt Date and time
2 switch Datapath ID of the switch in the topology
3 src Source IP address of the flow
4 dst Destination IP address of the flow
5 pktcount Number of packets sent during the flow
6 bytecount Number of bytes sent during the flow
7 dur Duration of the flow in seconds
8 dur_nsec Duration of the flow in nanoseconds
9 tot_dur Total duration of the flow in nanoseconds
10 flows Total number of flows in the switch
11 packetins Number of packet_in messages to the controller
12 pktperflow Packet count per flow
13 byteperflow Byte count per flow
14 pktrate Packet rate calculated using packet counts
15 Pairflow Boolean value
16 Protocol Protocol associated with the traffic flow
17 port_no Port number of the switch
18 tx_bytes Number of bytes transmitted on the port
19 rx_bytes Number of bytes received on the port
20 tx_kbps Transmit bandwidth of the port
21 rx_kbps Receive bandwidth of the port
22 tot_kbps Total bandwidth of the port
23 label The label of the attack

It is mentioned in Ahuja et al. [1] that after preprocessing and including dummy

variables for categorical features, the data increased from 23 to 67 features, and that

RF produced excellent results with a large number of features. This step implies that

encoding was used (as mentioned by Potdar et al. [41]) so that categorical features could be

given as input to classifiers that work only on numerical data (like linear regression, SVC,



Future Internet 2025, 17, 136

7 of 25

NNet). PCA (principal component analysis) was implemented on the resultant dataset,
compressing it to only 20 features. After the application of PCA on the data, t-SNE (t-
distributed stochastic neighborhood embedding) was applied, further compressing the
dataset from 20 features to 2 features. These two features are then used by a SVC (support
vector classifier) to classify the data, but some of the points are situated in such a way that
they lie in more than one class. These points are then given as input to an RF classifier for a
more accurate prediction.

From the literature review performed, the work of Ahuja et al. [1] stands out in the
sense that this paper used an ensemble technique for DDoS detection. Therefore, an in-
depth analysis was performed on the steps taken by Ahuja et al. [1] to identify possible
gaps. Hancock et al. [42] pointed out that the distance between any two pairs is the same.
Another disadvantage of this type of encoding is the extra use of resources to represent
information. In the case of Ahuja et al. [1], it resulted in four times the number of features
than the original dataset. In addition, applying encoding can lead to good results with DL,
as shown by Hancock et al. [42] and Duan et al. [43], but DL has the drawback of being a
black box.

Furthermore, Trunk et al. [44] show that as the dimensionality increases, the accuracy
of a model decreases. Wheeler [45] shows how applying one-hot encoding before PCA is
counterintuitive. Ghosh et al. [46] explains that instead of using PCA, which results in a
difficult solution space for neural nets to converge in, one can use another variant of PCA,
namely nonlinear PCA, which is discussed in detail by Linting et al. [47].

In addition to the above discussion on the application of PCA to the given dataset,
the next step is to critically analyze the application of t-SNE to the problem in question.
Maaten and Hinton [48] proposed an algorithm called t-SNE, which works by mapping
the neighbors of each data point in terms of probability of neighborhood. As mentioned
in this section earlier, the use of t-SNE reduced the number of features to two. However,
Xu et al. [49] discusses why t-SNE should not itself be used for classification. Vidyala [50]
explains that t-SNE should not be used after applying PCA, as was done by Ahuja et al. [1].
Furthermore, Shah et al. [51] show that applying t-SNE does not preserve the desired
clustering. This point was further elaborated by Waagen et al. [52] by showing how t-SNE
does not preserve the local and global structure of the actual dataset after transformation.
However, Ahuja et al. [1] show good results, forcing one to conclude that these results can
be further improved using other techniques.

2.2. The Study of Elsayed et al. [2]

The second established dataset, termed InNSDN, was created by Elsayed et al. [2]. What
makes their work stand out is the fact that instead of only focusing on DDoS attacks for
SDN:s, their dataset also incorporated several other attacks, namely DoS, web attacks, R2L,
malware, probe, and U2R. The dataset consists of 343,939 instances comprised of normal
and attack traffic. Of these, 68,424 instances are classified as normal, and 275,515 instances
are categorized as attack. They divided the dataset into three groups based on the traffic
types and the target machines. The first group includes normal traffic only. In the second
group, attack traffic that targets the Metasploitable-2 server is considered. The last group
contains attacks on the OVS machine [2]. Table 4 provides the distribution of the instances
in each group. Furthermore, in the original dataset, 77 features were identified. Of these,
48 features were selected. Table 5 describes the features in this dataset.
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Table 4. Number of instances in the Elsayed et al. dataset [2].

Data Group Number of Instances Percentage
Normal 68,424 19.9%
Metasploitable-2 136,743 39.76%
OVS 138,772 40.34%

Table 5. Attributes used in the study of Elsayed et al. [2].

No. Attribute Name No. Attribute Name
1 Protocol 25 Fwd-TAT-Min
2 Flow-duration 26 Bwd-IAT-Tot
3 Tot-Fwd-pkts 27 Bwd-IAT-Mean
4 Tot-Bwd-Pkts 28 Bwd-TAT-Std
5 TotLen-Fwd-Pkts 29 Bwd-IAT-Max
6 TotLen-Bwd-Pkts 30 Bwd-IAT-Min
7 Fwd-Pkt-Len-Max 31 Fwd-Header-Len
8 Fwd-Pkt-Len-Min 32 Bwd-Header-Len
9 Fwd-Pkt-Len-Mean 33 Fwd-Pkts/s
10 Fwd-Pkt-Len-Std 34 Bwd-Pkts/s
11 Bwd-Pkt-Len-Max 35 Pkt-Len-Min
12 Bwd-Pkt-Len-Min 36 Pkt-Len-Max
13 Bwd-Pkt-Len-Mean 37 Pkt-Len-Mean
14 Bwd-Pkt-Len-Std 38 Pkt-Len-Std
15 Flow-Bytes/s 39 Pkt-Len-Var
16 Flow-Pkts/s 40 Pkt-Size-Avg
17 Flow-IAT-Mean 41 Active-Mean
18 Flow-IAT-Std 42 Active-Std
19 Flow-TAT-Max 43 Active-Max

20 Flow-IAT-Min 44 Active-Min
21 Fwd-TIAT-Tot 45 Idle-Mean
22 Fwd-IAT-Mean 46 Idle-Std
23 Fwd-IAT-Std 47 Idle-Max
24 Fwd-IAT-Max 48 Idle-Min

Like Ahuja et al., Elsayed et al. [1,2] also used some standard ensemble techniques
like AdaBoost, rbf-SVM and lin-SVM, and RF classifier. However, the results showed that
the accuracy achieved by these techniques, with the exception of RF, was less than that
achieved by simple ML algorithms like naive Bayes, KNN, DTs, and multi-layer perceptron
(MLP). The most promising results were achieved by the RF classifier. Even though RF
showed promising results, the problem with RFs, like most ensemble techniques, is that
they require a grid search of the hyperparameters (such as number of trees) to consider,
the tree depth, and the number of features to consider for a split. Furthermore, the study of
Elsayed et al. [2]. does not mention the encoding techniques incorporated for categorical



Future Internet 2025, 17, 136

9 of 25

variables, which would have been necessary for techniques like linear regression, radial
basis function networks, SVMs, and MLP.

3. Novelty and Contributions

Recent studies [53,54] show that simulated datasets used for attack detection usually
yield high accuracy. However, their implementation in a real environment does not give
the same level of accuracy. This is due to the patterns of values that are not present in the
simulated dataset. Thus, it is of extreme importance to adjust the model in accordance with
the real-world environment. The problem with most advanced ML models is that these
models are not interpretable enough to allow the user to infer the relationship between
feature values and classifications [55]. In the case of Ahuja et al. [1], the best accuracy
was achieved by first implementing SVCs and then applying RF. SVCs are not easily
interpretable [56]. Elsayed et al. [2] achieve excellent results via RF classifiers, which are
interpretable but not as interpretable as single DTs, as RF classifiers pose the problem of
multiple tree aggregation [57]. Therefore, what is most desirable is an easily interpretable
model [58], whose functionality can be understood in the field environment. This is the
direction that the approach proposed in the present study has taken.

As mentioned earlier, the preliminary work by Haq et al. [40] provided limited insights
about DDoS attack detection in SDNs through a basic analysis on the impact of feature
selection in the context of the problem. The study only used a single dataset, and without
providing any comparison with other works reported in the literature or improvement in
existing core techniques.

The key limitations of the two core studies by Ahuja et al. [1] and Elsayed et al. [2]
have been highlighted above. Keeping in view these observations and the above discussion,
the novel aspects and key contributions of the present study are enumerated as follows:

1.  Inthe past studies on the detection of DDoS attacks, SDN-specific datasets were not
available or not utilized. As such, the main focus in those studies was the creation
of datasets. In the present study, our contribution is in utilizing two recent and core
datasets for the underyling problem while utilizing a decision-tree-based approach.
The availability of two datasets has enabled us to verify that the detection of malicious
and benign network traffic is closer to how it appears in reality, as opposed to being
biased towards how it is represented in a single dataset.

2. The previous technique by Ahuja et al. [1] had multiple steps involved, which in-
creased the complexity of the overall algorithm. In the technique proposed herein,
certain algorithmic layers and encoding techniques have been removed altogether,
and there is no implementation of t-SNE (see details in the next section). This removal
results in the proposed approach being simpler. Furthermore, Elsayed et al. [2] applied
RF directly to their dataset, but random forest requires certain parameters’ selection,
which leads to a grid search for optimization. Our contribution is in proposing a tech-
nique that avoids the above issues, leading to a simpler and time-efficient approach.

3. Inthe present study, a simple algorithm enhancement to the decision tree algorithm,
called the greedy decision tree (GDT), is proposed. The GDT technique involves
iteratively constructing a DT, selecting features that give the best results when added
to the previously constructed DT. It is shown that the results of this approach are
comparable or better than those obtained by Ahuja et al. and Elsayed et al [1,2].

4. Stability analysis of the GDT algorithm is performed to demonstrate its behavior
under different conditions while using the aforementioned two SDN-specific datasets.
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4. Proposed Approach

This section discusses the proposed approach. First, the motivation behind the pro-
posed approach is presented, which evolves from the discussion in Section 1. This is
followed by the DT-based approach adopted in this study.

4.1. Motivation

The proposed algorithm is based on DT, in contrast to the other algorithms mentioned
in Section 1. The reasons for this selection are discussed below.

4.1.1. Why Decision Tree?

When creating an ML model, the model’s accuracy is not the only thing of paramount
importance. The model needs to be both accurate and interpretable [59], especially when
an understanding of the dataset is required. The KNN model is considered to be one of
the simplest ML models. However, KNN requires some kind of encoding for categorical
variables, as it depends upon the number line for creating classification criterion. This
makes KNN unsuitable for data that have features existing on different scales, and in
Ahuja et al. [1], KNN does not give the best accuracy.

The logistic regression model also gives bad results even though it is interpretable.
SVC and ANNSs are black box models [60]. RF is an interpretable model, but Ahuja et al. [1]
showed that it did not give the best accuracy. In addition, RF depends on a large number of
decision trees. The best model was the one that used SVC in conjunction with RFs, but as
discussed above, SVC is a black box, and using such models can be dangerous [61]. Thus,
it was concluded that models that perform feature selection and are interpretable should
be selected. DTs have both these advantages [62].

4.1.2. Reduction in Computational Complexity

Ahuja et al. [1] proposed the use of t-SNE before applying ML algorithms. t-SNE first
develops a probability distribution using the dataset, such that it starts to assign conditional
probability to all tuples, thus answering the question of classification in terms of probability.
Given a tuple of a particular class, it is necessary to know what the distance around it is,
or the neighborhood around it related to the same class. The following formula is used to

ox il
P 2(717' 1
-2 ) W
YizieXp| — 52

In the above formula, p;; is the probability of point j being selected as the neighbor

make this calculation:

pji =

of point 7 in the dataset. The reason for taking the exponent of the L2 norm divided by
the Gaussian variance is simply to make sure that data points that are distant will have an
extremely low probability of being selected. The value of ¢ is found using another variable
called perplexity. The value of perplexity is usually taken between 5 and 50, and indicates
how many neighbors should be considered between these two values. This value then
leads to the selection of the optimum value for ¢ through an algorithm (the explanation is
beyond the scope of this paper).

The next step is to obtain a low-dimensional space in which the same distribution
with the same number of points exists. For this, we use the t-distribution as it helps avoid
the crowding problem, with a single degree of freedom making the above formula into the
one below:

_op(=llyi—yil?)
Tizi exp(—lyi — yil?)’

(2)

4j)i
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Afterwards, the gradient descent algorithm is used to calculate this particular distribu-
tion by optimizing the Kullback-Leibler divergence represented by KL.

Pjji

— ©)
qj|i

C= ZKL(PiHQi) = ZZPj\ilog
i o]

where C is the cost. In order to minimize C, the correct dimensions need to be selected in
the values of y. The derivative of the cost function then becomes as follows:

aC
Wi =2) (pjii —4jii + Pitj — 4917 Wi — ¥)) (4)
: j

The literature review explains the implications of using the t-SNE algorithm. It was
decided, because of those implications, that applying it would not be of much benefit in the
case of the datasets under consideration in this study. Therefore, removing t-SNE removes
a whole computation layer used in Ahuja et al. [1], resulting in a more efficient algorithm.
The values of y; and y; are the new low-dimensional representations of the old points i and
j, which were in a high-dimensional space.

4.2. Algorithm Selection

The discussion in Section 4.1 above highlights that the DT algorithm is a strong
candidate for the underlying study. However, the question is which variant of DT is the
most appropriate choice? The literature has identified several variants of the decision
tree. Some well-known algorithms are ID 3 (Iterative Dichotomiser 3) [63], C4.5 (which
is a successor of ID3), and CART (classification and regression tree) [64]. Other less-
known variants of DT include MARS (multivariate adaptive regression splines) [65] and
CHAID (chi-squared automatic interaction detection) [31]. ID3 operates by choosing the
best characteristic at each node to partition the data depending on information gain and
recursively constructs a tree. The goal is to make the final subsets as homogeneous as
possible. By choosing features that offer the greatest reduction in entropy or uncertainty,
ID3 iteratively grows the tree. The procedure keeps going until a halting requirement is
satisfied, like a minimum subset size or a maximum tree depth.

The core idea is similar in the ID3, C4.5, and CART algorithms. What is required is a
decision split that breaks the label data into sets that have the least entropy (a measure of
the disorder of a set). Certain steps are common in the three algorithms, which are carried
out in the following order:

1. Select the attribute with the lowest Gini index/highest information gain/gain ratio.

2. Split the initial data into subsets.

3. Apply the same technique to the subsets, leaving out the attribute that has already
been selected.

4.  Stop when entropy becomes 0 or no more attributes are left.

A diagrammatic representation of the decision tree construction process is given in
Figure 3. The diagram shows that initially, the whole dataset is given as input to the DT
construction algorithm. The algorithm selects the best feature from all features and splits
the labels of the data accordingly. Then, the DT construction algorithm is applied to the
rest of the data, excluding the rows corresponding to the value that gave the best split and
excluding that feature. The process is repeated until a tree is obtained with no change in
information gain, gain ratio, or Gini index (depending on the tree construction algorithm
selected), or when all the features have been used up and there are no more features to
be explored. DTs provide the extra advantage of selecting relevant features using either
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information gain, gain ratio, or Gini index, depending on the algorithm used. All of these
feature selection algorithms fall under the category of filter models.

Label Featurel Feature2 Feature3 Featured
0 Vvall Vall Vall Vall

0 val2 Vall Val2 Vall

1 vall Val2 Val2 Vall S @

1val3  val2  val3  val2 — Valt Val3
1vall Val2 Val3 Val3 ) Val?

0 val2 Val2 Vall Val2

1}
oval2  val2  val3  val2 11,00 {
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0 val1 vall val1 — Valii Val3
1 val2 val2 vall — Val2
1val2 val3  val3 ) y |
0 vall val2 val3 @
{0,0,0}
Valt Val2
{0,0} {1.1}

()

Figure 3. Example of decision tree construction process.

Among ID3, C4.5, and CART, the advantage that CART has is that it is not biased
towards multivalued variables like ID3 or towards imbalanced trees like C4.5. The ID3
algorithm does not work on continuous data. Therefore, a discretization layer has to be
added to it. As such, the CART algorithm holds a higher potential of showing better
performance than ID3 and C4.5, as discussed in detail by Breiman et al. [66]. MARS is
generally a good DT algorithm that makes a continuous function, unlike CART, but one
drawback is its slower throughput, which can be detrimental in high-speed networks [65].
Additionally, MARS has been shown to be less accurate than CART in some cases [67].
A limitation of CHAID is that the approach performs pre-pruning, which can lead to less
accuracy than CART [68,69].

CART uses the Gini index to calculate the relevance of features. This feature selection
model creates a binary tree using probabilities of the occurrence of a value of a feature
against other features or combinations of other features, using the following formula:

n

Gini Index(f) =1 — Z(Pi|f)2 )

i=1

where n corresponds to the number of classes and f is the feature in question belonging
to the input. The resultant calculation gives a quantifiable value to judge how much a
particular feature is related to the classification.

In this study, the simple CART algorithm is evaluated first. Then, a small modification
is done to the CART algorithm where features are added until error starts increasing. In this
modified CART algorithm, firstly, a separate DT is made for each feature individually,
and the error of each tree is stored. This step is performed more than once so that averages



Future Internet 2025, 17, 136

13 of 25

can be considered instead of relying on the results of a single iteration over the features.
Then, the average errors are sorted. This also sorts the features in order of the accuracy
provided by each feature. Afterwards, features are iteratively added one by one, and a
DT is made for each aggregate, stopping when the error of the DT starts to increase. This
has the potential to result in a better DT, as now there is a rationality behind including a
feature other than its order of appearance in the dataset. The index of features that gives
the minimum error has a meaning now. Finally, another algorithm is added that checks the
change in accuracy after adding a feature to be considered by the CART algorithm. As a
result, features that increase performance or have no effect on it are retained, and features
that result in a decrease in performance are dropped following a hill climbing approach.

Hill climbing is a technique that generally starts with an arbitrary solution to a mul-
tidimensional problem; then, iteratively, incremental changes are made to the solution,
until a better solution is achieved [70]. The problem of feature selection based on model
performance is similar to a graph search [71] in that we are trying to find the sequence and
relevance of features that lead to the highest accuracy. This poses two options: either go
for a slow, optimal, deterministic graph search algorithm, such as A* search; or perform a
faster, simpler, but somewhat less optimal greedy search. Eventually, greedy search was
chosen because it is faster [72]. The algorithm usually stops after a certain number of
iterations, or if the solutions start to become worse than the one already reached, as there is
no backtracking [70]. The resulting algorithm, termed greedy decision tree, is used for feature
selection using a greedy approach and is illustrated in Algorithm 1.

Algorithm 1 Greedy Decision Tree (F).

: Input: F (Set of all features)
: Output: A decision tree constructed using a subset of features
: S is the set of selected features
: f is a single feature
: S < {} {Initially S is empty}
: while average of precision, F1-score, accuracy, and false alarm rate on S do not decrease
ORF # {} do
. Construct |F| decision trees with features in S and each feature in F
Evaluate individual cost of each feature f individually using squared error | f € F
9:  Select the feature f from F with the minimum cost
10 S+« SU{f}
11:  Remove f from F
12: end while
13: return S
14: Construct a decision tree with S
15: return the constructed decision tree

N Ul = W N =

5. Performance Measures

The literature has identified several commonly used metrics such as accuracy (A),
recall (R), precision (P), specificity (F), false alarm rate (FAR), Fl-score, and throughput.
Note that accuracy, recall, precision, specificity, and FAR are based on the four primary-
level attributes as given below. Fl-score is a derived metric based on recall and precision.
The four primary-level attributes are as follows [1,73]:

*  True positive (Tp): legitimate traffic correctly classified as legitimate.

*  True negative (Ty): illegitimate traffic correctly classified as illegitimate.
*  False positive (Fp): legitimate traffic incorrectly classified as illegitimate.
*  False negative (Fy): illegitimate traffic incorrectly classified as legitimate.
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Based on the above four attributes, accuracy, which measures the proportion of the
total number of correct classifications, is mathematically represented as follows:

Tp + Ty
Tp+Tn+Fp+Fn

Accuracy = (6)
Similarly, recall measures the number of correct classifications penalized by the number
of missed entries and is represented by the following equation:

Tp

Recall = ———
Tp + Fn

@)
Likewise, precision is a measure of the number of correct classifications penalized by
the number of incorrect classifications, as given by the following equation:

Tp

Precision =
Tp + Fp

(8)

Specificity is defined as the measure of the prediction of the negative class in the dataset
and is represented by the following equation:

TN

_— 9
Tn + Fp ©)

Specificity =
False alarm rate is the measure of inaccurate classification when the model classifies
normal traffic as malicious. It is calculated using the following equation:

Fp
Tp + Fp

FAR = (10)
The F1 score is defined as the measure in which both recall and precision are used.
In the case of an unbalanced dataset, we usually calculate the F1 score. It is defined by the

following equation:

2xRxP
F1 = — 11
score R+ D (11)

Throughput is also an important measure in analyzing the effectiveness of an ML
model [21,29,74,75]. The main argument is that DDoS detection is a time-critical task that
is to be performed on high-speed networks. Therefore, high throughput results in low
latency [76]. Throughput is measured as follows:

Number of predictions

12
Time (12)

Throughput =

6. Results and Discussion

The experiments were carried out on a system with Intel® Core™ i5-5300U CPU
@ 2.30 GHz, with two cores and four logical processors with 16 GB RAM, SSD hard disk,
and Microsoft Windows 10 Pro for Workstations. Three experiments were carried out.
The first experiment evaluated the performance of the CART algorithm as well as the
modified CART algorithm. The second experiment compared the proposed GDT algorithm
with the techniques proposed by Ahuja et al. [1] and Elsayed et al. [2], as well as some
other techniques, while using the two core datasets. The third experiment focused on the
stability analysis of the GDT algorithm.
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6.1. Comparison of CART and Modified CART Algorithms

The CART decision tree algorithm use all 16 features while incorporating no feature
selection other than the one performed by CART. The average performance is measured
after splitting the data randomly into training and testing sets in a 80:20 ratio, respectively.
Selecting different data partitions results in slight changes in the performance. Therefore,
average performance was considered instead of the performance of a single partition of
80:20. The simple CART algorithm was applied, which showed better results compared to
the approach proposed by Ahuja et al. [1] The summary of the performance of applying the
CART decision tree algorithm is given in Table 6. The modified CART algorithm was also
implemented by iteratively adding features one by one to the training dataset and making
a DT in each step. The algorithm stops when the accuracy starts going down. Afterwards,
the selected features are used for the prediction of DDoS attack. Table 6 also shows the
results achieved by this approach while using Monte Carlo validation. As observed from
the table, both CART and modified CART produced results of almost the same quality with
respect to different performance measures, but better than that of Ahuja et al. [1] However,
the obvious advantage of the modified CART algorithm was with respect to the number of
features utilized. In comparison to CART, which used 16 features, the modified CART used
10.1 (rounded off to 10) features on average (based on 10 runs using Monte Carlo), thus
making modified CART a better performer.

From the results of the modified CART algorithm, it was observed that even though
Ahuja et al. [1] gave a logical explanation of the relevance of the features, not all of them are
relevant. There is redundancy in the features as the number of features selected by modified
CART is lower. Therefore, it was implied that a feature selection technique, if incorporated
before the CART algorithm, might result in a higher accuracy. Accordingly, the simple
greedy algorithm in conjunction with CART was tried on the dataset, the details of which
follow in the next section.

Table 6. Comparison of CART and modified CART algorithms with Ahuja et al. [1]

Algorithm Accuracy % Recall % Specificity % FAR % Precision % F1 Score % No. of Features

Ahuja - 98.18 0.02 98.27 97.65 23
CART 99.984 99.994 0.009 99.990 99.987 16
Modified CART 99.985 99.991 0.014 99.986 99.985 10

6.2. Comparison of Proposed Greedy Decision Tree with Other Techniques

This experiment was focused on deciding on a suitable validation approach. For this
purpose, the k-fold and Monte Carlo approaches were employed, while using random
(unstratified) and stratified sampling. The assessment of the two validation approaches
is motivated by past studies, such as the one by Fonseca-Delgado et al. [77]. The problem
discussed by Fonseca-Delgado [77] was related to time series forecasting, where the results
showed that the Monte Carlo approach produced more stable results. Similarly, Patro [78]
compares the two approaches, mentioning that the possible partitions in k-fold are limited
by k, whereas the possible partitions are many in Monte Carlo. This implies that models
trained using Monte Carlo show repeatable results, which is more desirable in a practical
application. However, not much information can be implied about the nature of the data,
and how the model works in the case of diverse data, which might occur in exceptional
cases. For the latter case, k-fold seems more ideal. Therefore, in this study, both techniques
were used. In addition, the work carried out in this experiment was also benchmarked
against the techniques presented in the studies by Ahuja et al. [1] and Elsayed et al. [2],
as well as many other techniques, namely AdaBoost [79], LogitBoost [79], GentleBoost [79],
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and RUSBoost [79]. It should be noted that the prior work reported in Ahuja et al. [1] did
not mention which validation approach was adopted, whereas Elsayed et al. [2] mentioned
using five-fold cross validation.

The next issue was to decide whether to use stratified sampling or random sampling
for the training and testing datasets. On the question of whether or not to stratify, a recent
study [80] mentions that stratification has advantages over random sampling, but defining
strata can be difficult with incomplete knowledge. In the case of the present study, a su-
pervised learning approach is performed, which itself required previously classified data,
on the basis of which the classification criteria are to be constructed using an ML model.
However, in another study, Elfil and Negida [81] addressed the topic of sampling and
specified that stratified sampling is a better approach because it makes in-class differences
more apparent. Furthermore, Forman and Scholz [82] mention that stratification lessens
experimental variance. Table 7 shows the results of GDT construction with k-fold and
Monte Carlo, with and without stratification, while using the dataset proposed by Ahuja et
al. The best results achieved in the study of Ahuja et al. (adopted from [1]) are also reflected
in the table.

Table 7. Comparison of GDT variants with SVC-RF of Ahuja et al. [1] and other algorithms.

Algorithm Validation Sampling Acc:lracy Reocall Specolﬁmty F?R Preilslon F1-§core
%o %o %o %o %o %o
GDT K-Fold Stratified 99.999 100 99.998 0.00263 99.997 99.999
GDT K-Fold Random 99.993 99.989 99.996 0.0052 99.994 99.992
GDT Monte Random 99.993 99.995 99.993 0.011 99.980 99.990
Carlo
AdaBoost K-Fold Stratified 97.99 98.13 98.13 2.33 97.66 97.90
LogitBoost K-Fold Stratified 98.73 98.80 98.80 1.46 98.53 98.66
GentleBoost K-Fold Stratified 99.32 99.32 99.32 0.75 99.24 99.28
RUSBoost K-Fold Stratified 88.78 90.77 90.77 11.44 88.55 89.64
SVC_RF Not specified  Not specified 98.8 97.91 98.18 0.02 98.27 97.65
(Ahuja)

With regard to the performance measures identified in Section 5 (excluding throughput),
the results indicate that with the exception of FAR, the performance with respect to all
measures is more or less the same. For FAR, GDT with k-fold and stratified sample produced
the minimum value of 0.00263. Table 6 also provides the results produced by the hybrid
SVC-RD algorithm of Ahuja et al. [1] Note that Ahuja et al. [1] did not specify what validation
or sampling approaches were used. Therefore, the results were adopted as reported in their
paper. Based on the comparison of the three variants of GDT with the SVC-RF, AdaBoost,
LogitBoost, GentleBoost, and RUSBoost, it can be fairly claimed that all versions of GDT were
better than SVC-RF and the other algorithms with respect to the six performance measures.

The GDT algorithms were also compared with the work of Elsayed et al. [2], who
employed the RF algorithm with k-fold validation. Their study did not highlight what
sampling strategy was adopted. As such, the results from their study were adopted and
compared with the GDT variants proposed herein, while using the same dataset as used
by Elsayed et al. [2]. Table 8 shows the results obtained with different GDT variants,
as well as those of Elsayed et al., AdaBoost, LogitBoost, GentleBoost, and RUSBoost. Note
that Elsayed et al. [2] used only three performance measures (recall, precision, and F1-
score). With regard to these three performance measures, the results found for RF by
Elsayed et al. [2] and those for the proposed GDT variants were comparable and of the
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same quality. Furthermore, the three GDT variants also produced almost the same results,
indicating that the different validation and sampling strategies did not have an impact on
the performance. In addition, the results produced by the other four algorithms were also
comparable with those of GDT.

Table 8. Comparison of GDT variants with RF of Elsayed et al. [2] and other algorithms.

Algorithm Validation Sampling Accuracy % Recall % Specificity % FAR % Precision % F1-Score %
GDT K-fold Stratified 99.997 99.995 100 0 100 99.997
GDT K-fold Random 99.997 99.995 100 0 100 99.997
GDT Monte Carlo Random 99.997 99.995 100 0 100 99.998

AdaBoost K-fold Stratified 99.998 99.998 99.998 0.001 99.998 99.998

LogitBoost K-fold Stratified 99.996 99.996 99.996 0.003 99.996 99.996

GentleBoost K-fold Stratified 99.995 99.995 99.995 0.004 99.995 99.995

RUSBoost K-fold Stratified 99.341 99.323 99.301 0.617 99.332 99.341

RE K-fold - - 99.995 - - 99.99 99.997
(Elsayed)

Table 9 reflects the average training time and throughput of the proposed GDT. Note
that Ahuja et al. [1] and Elsayed et al. [2] did not share the hyperparameter values they
used in their respective studies. Therefore, it was not possible to reproduce their results,
as both of their algorithms depend upon hyperparameters. It is clearly visible from the
table that with respect to the average training time (in seconds), GDT results in much lower
training times than all other algorithms for both datasets. The same level of performance is
observed for throughput, where GDT has far higher throughput than the other algorithms.

It should be noted that although better results were obtained using the proposed
approach, these results only represent high performance in the simulated dataset. It is
not necessary that this better performance would be reflected in real-world scenarios,
as reported by similar studies [53,54].

Table 9. Comparison of average training time and throughput of GDT with other algorithms.

Algorithm Validation Sampling Average Training Time  Throughput (Predictions/Sec)
Ahuja Elsayed Ahuja Elsayed
GDT K-fold Stratified 8.0 7.6 2,658,798 5,723,790
GDT K-fold Random 8.0 7.6 2,509,367 5,714,573
GDT Monte Carlo Random 8.0 7.6 2,753,333 5,718,750
AdaBoost K-fold Stratified 10.1 9.7 147,618 252,850
LogitBoost K-fold Stratified 11.5 8.5 164,636 283,262
GentleBoost K-fold Stratified 8.9 7.9 193,814 294,309
RUSBoost K-fold Stratified 13.1 16.4 195,295 269,154
SVC-RF (Ahuja) - - - - - -
RF (Elsayed) K-fold - - 425 - -

6.3. Stability Analysis of the Greedy Decision Tree Algorithm

The results in Section 6.2 highlight the superior performance of GDT variants com-
pared to other recent algorithms. However, a further in-depth analysis is required to
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evaluate the stability of the GDT approach. Last et al. [83] propose that overall misclassi-
fication rate is a very basic measure of the stability of decision trees. They further point
towards the direction of measuring variations in the prediction to measure the stability of
decision trees. In accordance with this, the plots in Figure 4 depict variance for the three
GDT variants with respect to the different evaluation metrics.
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Figure 4. Variance in performance measures for the two datasets using GDT.

As far as the variance in evaluation parameters is concerned, the GDT algorithm
results in an extremely lower variance, as can be verified from the bar graphs in Figure 4.
The bar graphs show that in case of the dataset in Ahuja et al. [1], k-fold cross validation
with stratification (Figure 4b) gives the lowest variance, and k-fold without stratification
(Figure 4a) gives a higher variance than k-fold stratified data, while Monte Carlo gives
the highest variance (Figure 4e) for all performance measures. In the case of the dataset of
Elsayed et al. [2], the lowest variance is achieved when using k-fold without stratification
(Figure 4c), a higher variance is obtained with Monte Carlo (as shown in Figure 4f), and the
highest variance is shown when using k-fold with stratification (Figure 4d).

The stability of the GDT algorithm was also evaluated in terms of the variance in
the number of features selected and the tree size. Such a stability measure for decision
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trees was advocated by Jaccobucci [84], who identified how class agreement on different
folds and decision tree structures can help measure the stability of decision trees. Keeping
this under consideration, Table 10 summarizes the results of experiments to measure the
variance in tree structure and features used in different combinations of validation testing.
It is observed that in the case of the dataset of Ahuja et al. [1], the variance in the number of
features selected is quite low for all sampling and validation types. Similar observations
are made for the dataset of Elsayed et al. [2] In terms of the tree size: the variance in tree
structure is the lowest for k-fold stratified, with a value of 57.2. In general, k-fold gives
better results than Monte Carlo (which shows a very high variance of 685.47). In the case of
Elsayed et al. [2], a more stable tree structure is achieved with Monte Carlo.

Table 10. Analysis of variances in features and tree size for the two datasets with GDT.

Dataset Sampling Validation Feature Variance Tree Size Variance

Ahuja Stratified K-fold 0.2 57.2

Ahuja Not stratified K-fold 0.7 215.2

Ahuja Not stratified Monte Carlo 0.3447 685.47
Elsayed Stratified K-fold 0.2 156
Elsayed Not stratified K-fold 0.3 270.8
Elsayed Not stratified Monte Carlo 0.213 152.78

The implications of k-fold cross-validation providing a more stable model can point to
multiple attributes of the dataset. It could mean that the features in the dataset are more
robust, as was claimed by Ahuja et al. [1] It could also point to the homogeneity of the
dataset, which is a good quality in terms of there being fewer outliers in the dataset. It
could also mean that the dataset is highly representative. Similarly, a more stable structure
with Monte Carlo could point to a lack of the abovementioned features in the dataset of
Elsayed et al. [2] A conclusive statement would require an in-depth data analysis of both
datasets, which can be future work for another study.

The slightly higher accuracy in the case of stratified k-fold cross-validation in the
dataset of Ahuja et al. [1] might be due to a minor imbalance, or if the imbalance is there,
in the data patterns for classification [85]. Therefore, even though the datasets are balanced,
it is highly probable that the dataset in Elsayed et al. [2] has more information uniformly
spread out. However, this is a speculation. The slightly higher accuracy could also be
due to the slightly larger size of the dataset in Elsayed et al. [2] since dataset size also
has a strong link with accuracy [86]. What is required is a detailed study of the statistical
properties of this dataset.

The effects of feature values are discussed in a recent study [87], where it shows that
feature drift, i.e., the change in environmental feature values over time, can cause the
model to malfunction. This can significantly change the training outcome if the test set has
features far away from the features in the training set. Furthermore, it has been documented
by Ahmadi et al. [88] that datasets that have high variance or noise perform better with
stratified k-fold cross-validation, as it makes sure that the model generalizes well with
different subsets of the dataset.

7. Limitations of the Proposed Method

Although the proposed GDT has shown performance improvements, the approach
also has certain limitations, as described below.
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High variance estimators: Decision trees are very prone to data variations [89]. Neverthe-
less, our experiments show that even in the case of data variations, a good overall accuracy
was achieved. However, our high accuracy might not be representative of real-world data.
More work needs to be done in this direction.

Difficulty in nonlinear decision boundaries: Due to stepwise decisions, it is difficult to
grasp nonlinear decision boundaries [90].

High computation time: The iterative approach of adding features on the basis of overall
model accuracy is very helpful in achieving high accuracy and FAR. However, it has a
higher computational cost than conventional DTs and RF classifiers. The tradeoff is that it
is more interpretable and more accurate [57].

8. Conclusions and Future Directions

Software-defined networks are prone to DDoS attacks. A promising approach to ad-
dress this issue is to employ classification algorithms that are capable of segregating genuine
and bogus requests. Machine learning algorithms have been extensively utilized to study
the phenomenon using different datasets. One of the well-established machine learning ap-
proaches is the decision tree, which has several strong features compared to other machine
learning algorithms. This study evaluated several decision tree algorithms while using two
recent SDN-specific datasets proposed by Ahuja et al. [1] and Elsayed et al. [2]. In compari-
son with the best performer of Ahuja et al. [1] (i.e., SVC-REF classifier) and Elsayed et al. [2]
(random forest), as well as the AdaBoost, LogitBoost, GentleBoost, and RUSBoost algo-
rithms, the GDT approach demonstrated better or comparable performance with respect to
the standard performance measures. The GDT also showed low average training times and
high throughput. Furthermore, it was verified that the proposed GDT approach creates
decision trees that have low variance when it comes to predictability.

Overall, it can be concluded that the GDT approach presented in this study gives better
results with two different datasets, using a simple ML model that does not depend upon
hyperparameter tuning. Although the accuracy achieved is not too significant, the impact
of this slight increase in accuracy is still worth noticing because according to a recent
report [91], the cost incurred due to DDoS attacks is usually GBP 325,000 per attack. Thus,
in the case of Ahuja et al. [1], the GDT results in an increase of 1.2% in accuracy, which
actually translates to the detection of 1252 more attacks. In economic terms, this means
speculatively saving a lot of money, but only if the simulated datasets in Ahuja et al. [1]
are representative of real-world attack scenarios. These results start to appear even better
when one incorporates data shared by Cisco that predict a 1.5 million yearly increase in
DDoS attacks [92]. In the case of Elsayed et al. [2], it can be said that the computational cost
of running a random forest is far more excessive than that of a simple decision tree. Thus,
applying GDT on both datasets shows that the tree is somewhat generalizable in terms of
its prediction power. One more point that needs to be mentioned is that GDT is capable of
achieving the same or better accuracy while being a simpler and computationally cheaper
technique, an idea which goes against Spearman’s law of diminishing returns. This law states
that, if the amount of input of a production process continuously increases and all of the
other production factors stay constant, the rate of growth of the output will eventually
decrease. This means that returns are diminished at a certain level as a consequence of
expanding the volume of input [93], as has been shown previously [94].

The work can be expanded in several dimensions. Detailed study can be performed
in the direction of feature selection using better techniques as this can lead to more stable
decision trees. Furthermore, analysis of the data should be performed so as to observe
whether or not the datasets themselves have some intrinsic limitations. This may lead to
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the development of more robust datasets. The use of deep learning techniques can also be
explored for the underlying problem.
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