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Abstract

Botnet attacks on Internet of Things (IoT) devices are escalating at the 5G/6G multi-access
edge, yet most federated learning frameworks for IoT malware detection (FL-IMD) still
hinge on a central aggregator, enlarging the attack surface, weakening privacy, and creating
a single point of failure. We propose a two-tier, fully decentralized FL architecture aligned
with MEC'’s Proximal Edge Server (PES)/Supplementary Edge Server (SES) hierarchy. PES
nodes train locally and encrypt updates with the Cheon-Kim-Kim-Song (CKKS) scheme;
SES nodes verify ECDSA-signed provenance, homomorphically aggregate ciphertexts, and
finalize each round via an Algorand-style committee that writes a compact, tamper-evident
record (update digests/URIs and a global-model hash) to an append-only ledger. Using
the N-BaloT benchmark with an unsupervised autoencoder, we evaluate known-device
and leave-one-device-out regimes against a classical centralized baseline and a crypto-
graphically hardened but server-centric variant. With the heavier CKKS profile, attack
sensitivity is preserved (TPR > 0.99), and specificity (TNR) declines by only 0.20 percentage
points relative to plaintext in both regimes; a lighter profile maintains TPR while trading
3.5-4.8 percentage points of TNR for about 71% smaller payloads. Decentralization adds
only a negligible per-round overhead for committee finality, while homomorphic aggrega-
tion dominates latency. Overall, our FL-IMD design removes the trusted aggregator and
provides verifiable, ledger-backed provenance suitable for trustless MEC deployments.

Keywords: federated learning; decentralized learning; multi-access edge computing (MEC);
Internet of Things (IoT); IoT malware detection; privacy preservation; homomorphic
encryption (CKKS); blockchain provenance; peer-to-peer aggregation; N-BaloT dataset

1. Introduction

Botnet campaigns that weaponize Internet of Things (IoT) devices continue to escalate,
particularly across 5G/6G Multi-access Edge Computing (MEC) infrastructures. This surge
has made IoT security a first-order concern [1,2]. The 2025 SonicWall Cyber-Threat Report
notes a 124% year-over-year increase in IoT attacks in 2024 [3]. MEC offloads computation
to edge servers operated by service providers; once compromised, these nodes become
targets themselves, triggering service disruption and resource exhaustion [4] (Figure 1).

Contemporary MEC deployments adopt a two-tier edge architecture: (i) Proximal Edge
Servers (PES)—latency-critical gateways near IoT access points—and (ii) Supplementary
Edge Servers (SES)—Dbetter-provisioned nodes enlisted to extend coverage, absorb overload,
or federate resources across administrative domains [4-10]. This layered design balances
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near-device responsiveness at PES with the strategic flexibility of an SES overlay, which we
leverage for decentralized FL.
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Figure 1. Security threats in MEC networks: IoT devices infected with malware are connected to
MEC servers.

Network-behavior monitoring is a practical way to detect compromised devices
when direct instrumentation is infeasible or privacy-sensitive [11,12]. Federated learning
(FL) trains such detectors collaboratively across data-siloed domains without centraliz-
ing raw traffic [13-15]: clients transmit model updates instead of packet traces, aiding
data sovereignty and regulatory compliance. N-BaloT has become the de facto FL-IMD
benchmark because it provides per-device traces that naturally induce non-IID, client-wise
partitions and allow cross-device generalization studies [14-17].

Despite progress, two issues remain insufficiently addressed. First, privacy leak-
age from shared model updates persists: gradient inversion, membership inference, and
related attacks can expose sensitive local traffic characteristics when updates are unpro-
tected or only lightly obfuscated [13-15]. Second, aggregation reliability and trust are
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often assumed rather than engineered. Most frameworks depend on a logically central
aggregation server that (i) constitutes a single point of failure, (ii) concentrates trust and
attack surface, (iii) risks compute/bandwidth bottlenecks at scale, and (iv) complicates
deployment across multi-operator or zero-trust MEC environments [14,15,17]. Our earlier
RPFL framework [18] grafted homomorphic encryption (HE) and signatures onto FL but
still relied on a central server.

Research question: Can we realize a privacy-preserving, auditable, fully decentral-
ized FL pipeline aligned with MEC’s PES/SES hierarchy that retains high zero-day IoT-
malware detection rates while eliminating the central aggregator and avoiding overload on
PES nodes?

1.1. Research Gap

Most FL-based IoT-malware detectors still rely on a central aggregator, which is a single
point of failure and trust, exposes plaintext updates to inference attacks, and struggles
to span multiple MEC operators. Prior work adds cryptography or uses hierarchical
FL, but rarely together delivers (a) end-to-end update confidentiality at the aggregation
tier, (b) verifiable provenance/audit trails, and (c) removal of the trusted server in a way
that fits MEC’s PES/SES resource split. This gap motivates our design. This work. We
introduce a two-tier, fully decentralized FL architecture for loT-malware detection in MEC.
PES nodes train locally and encrypt updates with CKKS; SES nodes verify, cache, and
homomorphically aggregate ciphertexts. An Algorand-style committee writes a succinct
per-round commitment (update digests/URIs and a global-model hash) to an append-only
ledger. No entity beyond PES ever holds raw traffic or plaintext updates, and no single SES
can dictate the global model.

1.2. Our Contributions

We present a two-tier, fully decentralized FL framework for IoT-malware detection at
the MEC edge that does the following:

e  Eliminates the central aggregator via a peer-to-peer SES overlay with Algorand-style
committees, removing the single point of failure.

*  Preserves update confidentiality using CKKS; we expose light vs. heavy parameter
profiles to trade precision for payload.

* Enables signed provenance and auditability: PES signs hashed update metadata;
committees commit digests/URIs and the global-model hash to a lightweight ledger
(ciphertexts stay off-chain).

*  Aligns with MEC resources: PES performs training and encryption/decryption; SES
handles verification, HE aggregation, and finality.

*  Demonstrates generalization and costs: on N-BaloT under known-device and leave-
one-device-out protocols, with per-component runtime and communication overheads
(consensus is negligible vs. HE).

*  Analyzes security and limits: threat model (honest-but-curious PES; Byzantine SES),
integrity guarantees, and practical limits (ciphertext size, TenSEAL serialization), with
deployment guidance.

1.3. Organization

Section 2 reviews background and related work. Section 3 summarizes the minimal
preliminaries, with formal details deferred to Appendix A. Section 4 presents the frame-
work. Section 5 analyzes security. Section 6 details implementation and experimental
setup. Section 7 reports results. Section 8 covers limitations and deployment guidance.
Section 9 concludes.
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2. Background and Related Work

Federated learning-based IoT malware detection (FL-IMD) sits at the intersection of
three lines of work: (i) datasets and partitioning strategies that preserve device hetero-
geneity, (ii) federated architectures for traffic-based malware detection, and (iii) security
mechanisms that protect model updates and the aggregation layer. We review each thread
before summarizing the open gaps our framework addresses.

2.1. Datasets and FL-Friendly Partitioning

Most public IoT security corpora were captured in centralized lab settings and require
artificial splits to emulate cross-site learning [14]. N-BaloT is a notable exception: per-device
files enable natural client-wise partitions and realistic non-IID distributions across devices,
making it the de facto benchmark for FL-IMD and our evaluation choice (see Section 6).

2.2. FL-Based IoT-Malware Detection

Popoola et al. [15] apply Fed Avg with a parameter server for zero-day botnet detection,
keeping raw traffic local but relying on a trusted central aggregator. Rey et al. [14] train
supervised (MLP) and unsupervised (autoencoder) FL. models on N-BaloT with a single
server; they also study poisoning robustness, yet model updates remain in plaintext at the
server. Regan et al. [19] demonstrate edge-gateway FL with a deep autoencoder coordinated
by a server-side aggregator. Wardana et al. [17] propose a hierarchical edge-fog—cloud
FL-DNN with a central cloud aggregator and report high accuracy on N-BaloT.

Takeaway. Across these studies, a central (or hierarchical) server remains the single
point of failure/trust, and client updates are exposed in plaintext at the aggregator.

2.3. Security Add-Ons and Their Limits

Unprotected gradients can leak private features via inversion and membership-
inference attacks [13,14]. Differential privacy helps but may harm rare-threat detection [20].
Server-side defenses (e.g., cosine-similarity outlier filtering) flag poisoned clients [21] but
still presume plaintext updates at a central server and do not remove the single point
of failure.

2.4. Our Prior Work: RPFL

RPFL [18] integrates homomorphic encryption and ECDSA with smart-contract checks,
improving confidentiality and integrity. However, it retains a central aggregator, so avail-
ability /trust bottlenecks and cross-operator deployment frictions remain.

2.5. Positioning and Remaining Gap

In summary, prior FL-IMD systems either (i) assume a central aggregator (trust/availability
bottleneck) or (ii) omit end-to-end parameter privacy and audit trails at the aggregation tier. This
motivates our design, which combines encrypted updates, signed provenance, and committee-
based finality without a trusted server, aligned with MEC’s PES/SES split (details in Section 4).

Table 1 positions our design within the FL-IMD literature and shows that it
uniquely combines homomorphic encryption, ledger-backed authenticated provenance,
and committee-based aggregation in a design explicitly aligned with MEC’s two-tier
PES/SES hierarchy.
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Table 1. Representative FL-IMD studies evaluated on the N-BaloT dataset, with their main strengths
and weaknesses, especially regarding parameter privacy, adversarial robustness, and aggregator trust.

Reference Approach Strengths and Weaknesses
Server—su?le FL; supervised MLP and upsup.erwsed Strengths: Comparable to centralized accuracy;
AE; multi-epoch Fed Avg; N-BaloT; poisoning tematic robust-acoresation stud
[14] study. systematic robust-aggregation study.
Weaknesses: Single trusted server; plaintext
updates; no cryptographic privacy.
Federated deep learning for botnet detection. Strengths: High accuracy; data stays on-device.
[15] Weaknesses: Trusted central aggregator; no crypto
hardening.
Hierarchical edge—fog—cloud FL-DNN with central ~ Strengths: Scales across tiers; strong reported
[17] cloud aggregation. accuracy.
Weaknesses: Central/hierarchical trust; implicit
comms overhead; privacy not primary focus.
FL with HE-encrypted updates + signatures + Strengths: Confidentiality and integrity via crypto;
[18] blockchain automation (central server). verifiable automation.
Weaknesses: Central aggregator retained
(SPOF/ trust bottleneck).
Edge-gateway FL with deep autoencoder; Strengths: Unsupervised detector at the edge;
[19] server-side aggregator. traffic stays local.
Weaknesses: Central server; no cryptographic
privacy; poisoning not the focus.
Personalized FL-IDS with server-side Strengths: Detects anomalous/plaintext updates
[21] cosine-similarity outlier detection. consistent with poisoning.

Weaknesses: Central server; updates in plaintext;
SPOF persists.

3. Preliminaries

This section includes only the essentials for federated learning (FL), CKKS, ECDSA,
and Algorand-style committees needed to follow the design. Algebraic details, protocol-

level steps, and full citations are provided in Appendix A (see Appendices A.1-A.3); the

complete per-round pseudocode remains in the main text.

3.1. Federated Learning

We follow the standard Fed Avg-style setting with client-wise (PES-wise) non-IID splits;

each round, clients train locally and contribute weighted updates to the global model [13].
For general background and system considerations in FL, see [22-24].

3.2. Homomorphic Encryption (CKKS)

We encrypt model parameters so SES nodes only see ciphertexts yet can still sum
them homomorphically; additions are depth-free, while multiplications consume depth.
Precision/noise budget and payload size depend on the polynomial degree and modulus
chain [25,26]. Security-level sizing follows the Homomorphic Encryption Standard [27].
Implementation details and the concrete parameter profiles we use are in Appendix A.1
(CKKS via TENSEAL [28]).

3.3. Signatures and Provenance (ECDSA)

Each PES signs a compact per-update metadata record (see Section 4), rather than
the CKKS ciphertext itself, to bind provenance while keeping overhead negligible. To
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Tier 1: Proximal Edge Servers (PES)

prevent nonce-reuse attacks, nonces are generated deterministically per RFC 6979 [29]; see
Appendix A.2 for details.

3.4. Committee Finality (Algorand-Style)

A rotating committee of n = 3 f + 1 validators reaches finality with a quorum of 2f + 1
votes via Algorand’s BA* fast path under partial synchrony, with VRF-based sortition for
non-interactive eligibility [30,31]. Only compact digests/URIs and the global-model hash
are recorded on-chain—CKKS ciphertexts remain off-chain (see Section 4); step-by-step
protocol details appear in Appendix A.3.

4. Proposed Framework

Scope. We target loT-malware detection in 5G/6G multi-access edge computing (MEC)
deployments, where traffic remains siloed at numerous latency-critical gateways. Our goal
is to eliminate the single, trusted FL aggregator while preserving (i) confidentiality of
model updates via CKKS homomorphic encryption; (ii) origin authentication and integrity
through ECDSA signatures; (iii) round-by-round auditability using a lightweight ledger
of per-round commitments; and (iv) seamless deployment on MEC’s two-tier hierarchy—
Proximal Edge Servers (PES) and Supplementary Edge Servers (SES)—all without degrad-
ing zero-day detection performance.

Figure 2 presents the system-level architecture, Figure 3 details the round-level control
flow, and Table 2 summarizes all symbols.
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decentralized FL-based IoT-malware detection.
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Figure 3. Per-round control flow of a decentralized FL pipeline for IoT-malware detection: from local

training and CKKS encryption at PES to homomorphic aggregation and committee agreement at SES.
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Table 2. Symbols used throughout Section 4.

Category Symbol Definition
Entities PES Proximal Edge Server (latency-critical node near IoT gate-
ways).
SES Supplementary Edge Server (better-provisioned node in the
P2P overlay).
Coordinator PES  Bootstrapping node that creates CKKS context/keys and
genesis ledger state.
Pr Validated set of participating PES in round r.
Cr Validation committee (validators) elected for round r.
leader Elected SES that proposes the block in round 7.
Cryptographic Keys & IDs  pkckks Global CKKS public key for encrypting model parameters.
param_id Identifier of the CKKS parameter set/context.
(ski, pk;) ECDSA key pair of PES i (for signing metadata).
Models & Ciphertexts W1, Wl.("), W, Previous global model, PES i’s local model, and new global
model (plaintext).
Ci(y) Encrypted local update of PES i in round r (CKKS cipher-
text).
Enc(W;) Encrypted global model after aggregation in round r.
Csum Homomorphic sum Y ;cp, 1; - Cl.(r).
Weights & Metrics n; Participation weight of PES i (e.g., local sample count).
Tace Target global accuracy threshold to stop training.
Rmax Maximum number of global rounds.
Hashes & Digests h; SHA-256 hash of serialized ciphertext Cl(r).
Bglob SHA-256 hash of serialized Enc(W;).
tx_digest Digest committing to the ordered transaction set in round .
Metadata, Sigs & TXs M; Metadata tuple (7, i, param_id, n;, ;).
o ECDSA signature over H(M;) by PES .
u; Signed update package {M;,0;, Cl.m} (or {M;,0;,uri;}
when ciphertext is stored off-ledger).
TX;, Transaction for PES i’s update in round r.
TXAgg, Aggregation transaction for round r (leader’s proposal).
cert, Quorum certificate aggregating validators’ accept signatures
for round 7.
Ledger Structures B, Finalized block for round r.
hdr, Block header (7, prev_hash, tx_digest, timestamp, cert, 7).
prev_hash Hash of the previous block.

URIs & Storage

uri,-, uriglob

Off-ledger locations of large ciphertexts (local updates /

Consensus Parameters

global model).
f Max number of Byzantine SES tolerated in a committee.
quorum Finalization threshold: 2f 4 1 of 3f 4 1 validator votes (>

2/3).

4.1. Entities and Trust Assumptions

*  Proximal Edge Servers (PES): Latency-critical edge nodes near IoT access gateways.

Each PES trains a local malware-detection model over proximate traffic, holds (or can

reconstruct) decryption key material within its administrative domain, and possesses

an ECDSA key pair to authenticate its encrypted updates.
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*  Supplementary Edge Servers (SES): Better-provisioned edge nodes interconnected in
a peer-to-peer (P2P) overlay. SES nodes (a) verify PES update signatures, (b) cache
encrypted update ciphertexts, (c) perform homomorphic aggregation to derive the en-
crypted global model, and (d) execute a lightweight validation-committee agreement
round to finalize a per-round block.

*  Coordinator PES (bootstrapping role): Generates the CKKS parameter context and
system public key, collects PES ECDSA public keys, initializes the genesis ledger state,
and distributes the initial (round 0) global model.

Authenticated channels are assumed within each operator domain; PES ECDSA public
keys are distributed out-of-band at system setup. SES nodes are only partially trusted;
the committee-based agreement layer mitigates Byzantine SES behavior and prevents
any single SES from dictating aggregation results, replacing the traditional centralized
aggregator. We assume at most f Byzantine SES in any committee; a block is finalized once
atleast 2f 4+ 1 of 3f + 1 validator votes (i.e., > %) are collected.

4.2. Cryptographic Materials

We instantiate CKKS to support approximate arithmetic over real-valued model pa-
rameters. A global CKKS public key pkcxks (with a parameter identifier) is distributed to
all PES; the corresponding decryption material remains within PES administrative domains.
Each PES i holds an ECDSA key pair (sk;, pk;) registered at initialization.

Our design combines two complementary mechanisms: CKKS provides confidential-
ity of model updates across domains, while ECDSA signatures over concise, per-round
metadata (which embeds a ciphertext digest) provide authenticity, integrity, and round
binding. Concretely, before uploading, each PES attaches

M; = (r, i, param_id, n;, ), h; = SHA-256(Serialize(C\")),

and signs H(M;). This lets any SES verify origin and integrity without a central server and
allows the ledger to commit only a small record (plus a uri) to the off-ledger ciphertext for
auditability.

For how these cryptographic elements integrate with committee selection and finality,
see the beginning of Section 4.3.

4.3. Round Protocol Overview
4.3.1. Cryptographic/Consensus Intuition

We use CKKS so SES nodes can homomorphically sum encrypted model parameters
without decryption; PES also signs a compact metadata record (SHA-256 digest /1; + ECDSA)
to bind provenance and detect tampering. After SES computes the encrypted global model,
an Algorand-style committee (size 3f 4 1, quorum 2f 4 1) finalizes a block that records
only digests/URIs and the global-model hash; ciphertexts themselves remain off-chain.
Formal definitions and parameters appear in Appendix A.

Each global training round » proceeds in six phases as shown in Figure 3.

4.3.2. Phase 1: Initialization/Round Start

The Coordinator PES distributes pkckks, the CKKS parameter identifier, PES public
keys, and the current encrypted global model Enc(W,_1) (for r = 1, the seed model). SES
nodes synchronize overlay membership and ledger height.
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4.3.3. Phase 2: Local Training at PES

Each PES decrypts (if authorized) Enc(W,_1) to recover W,_1, trains locally on its dataset,
and produces updated weights Wl.(r) together with a participation weight n; (e.g., local sam-
ple count).

4.3.4. Phase 3: Sign & Encrypt Update (PES — SES)

¢ CKKS encryption of Wi(r) — Ci(r)
e  SHA-256 digest h;; sign metadata M; (ECDSA)
e Send U; = {M;,0;,C\"'} to SES

PES i encrypts Wim under CKKS, yielding Ci(r), computes ; = SHA-256 (Serialize(Cfr) ),
and forms M; = (r,pes_id = i, param_id, n; h;). It signs o; = ECDSA Signg. (H(M;)). The
signed package U; = {M;, 0;, Cl-(r)} (or {M;,0;,uri;} (if the ciphertext is stored off-ledger) is
sent to an SES, which broadcasts either the full update U; or (M;, 07, uri;) (if off-ledger) across
the SES P2P overlay. The signature covers only compact metadata (containing the digest),
minimizing overhead.

4.3.5. Phase 4: SES Pre-Validation & P2P Broadcast

Upon receiving U;, an SES verifies o; with pk;, recomputes il = SHA-256(Serialize(C i(r))),
and checks 1 = h; in M;. Valid local updates are cached, and their (M;, 0;, h;, uri;) tuples are
broadcast to all peer SES. Updates received via the overlay are verified and cached but not
re-broadcast. After a fixed dissemination window, each SES forms the validated set P, .

4.3.6. Phase 5: Homomorphic Aggregation & Committee Agreement

After Phase 4, each SES fixes the validated set P consisting of updates whose signa-
tures and hashes are verified and that arrived before the dissemination cutoff.
Each SES independently computes

_ 1 G
Enc(W,) = Top i;ﬂ ni-C;". (1)

and derives hglq, = SHA-256(Serialize(Enc(W;))).

Committee selection and voting (Algorand-style):

1.  VRF sortition. Using the previous block hash as a seed, each SES runs non-interactive
VRF-based sortition to determine if it is the leader or a validator in the round-r
committee of size n = 3f 4+ 1 and outputs a VRF proof; peers verify the proof and
confirm role eligibility locally.

2. Aggregation and consistency check. The elected leader packages either (Enc(W;), fgiob,
param_id) or the compact (urigeb, Hglob, param_id), plus the ordered update digests
and their VRF proof. Validators recompute fgqp, locally from their cached inputs and
verify all metadata/signatures.

3. Finality. Upon collecting 2f + 1 valid VOTE_ ACCEPT messages, the leader (or any
validator) assembles a quorum certificate (QC), finalizes block B;, and appends it to the
chain. Only compact fields are written on-chain (digests/URIs and hgqp); ciphertexts
remain off-ledger.
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4.3.7. Phase 6: Model Distribution & Progress Check.

The finalized block’s reference to Enc(W;) is served to PES (directly or via urigop).
Each PES retrieves Enc(W; ), decrypts to W, (if authorized), evaluates validation metrics,
and either halts (if global accuracy > T,cc) or proceeds to round r + 1 until Rpax.

4.4. Data Structures
When large ciphertexts are stored off-ledger, we record only digests and URIs:

TX;, = (r,i,param_id, n;, h;, size;, uri;, 0;),
TXAggr = (1’, param_id, hglobr uriglob, Uleader)/
Br = (hdrr, {TXAggr, TXi,r}iEP,)/
hdr, = (r,prev_hash, tx_digest, timestamp, cert, 1).

Here, ; = SHA-256(Serialize(C\”))) and hgo, = SHA-256(Serialize(Enc(W,))). The field
tx_digest is a compact cryptographic digest committing to the ordered transaction set
for round r (e.g., a Merkle root). The certificate cert,_; (if included) authenticates the
previously finalized block, helping late or recovering SES nodes synchronize without
re-running earlier rounds.

Consensus parameters:

¢  Committee size/quorum: 3f + 1 validators; finality with 2f 4 1 votes under partial
synchrony.

e  Sortition/eligibility: VRF-based, seeded by the previous block hash; leaders/validators
attach a VRF proof, which peers verify.

*  Proposal content: ordered update digests and (hglob/ param_id, uriglob) (ciphertexts
stay off-ledger).

e  Validator check: re-derive g, locally from cached inputs; accept only matching
proposals.

*  Ledger record: block header hdr,, quorum certificate cert,, TXAgg,, and {TX;,};
ciphertexts referenced via uri.

4.5. PES and SES Round Procedures

Algorithms 1 and 2 summarize per-round logic.

Algorithm 1 PES round procedure 7 (round 7).

Input: Round r; encrypted global model Enc(W,_;); CKKS keys; ECDSA key (sk;, pk;);
local dataset D;

Output: Signed update package U; sent to SES

Retrieve Enc(W,_1) and decrypt (if authorized) to obtain W,_;
Train on D; to produce Wi(r) and weight n;

C") « CKKS.Enc(pkckks, W)

hi SHA-256(Seria|ize(C§r)))

M; < (r,i,param_id, n;, h;)

0; < ECDSA Signg, (H(M;))

U; < {M;,03,C"'} (or URI variant)

Send U; to an SES; await next-round trigger
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Algorithm 2 SES round processing and CKKS-aware committee consensus in round r.

Input: Round r; SES overlay; received update packages {U;}; previous block hash B,_4
Output: Finalized block B, exposing Enc(W,) reference

1: Phase 1: Pre-Validation (P2P Broadcast)

2: for each local U; = (M;, 03, Cl-(r)) from the colocated PES do
3: Verity o; with pk;

& I+ SHA-256(Serialize(C\")))

5: if h} # h; in M; then

6 discard U;

7 else

8 cache Ci(r) (or URI)

9 broadcast (M;, 0;, h;, uri;) to all peer SES

10: for each (M;, 0j, h;, uri;) received via the P2P overlay do
11: obtain C i(r) (directly or by fetching uri;)

12 Verify 0; with pk;; recompute 1} and check h} = h;

13: if valid then

14: cache update
15: else
16: discard

17: Phase 2: Local Homomorphic Aggregation
18: Coum 4 Licp, i - Cl.(r)
19: Enc(W;) « (1/ Yiep, ni) - Csum

20: hgjop +— SHA-256(Serialize(Enc(W;)))

21: Phase 3: Leader & Committee Election

22: (leader, C;) < Algorand-style selection(B,_1,)

23: Phase 4: Proposal (Leader)

24: if this SES is leader then

25: Build TXAgg, = {7‘, param_id, hglob/ urigob, Uleader}

26: Build each TX; , from (M;, 0;)

27: Order transactions; tx_digest <— Digest(TXAgg, || {TX;,})
28: hdr, < (r,prev_hash, tx_digest)

29: Broadcast PROPOSAL (hdr,, TXAgg,, {TXirr},hglob) to C,

30: Phase 5: Committee Validation & Certificate
31: for each validator j € C; on PROPOSAL receipt do

32: Recompute Ay, and check metadata/signature consistency
33: if valid then
34: send VOTE _ACCEPT(r, 0;)

35: if leader collects a quorum (2f 4+ 1 of 3f + 1) then
36: cert, < AggregateSigs({c;}); broadcast FINAL(r, cert,)

37: On valid FINAL, append B, and expose the Enc(W;) reference

5. Security Analysis

We analyze the scheme’s privacy and security properties. We first state the adversarial
model, then argue each guarantee.
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5.1. Threat Model

*  PES (honest-but-curious): A Proximal Edge Server follows the protocol but attempts
to infer information about other domains’ traffic from what it can observe.

e SES (Byzantine): In any round, at most f of the 3f 4+ 1 validators may behave
arbitrarily—dropping, delaying, equivocating, or forging messages.

e Adversarial goals: (i) extract private traffic features; (ii) alter model updates or ledger
history; (iii) halt global-model progress.

Model Poisoning and Mitigations (Design Options)

While SES nodes never see plaintext updates, adversarial PES could attempt model
poisoning (e.g., sign-flip or backdoor). Our design accommodates two low-overhead
deployment options: (i) committee-side robust aggregation (trimmed mean or coordinate
median) to reduce outlier influence, and (ii) a simple magnitude gate on the aggregate
(f2-norm check against a rolling reference) applied prior to dissemination. These options
do not require per-client plaintext visibility, are compatible with our pipeline, and add
negligible overhead relative to homomorphic aggregation.

5.2. Privacy Guarantees

1. Confidential updates at the aggregation tier. Each PES encrypts its local model Wi(r)

into Ci(r) using CKKS with parameters sized for at least 128-bit classical security
according to the Homomorphic Encryption Standard [27]. CKKS (instantiated over
RLWE) provides semantic security against chosen-plaintext attacks (IND-CPA), so
SES peers observing only ciphertexts and hashes cannot distinguish encryptions of
equal-length plaintexts except with negligible advantage.

2. Dataset secrecy vs. global-model exposure. Raw traffic never leaves a PES, and
SES nodes observe only CKKS ciphertexts plus signed metadata. After aggregation,
the released model W, reflects a mixture of many local updates and is therefore less
directly attributable to any single PES (especially when each round includes a sufficient
number of participants).

3. Residual inference exposure at the global model. While SES observes only cipher-
texts, a decrypted global model W, (available to PES within their domains) remains
subject to the standard FL risk of membership/property inference. Our design sup-
ports operational controls that can be enabled by deployment policy: (a) a mini-
mum participant threshold per round to dilute any single contribution; (b) reduced
model-release cadence (e.g., every k rounds) to limit across-round differencing; and
(c) an optional aggregate-level-DP noise addition before decryption when required.
These options are compatible with the encrypted aggregation path and do not change
CKKS/consensus logic.

5.3. Integrity and Availability Guarantees

1. Authenticity and integrity of submissions. Each metadata tuple M; = (r, i, param_id, n;, h;)
is signed as 0; = Signy (H(M;)). Validators recompute h = SHA—256(Serialize(Ci(r>))
and check /] = h;. Thus, any bit-level change to M; invalidates ¢;, and any change to the
ciphertext is detected via the hash-consistency check.

2. Round consistency. Validators independently recompute gop; a block is accepted only
when atleast2f +1 of 3f + 1 votes coincide (Algorand BA*). Consequently, each round
yields a single, globally agreed digest (and associated encrypted model reference).

3. Byzantine resilience. With n = 3f + 1 validators, BA* preserves safety against any f
faulty SES and guarantees liveness once partial synchrony holds.
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4. Auditability and non-repudiation. Every block records (r,tx_digest, hglob) plus a
quorum certificate, enabling post-hoc attribution of each ciphertext to its signed origin.

5.3.1. Ledger Sustainability

The design records only compact metadata on-chain (block header, quorum certificate,
aggregate digest, and per-update digests/URIs), while ciphertexts remain off-chain. The
per-round on-chain footprint is the sum of those items for that round, and total storage
grows linearly with the number of rounds. Operators can bound long-term growth by
retaining only the most recent set of rounds together with periodic checkpoints; this yields
effectively linear growth in the chosen retention window while preserving auditability via
the certificate chain. Off-chain payloads remain addressable by their uri references.

5.3.2. Sybil Resilience

To reduce the risk of committee capture by many collocated identities, SES registration
uses PKI-backed admission; per-round VRF sortition enforces eligibility caps/rate limiting;
and, where applicable, a stake-weighted variant further lowers capture probability. These
controls complement the 3f +1/2f 4+ 1 BFT guarantees and do not require per-client
plaintext visibility.

5.3.3. Summary

Under standard hardness assumptions for CKKS and ECDSA and the safety-liveness
guarantees of Algorand BA*, the framework provides confidentiality of model updates at
the aggregation tier, origin authentication and tamper evidence, ledger-backed auditability,
and Byzantine-fault-tolerant finalization—without relying on a central trusted server.

6. Performance Evaluation

6.1. Implementation Environment
6.1.1. Hardware and Base System

All experiments were executed on a Google Compute Engine virtual machine (Google
LLC, Mountain View, CA, USA; region us-centrall) configured with 24 vCPUs and 192 GB
RAM, running Ubuntu 24.04 LTS (Canonical Group Limited, London, UK).

6.1.2. Federated Learning Stack (PES Client and SES/Server)

Our experiments rely on Flower [32] (version 1.5.0, Python 3.12.3) and PYTORCH [33]
(version 2.7.1 + cul26). At start-up, the simulation controller spawns one Supplementary
Edge Server (SES) process per client. Each SES communicates with its colocated Proximal
Edge Server (PES) via Flower’s gRPC channel and exchanges CKKS-encrypted updates
with peer SES nodes over a lightweight Flask/HTTP endpoint.

6.1.3. Homomorphic-Encryption Configuration

We employ CKKS via TenSEAL [28]. To study the accuracy—overhead trade-off, two
alternative parameter profiles are evaluated—only one is active in any given run:

e Heavy key N = 8192, [60,40,40,60], A = 2%.
e Lighter key N = 4096, [30,20,20,30], A = 2%,

A single public key pkckks is broadcast at initialization; the corresponding secret key never
leaves PES administrative domains, so SES nodes operate exclusively on ciphertexts. Here N is
the polynomial-modulus degree and A the CKKS scale factor, following Cheon et al. [25]. The
heavy and light profiles expose a controllable security—precision—payload trade-off (Table 5).
In our prototype, we encrypt the final fully connected layer; current TenSEAL /Protobuf limits
prevent serializing the entire network into a single 8192-slot ciphertext (Section 8.7).
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6.1.4. Algorand Consensus Layer (Measurement Harness vs. Production)

Measurement harness. In our 8 SES/8 PES deployment (one PES per SES) with CKKS
enabled and P2P SES-to-SES aggregation, we used a private Algorand Sandbox [34] purely
as a latency-only commit path. The validator set was fixed at n = 3 (thus f = 0); the SES
nodes act as external clients. At the end of each round, they compute Enc(W,), re-derive
hglob, and submit (7, gigh, urigley) in the note field of a zero-amount self-transaction via the
Algorand Python SDK. Per-round consensus finality was consistently RTT-bounded and
small, as reported in Section 7.3. This harness isolates the ledger-commit path and is not
presented as fault-tolerant nor as a model of churn or adversaries.

Production protocol. In deployment, validator roles rotate among SES via VRF-based
sortition seeded by the previous block hash, with a committee of size n = 3f + 1 and finality
at 2f + 1 votes (see Section 4 for protocol integration and Section 5 for safety/liveness
assumptions). Only compact digests/URIs and hgp, are recorded on-chain—ciphertexts
remain off-ledger. As shown in Section 7.3, the consensus tail is RT'T-bounded (a few
milliseconds, ~6.9 ms) and negligible relative to homomorphic aggregation.

6.2. Dataset Configuration for Unsupervised Learning
6.2.1. Dataset Overview

We employ the N-BaloT dataset as our sole source of IoT traffic and attack traces. N-
BaloT contains packet-flow statistics (115 features) from nine commercial IoT devices, each
recorded under benign operation and under Mirai or BASHLITE botnet attacks. Because
the traces are grouped by device, the dataset naturally yields a non-IID, device-level
partitioning that mirrors a federated setting: in our simulation, K PES nodes each receive
the benign traffic of exactly one device for training and threshold calibration, while one
device is held out entirely to test cross-client generalization. This arrangement reflects the
privacy and trust constraints expected in MEC-based IoT networks and provides a realistic
benchmark for unsupervised, federated anomaly detection.

6.2.2. Initial Splitting

For each PES node k € [K], the available benign traffic data is chronologically split
into three disjoint subsets:

o Test set: 20% of the benign samples, reserved for evaluation on known devices;
¢ Unused buffer: 1% of the samples, excluded to prevent potential data leakage;
¢  Train pool: the remaining 79%, used for training and threshold estimation.

6.2.3. Train/ Threshold Division and Resampling

The train pool is further divided evenly into
* A training set D,?ain (39.5%);
e A threshold-selection set Dghr (39.5%).
Each PES node’s training set consists solely of benign traffic. To control for sample-size
effects, we fix the number of benign training samples per PES to 10,000 via upsampling
or downsampling, performed only after the train/validation/test split to avoid leakage.
Normalization is applied per PES using min—-max scaling.

6.2.4. Test Dataset Rebalancing

For evaluation, each test set is rebalanced to 50% benign and 50% attack according
to benign_prop_resample and p_test_resample. This is applied uniformly across all PES
nodes and the unseen device. We use a single rebalanced scenario throughout.
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6.2.5. Data Normalization

All input samples are normalized using min-max feature scaling, defined as x’ = ﬁ
This operation is performed element-wise across the 115-dimensional feature vectors. The
normalization parameters Xpin and xmax are computed independently for each PES node using
its local training data only, ensuring no leakage from the threshold-selection or test sets. These
values are fixed prior to training and are embedded within each PES node’s model through a
normalization wrapper. To maintain numerical stability, the denominator is clamped with a

small constant (¢ = 10~°) to prevent division by near-zero values.

6.3. Model Architecture and Training

We adopt an unsupervised anomaly-detection approach based on a shallow autoen-
coder, following prior results on N-BaloT [14]. The encoder has one hidden layer with
29 ELU units, and the decoder reconstructs the 115 -dimensional input. The network is
trained only on benign samples by minimizing mean-squared reconstruction error (MSE).
A normalization wrapper precedes the encoder to apply per-feature min—max scaling; the
scaling parameters are computed locally on each PES from its own training data to preserve
privacy and reflect client heterogeneity.

Federated schedule. In each round, clients train locally for multiple epochs.

Aggregation. Each SES node performs aggregation using Flower’s Fed Avg strategy.

Detection threshold. Each PES computes a local threshold 7; as the 95 percentile of
reconstruction errors on its benign validation split. The SES (leader) averages {;} to obtain
the global threshold 7g0p; the result is validated by a committee, recorded on the ledger,
and shared with all PES each round to ensure consistent anomaly classification.

Implementation note. In our prototype, we encrypt only the final fully connected layer
due to current TenSEAL /serialization limits (see Sections 6.1 and 8.7); the framework itself
supports full-model encryption.

6.4. Experimental Setup and Evaluation Metrics

Because the model was trained solely in an unsupervised anomaly detection setting
using only benign traffic, the learned representations are not influenced by the presence or
proportion of attack data. As the model’s performance is inherently independent of class
balance, we focus our evaluation on the True Positive Rate (TPR) and True Negative Rate
(TNR). Accuracy is intentionally omitted, as it can be misleading in imbalanced settings
and does not reliably capture the model’s sensitivity to anomalies.

The following metrics are used in our evaluation:

e TP (True Positives): Correctly identified attack samples.

* TN (True Negatives): Correctly identified benign samples.

e  FP (False Positives): Benign samples incorrectly classified as attacks.
*  EN (False Negatives): Attack samples incorrectly classified as benign.
e True Positive Rate (TPR):

TP

TPR = ———
TP+ FN

(2)

*  True Negative Rate (TNR):

TN

TNR = ——
TN+ FP

)
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Federated Partitioning and Run Schedule

We employ a leave-one-device-out protocol: the nine N-BaloT devices are split into
K = 8 training clients (one device per PES node), while the remaining device is kept
completely unseen for testing. Cycling through all nine possible train/test splits yields
nine federations. Each federation is trained for T = 30 global rounds; within a round, every
client runs 120 local epochs on an auto-encoder optimized by Stochastic Gradient Descent
(SGD) with learning rate Ir = 1.0 and batch size 64. L2 regularization is tuned over the
grid A € {0, 107*}. Hyper-parameters were selected via fine-tuning to balance model
performance and training efficiency. The whole procedure is repeated five times, and we
report the mean of TPR and TNR across those repetitions.

6.5. Baselines

We compare our framework against three key baselines selected for their relevance to
IoT malware detection and federated learning:

. Classical FL-IMD (Centralized, No Privacy): This is our direct ablation baseline,
mirroring our framework’s dataset, model, and training strategy but using a standard
centralized aggregator without any cryptographic protections (HE or signatures).
It serves to isolate and quantify the performance impact of our privacy-preserving,
decentralized design.

* Rey et al. [14]: A state-of-the-art centralized FL framework for IoT security. Their
“Multi-epoch aggregation” approach uses a central coordinator and simple equal-weight
averaging. This baseline represents a high-performing but non-private alternative.

*  Asiri et al. [18]: Our prior centralized FL framework that integrates HE and ECDSA
to improve privacy and reliability. The original implementation used supervised
classification; for a fair comparison here, we adapt RPFL to the same unsupervised
autoencoder as our method. This baseline isolates the benefits of moving from a
centralized private design to our fully decentralized approach.

7. Results
7.1. Detection Performance on Known Devices

We evaluated our framework through two comparisons: first, quantifying the impact
of our security mechanisms on detection performance, then benchmarking against state-of-
the-art approaches.

7.1.1. Impact of Security Mechanisms: Baseline Comparison

To isolate the effect of cryptographic protection on detection performance, we com-
pared our framework against classical FL-IMD without security features; the results are
summarized in Table 3.

Table 3. Known-device performance: impact of security mechanisms. Heavy-key CKKS preserves
TPR; TNR differs by 0.20 percentage points vs. plaintext.

Method TPR TNR ATNR (pp)
Classical FL-IMD (Baseline) 0.999 (99.9%) 0.932 (93.2%) —
Ours (Heavy-Key HE) 0.999 (99.9%) 0.930 (93.0%) —0.20

Both approaches, as shown in Table 3, achieved an identical TPR of 0.999, indicating
that attack detection capability remains unaffected by our security additions. The TNR
decreased marginally from 0.932 to 0.930, which we attribute to computational noise intro-
duced during homomorphic aggregation. This translates to approximately two additional
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false positives per 1000 benign samples, a reasonable trade-off considering the security
benefits gained.

7.1.2. Competitive Analysis: State-of-the-Art Comparison

We then compared our framework with Rey et al.’s established FL-IMD approach to
assess competitive performance; the comparison is summarized in Table 4.

Table 4. Comparison with state-of-the-art FL-IMD.

Method TPR TNR  Architecture Privacy Authentication Decentralized
Rey et al. [14] 0999 0.948  Centralized X X X
Asiri et al. [18] 0999 0.930 Centralized v v X
Ours (Heavy-Key HE) 0.999 0930 Two-tier MEC v v 4

Rey et al. [14] report a TNR of 0.948, exceeding ours by 1.8 percentage points. Two as-
pects of their setup differ from ours: (i) they aggregate in plaintext with equal client weights
(no sample-size weighting), which in heterogeneous settings can prevent large clients from
dominating; and (ii) they avoid homomorphic encryption and ledger commitments, thereby
avoiding HE-related numeric constraints and the compute/latency overheads of HE and
the ledger. In contrast, their design presumes a trusted centralized server—a premise that
may be unrealistic in multi-access edge computing (MEC) deployments.

Asiri et al. [18] matched our framework’s performance and included verifiability
features, but its reliance on a centralized server introduces a single point of failure and
limits its resilience in decentralized or trustless MEC scenarios.

Our framework exchanges this performance margin for three essential security prop-
erties. The homomorphic encryption preserves model privacy even from aggregating
servers, while the integrity layer (hash and signing) enables update verification without
data exposure. Additionally, the decentralized aggregation eliminates single points of
failure, ensuring system resilience against node compromise or failure.

In practice, edge computing environments face various security threats, from compro-
mised nodes to adversarial data injection. While Rey et al.’s approach excels in controlled
settings, our framework provides the security guarantees necessary for deployment in
these challenging real-world conditions. The 1.8% TNR difference represents an acceptable
trade-off for organizations requiring verifiable and privacy-preserving federated learning
at the MEC networks.

7.1.3. Model Performance: Lighter-Key vs. Heavy-Key HE (Known-Device)

Comparing lighter-key and heavy-key HE configurations reveals clear differences, as
summarized in Table 5. While both preserve attack detection (TPR ~ 0.999), specificity
diverges: heavy-key HE achieves TNR = 0.930, whereas lighter-key HE yields TNR = 0.882
(a 4.8 pp gap, about 48 additional false alarms per 1000 benign samples with lighter
keys). This stems from parameter-set-dependent numerical precision in CKKS: the larger
polynomial degree and modulus in the heavy-key profile better preserve the fine-grained
reconstruction errors that drive autoencoder thresholds, whereas the lighter-key profile
introduces more noise, primarily hurting specificity.
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Table 5. Known-device performance under CKKS profiles. Heavy keys preserve TPR and near-plaintext
TNR; light keys preserve TPR with ~3.5 pp lower TNR and ~71% smaller payload (see Table 7).

Configuration TPR TNR
Lighter-key HE 0.999 0.882
Heavy-key HE 0.999 0.930

Authors: Confirmed—please keep bold table headers only. Captions and body values
should be in regular font. Apply the same setting to all tables (“same below”).

7.2. Impact of Security Mechanisms on Unseen Devices

Cross-device generalization (LODO). To assess generalizability without adding new
corpora, we adopt a leave-one-device-out protocol across all nine N-BaloT devices: eight
devices participate as clients (PES), while the ninth is held out entirely for testing; we repeat
this for all nine folds. Across folds, the heavy CKKS profile preserves TPR at 0.999 and
changes TNR by only ~0.20 pp relative to plaintext, whereas the light profile preserves
TPR and trades ~3.5pp TNR for ~71% smaller payloads (Table 6). This experiment
quantifies how homomorphic encryption (HE) influences detection quality when the model
is confronted with a device never observed during training. For every one of the nine
IoT devices in N-BaloT we trained on the remaining eight and evaluated on the held-out
device, yielding one run per fold (nine runs in total). All hyperparameters mirror the
known-device study; only the security layer changes.

Table 6. Cross-device (leave-one-device-out) performance under CKKS profiles. TPR remains 0.999;
heavy CKKS TNR is —0.20 percentage points vs. plaintext; light CKKS TNR is —3.50 percentage
points with ~ 71% smaller payload (see Table 6).

Method TPR © TNR © ATNR (pp)
Classical FL-IMD (baseline) 0.999 0.908 —
Ours (Heavy-Key HE) 0.999 0.906 —0.20
Ours (Lighter-Key HE) 0.999 0.873 —3.50

As summarized in Table 6, homomorphic encryption leaves attack sensitivity intact
(all schemes attain TPR = 0.999) while affecting specificity only modestly. Heavy-key
HE lowers TNR by a negligible 0.20 pp (approximately 2 extra false alarms per 1000
benign samples). The lighter-key configuration sacrifices an additional 3.5pp of TNR
but cuts ciphertext size by roughly 71%, reducing transmission time accordingly (Table 7,
Figure 4). Overall, strong-key HE provides privacy and auditability with virtually no loss
in operational accuracy.

For context, Rey et al. [14] report a TNR of 0.926 on unseen devices with their multi-
epoch averaging approach, slightly higher than our plaintext baseline but provided without
any privacy guarantees. Their method experiences a 2.2 pp drop from known to unseen
devices (0.948 — 0.926), whereas our scheme with heavy-key HE maintains more consistent
performance across device types. This suggests that properly parameterized encryption
may even help regularize the model against over-fitting to the training devices.

Because benign traffic patterns are highly device-specific, a federation trained on eight
devices inevitably treats some legitimate flows from a ninth, unseen device as mild anoma-
lies; hence, a small but expected TNR drop. Attack detection (TPR) remains unaffected
because malicious traffic is much more homogeneous across devices.
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Figure 4. Encryption and decryption time overhead for different HE key sizes, highlighting the
computational asymmetry.

7.3. Computational and Communication Overhead

Beyond detection accuracy, we evaluated the practical costs introduced by our frame-
work’s cryptographic and consensus mechanisms, focusing on computation at both the
client and aggregator tiers, as well as communication payload.

7.3.1. Client-Side (PES) Computational Cost

At the client side, the primary overheads stem from local training and the crypto-
graphic operations required for each update. Figure 5 breaks down the average runtime for
a PES node. Local model training is the most time-consuming task, at approximately 7.17 s.
This is followed by the CKKS encryption of the model update, which takes 3.14 s with the
lighter-key profile. The integrity layer (hashing and ECDSA signing) adds a modest 0.744 s,
while decryption of the global model is negligible at 0.09 s. In total, the security mechanisms
add about 3.98 s per round, demonstrating that while the overhead is significant, it remains
well within practical limits for typical MEC round times.

Figure 4 further details the pronounced asymmetry in CKKS operations. With the heavy-
key profile, encryption takes 5.82 s, while decryption takes only 0.21s (a 27.6x gap). This
disparity is inherent to CKKS’s design, where encryption involves intensive polynomial
arithmetic and noise sampling. Increasing the polynomial degree from N = 4096 (lighter)
to N = 8192 (heavy) increases encryption time by 1.85x%, consistent with the O(Nlog N)
complexity of the underlying arithmetic.
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Figure 5. Average computational cost at a PES node, broken down by key operations: training,
encryption, decryption, and the integrity layer (hash + signature).

7.3.2. Aggregator-Side (SES) Computational Cost

As shown in Figure 6, SES-side CKKS aggregation time scales linearly with K; a least-
squares fit gives time (s) = 1.245 4 0.652 K (R? = 0.987), i.e., each additional client adds

about 0.65 s on our testbed.

CKKS aggregation time vs. number of PES nodes

» » U u o o
o w o wv o (31
1 1 1 1 1 1

Avg aggregation time (s)

w
(9]
1

3 4 5 6 7 8
Number of PES nodes (K)

Figure 6. CKKS aggregation time versus the number of participating clients (K). The dashed line
shows a linear fit of 1.245 + 0.652K s (R? ~ 0.987).

Figure 7 decomposes the total round time at an SES node for a round with K = 8 clients.
Homomorphic aggregation is the clear bottleneck, accounting for 6.58 s (89.8%) of the total
time. Signature and hash verification takes 0.74s (10.1%), while the Algorand committee
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consensus for finality is negligible at just 6.9 ms (<0.1%). This confirms that decentralization
adds negligible latency; round time is dictated by HE aggregation rather than consensus.

Runtime breakdown at SES per round
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Figure 7. Runtime breakdown at an SES node per round (K = 8, log scale), showing the dominance
of homomorphic aggregation.

7.3.3. Consensus Latency Model

We denote by Leons the per-round consensus latency on the fast path, by RTT the
wide-area network (WAN) round-trip time between SES peers, by tyeify the local verifi-
cation time (VRF/proof checks and quorum certificate (QC) assembly), and by Lyg the
SES-side homomorphic-aggregation time. Under these definitions, the BA* fast path is
modeled as

Leons = o - RTT + tyerify, a2,

where & ~ 2 captures the two network round trips (proposal and vote). Because only
compact digests/URIs and votes are exchanged, Lcons is bounded by WAN RTT rather than
ciphertext size and remains small compared with Lyg (Figure 7).

For the centralized vs. semi-decentralized contrast, see Section 8. Also see Table 7 for
payload magnitudes.

7.3.4. Communication Overhead

Homomorphic encryption introduces a substantial communication cost, a critical
factor in MEC environments where backhaul capacity can be a bottleneck [35,36]. As
detailed in Table 7, a plaintext model update of only 28 kB inflates to 305.7 MB with the
lighter-key HE profile and over 1 GB with the heavy-key profile.

Table 7. Per-round upload size and inflation factor relative to the 28 kB plaintext model.

Setting Payload Size Inflation Factor
Lighter-key HE 305.7 MB 1.1 x 10*
Heavy-key HE 1.06 GB 3.9 x 10*

Assuming an illustrative backhaul goodput of 100 Mbits~!, the upload time for a
single client would be approximately 25 for the lighter key and over 85 s for the heavy-key
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ciphertext. These magnitudes underscore the importance of careful HE parameter selection
and suggest that heavy-key HE may require dedicated network resources, e.g., 5G (and
future 6G) network slicing, to remain practical in production.

8. Discussion

We now interpret the results in the context of MEC deployments. We begin with
operator-oriented sizing guidance and then examine scalability—committee coordination,
the peer-to-peer overlay, and ledger growth. Next, we discuss behavior under adverse
network conditions, summarize CKKS/TenSEAL constraints with practical mitigations,
and contrast centralized, semi-decentralized, and our committee-based designs. We close
with a concise runtime deployment blueprint (Section 8.8).

8.1. Sizing Guidance (Deployment-Oriented)

Select the CKKS profile and the per-round client count K in light of available backhaul
and the latency service-level objectives (SLOs) you must meet. Figures 6 and 7 show
that aggregation scales roughly linearly with K and dominates the round budget. When
bandwidth is ample and specificity is paramount, use the heavy profile; when backhaul
is tight and a modest specificity trade-off is acceptable, opt for the lighter profile. Keep K
bounded via client sampling or clustering (Section 8.6), use the cluster-aware overlay to
localize ciphertext traffic, and tune consensus timeouts to observed RTTs.

8.2. Adversity and Fault-Path Behavior

Real deployments are rarely pristine: links flap, partitions appear, packets are lost, and
validators churn. Under such conditions, the protocol preserves safety—no two honest SES
finalize conflicting histories—provided at most f of 3f 4- 1 validators are faulty; liveness resumes
once partial synchrony returns. The symptom is delay rather than divergence: view changes
are triggered, proposals are retried, and finality can slip behind real time. Because consensus
exchanges only compact digests and votes, the added latency remains RTT-bounded (see
Figure 7); homomorphic aggregation continues to be the pacing term.

8.3. Limitations

Our empirical study focuses on N-BaloT; to mitigate single-corpus risk, we report
leave-one-device-out results across all nine devices. Broadening validation to additional
IoT corpora and deployment environments is a natural next step. Our prototype uses
a shallow autoencoder due to current CKKS/serialization constraints; the framework
accommodates higher-capacity architectures, although they imply larger ciphertexts and
higher homomorphic-encryption costs, which merit a dedicated evaluation.

8.4. Architectural Contrast: Centralized, Semi-Decentralized, Committee-Based

We contrast three deployment archetypes, each trading efficiency, resilience, and trust
in different ways. Centralized: A single-aggregator design dispenses with committee
coordination and executes one CKKS aggregation per round; however, it concentrates
trust and introduces a single point of failure—if the server is isolated by a partition,
clients behind the cut cannot progress. Semi-decentralized: Regional multi-aggregators
attenuate wide-area exposure and latency, yet trust and failure still pool within regions;
cross-region fusion reintroduces an upper-tier bottleneck. Committee-based (ours): The SES
overlay distributes decision-making across the edge: with 3f + 1 validators, safety holds for
f < n/3 Byzantine nodes. Because consensus exchanges only compact digests and votes,
its latency is RTT-bounded and payload-light; homomorphic aggregation therefore remains
the pacing term (Figure 7). In short, centralized maximizes computational efficiency
at the cost of resilience, semi-decentralized improves locality without removing single
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points of trust, and our committee design preserves low latency while eliminating the
trusted aggregator.

8.5. Dataset Diversity & Generalizability

N-BaloT is a widely used FL-IMD benchmark because it provides per-device traces
that enable natural client-wise partitioning and realistic non-IID distributions. Nevertheless,
it does not cover the full spectrum of IoT protocols, vendor stacks, or long-tailed benign be-
haviors. To probe cross-device generalization without introducing new corpora, we adopt
a leave-one-device-out (LODO) protocol across all nine devices (see Section 7.2/ Table 6):
the heavy-key CKKS profile retains TPR (0.999) with a ~ 0.20 pp TNR delta vs. plaintext,
while the light-key profile retains TPR and trades ~ 3.5 pp TNR for ~ 71% smaller pay-
loads. However, larger and more diverse IoT corpora—spanning vendors, protocols, and
deployment conditions—are needed to faithfully stress-test FL scalability in MEC settings.

8.6. Optimizing Latency and Scalability in Peer-to-Peer Aggregation

As shown in Figure 6, aggregation scales with K and dominates round time; committee
finality remains a short, RTT-bounded tail (Figure 7).

8.6.1. Scaling Properties

Committee coordination. Finality is obtained from a small, fixed committee of 3f 41
validators. Consequently, message exchange and verification cost are O(k) with k = 3f +1,
independent of the installed base N. If the per-round participant set K is kept bounded via
client sampling, the consensus contribution remains a short, RTT-bounded tail (Figure 7).

P2P overlay: A bounded-degree SES overlay caps per-node gossip load, and a
cluster-aware topology localizes heavy traffic. Partitioning n SES into k clusters reduces
potential peer exchanges from O(n?) to O(n?/k); across clusters, only compact digests and
URIs are exchanged, while bulky ciphertexts stay local.

Ledger growth: On-chain records carry only compact metadata—headers, digests,
URIs, and quorum certificates (Section 4.4)—so per-round on-chain state is O(K) and
total growth is linear in rounds. Retention can be bound with a sliding window plus
periodic checkpoints; ciphertexts remain off-ledger under a content-addressed uri with
redundancy/pinning.

8.6.2. Cluster-Aware Overlay

To curb both bandwidth and tail latency at larger scales, we envision a hierarchical,
cluster-aware deployment. PES nodes are partitioned into geographic or network-affinity
clusters of 10-20 nodes, each served by a local SES. If the SES overlay is decomposed
into k disjoint clusters of size n/k with dense intra-cluster connectivity, the potential P2P
exchanges drop from O(n?) to

k-O((n/k)*) = O(n/k),

That is, a reduction linear in k. Inter-cluster synchronization can then proceed via a light
SES—of-SES layer that exchanges only digests and URIs, keeping bulky ciphertexts local.

8.6.3. Latency Budget and Overlap

The SES round time can be written as

TSES ~ Tdissem + THE_agg + Teons,
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where dissemination and consensus are network-bound and homomorphic aggregation
is compute-bound. In practice, Tgissem OVerlaps with PES encryption and SES fetching;
Teons adds only a short tail. The dominant term is THg_agg, which in our measurements is
approximately 6.58 s.

8.7. TenSEAL in Practice: Implementation Pitfalls and Mitigations
Our encryption design is governed by three pragmatic constraints:

1. Depth. CKKS supports additions and multiplications; each non-linear activation
(ReLU, sigmoid, etc.) must be approximated by a polynomial. Such approximations
exhaust the noise budget long before a full forward-backward pass can complete at
the parameter sets we target.

2. Memory. The current TenSEAL/Protobuf stack imposes an internal buffer cap that
prevents a ciphertext from reaching the full N = 8192 slot capacity permitted by
CKKS. Even the first dense layer can exceed this library limit and raise an array-size
exception, despite ample host RAM. This restriction stems from the serializer rather
than the CKKS scheme itself.

3.  Bandwidth. A CKKS ciphertext is two to four orders of magnitude larger than the
corresponding plaintext tensor; shipping these payloads across the MEC backhaul
quickly dominates local encryption time.

To remain within all three bounds, we currently encrypt only the final fully connected
layer. Future work will explore ciphertext compression, the hierarchical SES clustering
outlined in Section 8.6, and bootstrapped CKKS variants, which promise to relax both
depth and memory pressure [37].

8.8. Edge-Side Deployment of the Trained Detection Model

We describe a post-training deployment pattern for real-time anomaly detection
in MEC-enabled IoT networks. Figure 8 illustrates the system-level data flow for this
operational phase. At runtime, only Proximal Edge Servers (PES) perform inference; the
SES overlay used during training and aggregation is not on the critical path.

The SDN controller mirrors IoT traffic to PES nodes for analysis. Each PES runs
the trained autoencoder and computes a per-flow reconstruction error; when this error
exceeds a statistically derived threshold (e.g., the 95th percentile of benign reconstruction
errors), the source device is flagged as potentially compromised. To minimize privacy
exposure, alerts reference devices pseudonymously (e.g., via privacy-preserving tokens)
and include a short expiration window, rather than exposing raw identifiers. Alerts are
submitted to a permissioned Ethereum ledger via a smart contract, creating an immutable
record and emitting events that SDN applications subscribe to. Upon receipt, the SDN
controller installs containment rules (e.g., OpenFlow drops or rate limits) without manual
intervention. This operational ledger is distinct from the training-time committee ledger
in Section 4; it is used solely for enforcement events and stores compact metadata (hash,
timestamp, policy tag), never raw packet traces or training artifacts.

The blockchain integration offers three practical benefits. First, decentralization avoids
single points of failure and enables parallel alerting across PES nodes, reducing coordina-
tion bottlenecks. Second, the append-only log provides auditability through timestamped,
tamper-evident records of detections and actions. Third, smart contracts automate alert
dissemination to SDN applications, enabling rapid, operator-free enforcement. The same
mechanism can support cross-operator threat-intelligence exchange within a shared, per-
missioned consortium network.
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Figure 8. Blockchain-enabled runtime deployment. Trained autoencoders run on PES, while a permis-
sioned Ethereum ledger and SDN applications coordinate enforcement using compact, signed alerts.

9. Conclusions and Future Work

In this work, we addressed the critical need for a secure, private, and resilient frame-
work for collaborative IoT malware detection within decentralized MEC environments.
Traditional FL systems fall short by relying on a single, trusted aggregator, which introduces
significant security and operational risks. We designed and validated a novel two-tier archi-
tecture that overcomes these limitations by uniquely integrating peer-to-peer aggregation,
homomorphic encryption for confidentiality, and a ledger-based committee for decentral-
ized, auditable finality. Our empirical evaluation on the N-BaloT dataset confirms the
framework’s practical viability, demonstrating that the system achieves excellent detection
performance (>99% TPR) with only a negligible trade-off in specificity in exchange for
robust, end-to-end privacy. The results prove that eliminating the central server is feasible
without creating a new performance bottleneck, thereby providing an effective blueprint
for deploying collaborative security services in next-generation edge networks.

Building on this foundation, future work will focus on enhancing scalability and
communication efficiency through hierarchical SES overlays and advanced ciphertext
compression. We also plan to explore next-generation cryptographic methods, such as
bootstrapped FHE and zero-knowledge proofs, to support more complex models and
develop robust defenses against adversarial attacks like model poisoning in the encrypted
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domain. A key final step—guided by the feasibility evidence and the dataset generalizabil-
ity discussion—will be to validate the framework in a physical MEC testbed and extend its
application beyond malware detection to other distributed edge-intelligence tasks.
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Appendix A. Cryptographic and Consensus Preliminaries
Appendix A.1. CKKS: Approximate Homomorphic Encryption

We adopt the Cheon-Kim-Kim-Song (CKKS) scheme for approximate arithmetic over
real/complex vectors [25,38]. Let

R = zZ[X]/ (XN +1)

be the cyclotomic ring with N a power of two. A tensor Z € CN/2 is encoded as a
plaintext polynomial m(X) € R at scale A. Encryption with public key pk = (pko, pk1) and
randomness u yields

co = pkou +Am(X) + e, (A1)
c1 = pkru+e, (A2)

where ¢y, e; are discrete-Gaussian. Additions are depth-free; multiplications consume
one level of the coefficient-modulus chain (qo, ...,q.—1) and are followed by rescaling.
Decryption with sk recovers 7(X), which decodes to Z at the target precision.

Parameter Profiles Used
We consider two profiles to expose a precision-payload trade-oft:
e Heavy key: N = 8192, modulus chain [60, 40,40, 60], A = 240,
e Lightkey: N = 4096, modulus chain [30,20,20,30], A = 2%,
We implement CKKS via TENSEAL [28] integrated into FLOWER [39] to encrypt layer
weights on-the-fly.

Appendix A.2. ECDSA: Authenticity and Integrity

We instantiate the Elliptic-Curve Digital Signature Algorithm (ECDSA) on curve P-256
(secp256r1) as specified by the NIST Digital Signature Standard, FIPS 186-5 [40]. Security
strength alignment and key-size guidance follow NIST SP 800-57 Part 1 Rev. 5 [41,42].
Hashing uses SHA-256, standardized by NIST’s FIPS PUB 180-4 [43]; to prevent nonce
reuse, ECDSA nonces are generated deterministically per RFC 6979 [29].
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Each PES i forms the metadata
M; = (r,i,param_id, n;,;),  h; = SHA-256(Serialize(C\")),

and computes the signature 0; = Signgy (H(M;)). Validators verify o; using pk; and
recompute h; from the received ciphertext to ensure tamper evidence, origin binding, and
replay protection. Only the compact metadata and digest are signed to minimize overhead
while still binding each ciphertext to its origin (see also Section 4 for the end-to-end flow).

Appendix A.3. Algorand-Style Committee Consensus

We adapt Algorand’s BA* fast path with verifiable-random-function (VRF)-based,
non-interactive sortition [30] and follow the protocol engineering guidance in the Algorand
documentation [31]. In our setting, the committee size is n = 3f 4 1 with quorum 2f +1
(Byzantine threshold f) under partial synchrony.

Per-Round Flow
The following applies for each global round r:

1. Sortition. A VRF seeded by the previous block hash elects one leader and a validator
set C, of sizen = 3f +1[30].

2. Proposal. The leader proposes (ordered digests, hgiob, param_id, uriglob) together
with its VRF proof [30,31].

3. Validation. Each validator independently recomputes fgq, from its cached inputs
and, if consistent, returns a signed VOTE _ACCEPT.

4. Finality. Upon collecting 2f + 1 valid votes, the proposal is finalized with a quorum
certificate and appended as block B, [30].

Only compact digests/URIs and the global-model hash are recorded on-chain; bulky
CKKS ciphertexts remain off-chain to respect MEC latency/bandwidth budgets while
retaining auditability (see Section 4).
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