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Abstract

Cloud computing utilization has experienced progressive expansion over the last decade,
which has raised concerns and challenges regarding efficient resource allocation and energy
efficiency. The burgeoning increase in the number of cloud computing users and their
data exacerbates the difficulty of resolving these challenges using conventional methods.
Thus, utilizing intelligent approaches is indispensable. Among the most recent intelligent
methods, artificial intelligence-based techniques have gained prominence across numerous
research domains, including cloud resource management. Through a literature review
aimed at analyzing existing studies addressing the open challenges of cloud computing, we
have identified some gaps that are presented in this paper. Moreover, this paper presents a
survey on cloud resource management solutions spanning from 2018 to 2025, with a focus
on the papers that utilized intelligent methodologies for green computing. More specifically,
this study shed light on the prevailing challenges in the field concerning methods, research
areas, metrics, tools, and datasets. Furthermore, it provides a clear classification of methods,
research areas, and metrics.

Keywords: resource management; cloud computing; artificial intelligence; green computing

1. Introduction

Today, cloud computing is recognized as a relatively new field that aims to transform
the traditional network communication architecture into a unique model. It achieves this
by leveraging other new sciences and technologies to reduce operational costs and improve
agility [1]. The rise in requests to outsource computing and utilize infrastructure resources
(such as CPU, RAM, and bandwidth), alongside advancements in virtualization technology,
has significantly propelled the progress of cloud computing [2].

There are several definitions for cloud computing, among which the American Na-
tional Institute of Standards and Technology (NIST) defines cloud computing as a model for
having pervasive, easy, and on-demand network access to a set of configurable computing
resources (such as networks, servers, storage space, applications, and services) that can be
quickly provided or released with minimal work and effort or the need for the intervention
of the service provider [3].

Cloud computing provides high scalability and relatively low cost for using heavy
computing facilities, but at the same time, the growth in demand for cloud infrastructure
has increased energy consumption in data centers. Currently, one of the most important
problems in this field is how to optimally use cloud resources in order to reduce energy
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consumption [1]. From a resource management perspective, high energy consumption, in
addition to the issue of elevated operating expenses, presents another significant complica-
tion. The substantial energy usage of data centers contributes to global warming due to the
emission of carbon dioxide and heat. The energy consumed in large data centers, housing
thousands of computing machines, is remarkably substantial. Research indicates that by
2030, approximately 3-13% of the world’s electricity will be consumed by data centers [4].

Consolidating virtual machines into fewer physical machines is one of the strategies
that service providers use to manage energy consumption by using less hardware and thus
reducing energy consumption. Among the various strategies that are adopted to increase
energy efficiency, the integration of virtual machines is one of the most effective and proven
techniques for optimal use of hardware resources and reducing energy consumption.
Basically, the topic of virtual machine integration, which is normally the functionality of
the hypervisor, is divided into three main steps: (1) workload identification: identifying
physical machines that have less than the standard workload or physical machines that have
more than the standard workload; (2) choosing virtual machines: choosing suitable virtual
machines for integration/migration; and (3) deployment of virtual machines: finding
suitable physical machines to deploy virtual machines [5]. The optimal use of resources is
not limited to the layer of physical machines, as resource management in cloud computing
for online users is another case that can be optimized; in this space, the allocation of each
parameter, such as CPU, storage, memory, and bandwidth, should be managed based on
requests from users [1].

In cloud computing, the calculations related to the allocation and scheduling of re-
sources due to the wide solution space and heterogeneous resources are in the category
of NP-Hard problems, and to solve these problems, innovative, meta-heuristic, and artifi-
cial intelligence (Al)-based methods (machine learning, deep learning, etc.) are used [6].
NP-Hard indicates that no polynomial-time algorithm is known for solving the problem
optimally in the general case, so practical solutions rely on heuristics, approximations,
or metaheuristics. Nowadays, artificial intelligence has permeated numerous scientific
disciplines owing to its high computing power and promising outcomes. Bibliographic
analyses reveal a significant increase in the utilization of various Al methods in the realm
of cloud resource management.

Based on reviews conducted on literature over the last six years, a limited number of
review studies specifically addressing the utilization of Al algorithms in cloud computing
were identified. None of these papers comprehensively provided a classification for studies
conducted in cloud computing utilizing Al methods and focusing on green computing.
Also, their review period does not cover the entire span from 2018 to 2025. In this paper,
driven by the goal of reducing energy consumption through the proliferation of intelligent
methods and addressing related challenges, the literature is reviewed in order to address
the following questions:

(RQ1) What are the focusing areas of research in the field of intelligent green comput-
ing? What is their classification?

(RQ2) What is the classification of methods used to optimize energy consumption in
the field of intelligent green computing?

(RQ3) What is the classification of metrics used to measure and evaluate the efficiency
of solutions in the field of intelligent green computing?

(RQ4) Which tools and datasets are used in the field of intelligent green computing for
performance evaluation?

(RQ5) What are the challenges that can be addressed as future research directions in
the field of intelligent green computing?
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The remainder of the paper is organized as follows: First, a review of related review
or survey papers is provided. Subsequently, the research methodology employed in this
paper is elucidated. The main body of the review encompasses research areas, methods,
metrics, tools, and datasets. Finally, Sections 6 and 7 comprise a discussion and conclusion.

2. Related Work

In this paper, we have reviewed about 113 papers, some of which are review/survey
papers from different aspects of green cloud computing [1-113]. Here, we will investigate
some related ones.

Khan and colleagues [7] have investigated the methods of cloud resource management
based on machine learning, considering the three layers of laaS, PaaS, and SaaS. The main
goal in this review is to identify the weak points of the methods, the datasets used, and also
how the methods work. In this category, machine learning methods are divided into four
main categories, including supervised, unsupervised, semi-supervised, and reinforcement
learning methods. Parameters used as optimization components are described, but a
specific taxonomy and classification for these parameters is not provided.

Nayeri and colleagues [8] have focused on fog computing. Their main objectives
include classification of machine learning methods, evolutionary methods, and hybrid
methods in the field of fog computing. In addition to their main goals, the performance
metrics that were considered in the optimization methods were also examined. Moreover,
the separation of sections in this paper is based on these performance metrics.

Goodarzy and colleagues [9] have separated and reviewed papers based on machine
learning methods used to optimize cloud resource management in three general categories:
supervised, unsupervised, and reinforcement learning methods. In this paper, for the
review of each paper, the methods are explored, as well as other items, including the
dataset used as input, the parameters examined from the cloud environment, the outputs,
and also the objective functions.

Among the review papers that have covered the topic of unsupervised methods based
on machine learning, we can mention the work of Stanley et al. [10], which has separated
data centers in the field of cloud computing into two general categories of dynamic and
static energy management. In the first category, the clustering methods, and in the second
category, the machine learning methods are examined. All the above methods have been
checked with CPU, RAM, and disk resources. The research conducted has a narrative
aspect; none of the above three categories has been investigated in depth, and no tree or
classification table is provided.

Victoria and colleagues [11] have reviewed the machine learning algorithms used
in cloud computing from the four aspects of resource provision, resource scheduling,
resource allocation, and energy efficiency. In each of the mentioned aspects, the prediction
method, the evaluation index, the performance of each method, and the utilized dataset
are considered.

Imran and colleagues [12] have investigated the artificial intelligence methods used in
this field, emphasizing the migration methods of virtual machines. The metrics analyzed
in this paper include workload balance, energy efficiency, service level agreement violation,
and network efficiency. The artificial intelligence methods reviewed in this paper have
been analyzed separately for four main types of migration based on the optimized index.
In addition, in this paper, artificial intelligence methods are not categorized separately, but
the types of artificial intelligence methods are analyzed to increase productivity in the four
types of migration.

Khallouli and colleagues [13] have addressed the issue of scheduling and resource
allocation in cloud space in a clustered manner. In this paper, a wide range of cluster
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scheduling solutions at three levels of IaaS, PaaS, and SaaS, and from two aspects of
scheduling structure, scheduling goals, and methods are examined.

In the systematic review of the paper by Djigal et al. [14], many papers are reviewed
on the topic of using machine learning and deep learning methods in cloud resource
management. This paper has focused on edge computing with multiple accesses. The
aforementioned methods are deeply investigated in this paper in three main categories of
task offloading, task scheduling, and allocation of connected resources. Also, all machine
learning and deep learning methods are categorized in terms of advantages, disadvantages,
and use cases in cloud resource allocation.

Masdari and colleagues [15] have categorized the load forecasting methods in cloud
computing and explained the challenges of load forecasting. In these categories, the
methods based on machine learning are divided into three main categories: regression-
based methods, classification algorithm-based methods, and hybrid methods.

Aqib and colleagues [16] have investigated the application of machine learning in
cloud computing. In this paper, fog computing and machine learning are fully explained.
The issues covered in this paper include different applications of machine learning in fog
computing, performance evaluation metrics, the best results obtained in each category of
machine learning model in fog computing, and challenges.

Singh and Tanwar [17] have reviewed papers in the field of cloud resource management
between 2011 and 2020. The main focus of this research is on identifying new research op-
portunities in the field of green management of cloud resources or green computing. All the
methods used in the literature are considered by the researchers and are not specifically fo-
cused on a group of methods. Other items reviewed include performance metrics, limitations
and challenges, and tools. Bachiega and colleagues [18] have investigated resource manage-
ment techniques in edge computing environments. The disciplines investigated in this paper
include analysis of resource management steps, metrics, resource management techniques,
architectures, virtualization techniques, and case studies in the field of fog computing.

Alsharif et al. have investigated research on techniques and recent advances in energy-
efficient fog computing [96]. The authors in [103] have performed a systematic review of
green-aware management techniques for sustainable data centers. Zhang et al. in [107]
have performed a systematic review on zero-carbon development in cloud data centers
using waste heat recovery technology.

In summary, examining review papers in the field of intelligent cloud resource man-
agement reveals some gaps in present studies pertaining to the utilization of intelligent
methods within this domain, which are described in the next sections. Table 1 shows the
comparison of this review study and related review papers. The features that are used to
compare review papers are as follows:

e  Research Sectioning: Have the authors explained the different sections of research
focus that can be found in this field of research?

e  Green Computing: Have the authors focused on the matter of energy efficiency when
searching papers?

o  Tools: Have the authors clearly mentioned the tools that are used in papers?

o Datasets: Have the authors explained the datasets that are used in papers?

e  Performance Metrics: Have the authors mentioned the performance metrics that are
used in papers?

e  Context: What is the context and scope of papers that have been reviewed? (Possible
options are cloud computing, fog computing, edge computing, etc.)

e  Methods: What are the methods that have been used in the papers that have been
covered in the scope of the reviewed papers?

e  Period: Which period does the review paper cover?
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Table 1. Comparison of this study and related papers.

o0 g

g é‘) £
. s : 3 B oz 3 3% 3 2 3
s £ £z S & % i : i 5

S = A E o = &

LA :
1 [7] 2021 v oV Cloud Computing Machine learning ! up to 2020
2 [8] 2021 Vv Fog and Edge Computing Deep learning ? and meta-heuristic algorithms 2017-2020
3 [9] 2020 Vv Cloud Computing Machine learning up to 2019
4 [10] 2021 Vv Vv Cloud Computing Machine learning, meta-heuristics, and deep learning up to 2020
5 [11] 2021 v Y Cloud Computing Machine learning and deep learning 2009-2019
6 [12] 2022 vV Issues of Live Virtual Machine Techniques - -
7 [13] 2022 Vv Cluster Scheduling Problem (Cloud Computing) Machine learning up to 2020
8 [14] 2022 / v oV Edge Computing Machine learning and deep learning up to 2022
9 [15] 2020 v vV Cloud Computing (Workload Forecasting) Machine learning and deep learning up to 2019
10 [16] 2022 / Vv Fog Computing Machine learning up to 2021
1 [17] 2022 vV vV Cloud Computing Various resource allocation approaches up to 2020
12 18] 203 V Fog Computing Virt“ahzaﬁor‘hﬁitlg‘i’:gs'r‘fﬁfﬁﬁ‘igiﬁi;ﬁm methods, 50122022
13 [9%6] 2025 V4 Fog Computing Various optimization methods up to 2025
14 [103] 2024 Vv Cloud computing Various optimization heuristics up to 2024
15 [107] 2025 / Vv Cloud computing Various optimization methods, machine learning up to 2025

This . Machinfe learning, c‘leep learning, rein.forcement

16 Study 2025 VN VWV Cloud computing learning, deep reinforcement learning, and 2018-2025

meta-heuristics

1 In this research, the term machine learning is used to represent more classical Al methods, such as decision trees, random forests, regression, SVM, etc. 2 In this research, the term deep
learning is used to represent deep neural networks like CNN, RNN, LSTM, etc.
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3. Research Methodology

In the paper selection section, the keywords “Resource management” and “Cloud
computing” were chosen as the foundation for the search. Papers were retrieved from
the Scopus database, with a publication date restricted to 2018-2023. Subsequently, to
narrow down the selection to papers focusing on the utilization of intelligent methods,
those containing at least one of the keywords “Machine learning,” “Deep learning,” “Ar-
tificial Intelligence,” “Learning algorithms,” or “Green computing” were extracted. The
inclusion of the keyword “Green computing” stems from the research’s emphasis on energy
consumption reduction.

However, since initially focusing solely on this keyword during the search stage
limited the results and excluded other applications of intelligent methods, it was combined
with the keywords from the second series using the “or” condition. In the final step, to
leverage the expertise of researchers more actively engaged in this domain, the results were
further restricted to papers authored by individuals with a minimum of two publications
in this field. Ultimately, 396 papers were extracted. In order to avoid any probable errors
encountered during the search for papers in scientific databases, mainly to withdraw papers
from non-cloud fields and those not primarily focusing on intelligent methods, the abstracts
of 396 papers were scrutinized. Subsequently, a total of 74 papers—comprising 62 research
papers and 12 review papers—were selected.

To conduct this study, a literature review was carried out. Scientific articles and
industrial reports were extracted and reviewed from reputable databases such as IEEE
Xplore, Springer, ScienceDirect, MDPI, and other publishers. The selected articles were
chosen based on the following criteria:

- Focus on emerging green and intelligent resource allocation/scheduling in cloud computing.
- Contain practical and empirical analyses related to green and intelligent resource
allocation/scheduling in cloud computing.

A PRISMA illustration of the research methodology is shown in Figure 1.

Search based on:

1) Keywords: Resource management, Cloud computing, Machine
= learning, Deep learning, Artificial Intelligence, Learning-
.g algorithms, Green computing.
< 2) Year 2018-2025. English language only.
‘:g 3)  Authors with at least two publications (to limit results).
) v
(7]
=

Initial search results (396) . No duplicate cause of

single database of Scopus

A Abstract scrutinized based
'qE) Results under scrutiny on focus area:
o (396) 1) Intelligent methods.
o 2) Cloud environment.
= Articles reviewed in study,
‘@ 62 research paper
S A
= 12 review paper
= (74)

Figure 1. PRISMA chart of research methodology.
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Table 2 depicts the conferences and journals from which the selected papers were
chosen, with their frequencies and quartiles. Also, Figure 2 provides statistics regarding
the number of journals and papers in each quartile. The quartiles of journals are derived
from the Scimago website (www.scimagojr.com (accessed on 22 January 2026)), where Q1+
journals have an SJR score exceeding 4, and Q1++ journals have an SJR (SCImago Journal
& Country Rank) score surpassing 10. This differentiation is employed to depict the quality
of journals more clearly and is not an official classification.

Table 2. Details of reference journals.

Row Journal Frequency Quartile
1 Various Conferences 16 -
2 IEEE Internet of Things Journal 5 Q1+
3 IEEE Access 5 Q1
4 Concurrency and Computation: Practice and Experience 4 Q3
5 Wireless Personal Communications 3 Q2
6 Journal of Network and Computer Applications 2 Q1
7  MDPI energies 2 Q1
8 The Journal of Supercomputing 2 Q2
9 Future Generation Computer Systems 2 Q1
10 Computing (Springer) 2 Q2
11 IEEE Transactions on Vehicular Technology 2 Q1
12 Neurocomputing 2 Q1
13 Journal of Systems and Software 2 Q1
14 IEEE Transactions on Parallel and Distributed Systems 2 Q1
15 Journal of Parallel and Distributed Computing 2 Q1
16 IEEE Transactions on Network and Service Management 2 Q1
17 Computers and Electrical Engineering 1 Q1
18 IEEE Communications Surveys & Tutorials 1 Ql++
19  International Journal of Web Engineering and Technology 1 Q4
20 ACM Computing Surveys 1 Q1+
21 International Journal of Information Technology 1 Q2
22 IEEE Transactions on Services Computing 1 Q1
23 Software: Practice and Experience 1 Q2
24  Computer Networks 1 Q1
25 Computer Communications 1 Q1
26 IEEE Transactions on Industrial Informatics 1 Q1+
27  Computers, Materials and Continua 1 Q2
28  CCF Transactions on High Performance Computing 1 Q3
29  Soft Computing 1 Q2
30  ACM Transactions on Modeling and Performance Evaluation of Computing Systems 1 Q2
31 Technological Forecasting and Social Change 1 Q1
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Table 2. Cont.

Row Journal Frequency Quartile
32 Applied Nanoscience 1 Q2
33  Sustainable Cities and Society 1 Q1
34  Cluster Computing 1 Q2
35  Simulation Modelling Practice and Theory 1 Q1
36  IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems 1 Q1
37  Energy Reports 1 Q1
35

31
30
25
20 18
16 B The number of Journals
15 14
10 The number of papers
10 7
3 5
5
1 2 11 11
Q1 Conference Q2 Ql+ Qa3 Q4 Ql++

Figure 2. Frequency of papers based on quartile category.

By Q1, Q2, Q3, and Q4, we mean the publications that are in the top 25%, 25-50%,
50-75%, and the lower 25% of high-quality papers published in the field, respectively.

The papers in the journal are more complete and more rigorously reviewed in comparison
with conference papers, so we can address more research questions in a journal publication.

4. Intelligent Resource Management for Green Cloud Computing

This section is composed of three subsections. In Section 4.1, the main research areas
that we will focus on regarding intelligent resource management for green cloud computing
are indicated. Afterwards, in Section 4.2, we will discuss the main methods and metrics
used regarding this important topic. Finally, in Section 4.3, we will review the main tools
and datasets used in intelligent green cloud computing.

4.1. Research Areas

Our survey conducted on cloud resource management papers shows that various
research areas can be defined in this field. Among the main topics of this field, resource
scheduling and resource allocation are the primary well-known subjects. The problem of
resource allocation seeks to find an optimal allocation of a fixed amount of resources
to activities in order to minimize the costs and other optimality factors incurred by
the allocation.

The issue of scheduling is the act of allocating resources to do things when the schedul-
ing activity is performed by a process called a scheduler. Schedulers are often designed
to keep all computer resources busy, allowing multiple users to share system resources
efficiently or achieve a desired quality of service. Therefore, in the literature, when talking
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about allocation or scheduling, in general, the goal is to find an optimal allocation of
resources to tasks.

In the three environments of cloud computing, edge computing, and fog computing,
there are some subtle differences between resource entities and task entities. Despite their
architectural differences, cloud, fog, and edge environments all require dynamic resource
allocation and scheduling strategies to manage heterogeneous workloads under varying
resource constraints.

According to the literature, the difference among these three environments can be
explained as follows. The cloud provides centralized elastic computing and long-term
analytics, while edge/fog adds geographically distributed micro-data centers close to data
sources to reduce round-trip delay, backbone traffic, and potential energy use (depending
on workload placement and hardware efficiency) [19,20].

For example, while in data centers, enterprise-grade hardware is considered the main
resource, in edge and fog computing environments, these resources can be diminished to
user devices, which typically have lower performance compared to hardware in cloud data
centers, but the fact of allocation of requests to resources can still be applied. Therefore, the
general definition of resource allocation and scheduling can be equally adapted to each
environment with some minor conceptual differences.

The elaboration of fog/edge is not the purpose of this article and is out of scope. In
the current work, we only focus on centralized cloud data centers.

The definition of this problem is the same in the three environments of cloud comput-
ing, edge computing, and fog computing, but there are some subtle differences between
resource entities and task entities in these environments that, on the scale of this survey,
can be neglected. The papers in this category are introduced as follows.

In [21], the scheduling problem in cloud and edge computing, focusing on the dynamic
problem of components in edge computing, was modeled in the form of a Markov decision
problem, and optimal results are then achieved via the help of a deep reinforcement
learning algorithm and reward mechanism. In [22], the problem of resource allocation in
edge computing is studied, focusing on the issue of multi-dimensionality in heterogeneous
environments of Internet of Things and edge computing.

Also, the two-stage reinforcement learning algorithm is proposed in order to allocate
edge resources to Internet of Things software requests with the aim of increasing the quality
of user experience. In [23], a model for automatic long-term decision-making has been
designed with the help of learning from the dynamic environment of the network, such
as the pattern of incoming requests and energy prices, with the aim of scheduling and
allocating cloud resources. In [24], a comprehensive model for managing cloud resources
focusing on energy efficiency using artificial intelligence is presented.

This model is designed for private-public hybrid clouds. In this model, the scheduler
is designed in a way to reduce thermal hotspots in the data center and thereby achieve
energy optimization. In [25], a multi-objective algorithm for scheduling activities in a
heterogeneous environment is presented. In this paper, the author has named his research
problem a scheduling problem. In [26], a partition-based algorithm for scheduling activities
using the proximal policy with the aim of optimizing heterogeneous resources is presented.

In this algorithm, tasks are first placed in partitions based on the current position of
heterogeneous partitions and then assigned to appropriate servers in that partition.

In [27], a model in the space of edge computing is presented in order to distribute the
computing power required for requests that are in the field of deep artificial intelligence
networks. High dynamism and heterogeneity are the characteristics of requests in deep
artificial intelligence networks, which are specifically addressed in this paper for the
first time.
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Another research area in cloud resource management is the issue of load balancing.
When the amount of resources requested by the users is greater than the remaining resources
in the system, the efficiency of resource allocation decreases, and resource allocation to tasks
fails. When the number of requests approaches the processing capacity of the remaining
resources in the system, requests are processed slowly. As a result, the tasks are not executed
properly, and the load of the cloud data center becomes unbalanced [28]. The papers in this
category are introduced as follows.

In [29], the problem of scheduling the allocation and migration of virtual machines in
order to optimize cost and energy consumption is the main focus. The parallel allocation
of the sequence of devices has been performed with the help of the Q-learning algorithm.
The architecture of the solved problem is divided into three main layers: user, scheduler,
and infrastructure, and the infrastructure layer itself is divided into three parts: resource
management, virtual machine allocation, and virtual machine migration.

The migration of virtual machines is one of the steps that is performed in order
to balance the load on resources. In ([30]), the problem of resource allocation and load
adjustment in dynamic edge computing is discussed. This problem is modeled as a Markov
decision process. In this paper, service caching is also considered in the MEC system, which
is one of the innovations of this paper. It should be noted that MEC consists of different
types of computing servers, which causes high diversity in this environment.

Migration of virtual machines has also created a line of research called VM consol-
idation and container consolidation. In [5], a method for merging virtual machines and
assigning them to PMs is presented in two stages: choosing virtual machines based on the
index of the impact of the virtual machine on the host being too busy, and selecting the
host with the aim of reducing the number of active hosts in the network.

According to the objective of optimizing energy consumption and in line with green
computing, one of the profitable strategies to reduce energy consumption is the dynamic
integration of virtual machines in less physical machines. Most research divides the virtual
machine integration problem into three main stages: (1) identification of physical machines
that have suffered overloads; (2) choosing the best virtual machines for migration; and
(3) choosing the best physical machines to place the virtual machines in.

Another group of researchers has specifically categorized works or resources. Classifi-
cation of tasks is performed in order to prioritize the handling of tasks in specific conditions,
and classification of resources is performed because more appropriate resource allocation
is performed based on the general characteristics of resource categories. The papers in this
category are introduced as follows.

In [30], branching and enhanced learning algorithms are presented to detect the
optimal deployment of activities in the cloud and connected edge. The first algorithm is
used to separate the hosts based on their characteristics, and then the second algorithm
performs the allocation of activities in the space created by the first algorithm, which has
reduced the computational complexity. In [31], by categorizing hosts, different mechanisms
for dynamic integration of virtual machines have been proposed for each category of hosts,
and in all cases, special attention has been paid to energy consumption.

The paper [32] proposes a model in the application layer that aims to group activities
into classes with similar completion times, and by using machine learning algorithms, this
model can also consider the dynamics of activity completion times. In [33], a non-invasive
host-based method is proposed to describe the workload of virtual machines based on
hypervisor tracing. In [33], the effectiveness of clustering virtual machines in reducing their
management complexity is shown. Clustering virtual machines is achieved by hypervisor
solutions such as VMware (Broadcom) or Microsoft Hyper-V.
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Extracting the necessary features for clustering is performed based on hypervisor
trace analysis from the kernel virtual machine. Then, Wakeup Reason analysis and Process
Ranking Algorithm methods are defined. The first one is to identify different CPU states in
virtual machines and collect the analysis metrics of virtual machines, and the second one is
to identify different processes and patterns in virtual machines.

Cloud computing has attracted a significant number of users in the last decade; as a
result, the number of requests and also the dynamics of requests for cloud computing have
also increased. On the other hand, it is customary that in data centers, due to service quality
issues, resources are provided more than the amount of requests [34]. For this reason, the
problem of predicting requests or workload arises, which is another category of issues
raised in this field. The papers in this category are introduced as follows.

In [35], a model based on regression and logistic regression is presented to dynamically
identify overactive hosts based on the historical data of various types of workloads entering
the data center. In the paper [36], a multi-step approach to forecast workload using machine
learning techniques (retraining a hybrid method of clustering and forecasting algorithms)
is presented, and then, resource allocation is performed based on these forecasts with the
aim of reducing data center energy consumption.

In [37], first, with the help of logarithmic operations, time series of resource con-
sumption and load are de-noised, and then an innovative deep Long Short-Term Memory
(LSTM) method is proposed that uses the advantages of Bidirectional Long Short-Term
Memory (BiLSTM) and GridLSTM simultaneously to accurately predict resource load and
time series.

Service availability and quality of services have always been important issues in
cloud computing; a report from the COVID-19 pandemic period shows that the number
of failures in cloud computing that have not been resolved for a long time has affected
many service providers. Also, the most common causes of failures in cloud computing are
related to software failures, virtual machines, and servers. Due to the importance of service
availability and quality of services, a new research area has emerged under the title of
failure prediction in cloud computing. In various studies, cloud security is recommended
for future research. The papers in this category are introduced as follows.

In this regard, research [38] has presented a model for maintaining cloud resources in
order to reduce costs and increase the availability of services for users based on the LSTM
method. In this research, active and reactive methods have been used to prevent service
failure at the same time.

In Table 3, the research area and scope of research in different papers are given. Also,
in order to better understand the focus of each field of study in the cloud computing
environment, Figure 3 is presented. As shown in Figure 3, three columns are provided.
The right column classifies entities of the cloud environment into six groups, including
physical machines (PMs), virtual machines (VMs), tasks, schedulers, requests, and users. In
addition, the graphical representations of the mentioned entities and classification of their
research area are shown in the middle and left columns, respectively.
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Figure 3. Intelligent resource management research areas in green cloud computing environments.

Other components that affect the data center environment, like the virtualization
layers, clustering virtual machines (hypervisor tools like VMware and Microsoft Hyper-V)
and cluster management/orchestration layer (tools like vSphere/DRS, System Centre,
OpenStack, and Kubernetes for containers), are not directly discussed in this study [39,40].

Hence, the main research areas in the current review are as follows:

e  Economic aspects: The role of the pay-as-you-go (PAYG) model of cloud computing
is another important concern in green cloud computing. In cloud computing, users
select configuration models that meet their specific needs; for cost efficiency, they often
opt for minimal configurations, which can also lead to reduced power consumption.
Consolidation and right-sizing are driven not only by technical efficiency but also
by pricing incentives and billing granularity (e.g., per-second /per-minute instances,
reserved /savings plans, and spot/pre-emptible capacity). This is important because
“optimal” allocation can differ depending on whether the objective function is provider-
side energy minimization, user-side cost minimization, or a multi-objective trade-off
between SLA, carbon intensity, and price. Hence, some cost-related metrics (instance-
hour cost, overprovisioning ratio, utilization-to-bill ratio) alongside energy metrics
(server power models, joules per task) are also important.

e  Resource allocation: Resource allocation is a fundamental process in computing sys-
tems where available resources (such as CPU cores, memory, storage, bandwidth, or
GPUs) are assigned to tasks, applications, or users in a way that meets performance
goals while optimizing system efficiency.
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e  Resource scheduling: Resource scheduling is the decision-making process that orches-
trates the execution order and placement of workloads across available resources (CPU,
memory, storage, network). The scheduler examines the system’s current state and
determines the most efficient plan for running tasks so that performance objectives,
deadlines, and fairness criteria are met.

e  Task prioritization: The process of determining the order in which tasks (or jobs)
should be executed based on their importance, urgency, or other criteria. This is a key
part of resource scheduling because the scheduler needs to decide which tasks receive
access to limited resources first.

e  Task prediction: The process of forecasting future tasks or workload characteristics so
that resources can be allocated and scheduled more efficiently.

e Load balancing: The process of distributing workloads and computing tasks evenly
across available resources to ensure optimal system performance, avoid bottlenecks,
and maximize resource utilization. It is closely related to resource allocation and
scheduling, but focuses specifically on how tasks are spread across multiple servers,
nodes, or clusters. (Load balancing can be considered a subset of RA /RS, but according
to the literature, some of them merely focus on load balancing. Therefore, it is defined
as a unique research area to highlight the importance.)

e VM consolidation (and VM placement): The process of combining multiple virtual
machines onto fewer physical servers in order to optimize resource usage, reduce
energy consumption, and improve efficiency. It is closely tied to resource allocation and
scheduling. (VM consolidation can be considered a subset of RA /RS, but according to
the literature, some of them merely focused on load balancing. Therefore, it is defined
as a unique research area to highlight the importance.)

e  Resource classification: The process of categorizing computing resources based on their
type, characteristics, or capabilities to manage them more effectively for allocation,
scheduling, and optimization.

e  Failure prediction: The proactive anticipation of potential system failures so that the
system can take preventive actions, ensuring reliability, minimizing downtime, and
improving overall performance.

4.2. Methods and Metrics

In cloud computing, the calculations related to the allocation and scheduling of re-
sources due to the wide solution space and heterogeneous resources are in the category of
NP-Hard problems. Solving these problems needs capable methods including heuristics,
meta-heuristic and artificial intelligence-based methods (machine learning, deep learning,
etc.) [6] which are examined in this section.

4.2.1. Methods

Meta-heuristic methods are computational intelligence models that are widely used to
solve complex and NP-Hard optimization problems. These models do not necessarily find
the optimal answer in the feasible space of the problem, but based on a specific pattern,
they search the feasible space of the problem and find various possible combinations of
model parameters that lead to a reasonable solution for the problem; then, the objective
function is calculated and sorted based on the results.

The main reason for the introduction of this class of methods is the impossibility
of solving NP-Hard problems in a reasonable time with classical optimization methods.
Meta-heuristic models can obtain a relatively optimal solution for this group of problems
in a fair time. In general, meta-heuristic methods are included in the category of estimation
methods for solving mathematical problems.
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There are two main categories for meta-heuristic methods, the first category is inspired
by nature, such as genetic algorithm, evolutionary methods, bee colony, swarm intelligence,
etc. In the other category, which is not inspired by nature, there are methods such as
forbidden search, imperialist competition, harmony, etc. Among the papers that have
used this category of methods are the Levy flight firefly algorithm [41], the rock hyrax
algorithm [42], and the Coral Reef algorithm [43].

On the other hand, there are methods based on artificial intelligence, for example,
machine learning, which is artificial intelligence that uses algorithms and statistical ap-
proaches to enable machines to learn from data in a way that can improve their performance
in solving problems that are not designed for a specific type of problem. These systems
autonomously improve their learning over time using data and information obtained from
their interactions with the real world. Among the papers that have used this category
of methods are the Double Deep Q-Learning algorithm [44], the hierarchical reinforce-
ment learning algorithm [30], the Bi-LSTM algorithm [45], as well as the SARSA and BWA
algorithms [46].

Using the combination of meta-heuristic methods and artificial intelligence is another
approach that has attracted the attention of researchers in recent years [47]. Due to the
complexity of the computing environment and high computation time of single-handed
models, hybrid models were introduced to address various performance challenges of sin-
gle algorithms, including increasing convergence rate of models, avoiding local optimum,
etc. [48]. For example, an algorithm called whale-based convolution neural framework has
been introduced in [49], which is a convolutional network based on the whale optimization
algorithm. In [50], krill herd, whale optimization algorithms are used along with a deep
learning method. In [51], the greedy adaptive butterfly algorithm is used based on the deep
reinforcement learning (DRL) method.

According to the literature, artificial intelligence algorithms are divided into three
general groups: machine learning algorithms, deep learning, and reinforcement learning.
In the lower layer, the machine learning algorithms used in the literature are divided into
two categories: unsupervised and supervised algorithms, where supervised algorithms are
used for prediction and unsupervised algorithms are used for clustering purposes.

Table 3 depicts the result of analysis of the selected papers regarding (1) computa-
tion environment including cloud data center (CDC), edge, and fog; (2) research areas
including failure prediction, task prediction, task prioritization, resource classification, and
load balancing; (3) methods including meta-heuristics, machine learning, deep learning,
reinforcement learning, and DRL; and (4) metrics including energy efficiency, SLA/QoS,
resource utilization, model evaluation, scalability, and environment. Also, in Table 3, the
types of algorithms used in each paper, as well as the more complete details about the
algorithms used in each paper, are provided.
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4.2.2. Metrics

Energy consumption is the most important metric in green computing. Considering
the direct relationship that cloud has with the end users, quality of service is another
important metric category, including execution time [23], response time, delay time [52],
and completion time [48]. In addition, to evaluate the efficiency of resource allocation and
scheduling, the number of migration index are used.

The next category is metrics that measure the optimal use of resources, such as the
number of active machines and resource usage [36]. Other metrics that are considered
in various papers are derivatives of the two mentioned metric categories. For instance,
the number of inactive machines is related to the concept of the energy consumption
metric [53-82].

The metrics introduced so far investigate the effects of the utilized solution on the
computing environment. In order to evaluate the efficiency of the utilized method or
algorithm, other specific metrics are utilized. For instance, precision, recall, and accuracy
are used to evaluate the efficiency of prediction algorithms [65]. In addition, silhouette
score indices [36], intra-cluster and inter-cluster similarity indices [33] are used to evaluate
the efficiency of clustering algorithms. Furthermore, error measurement indices such as
mean absolute error, mean absolute percentage error, and root mean square error [54] are
used to evaluate the efficiency of statistical methods.

The environmental factors and scalability metrics are rarely used in the literature.
The temperature metric is one example of an environmental factor considered in [82].
The scalability metric is used in [72,80]. The scalability metric evaluates the efficiency
of the algorithm by expanding the scale of the environment. In other words, if an al-
gorithm provides admissible results in both average and large-sized data centers, the
solution has scalability. Table 4 summarizes the evaluation methods and metrics utilized in
selected papers.

4.3. Tools and Datasets
4.3.1. Tools

As shown in Table 5, the most widely utilized tool to simulate a cloud environment is
Cloudsim which is a powerful tool for simulating a cloud environment with predefined
packages. The second prevalent tool is the ones developed by Python v 3.13.0. Other
utilized tools are MATLAB R2024a, Java v21, Rapid-Miner v 10.3.1, iFogSim v2, R v4.4.0,
and C++, based on their frequency of usage in the literature.

4.3.2. Datasets

The gathered statistics in Table 6 show that among public datasets that can be used
for different purposes in cloud computing, Google traces is the most widely used one.
This dataset is provided by the well-known company, Google, and is updated regularly.
While this dataset provides a large database, researchers select a subset of this dataset
according to their research objective. The second rank is custom real datasets that are
provided by researchers. Bitbrains, SPECpower, and PlanetLab are the other most utilized
public datasets.
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The authors used a combination of Levy flight firefly (LFF) and a modified genetic . . .
. . . . : . . Computing capacity, task execution
algorithm (GA) to improve task arrangement in VM Migration. This hybrid approach fime. request response Hme. mean
1 [41] RQ2, RQ3, RO4 enhances exploration speed and avoids local optimums. They also employed E-ANFIS for ;quest waitIi)ng time ar’1 d
. o N . ,
task mapping, achieving at least 8% performance improvement compared to energy /CPU consumption.

other methods.

Authors propose the Road-Runner method to manage Edge and CDC tasks, with offline
and online versions using complex CNNs. This method reduces energy consumption by ~ Performance, energy consumption,

2 271 RQ2, RQ4 88% and speeds up processes compared to the Neurosurgeon baseline, using VGG and and prediction accuracy.
AlexNet models for DNN benchmarks.

Task scheduling rate, prediction

The Whale-based convolutional neural framework schedules jobs based on deadlines to accuracy. fime to complete the
3 [49] RQ2, RQ3, RQ4 reduce resource use and costs. It predicts task deadlines, prioritizes assignments, and entire roc};,ss task scheclijulin time
’ ! shows 8% higher accuracy and 50% faster execution than other models. The authors did resog ree coﬁsum tion. an dgtask !
not clarify the convolutional neural framework. L Pron,
completion time.
The author presents the SRE-HM model for task and resource prioritization, which Mean tt;gl: tlc))ert;Nz?? i:lslslii;mean
4 3] RQ2, RQ4 enhances service availability by 19.56%, reduces active servers and power consumption by consumption erI:er ! consumption
! 26.67% and 19.1%, respectively, and predicts failures using LSTM. The model is tested with SUIMPHOL, ENELgy phon,
real-world data failure prediction rate (accuracy),
’ and resource availability.
. . . . Task execution time, task execution
The text presents a hybrid model improving cloud resource management, enhancing )
5 [44] RQ2, RO4 .. o . A rate, resource consumption,
energy efficiency by 10% and task completion by 1%. .
energy consumption.
To address power limitations in mobile edge computing, the authors introduced a DNN
6 [52] RO1, RQ5 moc'lel using pohcy remforcemer}t learnmg for task management and resource allpcatlon. Rate of task execution.
While lacking a suitable comparison baseline, the study evaluates various scenarios and

real-world constraints like user device delay.
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[30]

RQ3, RQ5

The authors proposed two policy optimization DQNs to reduce resource wastage in remote
clouds, servers, and devices, focusing on workload offloading and load balancing. They
introduced a cost function to enhance resource use, achieving better results than three
baselines. Future work should improve fault tolerance and use real-world data.

System cost, resource usage rate,
and delay in task execution.

[45]

RQ3, RQ4

The authors address overloads in CDCs due to cloud computing’s dynamic nature by
proposing a Proactive Hybrid Pod Auto Scaling method. It monitors workload and uses an
attention-based bidirectional LSTM for resource pattern extraction, improving CPU usage

by 23.39% and memory by 42.52%.

CPU consumption, Memory
consumption, RMSE 1 MAE?Z,
and R-squared.

[50]

RQ3, RQ4

The proposed hybrid model combines Krill herd and Whale-based techniques for load
balancing in CDCs, improving performance over existing methods, but lacks
dataset details.

Energy consumption, resource
consumption, memory efficiency,
task execution time, task
distribution balance, and time
complexity index.

10

[46]

RQ2, RQ3

Cloud computing challenges include task prioritization and energy use; uRank-TOPSIS
improves scheduling and resource allocation through intelligent agents.

Energy consumption, task execution
time, request response time,
resource efficiency, and throughput.

11

[42]

RQ2, RQ3, RO4

The authors proposed a dynamic resource allocation method using the rock hyrax
meta-heuristic algorithm for improving QoS in cloud environments. The model, tested in
CloudSim and compared with other algorithms, achieved a 3-8% QoS improvement but
lacked real-world dataset evaluation.

Time to do tasks and
energy consumption.

12

[53]

RQ2, RQ3, RQ5

To minimize power usage during network caching and request processing, the authors
created a DRL-based algorithm for optimizing task offloading and resource allocation. The
TORA-DRL model uses a Deep Q Network and epsilon greedy for exploration. In tests, it
showed less power consumption than baseline models, although only one metric was used

for evaluation.

Energy COl’lSleptiOl’l.
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The authors propose a multivariate time-series forecasting model, BiLSTM, to understand Tneezr;asbsf;?eteefggl(réﬁg}g)f ;ggt
the relationship between provisioned and utilized resources in cloud data centers (CDCs). d ’
13 [54] RQ2, RQ3, RQ4 . . . . e ) mean absolute percentage error
The model uses various attributes like CPU and memory metrics. While it improves service .
. . . (MAPE) on CPU, memory, disk, and
level agreements, its complexity creates a computational burden. .
network consumption.
A proposed migration method enhances resource utilization in cloud computing through Normghzed MSE, CPU
14 [55] RQ2, RQ3 . . . e L . consumption, resource wastage,
workload forecasting, requirement identification, and optimized resource allocation. : . L
and ratio of rejected activities.
Cloud-fog expansion necessitates resource optimization to reduce energy consumption. A Enerev consumption. Hme
15 [56] RQ2, RQ3, RQ5 CNN-based approach was proposed, showing 15% improvement over traditional models, gyo ¢ activi’fi)es !
but it needs real dataset validation. ’
A novel deep reinforcement learning deadline-driven allocation algorithm optimally
16 [57] RQ2, RQ3, RQ5 addresses RMSA and AR problems, outperforming traditional methods in Model runtime and loss.
cloud-edge environments.
17 1] RQ2, RQ3, RQ5 The proposed DRL algorithm improves end-edge-cloud orchestrated computing (EECOC) Computing delay, convergence,
! ! performance by incorporating movement prediction and sensitivity analysis. and accuracy.
18 [58] RQ5 Quantum-inspired reinforcement learning improves task offloading in vehicles. Service delay, energy consumption,
and cost metrics.
. . . . ) ) Model convergence, execution time,
19 [59] RQ5 A scheduling model using spectral clusteru}g and LSTM improves response time in IoT delay, response time, and the
Edge environments. i T
utilization of network resources.
. - . Energy consumption, cost, number
20 [29] RQ2, RQ3, RQ5 Proposed RL-based VM scheduling re.duce.s energy, cost, and SLA violations but increases of performed migrations, and
migration latency. .
service level agreement.
- o I . Response time, software
21 [60] RQ2, RQ3, RQ5 Dynamic interference-aware cloud scheduling improves performance by utilizing online interference index in resource

Bayesian change point detection.

allocation, and classification time.
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2 5] RQ2, RQ3, RQ4 Proposed VM consolidation method. improves load balance using DRL, LSTM for resource Energy consumption, service
allocation, and real-world data. level agreement.
23 [61] RQ4, RQ5 A generative adversarial network generates realistic workloads with specific patterns. Fl-Score., RMSE, resour.ce
consumption, cost, and time.
The authors proposed an Actor—Critic DRL method to tackle cloud data center challenges, Delay in activities, activity loss rate,
24 [62] RQ2, RQ4, RQ5 . . . . :
improving efficiency over basic A2C methods. and energy consumption.
. - . . Service level agreement, energy
25 [24] RQO2, RQ4 The HUNTER model improves energy eff%mency in cloud computing compared to several consumption, cost,
baseline models.
and temperature.
The authors propose DRLPPSO, a model utilizing deep reinforcement learning and Parallel
Particle Swarm Optimization to address complexity and performance issues in Model accuracy, energy
26 [48] RQ2, RQ3, RQ4, RQS high-dimensional data, focusing on load balancing, reducing make span time, and consumption, and completion time.
energy consumption.
A multi-objective task workflow scheduling model using decision trees aims to minimize = Resource consumption index, load
make span, enhance load balance, and maximize resource utilization. It involves task balance, busy time, idle time, total
27 [25] RQ2, RQ3, RQ4 o . . . . . 0 s . S
priority calculation, resource matrix creation, and allocation, showing a 5% efficiency gain execution time, and
but increasing energy consumption by 30%. energy consumption.
The authors propose a hybrid multi-objective job scheduling method in cloud computing,
combining Artificial Bee Colony and Q-learning algorithms to enhance load balancing and
28 [o3l RQ2,RQ3, RQ4 minimize make span and costs. Compared to existing algorithms, it achieves over 10% Cost and make span.
improvement in make span, though simulations show a low number of tasks.
The Energy-Aware—ABC algorithm minimizes VM migrations, using a Modified Best Fit Enerov consumption and service
29 [64] RQ1, RQ3, RQ4 Decrease algorithm for PM allocation. SVM identifies overload patterns, reducing &Y P
S level agreement.
migrations compared to state-of-the-art models.
The proposed model enhances admission control in fog-cloud environments by clustering Model accuracy, execution time
30 [65] RQ2, RQ3, RQ4, RQ5 requests, using K-means for clustering, and a decision tree classifier for labeling, .. Y ’
precision, and recall.

outperforming baselines in performance and execution time.
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31

[22]

RQ2, RQ3, RQ5

DeepEdge addresses resource allocation challenges in heterogeneous applications by
utilizing a QoE model and a two-stage DRL. It outperforms AD and DR-learning, achieving
15% less latency and a 10% higher task completion rate in edge-cloud environments.

Operational delay and the number
of completed tasks.

32

[66]

RQ1, RQ3, RQ4, RQ5

The proposed Kubernetes scaling engine utilizes various machine learning methods,
including AR, HTM, LSTM, and RL, to improve user request management in dynamic
environments. It adapts Horizontal Pod Auto scaling for better performance and
resource usage.

Excess of pod usage, loss, lost
requests, and resource usage.

33

[28]

RQ2, RQ3, RQ5

The proposed joint cloud-edge task deployment strategy uses a pruning algorithm to select
suitable edge-cloud resource pairs and the Deterministic Strategy Gradient Algorithm
(DDPG,) for effective task deployment, achieving improved load balancing and reduced
computation compared to FIFO and FERPTS methods.

Activity time, response time, and
workload balance in the network.

34

[26]

RQ2, RQ3, RQ4

Cloud computing faces high energy consumption, leading to increased CO, emissions. To
promote green computing, the authors propose VM consolidation software focusing on VM
selection and placement. Using a VM utilization-based overload detection algorithm
(VUOD) and selection policy, the model shows slightly improved energy efficiency over
default CloudSim baselines.

Energy consumption, the number of
migrations, service level agreement,
and resource wastage.

35

[67]

RQ2, RQ3, RO4, RQ5

The proposed fuzzy SARSA method enhances VM placement during consolidation,

reducing VM migrations and improving energy efficiency by up to 50% compared to FFD.

Incorporating FIS increases DRL speed and adaptability in fluctuating workloads.

Energy consumption, resource
wastage, and the number
of migrations.

36

[68]

RQ2, RQ3, RQ5

Addressing the resource management challenge of wastage reduction, the authors have
proposed a novel energy-aware technique that considers both VM and container
consolidation, and a DQL algorithm chooses which of them or both of them should be
migrated. Unfortunately, no evaluation is available in this paper.

Energy consumption, the number of
migrations, and the amount of
resource wastage.

37

[51]

RQ2, RQ3

Authors propose a multi-agent system for resource allocation and scheduling, addressing

historical resource wastage. The system features local agents reformulating cloud requests

and a global agent handling VM management, using a greedy adaptive firefly algorithm.
Simulation results outperform existing methods.

Activity execution time, delay time,
response time, accuracy,
and efficiency.
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~
Approximately 70% of peak power is wasted by idle servers, increasing costs. A proposed
38 [69] RQ2, RQ3, RO4 method using VM scheduling and migration aims to address energy consumption. It Number of active machines, energy
’ ’ involves PM clustering via Bayes Theorem, allocating VMs based on load and energy consumption, and execution time.
consumption, and migrating VMs from underloaded PMs for optimal resource utilization.
The authors propose a partition-based dynamic task scheduling model leveraging
proximal policy optimization-clip and an auto-encoder for high-dimensional processing. Energy consumption and
39 [ RQ2, RQ3, RQ4, RQS Evaluation against HyO-Cloud and Tetris shows reduced energy use, but waiting time waiting time.
remains unchanged, with undefined partitioning strategy drawbacks.
A complex mathematical model for VM placement has been proposed, utilizing a Rainbow Con(s%?ggg:i;frVI;:igxc{)j;;E%Ef’ of
40 [71] RQ2, RQ3, RQ4, RQ5 DQON to sequentially select VMs based on 20 constraints, including security. Six heuristic enersy, y
. , . 2 . . quality with respect to
methods improve deployment, but the model’s complexity results in intensive calculations. .
required energy.
A hybrid retrain-based prediction approach combines k-means clustering with forecasting  Silhouette score, RMSE, RAE, CPU
techniques (SVM, DT, LR, K-NN, and Gradient Boosting) to predict VM resource and Memory consumption, as well
41 [38] RQ2, RQ3, RQ4, RQ5 consumption. The Best Fit Decrease algorithm facilitates VM placement. Evaluation shows as the average number of active
the proposed method competes well with LSTM and GRUED, offering long-term forecasts physical machines that the data
and diverse algorithm use. center needs in one hour.
The proposed hybrid model combines multi-objective Coral Reef Optimization and Productivity index and
42 [43] RQ2, RQ3, RQ5 Q-learning to enhance cloud resource management through improved allocation, migration VY © d
decisi d load balancing, although it struggles with large-scale data applicabilit migration Index.
ecisions, and load balancing, although it struggles with large-scale data applicability.
The authors propose an agent-less method for clustering VMs to manage cloud resources Silhouette. intra- and inter-cluster
43 [33] RQ2, RQ3, RQ4 efficiently while maintaining privacy. Using WRA for feature extraction and K-means sir;lilarit metrics
clustering, results show reduced overhead to 10% compared to agent-based methods. Y '
An ant colony optimization (ACO) combined with a deterministic spanning tree protocol =~ Energy consumption, make span
4 [72] RQ1, RQ3, RO4 (STP) improves task scheduling in large-scale data centers, enhancing energy efficiency and time calculations, customer

performance metrics compared to existing methods like ICGA, ICSA, and RACO.

experience, and scalability.
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Table 4. Cont.

Row

Paper

RQMapping

Detailed Description, Including Methods

Metrics

45

[73]

RQ2, RQ3, RQ5

Addressing conventional issues of fog-cloud environment as high latency caused by
delayed response from devices, authors have proposed a load balancer approach using the
PSO meta-heuristic algorithm. In comparison with Round Robin, the proposed approach

achieves up to 20% lower response time.

Response time, network
consumption, calculation time.

46

[74]

RQ2, RQ3, RQ4, RQ5

The proposed context-aware approach in fog computing optimizes energy consumption
through intelligent sleep cycles, genetic algorithms for node allocation, and RL algorithms
for optimal duty cycles, achieving 11-21% less energy use.

Service delay, service level
agreement violation, and the
number of busy nodes.

47

[75]

RQ2, RQ3, RQ5

A cloud automation framework for task scheduling using RL, DQN, RNN-LSTM, and
DRL-LSTM is proposed, achieving optimal accuracy and minimal resource utilization, as
previous research lacks this combination.

Execution delay, increase resource
utilization (CPU, RAM
consumption), and model accuracy.

48

[76]

RQ2, RQ3, RO4

Container-based virtualization faces challenges, particularly service inter-dependency
during consolidation. The proposed Energy Aware Service consolidation using Bayesian
optimization (EASY) enhances container placement but has a 10% slower response time

than BFD and FFD, lacking clear overload detection strategies.

Energy consumption, number of
active hosts, and resource wastage.

49

[32]

RQ2, RQ3, RQ4

Resource allocation in cloud environments can cause interference, degrading performance,
and QoS. An interference-aware classifier using SVM and K-means quantifies interference,
achieving 97% accuracy and a Rand index of 0.82, surpassing previous studies.

Accuracy, F1-Score, and Rand Relax.

50

[37]

RQ2, RQ3, RQ4, RQ5

The authors propose a novel prediction model combining BiLSTM and GridLSTM to
forecast workload time series, addressing high variance and accuracy issues. They utilize
logarithmic transformation and Savitzky—Golay filtering, achieving superior results
compared to traditional methods using a large-scale dataset.

CPU consumption, Ram,
Cumulative Activity Entry Index,
MSE, and RMSLE.

51

[77]

RQ2, RQ3, RQ4

A DON algorithm optimizes energy consumption and task make span in cloud resource
management, reducing energy use compared to random, RR, and MoPSO for
over 150 tasks.

Energy consumption and average
activity make span.
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Cross-validation, MSE, energy
consumption, service level
The authors propose an individual prediction model for CPU usage of each VM, agreement, and number of
52 [78] RQ2, RQ3, RO4 accompanied by a VM migration method with three policies: overload /underload migrations, as well as ESV, which is
! ! detection, VM selection, and destination host selection using a modified bin packing obtained by multiplying the
algorithm. Multiple machine learning methods enhance forecast accuracy. number of violations of service level
agreements by the amount of
energy consumption.
The proposed Q-learning method addresses green computing by defining migration Number of migrations, violation of
5 [31] RQ2, RQ3, RO4, RQ5 strategies for overloaded and underloaded hosts, using ON/OFF strategies for light and  the service level agreement, energy
! g § heavy underloads, and optimizing VM selection and allocation, outperforming MAD, IQR, consumption, and resource
LR, and LRR baselines. consumption.
RMSE, MAE, MSE, MAPE, and
metrics related to data center
The PACPA algorithm, addressing resource forecasting, utilizes a multi-layer perceptron g;g?é?;;&i;&c}::gg
54  [79] RQ1, RQ3, RQ4 with sliding windows for overload detection and VM selection, reducing energy . ber of 8Y
consumption by 18% and SLAV by over 34%. 1 consumption, number of service
evel agreement violations, number
of active hosts (relative to total),
and total number of migrations.
A Q-learning reinforcement learning framework, implemented in the SmartYARN
55  [80] RQ2, RQ3, RQ5 prototype, optimizes multi-resource configuration for CPU/Memory in Apache YARN, Search steps, cost, and scalability.
achieving up to 98% cost reduction compared to the optimal scenario.
Authors propose a joint optimization method using actor-critic reinforcement learning and
56  [81] RQ2, RQ3, RQ5 DNN to address fog-enabled IoT challenges, minimizing latency and backhaul Average end-to-end delay time.

requirements; however, evaluations lack real datasets.
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Paper

RQMapping

Detailed Description, Including Methods

Metrics

57

[34]

RQ2, RQ3, RQ5

A novel model, LSTMtsw, forecasts data center workloads in 24 h cycles, comprising future
workload prediction and noise reduction phases, achieving 20% more accuracy than LSTM
and BPNN through error moderation.

Number of iterations in the

prediction process and the error rate

of the prediction models.

58

[35]

RQ2, RQ3

Authors propose a model for overload host detection using linear and logistic regression to
reduce energy consumption, SLAV, and VM migrations through VM consolidation,
employing various VM selection algorithms for testing.

Service level agreement, energy
consumption, and the number
of migrations.

59

[23]

RQ2, RQ3, RQ5

A DRL-Cloud framework addresses scalability in large-scale data centers, optimizing
resource provisioning and task scheduling without task dependencies. Utilizing directed
acyclic graphs and deep Q-learning, it significantly outperforms traditional methods by up

to 200% with extensive datasets.

Energy consumption, execution
time, and number of
completed tasks.

60

[82]

RQ2, RQ3, RQ5

The authors propose a reinforcement learning-based approach called Random Learning
Automata Overload Detection (LAOD) to optimize cloud resource management by
addressing SLA and energy efficiency. The model includes a global manager, local

managers, and four steps for VM consolidation, outperforming NPA and DVFS metrics.

Energy consumption, number of
physical machines off, number of
migrations, and service
level agreement.

61

[83]

RQ2, RQ3, RQ4, RQ5

Hosts operating at 60% capacity achieve optimal energy efficiency and performance. A
self-optimizing reinforcement learning model, ARLCA, enhances VM allocation while
ensuring SLA compliance, suggesting neural networks for improved learning.

Energy consumption, number of
migrations, and service
level agreement.

62

[84]

RQ2, RQ3, RQ4

The authors propose a two-step model for VM consolidation addressing drawbacks like
CPU-load correlation, inter-VM communication, and large-scale data centers. Both
methods involve VM clustering, classification, and allocation, with a hyper-heuristic
selecting the optimal approach, outperforming baseline models.

Energy consumption, data
exchange, service level agreement
violation rate, number of
migrations, and execution time.

63

[86]

RQ1, RQ3

The seminal paper defines cloud economics, including PAYG, as a core tenet. It establishes
the economic argument for cloud adoption.

IRR/vCPU-hour, IRR/GPU-hour,
IRR/GB-hour, IRR/TPU-hour,
kgCOze, and gCOze/kWh.

64

[87]

RQ2, RQ3

This paper breaks down the true TCO of cloud data centers, showing how cost components

(servers, power, and networking) drive pricing models like PAYG.

instance-hour cost, IRR/vCPU-hour,
utilization-to-bill ratio, and Power
Usage Effectiveness (PUE).
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IRR/vCPU-hour, IRR/GPU-hour,
65 [89] RO1, RQ3, RO4 Comprehensive survey linking resource allocation (directly tied to PAYG metrics) to energy IRR/GB-hour, IRR/GB-month
’ ’ efficiency. Discusses scheduling, virtualization, and pricing. storage, IRR/GB data transfer,
and PUE.
66 [89] RQ1, RQ3 Presents algorithms for temporal and spatial workload shifting based on carbon intensity, IRR/GB data transfer, kgCO,e, and
g using PAYG flexibility. gCOze/kWh.
IRR/vCPU-hour, IRR/GPU-hour,
67 [90] RO1, RQ3 Empirical study showing how cloud service layers (IaaS, PaaS, and SaaS) differ in energy IRR/GB-hour, IRR/GB-month
’ proportionality—critical for understanding which PAYG services yield greenest outcomes. storage, IRR/GB data transfer,
and PUE.
Analyzes various cloud pricing models (spot, reserved, on-demand) and their implications  instance-hour cost, spot, reserved,
68  [91] RQ2, RQ3 e
for cost and resource efficiency. and on-demand models.
6 [92] RQ2, RQ3 The foundational text connecting cloud financial operations with technical optimization. = PUE, overprovisioning ratio, and
g Chapter 8 explicitly discusses sustainability. utilization-to-bill ratio.
70 [93] RQ1, RQ3 Details about a decision support framework to explore pricing policies of cloud services. =~ CloudPricingOps, SLA, and PUE.
. . . Instance-hour cost,
71 [94] RQ1, RQ2 Contains detailed chapters on cloqd. economics, resource management, and overprovisioning ratio, and
energy-efficient computing, utilization-to-bill ratio.
Details how Google converts PAYG usage data (compute, storage, and network) into
72 [95] RQ3, RQ4 carbon emissions using region-specific grid carbon intensity. Explains the data modelsand =~ kgCO,e, gCOze/kWh, and PUE.

calculations behind AWS’s carbon reporting tool, which uses detailed billing records.

! Root mean square error. 2 Mean absolute error.
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Table 5. Tools usage statistics.

Tool Papers Usage
CloudSim v7.0.0 [5,24-26,31,42-44,46,60,63,67,69,78,79,82-84] 18
Python v3.13.0 [27,28,38,48-50,52,62,66,71,75-77] 13
MATLAB R2024a [34,44,61,64,65] 5
Java platform v21 [29,41,51] 3
Other [72,73] 2
Rapid-miner v10.3.1 [64] 1
iFogSim v2 [74] 1
Rv4.4.0 [32] 1
C++ [84] 1

Table 6. Datasets usage statistics.

Dataset Description Paper Usage

This dataset is used in two versions,
2011 and 2019, each of which contains
cluster usage of thousands of resources
Google cluster traces in terms of CPU and Memory usage. [5,23,37,45,48,61-64,70,74,75,77] 13
This data is used for usage prediction,
simulation of task entry, and
clustering purposes.

These datasets have been generated by
Custom real dataset using static distributions or have been [33,34,71,72,79,83] 6
collected from real servers.

GWA-T12 BitBrains dataset containing
CPU, Memory, network, and
bandwidth for a total of 8000 tasks
Bitbrains through 1750 VMs, sampled every 5 [36,46,54,84,85] 4
min. The dataset is used for resource
allocation, task scheduling, usage
prediction, and clustering.

SPECpower benchmark is used for the
SPECpower benchmark configuration of hosts and energy [28,36,70] 3
consumption modeling.

Real Cloud trace log that has been
released by the CoMon project (Planet
Lab) is used for CPU usage prediction.

PlanetLab The dataset contains 11,746 VMs’ CPU [61,78,82] 3
utilization for one day, and the CPU
utilization is sampled every 5 min.

GCP pricing GCP pricing is used for the cost model. [75] 1

HiBench is a benchmarking suite
designed for big data, allowing the
HiBench benchmark evaluation of various big data [80] 1
frameworks based on performance,
throughput, and system efficiency.
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Dataset

Description Paper Usage

Server Power

Server Power is a dataset containing
the specifications of servers that is [81] 1
used for servers’ power consumption.

Amazon EC2

Amazon EC2 data is used for real
hardware configuration.

The Intel Berkeley research lab,
consisting of 2.3 million records, is
used, which is suitable for cloud-edge

Berkeley Research Lab dataset resource management and clustering [59] 1

purposes. The dataset contains
attributes of humidity, light, voltage,
and temperature.

Alibaba Trace

This dataset has different versions

from 2017 up to 2023 for now. Overall,

this dataset can be used for prediction

and simulation in cloud computing, [61] 1
comprising CPU, GPU, Disk Usage,

and other attributes that are available

via a simple Google search.

5. Discussion

Our review shows that there are challenges and lines for future research regarding the
aforementioned taxonomies provided in previous sections, some of which are general and
have the aspect of improving the results, and some of them specifically seek to provide
new innovations in relevant fields of study. In this section, based on our studies, various
cases are presented.

Before stating the new research challenges, it should be noted that there is a lack of
information in some of the reviewed papers about the way of evaluating the output results,
including the tools, data sets, and metrics utilized.

Figure 4 depicts the research area in the reviewed papers. As shown in Figure 4, the
highest frequency is related to the category of resource allocation and scheduling, then load
balancing. Also, since most researchers have assumed that there is no failure in the cloud
environment, failure prediction is the least frequent.

Furthermore, it can also be seen in Figure 5 that even without considering the area of
Resource Allocation/Resource Scheduling (RA/RS), the contribution of resource classifica-
tion, task prioritization, and task forecasting has not taken significant focus in the studies
of recent years. Therefore, focusing on less studied research areas as well as considering the
dynamics of cloud environments in terms of the possibility of failure are proposed as the
new challenges that researchers should consider. Probable failures in cloud environments
can be due to network failures such as a lack of bandwidth, packet delays, congestion, or
physical failures in network links.
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Failure Prediction
5% u Task Prediction
= Task Prioritization
Resource Classification

= Load Balancing

= RA/RS

Figure 4. Research area in reviewed papers.

Failure Prediction

= Task Prediction

= Task Prioritization
Resource Classification

= Load Balancing

Figure 5. Research area in reviewed papers without RA/RS.

Moreover, the most important open research areas reported in the reviewed papers
are sorted according to their occurrences as follows.

e  When using learning models to predict system load, most of the research fails to predict
the future load of the system, and their solution is based on the current load of the
system. However, utilizing load prediction methods in scheduling models can provide
adaptation with complex and dynamic cloud computing environments [74,77].

e By reducing the workload in the system by providing isolation while separating
activities, in general, it is assumed that one activity is assigned to one physical host.
However, in order to increase the resource utilization, it is recommended to share the
workload of one activity to more than one host if possible [21,29].
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e Load prediction using machine learning methods with a dynamic scheduling architec-
ture can forecast the pattern of task entry, which can help scheduler agents to make
more efficient decisions for resource allocation [60].

e  Considering the priority in the processing of tasks, creating a parameter based on
the deep reinforcement learning method can automatically detect and optimize the
connection between databases [62].

e  Virtual machines were grouped based on the consumption of different resources,
providing a machine learning model for each group independently; grouping would
lessen the computational burden of a scheduler because decisions are more based on a
group of resources [78].

e  Reducing computational complexity by reducing data overlap with clustering methods
can be seen as grouping activities [59].

Figure 6 depicts the frequency of metric consideration in reviewed papers. As shown
in Figure 6, a limited number of papers have considered the scalability and environmental
metrics, including cooling management techniques and thermal parameters of the hosts,
in their studies. Consequently, another challenge that is proposed to take more focus in
future research is the issues related to the scalability of the solutions, as well as considering
environmental metrics.

SLA / QoS

Model Evaluation
Energy Efficiency
Resource Utilization
Scalibility
Environmental

5 10 15 20 25 30 35 40 45 50

Figure 6. Metric-type frequency in reviewed papers.

In other words, bearing in mind the fact that the designed solutions should possess
the generalization characteristic in various situations, such as preserving applicability
when facing different data sizes, especially big data, or different request entry patterns, the
scalability metric is one of the operational challenges that should be addressed with more
emphasis in future studies. In this regard, generalization of the models using an automatic
data augmentation method and a multilayer architecture for learning methods in the face
of large-scale data sets is recommended for further research in the future.

Figure 7 shows that even though the reviewed papers focused on the topic of green
computing, only 52% of papers (32 papers) have considered the energy efficiency metric
as their evaluation metric. According to the justifications provided for energy efficiency
importance in the Section 1, it is necessary for future research to consider energy consump-
tion metric as their research objective, and also to use multi-objective models to increase
the energy productivity in cloud environments.

In recent years, the use of artificial intelligence-based methods has made significant
progress, as can be seen in Figure 7; among the artificial intelligence-based methods, deep
reinforcement learning and deep learning are the most frequent ones.
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Figure 7. Method frequency.
6. Investigating Challenges and Opportunities
The challenges and opportunities that have been indicated in the reviewed papers are
listed in Table 7.
Table 7. Challenges and opportunities.
Reference Research Challenge Research Opportunity
Computational burden of virtual machine
[5] consolidation in energy-efficient cloud Optimization of LSTM algorithms and DRLs
data center
. Using feature selection algorithms before
Secure resource allocation based on deep . : .
. o training machine learning models, and to
[41] reinforcement learning in serverless : . .
: ) consider remained capacity of energy
multi-cloud edge computing L
as a limitation
Resource allocation optimization for
[52] energy-constrained hierarchical Combining CNNs and GCNNs with RNNs
edge—cloud systems
Computational complexity in intelligent green The use of hybrid algorithms to reduce the
[43,44,55,59] . . .
cloud computing computational complexity
Best method selection for machine Designing architectures in which several
[66] learning-based scaling management for intelligent methods compete with each other,
Kubernetes edge clusters and the best method is selected
Providing an algorithm to identify machines
Energy and SLA efficient consolidation of that have less load than their capacity, taking
[82] . L .
virtual machines in cloud data centers into account the topology of the servers,
temperature, and cooling systems
Ignoring the economic aspects of intelligent Applying PAYG metrics for green intelligent
[86-95] resource management in green :
. resource management of cloud computing
cloud computing
Guaranteeing energy efficiency in Energy-efficient fog computing by
[96-99] P . . L .
og computing investigating techniques and recent advances
[100-102] Lack of energy efficiency in cloud-based Improving energy efficiency through green
IoT networks cloud computing in IoT networks
[103-107] Green sustainability in cloud data centers Green-aware management techniques for

sustainable data centers
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Table 7. Cont.
Reference Research Challenge Research Opportunity
[108-111] High computational cost in green intelligent Cost-related green intelligent RA/RS
RA/RS for cloud computing techniques for cloud computing
Reducing the computational cost of RA/RS in Green quantum-based RA /RS
[112,113] ; : .
arge-scale cloud computing cloud computing

7. Conclusions

The emission of carbon dioxide is a critical environmental concern, exacerbated by the
booming growth of cloud computing users. This surge necessitates utilizing more resources,
which consequently produces higher energy consumption. Although the number of studies
on energy efficiency in cloud data centers has increased in recent years, further research to
mitigate energy consumption and carbon dioxide emissions is inevitable. Our statistical
analysis revealed that only 52 percent of the reviewed papers directly address energy as
their main research objective. It is important to note that other types of research objectives,
such as resource utilization is related to energy consumption, but there is still a need for a
distinct focus on green computing.

Another significant open research challenge overlooked in the literature is scalability.
Our review results indicated that only two papers have evaluated their models regarding
scalability. Therefore, we recommended addressing scalability as a future research area.
Also, various aspects, including the variability of data centers, their structural aspects, their
operational contexts, the request patterns, data center’s geographical differences, and data
center size, should be considered in proposing new solutions.

In addition, in this paper, we showed that there has been an increase in the use of
deep models. Another deduction of our paper was the imperative utilization of deep
techniques in Al-based methods for green resource management in cloud environments
due to the exponential growth of data. Consequently, there should be a future emphasis on
developing hybrid deep models rather than solely relying on machine learning models,
which may not always be scalable enough to handle big data challenges.

This review selected a subset of papers published between 2018 and 2025, focusing on
green computing and utilizing intelligent methods, including Al-based methods and meta-
heuristics. Furthermore, this paper scrutinized the research areas considered regarding
state-of-the-art green cloud computing and categorized them into six areas. Additionally,
detailed descriptions and statistics of methods, metrics, tools, and datasets were extracted
and presented. It is important to note that all categorizations and provided statistics in this
research are based on the subset of papers selected for review in this study.
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Abbreviations

The following abbreviations are used in this manuscript:

AWS Amazon Web Service
CDC Cloud Data Center

CPU Central Processing Unit
DNN Deep Neural Network
DRL Deep Reinforcement Learning
EC2 Elastic Compute Cloud
GCp Google Cloud Platform
GPU Graphics Processing Unit
TaaS Infrastructure-as-a-Service
TIoT Internet of Things

LSTM  Long Short-Term Memory
MEC Mobile Edge Computing

PaaS Platform-as-a-Service
PAYG  Pay-as-You-Go
PM Physical Machine

PUE Power Usage Effectiveness

QoS Quality of Service

RA/RS Resource Allocation/Resource Scheduling
SaaS Software-as-a-Service

SLA Service-Level Agreement

SLAV Service-Level Agreement Violation

TCO Total Cost of Ownership

TPU Tensor Processing Unit

vCPU Virtual CPU

VM Virtual Machine
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