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Abstract

Phishing remains one of the most pervasive social engineering threats, exploiting human
vulnerabilities and continuously evolving to bypass static detection mechanisms. Existing
machine learning models achieve high accuracy but often act as opaque systems that lack
robustness to evolving tactics and explainability, limiting trust and real-world deploy-
ment. In this research, we propose a dynamic Explainable AI (XAI) approach for phishing
detection that integrates temporally aware feature extraction with dual interpretability
through LIME and SHAP applied to the resulting window-level features. The novelty of
this research lies in a temporally dynamic feature framework that simulates a plausible
email reading progression using a heuristic temporal model and employs a sliding window
aggregation method to capture behavioural and temporal patterns within email content.
Using an aggregated dataset of 82,500 phishing and legitimate emails, dynamic features
were extracted and used to train four classifiers: Random Forest, XGBoost, Multi-Layer
Perceptron, and Logistic Regression. Ensemble models demonstrated strong performance
with XGBoost achieving 94% accuracy and Random Forest 93%. This research addresses an
important gap by combining dynamically constructed temporal features with transparent
explanations, achieving high detection performance while preserving interpretability. These
findings demonstrate that dynamic temporal modelling with explainable learning can en-
hance the trustworthiness and practicality of phishing detection systems, highlighting that
temporally structured features and explainable learning can enhance the trustworthiness
and practical deployability of phishing detection systems without incurring excessive
computational overhead.

Keywords: Explainable Artificial Intelligence (XAI); phishing detection; temporal features;
dynamic feature extraction; XGBoost; random forest; LIME; SHAP; cyber threat detection

1. Introduction
Phishing remains one of the most persistent and successful social engineering threats,

with recent reports attributing a substantial number of breaches to human-targeted attacks,
including phishing as an initial access point [1], underscoring the need for robust, adap-
tive detection approaches. As attackers continually vary content, timing, and delivery
strategies, the scale and diversity of these attacks highlight that static detection systems are
increasingly brittle in the face of evolving phishing campaigns and user contexts.

While there have been significant advances in phishing detection accuracy through
machine learning [2,3], widespread reliance on these black-box models, coupled with a
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lack of user understanding, erodes trust. It negatively affects operational adoption [4],
motivating the integration of Explainable AI (XAI) to enable transparent decision-making
and to highlight security-related reasoning [5–7]. This transparent decision-making enables
human users to understand, trust, and appropriately act on model outputs, which is critical
in domains such as cybersecurity [8]. Existing XAI-enhanced phishing systems largely
use static feature sets or text-only vectorisation, leaving a gap in methods that capture
temporal dynamics and behavioural context while still providing clear local and global
explanations to users. This paper addresses the problem of balancing interpretability with
temporally informed modelling by asking: How can a dynamic feature-extraction system,
combined with machine learning and XAI, improve phishing detection performance while
maintaining transparent explanations suitable for real-world use, even when models are
trained in an offline setting?

The main objective of this research is to design a dynamic feature extraction system
that utilises simulated temporal progression by combining extracted send timestamps with
a heuristic reading-time model, with aggregation into overlapping windows for capturing
contextual patterns. In this work, ‘dynamic’ refers to the construction of temporally
structured window-level features from email content and timestamps. LIME and SHAP are
then applied in their standard form to these dynamic features, with the classifiers being
trained in an offline supervised setting. The system aims to train diverse classifiers on these
dynamic features and rigorously evaluate them using accuracy, precision, recall, F1, and
confusion matrices to determine which classifiers are most suitable for the system. The
research also aims to provide both local and global interpretability using Local Interpretable
Model-agnostic Explanations (LIME) and SHapley Additive exPlanations (SHAP) methods,
highlighting the most influential features to enhance user trust and decision support.
Additionally, the paper compares outcomes and insights against recent literature to position
the approach among XAI-enhanced and dynamic phishing detection systems, addressing
the limitations of static models and contributing to the advancement of real-time solutions
in cybersecurity.

The study uses a large, aggregated, open phishing email dataset (82,500 emails, bal-
anced with phishing and legitimate emails) and extracts timestamps using a multi-pattern
finding strategy to enable analysis of real temporal context. Emails are segmented and
converted into session logs, with simulated reading durations, then grouped via overlap-
ping windows to aggregate temporal features with some linguistic features, before training
Random Forest (RF), Extreme Gradient Boosting (XGBoost), Multi-layer Perceptron (MLP)
and Logistic Regression (LR) classifiers. LIME provides local instance-level explanations
and SHAP beeswarm analyses for global patterns, revealing dominant features for decision-
making, such as money-related terms and temporal cues, such as base_hour and base_year.

The main contributions are stated below:

• Introducing a temporal dynamic extraction method that integrates realistic reading-
time progression with overlapping windows to capture dynamic, behavioural and
timing signals.

• Delivers a dual XAI setup for the dynamic system (LIME and SHAP), that clarifies
the models’ behaviours across classifiers and highlights reasoning, improving trans-
parency and trust.

• Demonstrates strong performance with tree ensemble classifiers with XGBoost achiev-
ing 94% accuracy and Random Forest achieving 93%.

• Shows how dynamically constructed temporal features and explainability can be
jointly achieved without excessive computational overhead.

The remainder of the paper is organised as follows. Section 2 reviews related work on
explainable and dynamic phishing detection. Section 3 describes the proposed methodology,
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including the dataset, the dynamic feature extraction process, model training, and the
implementation of XAI. Section 4 presents and analyses the experimental results. Section 5
benchmarks the proposed approach against existing works reported in the literature.
Section 6 discusses the limitations and future directions of this research. Finally, Section 7
summarises the paper’s findings.

2. Related Work
2.1. XAI in Phishing Detection

Recent research demonstrates growing emphasis on interpretability in phishing detec-
tion. These works apply machine learning (ML) techniques to detect phishing emails and
incorporate XAI to make the results more visually interpretable and user-friendly. Yakan-
dawala et al. [9] highlighted that integrating machine learning and XAI can significantly
improve phishing detection, thereby developing trustworthy and interpretable systems
that help users make informed decisions about email threats. Their research demonstrated
notable advances in using XAI to enhance transparency and trust in phishing detection
models, with strong results from the support vector machine (SVM) classifier. The method-
ology employed user-friendly visualisations and a graphical user interface (GUI) to address
user distrust in black-box ML models. However, it highlights future work on evolving
phishing tactics, which our research addresses by incorporating dynamic features.

In another study, Fajar, Yazid, and Budi [10] demonstrated that effective feature
selection is central to accurate phishing detection. They identified crucial elements such as
’length_url,’ ’time_domain_activation,’ and ’page_rank’ as significant indicators of phishing
attempts. Their methodology leverages XAI techniques, such as SHAP, to enhance model
interpretability and guide classification decisions, yielding robust and efficient models.
A notable strength of this approach is its ability to convert complex model behaviour
into clear, actionable insights, improving both accuracy and transparency. However, the
methodology’s reliance on static feature importance has limitations: it does not account
for temporal changes or evolving phishing tactics, which can reduce adaptability to new
threats. Additionally, focusing on current feature importance may lead to overfitting and
limit generalizability in dynamic, real-world environments. These limitations underscore
the need for future research on dynamic, context-aware feature analysis and adaptive XAI
frameworks for phishing detection.

A framework for using explainable ensemble models for phishing detection was pre-
sented in E2Phish [11], which employed hard voting, soft voting, and stacking to improve
classification accuracy. To explain the E2Phish model to the end user, SHAP, LIME, and
PDP were used. These methods emphasise identifying the key features that influence the
model’s predictions. With this model introducing stacking, the reported stack ensemble out-
performed all individual base classifiers, achieving 97% accuracy, 96% precision, 98% recall,
and 97% F1-score, which demonstrates that aggregating diverse models such as Decision
Tree, Naive Bayes, Logistic Regression, and SVM leverages their complementary strengths
to produce more robust performance. Additional research has validated that ensemble
approaches, particularly hybrid models combining decision trees and random forests, con-
sistently achieve accuracies above 96% in phishing detection tasks [12,13]. Comprehensive
reviews of ensemble learning methods highlight the effectiveness of techniques such as
XGBoost, Random Forest, and gradient-boosting across diverse classification problems [14].
Additionally, using Mutual Information (MI) for feature selection ensured that only the
most informative features were retained, reducing noise and potential overfitting. Despite
efficient feature selection, the model still relied on statically selected features, which may
not capture trends in dynamically evolving phishing URLs and could affect its long-term
effectiveness as attacker behaviours shift. Additionally, employing multiple ensemble
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techniques and sophisticated XAI methods can increase computational costs and hinder
real-time implementation in resource-constrained environments.

Recent systematic reviews have comprehensively evaluated SHAP and LIME as the
dominant XAI frameworks in machine learning interpretability [15,16]. These techniques
have proven particularly valuable in cybersecurity applications where model transparency
is essential for operational trust and regulatory compliance. Similar to XAI techniques such
as SHAP and LIME, other methods can provide insights into AI models and improve end-
user understanding. A counterfactual explanation (CE) approach was used in Fan et al.’s
study [17] to examine the reasoning behind a trained prediction model, which provides
users with a level of personalisation in the suggestions and interventions offered to reduce
susceptibility to phishing attacks. A key strength of this work lies in its integration of causal
reasoning within the counterfactual framework. By leveraging structural causal models
and incorporating causal proximity into the counterfactual generation process, the method
ensures that proposed interventions are both realistic and contextually meaningful. The
framework’s application to a real-world dataset comprising psychological, behavioural,
and demographic features from thousands of university staff further supports its practical
relevance; however, its mathematical sophistication could create barriers to real-world
adoption due to resource-constrained security contexts.

2.2. Dynamic Phishing Detection

Arthy et al. [18] created a real-time phishing detection system that uses memory-
augmented neural networks with dynamic contextual analysis to identify and block phish-
ing attempts via email. Dynamic contextual analysis was used to evaluate and identify
anomalies in email timing, interactions, metadata and sender behaviour, and to employ
memory-augmented neural networks to retain knowledge of past detections. This sys-
tem proved remarkably accurate, achieving 99.27% efficiency. A key advantage of their
methodology is its adaptability to evolving phishing tactics, as the system can learn from
both historical and contextual data, enhancing resilience against sophisticated attacks. The
integration of XAI techniques further supports transparency and user trust. However, there
are notable limitations: the computational complexity of combining MANNs and DCA may
impact real-time performance and scalability, particularly in large-scale or resource-limited
settings. The system’s reliance on comprehensive contextual data introduces vulnerabilities
if that data are incomplete or inaccurate, and its applicability to unseen real-world phishing
scenarios has yet to be thoroughly validated.

Another paper focusing on the features used to detect phishing emails is Chien et al. [19],
which conducted experiments to assess the weighted importance of extracted features.
Features such as binary, numeric, text-based, as well as HTML tags were used, and HTML
tags were among the most accurate, achieving 95% accuracy when trained and tested on
phishing email datasets. This work demonstrates that the classifiers lacked accuracy when
applied to real phishing emails, underscoring the need for further work to collect real
emails rather than relying on the same phishing datasets.

One approach to creating a system with dynamic features is to use a sliding window
technique, which processes sequential data by moving a window over the data. Both
CANTINA+ [20] and PhishLang [21] employ sliding-window techniques to address the
dynamic nature of phishing attacks and the computational constraints inherent in real-time
detection systems. Xiang et al. [20] employed a temporal sliding-window mechanism in
CANTINA+ to emulate real-world conditions, training the models on historical data and
validating them on future data. Their approach systematically moved a sliding window
of length L, measured in days, incrementally along the timeline and utilised a detection
algorithm on webpages marked with timestamp Ti. It was done using models trained
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on a dataset of phishing information with time labels within the window [Ti−L, Ti−1].
This temporal approach proved highly effective, achieving more than 92% true positive
(TP) rate on distinct phishing tests, over 99% TP rate on nearly identical phishing tests,
and approximately 1.4% false positive (FP) rate with less than 20% training phish over
a two-week sliding window. The sliding window methodology enabled CANTINA+ to
continuously incorporate evolving phishing patterns while maintaining computational
efficiency, addressing the challenge that phishing tactics change rapidly over time. However,
one limitation of this model is its sensitivity to window size; if it is too short, it may miss
slower-evolving threats. If it is too large, it will reduce responsiveness to new tactics; thus,
when implementing sliding windows, the most effective window size must be chosen.

Similarly, Roy and Nilizadeh [21] implemented a sophisticated sliding-window ap-
proach in PhishLang, though under different computational constraints related to Large
Language Model token limitations. In both the training and inference stages, each website
sample, represented as parsed HTML, is processed using this method, with the window
size W adjusted to the maximum token capacity of the LLM. Importantly, this segmentation
preserves contextual integrity, ensuring that each section of a webpage is examined within
a unified context, and improves detection sensitivity while reducing false negatives when
only a minor portion of a webpage is harmful. During inference, their sliding-window
strategy employs a dynamic merging technique: if any portion of the website is identified as
phishing, the entire website is labelled as phishing. Importantly, if all portions are initially
assessed as benign, they are merged incrementally and reassessed to counter evasion tactics
in which attackers may spread malicious content across multiple segments. This dynamic
merging strategy is advantageous because it enhances robustness by increasing the likeli-
hood of detecting emerging phishing tactics. One limitation of this methodology, however,
is the computational overhead of re-evaluating chunks, which could significantly affect
the model’s scalability. Both implementations in [20,21] demonstrate how sliding window
techniques can effectively manage the temporal dynamics of phishing evolution while
addressing practical computational constraints, representing significant methodological
advances in handling the dynamic features essential for robust phishing detection systems.
The effectiveness of sliding window approaches has been validated across multiple do-
mains, with applications in time series forecasting demonstrating superior performance
when historical temporal data influences predictions [22,23].

Another dynamic approach was proposed in [24], with its novel contribution lying in
the Phishing Email Detection System (PEDS), which can adapt to changes in newly observed
behaviours. By integrating reinforcement learning, their framework continuously updates
the underlying neural network architecture to handle zero-day attacks and other emerging
phishing behaviours. Although their focus is on overall adaptability and robust detection,
their approach suggests the potential benefits of dynamically updating feature importance.
This insight underscores the need for frameworks that not only adapt during prediction but
also adjust explanatory feature attributions transparently over time. Critically, while the PEDS
framework introduces a highly adaptive and robust mechanism for phishing detection, it
also exhibits several strengths and limitations. A key strength of the framework is its feature
evaluation and reduction algorithm, which dynamically selects and ranks important features
as new data arrive, ensuring the model focuses on the most relevant indicators while reducing
unnecessary complexity. On the other hand, a limitation of this framework is the lack of
user interpretability, as it lacks XAI mechanisms, which may erode users’ trust and hinder
adoption in environments where understanding model decisions is crucial.

Do et al. [25] proposed a phishing detection model based on Temporal Convolutional
Network (TCN) to address limitations of conventional Convolutional Neural Network
(CNN) and Recurrent Neural Network (RNN) approaches. The methodology leverages

https://doi.org/10.3390/fi18020101

https://doi.org/10.3390/fi18020101


Future Internet 2026, 18, 101 6 of 26

temporal patterns in malicious URLs, demonstrating the effectiveness of sequential mod-
elling for capturing evolving phishing tactics, achieving a 98.78% accuracy. However, the
approach focuses exclusively on URL-based detection, excludes email content analysis,
and lacks interpretability mechanisms, thereby limiting its applicability in scenarios re-
quiring transparent decision-making for end users. In addition to this temporal approach,
Mythili et al. [26] introduced a Temporal Naive Bayes classification framework for email
spam detection that incorporates temporal dynamics into the classification process. The
methodology leverages temporal features, including email arrival times, sender behaviour
patterns, and the temporal distribution of keywords, to capture temporal dynamics in-
herent in email communication. The classifier models conditional dependencies among
features within the same class, thereby accounting for sequential temporal dependencies.
An experimental evaluation on the Kaggle Spam Filter dataset (5700 emails) achieved
99.13% accuracy, outperforming traditional static classifiers, including KNN, Decision
Trees, SVM, and Random Forest. However, the approach focuses on spam detection rather
than phishing-specific threats, lacks explainability mechanisms to provide transparency
into temporal feature importance, and evaluates on a relatively small dataset compared to
large-scale phishing datasets, potentially limiting generalizability to sophisticated phishing
campaigns that employ distinct temporal patterns from spam.

Despite notable advances in using XAI to enhance the transparency and trustworthi-
ness of phishing detection systems, a persistent gap remains in balancing interpretability
with adaptability to evolving threats. As the literature demonstrates, and as summarised in
Table 1, most successful approaches, whether SVM-based models with user-oriented visual-
isations, ensemble methods leveraging SHAP and LIME, or even frameworks incorporating
advanced feature selection, still primarily rely on static features, limiting their ability to
capture and counter rapidly changing attack vectors, a challenge frequently highlighted by
recent research. When dynamic detection is pursued, such as with memory-augmented
neural networks or sliding-window techniques, the integration of effective, user-friendly
XAI remains insufficient or absent, often due to computational complexity or trade-offs
with detection performance, motivating the need for a new XAI phishing detection system
that leverages dynamic, context-aware feature analysis while maintaining interpretable,
user-centred explanations, effectively bridging the gap between robust, real-time resilience
and genuine transparency in cybersecurity.

Table 1. Comparative Analysis of XAI-Based and Traditional Phishing Detection Models.

Author(s) Approach XAI Method Performance Key Limitation Type of Features

Yakandawala et al.
(2024) [9]

XAI-enhanced SVM
with GUI LIME 96% (SVM) Static approach Static

Fajar, Yazid & Budi
(2024) [10]

Feature importance with
ensemble models SHAP <95% Static features, high

computational cost Static

Alam et al.
(2024) [11]

Explainable ensemble
(E2Phish) SHAP, LIME, PDP Stacking 97%

accuracy Non-diverse dataset Static

Hernandes Jr et al.
(2021) [27]

URL-based RF/SVM
with XAI LIME, EBM 97–98% accuracy

(RF/SVM), (EBM)
URL-only; no temporal
dynamics Static

Lim et al.
(2025) [28]

Email phishing LR
classifier with LLM layer

LIME, SHAP, LLM
(DeepSeek v3) 98.4% accuracy Email-only; no temporal

modelling; LLM latency Static

Fatima et al.
(2025) [29]

IoT/robotics URL
phishing RF detector LIME, SHAP 98.35% accuracy (RF) URL only; static snapshot Static

Uddin & Sarker
(2024) [30]

DistilBERT phishing
email classifier

LIME, Transformer-
Interpret

98.48% accuracy
(balanced data) No temporal split Static

Alotaibi et al.
(2025) [31]

XAIAOA-WPC
(MHA-LSTM with
meta-heuristics)

LIME 99.23% accuracy High complexity Static
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Table 1. Cont.

Author(s) Approach XAI Method Performance Key Limitation Type of Features

S & G (2025) [18] Memory-augmented
neural networks LIME and SHAP 99.27% efficiency Scalability issues Dynamic

Chien & Khethavath
(2023) [19]

Multi-feature type
analysis None <70% Poor real-world

performance Dynamic

Xiang et al.
(2011) [20]

Temporal sliding
window (CANTINA+) None 92% TP, 1.4% FP Window size sensitivity Dynamic

Roy & Nilizadeh
(2024) [21]

LLM-based sliding
window (PhishLang) None <93% Computational overhead Dynamic

Smadi, Aslam &
Zhang (2018) [24]

Dynamic evolving
neural network (PEDS) None 98.6% No interpretability Dynamic

Do et al. (2025) [25] Temporal Convolutional
Network (TCN) None 98.78% No explainability;

URL-focused Dynamic

Mythili et al.
(2024) [26] Temporal Naive Bayes None 99.13% Spam-focused; no XAI;

small dataset Dynamic

3. Materials and Methods
To address both the black-box issue of the lack of explainability in machine learning

models [32] and the lack of temporally informed phishing detection models, we propose a
temporally aware dynamic feature-extraction model with XAI. Our methodology processes
phishing emails using a sliding-window analysis, combined with multi-model learning
and XAI, as outlined in Figure 1.

To create an XAI-based phishing detection model using dynamic features, an appro-
priate dataset had to be selected to accurately represent phishing emails from a copyright-
free, open-source source. We used the Phishing Email Dataset, created by Naser Abdul-
lah Alam [33,34], which combines multiple other popular phishing datasets, including
Enron, Ling, CEAS, Nazario, and SpamAssassin. The dataset contains approximately
82,500 emails, of which 42,891 are phishing, and 39,595 are legitimate. The choice of this
dataset is motivated by several considerations. First, it mitigates dataset-specific biases that
can arise from relying on a single corpus. Second, given the sensitivity of phishing data,
this publicly available dataset offers a comprehensive and ethically accessible alternative
to proprietary collections. Third, the dataset was carefully merged to create a unified,
near-balanced corpus. The emails are reliably labelled through a rigorous process devel-
oped by recognised research teams, including contributors from the Apache Foundation
and the Enron project, to address concerns raised in prior studies about poorly validated
datasets. Finally, the dataset provides a diverse and representative sample of real-world
email communications, spanning multiple sources, time periods, and attack strategies,
thereby enhancing the generalizability of the findings. Each email comes with a binary
label (‘phishing’ or ‘legitimate’) inherited from the original source, these labels are used
as-is as ground truth for supervised training and evaluation. While no dataset is entirely
free from noise, using this aggregated dataset provides a broader range of phishing email
types, spanning from broad-context emails to core content and subject lines, enabling a
more dynamic study.

Our system was implemented in Python version 3.13.5 using several key modules.
NumPy version 2.2.6 and pandas version 2.3.1 were employed to handle data frames,
perform numerical computations, and preprocess data. Regular expressions, dateutil
version 2.9, the parser, datetime, and time modules were used to extract email timestamps
and construct sliding-window temporal features. Model development relied on scikit-learn
version 1.7.1 for dataset partitioning (train_test_split), cross-validation and hyperparameter
tuning (GridSearchCV), and classifiers (RandomForestClassifier, MLPClassifier, Logisti-
cRegression), as well as the gradient-boosted tree ensemble XGBClassifier from XGBoost
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version 3.0.2. Performance evaluation used scikit-learn’s metrics module and matplotlib
version 3.10.3 for explanatory plots. At the same time, model interpretability combined
local explanations from LIME version 0.2.0.1 with global explanations from SHAP version
0.48.0 to reveal feature attributions across classifiers.

Figure 1. Methodology Overview.

3.1. Dynamic Feature Extraction Framework
3.1.1. Timestamp Extraction

To construct these dynamic temporal features, the timestamps in the dataset needed to
be extracted appropriately. Because the dataset comprises multiple email formats and is a
combination of datasets, a multi-pattern timestamp extraction approach was implemented,
employing six regular expression patterns ordered by reliability. These include: a full
language format such as “25 May 2001”; a numerical format with time like “05 30 12 07 pm”;
a complete numerical date–time example “05 29 2001 08 37”; a shortened numerical format
“05 25 01”; a complete language format including time as in “Thursday 28 June 2001, 9
58”; and a format capturing only the year (“2001”). These formats reflect the variety often
encountered in practical timestamp parsing and validation.

An extraction algorithm was implemented, utilising RegEx, employing a first-match
strategy to identify specific timestamps, cleaning up spaces and validating each times-
tamp to ensure it falls between 1990 and 2020. Emails for which no valid timestamp
could be reliably extracted were excluded during preprocessing. Handling incomplete
timestamps. For emails where only partial temporal information could be extracted (e.g.,
year-only or date without time), missing components were deterministically normalised to
15 June at 12:00, corresponding to the midpoint of the calendar year and day. This choice
minimises systematic temporal skew while preserving relative chronological consistency
across records.
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https://doi.org/10.3390/fi18020101


Future Internet 2026, 18, 101 9 of 26

3.1.2. Data Preprocessing

Unusually, as this system relies on raw data to extract timestamps, data preprocessing
is not the first step in the methodology. Since timestamp extraction relies on pattern match-
ing, it is crucial to apply preprocessing only after extracting the datetimes. Preprocessing
involves converting all characters to lowercase to reduce variation, removing leading and
trailing whitespace, and replacing multiple internal whitespace characters with a single
space to improve text consistency and clarity. These text normalisation and cleaning steps
are fundamental preprocessing operations that reduce data variability and standardise
representations, significantly improving downstream model performance [35,36]. The
preprocessing step largely preserves the original text, as this information is crucial for
phishing detection and can serve as features in the detection process.

3.1.3. Session Log Creation

Once the timestamp extraction function was implemented, the next step was to create
session logs to simulate realistic email reading behaviour through sentence-level tempo-
ral progression. This process addresses the lack of deep temporal analysis in dynamic
phishing detection by creating chronologically ordered feature vectors that capture content
characteristics and temporal dynamics [37].

The function begins by segmenting emails using a boundary detection mechanism to
split them into sentences when encountering a full stop, exclamation mark, or question
mark. In addition, a filtering mechanism was added to retain only sentences longer than
five characters to ensure sufficient content for meaningful analysis. Because some data
lacks punctuation, the system also segments the email by word count. If the email contains
fewer than 45 words, it is split into at least three chunks. If it includes more than 45 words,
the number of chunks is determined by dividing the total word count by 15. Subsequently,
a realistic temporal progression simulation based on conventional reading times [38] is
used to process each sentence by multiplying the word count by 0.25 to achieve a reading
speed of 240 words per minute, as shown in Equation (1).

Tread(si) =
W(si)

240
× 60 (1)

This temporal progression does not rely on user reading behaviour that has been
objectively measured, it is a heuristic estimate meant to impose a consistent temporal
structure over the email text.

Complexity factors were also added because certain aspects of the text require longer
reading, such as URLs, longer sentences, and numbers. This time is then added to the email’s
original timestamp to create an increasing timestamp sequence that models realistic reading
progression through the email’s content. The features discussed in the next section are then
computed for each individual session log, which, along with the timestamp, sentence ID,
sentence, and features, are then appended in the structure shown in Listing 1.

Listing 1: Session log creation for temporal progression.

# Session LOG
sessions.append ({

’timestamp ’: currentTime ,
’sentence_id ’: i,
’sentence ’: processed ,
’features ’: features

})
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To extract features from session logs, a function was used to identify characteristics
in each sentence, and these were appended to each session log. The most basic features
included the sentence length, word count, presence of a URL, and the hour of the email.
Phishing emails often employ persuasive principles such as authority and scarcity, thereby
creating a sense of time pressure that encourages quick, heuristic decision-making [39]. For
this reason, urgency-related words such as “urgent,” “immediate,” “ASAP,” “now,” and
“quickly” were included as features. Additionally, money-related terms such as “money,”
“payment,” “bank,” and “account” were incorporated to capture financially oriented cues
commonly observed in phishing attacks [40]. Currency symbols such as $ and £ were also
included as practical indicators of potential financial intent within the message content.
Overall, these linguistic and behavioural features help reveal patterns by analysing trends
and distributions across sentence groups.

3.1.4. Sliding Window Construction

The sliding window function, as implemented, creates a sophisticated temporal seg-
mentation algorithm that transforms sequential session logs into overlapping analyti-
cal windows [41]. This method addresses the fundamental challenge of capturing both
sentence-level patterns and broader contextual relationships in email content for dynamic
phishing detection systems. The sliding window approach is designed to capture tempo-
ral dependencies and patterns in sequences from the email dataset, with each window
representing a temporal unit, thereby enabling feature aggregation and pattern recognition.

Algorithm 1 illustrates how sliding windows operate by segmenting the session logs
(each with an associated timestamp and feature vector) into overlapping windows. Each
window, by default, contains seven session logs, with the windows overlapping by 30% to
capture transitional patterns that span boundaries. If the email sequence of session logs
is shorter than the specified size of 3, a separate function groups the session logs into a
window, preserving available information and context.

In the default configuration, the sliding window size is fixed at 7 session logs with
30% overlap, motivated by the typical length of short paragraphs in phishing emails. To
assess sensitivity to this design choice, additional experiments were conducted in which
the XGBoost and Random Forest classifiers were trained on dynamic features constructed
from session logs using window sizes of 5, 6, and 8. Window sizes of 5 and 6 led to modest
performance degradations, with XGBoost accuracy decreasing to 93% in both cases and
Random Forest accuracy decreasing to 92% for size 5, while remaining at 93% for size 6.
For a window size of 8, Random Forest performance was unchanged, but XGBoost showed
slightly lower precision and recall than the default setting. As a result of this ablation, a
window size of 7 was selected as it provided the best overall balance between detection
performance and computational efficiency.

3.1.5. Aggregating Window Features

As with the sentence-level features in the session logs, features must now be trans-
formed into window-level representations. This is done by aggregating multiple sen-
tence feature vectors within each sliding window into a single feature vector, enabling
machine learning models to leverage contextual patterns and temporal information
across the windows.

This function first calculates the window duration by subtracting the end time of the
window’s last session log (calculated earlier by sequentially adding the sentence’s reading
time to the timestamp) from the start time of the window’s first session log. This feature em-
phasises the dynamic capabilities of the proposed phishing detection system by capturing
the temporal span of user engagement within a particular window. The other calculated
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features are the sentence count, average sentence length, total words, mean number of
URLs, mean number of urgency words, mean number of money terms, and average sen-
tence duration. These aggregated features enable deep pattern recognition across windows
by focusing on linguistic and temporal behaviours rather than on individual sentences.

Algorithm 1 Sliding Window Temporal Segmentation for Session Logs

1: function SLIDINGWINDOWSEGMENTATION(email_dataset, window_size = 7, overlap = 30%)
2: Initialize W ← {} ▷ set of all windows
3: window_id← 0
4: for each email in email_dataset do
5: Extract session logs S = {s0, s1, . . . , sn} from email
6: if |S| < 3 then
7: if true then
8: Create a single window containing all available logs
9: Preserve contextual information from partial sequence

10: end if
11: else
12: if true then
13: for i = 0 to |S| − window_size step stride do
14: Create window wi = {sj|j ∈ [i, i + window_size− 1]}
15: Aggregate temporal features within wi:
16: if true then
17: Extract timestamp metadata
18: Compute sentence-level patterns
19: Calculate contextual relationships
20: end if
21: Append feature vector (window_id, wi, f eatures) to W
22: Increment window_id
23: end for
24: end if
25: end if
26: end for
27: return W = {w0, w1, . . . , wn} ▷ set of overlapping windows
28: end function

3.1.6. Collating Dynamic Features

To apply all functions to the dataset, the dynamic feature construction function system-
atically applies the appropriate functions and steps to generate new dynamic window-level
feature vectors, which are then aggregated into a new data frame for use in training machine
learning models.

The function shown in Algorithm 2 begins by extracting the timestamp from the raw
emails to record the sending time, enabling subsequent analysis of session logs to be viewed
in a real temporal context. A new column is then added to the dataset, with emails without
timestamps filtered out, to align features with their extracted timestamps. Each email’s
text is divided into sentences, and reading times are simulated to generate a chronological
sequence of session logs. Each log captures the sentence content, its local timestamp from
simulated reading, and relevant sentence-level features. The ordered session logs are
then grouped into overlapping windows using a sliding window function, with a default
window size of 7 session logs and 30% overlap, thereby preserving the order of sentences
and their temporal context and enabling the detection of short-range behavioural patterns,
such as monetary and urgency terms.

The windowed sentence features are aggregated into a single vector using the des-
ignated feature aggregation function. Figure 2 shows that the resulting vector contains
window and email identifiers, the true label of each email (0 or 1), associated temporal
metadata, and the extracted timestamp. The aggregation ensures that each window cap-
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tures essential structural and contextual information necessary for downstream analysis
and classification.

Algorithm 2 Temporal Session Log Windowing and Feature Aggregation

1: Initialize processed_d f ← empty, window_id← 0
2: function SESSIONLOGWINDOWING(email_dataset)
3: for each email in email_dataset do
4: Extract timestamp; if missing, skip email
5: for each sentence do
6: Simulate local timestamp based on reading speed
7: Extract sentence-level features (e.g., monetary/urgency terms)
8: Store sentence logs with content, local timestamp, and features
9: end for

10: Group sentence logs (ordered by local timestamp) into overlapping windows
11: Set window_size = 7, overlap = 30%
12: for each window do
13: Aggregate sentence features within the window
14: Construct feature vector:
15: if true then
16: window_id, email_id
17: ground-truth label
18: window temporal metadata
19: original email timestamp
20: end if
21: Append feature vector to processed_d f
22: Increment window_id
23: end for
24: end for
25: return processed_d f
26: end function
27: Invoke SESSIONLOGWINDOWING(email_dataset)
28: Process and structure output for downstream machine learning

Figure 2. Dynamic Feature Extraction Process
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3.2. Model Training Pipeline
3.2.1. Dataset Preparation

After applying the dynamic features function to the original dataset, a comprehensive
data frame was created, with each row corresponding to a windowed segment of an email
and containing temporal and aggregated phishing trigger features. After this, to ensure
model stability, metadata was removed from the column, which would be used for training,
as including the email_id, label, window_id and timestamp could cause the model to cheat
by being provided the label, as well as the rest of the metadata being irrelevant to the
prediction, so it was not needed. It then formed the feature matrix X, representing the input
variables for each sample, and extracted the ’label’ column to create the target vector y,
which contained the true labels for the phishing emails.

The data were then split into training and testing subsets using a stratified split to
preserve class distribution, with 80% of samples used for training and 20% reserved for
testing. A random state of 42 is used to fix the random seed, ensuring reproducibility
across experiments, and stratification is used to preserve class proportions in both the
training and testing subsets. All models are trained once on the dynamic feature matrix, no
online learning or continual retraining is performed in this study. All results are reported
on a held-out test set for consistency across configurations. As a result, the reported
results and conclusions correspond to point estimates from a controlled, reproducible
experimental setting.

3.2.2. Training Models

To classify emails as phishing or legitimate, four supervised machine learning algo-
rithms were used: Random Forest (RF), Extreme Gradient Boosting (XGBoost), Multi-layer
Perceptron (MLP), and Logistic Regression, all from the scikit-learn library. These classifiers
were chosen because they encompass a range of algorithms, including ensemble methods,
gradient-boosting, neural networks, and statistical methods, demonstrating a diverse set of
classification approaches. These models are commonly used in the literature, with random
forests and XGBoost often achieving very high accuracies [42–44].

During model selection, Scikit-learn’s GridSearchCV was employed to optimise hy-
perparameters for each classifier, ensuring the highest classification accuracy as sup-
ported in related literature [45,46]. The Random Forest (RF) model was implemented
with 200 estimators to balance performance and computational efficiency, while maintain-
ing reproducibility through a fixed random state. The XGBoost classifier was trained
with 300 boosting rounds, a maximum tree depth of 10, and a learning rate of 0.1 to
achieve stable, controlled improvements and avoid overfitting. The Multi-Layer Perceptron
(MLP) model featured a two-layer structure with 200 and 50 neurons, respectively, and was
trained for 1000 iterations to capture nonlinear relationships while minimizing overfitting.
Lastly, Logistic Regression employed the liblinear solver with an L1 penalty (C = 0.1) for
regularisation and interpretability in binary classification.

To rigorously assess model performance in phishing email detection, four complemen-
tary evaluation metrics were employed: accuracy, precision, recall, and F1-score. Accuracy
was included as a general indicator of overall classifier performance; however, given the
potential imbalance between phishing and legitimate emails, it alone was insufficient for
reliable evaluation. Precision was selected to quantify the model’s ability to avoid false pos-
itives, which is critical in minimising the misclassification of legitimate emails as phishing,
thereby reducing user disruption and unnecessary alerts.

Recall was chosen to measure how effectively the classifier identifies actual phishing
attempts, helping ensure that real threats are not overlooked, an essential requirement in
security contexts. Finally, the F1-score was used to balance precision and recall, providing
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a single, harmonised metric that reflects the trade-off between detecting phishing emails
and maintaining classification precision. Together, these metrics offer a comprehensive and
reliable evaluation of each model’s practical effectiveness in phishing detection.

3.2.3. Computational Environment

All experiments were implemented in Jupyter Notebook and executed on a desktop
PC with an AMD Ryzen 7 7800X3D 8-core processor (16 logical threads), 32 GB RAM,
and an NVIDIA GeForce RTX 4070 Ti SUPER GPU. On this configuration, the dynamic
feature-extraction pipeline required approximately 29 s to process the full dataset, while the
Random Forest model required around 14 s to train and the XGBoost model approximately
2 s to train.

3.3. Implementing XAI
3.3.1. Setting up LIME

To improve the interpretability of the trained classifiers’ results, XAI was implemented
using the LIME framework. LIME provides local explanations of classification outcomes
and offers users deeper insight into how the classifier makes decisions, either in textual or
graphical form. The explanations approximate the classification decision with a simple,
interpretable model in the specific instance, highlighting which features most strongly
support a given prediction [47]. LIME finds the optimal interpretable model by solving
the following optimisation problem seen in Equation (2) [47]:

E(x) = arg min
g∈G
L( f , g, πx) + Ω(g) (2)

In this formulation, g represents a simple linear model selected from the class of
interpretable models G. The term L( f , g, πx) denotes a locality-aware loss function that
measures how accurately g approximates the predictions of the complex model f within
the local region defined by the proximity measure πx. The complexity term Ω(g) acts as a
regulariser that penalises overly complex explanations, thereby maintaining interpretability.
The optimisation ensures that the resulting explanation faithfully represents the model’s
local decision boundary while remaining accessible and comprehensible to human users.
Due to its ability to provide robust and interpretable explanations of complex models,
LIME was chosen as the XAI of choice [48].

To set up LIME, shown in Listing 2, the LimeTabularExplainer was initialised using
the training feature matrix, along with the feature names, the class names of ‘Phishing’
and ‘Legitimate’, as well as setting it in classification mode. Subsequently, the explainer
was applied to each classifier model to generate local explanations for specific emails by
perturbing the input features and observing changes in the classifier’s output probabilities.
LIME then fitted a simple, interpretable graphical representation of horizontal bars that
showed which features were most important in its classification decisions.

Listing 2: LIME explainer setup for the Random Forest model.

# Initialize LIME explainer
explainer = LimeTabularExplainer(

X_train.values ,
feature_names=feature_columns ,
class_names =[’Legitimate ’, ’Phishing ’],
mode=’classification ’

)

# Generate explanation for an email instance
instance = X_test.iloc [0]. values
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exp = explainer.explain_instance(
instance ,
rf_model.predict_proba ,
num_features =10

)

# Creating the graph
fig = exp.as_pyplot_figure ()
plt.title(’LIME Explanation - Random Forest ’)
plt.show()

3.3.2. Setting up SHAP

To view explanations of the classifiers at a global rather than local level, SHAP was
implemented, utilising beeswarm visualisations to reveal feature importance and impact
patterns across the dataset. For each email prediction, SHAP values explain the model’s
decision by quantifying how much each feature contributes to the classification of phishing
versus legitimate, accounting for feature interactions and dependencies [49]. The SHAP
value for feature i is defined in Equation (3);

ϕi( f , x) = ∑
S⊆F\{i}

|S|!(|F| − |S| − 1)!
|F|! [ fS∪{i}(xS∪{i})− fS(xS)] (3)

where F is the set of all features, S ⊆ F \ {i} is a coalition excluding i, and fS(xS) is
the model’s prediction using only features in S. This computes the average marginal
contribution of feature i across all coalitions [49].

The SHAP values were computed using the explainer object, with each trained classi-
fier and a sample size of 10,000 from the training data (due to computational constraints,
the whole dataset was not used). These SHAP values quantify each feature’s contribution
to a specific prediction; once calculated by the explainer, they can be applied to multiple
visual and graphical representations.

The beeswarm plot is used to visualise the SHAP values for this method. It was
chosen because it is a benchmark representation used in many studies and is crucial for
understanding feature importance, model bias, and potential areas for improvement [50].
The beeswarm plot shows dots representing instances, positioned horizontally according
to their SHAP values: positive SHAP values extend to the right, indicating that the feature
increases the probability of phishing, whereas negative values decrease it. These dots are
also colour-coded, with blue indicating low values and red indicating high values, allowing
identification of feature-prediction relationships. The vertical distribution of density also
provides insights: dense clusters indicate consistent feature impact, whereas wider spreads
indicate more variable influence.

4. Results
4.1. Dataset Preprocessing and Feature Extraction Results

The dynamic, temporally aware preprocessing pipeline demonstrated strong per-
formance across the diverse dataset. The extraction process successfully generated
164,302 windows, each containing an average of 7 session logs, yielding 2.6 windows
per email. It produced a dynamic feature matrix comprising 164,302 samples × 14 features,
including dynamic temporal features such as window_duration, average_sentence duration,
base_hour, base_month, base_year, base_day_of_week, alongside content-based features encom-
passing sentence_count, average_sentence_length, total_words, URL_density, urgency_density,
and money_density.
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4.2. Classifier Performance Comparison

The results obtained from the models are presented in Table 2. The precision, recall, and
F1 score reported in Table 2 correspond to weighted averages across classes, as computed
using the standard classification report. Overall, XGBoost and Random Forest achieve the
most balanced and accurate classification results, with weighted performance scores of 94%
and 93%, respectively.

Table 2. Performance comparison of machine learning models using weighted average precision,
recall, and F1 score (best results in bold).

Model Accuracy Precision Recall F1-Score

Random Forest 93% 93% 93% 93%
XGBoost 94% 94% 94% 94%
MLP 87% 87% 87% 87%
Logistic Regression 81% 81% 81% 80%

In addition, the confusion matrices shown in Figures 3 and 4 reveal clear performance
hierarchies and specific strengths and weaknesses of each approach in processing temporal
phishing features. They show that XGBoost achieved the fewest false positives and false
negatives, with 874 and 1181, respectively. In security, false negatives are critical because
they represent missed threats; thus, showing that logistic regression had 4348 false negatives
compared with XGBoost (1181) demonstrates the practical value of tree-based approaches
such as Random Forest and XGBoost for real-world deployment versus other methods,
such as neural networks and linear approaches.

Figure 3. Random Forest and XGBoost Confusion Matrices.

Figure 4. MLP and Logistic Regression Confusion Matrices.
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4.3. XAI LIME Results

LIME was applied to each model using the same instance to explain its window-
level aggregated feature hierarchy, thereby improving usability. The LIME explanations
reveal consistent patterns in feature importance across all four classifiers, supporting the
robustness of the dynamic feature extraction methodology. Money_density emerges as the
strongest positive indicator across Random Forest, XGBoost, MLP, and Logistic Regres-
sion, consistently contributing the most significant positive influence toward phishing
classification (see Figures 5–8). This alignment demonstrates that the temporal sliding
window approach successfully captures universal phishing behavioural patterns. It also
shows how urgency density consistently appeared as a negative contributor across all
models, indicating that the absence of urgency terms is causing the emails to be classified
as legitimate.

Figure 5. Random Forest LIME Graph showing LIME feature attributions (x-axis).

Figure 6. XGBoost LIME Graph showing LIME feature attributions (x-axis).
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Figure 7. MLP LIME Graph showing LIME feature attributions (x-axis).

Figure 8. Logistic Regression LIME Graph showing LIME feature attributions (x-axis).

The Random Forest and XGBoost models, shown in Figures 5 and 6, had similar feature
rankings, with money_density, base_year, and urgency_density as the top features for classifica-
tion. The temporal catching features of the base_year and base_hour have a strong influence
on these models, suggesting that they better capture temporal decision boundaries.

The multilayer perceptron model, LIME explanation shown in Figure 7, places average
sentence length higher than the other models and exhibits more balanced feature contribu-
tions to classification, indicating that neural networks use a broader feature set than other
classifiers. The LIME explanation of the logistic regression model, shown in Figure 8, illus-
trates the most diverse pattern in how the features have been utilised. URL_density shows a
greater negative contribution than the other models, which may explain its lower accuracy.

4.4. XAI SHAP Results

SHAP was also applied to each classifier using a sample size of 10,000 to obtain a
global overview of feature importance. In the Random Forest SHAP beeswarm, shown
in Figure 9, base_hour is the most influential feature, with a strongly bidirectional effect:
some hours show negative SHAP values (blue, left) while others contribute positively (red,
right), indicating pronounced temporal patterns learned by the model. Base_year exhibits a

https://doi.org/10.3390/fi18020101

https://doi.org/10.3390/fi18020101


Future Internet 2026, 18, 101 19 of 26

large, asymmetric spread with higher years pushing SHAP values to the right, consistent
with temporal drift toward higher predicted risk in more recent messages. Money_density
shows a clear pattern, where a greater density of monetary terms produces a long red
right tail of positive contributions. Avg_sentence_length has a moderate, mixed-direction
impact: unusually short or long sentences nudge predictions, but most points cluster near
zero. Url_density is generally low overall, yet a subset of high-value cases shifts predictions
to the right, implying that links increase risk in specific emails. Seasonal and weekly
effects from base_month and base_day_of_week are present but modest, centred near zero
with small left/right shifts. Finally, window_duration displays a small-to-moderate positive
skew, suggesting certain durations increase predicted risk, though its overall contribution
is secondary.

Figure 9. Random Forest SHAP Plot.

The XGBoost SHAP beeswarm, shown in Figure 10, indicates that base_year is the
dominant driver: more recent years (high values) strongly push predictions positive, while
earlier years pull them negative, indicating temporal drift. Money_density exhibits a clear
monotonic right shift, with higher concentrations consistently increasing the prediction.
Base_month and base_hour provide modest, bidirectional nudges reflecting seasonal and
diurnal patterns without large fluctuations. Avg_sentence_length has limited influence
overall; both very short and very long sentences can matter slightly, with a mild right
tail for longer sentences. Base_day_of_week stays centred near zero, suggesting minimal
weekly cyclic effects. Finally, total_words and window_duration have small, mixed impacts,
indicating secondary roles in the model’s decisions.

Beeswarm plots were also generated for MLP and logistic regression classifiers. The
models echoed similar results but spread influence more evenly across length and win-
dow features, yielding smaller, mixed contributions. Across models, temporal features
(particularly base_year and, to a lesser extent, base_hour/base_month) are the principal de-
terminants of predictions, with money-related language providing the most consistent
content-based lift.
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Figure 10. XGBoost SHAP Plot.

5. Benchmarking with Existing Works
This section benchmarks the proposed dynamic and explainable phishing detection

approach against existing works in the literature. The comparison focuses on detection
performance, computational practicality, and explainability, highlighting how the pro-
posed method balances accuracy and interpretability relative to static, deep learning,
and hybrid approaches.

This study shows that the dynamic features derived from the sliding-window represen-
tation of phishing emails, when paired with explainable tree ensembles, provide a balance
of accuracy, operational reliability, and transparency. We demonstrated that the dynamic
features used in the classifiers achieved strong and consistent performance across multiple
classifiers, with tree ensembles performing best (XGBoost 94%, Random Forest 93%) and
reducing false negatives, which is a critical aspect of phishing detection (see Section 4.2).
High levels of explainability accompanied these high-performance results at both the local
(LIME) and global (SHAP) levels. The explanations in Sections 4.3 and 4.4 highlighted that
money-related content and temporal signs (base_year, base_hour) are dominant drivers for
classification, indicating that the method captures both evolving phishing dynamics and
content in a way that is transparent and actionable.

The strong base-year and base-hour effects highlighted by the XAI feature-importance
visualisations indicate temporal drift and time-of-day patterns in phishing that static fea-
ture sets miss, underscoring the importance of dynamic features, as a sliding window
preserves short-range sequential cues and improves sensitivity to evolving tactics. Ensem-
ble classifiers were also found to enhance the use of dynamic features by reducing false
negatives across classifiers, suggesting that interactions between temporal metadata and
content characteristics are key to practical detection.

Recent studies provide a useful benchmark for evaluating the performance of our pro-
posed dynamic feature-extraction framework, as summarised in Table 3. Al-Subaiey et al. [34]
reported notably high accuracies of 99.1% using Support Vector Machine (SVM) and 98.4%
using Random Forest (RF) with their static Term Frequency-Inverse Document Frequency
(TF-IDF)-based approach. However, the variant of their approach using word2vec embed-
dings produced substantially lower results, achieving 83.8% with RF and 82.1% with SVM.
These findings highlight the strong influence of feature representation on model behaviour.
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They also show that while dynamic methods introduce valuable contextual information,
traditional static text representations can still capture important phishing indicators.

Table 3. Comparison with existing works.

Study Dataset Methods Accuracy Precision Recall F1-Score

(Al-Subaiey et al.,
2024) [34]

Phishing
Email

RF (W2Vec),
SVM (W2Vec),
RF (TF-IDF),
SVM (TF-IDF)

83.8%,
82.1%,
98.4%,
99.1%

83%,
82%,
98%,
99%

84%,
81%,
99%,
99%

83%,
82%,
98%,
99%

(Damatie, Eleyan &
Bejaoui, 2024) [51]

Phishing
Email

DistilBERT
(controlled),
DistilBERT
(real world)

99.3%,
95.4%

99.3%,
87.5%

99.3%,
100%

99%,
93.3%

(Salian, 2024) [52] Phishing
Email

Hybrid Distil-
BERT + SVM,
SVM

97%,
94%

97%, 94% 97%,
94%

97%,
94%

Our Study Phishing
Email

RF,
XGBoost,
MLP,
LR

93%,
94%,
87%,
81%

93%,
94%,
87%,
81%

93%,
94%,
87%,
81%

93%,
94%,
87%,
80%

Damatie, Eleyan, and Bejaoui [51] further illustrated the sensitivity of model perfor-
mance to deployment conditions. In their work, DistilBERT’s accuracy decreased from
99.3% in controlled experiments to 95.4% in real-world evaluations, demonstrating both the
robustness and the limitations of deep contextual models in real-world settings. Their dy-
namic framework provided comparable performance, albeit slightly lower, while offering
enhanced interpretability, a key consideration for operational use.

Salian [52] showed that hybrid classification approaches can achieve strong results
(97%) but require substantially higher computational cost. This performance is only
marginally higher than that achieved by standard SVM or XGBoost classifiers using dy-
namic features (94%), suggesting that the accuracy gains from hybrid pipelines may not
justify the additional complexity in many practical scenarios.

In contrast, our study demonstrates that a carefully engineered dynamic extraction
pipeline, when combined with efficient classical models such as Random Forest and XG-
Boost, achieves competitive performance, with accuracies of 93% and 94%, respectively.
It also outperforms the word2vec-based model of Al-Subaiey et al. [34] while remaining
lightweight, scalable, and far easier to train, deploy, and interpret. The combination of accu-
racy, efficiency, and practicality positions our approach as a compelling alternative to more
complex deep-learning architectures, particularly in real-world environments where compu-
tational constraints, transparency, and operational scalability are essential considerations.

6. Discussion and Future Directions
This study advances phishing detection research by moving beyond conventional

performance-centric evaluation toward a feature-driven, temporally informed understand-
ing of model behaviour. While prior studies predominantly report aggregate metrics such
as accuracy and F1-score, our results demonstrate that these measures alone are insufficient
for assessing trustworthiness, adaptability, and operational viability of phishing detection
systems in dynamic or real-world settings. By integrating dynamic feature extraction
with model interpretability techniques, this work introduces a principled framework for
analysing why phishing detection models succeed or fail.

A key contribution is the systematic application of LIME and SHAP to quantify feature
importance at both local and global levels. This dual interpretability enables granular,
per-email explanations alongside dataset-wide insights, revealing the temporal and content
cues that consistently drive model decisions.
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The interpretability-driven results have direct operational implications. SHAP-based
global explanations guide feature prioritisation and retraining strategies by identifying
attributes that consistently mitigate false negatives, while LIME enables instance-level
auditing of model decisions. By integrating temporal analysis and explainability into
phishing detection pipelines. This work enables continuous monitoring of feature relevance,
cross-model interpretability, and adaptive defense against evolving phishing strategies,
which are largely absent in prior studies.

The use of sliding-window temporal preprocessing is a critical component of this
study. By segmenting email activity into overlapping temporal windows, the proposed
preprocessing strategy preserves both local temporal continuity and global dataset coverage.
This design enables models to capture patterns in message frequency, timing irregularities,
and burst-like behaviour, phenomena commonly associated with coordinated phishing
campaigns. From an operational perspective, sliding-window preprocessing also offers
practical advantages. It supports scalable, streaming-friendly implementations suitable
for real-time email filtering systems, where decisions must be made continuously as new
messages arrive.

The proposed temporally dynamic feature extraction framework and dual XAI analysis
are generalizable beyond phishing emails to other sequential, timestamped data domains
where understanding key patterns that occur within a sequence is valuable. This approach
could be used for social media threat detection, where timestamped posts are entered
into the system for analysis of harassment and threats, as well as the temporal campaign
involved. It could also be used for spam emails rather than phishing to capture campaign
timing and windows to identify evolving promotional or urgency patterns. Finally, it could
also be used in log-based anomaly detection, where it treats system logs as session logs,
with XAI identifying anomalous temporal sequences and when they occur, such as rapid
login/logout.

Limitations and Future Directions

Despite these strengths, several limitations remain. The temporal progression in
our framework is synthetically constructed from a fixed reading-speed heuristic rather
than derived from user-behaviour data. The timestamp extraction process failed to re-
cover timestamps for all emails, potentially introducing bias into the temporal feature
distributions. Our deterministic normalisation using fixed temporal midpoints preserves
chronological order but provides only coarse temporal context. Although absolute times-
tamp filtering yields higher apparent accuracy, it substantially reduces dataset coverage
and risks temporal shortcut learning, underscoring the importance of robustness over peak
performance. This trade-off is acknowledged as a limitation of this work. In addition, using
fixed window sizes and overlap limits the system’s ability to adapt to phishing campaigns
that evolve across varying temporal scales. Although the input representation is temporally
dynamic, the explanations generated by LIME and SHAP are static in the sense that they
operate on individual windows or collections of windows, and do not yet provide explicit
sequence-level or transition-level explanations across the full temporal trajectory of an
email. As well as this the present work employs static batch training and does not explicitly
model or mitigate concept drift. These constraints highlight opportunities for refinement
rather than fundamental shortcomings of the approach.

Future research directions include calibrating the temporal model using real interac-
tion logs or user studies and examining the sensitivity of detection performance to different
temporal assumptions. Further work should improve the robustness of timestamp extrac-
tion and explore adaptive windowing strategies [53] that can respond to both slow- and
fast-evolving phishing behaviours. Adaptive strategies such as online learning, contin-
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ual learning, or drift-aware retraining have been shown to be beneficial in maintaining
long-term performance. Extending the proposed temporally structured feature framework
with such adaptive mechanisms is, therefore, a key avenue for future work. Incorporating
TF–IDF vectorisation alongside dynamic features may further enhance detection perfor-
mance, provided that the balance between static textual representations and temporal
dynamics is carefully maintained. Moreover, investigating lightweight hybrid classifiers or
ensemble-stacking approaches could improve robustness while preserving explainability.
Finally, extending the framework to support more adaptive temporal modelling within
XAI-enhanced systems may facilitate deployment in real-time environments, addressing
ongoing challenges in achieving efficient, interpretable, and resilient phishing detection.

7. Conclusions
This study addressed the gap between high-performing but non-explanatory phish-

ing detection systems and the need for methods that both adapt to evolving tactics and
remain interpretable. The proposed temporal-aware dynamic feature methodology, built
on session-level progression, sliding-window aggregation, machine-learning classifiers,
and XAI explanations, leverages realistic reading-time simulation and windowed feature
aggregation to capture both behavioural patterns and temporal dynamics. The proposed
framework enabled classifiers to integrate content-based indicators with contextual pro-
gression, providing a robust foundation for detecting sophisticated phishing attempts.

The results confirm the effectiveness of the proposed approach, with tree ensemble
models delivering strong performance: XGBoost achieved 94% accuracy and Random
Forest 93%. Both local (LIME) and global (SHAP) explanations revealed that money-related
content and temporal cues, such as the base_year and base_hour, are dominant drivers of
classification decisions. These findings demonstrate that adaptability and interpretability
are not mutually exclusive, showing that compact, explainable dynamic features can
support real-time phishing resilience while maintaining transparency and manageable
computational cost. Overall, the findings suggest that future phishing detection research
should move beyond static performance benchmarks and incorporate dynamic, explainable
analysis as a core criterion for evaluation.
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