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Abstract

Audio deepfake and vocoder fingerprint detectors are increasingly used to identify syn-
thetic speech and attribute it to its generating model. However, their robustness against
adversarial perturbations remains unclear across attack algorithms, perturbation domains,
detector representations, and vocoder types. This paper presents a focused, quality-
aware evaluation of four representative adversarial attacks, namely the Fast Gradient
Sign Method (FGSM), Basic Iterative Method (BIM), Projected Gradient Descent (PGD),
and Carlini–Wagner (CW) attack, against audio deepfake and vocoder fingerprint de-
tectors. Each attack is implemented in both the waveform domain and the short-time
Fourier transform (STFT) magnitude domain. All attacks are optimized against Audio
Anti-Spoofing using Integrated Spectro-Temporal Graph Attention Networks (AASIST)
under a targeted fake-to-real objective and are evaluated on synthetic speech generated by
HiFi-GAN, Fullband MelGAN, StyleMelGAN, and Parallel WaveGAN. Attack performance
is first measured on the source AASIST detector, after which black-box transferability is
assessed on three target detector families: ResNet with Linear Frequency Cepstral Coeffi-
cient (LFCC) features, LCNN with Constant-Q Cepstral Coefficient (CQCC) features, and a
bidirectional long short-term memory (BiLSTM) detector. The results show that adversarial
effectiveness depends strongly on perturbation domain and detector representation. STFT-
magnitude PGD transfers strongly to LFCC-based ResNet detectors but has limited effect
on CQCC-based and recurrent detectors. In contrast, waveform-domain attacks produce
broader transferability across feature-based detectors, with different attacks showing dis-
tinct ASR–quality trade-offs. Under the chosen waveform-domain budget, FGSM and BIM
preserve transcription-level intelligibility while retaining meaningful black-box transfer-
ability, whereas CW provides the strongest overall source-detector and black-box attack
performance. To distinguish effective adversarial perturbations from destructive signal
degradation, we evaluate audio quality and intelligibility using word error rate (WER)
and signal-to-noise ratio (SNR). Overall, the findings show that robustness claims in audio
deepfake and vocoder fingerprint detection are limited when adversarial perturbations,
black-box transferability, and audio quality are jointly considered.
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1. Introduction
Neural vocoders have become a central component of modern speech synthesis sys-

tems, enabling the generation of highly natural speech waveforms from intermediate
acoustic representations such as mel-spectrograms. Models such as HiFi-GAN, MelGAN
variants, StyleMelGAN, and Parallel WaveGAN [1–4] can produce synthetic speech with
high perceptual quality, making synthetic audio increasingly difficult to distinguish from
genuine recordings. While these systems support legitimate applications in text-to-speech
and voice conversion, they also increase the risk of audio deepfakes being used for imper-
sonation, misinformation, and fraud [5–8].

To address this risk, audio deepfake detection methods aim to distinguish synthetic
speech from real speech. Beyond binary real-versus-fake detection, a related forensic task
is vocoder fingerprint detection, where the objective is to identify the vocoder or synthesis
model responsible for generating a speech sample [9–11]. The motivation behind vocoder
fingerprinting is that different neural vocoders may leave model-specific artifacts in the
generated waveform [11,12]. These artifacts can appear in spectral structure, cepstral pat-
terns, temporal dynamics, or other signal characteristics learned by the detector. If reliable,
vocoder fingerprints can support both synthetic speech detection and source attribution.

However, the reliability of detecting vocoder fingerprints depends on whether these
artifacts remain stable under perturbation. A detector may achieve high accuracy on clean
synthetic speech but fails when the input is intentionally modified to disrupt the fingerprint
cues used for classification. This is particularly important in adversarial settings, where an
attacker may attempt to preserve the perceived speech content while causing the detector
to misclassify the sample [13–15]. Therefore, evaluating clean accuracy alone is insufficient
for assessing the practical robustness of vocoder fingerprint detectors.

Adversarial attacks provide a direct way to examine this vulnerability [13,16]. In audio,
adversarial perturbations can be applied in different domains. Waveform-domain attacks
modify the raw audio samples directly, while frequency-domain attacks modify a time-
frequency representation such as the short-time Fourier transform (STFT) magnitude
before reconstructing the waveform. These perturbation domains may interact differently
with detector architectures. For example, waveform-based detectors such as Audio Anti-
Spoofing using Integrated Spectro-Temporal Graph Attention Networks (AASIST) [17] may
rely on raw temporal cues, while feature-based detectors using linear frequency cepstral
coefficient (LFCC) or constant-Q cepstral coefficient (CQCC) representations [18,19] may
be more sensitive to spectral and cepstral distortions.

This transferability problem is central to realistic adversarial evaluation [20]. In prac-
tice, an attacker may not know the exact detector used by a forensic system. If adversarial
audio optimized against one detector also fools other detectors, this indicates a broader
weakness across detector families. Conversely, if transferability is limited, this suggests
that robustness may depend strongly on the detector representation. Although recent work
has begun to provide broader comparative evaluations of adversarial robustness in audio
deepfake detection [15], less attention has been given to universal perturbations for vocoder
fingerprint attribution and to how perturbations transfer across detectors with different
cepstral, recurrent, and raw-waveform representations.

This paper presents a focused, quality-aware evaluation protocol of adversarial attacks
against audio deepfake and vocoder fingerprint detectors. We evaluate four representative
attacks: Fast Gradient Sign Method (FGSM), Basic Iterative Method (BIM), Projected Gra-
dient Descent (PGD), and Carlini–Wagner (CW). Each attack is implemented in both the
waveform domain and the short-time Fourier transform (STFT) magnitude domain. All
attacks are optimized against AASIST using a targeted fake-to-real objective. Attack perfor-
mance is first measured on the source AASIST detector, and the resulting adversarial audio
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is then evaluated for black-box transferability across three target detector families: ResNet
with LFCC features, light convolutional neural network (LCNN) with CQCC features,
and a bidirectional long short-term memory (BiLSTM)-based detector. Experiments are
conducted on synthetic speech generated by HiFi-GAN, Fullband MelGAN, StyleMelGAN,
and Parallel WaveGAN.

The contributions of this paper are threefold. First, rather than proposing a new
adversarial attack algorithm, this study provides a focused, controlled evaluation protocol
of representative adversarial attacks under a unified AASIST-source optimization setting.
Second, we compare waveform-domain and STFT-magnitude-domain perturbations to ex-
amine how perturbation domain affects attack success, black-box transferability, and audio
quality. Third, we evaluate transferability across detectors with different input represen-
tations and architectures, while also measuring intelligibility and signal distortion using
word error rate and signal-to-noise ratio. Through this analysis, we show that adversarial
robustness in audio deepfake and vocoder fingerprint detection depends jointly on attack
algorithm, perturbation domain, detector representation, and audio quality.

2. Related Work
This section reviews the research areas that motivate the present study. It first dis-

cusses audio deepfake detection and vocoder fingerprinting, then summarizes detector
representations used for synthetic speech detection. It then reviews adversarial attacks and
transferability, with particular attention to prior work on adversarial robustness in audio
deepfake detection and speech anti-spoofing.

2.1. Audio Deepfake Detection and Vocoder Fingerprints

Audio deepfake detection aims to determine whether a speech signal is genuine or
synthetically generated. Existing detectors commonly approach this task either as binary
real-versus-fake classification or as a more fine-grained source attribution problem. In the
binary setting, the detector only decides whether an utterance is real or synthetic [12,17].
In the source attribution setting, the detector attempts to identify the synthesis model
or vocoder that produced the speech. The latter task is closely related to vocoder finger-
print detection.

Vocoder fingerprints refer to model-specific traces that remain in generated speech
after waveform synthesis [9–12]. These traces may arise from the architecture, training ob-
jective, upsampling strategy, spectral reconstruction loss, or adversarial training procedure
used by a vocoder. For example, generative adversarial network (GAN)-based vocoders
such as HiFi-GAN, MelGAN variants, StyleMelGAN, and Parallel WaveGAN reconstruct
waveform details using different generator and discriminator designs. As a result, their
outputs may contain distinguishable spectral or temporal artifacts that can be exploited by
fingerprint detectors.

The existence of vocoder fingerprints makes source attribution possible, but it also
raises an important robustness question. If the detector relies on subtle synthesis artifacts,
then small adversarial perturbations may be able to disrupt those cues while preserv-
ing the apparent speech content. Therefore, clean classification accuracy alone does not
establish that vocoder fingerprints are stable or reliable in adversarial settings. This moti-
vates evaluating whether fingerprint detectors remain effective when synthetic audio is
deliberately perturbed.

2.2. Detector Representations for Synthetic Speech Detection

Audio deepfake detectors differ in the representations they use to analyze speech.
Feature-based detectors first transform the waveform into an acoustic feature representation
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and then classify the extracted features. Common front-end features include mel-frequency
cepstral coefficients (MFCCs), linear frequency cepstral coefficients (LFCCs), and constant-Q
cepstral coefficients (CQCCs). These features compress spectral information into lower-
dimensional representations that can be used by convolutional or recurrent classifiers.

LFCC and CQCC features are particularly relevant to vocoder fingerprint detection
because they capture different frequency structures. LFCCs [18] use linearly spaced fil-
ters, which can preserve high-frequency and narrowband artifacts that may be useful for
detecting synthetic speech. CQCCs [19] are based on the constant-Q transform and use a
logarithmic frequency structure, which may emphasize different spectral patterns. As a
result, perturbations that disrupt LFCC-based detectors may not necessarily transfer to
CQCC-based detectors.

End-to-end detectors follow a different approach by operating directly on raw wave-
form inputs or minimally processed representations. These models learn task-specific
features from the signal rather than relying on a fixed cepstral front end. AASIST is an
example of this direction and is designed for speech anti-spoofing using raw waveform
input. Compared with fixed-feature detectors, end-to-end detectors may exploit temporal,
spectral, or phase-related cues that are not explicitly represented in hand-crafted features.

These differences in detector representation are central to adversarial transferability.
An adversarial perturbation optimized against a raw-waveform detector may not affect
a cepstral-feature detector in the same way, and an attack that disrupts LFCC features
may not generalize to CQCC features or recurrent temporal models. For this reason,
the present study evaluates multiple detector families, including AASIST, ResNet+LFCC,
LCNN+CQCC, and a BiLSTM-based detector.

2.3. Adversarial Attacks and Transferability

Adversarial attacks modify an input signal to cause a machine learning model to make
an incorrect prediction [13,21]. In audio deepfake detection, this means perturbing a speech
waveform so that a detector fails to recognize it as synthetic or fails to attribute it to the
correct vocoder. Such attacks are especially concerning when the perturbation preserves
speech intelligibility while disrupting detector-relevant artifacts.

Gradient-based attacks provide a common framework for evaluating model robustness.
FGSM [22] applies a single gradient-sign update, while BIM [23] extends this idea through
multiple iterative updates. PGD [24] further strengthens the iterative attack by using
random initialization and projection within a bounded perturbation region. CW [25] uses
an optimization-based objective that directly manipulates the model logits while balancing
classification success and perturbation size. These attacks differ in computational cost,
optimization strength, and sensitivity to hyperparameters.

In the audio domain, adversarial perturbations can be applied in different signal
domains. Waveform-domain attacks directly modify the audio samples, while frequency-
domain attacks modify spectral representations such as STFT magnitude before recon-
structing the waveform. This distinction is important because detectors do not all rely on
the same signal evidence. Raw-waveform models may be affected by temporal or phase-
related perturbations, while cepstral-feature detectors may be more sensitive to spectral
magnitude changes.

Black-box transferability [26] is also important for practical evaluation. A perturbation
optimized against one source detector may or may not transfer to other detectors with
different representations and architectures. If transferability is high, the attack reveals a
broader weakness across detector families. If transferability is limited, the vulnerability
may be specific to the source detector or feature representation. Although recent work
has begun to provide broader comparative evaluations of adversarial robustness in audio
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deepfake detection, less attention has been given to the joint relationship between uni-
versal perturbations, perturbation domain, vocoder attribution, detector representation,
and audio quality.

This work addresses that gap by comparing FGSM, BIM, PGD, and CW in both
waveform and STFT-magnitude domains under a unified AASIST-source optimization
protocol. The optimized universal perturbations are then evaluated across multiple vocoder
fingerprint detectors and vocoder types without re-optimization. This design allows the
study to examine source-detector attack success, black-box detector transferability, cross-
vocoder transferability, and quality-aware attack effectiveness.

2.4. Adversarial Robustness in Audio Deepfake Detection

Recent studies have examined the vulnerability of audio deepfake detection systems
under adversarial and anti-forensic conditions. Kawa et al. [14] evaluated adversarial
attacks against multiple audio deepfake detection architectures in both white-box and trans-
ferability settings, and further investigated adversarial training as a defense strategy. Their
results show that audio deepfake detectors can be vulnerable to adversarial perturbations
and that robustness varies across detector architectures.

Farooq et al. [27] proposed a transferable adversarial attack framework for audio
deepfake detection using surrogate models and a GAN-based generation strategy. Their
work emphasizes the importance of black-box transferability and shows that adversarial
examples can degrade the performance of state-of-the-art audio deepfake detectors beyond
the source model. Wang et al. [28] studied BIM-based attacks against speech deepfake
detectors in both time-domain and frequency-domain settings, showing that perturbation
domain can affect attack effectiveness under white-box and black-box evaluation.

A closely related recent benchmark by Uddin et al. [15] provides a broad comparative
study of anti-forensic attacks against audio deepfake detection systems. Their evalu-
ation includes raw-audio and spectrogram-based detectors across multiple benchmark
datasets, and considers both statistical attacks, such as pitch shifting, filtering, noise ad-
dition, and quantization, and optimization-based attacks, including FGSM, PGD, C&W,
and DeepFool. This work provides valuable evidence that audio deepfake detectors remain
vulnerable under diverse anti-forensic conditions.

More specifically, the attacks considered in this study are representative of the gradient-
based and optimization-based methods commonly used to evaluate adversarial robustness.
FGSM provides a single-step first-order attack, while BIM and PGD provide stronger
iterative variants based on projected gradient updates. CW represents an optimization-
based attack that directly targets the model decision boundary through a logit-margin
objective. These attacks have also appeared in recent audio deepfake and speech anti-
spoofing robustness studies. For example, Wang et al. [28] focused on BIM-based attacks
against speech deepfake detectors in both time-domain and frequency-domain settings,
while Uddin et al. [15] included FGSM, PGD, and CW as part of a broader benchmark of
anti-forensic attacks against audio deepfake detection systems. The present work builds
on this direction by evaluating these attacks as universal perturbations under a unified
AASIST-source protocol and by examining their effects on both binary fake-to-real evasion
and vocoder fingerprint attribution.

The present study differs from these works in focus and evaluation design. Rather
than providing a broad benchmark of general binary audio deepfake detectors, this work
focuses on universal adversarial perturbations for audio deepfake and vocoder fingerprint
detectors. In particular, all attacks are optimized under a unified AASIST-source protocol
and evaluated for black-box transferability across detectors with different representations,
including LFCC-based, CQCC-based, and recurrent models. The study also examines
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vocoder attribution failure and reports WER and SNR to distinguish quality-preserving
adversarial perturbations from destructive signal degradation. This provides a focused,
quality-aware evaluation of how universal perturbations affect both binary deepfake detec-
tion and vocoder fingerprint attribution.

3. Methodology
3.1. Overview

This study compares the robustness of audio deepfake and vocoder fingerprint detec-
tors under multiple adversarial attack settings. Four attacks are evaluated: FGSM, BIM,
PGD, and CW. Each attack is implemented in two perturbation domains: the waveform
domain and the STFT-magnitude domain.

All attacks are optimized against AASIST using a targeted fake-to-real objective.
The learned adversarial perturbations are then applied to synthetic speech generated by
multiple vocoders and evaluated on both the source detector and independent target
detectors. This design allows us to examine source-detector attack success, black-box
transferability, and the effect of perturbation domain on detector robustness.

3.2. Problem Formulation

Let x ∈ [−1, 1]T denote a clean synthetic speech waveform of length T. The source
detector is denoted as fs(·), where fs corresponds to AASIST in this study. AASIST is
treated as a binary classifier with two classes:

0 = fake, 1 = real. (1)

For a synthetic input x, the true label is y = 0, and the target adversarial label is yt = 1.
The objective is to generate an adversarial waveform xadv such that the source detector
predicts the target class while the audio remains close to the original waveform:

xadv = A(x; δ), (2)

where A(·) denotes the attack transformation and δ denotes the adversarial perturbation.
The form of δ depends on the perturbation domain. In the waveform domain, δ is added
directly to the raw audio samples. In the STFT-magnitude domain, δ is applied to the
magnitude spectrum before waveform reconstruction.

3.3. Universal Perturbation Setting

All attacks are implemented as universal perturbations. Instead of optimizing a
separate perturbation for each utterance, each attack learns one reusable perturbation from
a source vocoder dataset:

Dsrc = {x1, x2, . . . , xN}. (3)

The universal perturbation is optimized as:

δ∗ = arg min
δ∈S

1
N

N

∑
i=1

L( fs(A(xi; δ)), yt), (4)

where δ∗ is the optimized perturbation, S is the allowed perturbation set, and L(·) is the
attack loss. For FGSM, BIM, and PGD, cross-entropy loss toward the target real class is
used. For CW, a logit-margin loss is used.

After optimization, the same perturbation δ∗ is applied to evaluation audio without
re-optimization:

xadv = A(x; δ∗). (5)
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This universal setting creates a stricter transferability evaluation than per-sample
optimization because the perturbation must generalize across utterances and vocoders.
This choice is intentional because the study focuses on reusable perturbations and black-box
transferability rather than on the maximum attack success achievable when each utterance
is optimized independently.

3.4. Perturbation Domains
3.4.1. Waveform-Domain Perturbation

In the waveform-domain setting, the perturbation is added directly to the raw waveform:

xadv = clip(x + δw,−1, 1), (6)

where δw is the waveform-domain perturbation. The clipping operation ensures that the
adversarial waveform remains within the normalized amplitude range. The perturbation is
constrained by an ℓ∞ bound:

∥δw∥∞ ≤ ϵ. (7)

This setting evaluates whether direct sample-level perturbations can disrupt detectors
that operate on raw waveforms or on features extracted from waveforms.

3.4.2. STFT-Magnitude-Domain Perturbation

In the STFT-magnitude-domain setting, the perturbation is applied to the magnitude
spectrum. Given a waveform x, its short-time Fourier transform is:

X = STFT(x). (8)

The complex STFT is decomposed into magnitude and phase:

M = |X|, P =
X

|X|+ η
, (9)

where η is a small constant used to avoid division by zero. The adversarial magnitude is
computed as:

Madv = M + δM, (10)

where δM is the STFT-magnitude perturbation. The adversarial waveform is reconstructed
using the original phase:

xadv = ISTFT(Madv · P). (11)

Since STFT magnitudes are not bounded within a fixed amplitude range, a relative
perturbation budget is used:

|δM| ≤ ϵrel · Mref, (12)

where Mref is a reference magnitude template computed from the source training set,
and ϵrel controls the perturbation strength.

3.5. Attack Algorithms

The four attacks are selected to cover representative categories of widely used ad-
versarial optimization methods while keeping the evaluation controlled and comparable
across perturbation domains. FGSM is included as a single-step gradient-sign attack and
provides a low-complexity baseline [22]. BIM and PGD are included as iterative projected-
gradient attacks, allowing the study to compare stronger multi-step variants against the
one-step FGSM baseline [23,24]. CW is included as an optimization-based attack that
uses a logit-margin objective rather than a direct cross-entropy gradient-sign update [25].
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Together, these methods cover single-step, iterative, projected-gradient, and optimization-
based attack families that are commonly used in adversarial robustness evaluation. They
have also been considered in recent audio deepfake and speech anti-spoofing robustness
studies [15,28].

Other adversarial attack techniques, such as DeepFool [29], query-based black-box
attacks, psychoacoustic attacks, generative attacks, and adaptive defense-aware attacks, are
not included in the present study. This exclusion is intentional rather than a claim that these
methods are unimportant. The goal of this work is to provide a focused, quality-aware
comparison of universal perturbations under a unified AASIST-source optimization proto-
col. Including additional attack families would introduce different assumptions, such as
query access, perceptual masking constraints, learned attack generators, or defense-specific
adaptation, which would make the comparison less controlled. These alternative attacks
are therefore left for future work.

FGSM performs a single targeted gradient-sign update:

δ∗ = −ϵ · sign(∇δLCE( fs(A(x; δ)), yt)). (13)

BIM extends FGSM by applying iterative projected updates:

δk+1 = ΠS
(

δk − α · sign
(
∇δLCE

(
fs(A(x; δk)), yt

)))
, (14)

where α is the step size and ΠS (·) projects the perturbation back into the allowed set S .
PGD follows the same iterative update rule as BIM but starts from a random initializa-

tion within the allowed perturbation set:

δ0 ∼ U (S). (15)

CW is implemented as an optimization-based targeted attack using a logit-margin
objective. Let zfake and zreal denote the fake and real logits produced by AASIST. The CW
loss is:

LCW = max(zfake − zreal + κ, 0), (16)

where κ is a confidence margin. The total CW objective is:

Ltotal = D(δ) + c · LCW, (17)

where D(δ) penalizes perturbation size and c controls the weight of the classification loss.

3.6. Transferability Evaluation

The optimized adversarial audio is evaluated under two criteria: source-detector
evasion and black-box transferability. For AASIST, attack success is defined as fake audio
being classified as real:

ASRAASIST =
Nfake→real

N
, (18)

where Nfake→real is the number of fake samples predicted as real, and N is the total number
of evaluated samples.

For multi-class vocoder attribution detectors, attack success is defined as incorrect
vocoder attribution:

ASRmulti = 1 − Ncorrect

N
, (19)
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where Ncorrect is the number of attacked samples still classified as their true vocoder
class. This definition treats any incorrect vocoder prediction as a successful disruption of
source attribution.

3.7. Audio Quality and Intelligibility Metrics

Attack success alone is insufficient because a detector may fail when the audio is
heavily degraded. Therefore, adversarial effectiveness is evaluated together with speech
intelligibility and signal distortion.

Word error rate (WER) is used to measure transcription-level intelligibility:

WER =
S + D + I

Nw
, (20)

where S, D, and I are the numbers of substitutions, deletions, and insertions, respectively,
and Nw is the number of words in the reference transcript. The WER increase is defined as:

∆WER = WERadv − WERclean. (21)

Whisper WER is used as an automatic proxy for transcription-level intelligibility rather
than as a complete substitute for human perceptual evaluation. It provides a consistent and
reproducible way to compare whether adversarial perturbations affect the recognizability
of speech content across attack settings. However, automatic WER does not fully capture
subjective perceptual quality, naturalness, annoyance, or listener preference. Therefore,
WER is interpreted together with SNR as an objective quality indicator, while subjective
listening evaluation is left for future work.

Signal-to-noise ratio (SNR) is used to measure signal-level distortion between clean
and adversarial waveforms:

SNR = 10 log10

(
∥x∥2

2
∥x − xadv∥2

2 + η

)
, (22)

where η is a small constant used to avoid division by zero. Higher SNR indicates that the
adversarial audio remains closer to the clean waveform.

4. Experimental Setup
This section describes the experimental conditions used to evaluate adversarial robust-

ness. It introduces the dataset and vocoders, the source and target detector configurations,
the attack hyperparameters, and the evaluation protocol used to measure attack success,
black-box transferability, and audio quality.

4.1. Dataset and Vocoders

Experiments are conducted using synthetic speech derived from the LJSpeech cor-
pus [30]. LJSpeech contains approximately 13,100 English utterances from a single female
speaker recorded at 22.05 kHz. This corpus provides a controlled setting for evaluating
vocoder-generated speech and adversarial perturbations because speaker identity, lan-
guage, and recording conditions are held relatively constant. This makes it possible to
focus the evaluation on the interaction between vocoder type, perturbation domain, attack
algorithm, and detector representation. However, this controlled design also limits the gen-
eralizability of the results to multi-speaker, multilingual, noisy, compressed, or in-the-wild
audio deepfake scenarios.

Four neural vocoders are evaluated: HiFi-GAN, Fullband MelGAN, StyleMelGAN,
and Parallel WaveGAN. HiFi-GAN is used as the source vocoder for adversarial optimiza-
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tion, while all four vocoders are used during evaluation. This setup allows the experiment
to measure both same-vocoder performance and cross-vocoder transferability. After an
attack is optimized on HiFi-GAN-generated speech, the resulting universal perturbation is
applied to all vocoder outputs without re-optimization.

All adversarial audio is generated at 22.05 kHz. For detectors requiring a different
sampling rate, such as AASIST, audio is resampled internally during evaluation. The attacks
are applied after waveform synthesis, and no vocoder model weights are modified.

4.2. Detector Configuration

Four detector configurations are used: AASIST, ResNet + LFCC, LCNN + CQCC,
and BiLSTM. These detectors are selected to cover different input representations and
model architectures.

AASIST is used as the source detector for attack optimization. It is treated as a binary
fake-versus-real classifier, where the target attack objective is to classify synthetic speech as
real. The remaining detectors are used to evaluate black-box transferability.

The ResNet + LFCC detector is a multi-class vocoder attribution model referenced
from baseline work [11]. Each waveform is converted into linear frequency cepstral co-
efficient (LFCC) features before classification. The LCNN + CQCC detector follows the
same multi-class attribution setting but uses constant-Q cepstral coefficient (CQCC) fea-
tures with a light convolutional neural network. The BiLSTM detector is included as a
temporal sequence-based model to test whether attacks optimized against AASIST transfer
to recurrent architectures.

For the multi-class detectors, the true label corresponds to the source vocoder of the
evaluated sample. An attack is considered successful if the detector no longer predicts the
correct vocoder class. For AASIST, an attack is considered successful if synthetic speech is
classified as real.

4.3. Attack Configuration

Table 1 summarizes the hyperparameters used to generate universal perturbations
in the waveform-domain and STFT-magnitude-domain settings. The same attack settings
were applied across vocoders within each perturbation domain so that differences in
attack success could be attributed to the interaction between attack algorithm, perturbation
domain, vocoder type, and detector representation rather than to changes in optimization
settings. The perturbation budgets are domain-specific because waveform-domain and
STFT-magnitude-domain attacks operate on different signal representations; therefore, their
raw ϵ values should not be interpreted as directly equivalent. For this reason, the attack
results are interpreted together with WER and SNR measurements in addition to ASR.

The waveform-domain and STFT-magnitude-domain perturbation budgets have dif-
ferent physical meanings. In the waveform domain, ϵ directly bounds the maximum
sample-level amplitude change in the normalized waveform. In the STFT-magnitude
domain, ϵrel bounds the perturbation relative to a reference magnitude template, so it
constrains the spectral-magnitude perturbation as a fixed proportion of the reference mag-
nitude. Therefore, the raw numerical values of ϵ and ϵrel should not be interpreted as
directly equivalent across domains.

The perturbation budgets are selected as quality-aware operating points for evaluating
universal adversarial perturbations under each signal representation. For waveform-
domain attacks, ϵ = 0.002 is used to keep the perturbation within a low-WER regime
while still allowing measurable detector disruption. For STFT-magnitude-domain attacks,
ϵrel = 0.05 is used to constrain the perturbation relative to the reference magnitude template.
Changing these budgets would be expected to affect the distortion–effectiveness trade-off:
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larger budgets may increase ASR but reduce SNR and increase WER, whereas smaller
budgets may preserve audio quality but reduce attack success. Therefore, the cross-domain
comparison in this study is interpreted through ASR together with WER and SNR, rather
than through raw perturbation-budget values alone.

Four adversarial attacks are evaluated: FGSM, BIM, PGD, and CW. Each attack is
implemented in both waveform-domain and STFT-magnitude-domain settings. All attacks
are optimized against AASIST using a targeted fake-to-real objective and saved as universal
perturbation checkpoints.

For waveform-domain attacks, the perturbation is added directly to the audio wave-
form. The universal perturbation is optimized over fixed-length chunks of 4 s. Since the
sampling rate is 22,050 Hz, each waveform perturbation contains:

Tδ = 4 × 22,050 = 88,200 (23)

samples. The adversarial waveform is then clipped to the valid amplitude range [−1, 1]
after perturbation.

For STFT-magnitude-domain attacks, the perturbation is applied to the magnitude
spectrum while preserving the original phase for inverse STFT reconstruction. The STFT
uses nfft = 1024, hop length 256, and window length 1024. The magnitude perturbation is
constrained using a relative perturbation budget based on a reference magnitude template
computed from the source data.

Table 1. Attack hyperparameters used for waveform-domain and STFT-magnitude-domain attacks.

Parameter Waveform Domain STFT-Magnitude Domain

Sampling rate 22,050 Hz 22,050 Hz
Chunk length 4 s/88,200 samples 4 s/88,200 samples
STFT nfft – 1024
STFT hop length – 256
STFT window length – 1024
Perturbation budget ϵ = 0.002 ϵrel = 0.05
BIM step size α = 0.00025 αrel = 0.003
PGD step size α = 0.00025 αrel = 0.003
BIM/PGD steps 5000 5000
Batch size 8 8
CW steps 5000 5000
CW learning rate 0.001 0.001
CW confidence margin κ = 0 κ = 0
CW loss weight c = 1.0 c = 1.0

The waveform-domain attacks are optimized using 4 s universal perturbations with
ϵ = 0.002. FGSM is implemented as a one-step universal attack. BIM and PGD are iterative
projected-gradient attacks with step size α = 0.00025, with PGD using random initialization
within the allowed perturbation range. CW is implemented as an optimization-based attack
using a targeted logit-margin objective and Adam optimization. During iterative attack
optimization, random cropping is used so that the universal perturbation is exposed to
different temporal regions of the source utterances.

4.4. Evaluation Protocol

The evaluation consists of three stages. First, each attack is optimized using HiFi-GAN-
generated speech and AASIST as the source detector. Second, the saved universal perturba-
tion checkpoint is applied to HiFi-GAN, Fullband MelGAN, StyleMelGAN, and Parallel
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WaveGAN audio without additional optimization. Third, the clean and adversarial audio
are evaluated on AASIST, ResNet+LFCC, LCNN+CQCC, and BiLSTM.

For each detector and vocoder, clean accuracy is first recorded to verify that the
detector performs reliably before attack. Attack success rate (ASR) is then computed using
the definitions from Section 3. For AASIST, ASR measures fake-to-real misclassification.
For multi-class detectors, ASR measures incorrect vocoder attribution.

Audio quality and intelligibility are evaluated using Whisper [31] word error rate
(WER) and signal-to-noise ratio (SNR). These metrics are reported alongside ASR to distin-
guish quality-preserving adversarial examples from attacks that mainly succeed through
signal degradation.

4.5. Implementation Details and Reproducibility

The detector-training data were derived from a randomly selected subset of LJSpeech.
A total of 3678 LJSpeech utterances were used to construct the detector-training corpus.
Each selected utterance was included as a real speech sample and was also vocoded using
the vocoder models available in the detector-training corpus. This produced a seven-class
vocoder-fingerprint classification setting, consisting of HiFi-GAN [1], StyleMelGAN [3],
Parallel WaveGAN [4], MelGAN [32], Multiband MelGAN [2], Fullband MelGAN [2],
and real speech. The resulting file list was split into training, validation, and internal test
partitions using stratified random sampling with a fixed random seed of 42. The resulting
split contained 20,596 training files, 2575 validation files, and 2575 internal test files.

The adversarial robustness evaluation was conducted on a separate held-out eval-
uation subset. Specifically, 942 additional LJSpeech utterances were sampled from the
remaining utterances not used to construct the detector-training corpus. These utterances
were vocoded using the four vocoders evaluated in the main experiments: HiFi-GAN, Full-
band MelGAN, StyleMelGAN, and Parallel WaveGAN. The attack evaluation is therefore
restricted to these four vocoder sources. The remaining vocoder classes in the detector-
training label space were used to train the multi-class attribution detectors but were not
used as source vocoders in the reported adversarial evaluation. The real class is not treated
as an attack source class, because the attacks are applied to synthetic speech and the AASIST
source-detector objective is targeted fake-to-real evasion.

AASIST was adopted as a pretrained detector from the original AASIST work and was
not retrained in this study. It was used as the source detector for adversarial optimization
under a targeted fake-to-real objective. During AASIST evaluation, audio was resampled to
16 kHz and adjusted to the fixed input length required by the model using repeat-padding
or cropping.

The ResNet + LFCC, LCNN + CQCC, and BiLSTM + LFCC detectors were imple-
mented and trained from scratch for this study. The ResNet+LFCC detector follows the
baseline vocoder-fingerprint setting and uses LFCC features as input. LFCC features were
extracted at 22.05 kHz using nfft = 1024, hop length 220, window length 551, 20 linear
filters, and 20 cepstral coefficients. Static, delta, and delta-delta coefficients were concate-
nated to produce a 60-dimensional feature representation. The BiLSTM detector used the
same LFCC feature representation, while the LCNN detector used CQCC features.

All trainable target detectors were optimized using cross-entropy loss and the Adam
optimizer with learning rate 0.001 and momentum parameters (0.9, 0.98). A linear learning-
rate decay schedule was applied during training, and gradient clipping with maximum
norm 5.0 was used to improve training stability. ResNet + LFCC was trained for 100 epochs
with batch size 256. LCNN + CQCC was trained for 100 epochs with batch size 64. BiLSTM
+ LFCC was trained for 60 epochs with batch size 128. Checkpoints were saved during
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training, validation accuracy and validation loss were recorded at each epoch, and the final
checkpoint was used for evaluation. No early stopping criterion was used.

The experiments were implemented using two Python environments. The custom
vocoder fingerprint detectors were implemented in Python 3.9.21 with PyTorch 2.6.0+cu118,
torchaudio 2.6.0+cu118, librosa 0.10.1, NumPy 1.24.3, and scikit-learn 1.6.1. The AASIST-
based attack optimization and evaluation were conducted in Python 3.14.4 with Py-
Torch 2.11.0+cu128, torchaudio 2.11.0+cpu, librosa 0.11.0, NumPy 2.4.3, and scikit-
learn 1.8.0. Whisper version 20250625 was used for WER-based intelligibility evaluation.

5. Results
This section reports the empirical results of the robustness evaluation. The results

are first presented separately for STFT-magnitude-domain and waveform-domain attacks,
followed by a cross-domain comparison, an analysis of black-box transferability, and an
audio quality evaluation using WER and SNR.

5.1. Frequency-Domain Attack Results

Table 2 reports the ASR of STFT-magnitude-domain attacks across the four detectors
and four vocoders. The strongest result is observed for PGD on ResNet + LFCC, where
ASR reaches approximately 100% across all vocoders. Since the attack is optimized against
AASIST rather than ResNet + LFCC, this indicates strong black-box transfer from the
AASIST source detector to the LFCC-based attribution detector.

Table 2. Attack success rate (%) of STFT-magnitude-domain attacks across detectors and vocoders.

Detector Vocoder Clean Acc. PGD FGSM BIM CW

ResNet + LFCC

HiFi-GAN 99.3 99.99 6.00 2.00 6.00
Fullband MelGAN 96.8 99.99 3.00 4.00 6.00
StyleMelGAN 98.7 100.00 4.00 2.00 0.00
Parallel WaveGAN 100.0 99.99 0.00 0.00 0.00

LCNN + CQCC

HiFi-GAN 96.0 0.00 7.00 8.00 6.00
Fullband MelGAN 95.0 0.00 27.00 15.00 10.00
StyleMelGAN 100.0 0.00 2.00 2.00 1.00
Parallel WaveGAN 100.0 15.00 0.00 0.00 0.00

BiLSTM

HiFi-GAN 99.79 0.00 1.91 0.74 1.38
Fullband MelGAN 99.47 0.00 4.03 1.70 1.17
StyleMelGAN 100.0 0.00 0.11 0.42 0.00
Parallel WaveGAN 100.0 0.00 0.00 0.00 0.00

AASIST

HiFi-GAN 94.0 34.00 6.69 6.37 6.37
Fullband MelGAN 93.0 45.00 8.60 8.07 8.28
StyleMelGAN 97.0 26.00 3.40 3.08 3.29
Parallel WaveGAN 94.0 53.00 6.79 6.37 6.69

However, this transfer does not generalize uniformly across detectors. The same STFT-
magnitude PGD perturbation has limited effect on LCNN+CQCC and no measurable effect
on BiLSTM. For AASIST, PGD achieves moderate source-detector ASR, ranging from 26%
to 53% across vocoders. FGSM, BIM, and CW remain weak in the STFT-magnitude setting,
with low ASR on both AASIST and most black-box detectors. Overall, the frequency-
domain results show that STFT-magnitude PGD is effective mainly against LFCC-based
attribution, while the other attacks are largely ineffective under the tested budget.
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5.2. Waveform-Domain Attack Results

Table 3 reports the ASR of waveform-domain attacks. Compared with the STFT-
magnitude setting, waveform-domain perturbations produce broader transferability across
feature-based detectors. ResNet+LFCC is highly vulnerable, with PGD and CW reaching
near-complete or complete attribution failure across vocoders. FGSM and BIM also remain
effective against ResNet + LFCC, although their ASR values vary across vocoders.

Table 3. Attack success rate (%) of waveform-domain attacks across detectors and vocoders.

Detector Vocoder Clean Acc. PGD FGSM BIM CW

ResNet + LFCC

HiFi-GAN 99.3 100.0 77.29 100.0 100.0
Fullband MelGAN 96.8 92.0 74.85 83.02 100.0
StyleMelGAN 98.7 100.0 99.69 100.0 100.0
Parallel WaveGAN 100.0 100.0 93.00 99.69 100.0

LCNN + CQCC

HiFi-GAN 96.0 100.0 73.00 100.0 100.0
Fullband MelGAN 95.0 100.0 87.00 100.0 100.0
StyleMelGAN 100.0 100.0 100.0 100.0 100.0
Parallel WaveGAN 100.0 100.0 6.00 100.0 100.0

BiLSTM

HiFi-GAN 99.79 99.79 99.79 99.68 100.0
Fullband MelGAN 99.47 9.45 3.29 8.39 99.79
StyleMelGAN 100.0 32.59 33.97 39.07 100.0
Parallel WaveGAN 100.0 0.32 11.89 0.64 9.87

AASIST

HiFi-GAN 94.0 37.0 7.01 28.56 85.35
Fullband MelGAN 93.0 39.0 9.02 31.00 89.60
StyleMelGAN 97.0 24.0 3.29 17.62 71.66
Parallel WaveGAN 94.0 38.0 7.22 30.57 87.69

LCNN + CQCC is also strongly affected by waveform-domain attacks. PGD, BIM,
and CW reach 100% ASR across all vocoders, while FGSM produces high ASR for HiFi-
GAN, Fullband MelGAN, and StyleMelGAN but transfers poorly to Parallel WaveGAN.
This indicates that waveform-domain perturbations can disrupt CQCC-based attribution,
although the transferability of single-step FGSM remains more vocoder-dependent.

The BiLSTM detector shows a more mixed pattern. It is highly vulnerable for HiFi-
GAN, but its response varies substantially for the other vocoders. Fullband MelGAN
and Parallel WaveGAN remain relatively robust to PGD, FGSM, and BIM, whereas CW
achieves high ASR for most vocoders except Parallel WaveGAN. This suggests that re-
current temporal modelling changes the way adversarial perturbations transfer across
vocoder sources.

For AASIST, CW is the strongest waveform-domain attack, reaching consistently high
fake-to-real ASR across vocoders. PGD produces moderate ASR, while FGSM and BIM
achieve lower source-detector ASR under the chosen waveform-domain budget. However,
FGSM and BIM still transfer substantially to several black-box feature-based detectors. This
shows that source-detector success does not necessarily predict black-box transferability.

5.3. Cross-Domain Comparison

Table 4 summarizes the average ASR across vocoders for both perturbation domains.
The results show a clear domain effect. In the STFT-magnitude domain, high ASR is
concentrated mainly in PGD against ResNet + LFCC. In the waveform domain, high ASR
is distributed more broadly across attacks and detectors, especially for ResNet + LFCC and
LCNN + CQCC.

The ranking of attacks also changes across domains. For AASIST, STFT-magnitude
PGD is the strongest frequency-domain attack, whereas waveform-domain CW is the
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strongest attack overall. Waveform-domain FGSM and BIM have lower source-detector
ASR than CW, but they still show substantial transfer to feature-based black-box detectors.
For BiLSTM, STFT-magnitude attacks have almost no effect, whereas waveform-domain
attacks produce higher but more variable ASR. These results show that perturbation domain
is a major factor in adversarial effectiveness and transferability.

Table 4. Average ASR (%) across vocoders for STFT-magnitude and waveform-domain attacks.

Domain Detector PGD FGSM BIM CW

STFT-mag

ResNet + LFCC 99.99 3.25 2.00 3.00
LCNN + CQCC 3.75 9.00 6.25 4.25
BiLSTM 0.00 1.51 0.72 0.64
AASIST 39.50 6.37 5.97 6.16

Waveform

ResNet + LFCC 98.00 86.21 95.68 100.00
LCNN + CQCC 100.00 66.50 100.00 100.00
BiLSTM 35.54 37.24 36.95 77.42
AASIST 34.50 6.64 26.94 83.58

5.4. Black-Box Transferability Across Detectors

Table 5 compares source-detector ASR with black-box transfer ASR averaged across
vocoders. Since all attacks are optimized against AASIST, the AASIST column represents
source-detector performance, while ResNet + LFCC, LCNN + CQCC, and BiLSTM represent
black-box target detectors.

Table 5. Source-detector ASR and black-box transfer ASR averaged across vocoders. AASIST is the
source detector, while ResNet + LFCC, LCNN + CQCC, and BiLSTM are black-box target detectors.

Domain Attack AASIST ASR ResNet + LFCC LCNN + CQCC BiLSTM Avg. Black-Box ASR

STFT-mag PGD 39.50 99.99 3.75 0.00 34.58
STFT-mag FGSM 6.37 3.25 9.00 1.51 4.59
STFT-mag BIM 5.97 2.00 6.25 0.72 2.99
STFT-mag CW 6.16 3.00 4.25 0.64 2.63

Waveform PGD 34.50 98.00 100.00 35.54 77.85
Waveform FGSM 6.64 86.21 66.50 37.24 63.31
Waveform BIM 26.94 95.68 100.00 36.95 77.54
Waveform CW 83.58 100.00 100.00 77.42 92.47

In the STFT-magnitude domain, PGD achieves the strongest source-detector ASR
and transfers almost completely to ResNet+LFCC. However, this transfer is not consistent
across all black-box detectors, as the same perturbation has limited effect on LCNN +
CQCC and BiLSTM. The other STFT-magnitude attacks show weak source-detector and
black-box transfer performance. This indicates that STFT-magnitude PGD mainly exposes
a representation-specific vulnerability in the LFCC-based detector rather than a uniformly
transferable weakness across all detector families.

In contrast to the STFT-magnitude setting, waveform-domain attacks produce stronger
black-box transfer overall. CW achieves the highest average black-box ASR, followed by
PGD and BIM. Waveform-domain FGSM has low source-detector ASR on AASIST but still
achieves substantial average black-box ASR. This confirms that source-detector evasion
and black-box transferability should be evaluated separately. An attack that is weak
against the source detector may still disrupt independent target detectors with different
feature representations.

https://doi.org/10.3390/fi18070344

https://doi.org/10.3390/fi18070344


Future Internet 2026, 18, 344 16 of 23

5.5. Audio Quality and Intelligibility

Table 6 reports Whisper WER, Table 7 reports SNR, and Table 8 summarizes the
average WER and SNR across vocoders. The clean vocoded audio has an average WER of
3.96%, providing the baseline for intelligibility comparison.

Table 6. Whisper WER (%) of clean and adversarial audio across vocoders.

Domain Attack HiFi-GAN Fullband MelGAN StyleMelGANParallel WaveGAN Avg. WER

Clean None 3.74 3.99 4.12 3.97 3.96

STFT-mag

FGSM 3.72 3.97 4.03 3.99 3.93
BIM 3.72 3.98 4.02 4.06 3.95
CW 3.74 4.01 4.05 4.01 3.95
PGD 4.65 5.50 5.51 5.28 5.24

Waveform

FGSM 3.82 4.14 4.19 4.06 4.05
BIM 3.75 4.08 4.07 4.02 3.98
CW 3.85 4.18 4.17 4.09 4.07
PGD 3.84 4.12 4.16 3.98 4.03

Table 7. Signal-to-noise ratio (SNR, dB) of adversarial audio across vocoders. Values are reported as
mean ± standard deviation.

Domain Vocoder FGSM BIM PGD CW

STFT-mag

HiFi-GAN 41.69 ± 1.24 46.31 ± 1.24 11.00 ± 1.28 49.40 ± 1.29
Fullband MelGAN 41.80 ± 1.27 46.50 ± 1.27 10.90 ± 1.28 49.50 ± 1.33
StyleMelGAN 42.80 ± 1.29 47.40 ± 1.28 11.90 ± 1.25 50.48 ± 1.37
Parallel WaveGAN 42.00 ± 1.28 46.50 ± 1.28 11.00 ± 1.28 49.70 ± 1.34

Waveform

HiFi-GAN 30.92 ± 1.22 33.44 ± 1.22 32.90 ± 1.22 23.90 ± 1.24
Fullband MelGAN 31.10 ± 1.26 33.62 ± 1.27 33.10 ± 1.26 24.10 ± 1.28
StyleMelGAN 32.06 ± 1.30 34.58 ± 1.25 34.10 ± 1.21 25.00 ± 1.23
Parallel WaveGAN 31.13 ± 1.27 33.65 ± 1.27 33.20 ± 1.26 24.10 ± 1.28

Table 8. Average WER and SNR across vocoders.

Domain Attack Avg. WER ∆WER Avg. SNR

STFT-mag FGSM 3.93 −0.03 42.07
STFT-mag BIM 3.95 −0.01 46.68
STFT-mag PGD 5.24 1.28 11.20
STFT-mag CW 3.95 0.00 49.77

Waveform FGSM 4.05 0.09 31.30
Waveform BIM 3.98 0.02 33.82
Waveform PGD 4.03 0.07 33.33
Waveform CW 4.07 0.12 24.28

For waveform-domain attacks, FGSM and BIM preserve transcription-level intelligibil-
ity under the chosen perturbation budget. Waveform-domain FGSM has an average WER of
4.05% and an average SNR of 31.30 dB, while waveform-domain BIM has an average WER
of 3.98% and an average SNR of 33.82 dB. These WER values are close to the clean baseline
of 3.96%, indicating that these attacks do not rely on severe intelligibility degradation.

Waveform-domain PGD and CW also keep WER close to the clean baseline, with av-
erage WER values of 4.03% and 4.07%, respectively. Among the waveform-domain at-
tacks, BIM and PGD achieve the highest SNR values, while CW obtains the strongest
source-detector and black-box ASR. Overall, these results show that waveform-domain
attacks can retain meaningful transferability while preserving transcription-level intelli-
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gibility, but the ASR–SNR–WER trade-off depends strongly on the attack algorithm and
perturbation domain.

6. Discussion
The results support the need for a focused, quality-aware evaluation protocol when

evaluating adversarial robustness in audio deepfake and vocoder fingerprint detection.
Robustness is not determined by the detector architecture alone. Instead, it depends on
the interaction between attack algorithm, perturbation domain, detector representation,
transferability setting, and audio quality. This is important because a detector that appears
robust under one attack configuration may remain vulnerable under another, and a per-
turbation that achieves high attack success may not necessarily represent the strongest
quality-aware attack. The findings therefore show that adversarial robustness claims should
be interpreted jointly with black-box transferability and signal-quality measurements.

6.1. Perturbation Domain and Detector Representation

The comparison between waveform-domain and STFT-magnitude-domain attacks
shows that perturbation domain has a major effect on adversarial behavior. STFT-
magnitude attacks mainly expose representation-specific vulnerability. In particular,
STFT-magnitude PGD transfers strongly to ResNet+LFCC but has limited impact on
LCNN+CQCC and BiLSTM. This suggests that the perturbation disrupts spectral structures
that are highly relevant to LFCC-based attribution, but less damaging to CQCC-based or
recurrent detectors.

Waveform-domain attacks produce a different pattern. They transfer more broadly
to feature-based detectors, especially ResNet+LFCC and LCNN+CQCC. This indicates
that direct waveform perturbations can disrupt downstream feature extraction even when
the target detector itself does not operate directly on raw waveform input. Therefore,
feature-based detectors should not be assumed to be protected from waveform-level adver-
sarial manipulation.

These findings suggest that robustness evaluation should include more than one
perturbation domain. A detector may appear robust against STFT-magnitude perturba-
tions while remaining vulnerable to waveform-domain attacks, or vice versa. The results
therefore support a domain-aware view of adversarial robustness, where attack effective-
ness must be interpreted in relation to the signal representation being perturbed and the
representation used by the target detector.

6.2. Source-Detector Success Does Not Guarantee Transferability

All attacks in this study are optimized against AASIST, but the strongest transfer
effects do not always correspond to the strongest source-detector attacks. The clearest
example is waveform-domain FGSM. Although it achieves only low fake-to-real ASR on
AASIST under the chosen waveform-domain budget, it still causes substantial attribution
failure on black-box feature-based detectors. This shows that source-detector ASR is not
sufficient for evaluating the broader risk of an attack.

This result has practical implications for black-box adversarial evaluation. If evaluation
only considers the source detector, an attack such as waveform-domain FGSM would
appear weak. However, when evaluated against independent target detectors, the same
perturbation produces substantial attribution failure. Similarly, STFT-magnitude PGD
achieves only moderate source-detector ASR on AASIST but transfers almost completely to
ResNet+LFCC. Therefore, black-box transferability should be evaluated explicitly across
independent detectors rather than inferred from source-detector performance.
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The detector-specific transfer patterns also suggest that different detector families rely
on different fingerprint cues. LFCC-based, CQCC-based, recurrent, and raw-waveform
detectors do not respond identically to the same adversarial perturbation. This means
that robustness claims based on a single detector architecture are limited. A more reli-
able evaluation should include heterogeneous target detectors with different front-end
representations and model structures.

6.3. Quality-Aware Interpretation of Attack Strength

The audio quality results show that high ASR alone is not enough to identify a strong
adversarial attack. Attack effectiveness must be interpreted together with WER and SNR
because different perturbation domains and attack algorithms produce different ASR–
quality trade-offs. Under the chosen waveform-domain budget, FGSM, BIM, PGD, and CW
all maintain average WER close to the clean baseline. The clean vocoded audio has an
average WER of 3.96%, while waveform-domain FGSM, BIM, PGD, and CW achieve
average WER values of 4.05%, 3.98%, 4.03%, and 4.07%, respectively. This indicates
that the waveform-domain attacks evaluated here do not rely on severe transcription-
level degradation.

However, the attacks still differ in their signal-level distortion and attack effectiveness.
Waveform-domain BIM and PGD achieve the highest average SNR values, at 33.82 dB
and 33.33 dB, respectively. FGSM also preserves relatively high SNR at 31.30 dB, while
CW has a lower average SNR of 24.28 dB. In contrast, CW achieves the strongest overall
source-detector and black-box attack performance. This demonstrates a clear ASR–SNR
trade-off: the strongest detector-disrupting attack is not necessarily the one with the
smallest signal-level distortion.

The STFT-magnitude-domain results show a different trade-off. FGSM, BIM, and CW
preserve audio quality well, with WER values close to the clean baseline and high SNR,
but they have low ASR in most detector settings. STFT-magnitude PGD is more effective,
especially against ResNet+LFCC, but it increases average WER to 5.24% and reduces
average SNR to 11.20 dB. This suggests that STFT-magnitude PGD produces stronger
spectral distortion than the other STFT-magnitude attacks.

These findings show why adversarial audio evaluation should report both attack
effectiveness and audio quality. Without WER and SNR, waveform-domain CW and
STFT-magnitude PGD would appear strongest based mainly on ASR. With quality metrics
included, the interpretation becomes more nuanced: CW provides the strongest attack
performance, PGD and BIM provide stronger signal-preservation trade-offs in the wave-
form domain, and STFT-magnitude PGD exposes a representation-specific vulnerability in
LFCC-based attribution at the cost of stronger spectral distortion. This supports the central
evaluation framing of this study: adversarial robustness should not be judged from ASR
alone, but from the joint relationship between attack success, transferability, intelligibility,
and signal distortion.

6.4. Comparison with Prior Adversarial Robustness Studies

The findings of this study are broadly consistent with prior work showing that audio
deepfake detectors and speech anti-spoofing systems can be vulnerable to adversarial
perturbations. Kawa et al. [14] showed that adversarial attacks can reduce the reliabil-
ity of audio deepfake detectors and that robustness differs across detector architectures.
The present results support this observation: AASIST, ResNet + LFCC, LCNN + CQCC,
and BiLSTM do not respond uniformly to the same perturbations, indicating that adversar-
ial robustness is strongly architecture- and representation-dependent.
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The transferability results are also consistent with studies emphasizing the impor-
tance of black-box evaluation. Farooq et al. [27] showed that adversarial examples can
transfer beyond the source model and degrade the performance of independent audio
deepfake detectors. Our results similarly show that source-detector performance does not
fully predict black-box transferability. In particular, waveform-domain FGSM achieves
only low fake-to-real ASR on AASIST but transfers substantially to ResNet + LFCC and
LCNN + CQCC. This supports the broader conclusion that adversarial evaluation should
include independent target detectors rather than relying only on source-detector ASR.

The observed domain-dependent behavior also aligns with Wang et al. [28], who
reported that attack effectiveness against speech deepfake detectors can differ between time-
domain and frequency-domain settings. Our results extend this observation by showing
that domain effects are not uniform across detector representations. STFT-magnitude
PGD transfers strongly to ResNet + LFCC but has limited effect on LCNN + CQCC and
BiLSTM, while waveform-domain attacks produce broader transferability across feature-
based detectors. This suggests that the perturbation domain interacts with both the source
detector and the target detector representation.

Compared with the broad benchmark of Uddin et al. [15], which evaluates anti-forensic
attacks against general audio deepfake detection systems, the present study provides a
more focused analysis of universal perturbations and vocoder fingerprint attribution. Their
results show that both raw-audio and spectrogram-based detectors can be vulnerable under
statistical and optimization-based anti-forensic attacks. Our findings are consistent with
this general vulnerability trend, but further show that attack strength should be interpreted
together with speech intelligibility and signal distortion. In particular, the waveform-
domain results show that attacks can preserve transcription-level intelligibility while still
producing substantial black-box transferability, and that different attacks occupy different
positions in the ASR–SNR–WER trade-off.

These comparisons place the present results in a broader research context. Prior work
establishes that audio deepfake detectors are vulnerable to adversarial and anti-forensic
perturbations. This study extends that evidence to a universal perturbation setting involv-
ing vocoder fingerprint attribution, cross-detector transferability, perturbation-domain
comparison, and WER/SNR-based quality analysis.

6.5. Limitations and Generalizability

This study is conducted in a controlled single-speaker setting using synthetic speech
derived from LJSpeech. This design is useful for isolating the effects of attack algorithm,
perturbation domain, vocoder type, and detector representation because speaker identity,
language, and recording conditions are held relatively constant. However, the findings
should not be interpreted as fully representative of all audio deepfake detection scenarios.
Multi-speaker corpora, multilingual speech, diverse accents, noisy recordings, compression
artifacts, replay conditions, and in-the-wild social media audio may change both detector
behavior and adversarial transferability. Future work should therefore evaluate whether
the same robustness patterns hold across larger and more diverse datasets.

The comparison between waveform-domain and STFT-magnitude-domain attacks is
also based on domain-specific perturbation budgets rather than a full exhaustive WER-
matched budget sweep. The selected budgets provide quality-aware operating points for
comparing ASR, WER, and SNR, but a complete WER-matched evaluation would require
separately tuning the perturbation budget for each attack and perturbation domain. Such
tuning may produce different ASR–SNR–WER trade-offs. Therefore, the present study
reports WER and SNR alongside ASR so that attack effectiveness can be interpreted in
relation to audio quality rather than from attack success alone.
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This study uses Whisper WER and SNR as objective measures of transcription-level
intelligibility and signal distortion. These metrics provide a reproducible way to compare
attack settings, but they do not fully capture subjective perceptual quality, naturalness,
annoyance, or listener preference. Subjective evaluation methods such as mean opinion
score (MOS) tests [33] or Multiple Stimuli with Hidden Reference and Anchor (MUSHRA)-
style listening tests [34] would provide additional evidence about perceived audio quality.
Such testing requires a separate human-subject evaluation protocol and is therefore left for
future work.

Finally, this study focuses on universal perturbations rather than per-sample ad-
versarial optimization. Prior audio deepfake adversarial studies have mainly consid-
ered input-specific or input-conditioned attack settings, including gradient-based attacks
such as FGSM, PGD, BIM, C&W, and DeepFool, as well as GAN-based transferable
attacks [14,15,27,28]. A per-sample attack setting would likely increase source-detector
ASR because each perturbation could be optimized specifically for one utterance. However,
it would evaluate a different threat model from the one considered here. The universal
setting is more restrictive because a single perturbation must generalize across utterances
and vocoders without re-optimization. Therefore, switching to per-sample attacks would
likely change the absolute ASR and quality trade-offs, but it would not remove the main
conclusion that adversarial robustness depends jointly on perturbation domain, detector
representation, transferability, and audio quality.

Future work should extend this evaluation protocol to additional source detectors,
defended pipelines, adaptive attacks, and explainability analysis of detector decisions and
adversarial perturbations.

7. Conclusions
This paper presented a focused, quality-aware evaluation protocol of adversarial

attacks against audio deepfake and vocoder fingerprint detectors. Four attacks, FGSM,
BIM, PGD, and CW, were evaluated in both waveform-domain and STFT-magnitude-
domain settings. All attacks were optimized against AASIST using a targeted fake-to-real
objective. Attack performance was first measured on the source AASIST detector, and black-
box transferability was then evaluated across detectors with different input representations,
including ResNet + LFCC, LCNN + CQCC, and BiLSTM.

The results show that adversarial effectiveness depends strongly on the interac-
tion between attack algorithm, perturbation domain, and detector representation. STFT-
magnitude PGD transfers strongly to ResNet + LFCC but has limited effect on LCNN
+ CQCC and BiLSTM, indicating that frequency-domain vulnerability is representation-
specific. In contrast, waveform-domain attacks produce broader transferability across
feature-based detectors, particularly ResNet + LFCC and LCNN + CQCC. However, source-
detector success does not always predict black-box transferability, as shown by waveform-
domain FGSM, which achieves only low ASR against AASIST but transfers substantially to
several black-box detectors.

The quality evaluation further shows that high ASR alone is insufficient for assessing
adversarial audio. Under the chosen waveform-domain budget, FGSM, BIM, PGD, and CW
preserve transcription-level intelligibility, with average WER values close to the clean
baseline. However, the attacks differ in their ASR–SNR–WER trade-offs. CW provides
the strongest overall source-detector and black-box attack performance, while BIM and
PGD achieve stronger signal-preservation characteristics in the waveform domain. These
findings highlight the need to evaluate adversarial attacks using both detection metrics
and audio-quality metrics.
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Overall, this study demonstrates that robustness claims in audio deepfake and vocoder
fingerprint detection should not be based on a single attack, detector, perturbation domain,
or quality metric. However, the experiments are conducted in a controlled single-speaker
setting using LJSpeech, and the findings should therefore be interpreted within this scope.
Future work should extend this evaluation protocol to larger and more diverse datasets,
additional source detectors, more vocoder families, multilingual and multi-speaker speech,
noisy or compressed audio, defended detection pipelines, adaptive attacks, and subjective
listening evaluation.
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