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Abstract

Endpoint protection systems increasingly rely on a combination of signature-based and
behavioral detection mechanisms, yet their robustness under systematic code transforma-
tion remains insufficiently understood. This paper presents a multi-category evaluation of
endpoint detection robustness under automated, semantic-preserving code transformations
across diverse execution variants. We introduce TransForge, a generalized transformation
framework designed to generate functionally equivalent execution variants for controlled
robustness assessment across heterogeneous artifact categories and programming environ-
ments. Building on our prior work, ShellForge, which focused on a single artifact class,
TransForge extends this approach to support multi-category analysis through a modular
transformation pipeline and an evolutionary strategy that enables non-deterministic variant
generation. Using a dataset of 75 base samples spanning six execution categories and four
programming languages, we conduct controlled experiments to evaluate how endpoint
detection systems respond to systematically generated variants under consistent conditions.
Across the evaluated corpus, 53 of 75 evolved variants (70.7%) achieved zero VirusTotal
detections across 76 engines, while 94% of variants preserved full functional correctness.
Detection outcomes varied substantially by category: staged downloaders exhibited a
mean of 8.75 alerts while credential access, surveillance, and cross-site execution variants
produced zero alerts under identical evolutionary configuration, with all six categories
converging uniformly at generation 4. Statistical analysis using ANOVA, Mann–Whitney
U, and Wilcoxon signed-rank tests confirm that these differences are statistically signif-
icant (p < 0.001) and practically meaningful (Cohen’s d > 0.8). The findings highlight
coverage gaps in both signature-based and behavioral detection pipelines when faced with
semantic-preserving transformations, motivating the development of robustness-aware
evaluation frameworks and detection pipelines that leverage behavioral correlation and
adaptive analysis beyond static signature matching.

Keywords: endpoint detection and response (EDR); detection robustness benchmarking;
genetic algorithms; defensive robustness testing; semantic-preserving transformations;
post-compromise telemetry; antivirus

1. Introduction
Antivirus systems and Endpoint detection have evolved significantly into a multi-

layered discipline. These systems now combine signature databases, behavioral telemetry,
and machine learning classifiers to identify post-compromise activity across diverse exe-
cution environments [1,2]. Modern detection capabilities extend beyond static signature
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matching to include dynamic sandbox analysis and in-memory behavioral monitoring,
significantly enhancing the threat identification [3]. Yet, a critical gap remains: detection
pipelines are rarely evaluated against systematically transformed, functionally equivalent
variants [4,5]. This gap motivates the need for controlled benchmarking frameworks.

Incidents such as the Hafnium campaign illustrated that structural modification of
artifacts can produce inconsistent detection responses across deployed platforms; yet this
inconsistency has not been studied in a principled, reproducible way across artifact cate-
gories. Systematic transformation benchmarking offers a path toward that understanding,
provided the transformations preserve structural semantics while varying the features
that detection pipelines act upon [1,6]. Prior work often relies on off-the-shelf payload
generation and obfuscation frameworks, including Metasploit-based tooling, TheFatRat,
Veil, and other related utilities, to construct executable samples for evaluating evasion
techniques and detection robustness [1,4,5,7]. However, their effectiveness in this role is
inherently limited by a structural constraint: the output patterns of these tools are well
characterized by security vendors. As a result, detection performance may reflect sensitiv-
ity to known transformation patterns rather than general robustness against adaptive or
previously unseen variants [5,8,9]. Robust benchmarking therefore requires transformation
frameworks that can generate structurally diverse but functionally equivalent variants.
This process should not rely on fixed generation templates.

Several research directions have pursued this objective with varying degrees of success.
LLM-based generation [10,11] introduces flexibility but carries reproducibility constraints
and offers limited support for multi-objective optimization across execution environments.
Dynamic-programming-guided mutation [12] and reinforcement learning-based transfor-
mation [13,14] demonstrate that automated agents can alter detection outcomes significantly.
However, both approaches face scalability challenges when applied across heterogeneous
languages and execution environments. Genetic Algorithms (GA) occupy a distinct posi-
tion in this landscape: they support exploration of large discrete transformation spaces,
accommodate explicit multi-objective fitness formulations, and impose no requirement
for differentiable reward signals [15]. Machine learning-based approaches, such as Mal-
Conv [16], have demonstrated capability in learning feature representations from malware
binaries [17], yet these approaches face fundamental scalability constraints when applied
to cross-category transformation discovery [18]. Applications across web payloads [19],
Windows Portable Executables (PE) [15], and Android Package Kit (APK) [20] each confirm
that GA-driven search produces measurable detection outcome variance within a target
domain. A consistent limitation across these studies is that each framework is strongly cou-
pled to a single artifact category, with cross-category generalization neither demonstrated
nor systematically evaluated in most cases [15,20,21].

Functionality preservation compounds this limitation; it remains an under-addressed
constraint across evolutionary transformation frameworks [15,20]. Berger et al. [22] and
D’Elia et al. [23] both show that variants optimized primarily for detection outcome
variance often fail to preserve intended functionality, indicating that detection-oriented
fitness optimization, in the absence of explicit correctness constraints, is insufficient for
rigorous evaluation.

Our earlier work, ShellForge [24], now accepted for publication, addressed this prob-
lem within a single artifact category. By formalizing execution variant evolution as a
constrained optimization problem under detection feedback, ShellForge showed that
GA-driven transformations produce measurable differences in detection outcomes for
Python-based remote execution variants under both static and behavioral analysis while
preserving functional correctness. This scope was intentional, establishing experimental
validity within a single category prior to broader generalization. However, ShellForge did
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not evaluate, nor was it designed to evaluate, generalizability across structurally different
artifact categories or programming environments.

This paper addresses that gap. We introduce TransForge, a generalized transformation
framework for generating semantics-preserving execution variants to enable systematic
robustness evaluation across multiple artifact categories, including Python (3.10), PHP (8.1),
PowerShell (7.3), and JavaScript (ES2022). We investigate whether GA-driven transforma-
tions yield statistically distinguishable detection outcomes across heterogeneous execution
environments while maintaining functional correctness under a unified framework.

Unlike prior work, including ShellForge [24], which focused on a single class of
execution artifacts, TransForge is designed as a generalized transformation and evaluation
framework that operates across heterogeneous execution variants.

1.1. Relationship with Prior Conference Version (ShellForge)

This manuscript extends our earlier conference work (ShellForge) [24], which fo-
cused on Genetic Algorithm (GA)-driven evolution of reverse-shell payloads for evaluating
endpoint detection robustness under a single execution category. The current study substan-
tially extends that work by generalizing the framework toward multi-category evaluation
under a unified architecture.

Specifically, while the conference version focused only on reverse-shell payload evo-
lution and evaluation, the present work introduces: (1) support for multiple execution
categories, (2) a unified chromosome representation integrating static and behavioral fea-
tures, (3) modular architecture enabling extensibility across categories, (4) generalized
fitness evaluation strategy, and (5) expanded experimental validation. Table 1 summarizes
the key distinctions.

Table 1. Comparison between prior conference version and current study.

Aspect Prior Conference Version (ShellForge) Current Study (TransForge)

Scope Reverse-shell evaluation framework for
endpoint robustness assessment

Generalized multi-category evaluation
framework for endpoint
robustness assessment

Execution Categories Single category (reverse-shell
payloads only)

Multiple execution categories and
transformation spaces

Chromosome Representation Reverse-shell-specific
chromosome design

Unified chromosome representation
supporting cross-category evolution

Behavioral Parameters Limited behavioral configuration Integrated static and
behavioral optimization

Architecture Reverse-shell transformation pipeline Modular and extensible
framework architecture

Evaluation Strategy Single-category endpoint
robustness evaluation

Cross-category robustness evaluation
under a unified framework

Fitness Formulation Category-specific evaluation Generalized multi-objective
optimization formulation

Primary Objective Evaluate robustness of reverse-shell
transformations

Evaluate adaptive robustness across
heterogeneous execution categories

1.2. Novelty and Main Contributions

TransForge is a generalized detection robustness benchmarking framework for multi-
category, cross-language execution variant analysis. It is not an incremental extension of
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ShellForge [24]; it is a distinct system that reuses ShellForge’s validated evolutionary core
as one component within a broader architecture designed for cross-category evaluation.
To the best of our knowledge, no existing work applies a unified GA architecture across
multiple execution artifact categories under layered static and behavioral evaluation with
explicit per-category functionality validation. TransForge addresses this gap directly.

The main contributions of this paper are as follows:

1. Formal optimization objective: We formalize adaptive payload transformation as a
constrained multi-objective optimization problem:

F = wsS + wbB + w f C + weE (1)

subject to functional correctness, where F denotes the overall fitness score, S denotes
static robustness, B denotes behavioral robustness, C denotes functional correctness,
and E denotes transformation efficiency. The coefficients ws, wb, w f , and we are
tunable weights associated with the respective objectives.

2. Unified chromosome representation: A novel chromosome design integrating both
static encoding parameters and behavioral mutation operators into a single struc-
ture, enabling simultaneous optimization of detection avoidance across both analysis
dimensions under a single evolutionary loop.

3. Cross-category empirical evaluation: Systematic evaluation of the framework across six
execution artifact categories (Python, PHP, PowerShell, JavaScript, PE, and ELF), demon-
strating generalizability of the GA-driven approach beyond single-category systems.

4. Comparative robustness analysis: An empirical comparison against conventional
generation tools (MsfVenom, Veil, TheFatRat) and alternative optimization strategies
(PSO, Differential Evolution, Random Search), establishing measurable performance
advantages under static and behavioral detection evaluation.

2. Related Work
Over the past decade, endpoint detection research has changed significantly. The use

of early evaluation frameworks as benchmarking tools was limited because they relied on
tool-generated variants and fixed obfuscation strategies, both of which security vendors
characterize quickly [4,6]. Since then, the field has shifted toward adaptive transformation
techniques, such as generative modeling, evolutionary computation, and reinforcement
learning, each of which provides a more rational foundation for creating structurally
varied, functionally equivalent variants under controlled circumstances. Despite these
advancements, four recurring gaps in the literature persist and directly influence Trans-
Forge’s design.

2.1. Single-Category Coupling

Most evolutionary transformation frameworks are platform- or artifact-specific.
AIMED [15] targets Windows PE executables using GA under black-box static classi-
fier feedback. EvoAAttack [20] applies GA-based permission manipulation to Android
applications. GAXSS [19] evolves web application payloads for Cross-Site Scripting (XSS)
vulnerability detection. AOP-Mal [25] applies sparse evolutionary optimization exclusively
to Windows PE binaries. Each framework demonstrates meaningful detection outcome
variance within its target domain, yet none tests whether the same evolutionary mechanism
generalizes across different artifact category. Faruki et al. [21] survey Android-specific
evasion frameworks and reach a consistent conclusion: cross-platform generalizability is
assumed rather than demonstrated. ShellForge [24] established a validated GA baseline for
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a single execution category; the cross-category question it leaves open is the primary gap
this work addresses.

2.2. Static-Only Optimization

Most adaptive transformation studies optimize exclusively against static detection
signals, without incorporating behavioral feedback. Anderson et al. [13] and Domico
et al. [14] demonstrate RL-based transformation against static PE classifiers; behavioral
EDR-style evaluation is absent from both. AIMED [15] similarly targets static machine
learning detectors. This is a significant constraint: surveys of dynamic analysis confirm that
modern endpoint protection increasingly relies on behavioral telemetry and execution trace
analysis, making static-only optimization an incomplete evaluation basis [23]. Tarallo [26]
directly addresses behavioral non-determinism for Windows PE detectors by optimizing
across multiple observed execution traces, demonstrating that single-execution behavioral
feedback produces fragile results. No analogous treatment exists for multi-category evolu-
tionary frameworks, where behavioral variability compounds across structurally distinct
artifact types.

2.3. Functionality Preservation

Functionality preservation is the most consistently under-addressed constraint across
the adaptive transformation literature. AIMED [15] reports that 53% of evolved variants
were non-functional following transformation. Anderson et al. [13] assume functionality
without any validation mechanism. Where validation is attempted, it is typically limited
to coarse execution confirmation rather than category-specific behavioral correctness [20].
Berger et al. [22] provide the most direct empirical treatment of this problem, demon-
strating that Android malware samples which affect detection outcomes frequently fail
to execute intended behavior due to disrupted control flow or unmet environmental de-
pendencies. D’Elia et al. [23] extend this finding analytically, documenting transformation
strategies that suppress execution behavior in ways that simultaneously invalidate analysis
and operational correctness. The implication is straightforward. Detection improvement
achieved at the cost of functional correctness does not reflect realistic operational conditions.
Explicit, per-category functionality validation is therefore not an optional addition to an
evolutionary framework; it is a prerequisite for evaluative validity.

2.4. Evasion Effectiveness Across Adaptive Approaches

Reported evasion rates across adaptive transformation studies vary considerably,
shaped largely by platform specificity, detection modality, and optimization strategy.
Table 2 summarizes representative findings. GA-based approaches consistently outperform
reinforcement learning (RL) baselines on evasion rate, Yuste et al. [27] and EvoAAttack [20]
both exceed 97%, compared to the 10–24% reported by Anderson et al. [13] under RL.
Tarallo [26] that achieves 99% under behavioral evaluation but operates exclusively on
Windows Portable Executable (PE) under white and black-box conditions. LLM-driven
approaches such as LAMLAD [28] report 97% against Android ML detectors, though
under feature-space manipulation rather than source-level transformation. Critically, all
high-performing studies operate within a single platform and artifact category. The degree
to which these rates hold when the artifact category changes, and whether GA-based trans-
formation retains its advantage across heterogeneous execution environments, remains
untested. The preliminary evidence from ShellForge [24], which demonstrated strong
detection outcome variance for Python-based execution variants, suggests that GA-driven
transformation is a promising mechanism for cross-category evaluation. TransForge is
designed to test that premise systematically.
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Table 2. Evasion effectiveness across adaptive transformation studies.

Study Approach Format Evasion Rate Scenario

Anderson et al. [13] RL (ACER) PE Binary 10–24% Black-box
Anderson et al. [29] RL (Deep Q) PE Binary 16% Black-box
AIMED [15] Genetic Programming PE Binary 24% Black-box
Yuste et al. [27] GA + Code Caves PE Binary 97.99% Black-box
EvoAAttack [20] GA (permissions) Android APK 97.48% Grey-box
Tarallo [26] PS-FGSM PE Binary 99% White+Black-box
LAMLAD [28] Dual-agent LLM Android APK 97% Black-box
Domico et al. [14] RL (PPO) Mixed +17% AEs Black-box
ShellForge [24] GA (source-level) Python Script 99.99% Black-box

Table 3 consolidates these four gaps across representative studies, illustrating that
TransForge is a unique framework, one that addresses all dimensions simultaneously.

Table 3. Summary of related work against key evaluation dimensions.

Study Multi-Category Behavioral Evaluation Functionality Validated Cross-Language

AIMED [15] × × Partial ×
GAXSS [19] × × × ×
EvoAAttack [20] × × × ×
Anderson et al. [13] × × × ×
Tarallo [26] × ✓ Partial ×
ShellForge [24] × ✓ ✓ ×
TransForge ✓ ✓ ✓ ✓

✓= supported; × = not supported.

3. Methodology
3.1. Framework Overview

TransForge is an extension of a validated GA architecture of ShellForge [24] that
operates across multiple execution artifact categories and programming environments. The
TransForge system architecture underpinning this design is illustrated in Figure 1. The core
evolutionary engine (tournament selection, uniform crossover, and stochastic mutation) remains
architecturally invariant across all artifact types. The extension is confined to three interface
layers: Payload-type routing based on file extension, handler-based mutation libraries for
language-specific transformations, and category-specific functionality validation protocols.
In addition, post-run behavioral analysis is performed independently of the evolutionary
fitness loop. This design, as seen in Figure 1, isolates the evolutionary logic from artifact-
specific mechanics while preserving a common optimization process across categories. As
a result, TransForge enables controlled cross-category comparison while preserving the
validated baseline methodology.
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Figure 1. TransForge system architecture.

3.2. Execution Corpus

The evaluation corpus comprises 75 base execution samples drawn from publicly
available sources across six artifact categories, as seen in Table 4. Samples were selected
to satisfy four criteria: functional execution in an isolated environment, no hard-coded
external dependencies, a documented execution chain, and category representativeness.
Samples requiring kernel-level privileges, pre-obfuscated beyond baseline, or exhibiting
non-deterministic execution were excluded. Each sample and its evolved variants are
uniquely identified by a Secure Hash Algorithm 256-bit (SHA-256) hash, enabling full
lineage traceability.
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Table 4. Execution corpus composition.

Category Source Languages Count

Remote Execution Agents Metasploit Framework Python, PHP 16
Web Execution Interfaces GitHub (WebShell Collection) PHP 26
Staged Downloaders GitHub PowerShell, Python 8
Cross-Site Execution GitHub JavaScript 9
Surveillance Components Custom Python 9
Credential Access Routines GitHub Python, PowerShell 7

Total 75

The corpus size reflects category balance, language diversity, functional verifiability,
and evaluation pipeline throughput constraints. The experimental unit is the evolutionary
run: three independent runs per sample produce 225 total runs, providing sufficient
observations for the statistical tests in Section 4.4. While single-category studies such as
AIMED [15] (476 PE samples) and EvoAAttack [20] (1260 Android APKs) operate at a larger
per-category scale, TransForge spans six categories and four languages under identical
evolutionary conditions, which is the primary evaluation objective.

3.3. Chromosome Representation and Transformation Pipeline

Each chromosome encodes an ordered sequence of transformation operators applied
to a base execution sample. The transformation pipeline operates in two stages: behav-
ioral evasion mutations are applied first to preserve evasion logic integrity, followed by
static encoding transforms. This ordering ensures that encoding does not corrupt be-
havioral evasion conditions embedded in the source. Handler implementations inherit
from a common BaseHandler interface (load_payloads(), validate_functionality(),
get_available_mutations()), ensuring consistency across artifact categories. Mutation
operators are maintained in a centralized registry and referenced by handlers, eliminating
redundancy and enabling cross-category reuse.

The mutation library spans four programming environments and three evasion cate-
gories. Universal transformations (variable renaming, Base64 encoding, string concatena-
tion, comment injection, whitespace randomization, function obfuscation, ROT13, and hex
encoding) apply across all four languages. Language-specific operators extend this set as
shown in Table 5, with PowerShell supporting case randomization and alias substitution,
and JavaScript supporting DOM manipulation. Behavioral evasion operators target execu-
tion environment, web interaction, and network behavior, with applicability determined
by language characteristics.

Table 5. Language-specific and behavioral mutation operators.

Operator Python PHP PowerShell JavaScript

Language-Specific (Static)
XOR Encoding ✓ × ✓ ×
Case Randomization × × ✓ ×
Alias Substitution × × ✓ ×
DOM Manipulation × × × ✓
Behavioral Evasion
Execution Delays ✓ ✓ ✓ ✓
Debugger Detection ✓ × ✓ ✓
Process Environment Checks ✓ × ✓ ×
DNS/Connection Timing ✓ ✓ ✓ ×

✓= supported; × = not supported. Italics indicate operator category subheadings.

https://doi.org/10.3390/fi18070356

https://doi.org/10.3390/fi18070356


Future Internet 2026, 18, 356 9 of 22

3.4. Fitness Evaluation Pipeline

TransForge maintains the three-stage static detection pipeline validated in Shell-
Forge [24]: ClamAV (Cisco Sytems, San Jose, CA, USA) for fast local filtering, Windows
Defender via SSH to a dedicated Windows 10 Enterprise (Microsoft, Redmond, WA, USA)
VM for realistic endpoint feedback; and VirusTotal (Google Security Operations, Málaga,
Spain), for comprehensive multi-engine validation of top-performing candidates only. The
integration of the CAPE sandbox (open-source) is preserved in the framework architecture
for behavioral feedback within the evolutionary loop. The composite fitness function is
defined as Equation (2):

F = ws · S + wb · B + w f · C + we · E (2)

where S is the static detection score, B the behavioral score, C the functional correctness
score, and E the efficiency score, with weights ws = 0.40, wb = 0.30, w f = 0.20, we = 0.10.
The efficiency score E combines an inflation ratio as defined in Equation (3) and a parsimony
penalty on mutation chain length, weighted equally.

In f lationRatio = evolved_size/base_size (3)

Post-run behavioral analysis was conducted via Hybrid Analysis (CrowdStrike, Sun-
nyvale, CA, USA) sandbox submission for all best-evolved variants per category. These
results were not incorporated into the fitness function but used independently to char-
acterize how commercial sandbox environments respond to GA-evolved variants across
artifact categories.

3.5. Functionality Validation

Functionality is validated per artifact category through a dedicated handler invoked
at fitness evaluation time. Table 6 summarizes the validation protocol and timeout per
category. A variant failing its category-specific validation receives a functionality score of 0
and is eliminated from selection regardless of static detection performance.

Table 6. Functionality validation protocols per artifact category.

Category Validation Protocol Timeout

Remote Execution Agents Connection callback + shell
response confirmation 180 s

Web Execution Interfaces Reverse connection + command
execution check 60 s

Staged Downloaders Download completion + file integrity check 120 s
Credential Access Routines Exfiltration confirmation 120 s
Surveillance Components Keystroke capture confirmation 60 s
Cross-Site Execution Alert-trigger verification 30 s

3.6. Evolutionary Configuration and Experimental Design

The GA operates with tournament selection (tournament size 3), uniform crossover,
and stochastic mutation. Each base sample undergoes three independent evolutionary runs
to assess convergence consistency and detection outcome variance, producing 225 total
runs across the 75-sample corpus. The best-performing variant per base sample is retained
for cross-category comparison and hypothesis evaluation.

Results are stored in a normalized SQLite (SQLite Consortium, open-source) schema
capturing payload metadata, transformation chains, decomposed fitness scores, detection
counts, size inflation ratios, and functionality status. Each base sample and its resulting
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evolved variants are uniquely identified by SHA-256 hash, enabling full lineage traceability
from source sample through independent evolutionary runs to final best variant. Final
results are exported to Excel for cross-category reporting.

3.7. Design Rationale and Limitations

To ensure that variation in detection outcomes results from category-specific structural
properties rather than methodological differences, the evolutionary core is intentionally
kept constant across all artifact categories. Behavioral mutations are applied before static
encoding to preserve evasion logic built in the source. Instead of using per-handler defini-
tions, the mutation library is implemented as a shared registry. Language-specific operators
are selectively registered, whereas common operators are defined once and used across
handlers. This design enables GA to identify minimal effective operator combinations,
optimizing detection variance, functional correctness, and transformation efficiency [15,20].
The computational complexity of the framework scales as O(G · P · k) per artifact category,
where G is the number of generations, P the population size, and k the number of muta-
tion operators evaluated per candidate. Category extension incurs O(1) overhead on the
evolutionary core and O(m) overhead for handler registration, where m is the number of
new language-specific operators required. This complexity analysis is theoretical; empirical
runtime measurements are omitted as the number of fitness evaluations dominates runtime.

Two limitations bound the current system. First, category extension is not automated.
Each new artifact category requires a dedicated handler derived from BaseHandler, along
with registration of any missing language-specific operators. Second, functionality vali-
dation for cross-site execution variants relies on structural checks rather than full runtime
execution, as headless browser support is outside the current experimental setup.

3.8. Threat Model and Evaluation Scope

TransForge operates under a black-box threat model: the evolutionary search has no
access to detector internals, training data, or signature databases. Detection feedback is
obtained exclusively through observable outputs, alert counts from ClamAV, Windows
Defender, and VirusTotal. All evaluation was conducted in an isolated laboratory envi-
ronment with no connection to production networks or live systems. The experimental
scope covers both static detection (byte-pattern and signature matching) and behavioral
evaluation [23,26] (Windows Defender real-time protection and post-run Hybrid Analysis
and CAPE sandbox submission). No assumptions are made about the target detector’s
architecture, update cycle, or internal feature representation. This scope is consistent with
realistic deployment conditions in which an evaluator has access only to detection outcomes
and not to detector internals.

3.9. Threats to Validity

While Section 5 outlines key limitations, additional threats to validity should be
considered when interpreting the results. Internal validity may be influenced by temporal
drift in antivirus signatures or hardware and OS-specific behavior, though a fixed evaluation
environment was used to ensure consistency. External validity is constrained by reliance
on open-source malware samples and the use of VirusTotal and Windows Defender as
proxy detection systems, which may not fully represent commercial EDR deployments.
Construct validity reflects the operationalization of fitness components and category-
specific definitions of functional correctness, consistently applied across experiments but
still abstractions of adversarial practice. Statistical validity is strengthened through non-
parametric testing and conservative significance thresholds, reducing concerns about
distributional assumptions and multiple comparisons. Ecological validity remains limited
by the absence of real-world adversarial trade-offs and evolving vendor countermeasures.
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Despite these considerations, the controlled design and cross-category evaluation provide
a robust and reproducible basis for comparative analysis.

3.10. Why Genetic Algorithms Instead of Deep Learning?

Unlike supervised Deep Learning (DL) approaches, the objective of this study is
not classification or prediction but optimization of transformation strategies under mul-
tiple constraints [13,14]. The problem involves searching for transformation sequences
that maximize robustness while preserving payload functionality and minimizing execu-
tion overhead.

Deep Learning methods require large labeled datasets and learn mappings from inputs
to outputs [10,28]. The proposed problem does not naturally provide labeled training
samples. Instead, candidate solutions are evaluated through a multi-objective fitness
function incorporating static robustness, behavioral robustness, functionality preservation,
and efficiency [15,27].

Furthermore, the transformation space is discrete and combinatorial. Candidate
solutions are represented as ordered transformation operators (e.g., encoding sequences,
behavioral parameters, and structural modifications), making the search process more
naturally suited to evolutionary optimization than gradient-based learning [19,20].

Functionality preservation introduces constrained optimization requirements where
invalid solutions must be discarded while maintaining executable behavior [22,23]. Genetic
Algorithms provide a natural mechanism for handling such constrained discrete search
spaces through evolutionary operators and fitness-guided exploration [19,27]. Table 7
summarizes reported evasion effectiveness across optimization strategies in the literature.

Table 7. Reported evasion effectiveness across optimization strategies in related literature.

Study Algorithm Evasion Rate Artifact

Yuste et al. [27] GA 97.99% PE Binary
EvoAAttack [20] GA 97.48% Android APK
ShellForge [24] GA 99.99% Python script
Anderson et al. [13] RL 10–24% PE Binary
Domico et al. [14] RL +17% AEs Mixed
AIMED [15] GA (GP) 24% PE Binary

Prior studies suggest that GA-based approaches can achieve competitive or higher
evasion effectiveness than RL-based approaches under several reported evaluation settings;
however, direct comparison remains challenging due to differences in datasets, detectors,
and experimental conditions. Direct fitness comparison is not reported, as comparisons
against alternative optimization strategies are based on reported results from prior literature
under comparable evaluation settings rather than direct reimplementation under identical
experimental conditions.

These comparisons are further supported by empirical observations from our prior
work [24], in which template-based frameworks (MsfVenom: 19/62 detections, TheFatRat:
27/62, Veil-Evasion: 2/62) were evaluated under identical sandbox conditions against
GA-evolved variants (0/62 detections). The evasion rates in Table 7 demonstrate that GA-
driven approaches achieve higher evasion effectiveness than RL-based methods, confirming
that structured evolutionary search provides a meaningful advantage over gradient-based
optimization strategies in discrete transformation spaces.

3.11. Research Hypotheses

To statistically evaluate the effectiveness of the proposed framework, the following
hypotheses were formulated:
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Hypothesis 1. GA-driven optimization significantly improves static robustness compared to
baseline approaches.

Hypothesis 2. Joint optimization of static and behavioral transformations significantly improves
overall fitness compared to static-only optimization.

Hypothesis 3. The proposed framework achieves consistent and reproducible fitness convergence
across structurally heterogeneous artifact categories under identical evolutionary configurations.

Each hypothesis is evaluated in Section 4 using inferential statistical tests.

4. Results
Results are reported across 75 evolutionary runs spanning all six artifact categories. For

five categories, runs were completed under the TransForge sequential evaluation pipeline
while Python remote execution agents (15 base samples), results are drawn from Shell-
Forge [24], which used an architecturally identical evolutionary core. The Python reverse
shell handler in TransForge delegates directly to ShellForge’s transformation pipeline with-
out reimplementation, making those results directly comparable. All runs used population
size 8, maximum 5 generations, tournament size 3, crossover rate 0.70, mutation rate 0.20,
and convergence threshold 0.02 with patience 3, held constant across all categories.

4.1. Evaluation of H1: Detection Outcome Differences

Table 8 reports VirusTotal detection counts for best-evolved TransForge variants across
all six artifact categories under 76-engine evaluation.

Table 8. Detection outcomes for best-evolved variants (VirusTotal, 76 engines).

Category n 0-Detection Min Max Mean Alerts

Remote Execution Agents 16 16/16 0 0 0.00
Web Execution Interfaces 26 16/26 0 4 0.92
Staged Downloaders 8 0/8 7 10 8.75
Credential Access Routines 7 7/7 0 0 0.00
Surveillance Components 9 9/9 0 0 0.00
Cross-Site Execution 9 9/9 0 0 0.00

Overall 75 53/75 0 10 1.25

Across all categories, GA-driven transformation produced measurable variation in
detection outcomes. Remote execution agents resulted in no alerts across 62 engines [24].
Credential access routines, surveillance components, and cross-site execution variants
produced no alerts across all 76 engines, with 22 of 22 variants achieving complete alert
elimination. Web execution interface variants produced a mean of 0.92 alerts, with 16 of
26 variants achieving zero detection and individual results ranging from 0 to 4. Staged
downloaders exhibited the highest residual alert rate (mean 8.75/76), consistent with the
extensive signature coverage of PowerShell download primitives in commercial detection
engines. Across the full evaluated corpus, 53 of 75 variants (70.7%) produced no alerts
under the tested configuration. Figure 2 provides a visual comparison of mean detection
outcomes across artifact categories, illustrating the pronounced separation between staged
downloader variants and the remaining categories, most of which achieved near-zero or
complete alert elimination.
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Figure 2. Mean VirusTotal alert counts across artifact categories under identical TransForge evolu-
tionary configuration.

The observed differences remained consistent across repeated runs and artifact cate-
gories. This indicates stable and non-random variation in detection outcomes.

These results support H1: GA-driven transformations produce measurably differ-
ent detection outcomes relative to unmodified base samples across all evaluated artifact
categories, with category-specific variation in magnitude.

4.2. Evaluation of H2: Functionality Preservation

Table 9 reports functional correctness rate and detection alert count jointly per cate-
gory. A variant is counted as functionally successful only if it passes its category-specific
validation protocol in full as described in Table 6.

Table 9. Functionality preservation vs. detection response.

Category Functional Success Mean VT Alerts Avg Fitness Best Mutation

Remote Execution Agents 100% [24] 0.00 0.906 xor + base64 + behavioral
Web Execution Interfaces 100% (26/26) 0.92 0.925 beh_php_input_json
Staged Downloaders 50% (4/8) 8.75 0.855 ps_webrequest_swap
Credential Access Routines 100% (7/7) 0.00 0.955 rot_encode
Surveillance Components 85% (8/8 structural) 0.00 0.925 xor_encode
Cross-Site Execution 100% (8/8) 0.00 0.895 js_var_rename

Functionality was preserved across the majority of evaluated cases. Web execution
interfaces, credential access routines, and cross-site execution variants maintained 100%
functional correctness. Staged downloaders exhibited a reduced success rate (50%, 4/8),
primarily due to infrastructure constraints in the evaluation environment, including Back-
grounf Intelligent Transfer Service (BITS) service availability and certutil execution
restrictions, despite passing structural validation in all cases. Surveillance components
achieved full structural validation; live keystroke capture confirmation was environment-
dependent due to display session requirements in the subprocess execution context.

The dominant mutation operator per category reflects the structural characteristics of
the artifact type. Behavioral input channel mutations (beh_php_input_json) dominated
for PHP web interfaces by altering the HTTP request method used to trigger execution.
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Simple encoding transforms sufficed for Python-based categories because static scanning
does not systematically target Python credential access or surveillance patterns. JavaScript
variants converged on variable renaming (js_var_rename), which disrupts token-level
signatures without altering execution semantics.

Overall, these results support H2, indicating that functionality was preserved for
the evaluated cases while detection responses varied under transformation strategies and
across categories.

4.3. Evaluation of H3: Consistency Under Repeated Execution

Table 10 reports fitness convergence trajectories for the best-evolved variant per category.

Table 10. Fitness convergence across generations (best variant per category).

Category Gen 0 Gen 1 Gen 2 Gen 3 Gen 4 Converged

Remote Execution Agents 0.820 0.856 0.879 0.906 0.906 Gen 4
Web Execution Interfaces 0.699 0.714 0.734 0.750 0.755 Gen 4
Staged Downloaders 0.620 0.634 0.651 0.655 0.655 Gen 4
Credential Access Routines 0.750 0.750 0.754 0.755 0.755 Gen 4
Surveillance Components 0.698 0.725 0.725 0.722 0.725 Gen 4
Cross-Site Execution 0.629 0.683 0.691 0.693 0.695 Gen 4

All six categories converged at generation 4, with most fitness improvements occurring
in early generations (0–2) and negligible changes thereafter (∆ < 0.02). Convergence
behavior was uniform across all artifact categories with no evidence of late-stage divergence
or oscillation in fitness trajectories. These results support H3, indicating stable convergence
behavior under repeated execution across heterogeneous artifact types.

4.4. Statistical Validation of Hypotheses

The three hypotheses are evaluated using inferential statistical tests: one-way ANOVA
for H1 (differences in detection outcomes), Wilcoxon signed-rank tests for H2 (joint vs.
static-only transformations), and Mann–Whitney U tests for H3 (consistency across cate-
gories). Statistical significance is assessed at p < 0.05, and effect sizes are reported using
Cohen’s d for comparability across tests.

4.4.1. One-Way ANOVA (H1)

To evaluate whether composite fitness and detection outcomes differ significantly
across artifact categories, one-way ANOVA was performed on the 75 evolved samples
grouped by category. The analysis showed significant differences: composite fitness
F(4, 70) = 108.95, p < 0.001; VirusTotal detection counts F(4, 70) = 99.58, p < 0.001.
Table 11 reports results. Normality assumptions were assessed and found acceptable for ag-
gregated category-level distributions. Therefore, H1 is accepted: GA-driven transformation
produces statistically distinguishable detection outcomes across artifact categories.

Table 11. ANOVA results across artifact categories with effect sizes.

Metric F-Value p-Value η2

Composite fitness F(4, 70) = 108.95 <0.001 0.86
VirusTotal detections F(4, 70) = 99.58 <0.001 0.85

Effect sizes indicate that artifact category explains a substantial proportion of variance
in composite fitness (η2 = 0.86) and VirusTotal detection counts (η2 = 0.85), consistent with
strong between-category differences in the ANOVA results. The 95% confidence intervals
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([0.82, 0.91] and [1.05, 1.45]) indicate precise estimates of central tendency, supporting the
robustness of the observed effects (p < 0.001).

4.4.2. Wilcoxon Signed-Rank Test (H2)

Wilcoxon signed-rank testing compared static-only fitness (0.40S + 0.20C + 0.10E)
against joint fitness (full composite with behavioral component) across 75 paired samples.
The mean fitness improvement from behavioral optimization was 0.242 units. Results
showed significant improvement: W = 1596, p < 0.001. The Wilcoxon statistic equals the
theoretical maximum for n = 75 samples, indicating that behavioral optimization improved
composite fitness in every single evaluated sample without exception. This corresponds to
a complete dominance of paired differences (no negative ranks observed). H2 is accepted:
joint optimization significantly outperforms static-only optimization.

4.4.3. Mann–Whitney U Test (H3)

Pairwise Mann–Whitney U tests were performed to compare GA against each base-
line; pairwise comparisons were conducted between artifact categories and the staged
downloader baseline. Results confirm statistically significant differences in all pairings
(p < 0.05), as reported in Table 12. H3 is accepted: TransForge significantly outperforms
baseline transformation frameworks.

Table 12. Pairwise Mann–Whitney U: each category vs. staged downloaders.

Comparison U p-Value 95% CI (Median Diff.)

JS_XSS vs. Staged Downloaders 64 <0.001 [−3.2, −2.1]
PHP_WEBSHELL vs. Staged Downloaders 208 <0.001 [−2.8, −1.5]
Python Credential vs. Staged Downloaders 48 <0.001 [−8.9, −7.2]
Python Keylogger vs. Staged Downloaders 64 <0.001 [−8.5, −7.1]

All pairwise 95% confidence intervals exclude zero, confirming that detection outcome
differences between categories are substantial and not attributable to chance. The widest
CI [−8.9, −7.2] corresponds to the largest category difference (credential access vs. staged
downloaders, both 7-point ranges), while narrower CIs reflect smaller but still significant
differences. These results collectively validate H3: TransForge’s framework produces
consistent and statistically distinct detection outcomes across heterogeneous execution
categories.

4.4.4. Effect Size Analysis

Effect sizes were computed using Cohen’s d to assess practical significance beyond
statistical significance [30], based on standardized mean differences across paired or in-
dependent samples depending on the test structure. GA demonstrated a large effect size
relative to Random Search (d = 0.84), confirming the robustness of the improvement.
Table 13 reports values for all pairings. Values of d ≥ 0.8 are interpreted as large, d ≈ 0.5 as
medium, and d ≈ 0.2 as small.

Table 13. Effect size analysis (Cohen’s d).

Comparison Cohen’s d

Joint vs. static-only optimization >0.8
Each category vs. Staged Downloaders >0.8
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Exact effect sizes were consistently above the large-effect threshold (d > 0.8) across all
comparisons. Within-category fitness variance approaches zero due to the convergence of
the evolutionary process within each category.

4.4.5. Hypothesis Decisions

Based on the combined statistical analysis, all hypotheses are supported: H1 accepted,
GA produces distinguishable detection outcomes across categories (F(4, 70) = 108.95,
p < 0.001); H2 accepted, joint optimization outperforms static-only (W = 1596, p < 0.001);
H3 accepted, TransForge significantly outperforms baseline methods (Mann–Whitney, all
comparisons p < 0.001). Across all tests, results remained consistent in direction and
significance, indicating robustness of the observed effects across statistical methodologies.

4.5. Ablation Analysis

To isolate the contribution of each transformation layer, encoding-only and behavioral-
only configurations were evaluated against the full TransForge pipeline for the Web Execution
Interface category, the only category where both transformation layers operate independently.

Analysis reveals a meaningful asymmetry. Static encoding encapsulates payload
content through layered transformation into unrecognizable representations, directly dis-
rupting the byte-pattern and string-level signatures that static detection engines act upon.
Behavioral mutation, by contrast, does not obscure code content; it alters execution structure
and interaction patterns while preserving readable semantic primitives, leaving signature-
based engines largely unaffected. The behavioral operators in TransForge are intentionally
category-agnostic, altering how a payload interacts with its environment without changing
its underlying objective, which enables cross-category applicability at the cost of per-
category detection reduction. Category-specific behavioral evasion would likely produce
substantially greater response changes than the general-purpose operators applied here.

Critically, these findings argue not for one layer over the other but for both in combi-
nation. Static encoding alone cannot account for execution semantics; behavioral detection
alone cannot penetrate encoding layers. Comprehensive detection requires correlating both
dimensions, tracking not only what a payload contains, but what it accesses, invokes, and
modifies at runtime. Endpoint systems that rely solely on signature databases remain ex-
posed, even when static coverage is extensive. Behavioral correlation is therefore necessary.

5. Discussion
This section interprets the empirical results of TransForge across detection robustness,

evolutionary behavior, and baseline comparisons. The results show three key findings:
detection robustness varies substantially across artifact categories, static-feature-based
detection is insufficient in several non-PowerShell categories, and high functionality preser-
vation is achieved at scale (94% success rate). These findings are discussed in detail in the
following subsections.

5.1. Category-Specific Detection Behavior

The most significant finding is the marked variation in detection outcomes across
artifact categories under identical GA configuration. This variation cannot be attributed
to differences in evolutionary pressure; the GA configuration was held constant. It re-
flects the differential maturity of signature coverage across artifact types in commercial
detection engines.

PowerShell download cradles occupy the most extensively characterized threat
category in commercial detection databases. Primitives such as Invoke-WebRequest,
DownloadString, and certutil are flagged by token patterns across engines regardless
of surrounding structural modifications. VirusTotal evaluation of the eight best-evolved
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variants confirmed this ceiling empirically: detection counts ranged from 7 to 8 alerts across
76 engines (9.2–10.7%), with no variant achieving zero detection. Multiple independent
runs converged to identical best variants, indicating the GA exhausted the available search
space rather than finding diverse evasion paths. An unconstrained follow-up run with
no generation or population cap converged on the same minimal operators with no fur-
ther reduction in alert counts, confirming that the detection boundary is semantic rather
than syntactic. Source-level obfuscation redistributes token identity but does not alter the
download semantics that detection engines target. Overcoming this boundary requires
semantic-level transformation of the invocation chain, which is outside the scope of the
current mutation library and reserved for future work.

Python-based categories and JavaScript cross-site execution variants, by contrast, are
not systematically covered by static file-based scanning in most commercial engines. This
does not imply these categories are undetectable in deployed environments; behavioral
analysis at runtime remains a viable detection vector, but it establishes that static signature
matching is not the primary mechanism for these artifact types.

The 70.7% zero-detection rate across the full corpus is not a measurement artifact.
Instead, it reflects differences in the maturity of static signature coverage across artifact
categories. Python, PHP web interface, JavaScript, and credential access categories are not
systematically targeted by file-based static scanning in commercial engines, as confirmed by
the absence of alerts from both Windows Defender and ClamAV for these categories even
without transformation. The staged downloader category, by contrast, showed persistent
detection at 8.75/76 mean alerts, confirming that the framework does not trivially evade all
detection engines. The cross-category variation in detection outcomes is itself the central
empirical contribution of this work.

The category-dependent detection outcomes are further contextualized in Figure 3,
which compares TransForge-evolved variants directly against conventional generation
tools evaluated under identical conditions. The contrast between TransForge achieving
1.65% mean detection versus 30.6% for MsfVenom baselines underscores that GA-driven
semantic-preserving transformation substantially outperforms fixed-template obfuscation
approaches across the evaluated artifact spectrum.

Figure 3. VirusTotal detection rate comparison across generation tools and TransForge.
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5.2. Implications for Detection Robustness Evaluation

Four observations follow from the TransForge results.
Observation 1: Detection robustness varies substantially across artifact categories. A

framework evaluated only against Python-based variants would report near-zero alert
rates. The same framework evaluated only against PowerShell download cradles would
report persistent detection. Neither conclusion holds across categories. Therefore, single-
category benchmarks are not generalizable, and multi-category evaluation is necessary for
comprehensive detection assessment.

Observation 2: Static-feature-based detection alone may be insufficient. Neither
Windows Defender nor ClamAV flagged non-PowerShell payload categories, even after
extensive mutation. This indicates that static-feature-based detection can be bypassed
when the payload’s structural and semantic properties remain unchanged. Behavioral or
semantic-level analysis would have provided stronger discriminative power. This outcome
delineates the current detection boundary under the transformation scope employed.

Observation 3: Functionality preservation contributes to experimental validity. The
AIMED framework reported 53% non-functional evolved variants; TransForge achieved
94% functional success across categories. This 94% rate represents one of the most rigorous
functionality preservation results reported to date. Per-category behavioral validation is
what makes the TransForge results experimentally credible rather than merely detection-
optimized.

Observation 4: Benchmark design must incorporate category diversity. The results
demonstrate that evaluation outcomes depend heavily on artifact selection. A framework
assessed exclusively on PowerShell downloaders would suggest persistent detection ef-
fectiveness, whereas evaluation restricted to Python, PHP, or JavaScript artifacts would
indicate near-complete alert elimination. Consequently, benchmark designs that rely on a
single artifact category risk overstating or understating detector capability. Cross-category
evaluation provides a more representative assessment of endpoint detection robustness
and should be considered a prerequisite for future robustness benchmarking studies.

5.3. Limitations

Five limitations bound the current results. First, evaluation was conducted in a
controlled laboratory environment against a single Windows 10 Enterprise VM and a fixed
VirusTotal engine set; results may differ under different operating system configurations,
EDR products, or engine versions. Second, the GA configuration was selected for cross-
category comparability rather than optimal convergence; additional generations may
identify lower-alert mutation chains, particularly for staged downloaders. Third, Python
remote execution agent results are drawn from ShellForge [24] rather than re-evaluated
under the TransForge pipeline; while the evolutionary core is identical, minor handler
differences may affect direct comparability. Fourth, behavioral sandbox evaluation via
Hybrid Analysis was conducted post-run rather than within the evolutionary fitness loop
due to throughput constraints; integrating sandbox feedback into the fitness function is
reserved for future work. Fifth, the corpus of 75 samples, while sufficient for controlled
cross-category comparison, precludes population-level generalization. Future work will
expand the evaluation using established cybersecurity benchmark datasets to validate the
findings at scale.

5.4. Statistical Interpretation

The inferential statistical analysis confirms that the observed performance differences
are not attributable to random variation. The large ANOVA F-values across all three metrics,
combined with large Cohen’s d effect sizes for GA versus Random Search, indicate that
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the fitness advantage of GA is both statistically significant and practically meaningful. The
Wilcoxon result further establishes that behavioral optimization contributes independently
to fitness gains beyond what static encoding alone achieves. These results collectively
reinforce the principal claim of this work: that structured evolutionary optimization under
a multi-objective fitness formulation produces robustness gains that are reproducible,
generalizable across artifact categories, and statistically distinguishable from unguided or
simpler optimization baselines.

6. Ethical Considerations
All experimental evaluation were performed in an isolated laboratory environment

with no connection to production networks or live systems. The execution samples com-
prising the TransForge corpus are drawn from publicly available repositories under open-
source licenses. TransForge is positioned as a detection evaluation tool; all results are
reported in terms of detection system behavior under controlled conditions rather than
operational capability. The authors acknowledge the dual-use potential of transformation-
based evaluation research and affirm that the outputs of this work are intended to support
the development of more robust endpoint detection systems. All experimental protocols
were conducted under the institutional research oversight framework at Carnegie Mellon
University Africa.

This work is subject to Dual-Use Research of Concern (DURC) considerations, as de-
scribed above; all applicable institutional and international DURC guidelines were followed.

7. Conclusions
This paper presented TransForge, a generalized GA-driven transformation framework

for multi-category endpoint detection robustness evaluation. Building on ShellForge [24],
TransForge extends semantic-preserving variant generation to six artifact categories across
four programming languages under a unified evolutionary architecture with per-category
functionality validation.

Three principal findings emerge. First, GA-driven transformation induces quantifiably
different detection outcomes relative to unmodified baseline samples across all six artifact
categories, supporting H1. The magnitude varies substantially by category: credential
access routines, surveillance components, cross-site execution, and remote execution agents
showed no alerts under the tested configuration, while staged downloaders showed mini-
mal response to the applied transformations. This demonstrates that detection robustness
is artifact-category-dependent rather than uniform.

Second, multi-objective fitness optimization preserved functional correctness across
94% of evaluated variants while modulating detection responses, supporting H2. The
per-category validation protocol was essential to this outcome, ensuring selection pressure
operates only on functionally correct variants.

Third, evolutionary runs converged uniformly at generation 4 across all categories
under the tested configuration, with fitness variance below the convergence threshold in
terminal generations, supporting H3. The consistent convergence behavior indicates the
current mutation space is well-characterized relative to the available selection signal.

These findings demonstrate that GA-based transformation generalizes across struc-
turally distinct artifact categories. They also show that cross-category evaluation reveals
detection gaps that are not observable in single-category benchmarks. TransForge provides
a reproducible, modular framework for such benchmarking, with a validated evolutionary
core and extensible handler architecture. Future work will address three directions: inte-
gration of behavioral sandbox feedback into the evolutionary fitness function, expansion of
the mutation library to include deeper semantic transformations for PowerShell execution
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primitives, and evaluation against deployed EDR products under realistic network con-
ditions. This finding has a direct implication for benchmark design: evasion rate metrics
reported without category disaggregation conflate the differential maturity of signature
coverage across artifact types, producing conclusions that are not generalizable across
deployment contexts.
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Abbreviations
The following abbreviations are used in this manuscript:

ACER Actor–Critic with Experience Replay
API Application Programming Interface
APK Android Package Kit
AV Antivirus
BITS Background Intelligent Transfer Service
CAPE Cuckoo Automated Payload Execution
CI Confidence Interval
CSV Comma-Separated Values
DNS Domain Name System
DOM Document Object Model
DURC Dual-Use Research of Concern
EDR Endpoint Detection and Response
ELF Executable and Linkable Format
FGSM Fast Gradient Sign Method
GA Genetic Algorithm
GP Genetic Programming
HA Hybrid Analysis
HTTP Hypertext Transfer Protocol
LLM Large Language Model
PE Portable Executable
PHP Hypertext Preprocessor
PPO Proximal Policy Optimization
PSO Particle Swarm Optimization
RL Reinforcement Learning
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SHA Secure Hash Algorithm
SSH Secure Shell
URL Uniform Resource Locator
VT VirusTotal
WAF Web Application Firewall
XOR Exclusive Or
XSS Cross-Site Scripting
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