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Abstract

To address the risks of centralized single-point failures and data privacy leaks associated
with massive data storage in Intelligent Transportation Systems (ITS) and Vehicle-to-Eve-
rything (V2X) environments, this paper proposes a distributed secure storage architecture
based on blockchain. However, traditional Practical Byzantine Fault-Tolerant (PBFT) al-
gorithms suffer from scalability bottlenecks in large-scale dynamic networks, such as high
communication overhead and low consensus efficiency. Therefore, this paper designs a
hierarchical and reputation-aware improved consensus mechanism (H-PBFT). First, this
mechanism introduces a geographical location grouping strategy, dividing all network
nodes into several local consensus groups and leveraging edge computing characteristics
to achieve rapid consensus within each group. Second, a multi-dimensional reputation
evaluation model (comprehensively considering historical behavior, performance, and
availability) is constructed to dynamically elect representative nodes from each group to
participate in global consensus, thereby significantly reducing the communication com-
plexity from O(N2). Simulation results show that compared with standard PBFT, Q-PBFT,
and APBFT, H-PBFT exhibits significant advantages in consensus latency, throughput,
and view switching recovery time, and maintains high system robustness even in complex
network environments with malicious nodes.

Keywords: H-PBFT; Practical Byzantine Fault-Tolerant; ITS; V2X

1. Introduction

In modern intelligent transportation and vehicle-to-everything environments, mas-
sive amounts of vehicle terminals continuously generate multi-dimensional dynamic data
containing vehicle location information, driving trajectories, and user identity data [1].
This type of data is highly time-sensitive and sensitive, forming a crucial foundation for
intelligent scheduling, route planning, and traffic management [2]. However, once vehicle
location data and user information are leaked or maliciously exploited, it not only exposes
user travel patterns but may also pose serious risks such as personal safety and privacy
violations. Therefore, how to ensure data availability while achieving secure data storage

Future Internet 2026, 18, 405

https://doi.org/10.3390/£i18080405



Future Internet 2026, 18, 405

2 of 27

and privacy protection has become one of the key issues urgently needing to be addressed
in the V2X field [3,4].

Currently, most V2X data management systems still adopt a centralized architecture,
with data stored and processed uniformly by cloud servers or traffic management centers
[5]. While this model facilitates centralized management, it has significant structural flaws:
on the one hand, if the central node is attacked or malfunctions, it can easily lead to a
single point of failure, causing overall system service interruption; on the other hand, cen-
tralized storage results in excessive concentration of data control, making it difficult to
prevent internal abuse or external tampering at the mechanism level, and data integrity
and reliability cannot be effectively guaranteed [6,7]. Figure 1 illustrates the vulnerability
of data storage in intelligent transportation systems to single points of failure. Against this
backdrop, constructing a traffic data storage mechanism with decentralized, verifiable,
and tamper-proof characteristics is of significant research importance.

Figure 1. Diagram of Single Point of Fault Storage in Intelligent Transportation Systems.

Blockchain technology, as a distributed ledger technology, achieves the immutability
and traceability of data through a chain-like data structure and cryptographic mecha-
nisms, providing a new technological path to solve the trust problem in traditional cen-
tralized systems [8]. Participating nodes in a blockchain network jointly maintain a copy
of the ledger through a consensus mechanism, thereby avoiding absolute control of data
by a single entity. Currently, blockchain has been widely used in supply chain manage-
ment, fintech, and the Internet of Things, and its decentralized nature makes it well-suited
for secure data storage in the Internet of Vehicles environment [9]. Therefore, designing a
blockchain data storage framework for the IoV environment has become an effective ap-
proach to improve traffic data security and system reliability.

However, the Practical Byzantine Fault Tolerance consensus algorithm, widely used
in consortium blockchains or permissioned blockchains, faces the problem of rapidly in-
creasing communication complexity as the number of nodes expands. PBFT’s message
exchange process requires multiple rounds of broadcasting between nodes, and its com-
munication overhead increases quadratically with the number of nodes, leading to per-
formance bottlenecks such as increased latency and decreased throughput in large-scale
network environments. This problem is particularly prominent in vehicle-to-everything
(V2X) scenarios with a large number of vehicle nodes and dynamically changing network
environments, severely restricting the practical deployment of blockchain technology in
traffic data systems.
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To address this issue, this paper constructs a blockchain architecture for secure stor-
age of V2X data, enabling decentralized management and distributed storage of vehicle
location information and related user data. Building upon this, and addressing the low
consensus efficiency of the traditional PBFT algorithm in large-scale node environments,
an improved PBFT consensus mechanism is proposed. By optimizing node participation
methods and message interaction processes, communication overhead is reduced and
overall system performance is improved, thereby enhancing the scalability and practical-
ity of blockchain in V2X scenarios. The main contributions are as follows:

1. To address the high communication overhead of the traditional PBFT consensus al-
gorithm in large-scale node scenarios, a geographic location-based grouping H-PBFT
architecture is proposed, transforming the traditional network-wide consensus into
a two-layer cascaded mode of “intra-group plus inter-group”.

2. The traditional random or round-robin election method is abandoned, and a ternary
evaluation model integrating historical credit, hardware performance (CPU/band-
width), and online availability is constructed.

3. Simulation experiments comparing H-PBFT with Q-PBFT, PBFT, and APBFT consen-
sus algorithms show that H-PBFT exhibits strong adaptability in dynamic network
environments and under conditions of malicious node interference.

2. Related Work

The integration of blockchain technology into Intelligent Transportation Systems (ITS)
and vehicular networks has attracted increasing research attention, particularly for en-
hancing data security, integrity, and distributed trust management. In such decentralized
environments composed of autonomous vehicles and edge devices, consensus mecha-
nisms play a pivotal role in maintaining system reliability. Among them, Practical Byzan-
tine Fault Tolerance and its variants have been extensively studied due to their low latency
and strong fault tolerance in permissioned blockchain settings. Several studies emphasize
the importance of PBFT-based consensus in intelligent device ecosystems. Yu et al. [10]
underline the demand for high-performance blockchain platforms tailored to intelligent
devices and propose a PBFT-DPOC-based framework to support decentralized autonomy.
Their work highlights the challenge of efficiently managing and utilizing large-scale IoT
data, demonstrating that reliable consensus mechanisms are fundamental to sustaining
secure and coordinated device interaction. Beyond general IoT systems, PBFT adaptations
have also been explored in communication infrastructures. Tong et al. [11] develop a
Trust-PBFT algorithm within a blockchain-enabled Cloud Radio Access Network (C-RAN)
architecture for 5G environments. By incorporating trust evaluation and a tri-chain struc-
ture, their scheme mitigates insider attacks while improving scalability and transaction
traceability, illustrating how PBFT variants can be extended to high-throughput and com-
plex network scenarios. In ITS-specific applications, blockchain is increasingly leveraged
to safeguard traffic data. Medel et al. [12] investigate blockchain-based ITS architectures
to counter data integrity attacks, emphasizing the necessity of secure and dependable con-
sensus protocols. Similarly, Lee et al. [13] design a two-layer blockchain credit mechanism
for managing local traffic information, which reduces memory overhead and enhances
system responsiveness. These studies confirm that consensus design is critical to main-
taining trustworthy data exchange in transportation systems.
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To address the unique requirements of vehicular networks, recent research has fo-
cused on improving the efficiency and security of PBFT-like algorithms. Xu et al. [14] pro-
pose SG-PBFT, a secure and high-efficiency consensus protocol tailored for the Internet of
Vehicles, achieving performance gains while strengthening security guarantees. Kumar et
al. [15] introduce R-PBFT, further emphasizing intelligent and secure consensus strategies
for dynamic vehicular environments. These efforts reflect a shift toward domain-specific
optimization of classical PBFT. PBFT improvements have also been applied in broader
service and control system contexts. Zhang et al. [16] present an enhanced PBFT mecha-
nism for Service Function Chain (SFC) deployment, reporting improvements in resource
utilization, service quality, and system security. Although not limited to transportation,
this work demonstrates the adaptability of refined PBFT protocols to complex, large-scale
service orchestration scenarios. Moreover, blockchain-supported intelligent traffic man-
agement frameworks are emerging. Wang et al. [17] combine blockchain with federated
reinforcement learning for traffic trajectory prediction. While their approach does not di-
rectly modify PBFT, it reflects the broader trend of integrating blockchain-based trust and
coordination mechanisms into traffic analytics systems. Finally, V et al. [18] propose the
EQPBFT algorithm for Vehicular Ad Hoc Networks (VANETSs), enhancing network resil-
ience through effective identification and isolation of malicious nodes during block gen-
eration. This study exemplifies how PBFT-inspired designs can strengthen trust manage-
ment and security in vehicular communication environments.

Collectively, these studies demonstrate that PBFT-based and mainstream BFT proto-
cols improve consensus through different mechanisms, including trust-based node selec-
tion, score-based grouping, malicious-node management, chained quorum certificates,
and voting-power-based validation, as summarized in Table 1. Trust-PBFT, SG-PBFT, and
EQPBFT mainly enhance trust management, grouping efficiency, and network security,
whereas HotStuff and Tendermint focus on general-purpose scalability and deterministic
finality. However, these protocols do not jointly consider the spatial locality of traffic data
and the heterogeneous credit, performance, and availability of RSU nodes. To address this
gap, H-PBFT combines physical geographical grouping with multidimensional repre-
sentative-node selection and hierarchical local-global consensus for large-scale V2X envi-
ronments.

Table 1. Comparison between H-PBFT and representative PBFT variants.

Protocol Target Scenario Grouping

Node-Evaluation

Main Advant
Dimensions ain Advantage

Trust-PBFT = Blockchain-enabled High-trust nodes are se- Primarily peer
[11] 5G C-RAN lected using PeerTrust trust

Reduces the influence of unreliable or
malicious internal nodes and im-
proves consensus reliability

SG-PBFT [14] Internet of Vehicles ing a score-based mech-  Node score

Reduces the number of nodes partici-
Nodes are grouped us- L
pating in large-scale message ex-

change and improves consensus effi-

anism .
ciency

EQPBFT [18]

VANETs

Role, message re- Enhances malicious-node detection,
liability, and secu- identity authentication, and network
rity status resilience

Quantified role-based
node management

General-purpose BFT
state-machine replica-
tion and blockchain

HotStuff [19]

No built-in multi-
No explicit geograph- dimensional node Achieves linear communication in the
ical or hierarchical score; replicas  normal case and simplifies leader re-
grouping participate ac- placement

consensus

cording to the
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configured com-
mittee
. Validator votin, . e e e
Blockchain state-ma- & Provides deterministic finality and

Tendermint

chine replication with

No explicit geograph- - power; proposer practical Byzantine fault tolerance for

[20] a validator set ical grouping selec‘ao'n is related blockchain systems
to voting power
Physical geographical Historical credit, ExP101ts trafﬁc—data spatla% locality
rouping followed by network perfor while adapting representative selec-
H-PBFT V2X and ITS roupme Y P tion to heterogeneous RSU condi-

multidimensional rep- mance, and avail-

. . e tions, thereby reducing unnecessary
resentative election ability

cross-region communication

3. Materials and Methods

3.1. Blockchain Overview

Blockchain is a decentralized, immutable distributed ledger technology (DLT) used
to record, verify, and share data without relying on a centralized authority [21]. As a
shared digital ledger, blockchain provides a single source of truth in the network, enabling
transparent and traceable recording of transactions and asset transfers within a business
network [22].

Blockchain technology was first proposed by Satoshi Nakamoto in 2008 and first im-
plemented in the Bitcoin system [23]. As a decentralized peer-to-peer electronic cash sys-
tem, the Bitcoin blockchain verified the feasibility of value exchange without a trusted
third party and laid the foundation for the subsequent development of blockchain tech-
nology in a wider range of applications. From a technical architecture perspective, block-
chain is essentially a distributed database system [24]. Ledger data is replicated and stored
on multiple nodes in the network, making it difficult for any single point of failure or
malicious tampering to affect the correctness of the overall system. Transactions within
the system must be verified through a consensus mechanism, which ensures state con-
sistency among nodes that are not fully trusted, thereby guaranteeing the integrity and
consistency of the ledger data [25].

At the data structure level, the blockchain packages transactions into blocks in chron-
ological order and links these blocks together using a cryptographic hash function, form-
ing a chain structure [26]. Each block contains the hash value of the previous block, ensur-
ing that any tampering with historical data will destroy the structure of subsequent blocks
and be detected by the network [27]. This chain-like cryptographic structure gives the
blockchain high tamper resistance and auditability, making it widely applicable in areas
such as cryptocurrency, supply chain management, digital identity, the Internet of Things,
and medical data sharing.

One of the key advantages of blockchain is its decentralized nature. The system es-
tablishes trust through algorithms and cryptographic mechanisms, without relying on tra-
ditional intermediaries such as banks, clearinghouses, or third-party platforms, thereby
improving transaction transparency, reducing operational risks, and minimizing fraud
and errors caused by human intervention. For industries with high requirements for data
security and trustworthiness, such as finance, healthcare, energy, and government, block-
chain technology has significant potential to improve process efficiency, enhance account-
ability, and reduce operating costs.
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The classification of blockchain networks is essentially based on three core dimen-
sions: the degree of openness to participation, the method of node permission control, and
the network governance structure. First, regarding the openness of participants, a network
can be completely open (anyone can join) or have restricted access. Second, from a per-
mission management perspective, the system can control the identity of nodes, their con-
sensus participation rights, and data access rights to varying degrees. Finally, in terms of
governance models, the network may be managed by a single organization, jointly man-
aged by multiple organizations, or completely decentralized and autonomous. Based on
the differences in the combination of these three dimensions, different types of block-
chains have emerged, such as public blockchains, private blockchains, permissioned
blockchains, and consortium blockchains. This classification reflects the trade-off between
the degree of decentralization and controllability of the system. Different types of block-
chains cater to different trust environments and application needs, and are essentially a
structured division of network trust models and management models. Table 2 shows a
comparison of different blockchain network types.

Table 2. Comparison of Different Types of Blockchain Networks.

Type

Node Admission  Performance Characteristics Typical Application Scenarios

Public Blockchain [28]

Permissionless partici-

Strong decentralization but
low throughput and high la-
tency

Bitcoin, Ethereum, Decentralized Fi-

pation nance (DeFi)

Private Blockchain [29]

Internal authorization High performance, low la-  Enterprise auditing, internal data man-

required tency, strong controllability agement

Permissioned Block-
chain [30]

Identity authentication
and authorization re-

High security with flexible ~ Enterprise blockchain systems, e-gov-

. management ernment platforms
quired

Consortium Block-
chain [31]

Admission approved
by consortium mem-

Balance between performance Supply chain finance, energy data shar-

b and decentralization ing, cross-institution collaboration
ers

3.2. PBFT Consensus Algorithm Overview

The Practical Byzantine Fault Tolerance (PBFT) algorithm requires neither equity
staking nor intensive computational resources, thereby significantly reducing the cost of
malicious attacks [32]. By employing a three-phase voting protocol, PBFT can effectively
tolerate Byzantine failures and maintain consensus correctness as long as the number of
malicious nodes does not exceed one-third of the total network. Despite these advantages,
the conventional PBFT algorithm suffers from excessive communication overhead and
random master node selection, both of which substantially reduce consensus efficiency
and limit its scalability [33].

The PBFT consensus protocol consists of three types of nodes: client nodes, a master
node, and multiple replica nodes. Client nodes initiate transaction requests and receive
the final consensus results. The master node is responsible for receiving client requests,
assigning sequence numbers, and broadcasting signed requests to replica nodes. Replica
nodes verify the received messages and collaboratively determine whether consensus has
been reached. If the master node becomes faulty or fails to respond within a specified
timeout, a view-change mechanism is triggered to elect a new master node, thereby en-
suring continuous and reliable consensus execution.

The execution process of the PBFT algorithm can be divided into five main stages:
Request, Pre-prepare, Prepare, Commit, and Reply. The overall process is shown in Figure
2, and is detailed below:
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(1) Request Phase: The client sends a consensus request message to the master node, in
the format <Request, m, t, ¢, 0>, where m represents the request content, t is the
timestamp, c is the client identifier, and o« is the client signature.

(2) Pre-prepare Phase: After receiving the request, the master node numbers and sorts it,
then generates a pre-prepare message <<Pre-prepare, v, n, D(m),0p> m>, and sends
it to all replica nodes. Here, v is the current view number, n is the message sequence
number, D(m) is the message digest, and op is the master node signature.

(3) Prepare Phase: After receiving the pre-prepare message, the replica nodes verify its
validity and generate a prepare message <Prepare, v, n, D(m), bi, o»> for broadcast,
where bi is the replica node identifier, and ov is the node’s signature. In this phase,
each replica node compares its generated preparation message with those sent by
other replica nodes. When a node receives at least 2f + 1 consistent preparation mes-
sages, it can proceed to the next phase. This phase helps screen for Byzantine mali-
cious nodes in the network.

(4) Commit Phase: After the preparation conditions are met, each node generates a com-
mit message <Commit, v, n, D(m), b, ov> and broadcasts it. When a node receives at
least 2f + 1 commit messages consistent with its own, it indicates that consensus has
been largely reached, and it can proceed to the response phase.

(5) Reply (Response Phase): After confirmation in the commit phase, the node sends a
response message <Reply, v, n, ov, r> to the client, where r represents the result after
executing the request. The client considers its request to have been successfully com-

pleted when it receives at least f + 1 consistent response messages.

Reply

/)
/

Figure 2. PBFT consensus protocol process diagram.

'
Request E Pre-prepare Prepare Commit
L

9]

4. Blockchain-Based Intelligent Transportation System Architecture

In traditional traffic control systems, vehicle operation records are typically stored
and managed in a centralized manner. While this architecture facilitates unified schedul-
ing, it suffers from significant security flaws. If the central server is maliciously attacked
or experiences a system failure, it is highly susceptible to serious problems such as data
forgery, illegal tampering, and even complete data loss, with data recovery being ex-
tremely difficult. Furthermore, vehicle trajectories and user identity information are
highly sensitive, and the lack of effective privacy protection mechanisms under a central-
ized management model makes them easy targets for attackers to steal and abuse. To ad-
dress these issues, this paper introduces blockchain technology into the traffic signal con-
trol scenario. Blockchain employs a distributed storage architecture, with data maintained
collaboratively by multiple nodes, avoiding the risk of single points of failure. Simultane-
ously, blockchain organizes data through a chain structure and timestamp mechanism.
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Each block contains the hash value of the previous block and is encrypted using the SHA-
256 algorithm. When a block of data is illegally modified, its hash value changes, affecting
subsequent blocks, thus being quickly identified by other nodes in the network, ensuring
the immutability and integrity of the data.

As shown in Figure 3, the proposed intelligent transportation system adopts a four-
layer structure design, including an application layer, a contract layer, a consensus layer,
and a data layer, to realize the complete process of data collection, on-chain processing,
distributed consensus, and secure storage.

5 Block n Block n-1
g
: Previous block hash value Merkle root Previous block hash value Merkle root
5 Target Hash Value Random numbers Target Hash Value Random numbers
Data storage on the blockchain l
| \_777_>7777__7_7>>77;774_—‘
] L !
g [ = Op) = x =X ;
= = a4
2 |Rsu EI RSU l Q 5 I '\ !
@ 3 i 1
= o .- I
B — B om
) ¢ 4 |
z S ‘
3 ((1)) = ((1)) = A 1! / i
= RSU = v g I
! RSU P | | l ‘ | | ’ | 1
. S S U | S | SOy S i sy pop gy |
o B B _Data Validation o S
RSU data is uploaded on demand Smart Contracts Store Data
B
)
K Vehicle traffic data from this intersection is Input data » > Vehicle location
E uploaded to the blockchain at 24-hour intervals. Conditional » Current location
= : S lidation tri d i
é New data is added every 24 hours, triggering vatiCation triggere > Current time
the contract execution. Execute contract » Vehicle ID
- A4F patipue
. (((. ‘))l (((. ‘)))
o T/ 4 =%
= RSU/ 3 9 RSU
-; g = . OBU OBU. -~ i
s ey
3§: / OBU i OBU
= o5

Figure 3. Architecture diagram of a blockchain-based intelligent transportation data storage system.

4.1. Application Layer

The application layer primarily consists of Roadside Units (RSUs) and On-Board
Units (OBUs), serving as the system’s data acquisition and upload entry point. As a key
roadside device in the vehicle-road cooperative system, the RSU needs to maintain a uni-
fied communication protocol with the OBU to ensure real-time reception of dynamic data
such as vehicle speed, location, and direction of travel. The OBU should possess local data
recording and wireless transmission capabilities. To ensure stable system operation, the
application layer must meet the following conditions:

A unified time synchronization mechanism should be implemented at the device
level, along with necessary network security protection capabilities;

The software system must be compatible with existing traffic management platforms
and comply with relevant technical standards and regulations;

Data formats should be standardized, and a regular maintenance mechanism should
be established to ensure system interoperability and secure encrypted communication.
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Assuming stable communication between the RSU and OBU, each intersection’s RSU
filters the collected vehicle data and uploads it as needed according to a predefined strat-
egy. This paper sets the RSU to submit data to the blockchain network every 24 h for traffic
condition analysis and traffic light cycle estimation. Considering the block size limit (ap-
proximately 1 MB per block), the system only uploads necessary fields, including vehicle
identification ID, location coordinates, and timestamps.

4.2. Contract Layer

Traditional contract execution relies on trusted third-party supervision and arbitra-
tion, while smart contracts execute automatically on the blockchain through program-
matic rules, possessing the characteristics of openness, transparency, and immutability.
Participating nodes can complete trusted interactions based on trust in the code logic,
thereby reducing human intervention and execution deviations. In this system, the data
uploaded by RSUs is first verified for legality and integrity by the blockchain smart con-
tract. As a core functional module of the blockchain, the smart contract layer also defines
on-chain data access permissions, allowing only authorized nodes such as traffic manage-
ment departments to retrieve vehicle data within a specific range. When new vehicle data
is written to the chain, the smart contract automatically triggers the estimation process,
realizing the automated operation of the system.

4.3. Consensus Layer

Traffic-related data must be unanimously approved by network nodes through a
consensus mechanism before it can be written to the blockchain. This system adopts a
consortium blockchain architecture and uses the Practical Byzantine Fault Tolerance
(PBFT) algorithm as its consensus mechanism. Network nodes consist of RSU devices and
entity nodes from traffic management departments. The PBFT algorithm standardizes the
block generation and propagation process. Each node verifies the block data through mul-
tiple rounds of message interaction to ensure the authenticity of the data source and the
integrity of the content. After consensus is reached, data copies are synchronously stored
in the ledgers of all participating nodes, achieving distributed persistent storage and thus
avoiding system crashes caused by single points of failure in centralized systems.

4.4. Data Layer

The data layer consists of the underlying blockchain database, responsible for storing
data processed by smart contracts and confirmed through PBFT consensus, including
basic vehicle information and estimated traffic light cycles. All data is written to the chain
in block form, with copies maintained in each node’s local ledger. To further enhance data
integrity and security, each block contains a Merkle root hash, representing a summary of
all transaction data within the block. Any minor modification to the block data will cause
a change in the Merkle root, which will be detected and rejected by other nodes, ensuring
data immutability and overall system security from a mechanism perspective.

5. Layered H-PBFT Consensus Algorithm Design

In intelligent transportation scenarios, roadside units typically handle data collection
and participate in consortium blockchain consensus, such as traffic flow, accident events,
congestion indices, and vehicle-to-everything perception results. This type of data is char-
acterized by strong regionality, high timeliness, and significant dynamicload fluctuations:
on the one hand, RSU observation data within the same region are highly correlated; on
the other hand, data correlation between different regions is relatively weak, and cross-
regional verification often only occurs at boundaries or in global statistical tasks. There-
fore, incorporating all RSUs into a single-layer Practical Byzantine Fault Tolerance leads
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to significant communication and computational redundancy. Assuming there are n RSU
nodes in the system, PBFT within a view includes pre-prepare, prepare, and commit
phases. For a broadcast message model, typical communication volume can be approxi-
mated as:

Cpgrr(n) = 8n + On(n — 1) € 0(n?) )

where 8n can represent the overhead of the primary node broadcasting the pre-prepara-
tion message, and 6n(n — 1) represents the overhead of the full interconnect broadcast
during the preparation/commit phase (the constant term is related to the specific imple-
mentation, but the growth order is 0(n?).

In city-scale deployments, the number of RSU nodes n increases rapidly with grow-
ing RSU density, leading to several critical challenges, including excessive communication
overhead, poor system scalability, redundant consensus operations, inefficient resource
utilization, and insufficient incentive mechanisms. To address these issues, this paper pro-
poses a Hierarchical Practical Byzantine Fault Tolerance consensus mechanism. The pro-
posed H-PBFT framework decomposes the global consensus process into two hierarchical
layers, namely intra-group (local) consensus and inter-group (global) representative con-
sensus, by leveraging geographic grouping and representative node election. Exploiting
the inherent spatial locality of traffic data, RSUs within geographically adjacent regions
first achieve local consensus. Only the consensus summaries and corresponding crypto-
graphic proofs are subsequently submitted to the global layer for final agreement.
Through this hierarchical consensus design, the communication scale is effectively re-
duced from being dependent on the total number of nodes n to a function of the group
size and the number of groups, thereby significantly mitigating communication complex-
ity and improving scalability in large-scale intelligent transportation systems.

Figure 4 illustrates the layered architecture and execution flow of the H-PBFT con-
sensus mechanism, aiming to balance consensus efficiency and security in the connected
vehicle environment. This architecture consists of three core parts: the edge layer, the first-
stage local consensus, and the second-stage global consensus. At the edge layer, raw data
generated by intelligent vehicles and IoT sensors (indicated by yellow arrows) is trans-
mitted in real time to Roadside Units. Based on a geographic location strategy, RSUs are
divided into multiple local consensus groups, each composed of a leader and members
selected by a reputation mechanism. The first-stage local consensus reduces latency and
communication overhead through a simplified single-stage mechanism. The leader node
initiates a proposal, and group members confirm and generate a local digest, ensuring
data consistency. The second-stage global consensus is formed by a global consensus com-
mittee composed of representative nodes from each local group. Representative nodes
participate sequentially in the entire process from Request to Reply (including Pre-pre-
pare, Prepare, and Response stages), handling cross-regional transaction ordering and
verification. Finally, the verified data is packaged into blocks, containing key information
such as the previous block hash and Merkle root, achieving distributed storage.
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Figure 4. Layered architecture and execution workflow of the H-PBFT consensus mechanism.

5.1. RSU Node Geographic Grouping Strategy

This paper adopts a grid-based geographic grouping strategy, dividing the urban
transportation network into several regions according to latitude and longitude or admin-
istrative boundaries, with each region corresponding to a consensus group. The geo-
graphic coordinates of RSU node r are denoted as P, = (lat,,lon;). The overall deploy-
ment area boundary is defined as:

lat = [min_lat, max_lat], lon = [min_lon, max_lon] (2)

Let the grid side length be A (corresponding to your original grid_size), then the
number of grid rows and columns is:

Nogw = [FEETE], N = [Reergmnss] )
The grid index mapping for any RSU r is:
i) = [latrLAin_latJ, i) = llon,—zin_lon J W
Therefore, the group is defined as:
Gy = {r e R|i(r) =1,j(r) = j}, Groups = {Gy > 0} (5)

The grid size A and the resulting group size are determined according to the spatial
distribution and deployment density of RSUs. A smaller grid can reduce local communi-
cation distance but increases the number of representative nodes involved in global con-
sensus, whereas a larger grid reduces the number of groups but increases intra-group
communication overhead. Therefore, A is selected to balance local consensus efficiency
and global communication cost while ensuring that each group satisfies the Byzantine
fault-tolerance requirement.

https://doi.org/10.3390/£i18080405



Future Internet 2026, 18, 405

12 of 27

5.2. Group Representative Node Selection Strategy

Each geographical group elects only a small number of representative nodes to par-
ticipate in the global PBFT, in order to reduce the scale of global layer communication and
improve throughput. However, if the representative nodes are not selected properly
(weak performance, low online rate, poor credit), it will lead to increased global layer la-
tency and even security risks. Therefore, this paper designs a multi-factor comprehensive
scoring mechanism that takes into account security efficiency (performance/latency).

5.2.1. Node Scoring Model

For any node r within the group, define a comprehensive score:

S(r) = o, * CR(r) + o, * PR(r) + o3 * AR(1), (6)

o +o,+o3=1, 0;>0. (7)

The weights w1, w2, and ws are normalized such that w1 + w2 + ws = 1. Their values
reflect the relative importance of historical credit, hardware and communication perfor-
mance, and online availability. In the considered ITS scenario, reliability and continuous
availability are prioritized to reduce the probability of selecting unstable or malicious rep-
resentative nodes, while the performance component ensures that the selected nodes can
efficiently complete message verification and broadcasting.

To avoid “score manipulation” based on a single dimension, normalization (min-max
or z-score) can be added to map each sub-indicator to [0, 100], and a minimum threshold
can be set.

CR(r) > 0,AR(r) > 0. 8)

5.2.2. Sub-Index Calculation

(1) Credit Score (CR)

Credit reflects a node’s historical behavior and data credibility. Let the observation
window be the most recent H rounds of consensus or the most recent time period [t — H,t].
Let Ns be the number of successful consensus participations and N be the total number of
participations, then:

_ Ns(r)
success_rate(r) = N 9)

Response speed score can be calculated based on the average response delay d(r)

relative to the timeout threshold. dmax is normalized as follows:
response_speed(r) = max(0,1 — ddﬂ) * 100. (10)

Data quality score can be measured by data validation pass rate. Let Ny(r) be the
number of times the data reported by a node passes neighbor cross-validation, and N (r)
be the total number of validations:

data_quality(r) = % + 100, (11)
The credit score can then be written as:
CR(r) = 35 * success_rate(r) * 100 + 35 * response_speed(r) + 30 * data_quality(r). (12)

(2) Performance Rating (PR)
Performance reflects a node’s ability to perform aggregation, signature verification,
and broadcasting. CPU, memory, bandwidth, and latency are normalized to [0, 100].

> #100, (13)

bandwidth_scores =

max
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Ly
Lma

latency scores = max(0, 1 - ) *100, (14)

cpu_scores = max(100, ff;:; *100). (15)

r denotes a candidate node (or resource provider); B, is the available network bandwidth
of noder; B,,is the maximum observed bandwidth in the system (or a predefined bench-
mark upper bound). This metric captures the node’s throughput capability in block or
message dissemination. L. denotes the average network latency or end-to-end response
delay of node 1; Ly,,x is the maximum tolerable latency threshold defined by the system.
f. is the CPU clock frequency of node r; c, is the number of CPU cores of node r; f; and
co correspond to the clock frequency and core count of a reference (baseline) hardware
configuration.
The formula for comprehensive performance scoring is:

PR(r) = 35 * bandwidth_scores(r) * 100 + 35 * latency_scores(r) + 30 * cpu_scores(r). (16)

(3) Availability Rating (AR)

The availability rating measures the online persistence and operational reliability of
anode over a given observation period.

(a) Failure Penalty Function

o(r) = min(0.5, 0.1F(r)). (17)

This function imposes a linear penalty for frequent failures, capped at 0.5, thereby
preventing availability from being completely eliminated by extreme failure counts.
(b) Availability Score

AR(r) = 228 %100%(1 - (1)) (18)

This metric jointly captures online time ratio and fault reliability, rewarding nodes
that remain continuously online with minimal failures, where T denotes the total length
of the observation period; to,(r) denote the cumulative online time of node r during T;
F(r) denote the number of failures observed for node r within the same period.

5.3. Layered Consensus Process

H-PBFT divides consensus into two phases: intra-group consensus (local) and global
consensus (representative layer). The local phase ensures that data within the same region
is consistent first; the global phase ensures consistent ordering and on-chain confirmation
across groups.

5.3.1. Phase 1: Intra-Group Raft Consensus

Let t, denote the transaction or data payload awaiting consensus. Within a specific
group G, the designated leader initiates the process by aggregating the intra-group data
to formulate a local data block, denoted as D;. This aggregation process is formalized as:

Di = Agg({xr | re Gi}! tx)/ (19)

where x, represents the local observations or evidences (e.g., event confidence,
timestamps, or data digests) associated with the transaction by node r. The objective of
the intra-group consensus is to ensure the consistency and correctness of D; is confirmed
by at least 2/3 of the honest nodes within the group.

Assuming a group size of k; under the Byzantine Fault Tolerance (BFT) model, the
maximum number of malicious nodes f; that the group can tolerate is defined as:

f = [%J ki > 3f + 1. (20)
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Local consensus is achieved when the leader collects no fewer than 2f; + 1 valid con-
firmation signatures (equivalently, [2k;/3] votes). Let v; denote the set of collected votes.
The condition for local commitment is given by:

v; = 2f; + 1= D; is locally commited

5.3.2. Phase 2: Global Consensus
While the traditional PBFT protocol’s three-phase commit (Pre-prepare, Prepare,

Commit) effectively achieves consensus among nodes, it still has some shortcomings. The
main issues include: when the primary node fails or switches over, incomplete requests
may not be able to continue execution, affecting system stability; furthermore, the PBFT
protocol assumes all nodes are honest, but in real-world scenarios, the existence of Byz-
antine nodes is unavoidable, leading to a decrease in protocol efficiency.

To improve the robustness and efficiency of the PBFT protocol, we propose the H-
PBFT protocol and improve upon the three phases of PBFT, focusing on enhancing pri-
mary node election, fault tolerance, and the ability to filter Byzantine nodes. By introduc-
ing a the RSU Node Geographic Grouping Strategy, and Group representative node se-
lection strategy, the protocol’s fault tolerance and reliability are enhanced. The basic exe-
cution flow of the second phase protocol of the H-PBFT consensus algorithm is as follows:
(1) Request phase. The client sends a request to the primary node. The request message

is <Request, m, t, ¢, 0>, where m is the content sent by the client to the primary node,

t is the timestamp, c represents the client identifier, and o« is the client’s signature.
(2) Pre-prepare phase. After receiving the request message, the primary node orches-

trates the request, assigns a sequence number n to the request, and generates a pre-

prepare message <<Pre-prepare, v, n, D(m), op>m> for the representative node. Here,

v represents the view number, n represents the sequence number, D(m) is the digest

of the request content m, and op represents the primary node’s signature.

(3) Prepare phase. At this time, the Representative node receive the pre-prepare message
and generate a prepare message <Prepare, v, n, D(m), bi, o>, where bi represents the
representative node’s identifier, and ov represents the representative node’s signa-
ture. In this phase, each representative node compares its generated preparation mes-
sage with preparation messages sent from other representative node. When it re-
ceives at least 2f + 1 preparation messages that match its own generated preparation
message, consensus enters the determination phase. This phase can filter out a certain
number of Byzantine nodes in the network.

(4) Reply Phase. When each node receives at least 2f + 1 consensus messages from dif-
ferent nodes in the determination phase, it forwards a reply message <Reply, v, n, ov,
r> to the client, where r represents the client’s request to execute the consensus result.

If f + 1 nodes respond identically, it means the client’s request was successful.

5.4. Credit Mechanism Design

The credit mechanism is a key component for improving the efficiency of the Hybrid
Practical Byzantine Fault-Tolerant algorithm and incentivizing nodes. This system de-
signs a comprehensive framework for credit evaluation, updating, and incentive alloca-
tion. The credit system plays a crucial role in ensuring nodes effectively fulfill their re-
sponsibilities and in the security and efficiency of the consensus process.

For newly added nodes, the initial credit score is set as follows:
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Roadside Unit (RSU) node: Initial credit score = 60 points. Traffic management de-
partment node: Initial credit score = 80 points. Certified trusted node: Initial credit score =
70 points. These initial values reflect the node’s role and trustworthiness in the system.
Trusted entities such as traffic management departments and certified nodes will receive
higher initial credit scores.

5.4.1. Credit Score Updates Dynamically

The credit score is dynamically updated based on node behavior. As shown in Tables
3. The formula for updating the credit score at each time step is as follows:

CR(t+ 1) =a*CR(t) + (1 -a) * Reward(t). (21)

where CR(t): Credit score at time t. Reward(t): Reward/penalty score at time t. The decay
factor at is selected within the range of 0.7-0.9 to preserve the continuity of historical credit
while allowing recent node behavior to influence the score in a timely manner. A value
that is too high may cause outdated behavior to dominate the evaluation, whereas a value
that is too low may make the credit score excessively sensitive to short-term fluctuations.

To translate the observed behavior of a node into a quantitative credit adjustment,
both positive reward rules and negative penalty rules are defined. Table 3 summarizes
the rewards assigned to nodes that correctly perform their consensus responsibilities.
These rules are intended to encourage stable consensus participation, rapid responses,
high-quality data submission, and continuous availability, thereby improving both con-
sensus efficiency and transportation-data reliability.

Table 3. Reward Scene.

Reward Scenario Reward Points Trigger Conditions
Successful Consensus Participation +2 points Node successfully participates in the consensus process
. . . Node is selected as a representative and successfully com-
Serving as a Representative Node +5 points
pletes the task

Quick Response +3 points Response time is more than 50% faster than the average

High Data Quality +4 points Data verification pass rate > 95%
Continuous Online Presence +1 point/day Node is online for more than 20 h within a 24 h period

Corresponding to the reward mechanism, Table 4 presents the penalties imposed for
abnormal or undesirable node behavior. The magnitude of each penalty is determined
according to the potential effect of the behavior on consensus efficiency, data integrity,
and system security. Minor events, such as occasional consensus timeouts or data-format
errors, receive moderate penalties, whereas incorrect data submission, failure to perform
representative duties, and Byzantine behavior receive stronger penalties.

Table 4. Penalty Scene.

Penalty Scenario Penalty Points Trigger Conditions
Consensus Timeout -3 points Response time exceeds the set threshold
Incorrect Data Format -5 points Submitted data does not meet required format
Submission of Incorrect Data -10 points Node submits invalid data or errors in data submission
Frequent Offline Behavior -5 points/instance Node is offline more than 3 times within a 24 h period

Malicious Behavior

Failure to Perform Representa-

tive Duties

. Node detected performing Byzantine behavior (malicious

-50 points .
actions)

. Node fails to fulfill its duties when acting as a representa-

-15 points .

tive node

https://doi.org/10.3390/£i18080405



Future Internet 2026, 18, 405

16 of 27

5.4.2. Credit Rating and Rights

Based on their credit scores, nodes are divided into five different tiers, each with dif-
ferent permissions and restrictions. These tiers are designed to ensure that nodes with
higher credit scores are given priority for important roles, such as acting as representa-
tives or accessing sensitive data. The classifications are shown in Table 5.

Table 5. Credit Levels and Rights.

Credit Level

Rights and Restrictions

1. Priority in selection as a representative node.

Excellent (90-100 points) 2. Enhanced data query permissions.

3. Voting rights in system governance.

1. Normal participation in consensus.

Good (75-89 points) 2. Standard data access rights.

3. Eligible to be selected as a representative node.

1. Normal participation in consensus.

Qualified (60-74 points) 2. Basic data access rights.

3. Less likely to be selected as a representative node.

1. Participation in consensus with lower priority.

Warning (40-59 points) 2. Restricted data access rights.

3. Needs to improve credit for recovery.

1. Temporarily banned from participating in consensus.

Disabled (<40 points) 2. No data access rights.

3. Requires manual review for reactivation.

5.4.3. Credit Recovery Mechanism

To prevent nodes from being permanently penalized due to temporary faults, the
system provides a credit recovery mechanism. Nodes can recover their credit through the
following means:

Natural Recovery:

1. After 7 consecutive days of normal operation without penalties, the credit value in-
creases by 5 points.

2. After 30 consecutive days of good performance, the credit value increases by 15
points.

Active Recovery:

Submitting system improvement suggestions that are adopted increases the credit
value by 8 points. Assisting in the deployment and debugging of new nodes increases the
credit value by 5 points. Participating in system maintenance and upgrades increases the
credit value by 10 points.

Appeal Mechanism:

1. Nodes can appeal unjust penalties.
2. An arbitration committee composed of high-credit nodes will review the appeals.
3. If the appeal is successful, the deducted credit points will be restored.

5.5. Primary Node Selection

In traditional PBFT and its many variants, master nodes are typically selected
through round-robin or random rotation. While these strategies ensure fairness, they ig-
nore differences in node reliability, historical behavior, and dynamic trustworthiness, po-
tentially leading to frequent view changes, reduced consensus efficiency, and increased
susceptibility to Byzantine behavior. This limitation is particularly pronounced in large-
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scale dynamic intelligent transportation systems, where node performance and stability
vary significantly.

To address this issue, this paper proposes a credit-aware master node selection mech-
anism integrated into the H-PBFT framework. Unlike traditional methods, this approach
selects master nodes solely based on the credit value representing the node set, thereby
improving consensus stability, security, and execution efficiency.

Let R ={ry, 2,..., rm} denote the set of representative nodes elected from different geo-
graphic groups after the local consensus phase, where M is the number of groups. Each
representative node ri € R maintains an up-to-date credit value CR(i) at time i, which is
dynamically adjusted according to its historical consensus behavior, availability, and data
quality.

The primary node 1p for the global consensus phase is determined by selecting the
representative node with the highest credit value. Formally, the primary node selection
rule is defined as:

r, =argmax, , CR(). (22)

This deterministic selection strategy ensures that the node with the strongest histor-
ical reliability and trustworthiness assumes the role of the primary node. By prioritizing
high-credit nodes, the proposed mechanism significantly reduces the probability of select-
ing unstable or malicious nodes as leaders.

6. Theoretical and Simulation Analysis

This experiment develops a Python-based simulation environment to evaluate the
performance of PBFT, Q-PBFT [34], APBFT [35], and the proposed H-PBFT consensus al-
gorithm. A distributed network model is adopted, in which each node is assigned an in-
dependent communication port, and multiple nodes participate concurrently in the con-
sensus process through a multithreaded mechanism. Inter-node communication is imple-
mented using the Socket protocol, while consensus messages are uniformly serialized in
JSON format. The PyNaCl cryptographic library is employed for message signing and
verification, thereby ensuring message authenticity, integrity, and resistance to tampering.
It should be noted that the current system model assumes that RSUs have relatively stable
computing resources and communication links. In realistic ITS environments, vehicle mo-
bility, intermittent connectivity, packet loss, and time-varying network latency may delay
local message aggregation, temporarily reduce the availability of representative nodes,
and trigger additional retransmissions or view changes. Although the geographic group-
ing strategy and availability-aware node evaluation of H-PBFT can partially reduce the
influence of unstable nodes and long-distance communication, the present simulation
does not fully reproduce these dynamic network conditions. Therefore, the reported re-
sults mainly reflect the performance of H-PBFT under controlled network settings. Eval-
uating the protocol using realistic mobility traces, dynamic channel models, and roadside
testbed environments will be an important direction of future work.

To approximate heterogeneous behaviors in complex network environments, the
simulation includes normal nodes, delayed nodes, and faulty nodes, covering typical Byz-
antine fault-tolerant scenarios. All algorithms are implemented and evaluated under the
same simulation framework to ensure a fair comparison. The detailed hardware, software,
and experimental parameter configurations are presented in Table 6.
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Regarding the proposed H-PBFT algorithm, this paper conducts a comparative anal-
ysis from four core performance indicators: consensus latency, communication overhead,
transaction throughput, and view-switching recovery time. In addition, to further test the
scalability of the algorithm, the experiment also constructed a large-scale node network
scenario, focusing on the changing trends of consensus latency and communication com-
plexity of the system under the condition of increasing number of nodes.

Table 6. Experimental configuration table.

Configuration

13th Intel(R) i7-13620 H

Operating system Window 11
Software Environment PyCharm
NVIDIA GeForce RTX 4060
Memory 16 G
Programming language Python

6.1. Communication Complexity Analysis

(1) Total Overhead of the PBFT Consensus Algorithm

As described in the PBFT consensus algorithm, messages need to be sent in three
phases, with each node responding to the client’s consensus message in the final phase.
In the Pre-Prepare phase, the number of communications is N — 1; in the Prepare phase,
the number of communications is (N — 1)?; in the Commit phase, the number of commu-
nicationsis N * N -1; and in the Reply phase, the number of communications is N. There-
fore, the total communication overhead T:1 of the PBFT consensus algorithm is:

T,=(N—1)+(N—-1)2+Nx*(N—1) +N. (23)

(2) Total overhead of the H-PBFT consensus algorithm

Assume there are N RSU nodes in the consensus network, divided into M groups,
each group containing an average of KZ% nodes, and f is the number of Byzantine nodes
the system can tolerate.

In intra-group consensus, concerning M groups in parallel, the message count per
group is O(K?) = O((N/M)?). In global consensus, in the proposed H-PBFT algorithm, the
number of representative nodes participating in consensus is only M, and the algorithm
optimizes the Commit and Reply phases of the consensus protocol. Therefore, the total

communication overhead T2 of the H-PBFT algorithm is:
2

N N
TZ=(M—1)+(M—1)2+M—1+N+M*(M)2=M2+N+ﬁ (24)
When M=vN, the communication complexity is reduced to O(N), which is signifi-
cantly lower than the O(N?) of the traditional PBFT.

6.2. Consensus Delay Analysis

In blockchain systems, consensus latency is typically defined as the total time elapsed
from when a client initiates a transaction request until all consensus nodes in the network
complete state confirmation and return the final result to the client. This metric directly
reflects the system’s real-time responsiveness and collaborative efficiency.

To evaluate the latency performance of different algorithms under varying network
scales, the experiment progressively expanded the node scale, increasing the number of
participating nodes from 100 to 200, with an increment of 20. For each network scale con-
figuration, 10 rounds of independent, repeated experiments were conducted to reduce the
impact of random factors on the results and enhance statistical reliability. The node envi-
ronment and network state were reinitialized in each round to ensure the independence
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and fairness of the testing process. The final result is the arithmetic mean of the latency
data measured in multiple experiments, used as the consensus latency characterization
value for that scale.

Figure 5 shows a comparison of the average consensus latency of the PBFT, Q-PBFT,
APBFT, and H-PBFT consensus algorithms under different node scales. Experimental data,
as shown in the figure, ranged from 100 to 200 nodes. The latency of each algorithm in-
creased with the number of nodes, but the rate of increase varied significantly. H-PBFT
consistently maintained the lowest latency, demonstrating excellent stability. The latency
of Q-PBFT and APBFT fell between that of H-PBFT and PBFT, and gradually increased
with the number of nodes.

Consensus delay comparison
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Figure 5. Comparison chart of consensus latency of various algorithms.

Horizontal comparisons allow for a direct analysis of the latency trends of each algo-
rithm as the network size grows, thus evaluating their scalability and performance stabil-
ity in large-scale distributed environments. The results show that H-PBFT performs best
in terms of latency control.

6.3. Communication Overhead Analysis

Figure 6 compares the communication overhead of four consensus algorithms—Q-
PBFT, APBFT, H-PBFT, and PBFT —at different node scales. As the number of nodes in-
creases from 100 to 200, the communication overhead of each algorithm increases. PBFT’s
communication overhead is significantly higher than the other three improved algorithms,
approaching 50,000 times when the node scale reaches 200, indicating a sharp increase in
communication complexity with scale. In contrast, H-PBFT maintains the lowest commu-
nication overhead throughout the entire node range, remaining below 10,000 times even
at 200 nodes, demonstrating its effective suppression of network load through hierarchical
or redundancy reduction mechanisms. The communication overhead of Q-PBFT and AP-
BFT falls between the two, steadily increasing with the number of nodes, reflecting their
partial effectiveness in optimizing the traditional PBFT communication mode. Overall, the
comparison of communication overhead further confirms that H-PBFT possesses superior
scalability and communication efficiency in large-scale network environments.
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Figure 6. Comparison of consensus communication overhead for each algorithm.

6.4. Throughput Analysis

Throughput denotes the number of transactions successfully processed within a unit
of time and is typically measured in TPS (transactions per second). It serves as a funda-
mental metric for evaluating and comparing the performance of different consensus algo-
rithms, as it reflects the system’s transaction processing capability under given network
conditions. The calculation of TPS is defined as:

Number of Transactions

= 25
TPS i (25)

where At represents the total duration required to complete the transaction processing
test, and Number of Transactions refers to the total transactions finalized during this in-

terval. In the experimental setup, the client continuously generates requests, while the
system records the number of requests successfully handled by the nodes per second to
determine the overall throughput performance.

Figure 7 compares the system throughput performance of four consensus algorithms
under different node scales. Experimental results show that as the number of participating
nodes increases from 100 to 200, the throughput of all algorithms decreases to varying
degrees. This aligns with the general rule that an increase in the number of nodes in dis-
tributed consensus typically leads to increased coordination costs. Among them, PBFT
shows the most significant throughput decay, indicating its sensitivity to network scaling.
H-PBFT exhibits the best throughput maintenance capability, with its curve showing the
gentlest decline, demonstrating that its consensus mechanism can still effectively handle
high-frequency transaction requests even with an increase in nodes. Q-PBFT and APBFT
have throughput between PBFT and H-PBFT, outperforming traditional PBFT but lagging
behind H-PBFT. This result further illustrates that H-PBFT also possesses better scalability
and performance stability in terms of throughput.
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Figure 7. Throughput comparison of various algorithms.

6.5. Fault-Tolerance Performance Analysis

Real-world blockchain networks are typically deployed in open or semi-open envi-
ronments, where nodes may exhibit abnormal or even malicious behavior due to software
vulnerabilities, network attacks, or resource constraints. Therefore, verifying consensus
performance solely under ideal, fault-free conditions is insufficient to reflect the algo-
rithm’s true applicability. By introducing malicious nodes of varying sizes, this experi-
ment quantifies the algorithm'’s fault tolerance, robustness, and performance degradation
under abnormal environments, thereby verifying its engineering feasibility and security
stability in complex network environments.

In this experiment, we constructed a consensus network environment with 100 nodes,
including honest, slow, and malicious nodes, to simulate heterogeneous behavior in real
distributed systems. Initially, the network consisted of 90 honest nodes, 8 slow nodes, and
2 malicious nodes. As consensus rounds progressed, the proportion of malicious nodes
gradually increased, adding 2 malicious nodes per round until a total of 12 were reached,
thus creating Byzantine fault scenarios of varying intensities.

This experiment aims to evaluate the consensus efficiency and stability of the H-PBFT
algorithm under varying malicious node proportions by progressively increasing the ad-
versarial environment, and to compare it with the PBFT, Q-PBFT, and APBFT algorithms.
In the experiment, malicious nodes interfere with the decision-making process of honest
nodes by sending forged or inconsistent messages, simulating deception and protocol vi-
olation behaviors that may occur in real-world blockchain networks, thus posing a chal-
lenge to the system’s consistency maintenance mechanism.

Figure 8 shows a comparison of the average consensus latency and communication
overhead of various consensus algorithms under the presence of malicious nodes. The
experimental results show that as the number of faulty nodes increases, the consensus
latency of all algorithms exhibits a certain upward trend, due to the additional verification
and fault tolerance overhead required by the system. However, the latency increase in the
H-PBFT algorithm is significantly smaller, remaining relatively stable overall. This is
mainly because it can promptly identify and isolate malicious nodes, reducing the inter-
ference of invalid interactions on the consensus process, thereby maintaining high execu-
tion efficiency.
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Figure 8. Performance comparison of various algorithms under malicious node conditions.

It should be noted that the present experiment mainly evaluates the robustness of H-
PBFT under varying proportions of generic Byzantine nodes that send forged or incon-
sistent messages. More structured attack scenarios, including collusion attacks, Sybil at-
tacks, representative-node compromise, leader manipulation, and network partition at-
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tacks, are not explicitly considered in the current simulation. These attacks may affect rep-
resentative selection, quorum formation, and inter-group communication in different
ways. Therefore, the current results should be interpreted as evidence of robustness
against general Byzantine-node interference rather than a comprehensive security evalu-
ation under all attack models. A systematic investigation of these attack scenarios will be
conducted in future work.

6.6. Scalability Analysis

To evaluate the scalability of the H-PBFT algorithm in a large-scale distributed envi-
ronment, this paper constructs a high-node-density network simulation scenario and
measures the consensus latency change as the number of nodes continuously increases.
In the experiment, the number of nodes participating in consensus was gradually in-
creased from 500 to 1000, with an increment interval of 100. To reduce interference from
random factors and improve the reliability of the statistical results, 20 rounds of experi-
ments were independently executed for each network size configuration. The average of
multiple measurements was used as the consensus latency index for that size.

Figure 9 shows the latency comparison curves of four consensus algorithms—PBFT,
Q-PBFT, APBFT, and H-PBFT —under different node sizes. Overall, as the network size
increases, the consensus latency of all protocols increases to varying degrees. This is due
to the increased message interaction frequency and verification load resulting from the
increased number of nodes. Among them, the traditional PBFT protocol, due to its higher
communication complexity, shows a more significant increase in latency with the increase
in the number of nodes, demonstrating weaker scalability.
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Figure 9. Performance comparison of various algorithms in large-scale node scenarios.

In comparison, APBFT and H-PBFT exhibit more stable performance in large-scale
networks, with a relatively gradual increase in latency. Especially when the node scale
expands to 1000, H-PBFT still maintains a low latency level, demonstrating its superior
scalability design advantages in communication structure optimization and node man-
agement mechanisms, thus enabling it to maintain better consensus efficiency in high-
density node environments. Moreover, the limited variation and consistent trends ob-
served across the repeated experiments indicate that the scalability advantage of H-PBFT
is stable and is unlikely to result from isolated experimental fluctuations.

6.7. View-Switching Analysis

View change recovery time measures a system'’s self-recovery capability in the event
of a master node failure. It is defined as the time span from when a node initiates a view
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change request to when a new master node is successfully elected and the consensus pro-
cess restarts. This metric reflects the efficiency of the protocol in maintaining continuous
service under abnormal conditions.

Different improved algorithms have varying time requirements for collecting the
threshold 2f + 1 view change requests due to inconsistent node sizes participating in con-
sensus. Furthermore, the different designs of the master node election mechanisms in each
protocol further affect the recovery speed after a failure.

The experiment constructed a network environment with 40 nodes and simulated a
master node failure scenario. After the master node failed, the remaining consensus nodes
triggered the view change process, submitting view change messages and completing the
election of a new master node to initiate the next round of consensus. Figure 10 shows a
comparison of the view change recovery times of Q-PBFT, APBFT, H-PBFT, and PBFT in
this scenario.

View switching time recovery comparison

)
(=3
S

780.54

N 3N ®
(===
S S S

View recovery time (ms)

H-PBFT PBFT APBFT Q-PBFT

Consensus algorithm

Figure 10. View change recovery time of various algorithms.

The experimental results show that H-PBFT and APBFT perform better in terms of
recovery efficiency, with significantly shorter recovery times than the other two algo-
rithms. This is primarily because the two protocols mentioned above limit the number of
nodes participating in consensus to less than half of the total number of nodes, thereby
shortening the time required to collect sufficient view change requests. Furthermore, H-
PBFT elects only representative nodes within each group, reducing the scope of election
competition and making the master node confirmation process more efficient, thus achiev-
ing the shortest recovery latency. The ablation results further show that the credit-enabled
H-PBFT achieves a shorter view-change recovery time than H-PBFT-NoCredit. This is be-
cause the credit-based strategy preferentially selects representative nodes with better his-
torical reliability, availability, and behavioral performance as the new primary, thereby
reducing the probability of repeatedly selecting unstable or malicious nodes and acceler-
ating consensus recovery.

In contrast, Q-PBFT and traditional PBFT require all nodes to participate in the con-
sensus process. After a master node failure, they need to collect more view change re-
quests and coordinate a wider range of nodes, increasing message interaction and verifi-
cation overhead, resulting in a relatively longer overall recovery time.

6.8. Byzantine Fault Tolerance and Safety Analysis

The security analysis is based on authenticated communication channels, unforgea-
ble digital signatures, collision-resistant hash functions, and fixed group membership dur-
ing each consensus round. The credit mechanism affects only the priority of node-role
selection and does not replace the Byzantine quorum requirements.
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For a local consensus group Gi containing ki = 3fi + 1 nodes, at most fi nodes may be
Byzantine. A local result Di is accepted only after it receives at least 2fi + 1 matching sig-
natures from distinct group members. Let Qi and Qi' denote two local quorums corre-
sponding to two conflicting local results. Their intersection satisfies

0. N0 222/ +1)-Gf +1) = f,+1. (26)

Because at most fi nodes are Byzantine, the intersection contains at least one honest
node. An honest node signs at most one data digest for the same group, view, and se-
quence number. Therefore, two conflicting local results cannot both obtain valid local con-
sensus certificates.

Similarly, assume that the global representative committee contains M = 3f + 1 repre-
sentative nodes, of which at most f are Byzantine. A global result is committed only after
at least 2f + 1 matching Commit messages have been received. For any two global commit
quorums Qg and Qy’,

0, MO, |22QF +1)=(BF +1)=F +1. 27)

Since at most f representatives are Byzantine, the intersection contains at least one
honest representative. Because an honest representative does not sign two conflicting
block digests for the same view and sequence number, two conflicting blocks cannot both
obtain valid global commit certificates. Furthermore, the global layer accepts only local
results carrying valid local quorum certificates. Therefore, H-PBFT preserves consensus
safety under hierarchical composition, provided that the Byzantine fault bound is inde-
pendently satisfied in every local group and in the global representative committee.

6.9. Liveness Analysis

The liveness of H-PBFT is analyzed under the partial-synchrony assumption. After
an unknown network stabilization time, messages exchanged between honest nodes are
delivered within a bounded delay. In each local group, at least 2fi + 1 responsive honest
or non-faulty nodes are available to generate a valid local consensus certificate. If the local
leader or representative node fails to respond before the timeout, the next eligible backup
node is selected according to the ranked candidate list.

At the global layer, if the current primary node is faulty or unavailable, a timeout
triggers the view-change procedure. Because Byzantine or repeatedly unavailable nodes
are penalized by the credit mechanism and excluded from immediate reselection, an hon-
est primary node is eventually selected. After network stabilization, the honest primary
can collect at least 2f + 1 matching Prepare and Commit messages, allowing the request to
be committed and returned to the client. Therefore, H-PBFT satisfies liveness provided
that the network is eventually synchronous, the Byzantine-node bounds are not exceeded,
and the leader-replacement and view-change procedures eventually select honest nodes.

6.10. Credit Mechanism Analysis

To evaluate the independent contribution of the proposed credit mechanism, an ab-
lation experiment was conducted to analyze the evolution of node credit values during
continuous consensus rounds. Four representative node behaviors were considered, in-
cluding reliable nodes, stable nodes, unstable nodes, and malicious nodes. The initial
credit values were assigned according to their trust levels, and the credit scores were dy-
namically updated according to the reward and penalty rules described in Section 5.4.

As shown in Figure 11. During 20 consecutive consensus rounds, reliable nodes con-
tinuously obtained rewards due to stable participation and high-quality responses,
whereas unstable nodes suffered gradual credit degradation because of frequent delays
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and availability issues. Malicious nodes received severe penalties after performing Byz-
antine behaviors, resulting in a rapid decrease in credit values. The results demonstrate
that the proposed credit mechanism can effectively distinguish heterogeneous nodes and
provide a reliable basis for representative-node selection.
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Figure 11. Credit evolution of different node types during consensus rounds.

7. Conclusions and Future Work

To address the scalability bottlenecks and security vulnerabilities faced by traditional
blockchains in Intelligent Transportation Systems data storage, this paper proposes a lay-
ered, multi-dimensional reputation-aware improved consensus mechanism. This mecha-
nism decouples the consensus process into edge-local consensus and global representative
consensus by introducing a geographical grouping strategy. Furthermore, it optimizes
node election by incorporating a reputation evaluation model that incorporates historical
behavior and hardware performance, thereby significantly reducing communication com-
plexity from O(N2) while enhancing the system’s Byzantine fault tolerance. Simulation
results demonstrate that H-PBFT exhibits significant advantages over traditional and ex-
isting improved PBFT algorithms (such as Q-PBFT and APBFT) in terms of consensus la-
tency, throughput, and view-switching recovery efficiency in large-scale node and dy-
namic network environments. This provides a practical solution for building secure, effi-
cient, and scalable distributed storage systems for the Internet of Vehicles.

Future research will extend the current simulation framework toward an integrated
mobility-communication evaluation, with particular emphasis on heterogeneous road-
side deployments, transient connectivity disruptions, and service continuity under dy-
namically changing node states. This extension will enable a more realistic assessment of
the adaptability and recovery capability of H-PBFT in dynamic vehicular networks.
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