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Abstract

Public transit systems play an important role in reducing traffic congestion, energy con-
sumption, and greenhouse gas emissions in smart urban transportation environments.
However, large-scale transit operations still suffer from inefficient routing, scheduling,
and resource management decisions under highly dynamic traffic and passenger demand
conditions. Furthermore, existing intelligent transportation approaches often ignore com-
munication unreliability, anomalous transportation observations, computation offloading
overhead, and network congestion in low-altitude intelligent transportation systems. To
address these challenges, this paper proposes a secure and resilient UAV-assisted edge-
enabled transit offloading framework based on Security-Aware Multi-Agent Proximal
Policy Optimization (SA-MAGPPO). In the proposed framework, UAVs operate as low-
altitude communication assistants that enhance V2I and V2V connectivity. These UAVs
provide aerial traffic observations and reduce communication congestion in dense urban
transportation networks. The proposed framework jointly optimizes transit routing, charg-
ing scheduling, fleet management, and computation offloading decisions between onboard
units and edge servers. Unlike conventional MAGPPO, the proposed framework augments
the agent state representation with communication reliability and anomaly information
and incorporates security-aware policy learning to improve robustness against unreliable
traffic observations, communication disruptions, and unstable network conditions. Ex-
tensive simulations under multiple operational scenarios demonstrate that the proposed
framework consistently outperforms RP, GS, RBH, SPPO, and conventional MAGPPO
approaches in terms of energy, operational efficiency, offloading reliability, and robustness
against communication anomalies.

Keywords:
optimization; intelligent transportation systems

edge computing; public transit; computation offloading; proximal policy

1. Introduction

Public transit systems play an important role in reducing traffic congestion, energy con-
sumption, and greenhouse gas emissions in modern urban transportation environments [1].
Large-scale fleet operations improve transportation accessibility and reduce dependence
on private vehicles, which ultimately contributes to environmentally sustainable mobility.
Moreover, efficient optimization of public transit systems can significantly reduce CO,
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emissions, which remain a major concern in climate change and urban air pollution. How-
ever, transit fleet operations still face significant challenges such as fluctuating passenger
demand, traffic variations, complex route planning, charging coordination, and dynamic
fleet resource management [2,3]. In addition, the increasing integration of edge-enabled in-
telligent transportation infrastructure and low-altitude communication support introduces
new challenges related to communication reliability, network congestion, and anomalous
transportation observations in dynamic urban environments.

These complex tasks, such as route planning, passenger demand prediction, fleet
scheduling, and real-time operational optimization, may not be efficiently processed on
the onboard units of public fleets due to limited computational resources [4]. To overcome
these challenges, edge resources may be utilized to provide storage and computational
support to vehicles in closer proximity [5,6]. The edge servers integrated with roadside
infrastructure provide on-demand services such as intelligent route optimization, traffic
analytics, and real-time passenger management using Vehicle-to-Infrastructure (V2I) com-
munication links. Moreover, Vehicle-to-Vehicle (V2V) communication links enable real-time
information exchange among transit vehicles for congestion avoidance and traffic-aware co-
ordination [7,8]. Recently, low-altitude intelligent transportation support using Unmanned
Aerial Vehicles (UAVs) has also emerged as an effective solution to improve communication
coverage, enhance traffic monitoring, and reduce communication congestion in dense
transportation environments. Figure 1 shows the visual representation of public transit
fleets with edge resources and UAV-assisted communication support. However, traditional
scheduling methods, such as rule-based and greedy approaches, fail to adapt to highly
dynamic transportation environments with varying traffic conditions, communication in-
stability, and fluctuating passenger demands. This results in poor fleet resource utilization,
increased passenger waiting times, communication delays, and higher energy consumption
and emissions.

Artificial Intelligence (AI) offers effective approaches to address the above challenges
through adaptive and data-driven decision-making in real time [9]. In particular, deep
reinforcement learning (DRL) enables intelligent agents to learn optimal policies through
continuous interaction with dynamic environments [10,11]. DRL can effectively adapt
to stochastic transportation conditions, varying communication reliability, and changing
passenger mobility patterns in real time. Furthermore, DRL enables multiple intelligent
agents, such as buses, edge controllers, and scheduling entities, to cooperatively optimize
routing, path planning, charging schedules, fleet dispatching, and computation offloading
decisions based on both historical patterns and real-time environmental observations [12].

Motivated by the above discussion and the limitations of conventional rule-based,
greedy optimization approaches and traditional DRL methods, this paper proposes a
Security-Aware Multi-Agent Proximal Policy Optimization (SA-MAGPPO) framework for
resilient and environmentally sustainable public transit operations. An example of the
considered public transit network with V2I communication and UAV-assisted low-altitude
connectivity is illustrated in Figure 1. The proposed framework integrates demand fore-
casting, adaptive transit control, and computation offloading decisions within a unified
DRL framework. Specifically, UAVs assist the transportation infrastructure by improving
communication reliability, reducing network congestion, and providing aerial traffic ob-
servations for real-time fleet coordination. The proposed SA-MAGPPO framework jointly
optimizes routing, charging scheduling, fleet management, and computation offloading
decisions between onboard units and edge servers. In addition, anomaly-aware and
reliability-aware learning mechanisms are incorporated to improve robustness against un-
reliable transportation observations and communication disruptions. Unlike conventional
MAGPPO, where agents primarily optimize decisions based on traffic and operational
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observations, the proposed SA-MAGPPO further augments each agent’s observation space
with communication reliability and anomaly-related information obtained from the trans-
portation environment. Consequently, the learned policy is conditioned not only on traffic
dynamics and passenger demand but also on network reliability and communication
quality. This enables cooperative agents to proactively avoid unreliable communication
conditions while jointly optimizing routing, scheduling, charging, and computation of-
floading decisions, thereby improving the robustness of fleet operations under dynamic
urban environments.
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Figure 1. System model of public transit fleets with edge resources.

Our objective is to minimize operational cost, passenger delay, energy consumption,
computation latency, and CO; emissions while maintaining resilient transportation opera-
tions. Simulation results demonstrate that the proposed framework effectively outperforms
conventional RP, GS, RBH, SPPO, and standard MAGPPO approaches under varying opera-
tional scenarios. The proposed SA-MAGPPO framework achieves lower passenger waiting
times, improved communication reliability, reduced operational cost, and better environ-
mental sustainability under dynamic and anomaly-aware transportation environments.
The following are the key contributions of this work.

¢ This research proposes a secure UAV-assisted edge-enabled public transit architecture
that supports intelligent fleet operations, low-latency computation offloading, and
reliable V2I and V2V communication in dynamic transportation environments.

* A novel Security-Aware Multi-Agent Proximal Policy Optimization (SA-MAGPPO)
framework is developed by extending conventional MAGPPO with an augmented
state representation that incorporates communication reliability and anomaly infor-
mation, enabling security-aware joint optimization of routing, scheduling, charging,
and computation offloading decisions between onboard units and edge servers.

*  Areliability-aware and anomaly-aware learning mechanism is incorporated to improve
robustness against unreliable transportation observations, communication instability,
and anomalous network conditions in low-altitude intelligent transportation systems.
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*  The coupled spatio-temporal interactions are modeled among traffic conditions, pas-
senger demand, communication reliability, edge server load, and battery-constrained
fleet operations for more adaptive and energy-efficient transportation control.

*  The extensive simulations under diverse traffic and operational conditions evalu-
ate the effectiveness of the proposed framework. Simulation results demonstrate
significant improvements in operational cost, energy consumption, communication
reliability, and CO; emissions compared with conventional RP, GS, RBH, SPPO, and
MAGPPO approaches.

The organization of this article is as follows. Section 2 briefly discusses recent studies
related to public transit fleet management using Al-centered techniques. Section 3 discusses
the system model, followed by the problem formulation in Section 4. Section 5 discusses
the Multi-Agent Proximal Policy Optimization framework. Section 6 presents simulation
results, and Section 7 concludes the article.

2. Related Work

Al has emerged as a promising technology in optimizing public transit networks
and fleet services while merging both real-time data analytics and sustainability goals.
In [13], the authors presented a DRL-based approach to investigate the problem of headway
deviation in a public transport system and to increase the regularity and resiliency of the
services in urban environments. A data-driven approach is used to model cumulative
disturbances to increase system resilience. The authors of [14] discussed the applications
of Al in route optimization and traffic management, as well as in electrifying the fleet
to improve fuel efficiency and to cut emissions costs. Urban logistics can be utilized in
the optimization of transit fleets, especially by combining Al and autonomous systems.
Mohsen in [15] provided an Al-based system where autonomous vehicles with Internet of
Things (IoT) infrastructure allow a better usage scheme to enhance traffic capacity with
intelligent route planning. The authors in [16] developed an extension by implementing
adaptive routing with deep Q-learning and achieved lower fuel consumption, shorter route
lengths, and significantly reduced emissions.

In [17], the authors introduced an algorithm tackling various features of urban trans-
port, such as the optimization of the public transport system, the deployment of au-
tonomous vehicles, e-parking, and safety improvement. In [18], Tsolakis et al. investi-
gated the environmental usage of automated guided vehicles in container ports, which
shows significant emission reductions. In [19], the authors investigated a carbon footprint
management framework with Al for observing and decreasing emissions across global
supply chains.

Data-driven approaches further enhance the optimization of mixed-fleet public trans-
portation. In [20], the authors designed a framework to predict route-level energy consump-
tion for electric and internal combustion vehicles by incorporating vehicle-level, traffic,
and weather information. The authors of [21] developed a novel framework to manage
energy demand and charging infrastructure to facilitate electric mobility, based on floating
car data, and freely available sources for simulation-based decision-making. These predic-
tive modeling solutions are fundamental in implementing optimization strategies that are
not only viable in operational terms but also in environmental sustainability during fleet
decarbonization processes.

This research [22] proposes a GraphSAGE-based GNN architecture integrated with
multi-agent deep deterministic policy gradient (MADDPG) for resource allocation-based
task offloading in V2X networks. A high-speed vehicular environment is modeled using a
GNN, accounting for dynamic topology and interference awareness to enable joint action
decision-making. The framework achieved better performance in task completion ratio,
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latency, and energy overhead than DON and traditional MADDPG approaches, especially
in high-load traffic.

This study presents a vehicular offloading framework based on task generation using
a traffic density model with a congestion coefficient relying on road occupancy and vehicle
speed [23]. Gaussian-based density refinement is used for task offloading modelled as an
MDP and solved using a DDPG approach to minimize latency and energy consumption.
The proposed framework can adapt traffic offloading decisions to varying vehicular traffic
density. The results indicated that the method provided better QoE with reduced latency
and enhanced resource management than existing schemes.

Deep Adaptive Assignment Framework (DAAF) is proposed in this paper [24], which
is a deadline-aware fuzzy logic-based task offloading technique for V2V networks. Consid-
ering multiple parameters with task deadlines enables adaptation of offloading decisions
from uncertainty through fuzzy logic. Extensive results show that DAAF reduces the
average completion time by 12%, achieves a 90% task completion ratio, and improves
execution time when compared to traditional fuzzy techniques and baseline methods.

The authors of [25] propose a dependency-aware and energy-efficient scheduling
(DESR) mechanism for offloading tasks in VEC scenarios. To address the problem, the
task dependency is presented with directed acyclic graphs (DAGs), and the delay and
energy consumption minimization problem of task offloading is formulated as an NP-
hard MINLP problem. The decomposition and interior point-based method is exploited
to jointly optimize the task offloading decisions and resource allocation. Simulation re-
sults show that DESR outperforms state-of-the-art methods in terms of system delay and
energy consumption.

In [26], the authors used Al to enhance smart cities” environmental management by im-
proving knowledge levels and enabling smarter decision-making. This enhances resource
usage patterns and environmental governance. In [27], the researchers proposed a data-
driven approach by determining the multi-perspective parameters in service economies.
They provided a framework for embedding sustainability in multidimensional systems and
concluded that the data-driven approaches with Al are critical for optimizing the efficiency
of the public transport fleet, passenger satisfaction, and environmental responsibility.

In the context of security and privacy, the authors of [28] investigated a security-aware
offloading of IoT applications to be processed by the mobile edge servers. The aim was
to minimize computation overheads measured by the task processing delay and energy
consumption of Internet-of-Things devices. The researchers integrated dynamic voltage
scaling technology with task offloading and AES cryptography. The simulation results
validated the effectiveness of the proposed work. Similarly, the authors of [29] investigated
the application execution on edge servers using dynamic voltage scaling and AES encryp-
tion for offloading and spectrum resource allocation. In [30], the researchers provided
a cooperative jamming-based scheme. This scheme involves a UAV jammer that transmits
jamming signals to interfere with eavesdroppers during devices’ computation offloading
processes. They used a multi-agent twin delayed deep deterministic policy gradient (TD3)
to solve the non-linear programming problem. The simulation results showed that the
proposed methods surpassed the baseline in terms of task completion delay. Recent ad-
vances in edge-enabled intelligent transportation systems have increasingly focused on
integrating multi-agent deep reinforcement learning, UAV-assisted edge computing, and
communication-aware resource management to improve the adaptability and scalability of
large-scale transportation networks [31]. Moreover, recent studies have emphasized robust
computation offloading and resilient decision-making under dynamic network conditions,
highlighting the importance of communication reliability and trustworthy transportation
observations for intelligent edge services [32].
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The above studies, taken together, provide a broad perspective on the role of Al
and other schemes in urban sustainability, including public transport, freight logistics,
industrial operations, and urban planning. Al, combined with IoT, predictive analytics,
and data-driven simulation, can solve significant urban issues such as traffic congestion,
gas emissions, and energy demands. However, the above methods overlook the secu-
rity anomaly and optimization of CO, emissions and operational costs in low-altitude
intelligent transportation systems. To this end, we propose SA-MAGPPO to optimize
the abovementioned parameters in such highly dynamic networks. Table 1 provides a
comparison of the proposed work with recent studies based on multiple parameters. From
the table, it is evident that existing works focus on isolated aspects such as routing, en-
ergy prediction, or task offloading, etc. These do not jointly model passenger demand
and battery-constrained operations under dynamic spatio-temporal environments. To
this end, the proposed framework integrates all these factors into a unified Al-driven
optimization approach.

Table 1. Comparison of proposed SA-MAGPPO-based framework with existing studies.

R Emission Spatio- Battery- Passenger  Security

Ref. Contribution Fleet Op. Al Reduction  Temporal Aware Demands and Privacy

[13] ]tDRL-‘based hegdway control for v v X X X X X
ransit regularity

[14] Al apP}lcaFlons in routing, traffic, v v X X X X X
electrification (survey)

[15] Al + IoT-based routing for traffic efficiency ~ v' v X X X X X

[16] DRL—baged' adaptive routing reducing v v v X X X X
fuel /emissions

[17] AI-(I:lrl.ven. urban transport system v v X X X X X
optimization framework

[18] Emission re.ductlon using AGVs in X X v X X X X
port operations

[19] AI—bfAsec.i carbon footprint X v X X X X X
monitoring framework

[20] Data.—dl.flven energy consumption v v X X X X X
prediction for fleets

[21] EV charging and energy demand v v X X v X X
management framework

[22] GNN + MADDPG for V2X task offloading X v X v X X X

126,27] AI-drlvF:p sustainability frameworks for v v X v X v X
smart cities
Security-aware IoT offloading with AES

[28] encryption and dynamic voltage scaling X v X X X X v
for energy-efficient edge computing
Secure edge execution with AES

[29] encryption and dynamic voltage scaling X v X X X X v
for resource allocation
UAV-assisted secure offloading using

[30] cooperative jamming and multi-agent X v X X X X v
TD3 for eavesdropping protection
Multi-agent security-aware Al

Proposed  optimization for routing, scheduling, v v v v v v v

charging, and resilient transit control

3. System Model

We consider a secure UAV-assisted edge-enabled public transit system deployed in

a smart urban environment. This consists of a fleet of public transit vehicles, roadside
edge servers, UAV-assisted communication units, and a centralized transit management
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controller. The system supports intelligent transportation services through real-time com-
munication, distributed edge analytics, and Al-driven operational control. In our system,
B = {1,2,...,B} denote the set of transit vehicles, £ = {1,2,...,E} denote the set of
edge servers deployed along the road infrastructure, and U = {1,2,..., U} represent the
set of UAVs operating as aerial communication and monitoring assistants. Each bus is
equipped with sensing modules, GPS units, wireless communication interfaces, and on-
board computation resources capable of executing lightweight Al tasks. The edge servers
provide low-latency computation support for computationally intensive transit analytics
and decision-making tasks. The UAVs operate as aerial relay and monitoring nodes to
enhance V2V and V2I communication reliability in highly congested urban environments.
UAVs assist in extending communication coverage, and reducing wireless congestion. The
considered system operates in a dynamic transportation environment where passenger de-
mand, traffic congestion, communication quality, and operational conditions continuously
vary over time. Furthermore, due to the reliance on real-time transportation information,
the system may experience unreliable observations caused by communication failures,
corrupted traffic reports, or malicious data injection attempts.

3.1. Transit Network Model

The urban transit network is represented by a directed graph G = (N, £) where
N denotes the set of transit nodes, including bus stops and stations, while £ represents
the set of road links connecting the nodes. Each vehicle b € B traverses a predefined or
dynamically adjusted route composed of a subset of links £, C L. The traffic density on
link I € £ at time slot f is denoted by p;(t), while the average vehicle speed is represented
by v;(t). The passenger demand at node i € N evolves dynamically according to temporal
mobility patterns and is represented as d;(t). The demand variation depends on traffic
conditions, historical mobility trends, and real-time passenger flow observations. The
predicted passenger demand is continuously updated. To further improve congestion
awareness, UAVs periodically monitor traffic conditions and collect aerial transportation
observations. The UAV-assisted traffic monitoring information is represented as

Qu(t) = {pu(t), vu(t), Yu(t)},

where p,(t) denotes the observed traffic density, v,(t) represents average traffic flow
velocity, and ¢, (t) denotes congestion intensity captured by UAV u at time slot t. The
collected aerial observations are forwarded to nearby edge servers for congestion-aware
fleet coordination. The travel time of bus b on link [ is expressed as

Ly

Ty, (t) = (D)’

where L; denotes the physical length of link /.

3.2. Communication and Reliability Model

The buses communicate with nearby edge servers through Vehicle-to-Infrastructure
(V2I) wireless communication links. In congested or unreliable communication regions,
UAVs assist as aerial relay nodes to improve communication stability and extend wireless
coverage. The achievable uplink transmission rate between bus b and edge server e at time
slot t is given by

thb, (i’)
)= 1+ ),
e
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where W is the channel bandwidth, P, is the transmission power of bus b, h, () denotes
the wireless channel gain, o2 represents the noise power, and I;,,(#) denotes the interference
power. For UAV-assisted communication, the achievable transmission rate between bus b
and UAV u is expressed as

Pyhy, (¢
U

where W, denotes the UAV communication bandwidth and /;,,(t) represents the air-
to-ground wireless channel gain. The UAV forwards the received information to the
associated edge server through UAV-to-Infrastructure (U2I) communication links. Due to
the dynamic transportation environment, communication links may suffer from instability,
packet corruption, or unreliable traffic information. Therefore, we define a communication
reliability score x;,(t) € [0,1] where larger values indicate more reliable communication
conditions. Similarly, the reliability of UAV-assisted communication links is represented by
Xbu(t) € [0,1]. In addition, an anomaly score a,(t) € [0,1] is introduced to quantify the
abnormality level of the received transportation observations. Let 0, () denote the received
observation vector of bus b, including traffic density, vehicle speed, and communication
measurements, while 6, (¢) denotes its predicted normal value obtained from historical
observations. The observation deviation is computed as

ep(t) = [lop () — 0p()]],-

The corresponding anomaly score is normalized as

ap(t) = min (1, ebi”),

where ¢ is a normalization threshold representing the maximum acceptable observation
deviation under normal operating conditions. Larger values of a;(t) indicate a higher
likelihood that the received transportation information is unreliable due to sensing failures,
communication errors, or malicious data manipulation attempts. The computed anomaly
score is incorporated into the security-aware state representation and reward formulation
of the proposed SA-MAGPPO framework.

3.3. Edge Computation Model

Each bus periodically generates a computation task

(1) = {Sp(t), Cp(t)},

where S;(t) denotes the task input data size and Cy () represents the required CPU cycles
for task execution. The generated tasks may include passenger demand prediction, route
optimization, fleet scheduling, and congestion-aware control decisions. Each task can either
be processed locally at the onboard unit or offloaded to an edge server for remote execution.
The binary offloading decision is represented as

0, local execution,
xp(t) = ,
1, edge offloading.

For local processing, the execution delay is given by

Cp(t)

1 b

5hoc(t) = loc
b

7
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where féoc denotes the onboard computational capability. For direct edge execution, the
uplink transmission delay is expressed as

(%x ( t) _ ri be((tt)) .

When UAV-assisted communication is utilized, the transmission delay becomes

7 = rii(ft)) 0

where r,,.(t) denotes the transmission rate between UAV u and edge server e. The edge
execution delay is given by

Co(t)
5edge £ — b ,
0= 50
where f,(t) denotes the computational resources allocated by edge server e. Then, the total
edge-assisted execution delay becomes

SIH(E) = O (1) + 6, 8 (8).
For UAV-assisted offloading, the total delay is expressed as
5£ot—uaV(t) _ élx;av (t) + égdge (f).

3.4. Energy and Emission Model

The operational energy consumption of bus b depends on vehicle movement, onboard
computation, and wireless communication activities. The communication energy consump-
tion is expressed as E}*(t) = P,65*(t). For UAV-assisted communication, the corresponding
transmission energy consumption is given by E;@V(t) = P}V (t). The local computation
energy consumption is modeled as

ER(t) = x(£) (o),

where x denotes the effective switched capacitance coefficient. The total energy consump-
tion is then given by

E(8) = (1~ xp (1) EIS(6) + 0y (1) (BJN(E) + ES (1)),

The corresponding CO; emissions are modeled as Egoz (t) = mp E{f’tal(t), where 1;,
denotes the emission factor associated with the vehicle type.

4. Problem Formulation

The proposed framework jointly optimizes transit operation control and edge-assisted
computation decisions in order to minimize environmental impact, operational energy
consumption, passenger delay, and unreliable transportation decisions in dynamic urban
environments. At each time slot ¢, each bus agent determines operational control actions,
task offloading decisions, charging and scheduling strategies, adaptive routing policies,
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and UAV-assisted communication selection. The optimization problem is formulated over
a finite operational horizon T. The overall system cost is defined as

T B
min T = ECOZ + Etotal
T, xb(t)rah(t) tg(:)l; ( ‘B ( )
+ 4Dy (£) — 6Uy(£) + Eaiom (1) @
— HXea (D)),

where EbCO2 (t) denotes carbon emissions, E};’tal(t) represents total energy consumption,
Dy(t) denotes passenger service delay, U, (t) represents passenger utility satisfaction,
ap"°™(t) denotes the anomaly risk score associated with unreliable transportation ob-
servations, and x; , () denotes the UAV-assisted communication reliability factor. In this
equation, &, B,,J, ¢, and y are non-negative weighting coefficients. The anomaly-aware
penalty term enables the proposed framework to avoid unreliable routing and scheduling
decisions caused by corrupted or abnormal transportation information. Furthermore, the
UAV-assisted communication reliability term promotes stable aerial-ground communica-
tion links under highly congested transportation conditions. The operational control action
of bus b at time slot ¢ is represented as

ap(t) = {ry (), hp(£), ¢ (£), 05 (£), Yo (1) },

where denotes routing action, &, (t) denotes headway adjustment, ¢, () denotes charging
decision, v, (t) denotes speed adaptation, and y,(t) € {0,1} denotes UAV-assisted commu-
nication selection. For edge-assisted execution, the total task completion delay includes
uplink transmission delay, edge computation delay, and downlink feedback delay. Then,
the latency constraint is expressed as

Sh(t) Cb(t) Rb(t) max
xp(t) (rb,e(t)xb,e(t) + e + r&b(t)> < o), (2)

where x;.(f) € (0,1] denotes the communication reliability factor, R,(t) denotes the
returned control response size, and 6;"**(¢) denotes the maximum tolerable latency. When
UAV-assisted communication is selected, the delay constraint becomes

Sb(t) Sb(t) Cb(t) max
y(t) (rb,u(t)xb,u(t) O ffdge(t)> 5 (1) €)

For local execution, the onboard computation delay must satisfy

(1 — (1) 2 < ) @
b

As each edge server has finite computational resources. Therefore, the aggregate
computation demand allocated to edge server e must satisfy

Y w(HG(t) < EF, (5)
beBs,
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where F,*F denotes the maximum computation capacity of edge server e. Due to limited
wireless spectrum resources, the aggregate communication demand sharing the same
wireless channel must satisfy

Sp(t)xp(t) phy
& aw <t ©

where thy denotes the available physical wireless bandwidth. Similarly, the UAV-assisted
aerial communication resources are constrained by

Sp(H)yp(t) _ pph
& o <0 ?

where thy denotes the available UAV communication bandwidth. The battery state
evolution of electric bus b is modeled as

Eln)irive(t) Ezhg(t)
Cll?at CEat

SOC,(t+1) = SOC(t) — , (8)
where SOC,(t) denotes the battery state-of-charge, C% denotes battery capacity, E{"Ve(t)
denotes driving energy consumption, and EZhg(t) denotes charging energy. Then the
battery operation must satisfy SOCpin < SOCy(t) < SOCmax, Vb, t. Each charging
station supports a limited number of simultaneous charging vehicles. Then,

Y zps(t) < Qs zps(t) € {0,1}, )

b:ats

where z;, ;(t) denotes charging assignment and Qs denotes charging station capacity. The
routing actions must satisfy the road network topology constraints. If bus b moves from
node i to node j, then (i,j) € £. The formulated optimization problem is computationally
intractable because it jointly optimizes routing, fleet scheduling, computation offloading,
and edge resource allocation under dynamic communication and mobility constraints.
The binary offloading decisions, coupled with non-linear communication delay, energy
consumption, and reliability constraints, result in a mixed-integer non-convex optimization
problem. Moreover, computation offloading and task scheduling have been shown to be
NP-hard in mobile and vehicular edge computing systems. Since the proposed formulation
generalizes these NP-hard subproblems while introducing additional routing and commu-
nication reliability constraints, the overall optimization problem is also NP-hard. Therefore,
obtaining the global optimum through exhaustive search becomes computationally infeasi-
ble for large-scale transit systems, motivating the use of a multi-agent deep reinforcement
learning approach.

4.1. Problem Complexity Analysis

The formulated optimization problem jointly considers discrete offloading decisions,
dynamic routing optimization, charging scheduling, UAV-assisted communication se-
lection, and the anomaly aware reliability, etc. The coupling between communication,
computation, transportation, aerial communication assistance, and energy constraints re-
sults in a high-dimensional non-convex mixed-integer optimization problem. Furthermore,
the dynamic evolution of traffic conditions, UAV-assisted communication reliability, and
passenger demand make real-time optimization computationally intractable using con-
ventional optimization techniques. To this end, we employ an SA-MAGPPO-based DRL
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framework (Figure 2) to learn adaptive and scalable decision policies through continuous
interaction with the transportation environment.
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Figure 2. Architecture of proposed SA-MAGPPO framework.

4.2. MDP Formulation

We model the proposed problem as a Markov Decision Process (MDP) M = (S, A, P,r,7),
where the system evolves over discrete time slots t € {0,1,...,T}. The system state s; € S
captures spatio-temporal fleet dynamics, edge and network conditions, UAV-assisted communi-
cation conditions, and reliability-aware environmental observations. It is defined as:

st = {Sgleet, Sgnob, S?Et, Sfdgel S?ec, S;laV}
where state is given sfle¢t = {d(t),1,(t), 7 (t),SOC,(t)}£_,. The demand and mobility
state is presented as s™°° = D(-,t). The network state is s?* = ppet(t), the edge computing

dge Psev (t), the security-aware reliability state is s5°¢ = {a,(t), xpe(t)}_1,

state is s;
and the UAV-assisted communication state is given as s{@¥ = {x, ,(t), O (t)}Y_, where
ay(t) € [0,1] denotes anomaly level in transportation observations, x;.(f) € (0,1] denotes
communication reliability between bus b and edge server e, x;,,(t) € (0,1] represents
UAV-assisted communication reliability, and O, (¢) denotes UAV-observed aerial traffic
and congestion information. The action space a; € A is the joint control action that consists

of four coupled decisions

_ mob comp energy uav
ar = {ay",a; ", a; ,ai™}
where mobility control is given as a™® = {r,(t), v, (t)}£_, for route selection and speed.

The computation control is given as a;” F = {x;(t)} B_, among local execution and edge
offloading. The energy controlis a; " > = {c,(t)}E_, related to charging and UAV-assisted
communication control is represented as a®" = {y,(t)}5_, where y;(t) € {0,1} determines
whether UAV-assisted communication is utilized. The system transition probability P is
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governed by stochastic interactions among traffic flow, passenger arrivals, battery dynam-
ics, wireless channel variations, UAV-assisted communication conditions, and computation
offloading outcomes. Specifically, the state evolution satisfies ;11 ~ P(s¢41 | s¢,a¢) where
transitions are influenced by time-varying traffic density, passenger demand fluctuations,
battery consumption and charging processes, edge server load dynamics, communication
reliability x;.(f), UAV communication reliability x;,(t), anomaly disturbances a;(t) affect-
ing observation quality, and UAV-assisted aerial congestion observations. The offloading
process is feasible only if:
S(E) 46, P (1) < Amax

under reliable communication conditions. Similarly, for UAV-assisted transmission,
SRV (t) + 6, P (1) < Amax-

We define a resilience-aware multi-objective reward function that jointly captures
sustainability, service quality, communication reliability, and system resilience:

re = —ECO2(t) — BEMUBY (t) — yD (1) + qU(t) — SA(E) + pxu(t)

where E€©2(t) represents the total emissions, ES"¢™8Y (t) denotes energy consumption, D(#)
denotes passenger delay, U(t) is the service utility, A(t) is the system anomaly risk, and
Xu(t) is the UAV-assisted communication reliability reward. Here, , B, ,7,G, 1 > 0 are
weighting factors. The weighting coefficients are empirically selected to achieve a balanced
trade-off between energy consumption, passenger delay, operational cost, communication
reliability, and anomaly robustness. During preliminary experiments, the coefficients were
adjusted to obtain stable policy convergence while preventing any single optimization
objective from dominating the learning process. The anomaly penalty A(t) ensures that the
learned policy avoids unreliable or potentially corrupted transportation states caused by
communication failures or malicious data injections. Moreover, the UAV-assisted communi-
cation reward improves aerial-ground connectivity reliability and reduces communication
instability in congested transportation environments.

5. Security-Aware Multi-Agent Proximal Policy Optimization
(SA-MAGPPO)

To solve the formulated high-dimensional, stochastic, and reliability-aware optimiza-
tion problem, we propose the SA-MAGPPO framework. The framework enables distributed
decision-making across transit agents while maintaining centralized stability during train-
ing. Each agent i € N (representing a bus or control unit) learns a stochastic policy
7qi(at|ol), where o} denotes the local observation derived from the global system state. The
objective is to maximize the expected discounted return:

T
](9) = Eng lz(:) 'Ytrt‘| ’

where r; is the system reward defined in the previous section. Unlike conventional
MAGPPO, SA-MAGPPO incorporates anomaly-aware and reliability-aware feedback into
the advantage function. The temporal-difference error is defined as:

o =re+YVep(se+1) — Vo (st),
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where the reward r; explicitly includes anomaly penalty A(t) and communication reliability
effects x . (t). The generalized advantage estimate is computed as:

T—t
Ar=) (YA)' 614
1=0

The formulation ensures that trajectories influenced by unreliable or anomalous states
receive lower advantage values. This guides the policy toward secure and stable operational
regions. The policy update follows the PPO clipped objective extended to multi-agent
settings, which ensures stable policy updates under highly dynamic and uncertain transit
environments and given as

LCLIP(G) =, [min(pt(G)At, clip(p:(6),1—¢,1+ e)At)},

where: (@lor)
Tle(at |0t
1(0) = ———=.
O Tga o)
A centralized value function Vj(s;) is used to stabilize training by aggregating global
system information. This includes fleet state, edge load, network congestion, anomaly level,
and communication reliability. The critic is trained by minimizing:

LVE(¢) = K [(Vq)(st) - Rt)z}/

where the return R is computed as:

Tt
Ry= ) vriq
0

To encourage exploration in uncertain and dynamic transportation environments, an
entropy regularization term is added:

LENT(Q) =E; [—7‘(9(&1,3 |0t) log Tty (ﬂt |Ot)} .
The final SA-MAGPPO optimization objective is given by:

max E; [LCLH’(Q) — 1LY (¢) + chENT(e)] :

During training, the centralized critic leverages full system observability. This includes
anomaly and reliability signals to stabilize learning. During execution, each agent operates
in a decentralized manner using only local observations o}, which enables scalable deploy-
ment across large-scale transit fleets. This centralized training—decentralized execution
ensures robustness, scalability, and adaptability in real-world intelligent transportation
environments. This is specifically characterized by dynamic traffic conditions, uncertain
communication quality, and potential data anomalies. Algorithm 1 provides the com-
plete pseudocode of the proposed algorithm, and Figure 3 shows the multi-agent neural
network architecture.
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Algorithm 1 Security-Aware Multi-Agent Proximal Policy Optimization (SA-MAGPPO)

Require: Transit agents NV, policy parameters 6, critic parameters ¢, learning rate «, dis-
count factor 7y, GAE parameter A, clipping parameter €
Ensure: Optimized policy parameters 6
1: Initialize actor 77y and centralized critic Vi

2: for each training episode do
3 Reset the transit environment
4 for each time step ¢ do
5: for each agenti € N do_
6 Observe local state o0}
7 Select action a; ~ 7g(a}|o})
8 end for
9 Execute joint action a;
10: Receive reward r¢, next state s;;1, anomaly score A(t), and communication
reliability x(t)
11: Store transition (s¢, 0, ay, 7t,Sp41)
12: end for
13: Compute temporal-difference error
oy =1+ ’YV¢ (St+1) — V¢ (St)
14: Compute generalized advantage estimate A;
15: Compute discounted return R;
16: Update actor by maximizing the clipped PPO objective
LCLIP (0)
17: Update centralized critic by minimizing
LY (¢)
18: Apply entropy regularization
LENT (9)
19: Update parameters (6, ¢)
20: end for

21: return Optimized decentralized policies 7ty

Local
observation
i
3

Environment

Local
observation

]

3
Actor 1 (Agent 1) ¢ |
2 = Action Centralized Critic Vj(s;) Security-Aware Advantage Estimator
27 o7 P « Vehicle states a B
E § . E é =  Edge server load Temporal Difference error (8; - 5;)
€3 3 3 o % =30 « UAV status
Gy = BN - KBS S = . Communication reliability | [ Generalized Advantage Estimation (GAE)
= R & + Anomaly indicators y=099,1=095
I o o (Security-aware reward adjustment,
(— - « Global state s + Anomaly penalty influence &
il il Anomaly penalty influence
ully connected layer
Actor 2 (Agent 2) (256 neurons) + ReLU AdvantagesA
‘€ | Global ge A
o Rl =
5 S5 O | state RelU
© 2 oS ", N a? £ " P
oRoll o [Romel S MY 5 © t c St Clipped PPO Optimizer
£33 [E3| 3| B8lex 5 Fully connected layer
S = N 8 clex 8 8 =~ |« Offloading decision | .= (128 neurons) + ReLU « Policy ratio p,
>8 > F = . -
:: g E = i RelU « Clipped objective
Actor (Valueloss| | (1—€1+¢€)
= Output uﬁdate update « Value loss
v S
Actor N (Agent N)

—— — — S = gens Gie e §
s 2 { Training Configuration
g § 8 s = |- -f.; at Rewards | Optimizer: Adam
B EEN S [BEe 2 = ' | Learning rate: 1e—4
SEl @ |88 &|5|5 S |- ofoading decision i Discount factor y = 0.99
S8 5 0|6 = | GAE 2=0.95
= = (3 Forward pass ¥ BatthisBe =64
= = Environment jjEaichisize

i Trajectory length
e i Entropy g
c lized training / dec ized ion

Figure 3. Multi-agent Neural Network Architecture.
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6. Simulation Results

We evaluate the performance of the proposed SA-MAGPPO framework under diverse
urban transit operational conditions. The simulations are conducted across four realistic
time-dependent scenarios, including morning peak, midday off-peak, evening peak, and
night off-peak. These scenarios capture temporal variations in passenger demand, traffic
congestion, communication reliability, and energy consumption. In the morning peak
(7:00-9:00 AM), the system experiences high passenger arrival rates, dense traffic condi-
tions, and increased energy usage. The midday off-peak period (11:00 AM-2:00 PM) repre-
sents lower demand and moderate network congestion. The evening peak (5:00-7:00 PM)
reflects high return-trip demand with increased routing complexity and energy consump-
tion. Finally, the night off-peak period (10:00 PM-12:00 AM) has reduced traffic and mini-
mal passenger load.

6.1. Simulation Environment Setup

The simulation environment is implemented in Python 3.11 using a custom-built
fleet control platform that models urban transit operations as a dynamic edge-assisted
system. The environment incorporates stochastic passenger arrivals, time-varying traffic
density, and heterogeneous wireless channel conditions. NetworkX is used for modeling
UAVs. In addition to standard operational dynamics, we introduce a reliability-aware
communication layer to reflect real-world network instability in intelligent transportation
systems. Specifically, wireless links are subject to random fading, packet loss, and inter-
mittent congestion, which directly affects the communication reliability factor x;,(t). To
further evaluate robustness, we incorporate an adversarial disturbance model where a
fraction of traffic demand signals are corrupted. The delayed or noisy state observations are
introduced, and occasional anomaly injections also simulate abnormal transportation re-
ports. The communication reliability score x; . (t) is dynamically updated according to the
instantaneous wireless channel quality, packet loss, and interference conditions, resulting
in values within the range [0, 1], where larger values indicate more reliable communica-
tion links. Similarly, the anomaly score a;(t) is computed as the normalized deviation
between the received transportation observation and its predicted normal value, as defined
in the Communication and Reliability Model. Both scores evolve over time with changing
network conditions and are incorporated into the security-aware state representation and
reward computation during training. All experiments are conducted on a workstation
equipped with an Intel Core i9 processor, 32 GB RAM, and an NVIDIA RTX 4090 GPU.
Unless otherwise stated, each experiment is repeated over five independent runs with
different random seeds, and the reported results correspond to the average performance.
The agents are trained for 2000 episodes, where each episode consists of 200 simulation
time slots. The number of transit vehicles varies from 10 to 50, the number of edge servers
ranges from 1 to 5, the number of UAVs ranges from 2 to 10, and the communication relia-
bility and anomaly levels are varied according to the evaluated scenarios. The proposed
SA-MAGPPO is compared against the following baseline methods:

*  Greedy scheme (GS): selects locally optimal routing and offloading decisions without
long-term optimization.

*  Rule-based heuristic (RBH): uses predefined thresholds for charging, routing, and
task offloading.

¢ Random policy (RP): randomly selects actions without learning.

¢  Single-agent PPO (SPPO): uses a single-agent PPO method to optimize the learn-
ing process.

*  Multi-agent PPO (MAGPPO): uses the multi-agent PPO method to optimize the
learning process.
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The selected baseline methods represent different categories of existing transportation
optimization approaches. RP, GS, and RBH correspond to conventional heuristic and
rule-based methods, SPPO represents a single-agent DRL approach, while MAGPPO serves
as the most relevant multi-agent DRL baseline for evaluating the effectiveness of the
proposed security-aware extensions. Moreover, recent robust and security-aware multi-
agent DRL methods are designed for different optimization objectives and application
scenarios, making direct comparisons less appropriate. The SA-MAGPPO framework
adopts an actor—critic architecture with centralized training and decentralized execution.
The policy and value networks consist of two fully connected hidden layers with 256 and
128 neurons, respectively, using ReLU activation functions. The training process utilizes
the Adam optimizer with a learning rate of 10~#, discount factor y = 0.99, and Generalized
Advantage Estimation parameter A = 0.95. Each update is performed using mini-batches
of size 64 with trajectory length 2048. An entropy coefficient of 0.01 is used to encourage
exploration in uncertain environments. All results are averaged over multiple independent
simulation runs to ensure statistical significance. In each run, the system is initialized
with different random seeds affecting passenger demand distributions, traffic congestion
patterns, and communication channel realizations. To ensure fairness, all baseline methods
are evaluated under identical environmental conditions. This includes the same demand
patterns, network loads, and energy pricing models.

6.2. Results and Discussion

The convergence behavior in Figure 4 demonstrates that the proposed SA-MAGPPO
achieves faster and more stable learning compared to all baseline methods. Random,
greedy, and rule-based approaches remain nearly constant over training episodes. This
suggests a lack of learning capability. SPPO shows gradual improvement but suffers from
slower convergence due to a lack of coordination among agents. MAGPPO converges
faster than SPPO, which confirms the benefits of multi-agent learning. However, it exhibits
fluctuations under dynamic conditions. Compared to all these, SA-MAGPPO achieves both
fast convergence and stable performance, due to the integration of reliability-aware and
anomaly-aware feedback in the learning process.
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Figure 4. Performance of cumulative reward convergence.
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First, we compare the performance of energy over varying parameters, including the
number of vehicles, number of UAVs, MEC servers, and task arrival rates in Figure 5. The
results in the four subfigures show the energy consumption trends of all methods under
different system conditions. In all cases, energy consumption increases with system load.
However, SA-MAGPPO consistently achieves the lowest energy usage compared to all
baselines. This demonstrates the benefit of security-aware and reliability-driven decision-
making. As the number of vehicles increases, SA-MAGPPO scales more efficiently by
reducing unnecessary communication and offloading overhead. With more UAVs and edge
servers, energy consumption decreases overall due to improved offloading opportunities.
Here, SA-MAGPPO uses these resources more effectively than other methods. Under higher
task arrival rates, all methods experience increased energy demand, but SA-MAGPPO
maintains a clear advantage. This is due to the adaptation to dynamic workload conditions.
Overall, the results confirm that SA-MAGPPO provides superior energy efficiency and
scalability in complex environments. SA-MAGPPO also consistently achieves the lowest
operational cost across all four scenarios, as shown in Figure 6. The reduction is more
significant during morning and evening peak hours, where traffic congestion and passenger
demand are high. Traditional, greedy, and rule-based methods result in higher costs
due to short-sighted decision-making and a lack of global coordination. SPPO improves
performance by learning a policy over time, and MAGPPO further reduces cost through
coordinated multi-agent decisions. However, SA-MAGPPO outperforms all baselines by
avoiding unreliable network conditions and suboptimal routing decisions. This leads to
better long-term cost efficiency.
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Figure 5. Energy consumption over varying parameters including number of vehicles, number of
UAVs, MEC servers, and task arrival rates.

In Figure 7, we compare the performance of energy consumption. The energy con-
sumption results show a consistent reduction achieved by SA-MAGPPO across all scenarios.
During peak hours, the improvement is more evident due to optimized routing and re-
duced redundant vehicle movement. Greedy and rule-based methods consume more
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energy because they rely on fixed or locally optimal decisions without considering the
global system state. SPPO reduces energy consumption moderately, and MAGPPO further
improves efficiency through cooperation among agents. SA-MAGPPO achieves the best
performance by jointly considering mobility, computation, and energy constraints under
dynamic network conditions. Similarly, SA-MAGPPO results in the lowest CO; emissions
across all scenarios as presented in Figure 8. This reduction is mainly due to improved
routing efficiency, reduced idle time, and better alignment between demand and supply.
Greedy and rule-based approaches produce higher emissions because of inefficient fleet
utilization. SPPO reduces emissions by learning adaptive policies. MAGPPO further im-
proves coordination among agents. However, SA-MAGPPO achieves additional gains by
avoiding decisions influenced by unreliable or anomalous system states, thereby ensuring
environmentally efficient operation. Meanwhile, passenger delay is significantly reduced
by SA-MAGPPO at all times, as presented in Figure 9, particularly during peak demand
periods. Greedy and rule-based methods show the highest delays due to their inability to
adapt to dynamic demand variations. SPPO improves delay by learning adaptive policies,
and MAGPPO reduces it further through multi-agent coordination. SA-MAGPPO achieves
the lowest delay by integrating demand prediction, reliable communication awareness, and
efficient offloading decisions, which improves responsiveness to real-time system changes.
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Figure 6. Operational cost over different times.
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The robustness evaluation in Figure 10 shows that SA-MAGPPO maintains stable
performance even under increasing anomaly injection rates. In contrast, greedy and rule-
based methods degrade rapidly due to their dependence on raw system inputs. SPPO
shows moderate sensitivity to anomalies, and MAGPPO performs better due to coop-
erative decision-making. However, SA-MAGPPO demonstrates the highest robustness
because it explicitly incorporates anomaly-aware and reliability-aware signals in both
the state representation and advantage estimation. This reduces the impact of corrupted
or unreliable information on policy decisions. We also computed the robustness results
based on attack levels as shown in Figure 11. When the attack level increases from 0% to
40%, all baseline methods exhibit a gradual decline in performance. However, the rate
of degradation varies significantly across methods. RP shows the highest sensitivity to
disturbances, with a steep performance drop as it relies entirely on unstructured decision-
making. Greedy and rule-based approaches also degrade rapidly due to their dependence
on instantaneous and unreliable system observations without long-term adaptation. SPPO
demonstrates improved stability compared to classical methods. However, they still ex-
perience noticeable performance loss under increasing anomaly levels. This is due to its
lack of explicit modeling of communication reliability and corrupted state information.
MAGPPO provides further improvement by reducing degradation compared to SPPO.
The multi-agent coordination helps mitigate some effects of dynamic disturbances, but
performance still declines under high anomaly rates because the learning process does not
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explicitly account for reliability variations. In contrast, SA-MAGPPO achieves the most
stable performance across all attack levels. The degradation curve remains significantly
flatter compared to all baselines, which shows strong resilience to anomalies and commu-
nication failures. This improvement is due to reliability-aware state representation and
anomaly-sensitive learning. This reduces the influence of corrupted or unreliable inputs
during decision-making. As a result, SA-MAGPPO maintains consistent performance even
under high disturbance conditions, demonstrating superior robustness in dynamic and
uncertain transit environments.
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Figure 10. System Performance under Increasing Anomaly Injection Rates.
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Figure 11. System Performance under Increasing Attack Levels.

Figure 12 presents the ablation study of the proposed SA-MAGPPO framework under
different anomaly levels. The results show that both reliability-aware and anomaly-aware
mechanisms individually improve the performance of the conventional MAGPPO. The
complete SA-MAGPPO consistently achieves the highest system performance across all
attack levels, demonstrating that the two mechanisms provide complementary benefits and
jointly enhance the robustness of transit operations. Overall, compared with the strongest
baseline (MAGPPO), the proposed SA-MAGPPO achieves an average reduction of approx-
imately 16% in energy consumption across different simulation scenarios. Furthermore,
under increasing anomaly and attack levels, SA-MAGPPO improves the average system
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performance by approximately 21%, demonstrating its superior robustness and resilience
against unreliable communication and anomalous transportation observations.
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Bl MAGPPO + Anomaly
B SA-MAGPPO

Normalized System Performance (%)

%% 10% 20% 30% 40%
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Figure 12. Ablation analysis.

7. Conclusions

This paper proposed a secure and resilient UAV-assisted edge-enabled framework for
optimizing public transit operations using the Security-Aware Multi-Agent Proximal Policy
Optimization (SA-MAGPPO) algorithm. By incorporating key factors such as passenger
demand, traffic congestion, battery state-of-charge, communication reliability, anomaly-
aware observations, and computation offloading, the proposed framework effectively
reduces energy consumption and CO, emissions while maintaining reliable transporta-
tion services in dynamic urban environments. Furthermore, UAV-assisted low-altitude
communication support improves V2I and V2V connectivity and reduces communication
congestion during high-demand operational conditions. The simulation results demon-
strate that the proposed SA-MAGPPO framework consistently outperforms conventional
RP, GS, RBH, SPPO, and standard MAGPPO approaches, particularly under congested
and unreliable network conditions, due to its coordinated multi-agent decision-making
and reliability-aware learning capability. In particular, the proposed framework achieves
significant reductions in operational cost and energy consumption while maintaining stable
performance under anomalous and communication-disrupted environments. Overall, the
proposed framework highlights the potential of integrating edge computing, UAV-assisted
low-altitude communication support, and multi-agent deep reinforcement learning for
secure, sustainable, and intelligent transportation systems.

Future work may focus investigating hybrid methods, including LLM reasoning, to
improve the reasoning in offloading decisions. Moreover, the conditional value at risk
may be incorporated in the reward section to minimize the probability of catastrophic
failures. Finally, the applications of offloading in terms of metaverse applications can also
be explored to enhance the applicability of the proposed framework. We will also consider
integrating real-world urban road network datasets to enable geographic visualization of
traffic congestion, including heat map-based analysis of regional traffic conditions and
congestion mitigation.
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