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Abstract

The safety and reliability of intelligent transportation systems (ITSs) can be greatly enhanced
through adding redundancy in the information-sharing network of the vehicles. In this
paper, we first model the mixed traffic of human-driven and autonomous vehicles as a
distributed system observability problem using a network of communicating vehicles. We
clearly show that a strongly connected network with a minimum of n links (with 7 as the
network size) is sufficient for the observability of a mixed-traffic network. Then, we present
graph-theoretic results on adding redundancy to the changing network of vehicles to make
it resilient to the failure of a certain number of vehicles/sensors or their data-sharing links.
Finally, we employ a distributed observer design to validate our results using a simple
mixed-traffic example.

Keywords: observability; graph theory; intelligent transportation systems; networked
control systems; mixed traffic

1. Introduction

The redundant design of dynamical systems and automatic control systems [1,2] has
been the topic of the signal processing and control literature. These systems, which are
related to many applications—including industrial automation, robotics, sensor networks,
and smart transportation—must not only perform their intended functions properly but
also withstand and recover from failures. Redundancy, as a fundamental design principle,
plays a key role in enhancing the safety and robustness of these systems especially in large-
scale applications. By incorporating multiple components or pathways that can perform
similar functions, redundancy ensures that a system can continue operating properly even
when a failure occurs in a part of its architecture. This is done, for example, by adding

equivalent measurements [3], redundant sensors [4,5], and extra linkings over the con-
W) Check for updates . . . . . ce 1.
necting network [6,7]. The redundant design is also considered for reducing the criticality
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instance, may produce inconsistent measurements, synchronization issues, or operational
conflicts if the integration between systems is not carefully designed. In other words,
redundancy improves fault tolerance and observability coverage, yet in cyber—physical
transportation networks with mixed traffic and heterogeneous sensing /communication
stacks, it can create coordination challenges, measurement inconsistencies, and integration
risks that must be managed through careful system design.

Observability, the ability to infer the internal state of a system from its external outputs,
complements redundancy by enhancing the system’s capacity to detect and respond to
anomalies, faults, or attacks [16]. Observability plays a key role in the distributed esti-
mation of large-scale dynamical systems [17] or time-varying networks [18]. Together,
redundancy and observability form a robust framework for safer and more reliable opera-
tions in distributed control systems, including ITSs. This combination not only facilitates
fault detection and diagnosis [16] but also enables measures to mitigate potential disrup-
tions before they escalate into critical failures [19]. The principles of redundancy and
observability can be particularly transformative when applied to the inference of ITSs.
In these complex systems, where real-time decision-making and coordinated actions are
vital, the integration of redundant channels and an observability perspective [20] can
considerably improve resilience against failures caused by traffic incidents, infrastructure
breakdowns, or malicious attacks. As intelligent transportation demands increase, the need
for systems that can work (safely) in the face of uncertainties and faults is of great interest.
In this context, this paper explores the role of observability and redundancy within ITSs.
In particular, we examine how these concepts can be extended to transportation networks
modelled as dynamical systems. Recall that dynamical network modelling accounts for
both node (vehicle) dynamics and the structure of the ITS network (as a graph) [21]. Using
this model, the current work provides a technique for the development of more resilient
and robust transportation setups, for example, in vehicle platooning [22]. In the ITS setup,
this also has applications for safe merging scenarios of autonomous vehicles (AVs) and
human-driven vehicles (HDVs) in mixed traffic [23-25].

In this paper, we clearly formulate the mixed-traffic scenario as a distributed observ-
ability problem in a system-theoretic perspective where both linear system models and
network-theoretic notions are involved. We develop the notion of distributed observability
of the network of mixed traffic (both HDVs and AVs) and mathematically formulate this
via algebraic terms. As our main contribution, introducing the notion of system graph
observability, we derive sufficient conditions for distributed observability of the group of
HDVs by the network of AVs. Then, we provide a distributed observer scenario that only
needs the strong connectivity of the AV network for tracking HDV states. This significantly
reduces the connectivity requirement and network traffic as compared to much of the
existing literature, which requires more than strong connectivity [26-31]. This further
allows for redundant design for resilient tracking. We discuss relevant graph-theoretic
notions and propose an algorithm for the redundant design of the information-sharing
network of AVs such that the transportation network is resilient to a certain number of
link (or node) failures (time-varying network setup). To validate the results, we perform
simulations on a sample mixed HDV-AV traffic network under node and link failure.

The rest of the paper is organized as follows. In Section 2 we formulate the problem of
intelligent transportation in the observability perspective. Section 3 presents the results on
distributed observability using transportation networks. Section 4 provides the algorithms
on the redundant networked observer design. Section 5 gives an illustrative example.
Finally, Section 6 concludes the paper.
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2. Statement of the Problem

In this section, we first derive the conditions for the observability of the HDVs by the
connected network of AVs. This is necessary to estimate the state of the HDVs for merging
scenarios and stable mixed traffic of HDVs and AVs. Consider a group of AVs moving
autonomously within the HDV-AV traffic as in Figure 1. Among the group of AVs, some
take a direct sensor measurement of the state of the HDVs and the rest obtain this information
via the information-sharing network of AVs, denoted by Gyy. Let the state dynamics of HDV i
be in the following state-space model:

Xij+1 = AiXix + Biujg, 1)

with state x; ;11 € R and input u; € R at time-step k. Matrix A; € R™*" and B; € R"*/i
are the system and input matrices. One can concatenate the state of all N HDVs and the
associated sensor measurements in a compact form as

Xky1 = Axy + Bug, (2)

with xp = [x14,..., xN/k]—r € RN™ a5 the states of all HDVs at time k. The block diagonal
matrix A = blockdiag[A;] € RN"*N" and B = blockdiag[B;] € RN"*Nli are the overall
state-space system and input matrices. We consider discrete-time dynamical systems, and
it is known that such discretization models of continuous-time dynamical systems result
in (generically) full-rank system matrix A with non-zero diagonal entries (referred to as
self-damped); see details in ref. [32]. Furthermore, most existing tracking models, for
example nearly constant velocity (NCV), nearly constant acceleration (NCA), and Singer
dynamics [33], are full-rank. The HDV model is associated with sensor measurements by
AVs in the form

Yk = Cxyg + py, 3)

where v = [y14,-- -, yn,k}T € R' and y are the measurement vector and output noise at
time k. The output matrix C € R>N" is the output matrix. It should be mentioned that
not all the AVs take state measurements of the HDVs. Only some of the AVs take direct sensor
measurements of the states of the nearby HDVs and then, the information is shared over the
network Gyy. This is also shown in Figure 1. For stable mixed traffic, the unknown state of
the HDVs must be estimated by the rest of the AVs and this is the place where observability
plays the key role. In other words, for the rest of AVs with no direct measurements, the state
of HDVs must be observable. This is achieved via the information-sharing network of AVs,
denoted by Gy, and is referred to as distributed observability or networked observability. This
implies that no local observability requirement for any vehicle is assumed; instead, distributed
observability is obtained via the information-sharing network of the AVs and by applying
a proper networked estimation protocol. The problem in this paper is to first formulate
distributed observability, then derive the sufficient conditions on Gy to satisfy distributed
observability, and, finally, propose a redundant design of the Gy such that the distributed
observability holds in spite of failure in some of the AVs or their communication links over
Gw. The distributed observability conditions and redundant design are based on some
graph-theoretic concepts described in the next section. Figure 2 visually summarizes the
problem statement, objectives and methodology.
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Figure 1. A mixed-traffic scenario with both AVs and HDVs: for stable traffic movement, the states of
the HDVs need to be measured and tracked by the AVs. Vehicle ‘¢’ tracks the state of HDV number 2
via information-sharing with both vehicles ‘a” and ‘b’. In case the link ‘b¢’ fails, the redundant link “ac’
delivers the state information to vehicle ‘¢’ for stable tracking. On the other hand, if the link ‘cd’ fails,
there is no other way to deliver state information of the dynamics of HDV number 1 to the rest of
the AVs.

Distributed
observer is
Formulating Finding sufficient Checking the resilient to
distributed conditions for graph-theoretic node/link failure
observability stability of redundancy for
of HDV-AV distributed node/link Adding
network observer failure communication
No links via network

augmentation

Figure 2. The flowchart summarizes the objectives and methodology in this paper.

3. Distributed Tracking via Observability on Graphs

In networked control systems and sensor networks, it is typical to analyze the linear
system observation model using (2) and (3) in a graph-theoretic perspective. In the system
graph representation G4, the states are modelled as nodes and every non-zero entry of
A, say ajj, represents a link connecting state node j to i. Similarly, the entry C;; of the
observation matrix C represents a link from the state node j to output node i. In this way,
the observability can be analyzed via graph-theoretic terms as given in the next lemma.

Lemma 1 ([34]). Given a full-rank system matrix A , the pair (A, C) is observable if, for every
state node i in G 4 , there is a directed path starting from node i and ending at output node j.

The condition in Lemma 1 is known as output connectivity. In the distributed setup, we
need to extend the output connectivity to the global system dynamics. In the global model,
the information of every AV node i is shared with its direct neighbours j € N; over Gy.
This global state dynamics is modelled by the Kronecker product of the system matrix A
and W matrix as the stochastic adjacency matrix of the network Gy as [35]

Xep1 = (WO A)xp + 1, @ g, @
with ® denoting the Kronecker product. Note that, in this setup, the entry w;; of the

adjacency matrix W represents the weight assigned to the information received to AV i
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from AV j. This represents a consensus-type setup with weight matrix W being stochastic, i.e.,
Z]r-‘zl wj; = 1[36]. This implies averaging-type dynamics at AVs for filtering information
received from their neighbours. The diagonal entries w;; are all non-zero, implying that
every AV uses its own information (a priori estimates and/or measurements) to update its
observed state.

As an example, consider the single-time-scale distributed estimator/observer. The
dynamics include consensus on a priori estimates and innovation updates based on mea-
surements and is formulated as follows:

Rik-1 = ) WiiAR k1, ®)
JEN;
o o T o
Rikk = Xig—1 T Ki ZI\:I G (yj,k - ijj,k|k—1>r (6)
JEN;

with K; as the local gain matrix and £; ;1 and £; x|, as a priori and posteriori estimates at
AV i. The global error dynamics (concatenated at all AVs) for this distributed estimator are
as follows (see detailed derivation of the error dynamics in ref. [37]):

1 = (W®A - KDC(W@A))Q{ + Tk 7)

with j collecting the noise and input terms and D¢ = blockdiag [Z]-G N; CjT C]} . Then, for
Schur stability of the error dynamics (7), we need the pair (W ® A, D¢) to be observable,
which follows the Kalman stability theorem [28].

Remark 1. The observability of the pair (W ® A, D¢) denotes the mathematical formulation for
distributed observability.

Theorem 1. Let the conditions in Lemma 1 for the observability of the system graph G 4 hold. If the
networkGyy connecting the AVs is strongly connected (SC), then (W ® A, D) observability holds.

Proof. First, we prove that matrix W ® A is full-rank. For an SC network Gy, its adjacency
matrix W is irreducible [38]. Recall that in this irreducible structure, all the diagonal
entries are non-zero. This implies that the system is self-damped and, thus, is structurally
full-rank [39]. Then following the properties of the Kronecker product, we know that the
Kronecker product of two full-rank matrices is also full-rank [40]. Next, following Lemma 1,
we check that every state node in the global system W ® A is output-connected. Given that
the pair (A, C) is observable, all its state nodes are output-connected according to Lemma
1. Note that the system graph G4 can be decomposed into strongly connected components
(SCCs) and, accordingly, the matrix A can be decomposed into irreducible structures each
associated with an SCC. Note that, from Lemma 1, the output connectivity implies that
every SCC is connected to an output. Next, following the definition, if the network Gy is
SC, then there is a direct path from every node to every other node in the graph [40]. This
implies that in the composite graph Gy x G4 (associated with the global system W @ A),
there are giant SCCs made from the Kronecker product of the SC network Gy and SCCs in
G . Note that these giant SCCs contain the main smaller SCCs in G4 which are primarily
output-connected. Following the definition of SCCs, there is a path from every node in
the giant SCC to this output-connected subgraph and, thus, all nodes in every giant SCC
in Gw x G4 are output-connected. This proves the output connectivity of the composite
graph replicating the structure of the global system W ® A. It should be noted that the
observability of the Kronecker product system W ® A follows the structure of the system
graph associated with A and network associated with Gy. This complex network can be
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seen as a network of networks or a Kronecker product network associated with the W @ A
matrix. To analyze the observability of this Kronecker product network, recall some results
from ref. [41]. Ref. [41] clearly proves the observability condition for the Kronecker product
network in the form Gy x G4 with the adjacency matrix in the form W ® A. Given that
A is full-rank and minimal measurements for output connectivity are given in Lemma 1,
Theorem 4 in ref. [41] gives the (minimal) sufficient conditions for the output connectivity
of G x G4 with network Gy being strongly connected and self-damped. Recall that Gy is
self-damped because every (AV) node uses its own information over the network and thus
all the diagonal entries of W are non-zero. Therefore, strong connectivity of Gy is sufficient
for output connectivity and (W @ A, D¢) observability. [J

Recall that (W ® A, D¢ ) observability implies that the distributed observer can locally
track the state of the system dynamics given by Equation (2) with steady-state stability (via
the proper design of the feedback gain matrix K;). Then, the following corollary holds from
Theorem 1:

Corollary 1. Assume that there is one sensor measurement taken from every HDV with dynam-
ics A; by (at least) one AV, as in Figure 1. Using distributed observer (5) and (6) and designing the
information-sharing network Gy to be SC, (W ® A, D) observability holds. This implies that the
states of all HDV's are observable to all AV's for tracking purposes. This is better illustrated by the
example in Section 5.

4. Redundant Design

Recall that, as proved in Theorem 1, the network requirement for our distributed
observer is relaxed to strong connectivity. This allows the redundant design to add extra
links to the network of AVs to make it more robust to link/node failure. As compared to
many distributed observers in the literature, this redundant network design and relaxed
network requirement is a favourable capability for resilient tracking over time-varying
networks; see Table 1 for better comparison. Note that works [26-31] cannot address
redundant design as they require more than strong connectivity.

Table 1. Comparison of the proposed distributed observer in terms of network connectivity X

communication rate per iteration of system dynamics.

Refs. Minimum Required Links x Communication Rate
[26] nn—1)x1
[27-29] 3nx1
[30,31] n x L with L more than network diameter
This work nxl1

The primary goal of this section is to provide a network topology that can sustain
connectivity even when certain links or nodes are compromised or removed. A key concept
in this domain is the idea of x-link-connected and x-node-connected graphs. A «-link-connected
(k-node-connected) graph/network is an SC graph that remains connected even after
the removal of any k — 1 links (nodes). This is done by increasing the path multiplicity
among nodes, which enhances the resilience of the network and allows for alternative
routes of data-sharing to exist, thus mitigating disruption caused by failures. Here, we
provide an algorithm for redundant network design (it is known that the problem of graph
augmentation to reach k-link connectivity is generally NP-hard [42]). We present a graph
augmentation method (see Algorithm 1 below), which aims to add additional links to a
given graph to heuristically achieve «-link connectivity. Other similar methods such as
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the greedy-type algorithms [43] can be employed to identify the minimum number of (or
cost-optimal) links to add.

Algorithm 1 takes a (seed) graph Gy = (V, ) and an integer k. For each node in
the graph, it finds additional nodes to connect with to ensure the degree of all nodes
reaches k with complexity O(|V|). This is because for k-link connectivity, the minimum
node degree must be « [44]. Then, connected components are defined via the Tarjan or
DFS algorithm with complexity O(|V|+ |€|). The algorithm checks for disconnected
components and adds links between them to reach k-link connectivity. This depends on the
graph structure and in the worst case could be O(|€|). Based on this, the overall complexity
isO(|V|+1|&]) =0 (|V|2> and is thus scalable. However, the algorithm outcome may not
be the most efficient and optimal solution. Recall that the optimal network augmentation
for k-link connectivity is generally NP-hard [45-47]. For example, for comparison, the
algorithm in ref. [45] is of complexity O (\V\4) , the optimal augmentation algorithm in

ref. [47] is of complexity O (\V|5), the simplified algorithm in ref. [48] is of complexity
(@) <|V| €]+ |V|210g|V|>, and the algorithm in ref. [46] is of complexity O (h|V|2> with h

as the number of causalities; these require higher complexity and running time than the
proposed Algorithm 1.

Algorithm 1. Design a k-Link-Connected Network

Data: Seed graph Gy = (V, £) and integer

Result: An augmented graph G’y = (V’, £’) with at least «-link connectivity
Let & « &;

For each nodei € V do

Let d; < degree(i) if d; <  then

Find new « — d; nodes vy, 0v»,..., Vg, InV;

For each v; do

If (i, vj) ¢ £ then

Add link (i, vj) to &;

Let C < ConnectedComponents(Gy ) ;

For each pair of components (C;, C;) in C do

If the components are not x-connected then

Add links between C; and C]- to establish k distinct links between the two components;
Ensure added links maintain k-link connectivity of the two components;
Update &’ with the newly added links;

Return G'yy = (V', &)

Remark 2. The node connectivity metric of a graph is always less than the link connectivity metric;
therefore, a x-node-connected graph is always x-link-connected, i.e., node connectivity < link
connectivity < minimum degree following Whitney’s theorem.

If Gy is already given, the min-cut algorithm identifies the minimum number of links
that, if removed, would disconnect the graph [49]. By identifying these links, additional
links can be added to ensure that the minimum cut is greater than a certain number.
Moreover, Menger’s theorem finds the relation between the connectivity of a graph and the
maximum number of disjoint paths between two nodes [50]. Using this theorem, one can
identify whether sufficient redundancy is present or needs to be introduced to meet the
desired connectivity levels.
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5. Illustrative Example and Simulations

The NCV and NCA models are commonly used in tracking and estimation problems,
particularly in applications involving the prediction and filtering of unknown dynamic
systems such as maneuvering targets [33]. In the context of autonomous vehicles, self-
driving cars and drones use these models to predict the motion of other vehicles to make
safe navigation decisions; see refs. [51-53]. For example, consider the AV predicting the
future position and velocity of the HDVs to navigate through traffic safely. The vehi-
cle uses the NCA model to estimate the state of the HDVs assuming that acceleration
changes slowly and is subject to small random variations. This prediction helps in path
planning, collision avoidance, and ensuring smooth and safe navigation in a dynamic
traffic environment. In this context, the HDV dynamics are modelled as (2) with the state
x = (Px, Py, Pxs Py Pas py)T, with py, py as the position of the HDV in 2D, py, py as its
velocity, and py, py, as its acceleration. The input u; is considered random, and the system
and input matrices are defined as

1 0 0000 oo
0 1 0 000 0%2
a_|T 0o v oo T o ®
0 T 0100 0 T
Z 0 T o010 1 0
0o o T 0 1 0 1]

with parameter T as the sampling time. We consider the network Gy given in Figure 1 as
the information-sharing network of n = 4 AVs. The entries of the associated adjacency
matrix W are set randomly such that row stochasticity holds, i.e., 2;7:1 Wi =1 The shared
information among the neighbouring AVs includes the state estimates and (possibly)
measurements. Note that the AVs with no sensor measurements of the HDV's only share
their estimates. For simulation, we set the sampling time as T = 0.05 and input u as a
uniform random process in the range [—1,1]. We adopt the distributed observer (5) and
(6) and design the gain matrix K; with the algorithm given in ref. [37]'s Appendix. The
distributed observer enables every AV to locally estimate the state of the HDVs. Applying
this distributed observer, the mean square error (MSE) of all AVs is shown in Figure 3. Note
that every vehicle i only receives the information from the neighbouring vehicles j € N;,
without receiving any direct messages from the rest of the AVs. Despite this, it is clear
from the figure that the MSE of all AVs is Schur (steady-state) stable under the proposed
distributed observer design. This implies that every AV i can track the state of every HDV,
even those with no direct measurement by AV i. Recall that the steady-state error is due to
noise considerations.

Next, we consider time-varying networks and evaluate the redundancy of the pro-
posed observer design. Recall from Figure 1 that the network Gyy is resilient to removal
(or failure) of AV ‘b’ and the link ‘b¢’. First, we remove the link “bc’. Note that, due to
the existence of the redundant link ‘ac’, the remaining network is still SC. Therefore, the
condition in Theorem 1 holds, and the error dynamics are Schur stable. This is shown in
Figure 4, which represents stable MSE for all vehicles. Next, we consider the case that
AV ‘b’ is faulty and, therefore, removed from the network (its associated links are also
removed). The remaining AVs and their reduced network Gy are still SC and satisfy the
stability condition in Theorem 1; therefore, the MSE is stable for all remaining AVs, as
illustrated in Figure 5.
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Figure 3. The time evolution of the mean square error (MSE) of all AVs connected via the network
Gw shown in Figure 1.

2
10 ' . :
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5 —Vehicle b —Vehicle d
= 10° i
=
o
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=
10°°
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Figure 4. The time evolution of the mean square error (MSE) of all vehicles over the same network
Gw in Figure 1 after removing link ‘bc’.

Remark 3. Recall that, although the algorithm is illustrated over a small-scale vehicular network,
it can be efficiently extended to larger-scale setups. This is because the proposed algorithm is
of complexity order O (|V|2) ; this implies that the complexity of the proposed algorithm can be
extended polynomially to a larger scale with efficient computations.
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10°
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Figure 5. The time evolution of the mean square error (MSE) over the network Gy in Figure 1 after
removing AV ‘b’.

6. Conclusions

In this paper, providing the graph-theoretic formulation for observability, the merging
scenario for a network of AVs and HDVs is presented, aiming to make the dynamics of all
HDVs observable and trackable by all the AVs. This allows the AVs to estimate the state
of all HDVs by applying relevant distributed estimation protocols for safe mixed-traffic
strategies. Then, an efficient strategy is proposed to add redundancy in the network of
vehicles for resilient design against failures. This helps to estimate the (position, velocity,
and acceleration) state of HDVs even in the case of link failure due to unreliable commu-
nications or when the vehicles go out of communication range of each other. This paper
may have many applications in ITSs including in autonomous vehicle coordination. As a
future research direction, one could incorporate real-world constraints in the data-sharing
network of vehicles, such as quantization, to address limitations in network traffic.

Future research may connect the proposed framework with empirical research fields
where multiple sensing technologies are already integrated to analyze real driving be-
haviour. For example, naturalistic driving studies combine GNSS positioning, onboard
sensors, and vehicle telemetry to capture real-world driving dynamics [54-56]. Within
this context, the concept of GNSS signal integrity has been highlighted as a key challenge,
since positioning signals alone may not always provide reliable information and therefore
often need to be complemented with other sensing technologies. This line of research could
help place the proposed theoretical framework within a broader context of multi-sensor
transportation systems and data integration challenges.
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