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Abstract: There is a need to ensure that healthcare organisations enable their workforces to use digital
methods in service delivery. This study aimed to evaluate the current level of digital understanding
and ability in nursing, midwifery, and allied health workforces and identify some of the training
requirements to improve digital literacy in these health professionals. Representatives from eight
healthcare organizations in Victoria, Australia participated in focus groups. Three digital frameworks
informed the focus group topic guide that sought to examine the barriers and enablers to adopting
digital healthcare along with training requirements to improve digital literacy. Twenty-three par-
ticipants self-rated digital knowledge and skills using Likert scales and attended the focus groups.
Mid-range scores were given for digital ability in nursing, midwifery, and allied health professionals.
Focus group participants expressed concern over the gap between their organizations’ adoption
of digital methods relative to their digital ability, and there were concerns about cyber security.
Participants also saw a need for the inclusion of consumers in digital design. Given the widening
gap between digital innovation and health workforce digital capability, there is a need to accelerate
digital literacy by rapidly deploying education and training and policies and procedures for digital
service delivery.
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1. Introduction

Digital healthcare, digital technologies, and digital systems have the potential to
rapidly transform the care workforce design and care delivery [1–3] across the care econ-
omy [4–6]. Digital healthcare can also improve equity and access to services for people in
regional, remote, and rural communities [7] and for diverse cultures and health needs [8].
However, innovations and technology use in health services are rarely assessed for impact,
creating the risk of poor adoption of best practice digital healthcare [9].

For the care workforce, digital maturity, literacy, and capabilities respectively refer
to (i) “the extent to which its health information technology is an enabler of high-quality
care through supporting improvements to service delivery and patient experience” [10],
(ii) “the mastery of simple and practical skills which bring a profound enrichment and
transformation of human thinking capabilities” [11,12], and (iii) “the ability to live, work,
participate and thrive in a digital world” [13] and this requires “particular knowledge and
attitudes regarding legal and ethical aspects, privacy and security, as well as understanding
the role of information communication technology in society” [14].

One of the greatest challenges to the care economy since the COVID-19 pandemic
has been to ensure the health workforce has sufficient capability, knowledge, and skills
to deliver digitally enabled healthcare delivery [15–18]. While technology provides the
opportunity for improved health care, health workers are essential for implementing the
technology into productive use [6,19,20]. Yet, the availability of digital health technologies
has arguably accelerated beyond current levels of care workforce digital capability [13,21].
For example, there have been rapid advances in “online” emergency department triaging,
mobile health applications, wearable sensors for remote monitoring, smart homes, and
artificial intelligence and machine learning for predictive risk stratification [22]. In addition
to building workforce digital capability, there is a need for health organisations to adopt
culture, policies, and clinical practices to ensure they are innovation ready [9].

There have been more than 30 published digital health competency frameworks for the
health workforce [23]. From these, 28 domains have been identified, such as basic informa-
tion technology literacy, health information management, digital communication, ethical,
legal, and regulatory requirements for digital healthcare, and data privacy and security [23].
There is a need for future digital health training to focus on competencies relevant to a
particular health care worker group, role, level of seniority, and setting [23]. Consumer
co-design and co-production of digital health innovations also warrant inclusion [24–27].

In 2020–2021 in Australia, three key digital reports were published with domains
to guide future work [15,19,28]. Informed by these reports, this study aimed to answer
the following research questions: what is the current level of digital maturity and digital
capability across nursing, midwifery, and allied health workforces in Australian healthcare
settings? What are the training requirements needed to improve health professional
digital literacy?

2. Materials and Methods

Ethical considerations and reporting standards: This study was approved by the La
Trobe University Human Research Ethics Committee (REF HEC22050) and reported accord-
ing to the COnsolidated criteria for REporting Qualitative research (COREQ) checklist [29]
(Appendix A). All participants provided written informed consent prior to participating in
the focus groups.

Setting: Eight public/private health services across Victoria, Australia participated in
this study. These services provide health care to 42% of the Victorian population and 11%
of the Australian population.

Participants: Purposeful sampling aimed to recruit three participants from each health
service. This included the university academic leader, Director of Nursing and Midwifery
and Director of Allied Health, or proxies, from each health service (projected sample size
n = 24). Participants were approached via an email from an independent researcher (NB).
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Data collection: Data were collected in July 2022 in two stages. The first stage was a
1 h group seminar for all participants. This seminar had an education focus and introduced
three key frameworks: Victoria’s Digital Health Roadmap 2021–2025 [19], the National
Nursing and Midwifery Digital Health Capability Framework [15], and the Digital Health
Capability Framework for Allied Health Professionals [28]. The second stage was the focus
groups [29,30] (see checklist in Appendix A for details).

Inclusion Criteria: Staff employed at one of the eight participating health services as
the Director of Nursing and Midwifery, Director of Allied Health; or employed at La Trobe
University, or their proxies. Exclusion: No specific exclusion criteria.

2.1. Self-Reported Levels of Digital Maturity and Capability

Analysis: To assess the current level of organisational digital maturity and capability,
focus groups participants applied the rating system described in the three frameworks [15,19,28]
to different aspects of their organisation (Figures 1–3 note the different domains and
Likert scales for the three frameworks). The ratings reported during the focus group were
tabulated deductively and presented as a count for each domain of the three frameworks.
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Figure 1. Histogram of self-rated digital maturity across the eight health services. NB each number
represents the number of times (counts) the domain and level were mentioned in the focus groups.

2.2. Themes from the Focus Groups

Analysis: To understand participant experiences of digital technology in healthcare, an
inductive thematic analysis was undertaken [31]. Based on the thematic analysis framework
developed by Braun and Clarke [31–33], two researchers familiarised themselves with the
data while facilitating the focus groups and then by re-reading the full transcripts; generated
initial codes; searched, reviewed, defined, and named the themes; and produced the study
findings. While the interview guide for the focus groups were structured around three
key frameworks [15,19,28], the initial codes and themes were generated independently of
these frameworks.
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Figure 2. Histogram of self-rated digital capability for the nursing and midwifery workforce. NB
each number represents the number of times (counts) the domain and level were mentioned in the
focus groups.
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Figure 3. Histogram of self-rated digital capability for the allied health workforce. NB each number
represents the number of times (counts) the domain and level were mentioned in the focus groups.

2.3. Training Requirements to Improve Digital Literacy

Analysis: Participant comments relating to training requirements needed to improve
healthcare professional digital literacy were reported alongside the thematic analysis.
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3. Results

Across the 8 focus groups, there were 23 participants and 17 were female. This included
seven University Academic Leads, seven Directors of Nursing and Midwifery, and nine
Directors of Allied Health, or proxies, all with 7+ years of experience in the healthcare or
university setting. Focus group size ranged from two to four. Individual health service
summaries were made available to participants for the member checking process with three
participants providing feedback and modifications.

3.1. Self-Reported Levels of Digital Maturity and Capability

Based on Victoria’s Digital Health Roadmap 2021–2025 [19], the majority of self-
ratings of digital maturity was developing (level 3 of 5) with no level 5 transformative
ratings (Figure 1). Based on the National Nursing and Midwifery Digital Health Capability
Framework [15], nursing and midwifery mostly identified an intermediate level (level 2
of 5) of capability relating to digital professionalism, leadership, and advocacy (Figure 2).
Based on the Digital Health Capability Framework for Allied Health Professionals [28],
self-rated allied health digital capability was most commonly identified at a consolidated
level (level 2 of 4) of capability relating to the digital workplace and digital professionalism
(Figure 3).

3.2. Themes from the Focus Groups

Theme 1. Participants reported a gap between the rapid growth in the deployment
of digital healthcare technologies and systems and the digital capability of the workforce.
The pandemic was reported to exacerbate this gap, “with the onset of COVID, the rollout
of telehealth was rapid, and it became a substitution model” (Allied Health, Male). Com-
munication strategies need to consider varied access to digital systems with a participant
stating, “It’s always difficult trying to get a message across 11,000 staff, as not everyone is
on electronic email” (Allied Health, Female).

Theme 2. The theme of ‘Nothing about us without us’ [34] was expressed across a
number of health services who highlighted the need “to get more consumer engagement
in digital innovations” (University Academic Lead, Female) and that there should be “a
big focus on the consumer and knowing your consumer intimately” (Allied Health, Male).
In addition, consumer access to their own information was seen as essential, with several
of the health services providing patient portals which had variable levels of functionality,
ranging from basic to modest.

Theme 3. Cyber safety was frequently discussed and all health services referred
to the cyber-attack on a public Victorian health service in 2021 [35], as well as ensuring
the secure management of digital data. Following this cyber-attack there was a range of
responses to address cyber security across the health services, including both infrastructure
upgrade and staff training. Responses ranged from reactive, “It’s more of a reactive
approach to cybersecurity and noncompliance with our security controls” (Allied Health,
Female) to proactive, “there is a lot that’s in place to help improve Cyber Security since the
21 cyber-attack on [removed for anonymity] Health. Our cybersecurity department had
one personnel [prior to 2021], now we have 10 people in that team. There is also a strategic
pillar dedicating digital health strategy to cybersecurity” (Nursing and Midwifery, Male).

Theme 4. Joining up health care records varied within and between health services,
and this was aligned to the electronic medical record (EMR) maturity for the health service.
Across the health services, EMR maturity ranged from no EMR to a well-established EMR.
In general, the EMR was reported to reduce duplication. However, use of the EMR at
the bedside was reported to sometimes reduce connections and time spent with patients.
Collaboration between hospitals to share EMRs was seen as a positive step to enable
seamless care when patients presented to multiple health services over time.

Theme 5. In relation to digital healthcare, the term ‘pain point’ was used by multiple
participants and this referred to digital systems that do not talk to each other, differing
levels of digital maturity across a single health service, and healthcare records that do not
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connect. Logging into multiple systems was cumbersome with one participant reporting
that “we went from 15 logins to one . . . that is so much better than it used to be and
much safer.” (Allied Health, Female). Participants also reported that staff “ . . . get really
frustrated. So in the end, they just ring up people instead of going digital, . . . as they can’t
remember their password.” (Nursing and Midwifery, Female).

Theme 6. Participants highlighted that adequate access to digital infrastructure is
essential to the digital capability of the workforce. “You’ve got the infrastructure enablers,
and then you’ve got the capability enablers. Both considerations are important, it is
about identifying structural things that need to be in place, and you’re talking about
Internet, access to equipment and things like that.” (Nursing and Midwifery, Female).
Other participants reported that for staff “it’s hard for them to access to reliable internet.”
(Allied Health, Male), and “the issue with nursing is access to the computer” (Nursing
and Midwifery, Female). Participants noted that they were not aware of all the digital
infrastructure available, with one asking the focus group “What are all our current digital
platforms?” (Nurse, Female).

Theme 7. Virtual health was rapidly implemented during the COVID-19 pandemic. “I
think what our clinicians are really wanting is some guidance around when to use virtual
health, when not to use it, and also how to ensure the patients have the digital health
literacy . . . We can say it’s clinically indicated, but the patient might not have the tools
and resources to do it” (Allied Health, Female) and “Virtual health . . . is still a bit clunky,
in lots of ways. And particularly because this was, in our context, implemented in the
middle of [the] pandemic. That was a challenging environment to completely restructure
the way you work” (Allied Health, Female). Another reported that “Telehealth was not
particularly intuitive; it was difficult to use. So, there were easier ways, such as a phone
call.” (Nursing and Midwifery, Male). It was also noted that “We need to have insight
from a vulnerable consumer perspective, I’ve not heard conversations happening here
about the use of telehealth and patients that are so economically stretched, that the thought
of being offered a phone call or video session, is probably stressing them out because
they don’t have the data, they can’t afford the phone bill or the electricity to charge the
phone, if they’re lucky enough to even have a smartphone. In addition, we have got a huge
multicultural community that we support, where most of the platforms are in English.”
(Allied Health, Female).

Theme 8. There was variable digital capability across the nursing and midwifery
workforce. “We have a bunch of people that are really excited and can see that this is
going to have a huge effect on consumers as well as data . . . And I think we have another
group that are scared and fearful. And I don’t necessarily think that fits into age groups.
I think it’s about people and a fear of the unknown” (Nursing and Midwifery, Female).
Another participant reported that “Digital is not about digital, but it’s actually the gateway
to data. And so it’s about thinking about how people actually conceive what data can do
for them. For the nursing workforce, that’s what you do every day, you take patient data
and synthesise it and act on it. And that ‘data mindset’ actually requires different skill sets
and training.” (Nursing and Midwifery).

3.3. Training Requirements to Improve Digital Literacy

Participants reported that to improve health care staff digital literacy, health services
are currently developing solutions in silos and suggested a state-based or national approach
may be more efficient. Some advised that not all staff need to be digital experts and that
having a small number of digital experts across the workforce would ensure staff have
access to in-the-moment training. Figure 4 summarises the ten strategies that emerged from
the focus groups, which could improve the digital literacy of healthcare professionals.
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4. Discussion

Digital maturity and capability were highly variable within the health professions,
as well as between Australian health services. Participants reported an increasing gap
between the rate of growth in digital healthcare technologies, systems, and data and the
comparatively low level of digital literacy and capability in the workforce. They also
highlighted the need for consumers to be involved in digital healthcare delivery design.
Training requirements to improve digital literacy focused on the minimum standard for
digital literacy, training for different career stages and on the use of data, and training to
keep up with digital innovation. A recurring theme was the need for health professional
training to improve digital literacy and capability in delivering virtual care, as well as
ensuring secure management of digital data.

Facilitation and familiarisation with digital technologies and their implementation is
linked to digital confidence and utility [36]. As identified in the current study, the adoption
of digital health technologies faces many challenges, such as the segregation of digital
systems within and between health services [5], low levels of basic information technology
literacy in health professionals and managers [23], unreliable access to digital technology
or lack of evidence supporting their use [36], and lack of mandatory digital health training
on entry to care roles [23].
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While Australian state and national frameworks have been developed for digital
maturity, capability, education, and workforce [15,19,28,37], the participants in this study
reported experiencing siloed and uncoordinated effort into the implementation of the
frameworks. Workforce shortages impacted participation in digital education and training,
and there was little access to digital micro-credentialling. Policy makers can use these findings
to prioritise the greatest areas of need for digital technology and its subsequent implementation.

The key strengths of the current study are the representative sample of health ser-
vices who provide health care to almost half of the Victorian population as well as the
inclusion of multiple professions. In addition, the two-phase design of this study, that
included the provision of a 1 h seminar prior to the 1 h focus group, means that all focus
group participants were socialized to the three key frameworks (Victoria’s Digital Health
Roadmap 2021–2025 [19], the National Nursing and Midwifery Digital Health Capability
Framework [15], and the Digital Health Capability Framework for Allied Health Profes-
sionals [28]), as well as the study aims and design, prior to participating in the focus group.
The main limitation was the comparatively modest number of key representatives from
each of the health professions. As the representative was assigned to participate, there
was an assumption that the views of the participants were representative of the health
service they were aligned with. The other main limitation was that the focus groups did
not include medical professionals. This means that the results have limited generalizability
beyond allied health, nursing, and midwifery. Consumers were not included in the focus
groups and there remains a need for future trials to capture the views of the patients and
families who are the recipients of digital healthcare.

5. Conclusions

To conclude, there is a gap between the digital capability of the current health work-
force and the need for the rapid deployment of high-quality digital healthcare to patients
with a wide range of health conditions. Leaders from allied health, nursing, and mid-
wifery professions articulated clear strategies to improve the digital literacy of healthcare
professionals. These await consistent implementation nationally and globally.
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Appendix A Detailed Project Methodology in Accordance with the COnsolidated
Criteria for REporting Qualitative Research (COREQ) Checklist

No Item Details for This Study

Domain 1: Research team and reflexivity

Personal characteristics

1. Interviewer/facilitator
Researchers from La Trobe University conducted the focus groups. The selected researchers
were independent of the health services. The named researcher was Adjunct Professor
Natasha Brusco.

2. Credentials Adjunct Professor Natasha Brusco: BPhysio, MPhysio, PhD.

3. Occupation Adjunct Professor Natasha Brusco: Researcher.

4. Gender Adjunct Professor Natasha Brusco: Female.

5. Experience and training
Adjunct Professor Natasha Brusco: 5 years of experience leading qualitative research
incorporating focus groups and interviews.

Relationship with participants

6. Relationship established
A relationship between the focus group facilitators and the focus group participants was
not established prior to study commencement.

7.
Participant knowledge of
the interviewer

At the start of the focus groups the facilitators introduced themselves and provided a brief
background, with no more detail than what was provided on the researchers university
web-page.

8. Interviewer characteristics
Select facilitator characteristics were shared at the start of the focus group. This included
any potential sources of bias, assumptions about the topic based on previous experience, as
well as reasons and interests in the research topic.

Domain 2: Study design

Theoretical framework

9.
Methodological orientation
and theory

Across the eight focus groups, representing the eight health services, a content analysis was
conducted to understand the depth and breadth of the digital capability and needs
identified within the eight focus groups.

Participant selection

10. Sampling

Purposeful sampling was used to select participants from each health service. This included
participants representing the following digital technology perspectives:

1. La Trobe University academic leader or proxy.
2. Director of Nursing or proxy (a person who leads the implementation of the current

areas of digital priority for the nursing profession).
3. Director of Allied Health or proxy (a person who leads the implementation of the

current areas of digital priority for the allied health profession).

11. Method of approach
Participants were approached via an email from the health services’ La Trobe University
academic leader.

12. Sample size
It was estimated that within each of the eight focus groups, there would be 3 participants.
The final number of participants was 23.

13. Non-participation No people refused to participate or dropped out.

Setting

14. Setting of data collection
All focus groups were held over the ZOOM platform. Due to current work arrangements
during the COVID-19 pandemic, the researchers, and the participants were physically
located at their place of work, at home, or at another location.

15. Presence of non-participants Only the participants and researchers were present.
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No Item Details for This Study

16. Description of sample

Purposeful sampling were used to select participants from each health service. This
included participants representing the following digital technology perspectives:

1. La Trobe University academic leader or proxy.
2. Director of Nursing or proxy (a person who leads the implementation of the current

areas of digital priority for the nursing profession).
3. Director of Allied Health or proxy (a person who leads the implementation of the

current areas of digital priority for the allied health profession).

Data collection

17.
Interview/focus
group guide

The focus group guide was piloted at one partner health service. This was reviewed and
modified, as necessary prior to implementation at the other seven partner health services.
Step 1—Seminar (1 h):

• Step 1—Prior to the focus groups, we invite all participants to engage in a WebEx
Seminar where the following two documents were presented and discussed to give
context to the focus group: “Victoria’s digital health roadmap; Improving patient care
by lifting digital maturity in Victoria’s public health services 2021–2025” and the
“Digital Health Capability Framework for Allied Health Professionals“.

Step 2—Focus Group (1 h):

• Step 2—To determine the current digital maturity and digital capability of the nursing
and allied health workforce across Victoria, we conducted a series of focus groups
across the eight partner health services.

Focus Group Guide

1. Welcome to the focus group.
2. Introduction to the topic and to one another.

a. Note that the focus is health professional training, not undergraduate training.
b. Note that we are hoping that this study will result in the co-design of a “map”

which will describe how La Trobe University can support the digital needs of
the healthcare industry partners through education and training.

3. Discussion on the Victorian Digital Health Roadmap’s five programs of work: 1.
Reliable and resilient systems; 2. Efficient, secure, paper-light health care; 3.
Continuity of care; 4. Enabling virtual care and care closer to home; and 5. Consumer
access and engagement.

a. What is the current level of digital maturity that has been achieved in your
healthcare organisation?

b. Where do you want to be in 5-years?
c. What training is required to get there?

4. Discussion on the Digital health capability framework for allied health professionals
four domains of digital health capability: Domain 1 The digital workplace; Domain 2
Digital professionalism; Domain 3 Data and informatics; and Domain 4
Digital transformation.

a. What is the current digital capability of the nursing and allied health workforce
in your healthcare organisation?

b. Where do you want to be in 5-years?
c. What training is required to get there?

5. Thank all for participating. Remind all that what has been said is confidential and that
they will receive a summary of the focus group for review and feedback.

18. Repeat interviews Repeat focus groups were not be carried out.

19. Audio/visual recording
An audio/visual recording of the focus group was undertaken to enable the production of a
transcript for analysis (via ZOOM).

20. Field notes Field notes were made during the focus group.
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No Item Details for This Study

21. Duration Each focus group ran for 1 h in duration.

22. Data saturation
During data analysis, data from the final two focus groups were examined for new themes
emerging. If no new themes are detected when compared to the first six focus groups, it
was be assumed that data saturation has been achieved.

23. Transcripts returned
A summary of the focus group (not the full transcript) was returned to participants for
comment and/or correction.

Domain 3: Analysis and findings

Data analysis

24. Number of data coders Two data coders coded the data.

25.
Description of the coding
tree

The authors provided a description of the coding tree.

26. Derivation of themes Themes were identified in advance via the scoping review as derived from the data.

27. Software NVivo was be used to assist in the data coding.

28. Participant checking Participants were given the opportunity to provide feedback on the findings.

Reporting

29. Quotations presented
Participant quotations were presented in the report/manuscript to illustrate the
themes/findings. The quotations are not identifiable.

30. Data and findings consistent
The research team ensured there was consistency between the data presented and the
findings in the report/manuscript.

31. Clarity of major themes
The research team ensured major themes were clearly presented in the findings in the
report/manuscript.

32. Clarity of minor themes
The research team ensured there was a discussion of minor themes in the
report/manuscript.
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