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Abstract: Viruses utilize host cells at all stages of their life cycle, from the transcription of genes and 

translation of viral proteins to the release of viral copies. The human immune system counteracts 

viruses through a variety of complex mechanisms, including both innate and adaptive components. 

Viruses have an ability to evade different components of the immune system and affect them, lead-

ing to disruption. This review covers contemporary knowledge about the virus-induced complex 

interplay of molecular interactions, including regulation of transcription and translation in host cells 

resulting in the modulation of immune system functions. Thorough investigation of molecular 

mechanisms and signaling pathways that are involved in modulating of host immune response to 

viral infections can help to develop novel approaches for antiviral therapy. In this review, we con-

sider new therapeutic approaches for antiviral treatment. Modern therapeutic strategies for the 

treatment and cure of human immunodeficiency virus (HIV) are considered in detail because HIV 

is a unique example of a virus that leads to host T lymphocyte deregulation and significant modu-

lation of the host immune response. Furthermore, peculiarities of some promising novel agents for 

the treatment of various viral infections are described. 

Keywords: viral infections; virus–host interactions; herpesviruses; hepatitis B; SARS-CoV-2; HIV; 

antiviral agents 

 

1. Introduction 

Understanding of the molecular mechanisms of host response to infection allows re-

searchers to develop new therapeutic strategies, including pathogenesis-directed therapy 

and the usage of drugs that are able to reduce severe complications. Viruses are capable 

of evading immune response through various mechanisms that include direct interaction 

with human immune cells or dysregulation of various intracellular signaling pathways. 

Evasion usually means that a virus is able to avoid elimination by the host’s immune sys-

tem [1]. Most viruses are known to evade immune response for successful implementation 

of various life cycle stages including entry, replication, translation, and release of viral 

copies. Along with mechanisms that involve viral envelope and structural proteins, im-

portant mechanisms of immune response regulation also include the influence of viral 

proteases on the host pathways controlling immune processes. For instance, papain-like 

proteases of both severe acute respiratory syndrome coronaviruses 1 and 2 (SARS-CoV 

and SARS-CoV-2) suppress interferon type 1 production and NF-kappa B signaling path-

ways and antagonize innate immunity by the cleavage of ubiquitin and downregulation 

of interferon-stimulating genes, respectively [2–5]. Most viruses, including herpes viruses, 

hepatitis B, and human immunodeficiency virus (HIV) are able to suppress components 
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of both innate and adaptive immune response. Various viruses use different molecular 

mechanisms to evade innate immune response. Most of these mechanisms are associated 

with the inhibition of signaling pathways involved in viral replication in host cells and 

with the influence on some other cascades that control interferon production [2–5]. The 

mechanisms that viruses utilize to evade adaptive immune response are closely associated 

with two common tactics and include the development of latency and processes leading 

to exhaustion of T cells. In this review, we consider the ways used by various viruses for 

evading both innate and adaptive immune responses, and the promising approaches for 

designing new drugs and therapeutic strategies for treatment of viral infections. We high-

light the studies relevant to the analysis of viral impact on host immune systems with the 

recent experimental information obtained in this field published in the last decade. 

2. Molecular Mechanisms of Immune Response to Viral Infection 

A virus enters the cell through direct interactions with the host cell membrane. Pro-

teins and other host cell molecules (the so-called host-dependency factors) are required 

for viral replication [6–8]. The virus hijacks host cell signaling and metabolic pathways to 

produce viral copies. Viruses can use the host cell for replication through interactions be-

tween viral and host proteins and RNA in the cell. The cell has the so-called host re-

striction factors that interfere with viral replication. The innate immune response is then 

activated, and cytokines are secreted in response to the viral infection. After the innate 

immune response, the adaptive component is activated. At this stage, viral proteins and 

microRNAs can act on various signaling pathways to evade host defense mechanisms. 

Chronic infection leads to a prolonged and less effective immune response, which is asso-

ciated with immune exhaustion. 

Viral proteins can interfere with both innate and adaptive components of the immune 

response (Figure 1, Table 1). Since there is an interplay between the innate and adaptive 

immunity, it can be expected that systemic effects will be mediated by both these compo-

nents [9]. Despite the fact that a much data has been collected to date, most of specific 

mechanisms of immune evasion and corresponding key proteins still require clarification 

[1]. 

Innate immune response (Figure 1) includes responses controlled by Toll-like recep-

tors (TLRs), RIG-1 receptors (RLRs), signaling pathways, and the TANK-binding kinase 1 

pathway. TLRs are expressed in dendritic cells and macrophages (they can also be found 

in fibroblasts and epithelial cells) and are involved in the activation of NK cells. The TLR 

pathway is of high significance for innate immunity because it controls production of cy-

tokines (tumor necrosis factor (TNF), interleukin 1, interleukin 6) and interferon type 1 (α 

and β). The recognition of pathogen-associated molecular patterns (PAMPs) can be pro-

cessed by TLRs either on the cellular membrane or in endosomes. RLRs belong to a family 

of DExD/H box RNA helicases that recognize PAMPs of viral RNA [10]. RLRs control 

downstream regulation of interferon type 1 (IFN1) production. TANK-binding kinase 1 

(TBK1) is an essential component of antiviral immune response. It controls the expression 

of IFN1 (α and β). The modulation of TBK1 is considered a potential option for therapy of 

viral infections [11]. 
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Figure 1. The main components of innate and adaptive immune responses. 

The effects of some viruses (e.g., hepatitis C, SARS-CoV-2, adenovirus) on the host 

immune response include modulation of the innate immune response, which in turn is 

closely associated to their influence on the adaptive response, mainly through activation 

of cytokines, e.g., interleukins and tumor necrosis factor alpha [12–17] and the importance 

of the innate immune response for antibody production [18]. At the same time, molecular 

mechanisms associated with the influence of viruses on innate immunity that are im-

portant for their effects on the adaptive immune system are under investigation [18]. 

Adaptive components of the immune response include mainly T and B lymphocytes, 

which are capable of initiating a specific immune response against a particular viral anti-

gen, followed by elimination of the infected cells. B lymphocytes are a source of antibod-

ies. T lymphocytes are divided into CD4+ T lymphocytes, which have the helper function, 

including activation and suppression of immune system cells [19]. CD8+ T lymphocytes 

have an effector function; they are killers of infected cells [20]. 

Table 1. Common and unique molecular mechanisms that some viruses utilize to evade host im-

mune response. 

Virus 
Key Viral 

Enzyme 

Molecular 

Mechanism 

Systemic 

Effect 
Reference 

SARS-CoV-2 

Papain-like 

protease 

(PLpro) 

PLpro cleaves 

ubiquitin-like 

interferon-stim-

ulated gene 15 

protein (ISG15) 

Deregulation 

of host inter-

feron re-

sponse 

[1,21] 

NSP1, NSP6 

Inhibition of 

STAT1 phos-

phorylation an-

tagonizes the 

IFN signaling 

Inhibition of 

interferon re-

sponse 

[22] 

NSP8 

Interaction with 

MDA5 leads to 

the inhibition of 

IFN3 phosphor-

ylation 

Inhibition of 

interferon re-

sponse 

[22] 
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Hepatitis B 

HBc, HBs, 

HBe anti-

gens 

Exhaustion of 

HBV specific T 

and B cells. 

Hepatotropism 

Immune tol-

erance occur-

ring due to 

HBc, HBs 

and HBe an-

tigens 

[1] 

IP0, ICP4, 

US3 

ICP0-mediated 

translocation of 

USP7 (Ubiqui-

tin-specific-pro-

cessing prote-

ase7) from the 

nucleus to cyto-

plasm 

Inhibition of 

TLR-medi-

ated immune 

response 

[23,24] 

Herpes sim-

plex 

virus type 1 

US11 

US11 interacts 

with RIG-1 and 

MDA5 and 

leads to a block-

ade of signal 

transduction 

Negative 

downstream 

regulation of 

interferon 

type 1 tran-

scription 

[24] 

RNA inter-

mediates, 

host derived 

RNAs 

RNA intermedi-

ates interact 

with RLRs, lead-

ing to inhibition 

of signal trans-

duction 

Negative 

downstream 

regulation of 

interferon 

type 1 tran-

scription 

[24] 

ICP0 

ICP0 mediates 

modulation of 

interferon type 3 

response 

Inhibition of 

interferon re-

sponse 

[24] 

HSV gE 

and gC 

HSV gE and gC 

inhibits specific 

antibody re-

sponse 

Inhibition of 

antibody re-

sponse 

[25,26] 

Kaposi’s Sar-

coma-Associ-

ated Herpes 

virus 

ORF64 

ORF64 interferes 

with RIG-I ubiq-

uitination 

Inhibition of 

interferon re-

sponse 

[27] 

Epstein–Barr 

virus 
BPLF1 

BPLF1 interferes 

with RIG-I ubiq-

uitination and 

downregulates 

interferon re-

sponse; BPLF1 

interacts with 

and deubiqui-

tinates TRAF6 

Inhibition of 

interferon re-

sponse 

[28–30] 

Influenza A 

virus 

NS1, 

NS2 

NS1 inhibits 

RIG-1 activation; 

NS2 interacts 

with IRF7 

Inhibition of 

interferon 

production 

[31] 
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PB1 
Interaction with 

MAVS 

Inhibition of 

interferon 

production 

[31] 

PB2, 

HA 

Inhibition of 

JAK1/STAT 

pathway 

Inhibition of 

interferon 

signaling 

[31] 

Human im-

muno-defi-

ciency virus 

Nef 

HIV Nef protein 

interacts with 

naïve B cells and 

macrophages 

and inhibits in-

terferon re-

sponse 

Inhibition of 

interferon re-

sponse 

[32] 

Vif 

HIV Vif inhibits 

ubiquitination of 

STING influenc-

ing on STING-

TBK1-IRF3 

pathway 

Inhibition of 

the produc-

tion of type I 

interferon 

[33] 

The novel coronavirus, SARS-CoV-2, has multiple mechanisms that provide immune 

evasion through the proteases [34]. One such mechanism is based on the interaction of 

papain-like protease (PLPro) with ubiquitin-like interferon-stimulated gene 15 protein 

(ISG15) and its cleavage, leading to a deubiquitylating activity. ISG15 is an activator of 

interferon (IFN) type 1 and 2 release [35,36] and it affects the maturation of dendritic cells, 

NK cells, and T lymphocytes. ISG15 transcription is activated in viral infections [23]. The 

effect of ISG15 on release of IFN1 and IFN2 is mediated by its binding with the LFA1 

receptor on the surface of NK cells and T lymphocytes. 

Along with viral proteases, some important mechanisms of immune system modu-

lation by SARS-CoV-2 include inhibition of STAT1 phosphorylation by NSP1 and NSP6 

proteins that antagonize the interferon signaling [22] leading to suppression of the IFN-β 

and IFN3 production [22]. The detailed description of SARS-CoV2-mediated modulation 

of immune response is provided in the reviews by Farooq Rashid et al. [22], Teresa I Ng 

et al. [37], and Evgenii Gusev et al. [38]. 

Herpes viruses are able to disrupt innate immune response through interfering with 

TLR and RLR pathways [29,30]. The effect of herpes viruses on the adaptive immune sys-

tem is under active investigation [39,40]. Mechanisms that herpes viruses use to evade the 

adaptive immune system include latency and some specific ways to depress T cell recep-

tor signal transduction and T cell cytolytic activity [39,40]. 

It should be noted that some mechanisms of effects on adaptive immune response 

are mediated by direct interactions of a virus with the host cell membrane, in most cases, 

leading to systemic effects. For instance, the HBe antigen of the hepatitis B virus is respon-

sible for the HBV-specific immune tolerance of T cells produced in the thymus (the so-

called central tolerance) [41]. The immune tolerance allows viruses to escape from the hu-

man immune system due to high structural similarity between viral antigens and host cell 

proteins. The mechanisms of immune tolerance of hepatitis B virus have a great im-

portance due to its hepatotropism and hepatotoxicity, leading to chronic inflammation, 

cirrhosis, fibrosis and carcinoma [1], but the mechanisms of innate immune response eva-

sion are not studied in detail nowadays and there is still a room for improvement [1]. 

The human immunodeficiency virus has several mechanisms that allows for escap-

ing the host’s immune response and affecting CD4+ and CD8+ T cells. The usage of im-

munodominant variable loops, incomplete binding surfaces, oligomeric occlusion, glyco-

sylation, conformation masking, and multivalent interactions is described as a common 
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strategy of HIV escape from neutralization by anti-HIV broadly neutralizing antibodies 

[42–44]. HIV typically leads to abnormalities of both T lymphocyte and B-lymphocyte 

function that result in the dysfunction of innate and adaptive immune responses. Such 

effects can be reached through both direct interaction of HIV virions with the host cell 

membrane and systemic effects caused by HIV infection. 

One of the mechanisms that is currently being studied is the interaction of HIV viral 

infectivity factor (Vif) with the host stimulator of interferon genes (STING), resulting in 

the inhibition of type I interferon production [33,45]. 

Direct interaction of bound virions with FCR+ and CD21+ B cells, α4β7+ B cells and 

follicular dendritic cells is associated with inhibition of B cell responses, while HIV Nef 

protein interferes with the function of naïve B cells and macrophages [32]. HIV infection 

also causes systemic effects that may include an increase in immune activation that is as-

sociated with activation of plasmablasts, activated memory and tissue-like memory cells 

[32]. This process is closely connected with elevated levels of inflammatory cytokines and 

type 1 interferons, and is associated with increased activation of both T and B cells and 

immune cell exhaustion [32,46,47]. These processes lead to lymphoid tissue hyperplasia, 

which, in turn, corresponds to early loss of morphologic integrity and disrupts antibody 

response [32,46,47]. The altered homeostasis and regulation of B cells compartments re-

sults in the decreased pool of naïve B cells and increased apoptosis. Mechanisms of sys-

tem-level effects of HIV-infection on immune system deregulation are being studied ac-

tively nowadays. 

The latency is another common mechanism that allows viruses to evade the host’s 

immune response [39,40,48–51]. The latency is associated with the persistence of a virus 

with restricted expression of viral genes [48]. The thorough investigation of viral latency, 

as well as other mechanisms of immune evasion by viruses, is helpful for development of 

novel potential therapeutic strategies for antiviral treatments and cures. 

Deep understanding of the molecular mechanisms of immune evasion contributes to 

the development of antiviral agents with activity against multiple viral infections (so-

called “pan-antivirals”), because several viruses use similar mechanisms that lead to the 

suppression of the interferon response. Such a strategy may be beneficial in cases of re-

sistance to direct antivirals. As viral evasion can suppress host immunity, this mechanism 

may lead to the development of co-infections including cancer [52] and neurological com-

plications [53–55]. Inhibition of viral evasion will therefore be useful in co-infection pre-

vention, in particular, bacterial infections, which can develop within several days after 

viral invasion. In chronic viral infections, overcoming immune evasion may be important 

for cancer prevention. The study of immune evasion mechanisms can also be helpful in 

predicting potential side effects of chemical compounds that may interact with specific 

proteins involved in the adaptive and innate immune pathways as off-targets. 

3. Development of Therapeutic Strategies Based on the Current Knowledge on  

Virus–Host Interactions and Modulation of Immune Response to Viral Infections 

Along with the small-molecule inhibitors that exhibit direct antiviral effects [56–66], 

some novel therapeutic strategies engaged in the specific components of immune re-

sponse are continuously being investigated for various viruses. Such strategies can be ben-

eficial for the development of agents active against a variety of viruses [65] or specific 

antiviral agents against a particular virus to prevent complications [67, 68]. We summarize 

a few recently developed strategies of viral infection treatment affecting host immune re-

sponse in Table 2. 
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Table 2. Therapeutic strategies based on the current knowledge on virus–host interactions. 

Virus 
Key Host  

Target 
Drug  Effect 

Refer-

ence 

SARS-

CoV-2 

TBK1, 

METTL3 

quercetin, 

nucleoside an-

alogues 

Stabilization of in-

terferon 3 (IRF3) 

mRNA that influ-

ence interferon pro-

duction 

[1,69-74] 

Cytokines: 

TNF-α, IL-3, 

IL-6. 

sabizabulin, 

opaganib, 

selinexor, 

atazanavir, 

nitazoxanide 

Stabilizing of in-

flammatory re-

sponse/antiviral ef-

fect  

[22,75-78] 

CD1d 7DW8-5  

Stimulation of NKT 

cells to release the 

cascade of cyto-

kines and chemo-

kines/inhibition of 

virus replication 

[79] 

Enterovi-

rus-71 
METTL3 

methylthio-

adenosine 

& 

S-tubercidinyl-

l-homocyste-

ine analogs 

Inhibition of 

METTL3 
[80] 

Hepatitis B 

TLRs 3,7,8,9 GS-9620 

Induction of pe-

ripheral IFN-stimu-

lated gene 15 

(ISG15) expression 

[81, 82] 

NTCP myrcludex 

binding to NTCP 

and blockade of de 

novo HBV infection 

[83] 

Herpes 

simplex 

virus 

type 1 

Wnt/β-catenin 
iCRT14  

KYA1797K 

Inhibition of β-

catenin-dependent 

transcription/en-

hancement of the 

formation of the β-

catenin destruction 

complex. Inhibition 

of virus penetration 

and virus replica-

tion 

[84–86] 

Kaposi’s 

Sarcoma-

Associated 

Herpes vi-

rus 

NF-κB signal-

ing 
suramin 

Inhibitors of ORF64 

prevent inhibition 

of TLR-mediated 

activation of NF-κB 

signaling, prevent-

ing inhibition of in-

terferon response 

[28] 



Int. J. Mol. Sci. 2024, 25, 9408 8 of 22 
 

 

Epstein–

Barr virus 

USP7 /RIG 

family, NF-κB 

signaling, 

TRAF6 

suramin 

Inhibitors of BPLF1 

prevent inhibition 

of TLR-mediated 

activation of NF-κB 

signaling, prevent-

ing inhibition of in-

terferon response 

[28] 

Influenza 

A 

MAP2K3, 

MAP2K6, 

CDK2, ILK, 

PRKDC 

daunorubicin, 

verdinexor, se-

linexor, bafilo-

mycin A1, 

alexidine, les-

taurtinib, 

MRT68921 

RNA splicing and 

processing, cellular 

and nuclear mem-

branes, regulation 

of gene silencing, 

and innate immune 

response 

[68] 

Human 

immuno-

deficiency 

virus 

CCR5 maraviroc  

Antagonists of 

CCR5 prevent entry 

of HIV into the host 

cell 

[87–91] 

Granzyme B,  

IKKα,  

Roquin and 

STAT3 

miR-223 

Prevention of 

chronic inflamma-

tion  

[92] 

CBFβ/Vif-3  

complex 
CV-3 

inhibition of HIV-1 

replication 
[93] 

Human 

immuno-

deficiency 

virus 

Histone 

deacety-

lase/Histone 

methyltrans-

ferase, DNA 

methyltrans-

ferase, bromo-

domain inhibi-

tors; 

protein kinase 

C (PKC) ago-

nists 

vorinostat, 

panobinostat, 

romidepsin, 

disulfiram, 

“shock and kill” 

Activation of lym-

phocytes infected 

with HIV in the la-

tent stage for fur-

ther application of 

antiretroviral ther-

apy 

[94–101] 

 

LEDGF/p75 

FACT 

HSP90 

Jak-STAT 

BRD4 

mTOR 

didehydro-

cortistatin A 

(dCA), 

LEDGINs 

curaxin 

CBL0100, 

AUY922, 17-

AAG 

ruxolitinib, to-

facitinib, 

ZL0580 

PF-3758309, 

danusertib, 

AZ628, P276-

00 

“block and lock”, 

prevention of HIV 

transcription and 

reactivation in la-

tently infected cells  

[102–103] 
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PPARα and 

PPARγ ago-

nists 

bezafibrate, 

GW7647, 

pioglitazone 

Activation of CD4+ 

T lymphocytes pro-

liferation 

[104–106] 

In the study by J. Chen et al. [69], the authors found a key kinase of the antiviral 

pathway, TBK1, that promotes METTL3 activation and m6A (N6-methyladenosine) mRNA 

modification to stabilize interferon 3 (IRF3) mRNA that influences interferon production. 

The role of N6-methyladenosine in the virus–host interaction and viral infection progres-

sion as shown earlier [70] allows for suggesting that METTL3-mediated activation of M6A 

may be considered a promising target for antiviral therapy. Further, the inhibitors of me-

thyltransferase-like 3 (METTL3), which is responsible for catalyzing N6-methyladenosine 

(m6A) modification on mRNA, were described as potential inhibitors of viral infections 

[71–73]. The study by R. Winkler and co-authors explains the inhibitory effect against 

METTL3 on the innate immune response, which is associated with possible induction of 

interferon-stimulated genes [74]. Therefore, the search for inhibitors of METTL3 or those 

that interfere with METTL3 activation represents one of the novel strategies to cure viral 

infections through activation of innate immunity. 

The small-molecule inhibitors of METTL3 as agents with potential antiviral activity 

against SARS-CoV and SARS-CoV-2 were described in the study by H.M. Burgess et 

al. [72]. Recently, a series of new nucleoside analogues have been designed to act as inhib-

itors of human METTL3 [80]. The authors of the study showed that the series of novel 

chemical compounds developed on the basis of the previously developed METTL3 inhib-

itors methylthioadenosine (MTA) and S-tubercidinyl-l-homocysteine (TubHcy) exhibited 

activity against enterovirus 71 (EV-71) in cell-based assays. Interestingly, the authors used 

structure-based design and proposed hit-to-lead modifications, taking into account the 

SAM binding pocket of METTL3, followed by the docking procedure. Most of the de-

signed chemical compounds were characterized by micromolar activities against EV-71 in 

cell-based assays. 

In addition to stimulating the immune response by activating interferon production, 

strategies aimed at downregulating pro-inflammatory cytokines were evaluated for 

COVID-19 treatment as a potential method of stabilizing the anti-inflammatory response 

[75-78]. In particular, the antiviral agents with potential anti-inflammatory effect were de-

veloped as potential drug candidates for COVID-19 therapy, including nitazoxanide, sabi-

zabulin, opaganib, selinexor, atazanavir, etc. [77] and evaluated in clinical trials. Interest-

ingly, nitazoxanide has previously been shown to have antiviral activity against hepatitis 

B and C viruses and influenza, in addition to its anti-SARS-CoV-2 activity [77]. Nitazoxa-

nide reached phase IV clinical trials and was considered a promising drug for the treat-

ment of COVID-19 [78]. Given that nitazoxanide may have anti-inflammatory effect in 

addition to antiviral activity, it may be important for the treatment of viral infections char-

acterized by chronic inflammation, such as hepatitis C virus infection [78]. Combination 

therapy involving the use of antiviral and anti-inflammatory drugs in COVID-19 therapy 

is also considered a promising strategy for COVID-19 treatment [76, 78]. 

The recent study by M. Tsuji et al. [79] describes the action of the glycolipid 7DW8-5 

on virus replication in host organisms. The control of viral infection is achieved by binding 

of 7DW8-5 to CD1d on antigen-presenting cells, leading to the release of cytokines and 

chemokines, which in turn results in an antiviral effect.  

Hepatitis B antiviral therapy, which includes the administration of nucleoside ana-

logues and pegylated interferon α, has some limitations due to the unlimited duration of 

treatment and side effects, respectively. These limitations have led to the development of 

new strategies that include the application of small interfering RNA for post-translational 

control of the hepatitis B virus [81, 82]. Other strategies include targeting host factors in-

volved in the development of hepatitis B infection, including agents that can bind host 

dependency factors responsible for viral entry. Examples of such host factors that are con-

sidered targets for novel antiviral agents are heparan sulfate molecules on the cell surface 
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or sodium taurocholate transporting polypeptide (NTCP) [83]. Two recently developed 

strategies involving small molecules include application of Toll-like receptor agonists that 

lead to induction of type I interferon response [81] and immune checkpoint inhibitors 

[107], the molecules that inhibit the receptors overexpressed by T lymphocytes, including 

cytotoxic T lymphocyte-associated protein 4 (CTLA-4) and the programmed cell death 1 

(PD-1) protein. 

Some studies are focused on small-molecule inhibitors of the proteins that regulate 

the activity of both innate and adaptive components of immune response [65]. Small-mol-

ecule inhibitors of human ubiquitin-specific protease 7 (USP7), which downregulates the 

antiviral activity mediated by interferon type 1, are considered to be the agents that im-

prove antiviral immune response and can be used as a boost therapy along with IFN1 [65]. 

Small-molecule inhibitors of the BPLF1 Epstein–Barr virus enzyme, including the top in-

hibitory compound, suramin, which may increase the RIG-I-mediated interferon response 

along with inhibition of NF-κB signaling, were described in the study by Sage L. Atkins et 

al. [28]. BPLF1 interacts with TRAF6, which, in turn, leads to the inhibition of NF-κB sig-

naling during infection [28]. Therefore, despite the fact that inhibitors of BPLF1 may be 

considered to be rather direct-acting antivirals, they can have an effect on the host immune 

system as well [28]. In the study by Sage L. Atkins, it was shown that suramin also inhibits 

ORF64, a Kaposi Sarcoma herpes virus homolog of deubiquitinating enzyme BPLF1 [28]. 

In the study by Kelsey M. Haas et al. [68], the authors identified 332 protein–protein 

interactions between influenza A viruses and 13 host-modulated kinases, including 

MAP2K3, MAP2K6, CDK2, ILK, PRKDC, etc., using affinity purification-mass spectrom-

etry (AP-MS). The authors mentioned that modulated proteins may be involved in RNA 

splicing and processing, cellular and nuclear membranes, regulation of gene silencing, 

and innate immune response. Experimental testing of the 37 host–protein targeting com-

pounds provides the possibility of finding 16 compounds suppressing replication of in-

fluenza A virus (various strains), some of which had also activity against SARS-CoV-2. 

The most potent compounds included daunorubicin, verdinexor, selinexor, bafilomycin 

A1, alexidine, lestaurtinib, and MRT68921. Although a particular mechanism of viral rep-

lication through interaction of a chemical compound with host proteins may not be iden-

tified yet for all tested compounds, such results help to shed light on the possibility of 

using host targets modulators in antiviral therapy. 

In general, an analysis of the therapeutic strategies that are based on the development 

of host-directed acting antivirals shows that antiviral drugs that may interact with host 

proteins can be classified into two sub-groups. The first group includes inhibitors or acti-

vators of the particular host proteins that may be involved in the viral entry or viral rep-

lication process, and the second group consists of the chemical compounds that may act 

on the components of innate or adaptive antiviral immunity [108].  

The pharmacological agents that can modulate the host immune response to a wide 

range of viral infections have certain advantages and limitations. The most important ad-

vantage is their potential to suppress the production of several different viruses that have 

similar mechanisms of immune evasion, such as an effect on the particular components of 

the RLR pathway. It may also be useful in the case of de novo viral infections that are 

rapidly spreading in the human population, where the lack of information on their struc-

ture and function may require considerable time and effort to develop a compound with 

direct antiviral mechanisms of action. Significant experience with drug repurposing in the 

search for potential host-directed antivirals with anti-inflammatory activity was gained 

during the COVID-19 pandemic. The anti-inflammatory effect in combination with anti-

viral activity is another potential advantage of therapeutic strategies based on modulation 

of the host immune response. 

At the same time, the indirect mechanism of antiviral action may be a reason for lower 

efficacy of drugs that may act on certain components of the immune response compared 



Int. J. Mol. Sci. 2024, 25, 9408 11 of 22 
 

 

to direct-acting antivirals. Potential adverse effects and toxicities should be carefully eval-

uated when direct or indirect modulation of host proteins is utilized in the development 

of antiviral strategies. 

The efficacy of these new strategies and an understanding of their possible limita-

tions is the subject of thorough investigation. 

4. New Approaches to HIV Treatment and Cure Based on Fighting Latency and  

Targeting CD4+ T Lymphocyte Proliferation 

HIV is one of the key viruses to consider in the search for therapeutic approaches 

based on knowledge of viral factors that modulate the host immune response. Its im-

portance in the identification of potential therapeutic strategies is related to its ability to 

disrupt both innate and adaptive components of the immune response. Novel strategies 

for curing HIV infection are of high significance due to the ability of the virus to influence 

the function of both CD4+ and CD8+ T lymphocytes, and its latency. Since latency is one 

of the important issues in treatment of viral infections, the efforts of researchers are fo-

cused on curing latent infections. There are several directions in the search for new ap-

proaches to HIV therapy (Table 2). 

Most existing HIV drugs are inhibitors of three HIV enzymes, namely protease, re-

verse transcriptase, and integrase; however, researchers have also found the approaches 

for modulating the activity of molecules that mediate HIV entry into CD4-containing host 

cells, including chemokine C receptor type 5 (CCR5) and C-X-C chemokine receptor type 

4 (CXCR4), as significant targets [87–91]. In most HIV-infected individuals, this receptor 

is CCR5 [90]. The approved drug maraviroc is an antagonist of CCR5, and ibalizumab is 

a monoclonal antibody to the epitope at the CD4 receptor. Maraviroc may be involved in 

the downregulation of HIV-associated inflammation [91, 109] and immune activation 

[109]. Ibalizumab was shown to restore CD4+ T cell function [110]. Therefore, these drugs 

act as direct antivirals and may have an impact on the host immune system. 

Several other strategies have been reported in the literature to develop active mole-

cules that target factors mediating virus entry into the human cell [111]. 

One of the important strategies to inhibit HIV-1 replication is the inhibition of inter-

action between HIV-1 viral infectivity factor (Vif) and Apolipoprotein B mRNA-editing 

catalytic polypeptide-like 3 family members (APOBEC3), which is the host restriction fac-

tor inhibiting HIV replication. HIV-1 Vif has an impact of the degradation of APOBEC3 

though the activity of core-binding factor β (CBFβ) of the E3 ubiquitin ligase complex. 

Therefore, prevention of Vif interaction with CBFβ will lead to the release of APOBEC3 

and will result in inhibition of HIV-1 replication [93]. The chemical compound CV-3 with 

the mentioned mechanism of action and activity on the HIV replication in micromolar 

concentration is described in the study conducted by S. Duan et al. [93]. 

Another direction in the development of new therapeutic strategies for the treatment 

of HIV infection is the search for molecules that potentially regulate cellular processes 

resulting from the entry of HIV into the cell and its integration into the human genome in 

order to affect these molecules. In particular, such molecules include master regulators, 

proteins, and genes at the top of the regulatory protein interaction networks that can affect 

the expression of a number of genes. The search for such molecules in relation to HIV 

infection has been developing over the past few years. For example, the study by 

M. Haneklaus et al., 2013 [92] examines the role of miR-223 small interfering RNA 

(miRNA) in inflammation, viral infections, and cancer. In particular, since miR-223 ex-

pression has been shown to be reduced in influenza virus-induced infection, hepatitis B, 

and type 2 diabetes, leukemia, and lymphoma, this may contribute to a reduction in on-

cogenic transformation of bone marrow cells. Target proteins of miR-223 that may exhibit 

anti-inflammatory effects in viral infections include granzyme B, IKKα, Roquin, and 

STAT3. In CD4+ T cells where HIV replication does not occur, miR-223 expression is ele-

vated compared to levels in CD4+ T lymphocytes where HIV replication is activated. The 

physiological significance of this observation is currently under investigation. Another 
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study demonstrated that in macrophages, expression of miR-223 and other cellular factors 

that inhibit HIV infection could be induced by type I interferon, which might explain its 

antiviral activity [112]. 

The signaling pathway controlled by mTORC1 as a master regulator (mammalian 

target of rapamycin complex 1) is considered one of the mechanisms regulating intracel-

lular signaling in HIV infection. Specifically, CD4+ T cells, which are the primary target 

of HIV-1, are cells that can differentiate into various effector lines (Th1, Th2, Th17) in re-

sponse to various inflammatory cytokines. The signaling pathway controlled by mTORC1 

aids this differentiation process by promoting glycolysis and lipid biosynthesis [113–115]. 

It has been shown that mTORC1-deficient T cells have a limited ability to differentiate 

[113]. T cells in the absence of the mTORC1 activator RHEB also fail to differentiate into 

Th1 and Th17 [113]. In addition, deletion of the mTORC1 inhibitor, TSC1, results in in-

creased mTORC1 activity, leading to increased Th1 and Th17 differentiation and inflam-

mation in mice [116,117]. 

CD8+ T cells are capable of destroying cells with markers of tumor transformation or 

cells infected with viruses (effector cytotoxic T cells) and maintaining long-term memory 

(memory T cells). Generation of CD8+ effector T cells is thought to be regulated by 

mTORC1 activity [118–120]. The role of mTORC1 in the regulation of HIV latency has also 

been shown. Thus, the strategy of modulation of mTORC1-controlled pathway compo-

nents is being investigated as one of the possible therapies for HIV infection. 

The principle of the “shock and kill” approach is to activate lymphocytes infected 

with HIV in the latent stage and apply antiretroviral therapy to destroy the latent HIV 

reservoirs [121]. Usage of various inhibitors affecting intracellular pathways, including 

histone deacetylase, histone methyltransferase, DNA methyltransferase, bromodomain 

inhibitors, and protein kinase C (PKC) agonists, was investigated [94-101, 121, 122]. The 

clinical trials demonstrated that use of histone deacetylase inhibitors (vorinostat, pano-

binostat, romidepsin, and disulfiram) increased production of cell-associated HIV RNA 

and/or viremia in plasma after administration [94-101, 121, 122 ]. However, the application 

of the aforementioned drugs did not result in a significant reduction in the volume of the 

latent HIV reservoir [101]. The “shock and kill” approach includes attempts to use the 

immune checkpoint inhibitors, leading to the reduced effector function of CD8+ T lym-

phocytes. In particular, ipilimumab (CTLA-4 inhibitor) and nivolumab (PD-1 inhibitor) 

are used to upregulate CD8+ T cell function to combat HIV latency by restoring its repli-

cation and T cell exhaustion [95, 96]. Immune checkpoint inhibitors are applied for HIV-

infected people with cancer; however, their usage in anti-HIV treatment is still under dis-

cussion [97]. It should be noted that the “shock and kill” approach has several major lim-

itations, including insufficient host immune response against cells in which the viral ge-

nome is expressed, the presence of mutations in the virus in the latency state, or insuffi-

cient scale of latency reversal [122]. However, the main limitation, as noted by T.A. Ras-

mussen and co-authors, is the inability to accurately estimate the amount of latent HIV 

reservoir to be reversed [122]. This seems to be related to the fact that the “shock and kill” 

strategy is not widespread in clinical practice. 

The “block and lock” approach is based on the use of latency-promoting agents that 

help “lock” the virus promoter and “block” the transcription of the virus [102,103]. This 

strategy can be advantageous for a number of reasons, including the possible duration of 

the effect [102] and, according to some authors, the lack of need for highly active antiretro-

viral therapy, HAART [102, 103]. A limitation of this approach is that the use of “block 

and lock” does not lead to complete elimination of the virus; however, on the other hand, 

this is also a limitation of HAART. 

The search for drugs aimed at regulating the expression of individual receptors that 

can lead to decrease in mitochondrial depletion in CD4+ T lymphocytes is considered an 

additional therapeutic strategy in the treatment of HIV infection. In this case, the drugs 

target the activation of CD4+ T lymphocyte proliferation. In particular, bezafibrate in-

duces expression of PPARG coactivator 1 alpha (PGC1α) through the PPAR-responsive 
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element in its promoter region [104-106]. GW7647 and pioglitazone are PPARα and 

PPARγ agonists, respectively [104]. Bezafibrate, GW7647, and pioglitazone were tested on 

CD4+ T cells [104]. As a result, their ability to induce the foxp3 gene in regulatory CD4+ T 

cells and a role in mitochondrial biogenesis were demonstrated [104]. Bezafibrate, 

GW7647, and pioglitazone failed to induce either PGC1α expression or cell proliferation 

in CD4+ T cell samples from patients who had no long-term increase in CD4+ T cell levels. 

However, exposure to interleukin-15 (IL-15) induced PGC1α expression through activa-

tion of the mTOR pathway in some of the patients taking antiretroviral therapy with long-

term low CD4+ T lymphocyte levels. Indeed, IL-15 has been shown to induce mTOR acti-

vation [106], which promotes PGC1α expression via the transcription factor Yin Yang 1 

(YY1) . The findings suggest that IL-15 induced PGC1α and promoted restoration of CD4+ 

T cell proliferation. 

More recently, lenacapavir (Sunlenca®) has been developed, a novel, first-in-class, 

picomolar, long-acting HIV-1 capsid inhibitor [123–130]. Its efficacy in the treatment of 

multidrug-resistant HIV-1 infection has been demonstrated in clinical trials [127–129]. Alt-

hough lenacapavir has a favorable metabolic and safety profile [130], its widespread clin-

ical use may help to identify a whole range of opportunities and limitations in HIV treat-

ment, including its use in combination with other antiretroviral drugs and those used to 

treat co-morbidities. 

In addition to creating new HIV enzyme inhibitors and molecules that affect the reg-

ulation of HIV interaction with the human body, several other approaches to treat HIV 

infection are currently under development, namely anti-HIV vaccines [131] and immuno-

therapy using neutralizing antibodies [132]. The difficulty in creating an anti-HIV vaccine 

is associated with the fact that people do not develop protective immunity to HIV infec-

tion, whereas almost all successful vaccines have been created for diseases for which im-

munity can be developed after exposure to a live pathogen [133]. Nevertheless, the devel-

opment of effective anti-HIV vaccines is under active investigation, and novel approaches 

continue to develop [134,135]. 

5. Recent Efforts in the Development of Monoclonal Antibodies in Treatment of Viral  

Infections 

The approaches for the development of antibodies against viral infections have been 

recently overviewed by Giuseppe Pantaleo and co-authors [136]. Antibodies are macro-

molecules that contain two antigen-binding domain fragments (Fabs) that bind to and 

neutralize pathogens. They are connected to the crystallizable fragment (Fc) domain by a 

hinge region, providing certain conformational flexibility. Nowadays, the main efforts in 

antibody development are associated with the usage of hybridoma technology [137] and 

B-cells from convalescent patients infected with SARS-CoV-2 [138–144]. 

The development of highly potent monoclonal antibodies is part of a general trend, 

along with the generation of polyclonal antibodies or cocktails of monoclonal and 

bispecific antibodies [145]. Generation of monoclonal antibodies was of particular im-

portance during the coronavirus (COVID-19) pandemic due to its emergence and the lack 

of potent chemical compounds that can be used as a basis for the development of novel 

antiviral agents. At the same time, recently, production of monoclonal antibodies inhibit-

ing neuraminidase enzyme activity was reported in the study by Lena Hansen and co-

authors [146]. The authors describe two monoclonal antibodies obtained from a patient 

reconvalescent from H1N1 virus infection. Antibodies exhibited inhibitory activity of 

H1N1 and swine N1 viruses. 

Recent efforts in the development of monoclonal antibodies for fighting with viral 

infections are presented in Table 3. 
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Table 3. Monoclonal antibodies in the therapy of viral infections. 

Virus Drug  Molecular Target Reference 

SARS-CoV-2 
tixagevimab,  

cilgavimab 

SARS-CoV-2 spike 

protein 
[138–144] 

Respiratory syncytial 

virus (RSV) 

palivisumab,  

nirsevimab, 

MK-1654 

An epitope of the F 

protein of RSV 
[147, 148] 

Ebola virus, 

Sudan virus 

4F9, 

6H8 

Ebola virus glyco-

protein  

Sudan virus glyco-

protein 

[149] 

Human parainflu-

enza virus 
3 × 1 F protein of HPIV3 [150] 

Respiratory syncytial 

virus 

Human pneumovirus 

M×R F protein of RSV [150] 

Hepatitis B infection 

(Immune checkpoint 

inhibitor) 

nivolumab 

Programmed cell 

death (PD-1) inhibi-

tor 

[107] 

Human Immunodefi-

ciency virus 1 

(Immune checkpoint 

inhibitor) 

nivolumab, 

ipilimumab 

Cytotoxic T lympho-

cyte associated pro-

tein 4 (CTLA-4) 

[95-97] 

Palivizumab represents an example of a monoclonal antibody approved and applied 

in clinical practice against the respiratory syncytial virus (RSV) [147]. Pediatric infection 

caused by RSV is a major cause of complicated respiratory illnesses in infants, especially 

neonates and premature newborns. Two antibodies, nirsevimab and MK-1654, are also 

used for immunization of children against infection caused by RSV [147,148]. 

The development of novel antibodies against SARS-CoV-2 [139-144] and the Ebola 

virus [149] have been recently presented, providing possibilities of use this knowledge for 

future development of monoclonal antibodies. At the same time, application of antibody 

cocktails for protection against multiple viral infections is one of several novel recently 

developed strategies for fighting co-infections [149]. An example of such a strategy is re-

ported in the study conducted by Guodong Liu and co-authors [149], where two mono-

clonal antibodies, 4F9 and 6H8, were generated using hybridoma technology, tested in 

cell-free bioassays, and shown to be effective against the Ebola and Sudan viruses in ani-

mal models. 

Another novel strategy is the development of cross-protective antibodies. An exam-

ple of such an approach is provided in the study by Madelyn Caban et al. [150], where the 

authors focused on the discovery and characterization of two cross-neutralizing monoclo-

nal antibodies. One of the reported antibodies, 3 × 1, was effective against both human 

parainfluenza virus types one and three viruses, and another one, MxR, targeted both RSV 

and human metapneumovirus correspondingly. One may assume that the approaches 

aimed at targeting a pair of several viruses with high homology in proteins and infecting 

predominantly the same organ or system of the human body will be one of the most prom-

ising and developing approaches in the future, as it may help to develop antiviral thera-

pies against newly emerging viruses relatively quickly. 

Nivolumab (PD-1 inhibitor) is used as a checkpoint inhibitor in the treatment of HIV 

infection [95, 96] and hepatitis B [107], and ipilimumab (CTLA-4 inhibitor) is used in ther-

apy of HIV infection [95, 96]. 
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One of the main advantages of monoclonal antibodies in the treatment of viral infec-

tions is their efficacy and the possibility of prolonged effect observed as a result of their 

use. A possible limitation of monoclonal antibodies is viral evasion of antibody-induced 

humoral immunity due to specific mutations in viral proteins; such mutations have been 

described for the SARS-CoV-2 receptor-binding domain of the spike protein [151]. In this 

context, the investigation of viral escaping of host adaptive immunity in patients after 

passive immunization with monoclonal antibodies or after vaccine therapy may be rele-

vant for future studies. 

6. Conclusions 

The development and severity of viral infections are associated with the host immune 

response to viral infections. Therefore, the thorough investigation of the particular molec-

ular mechanisms that use viruses to evade the immune response can be useful in the 

search for new therapeutic agents, including those that can express non-specific antiviral 

activity. Such novel therapeutic strategies are associated with modulation of the innate 

immunity pathways, including modulation of the RIG-1 receptor family, inhibition of 

ubiquitin-specific protease 7, and the search for METTL3 inhibitors that downregulate 

M6A mRNA modification, which, in turn, induce interferon response. 

Some specific therapeutic approaches that can be used to treat particular viral infec-

tions are under active development. The interest in activating the antiviral immune re-

sponse in the development of appropriate strategies and novel potential antivirals is 

linked to the possibility of identifying compounds that are active against multiple viruses, 

including resistant variants, due to modulation of the host rather than the viral targets. At 

the same time, such antivirals should have low adverse and toxic effects, which would 

require additional preclinical studies and multiple stages of clinical trials, potentially lim-

iting the development of antivirals that may interact with host proteins. 

Small-molecule inhibitors of BPLF1, an Epstein–Barr virus enzyme, and its Kaposi 

sarcoma herpes virus homolog, ORF64, may have an effect on the RLR pathway, followed 

by induction of the interferon I response. Such compounds, although acting on viral pro-

teins, may therefore have an indirect mechanism of action to enhance the antiviral im-

mune response. Such therapeutic strategies may therefore be of interest for future research 

and development. 

For human immunodeficiency virus, along with the “gold standard” highly active 

antiretroviral therapy, researchers have developed some approaches aimed at the preven-

tion of the virus binding with co-receptors on the CD4+ T cells, overcoming the latency, 

including “block and shock” and “shock and kill” approaches. Despite the fact that these 

new approaches have demonstrated efficacy, they are not used in wide clinical practice 

yet. Due to unique HIV properties that are associated with the ability to cause pathological 

activation of T cells, leading to their apoptosis, the development of new approaches di-

rected at the reactivation of CD4+ T lymphocytes are of interest for the scientific commu-

nity. Lenacapavir, a picomolar inhibitor of the HIV-1 capsid, is one of the most promising 

agents for the treatment and cure of HIV, and its use in widespread clinical practice is 

expected to provide new insights into possible therapeutic approaches for patients with 

HIV infection and its co-morbidities. Chemical agents capable of inhibiting the interac-

tions of HIV-1 Vif with APOBEC3 protein core binding factor β are another promising 

strategy for the development of potential antiviral agents with an indirect mechanism of 

action and an effect on the host immune system. In general, the development of pharma-

cological agents that prevent viral evasion of the host immune system and have an anti-

inflammatory effect may be beneficial for therapeutic purposes. 

SARS-CoV-2 uses papain-like protease for downregulation of host interferon re-

sponse; therefore, some inhibitors of this immune-related mechanism can help interfere 

with both key components of viral life cycle and immune deregulation caused by SARS-

CoV-2. The search for potential antivirals that can both interfere with viral targets and 
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modulate an immune response may be one of the most promising strategies for develop-

ing new drugs that are effective against viral infections. 

At the same time, because the immune system involves multiple signaling cascades 

and its modulation by pharmacological agents can have a range of complex consequences, 

all novel agents should be carefully analyzed and their potential side effects and toxicities 

determined before use in clinical practice. In general, deeper understanding of immune-

related mechanisms of host response to viral infections can be rather helpful for the de-

velopment of novel therapeutic approaches for viral infections and for finding potential 

associations between viral infections and other diseases. 
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