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Abstract: In recent years, the Internet of medical things (IoMT) has become a significant technological
advancement in the healthcare sector. This systematic review aims to identify and summarize the
various applications, key challenges, and proposed technical solutions within this domain, based on
a comprehensive analysis of the existing literature. This review highlights diverse applications of the
IoMT, including mobile health (mHealth) applications, remote biomarker detection, hybrid RFID-IoT
solutions for scrub distribution in operating rooms, IoT-based disease prediction using machine learn-
ing, and the efficient sharing of personal health records through searchable symmetric encryption,
blockchain, and IPFS. Other notable applications include remote healthcare management systems,
non-invasive real-time blood glucose measurement devices, distributed ledger technology (DLT)
platforms, ultra-wideband (UWB) radar systems, IoT-based pulse oximeters, accident and emergency
informatics (A&EI), and integrated wearable smart patches. The key challenges identified include
privacy protection, sustainable power sources, sensor intelligence, human adaptation to sensors, data
speed, device reliability, and storage efficiency. The proposed mitigations encompass network control,
cryptography, edge-fog computing, and blockchain, alongside rigorous risk planning. The review
also identifies trends and advancements in the IoMT architecture, remote monitoring innovations, the
integration of machine learning and Al, and enhanced security measures. This review makes several
novel contributions compared to the existing literature, including (1) a comprehensive categorization
of IoMT applications, extending beyond the traditional use cases to include emerging technolo-
gies such as UWB radar systems and DLT platforms; (2) an in-depth analysis of the integration of
machine learning and Al in IoMT, highlighting innovative approaches in disease prediction and
remote monitoring; (3) a detailed examination of privacy and security measures, proposing advanced
cryptographic solutions and blockchain implementations to enhance data protection; and (4) the
identification of future research directions, providing a roadmap for addressing current limitations
and advancing the scientific understanding of IoMT in healthcare. By addressing current limitations
and suggesting future research directions, this work aims to advance scientific understanding of the
IoMT in healthcare.

Keywords: healthcare; IoMT; edge-fog computing; blockchain; network controlling; encryption;
cryptography; Internet of medical things; healthcare system

1. Introduction

The advancement of technology within medical systems is crucial for pioneering new
approaches to illness prevention and treatment, while also enhancing resilience during
public health emergencies. Technological innovations are anticipated to significantly im-
prove the effectiveness and capacity of medical systems, thereby bolstering public health
outcomes [1]. A particularly promising area of technological advancement in healthcare is
the Internet of medical things (IoMT).

The Internet of medical things (IoMT) constitutes a network of interconnected systems
and devices designed to collect, process, and disseminate health data [2]. This transforma-

Informatics 2024, 11, 47. https:/ /doi.org/10.3390/informatics11030047

https://www.mdpi.com/journal/informatics


https://doi.org/10.3390/informatics11030047
https://doi.org/10.3390/informatics11030047
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/informatics
https://www.mdpi.com
https://orcid.org/0009-0008-3382-5005
https://orcid.org/0000-0002-0214-7052
https://orcid.org/0000-0003-4181-074X
https://doi.org/10.3390/informatics11030047
https://www.mdpi.com/journal/informatics
https://www.mdpi.com/article/10.3390/informatics11030047?type=check_update&version=2

Informatics 2024, 11, 47

2 of 24

tive technology revolutionizes healthcare delivery by enabling remote patient monitoring,
diagnosis, and treatment. The IoMT applies the principles of the Internet of things (IoT)
specifically within the medical domain, addressing the unique needs and challenges of the
healthcare industry [3].

By leveraging the IoMT, medical systems can establish comprehensive information
platforms that interconnect various smart devices, including hospital assets, medical exam-
ination tools, and wearable sensors. These devices serve as foundational nodes in the IoMT
network, continuously gathering and generating health data, which are then transmitted to
centralized servers for further processing and analysis. The insights derived from these
data are pivotal in informing medical professionals” decision-making processes [4].

In recent years, the IoMT has garnered significant attention and adoption across
diverse fields within healthcare, including illness detection, remote health monitoring,
smart hospitals, and the tracking of infectious diseases. This widespread adoption under-
scores the transformative potential of the IoMT in revolutionizing healthcare delivery and
improving patient outcomes [5].

Despite the growing interest in and adoption of the IoMT, there is a notable gap in the
literature regarding how the IoMT specifically addresses the challenges and requirements
of the healthcare industry. While existing studies provide a general overview of the
IoMT and its various applications, they often lack a detailed exploration of how the I[oMT
meets specific healthcare needs. This paper aims to bridge this gap by focusing on the
following aspects:

1. Specific challenges in healthcare systems: identifying the limitations and challenges
within current healthcare systems that the IoMT aims to overcome, such as data privacy,
power sustainability, sensor intelligence, and device reliability.

2. Unique features of IoMT: highlighting the unique capabilities of IoMT that make
it well-suited for addressing these challenges, including its ability to provide continuous
health monitoring, real-time data processing, and the integration of advanced technologies
such as machine learning and AL

3. Practical implementation and impact: providing concrete examples and case studies
that illustrate the practical implementation and impact of IoMT in real-world healthcare
settings. This includes detailed examinations of IoMT applications in remote health moni-
toring, smart hospitals, and disease tracking.

By elaborating on these aspects, this paper aims to provide a comprehensive under-
standing of the IoMT’s significance and potential contributions to the healthcare sector,
thereby addressing the existing gap in the literature. Through detailed analysis and case
studies, we seek to demonstrate how the IoMT can effectively transform healthcare delivery
and improve patient outcomes.

1.1. Research Aims and Objectives

The ensuing goals give this review article the necessary emphasis and direction by
helping to define what is crucial in the process of achieving the research aim:

Objective 1: to identify different IoMT applications in use within the healthcare industry.
Objective 2: to identify the key challenges faced by end-users of IoMT applications
in healthcare.

e  Objective 3: to identify the proposed resolutions/mitigations to overcome the key
challenges encountered when using IoMT applications.

Consequently, the main research area of this review paper is the IoMT and the recent
applications of such technology in the healthcare industry, alongside the challenges en-
countered by end-users and the proposed mitigations to overcome such challenges. This
paper aims to answer the following main research question through a systematic literature
review: Has IoMT dependency increased within the healthcare technological domain?
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1.2. Research Methodology

A systematic review approach will be used throughout this research review work to
gather secondary research material and evaluate its content in relation to the goals. This
technique will involve a critical examination of the existing literature and a qualitative
synthesis of the findings to produce a comprehensive overview of the evidence that is
currently available in relation to the research topic. In order to ensure validity and de-
pendability throughout this research, the literature review portion that follows will only
include papers published between 2004 and 2024. A targeted literature search of the Scopus
database was conducted using a key search phrase, ‘internet of medical things applications
and challenges’, which yielded 348 papers. Screening articles on the basis of title and
abstract resulted in references to 291 articles, leading to the identification of 134 articles that
met the inclusion criteria, as illustrated in Figure 1, which shows the different steps of the
academic journal selection process. Furthermore, we adhered to the PRISMA guidelines in
conducting our Systematic Literature Reviews (SLRs) and in synthesizing and presenting
the results [6,7].

Records identified through
database searching

(n=1474)

Identification

Articles screened on basis of Records excluded
title and abstract (n=891)
(n=583)

Screening

Full-text articles assessed for Full-text articles excluded
eligibility (n=291) (n=292)

Shortlisted

Studies included for review
(n=135)

Included

Figure 1. The systematic article selection process for this review.

After conducting a thorough bibliographic review, a suitable keyword search strategy,
specifically “internet of medical things applications and challenges”, was adopted. Initially,
the search was confined to the predetermined timeframe. Bibliometric networks were
generated using VOSviewer software, utilizing data from the Scopus database, to construct
various bibliometric maps for this study. The results of an advanced search, comprising
348 items, were exported to VOSViewer for network visualization, as depicted in Table 1,
aiming to identify the leading countries in publications within this domain. Upon analysis
of the 348 search results, the top five countries emerged were India, China, the United
States, Saudi Arabia, and South Korea. These countries share common traits, such as a
robust industrial landscapes, significant investments in the healthcare sector, and prowess
in technology advancement.

The prominence of countries in the network visualization depicted in Figure 2 reflects
the frequency of healthcare sectors in those nations publishing articles on the Internet of
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medical things” applications and challenges. This highlights India as the most invested
country in researching this subject matter. Moreover, the interconnections between these
circles illustrate the extent of co-citation relationships among the journals, indicating the
influence of articles across different nations’ publications.

Table 1. Most countries with research on the subject of “internet of medical things applications
and challenges”.

Country Documents Citations Total Link Strength
India 105 1578 85
Saudi Arabia 47 718 81
China 73 1029 70
Pakistan 31 391 65
South Korea 32 533 52
United States 43 882 45
Australia 21 375 44
United Kingdom 17 319 42
France 15 337 33
Malaysia 14 171 33
Canada 20 325 31
Iraq 11 78 28
Taiwan 13 22 26
Italy 14 95 23
Iran 11 34 19
Spain 13 399 19
United Arab Emirates 8 7 17
Jordan 5 49 16
Oman 6 92 15
Sweden 7 125 15
India 105 1578 85
Saudi Arabia 47 718 81
China 73 1029 70
Pakistan 31 391 65
South Korea 32 533 52
United States 43 882 45
Australia 21 375 44
United Kingdom 17 319 42
France 15 337 33
Malaysia 14 171 33
Canada 20 325 31
Iraq 11 78 28
Taiwan 13 22 26
Italy 14 95 23
Iran 11 34 19
Spain 13 399 19
United Arab Emirates 8 7 17
Jordan 5 49 16
Oman 6 92 15
Sweden 7 125 15

Throughout this methodology, we critically examined the existing literature and
synthesized their findings qualitatively to offer a comprehensive overview of the evidence
pertaining to the research question or problem. Secondary research data were collected
and analyzed in alignment with the objectives of this paper, involving a thorough search to
identify all relevant articles, facilitating a systematic integration of data, and evaluating the
evidence in the context of the specific research question. Forward and backward citations
from studies were utilized.
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Figure 2. Network visualization.

1.3. Data Selection

The data collected from the 1474 references were arranged into a digital folder, with
files in both Excel and Word formats, based on the compatibility features of the databases
utilized. Studies that did not align entirely with the research objectives of this review and
papers lacking empirical research or literature reviews were excluded. Criteria regarding
the subjects, content of articles, and inclusion and exclusion were applied. Inclusion criteria
represent the necessary qualities a data source must possess to be considered for inclusion
in this study, while exclusion criteria outline the characteristics that disqualify a data source.
These criteria were instrumental in identifying 135 relevant journals published between
2004 and 2024.

1.4. Data Thematic Analysis

In this systematic review, data extraction occurs post the selection of relevant studies
and precedes data analysis. Apart from acquiring the information necessary for qualitative
synthesis and meta-analysis, the primary objective of data extraction was to gain insights
into the selected studies, including their demographics and characteristics. We adhered to
proper procedures to ensure effective and error-free data gathering, thereby avoiding the
production of a less useful systematic review and meta-analysis with shaky conclusions
and inaccurate research findings. To achieve this, we followed the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA) reporting standards, as recom-
mended by [8]. The subsequent phase of Systematic Research (SR) involved extracting and
analyzing relevant data from the selected publications using content and thematic analysis
techniques. Content analysis, a standard approach for text analysis, typically yields a
numerical breakdown of textual attributes or image collections. While theme analysis and
content analysis share similarities, the former focuses more on the qualitative aspects of the
material being studied [9].

As demonstrated in the Results/Bibliometrics section, we initially classified the chosen
articles based on their publication characteristics, such as journal name, publication years,
countries, and research methodologies. The literature mapping was conducted as the
initial step, followed by an examination of the findings, categorized according to their
respective themes and paper titles. For the data analysis, thematic analysis was employed
to identify patterns in the meaning of the qualitative data extracted from the literature,
thereby uncovering themes. An active reflexivity method based on subjective experience
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was utilized to interpret the examined data. Additionally, Ref. [10] utilized content analysis
as a research tool to validate the existence of these themes and establish connections among
the data derived from the literature study. To extract and analyze patterns from the selected
articles, we employed a multi-step approach. Initially, two independent reviewers used a
standardized data extraction form to capture key information from each study, including
study design, sample size, methods, and outcomes. This process ensured consistency and
minimized bias. Subsequently, we conducted a thematic analysis to identify recurring
themes and patterns across the studies. This involved coding the data and grouping similar
concepts to uncover common trends. We also used statistical tools, such as meta-analysis,
where applicable, to quantify patterns and relationships. Throughout the process, any
discrepancies between reviewers were resolved through discussion or consultation with a
third reviewer, ensuring the reliability and robustness of our findings.

2. Discussion and Results
2.1. IoMT Applications

In this section, multiple applications of the Internet of medical things, or IoMT,
are explored.

2.1.1. Mobile Health (mHealth) Applications

It is becoming more and more important to deploy mobile health (mHealth) apps that
can do things such as gather health data streams, interpret the data, trigger actions, and
provide feedback. Three essential parts make up a standard mHealth system: a central
cloud server, as well as individual interfaces for users and researchers/clinicians [11].
While guaranteeing the preservation of data integrity, security, and participant privacy, the
cloud server serves as the basis for data storage, model construction, and action initiating
directed towards the participants. Another essential element is the participant interface,
which requires methods for both objective and subjective data collecting, in addition to
real-time participant interaction capabilities [12]. Every component has a defined set of
functions and functions inside a certain portion of the technological stack [13].

There are five levels in the IoMT architecture. The “perception layer”, at the bottom, is
made up of various machines and sensing devices that have sensors incorporated in them.
All of them allow for gateway-based internet connectivity. Various link layer technologies,
such as Wi-Fi, 4G/5G mobile networks, ZigBee, and near-field communication (NFC),
are used by these machines, equipment, and gadgets. This layer’s primary responsibility
is to gather medical data and send them to the next level [14]. The IoMT places strict
requirements on the accuracy and dependability of devices, media, and protocols because
even a small discrepancy in the facts might be lethal. Work efficiency increases as a result
of these efficient and quick connections [15]. Patients and physicians now have greater
expectations as a result of these developments. They anticipate that medical records will
be exchanged throughout several institutions in order to facilitate online diagnosis and
improve the efficacy and accuracy of the outcomes. Making contact with the professionals
at pertinent hospitals would also be helpful. To improve therapy, it may be possible
to communicate information about illness conditions, electronic health records (EHR),
personal information, and family medical history that is relevant to differential diagnosis.
Since the IoMT is now being employed in several medical sectors, a large amount of data
will be generated by it. The two primary things preventing loMT development are its
transmission and processing [16].

2.1.2. Remote Biomarker Detection

In customized medicine and health protection, timely and distant biomarker detection
is greatly sought after [17]. A versatile, affordable, and self-sufficient sensing device
based on galvanic cell structure may be used for H2S biomarker detection in a variety of
application situations. The change in electrode potential brought about by the chemical
adsorption of gas molecules on the electrode surfaces is thought to be the sensing process.
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Organohydrogels with intrinsic stretchability are utilized as solid-state electrolytes to allow
devices to operate steadily and long-term in a variety of environments and stretching
deformations. The end product is an open-circuit sensing device with excellent selectivity
for H2S, low detection limit, and high sensitivity. Its demonstrated use in the non-invasive
diagnosis of halitosis and the detection of meat rotting has significant economic potential
in the fields of food security and portable medical technology. Using cloud and Bluetooth
technologies, a wireless sensory system for remote H2S monitoring has also been created.
By addressing the drawbacks of conventional chemiresistive sensors, this study provides
guidance and a theoretical framework for the development of wearable sensors that meet
various stimuli detection needs [18].

2.1.3. Hybrid RFID-IoT Scrub Distribution Solutions in Operating Rooms

An RFID/Internet-of-things uniform distribution system for medical staff to keep track
of their scrubs in operation rooms has been implemented. The system lowers and regulates
the amount of inventory in the operating rooms, stabilizes the demand for scrubs, enhances
infection control, and prevents cross-contamination (by preventing scrub manipulation
and hoarding). The hospital will be able to address two main challenges by using a hybrid
simulation model to compare creative solutions for uniform distribution systems, such
as “smart cabinets” powered by RFID and the Internet-of-things (IoT) technologies. The
goal is to determine which design is best for the hospital and address the inefficiencies
of the uniform replenishment-distribution system, as well as the distribution system’s
contribution to noncompliance with infection control regulations [19].

2.1.4. IoT-Based Disease Prediction Using Machine Learning

In order to accurately and comprehensively predict the disease that patients are
suffering from, the Internet of things (IoT) has the potential to play a significant role in
telemedicine, teleconsultation, and virtual consultation. This can be achieved by creating a
novel system that uses the most effective machine learning (ML) algorithm and gathers
patient data, including symptoms, audio recordings, available medical reports, and past
medical histories. A number of the symptoms, including fever and low blood oxygen, may
also be monitored with sensors that use the ESP8266 and Arduino boards. Then, with its
continuously updated database, which may be implemented as an application-based or
website-based platform, it offers the proper diagnosis and treatment of the ailment [20].

2.1.5. Efficient Personal-Health-Records Sharing in Internet of Medical Things Using
Searchable Symmetric Encryption, Blockchain, and IPFS

One of the major issues in the healthcare ecosystem is the secure storing and sharing
of personal health records (PHRs) on the Internet of medical things (IoMT). PHRs are one of
the most sought-after targets for cybercriminals globally because of the significant value of
personal health information. Numerous solutions rely on pre-existing plans, such as the
creative PHR-sharing plan, which is useful, effective, and dynamic. In particular, this plan
utilizes blockchain technology, searchable symmetric encryption, and the Inter-Planetary
File System (IPFS) decentralized storage system to provide PHR confidentiality [21], search
result verifiability, and forward security. Furthermore, it presents official security certifica-
tions for the plan [22].

2.1.6. Remote Healthcare Management Systems Built on IoT

The remote healthcare monitoring (RHM) system, which is built on the Internet of
things, primarily uses deep learning (DL) [23] and artificial intelligence (Al) to analyze the
data it gathers [24]. On the other hand, DL approaches are frequently used in CDSS and
other types of healthcare services for the purpose of creating analytical representations.
Clinical decision support systems provide patients with tailored suggestions for therapy,
lifestyle modifications, and care plans, following a comprehensive analysis of each compo-
nent. This technology supports healthcare applications by evaluating tasks, among other
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things [25]. The term “big data” or “health data” describes the data that IoT devices and
RHM networks collect. This volume of healthcare data requires powerful computational
capabilities and a lot of data storage space [26]. Cloud computing and cloud storage pro-
vide the answer to the issue of managing health care data. Patient confidentiality, however,
safeguards the majority of these data [27]. The security and privacy of data are the main
issues with RHM. Individuals, groups, and companies should not misuse these data for per-
sonal gain. Data safety is influenced by a number of factors, including computer, network,
storage, physical, and authentication security. The prevalence of genetic algorithms, data
encryption, encipherment, and decipherment methods also plays a significant role [28].
The majority of security and privacy frameworks use unreliable third parties to deliver
services [26].

2.1.7. Internet of Medical Things (IoMT)-Based Wearable Device for Non-Invasive and
Real-Time Measurement of Blood Glucose

Due to the many drawbacks and difficulties associated with the current gold-standard
invasive glucose-monitoring technologies, including concerns related to cost and com-
fort, non-invasive blood glucose estimation has been actively studied [29]. A user-worn
photoplethysmography (PPG) device, a smart analytics cloud that deploys models for
blood glucose estimation, and an end-to-end mobile/web application for diabetes patient
monitoring comprise the diabetic health monitoring platform architecture. This allows for
the non-invasive and real-time measurement of blood glucose using a wearable device
based on the Internet of medical things (IoMT). A unique light-weight one-dimensional
input-reinforced deep neural network architecture that we refer to as GlucoNet is used to
compute blood glucose. This architecture extracts from the PPG signal both long and short
temporal and spatial components [30].

2.1.8. Internet of Medical Things (IoMT)-Based Wearable Device for Non-Invasive and
Real-Time Measurement of Blood Glucose

Using Magnetic Resonance Imaging (MRI) methods, it is possible to visually see
the comprehensive morphological changes in fetal brain development during the whole
pregnancy [31]. The Convolutional Neural Network (CNN) approach enables automated
segmentation and classification in the process of investigating embryonic brain develop-
ment. To stop brain abnormalities, it is essential to monitor prenatal brain development [32].
IoT technology’s automation and resource optimization in healthcare applications may
reduce costs and raise the quality of care [33]. The CNN has made significant strides in
image identification tasks by identifying intricate patterns in picture data. It investigates the
optimal performance evaluation for quantitative assessment and confronts the key issues
in studying the fetal brain development, using photos taken between 16 and 39 weeks
of gestation. Information on brain growth may be accessed more easily by integrating
the Internet of things and using contemporary medical detection techniques. In order to
address the issue of brain malformations, the Detection of Fetal Brain Abnormalities (DFBA)
utilizing data augmentation employing IoT technology makes it simple to identify the
detection. The three steps of the DFBA method are picture pre-processing, model building,
and performance assessment. After the data are retrieved, normalization and reshaping are
used in the preprocessing steps to improve the outcome. Data augmentation is used after
pre-processing to expand the amount of the dataset so that the CNN may be processed for
classification. Evaluation criteria including recall, F1-score, accuracy, precision, confusion
matrix, and support have been used to assess the effectiveness of the DFBA technique [34].

2.1.9. The Phonendo 1.0 Distributed Ledger Technology (DLT) IoT-Based Platform

The Phonendo 1.0 distributed ledger technology (DLT) Internet-of-things platform is
intended to collect data streams from wearable devices and publish them on a distributed
ledger architecture. Distributed ledger technology (DLT) provides ways to reduce single
points of failure and strengthen resilience against information manipulation [35]. Wearable-
based solutions with a greater variety of capabilities may be produced by utilizing DLT.
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By enabling wearable device pairing, Phonendo helps to overcome prior vulnerabilities
by recording and authenticating wearable device data streams and publishing them on
a specialized DLT infrastructure, also known as DLTI [36]. Timestamped modification
protection, resistance to identity spoofing, resistance to alteration and/or deletion of data,
and resilience to single points of failure are all advantageous for any solution that employs
data stored on a DLTI. The five components of Phonendo’s microservice event-driven
architecture are Reader, Manager, Storage, Verifier, and Publisher. The links between
each component and their primary function. This architecture’s scalability, versatility,
and capacity to adapt to various applications were all taken into consideration during
design [35].

2.1.10. Flexible Triboelectric Sensors for Intelligent Medical Internet of Things (IoMT)

A strong and clever IoMT system combines adaptable wearable triboelectric sensors
with data analytics powered by deep learning [37]. A bracelet with four triboelectric
sensors is designed to evaluate and identify limb motions in Parkinson’s disease (PD)
patients. An intelligent healthcare monitoring system, comprising identity identification,
heart monitoring, location/trajectory tracking, and surveillance of Parkinson’s disease
patients, was realized through the integration of deep learning-assisted data analytics.
With the help of this creative method, it was possible to precisely record and examine the
fine motor skills and delicate movements of PD patients, resulting in insightful analysis
and a thorough evaluation of the patients’ circumstances. Because of its low cost, ease
of fabrication, great sensitivity, and intelligence, this monitoring system highlights the
enormous potential of human body sensing technologies in a Health 4.0 society [38].

2.1.11. Ultra-Wideband (UWB) Radar-Based Internet-of-Medical-Things (IoMT) System

A radar-based ultra-wideband (UWB) Internet-of-medical-things (IoMT) system has
been created to remotely monitor the vital signs and falls of elderly people as they go about
their everyday lives [39]. The system uses a hybrid cloud infrastructure for additional pro-
cessing and storage and edge computing for prioritizing important operations. For senior
citizens, this system provides telehealth services and monitoring. It correctly identifies
aberrant behaviors including falls and sleep apnea, as well as high-risk situations. Its mean
absolute error (MAE) + standard deviation of absolute error (SDAE) for heart rate (HR)
detection is 1.23 &= 1.16 bpm, and for respiratory rate (RR), it is 0.22 & 0.27 bpm. These
results demonstrate its excellent accuracy levels. In addition, the system shows a 90.60%
identification accuracy for one daily activity, three different fall kinds (stand, bow, and
squat to fall), and no activity background. The radar sensor’s great precision makes it ideal
for a range of remote monitoring uses [40], boosting the security and wellbeing of elderly
individuals living in their homes [41].

2.1.12. Federated Learning (FL)-Based Safe Patient Monitoring System in Internet of
Medical Things

One exciting use of the Internet of medical things (IoMT) that has the potential to
transform clinical diagnosis is the monitoring of patient activities. An IoMT trains a
model on the server using sensory input gathered from smart devices [42]. The patient’s
actions on smart gadgets are recognized by the trained model. A federated learning
(FL)-based safe patient monitoring system trains on local devices and only sends weight
matrices to the server for aggregation. Through this approach, the system avoids security
lapses and protects user privacy, two main challenges [43]. Based on resource availability,
the system automatically groups participants into clusters, trains appropriate models on
each cluster, and improves performance through knowledge distillation (KD). In order to
enhance the performance of small-size clusters, the high-performing cluster model applies
knowledge distillation to the model. The suggested approach functions well even with
uneven resources [44].
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2.1.13. Emotion-Aware Internet-of-Things (WBAN) System

An edge Al system handles long-distance data transfers and data processing for an
emotion-aware Internet-of-things (WBAN) system in the healthcare context. This system
predicts patients’ spoken emotions in real time and records how patients” emotions change
before and after therapy [45]. Utilizing a regularized CNN model in conjunction with a
hybrid deep learning model that combines bidirectional long short-term memory (BiLSTM)
and convolutional neural networks (CNNs). To increase prediction accuracy, decrease
generalization error, and lower the computational complexity of neural networks in terms
of computing time, power, and space, the models are coupled with various optimization
strategies and regularization approaches [46].

2.1.14. IoT-Based Pulse Oximeter for Remote Health Assessment

Globally, cardiovascular diseases (CVDs) are among the leading causes of mortality.
The human heart, the strongest muscle in the body, is continuously monitored by intrusive
sensors to aid in early identification and timely administration of essential therapy [47]. It
was essential to have an IoT-enabled pulse rate monitoring system in order to better assist
patients at all times and from any location, using any kind of device. Raspberry Pi is used to
run the gadget, which makes use of a simple pulse sensor. The device’s efficacy is evaluated
in comparison to a leading brand fingertip pulse oximeter, which is recommended for use
in both home and clinical settings. Additionally, the non-invasive architecture of the pulse
oximeter uses sensors for photoplethysmography (PPG) and electrocardiography (ECG) to
measure blood pressure (BP) [48].

2.1.15. Accident and Emergency Informatics (A&EI)

The COVID-19 pandemic highlighted the need for the continued development of digi-
tal health paradigms, including telemedicine, m-health, and the Internet of medical things
(IoMT), to prepare for future emergencies [49]. The frequency with which varying degrees
of quarantine were encountered suggests the urgent need to create smart medical homes
so that patients may be continuously monitored. Accident and emergency informatics
(A&EI) focuses on the long-term health prediction and prevention of an individual and
immediately identifies accidents and crises for additional procedures that link to rescue
and hospital services to lessen the damage. The concept of One Digital Health (ODH) takes
into account the health of people, animals, and the environment at large [50].

2.1.16. Integrated Wearable Smart Patch-Based Sensor System with Kirigami-Inspired
Strain-Free Deformable Structures

Recent years have seen a significant increase in interest in epidermal and wearable
electronic sensor technologies, since they may provide real-time healthcare information
to a tailored smartphone. A fully functional wearable smart patch-based sensor system
that includes a commercial acceleration sensor, temperature and humidity sensors, and
strain-free deformable structures has been designed, inspired by origami. In order to
help with emergencies resulting from “unpredictable” deviations and to support medical
examinations for vulnerable patients, this fully integrated wearable sensor system attaches
to the skin with ease and accurately measures bodily information. It also has an integrated
circuit with a read-out circuit and wireless communication to transfer medical information
(temperature, humidity, and motion) to a mobile phone. With the introduction of a well-
equipped, breathable, biocompatible, and conformable smart patch that provides excellent
adhesion to the skin, the system overcomes the challenge of all-day continuous monitoring
of human biological signals. This allows users to continuously monitor the early detection
of diagnosis. Additionally, the patch-based medical device, which is outfitted with a
low-power Bluetooth module, a signal processing integrated circuit installed on a flexible
printed circuit board, and a unique circuit design, allows wireless sensing capabilities in
response to fast variation. As a result, a special platform is created for multipurpose sensors
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to communicate with hard electronics, opening up new possibilities for Internet of things
and biomedical applications [51].

2.2. Case Studies of Healthcare IoMT Implementations

This section of the paper outlines case studies of actual hospitals and healthcare
providers that have successfully implemented IoMT solutions to support their operational
effectiveness and the real-world impact, as illustrated in Table 2.

Table 2. [oMT implementation case studies in healthcare.

Case Study Healthcare Facility Details Outcome
Reduction in Hospital Readmissions:
Partners HealthCare deployed a a reduction in hospital readmissions
remote patient monitoring system for heart disease patients using
for patients with chronic heart RPM systems [53].
Remote Patient disease. The system includ'ed Improved Pat.ient Compli.ance: a
Monitoring for Partners HealthCare wear.able dE\.IICQS.that continuously higher compliance rate with
Chronic Disease (part of Mass monitored vital signs, such as heart medication and lifestyle
General Brigham) rate, blood pressure, and oxygen recommendations due to regular

Management

Smart Inhalers
for Asthma
Management

IoMT in
Post-Surgical Care

Cleveland Clinic

Johns Hopkins
Hospital

saturation. Data were transmitted
in real-time to a cloud-based
platform accessible by healthcare
professionals [52].

Cleveland Clinic implemented
smart inhalers equipped with
sensors that tracked usage patterns
and environmental conditions for
asthma patients. Data were sent to a
mobile app that provided patients
with reminders, usage feedback,
and alerts about environmental
triggers [56].

Johns Hopkins Hospital
implemented an IoMT solution to
monitor patients after surgery.
Wearable sensors tracked vital
signs, such as temperature, heart
rate, and blood pressure, which
were crucial for detecting early
signs of infection or complications.
Data were analyzed in real-time,
and alerts were sent to healthcare
providers if any abnormalities were
detected [60].

monitoring and feedback [54].

Cost Savings: significant cost savings
were achieved due to reduced
hospitalizations and emergency room
visits [55].

Enhanced Medication Adherence: the
hospital reported that there was a
significant increase in medication
adherence among patients using the
smart inhaler [57].

Reduction in Asthma Attacks: the
hospital reported that the frequency
of asthma attacks decreased [58].
Patient Satisfaction: higher patient
satisfaction levels due to the
personalized feedback and reminders
provided by the application [59].

Early Detection of Complications: the
system enabled early detection of
post-surgical complications, allowing
for timely intervention and reducing
the severity of potential issues [61].
Shorter Hospital Stays: ability to
discharge patients earlier with
continuous monitoring at home,
leading to shorter hospital stays and
reduced healthcare costs [62].

Patient Empowerment: patients felt
more secure and involved in their
recovery process, knowing that their
health was being monitored
continuously [63].
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Table 2. Cont.

Case Study Healthcare Facility Details Outcome
Improved Glycemic Control: patients
o using CGMs achieved better glycemic
Mayo Clinic implemented an IoMT control, with a significant reduction in
solution using continuous glucose HbA1c levels [65].
Diabetes mqnitors (CGMs) for dial?etes Reduction in Hypoglycemic Events:
Mana i patients. The CGMs provided notable decrease in hypoglycemic
gement with . . . > .
. Mayo Clinic real-time blood glucose readings events, enhancing patient
Continuous Glucose . : , &P
. and transmitted data to a mobile safety [66].
Monitors (CGMs) y
app. The app analyzed the data and Enhanced Patient Engagement:
provided perspnahzed patients felt more engaged and
recommendations and alerts [64]. proactive in managing their diabetes
due to the real-time feedback and
data visualization [67].
Improved Health Outcomes: an
overall improvement in health
Kaiser Permanente introduced a outcomes due to continuous
telehealth and remote monitoring monitoring and timely
system for elderly patients living in interventions [69].
assisted living facilities. The system Increased Independence: elderly
Telehealth and included various IoMT devices patients experienced increased
Remote Monitoring  Kaiser Permanente such as fall detectors, heart rate independence and a higher quality of
for Elderly Care monitors, and smart medication life, as they could manage their health

dispensers. Data were transmitted

more effectively at home [70].

to a central monitoring hub where ¢  Reduced Caregiver Burden: the

healthcare providers could track system helped reduce the burden on

patients” health status [68]. caregivers by providing automated
alerts and reducing the need for
constant supervision [71].

2.3. Critical Factors for a Successful IoMT Implementation

Factors such as infrastructure requirements, cost implications, maintenance, and
scalability strategies provide a realistic and actionable framework for healthcare providers
considering IoMT implementation. Starting with infrastructure, requirements encompass
not only the physical hardware but also the necessary network capabilities to support
a large number of connected devices. This includes considerations for bandwidth, data
storage, and security measures to protect sensitive patient information [72]. Secondly,
cost implications involve both initial investments and ongoing expenses, such as software
updates, device replacements, and potential training for healthcare staff to effectively use
and maintain IoMT systems [73]. Maintenance is another crucial factor, as loMT devices and
systems must be regularly updated and checked to ensure they are functioning correctly and
securely. This includes addressing potential technical issues promptly to avoid disruptions
in patient care [2]. Lastly, scalability strategies should outline how healthcare providers
can expand their JoMT implementations as their needs grow, which might involve phased
rollouts, pilot programs, and iterative improvements based on feedback and performance
data [74].

2.4. Key Challenges of Healthcare IoMT Implementation and Proposed Resolutions
2.4.1. Challenge and Resolution 1: Lack of Sustainable Power Source, Sensor Intelligence,
and Human Adaption in Sensors

The IoMT confronts a number of difficulties, such as the need for a sustainable power
source, human adaptation in sensors, and sensor intelligence [35]. Because several kinds
of sensors are being used, the data that are gathered may be erroneous and inconsistent.
Wireless sensors are preferable because wearable sensors, particularly those intended for
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children, have the potential to irritate. Safeguarding confidential patient data from cyberat-
tacks is of utmost importance. One difficulty with loT-based healthcare systems is fraud.
Chronic patients benefit more from smart medical systems than from standard healthcare
treatments. The electricity needed to power Internet-of-things devices is unavailable in
remote regions. Because real-time monitoring requires a fast and stable network connec-
tion, it is more difficult in remote locations and with low-powered equipment. Stated
differently, these limitations are independent of the advancement of novel technologies and
are potentially surmountable [75]. A resolution to this challenge is interoperable modules
that are generally required for the functioning of IoT applications in the healthcare indus-
try [76]. These applications provide a number of security concerns at the network edge,
despite their obvious advantages. For these applications to effectively and safely exploit
the resources at hand, cutting-edge artificial intelligence (AlI) techniques may be applied at
the network edges. The term “cloud computing” describes the common pool of dynamic,
widely available, and adjustable computer resources that provide on-demand access to
resources such as servers, network infrastructures, storage, apps, and so forth. It facilitates
a scalable, logical, and well-coordinated business model that works with mobile devices. A
resolution to overcome the identified challenges [77], in addition to network controlling,
includes cryptography, edge-fog computing and blockchain [75].

2.4.2. Challenge and Resolution 2: Lack of Privacy Protection in IoMT
Healthcare Applications

Concerns over the security and privacy of vital health data have grown as a result of the
Internet of things’ (IoT) rapid development and the expanding use of healthcare software
in this field [78]. A resolution to this challenge is blockchain technology in conjunction with
homomorphic encryption approaches to improve privacy protection in Internet- of-medical-
things-based healthcare applications. Homomorphic encryption protects the privacy of
the data during the computation process by making it easier to execute computations on
encrypted data without the need for decryption. Patient privacy is preserved because
authorized parties can process and evaluate the encrypted data without disclosing its
true contents. Additionally, this method uses blockchain-based smart contracts to set
data-sharing guidelines and impose access restriction. By offering fine-grained permission
settings, these smart contracts make sure that only authorized parties are able to access and
use the encrypted data [78,79].

2.4.3. Challenge and Resolution 3: Reduced Data Speed and Device Reliability

The device reliability and data speed are amongst the main challenges encountered
when using IoMT despite most literature focusing on privacy issues. A resolution to this
challenge is that data speeds and device reliability for Industry 4.0 applications might be
greatly enhanced by implementing 5G standards. The computational expenses of Industry
4.0 and 5G-enabled intelligent healthcare systems have decreased thanks to a completely
new design, making them a more effective option for practical uses [80].

2.4.4. Challenge and Resolution 4: Redundant Healthcare Data Decreasing
Storage Efficiency

The IoT medical devices are producing an exponential amount of redundant healthcare
data, decreasing storage efficiency [81]. Storage efficiency may be increased by running a
deduplication algorithm, spotting redundant data, and preventing them from being stored
onto cloud servers. Enhancing storage efficiency may be achieved by deduplicating data
and preventing redundant data from being sent to the cloud. Nevertheless, there is a
significant communication cost in the current methods. Both encryption and deduplication
are carried out using the full hash values of the data chunks in conventional hash-based and
convergent key-based deduplication techniques. As a result, the deduplication technology
becomes susceptible to confirmation of file assaults (CFAs). Furthermore, current methods
encounter a significant false-positive error on the hash table when performing dedupli-
cation [82]. A fog-centric strategy is proposed to tackle several issues and improve the
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performance of the deduplication algorithm. Instead of sending full hash values to cloud
storage, fog nodes share partial hash values (Pavs) with neighboring fog nodes. These
partial hash values are stored in a Scalable Bloom Hash Table (SBHT) maintained by each
fog node, facilitating inline deduplication. The SBHT generates and stores the P\v hash bits
needed for inline deduplication. Before uploading non-redundant data chunks to cloud
storage, the edge node encrypts them with an asymmetric Cramer—Shoup (CS) cryptosys-
tem. This approach reduces communication overhead by 65-70%, enhances security against
CFA, decreases false-positive errors, and improves storage efficiency. These advantages
make the proposed technique viable for real-time IoT healthcare applications [83].

2.4.5. IoMT Influence on Healthcare Risk Management

The network of linked medical equipment and healthcare systems that gather, transfer,
and share medical data is known as the Internet of medical things (IoMT) [84]. The IoMT
has the potential to have a big influence on healthcare risk management in a number of
ways, starting with enhanced data vulnerability. As connected devices proliferate, there
is a greater chance that data may be compromised. IoMT devices might be the target of
hackers looking to obtain private patient data [85], followed by patient privacy concerns,
as sensitive patient data are frequently collected and sent by IoMT devices. It becomes
imperative to protect the privacy of this information, and risk management strategies
must take into account any breaches and illegal access [86]. Risks of malfunction in the
form of cyberattacks, software errors, and malfunctions might affect loMT equipment.
Strategies to lessen the impact of device malfunctions on patient safety should be part of
risk planning [87].

One important factor to take into account is how well-integrated IoMT devices are
with the current healthcare infrastructure. Systems that are incompatible may cause prob-
lems with data integration, which may have an effect on patient care. Risk management
should take these issues into account and guarantee a smooth integration [88]. The laws
and regulations governing medical technology are always changing. In order to ensure
compliance with new standards and requirements, risk planning must incorporate methods
for adapting to changes in legislation and the regulatory environment [89]. Since IoMT
devices depend on network access, they are vulnerable to attacks by cybercriminals. Risk
planning must include the implementation of strong cybersecurity measures, as well as
ongoing monitoring and upgrading of these procedures in order to guard against any
breaches. Ensuring the security of network risks is essential [90].

A significant amount of data are generated by IoMT devices. Ensuring the precision
and soundness of these data is crucial in order to arrive at well-informed healthcare deci-
sions. Planning for risks should take into account any problems with data quality [91]. It is
critical to inform patients and healthcare professionals alike about the dangers of the [oMT.
Initiatives to raise awareness, provide training, and implement best practices should all be
a part of risk planning in order to reduce human error and promote cybersecurity hygiene
in general [15]. In conclusion, the new risk aspects brought about by the integration of the
IoMT into healthcare must be properly taken into account when developing risk manage-
ment methods. In order to reduce the dangers associated with IoMT, it is imperative that
cybersecurity, data privacy, device dependability, and regulatory compliance be addressed.

2.5. Comparative Analysis

When comparing the results of the present study with previous studies and analyzing
their results comprehensively, several trends and advancements in the field of the Internet
of medical things (IoMT) applications were identified. Firstly, regarding the advancements
in the IoMT architecture, previous studies have focused on developing and refining the
architecture of IoMT systems. For instance, Ref. [15] highlighted the importance of the
perception layer in IoMT architecture, emphasizing the need for accurate and reliable data
collection from various devices. This aligns with the findings of our study, which also
emphasize the critical role of data accuracy and connectivity in IoMT applications.
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Secondly, regarding innovations in remote monitoring, several studies have explored
the potential of the [oMT for remote monitoring of biomarkers, patient health, and vital
signs. For example, Ref. [18] developed a wireless sensory system for remote H2S moni-
toring, while [92] introduced a radar-based IoMT system for monitoring vital signs and
falls in elderly individuals. These findings demonstrate the diverse applications of [oMT in
improving healthcare outcomes, especially in remote or home settings. Thirdly, regarding
the integration of machine learning and Al, many studies have incorporated machine
learning (ML) and artificial intelligence (AI) algorithms into IoMT systems for disease
prediction, patient monitoring, and data analysis. Ref. [20] proposed an IoMT system for
disease prediction using ML algorithms, while [93] discussed the use of deep learning (DL)
and Al in remote healthcare management systems. These findings underscore the growing
importance of data analytics and predictive modeling in IoMT applications [94].

Fourthly, regarding the enhanced security and privacy measures, as IloMT systems
handle sensitive health data, ensuring security and privacy is paramount. It is necessary
to fulfill the requirement for a more comprehensive understanding of blockchain and
encryption methods in protecting sensitive health data in the [oMT (Internet of medical
things) systems. As IoMT systems handle sensitive health data, ensuring security and
privacy is paramount. Various studies have proposed solutions leveraging blockchain
and encryption technologies to enhance data protection. For instance, Ref. [95] proposed
a secure sharing method for personal health records using blockchain combined with
traditional encryption techniques. This approach ensures data integrity and immutability,
making unauthorized alterations virtually impossible.

To practically implement these technologies in IoMT systems, several key components
must be considered. The first component is the blockchain technology. Blockchain’s
decentralized nature offers a robust framework for secure data transactions. It ensures
transparency and traceability, with each data entry verified by consensus mechanisms [95].
Implementing blockchain in IoMT involves creating a distributed ledger where health
data transactions are recorded and validated by multiple nodes, reducing the risk of single
points of failure [96]. Second, the encryption methods, such as homomorphic encryption,
as studied by [97], allow computations on encrypted data without decryption, preserving
data privacy during processing. Implementing homomorphic encryption in IoMT systems
requires adapting existing algorithms to handle the specific requirements of medical data,
such as real-time processing and minimal computational overhead [98].

To provide a comprehensive understanding, it is essential to examine existing practices
and their efficacy. These practices start with data anonymization, which is a fundamen-
tal privacy practice ensuring that patient data cannot be traced back to individuals [99].
Methods such as pseudonymization and de-identification are commonly used, though
they must be carefully managed to prevent re-identification through data correlation [100].
The second practice is access controls, which involve implementing robust access control
mechanisms to ensure that only authorized personnel can access sensitive health data [101].
Role-based access control (RBAC) and attribute-based access control (ABAC) are widely
adopted frameworks [102]. The third practice is secure communication protocols, whereby
the encryption of data in transit using protocols such as TLS (Transport Layer Security) en-
sures that data transmitted between IoMT devices and servers are secure from interception
and tampering [103].

Analyzing real-world implementations as case studies, such as Estonia’s e-Health
System, which utilizes blockchain technology to secure its national health records system,
provides valuable insights. The system ensures data integrity and provides patients with
control over their data, exemplifying how blockchain can enhance data security and trans-
parency [104]. Furthermore, MediBloc, a decentralized healthcare information ecosystem,
uses blockchain to empower patients with data ownership and secure sharing capabilities.
The system highlights the practical application of blockchain in ensuring data privacy and
security [105].
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Fifthly, regarding challenges and resolutions, previous studies have identified key
challenges in IoMT implementation, such as power source sustainability, privacy protection,
data speed, and storage efficiency. Various resolutions have been proposed, including the
use of interoperable modules, blockchain technology, 5G standards, and data deduplication
algorithms. This revision not only delves deeper into the technologies and their practical
implementations but also provides an examination of current practices, case studies for
context, and actionable recommendations, thus fulfilling the requirement for a compre-
hensive discussion on enhancing data protection in the IoMT systems. These findings
emphasize the importance of addressing technical and regulatory challenges to realize the
full potential of the IoMT in healthcare. Overall, the comparison of present and previous
studies highlights the evolving landscape of IoMT applications, with advancements in
architecture, remote monitoring, data analytics, security measures, and resolution of chal-
lenges. By addressing these challenges and leveraging emerging technologies, the oM T
has the potential to revolutionize healthcare delivery and improve patient outcomes.

2.6. User Experience and Acceptance of IoMT Technologies

Understanding the perspectives and concerns of end-users, including both healthcare
professionals and patients, is crucial for the successful adoption of the Internet-of-medical-
things (IoMT) technologies [106]. This section explores the usability, accessibility, and
potential resistance to IoMT systems, supported by user feedback and relevant case stud-
ies. Additionally, we discuss user-centric design principles and strategies to enhance
user engagement.

2.6.1. Usability and Accessibility

Usability refers to how effectively, efficiently, and satisfactorily users can interact
with a technology. For the IoMT systems, usability is paramount to ensure that healthcare
professionals can integrate these technologies into their workflows without excessive
training or disruption. Similarly, patients must find these devices easy to use and non-
intrusive in their daily lives [107].

Accessibility is another critical aspect, ensuring that IoMT technologies are usable by
individuals with varying abilities and in different environments. This includes considera-
tions for patients with physical disabilities, older adults, and those with limited technical
proficiency [108].

A case study on remote patient monitoring systems reveals several key insights into
usability and accessibility. For example, a trial involving elderly patients with chronic
conditions showed that devices with simple interfaces and clear instructions significantly
improved adherence and satisfaction. Healthcare professionals noted that systems that
integrated seamlessly with electronic health records (EHRs) and provided real-time alerts
enhanced their ability to deliver timely care [109].

2.6.2. Potential Resistance and Concerns

Despite the benefits, there is potential resistance to adopting IoMT technologies. Pri-
vacy and security is the first concern, as both patients and healthcare professionals express
concerns about data privacy and the security of medical information. Ensuring robust
encryption and compliance with health regulations (e.g., HIPAA) is essential to alleviate
these fears [110]. Secondly, there is the issue of technical reliability. Concerns about the
reliability and accuracy of IoMT devices can hinder acceptance. Demonstrating high levels
of accuracy and providing reliable technical support can mitigate these issues [84]. Thirdly,
change management, resistance to change, particularly among healthcare professionals ac-
customed to traditional practices, can pose a barrier. Providing comprehensive training and
demonstrating the long-term benefits of the [oMT can facilitate smoother transitions [111].

A study involving wearable health devices found initial resistance among healthcare
professionals, primarily due to concerns about data accuracy and the additional workload of
monitoring device-generated data. However, after a pilot phase with extensive training and
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support, the acceptance levels increased, highlighting the importance of proper onboarding
and continuous support [112].

2.6.3. User-Centric Design Principles

To address these challenges, IoMT technologies should be developed using user-
centric design principles. This approach involves engaging end-users in the design process.
Involving healthcare professionals and patients in the design and testing phases ensures
that the final product meets their needs and preferences [113]. Iterative testing and feedback
by regularly testing prototypes with the end-users and incorporating their feedback leads
to more refined and user-friendly designs [114]. Third, simplified user interfaces involves
designing intuitive and easy-to-navigate interfaces that help reduce the learning curve and
enhance user satisfaction [115]. The fourth principle is employing comprehensive training
programs. Providing detailed training and resources for both healthcare professionals and
patients ensures that they are confident in using the technology. Lastly, ongoing support
and updates, which involve offering continuous technical support and updates based on
user feedback, help maintain trust and satisfaction [116].

An IoMT project aimed at managing diabetes involved extensive user engagement
throughout the design process. Focus groups with patients and healthcare providers
identified key features and usability improvements, resulting in a highly accepted and
effective management tool [117].

In conclusion to this section, the successful adoption of IoMT technologies hinges
on understanding and addressing the user experience and acceptance among healthcare
professionals and patients. By focusing on usability, accessibility, and potential resistance
and incorporating user feedback and case studies, developers can create more effective and
widely accepted IoMT solutions. Embracing user-centric design principles and strategies
to enhance user engagement will not only improve the adoption rates but also ensure that
these technologies deliver maximum benefit to their users.

3. Practical Implications

For healthcare providers, these recommendations could focus on implementing the
latest IoMT technologies to enhance patient care and streamline operations. For technology
developers, insights from this review could guide the development of more robust and
user-friendly IoMT solutions that address current gaps and challenges. Policymakers could
use the findings to formulate regulations and standards that ensure the safe and effective
deployment of IoMT systems, promoting innovation while safeguarding public health.
Providing such practical recommendations would not only strengthen the paper but also
facilitate the real-world application of its findings.

4. Research Limitation and Future Areas of Research

Technology evolves rapidly, which limits the years of research to the past 3 years, as
earlier publications would be deemed outdated in terms of technical content. Moreover,
the identified literature scope of coverage was vast and not focused on certain technical
aspects of IoMT, which is an area of potential exploration for future research.

A prominent area of future research is the applications that focus on OHS for corporate
or industrial white-collar or blue-collar workers who must anticipate and track their health
state in order to maintain future employment [42]. Another area of research could be to
explore the effectiveness of such applications in mobile patients, such as those transferred
from one geographical area to another for treatment and requiring medical assistance
(MEDA). In other words, will their operational effectiveness be impacted when away from
the conventional setting of care?

Moreover, focused scopes around the technical aspects of IoMT implementation in
healthcare are required, as the current literature covers a vast range of topics, including e-
health industrial applications in IoMT, layer management in IoMT, data acquisition in IoMT,
software-defined IoMT and edge computing implementation, wearable sensor network,
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e-health cloud for medical things, machine learning in [oMT, multimodality in IoMT data,
and explainable AI for loMT.

There is also a pressing need to address cybersecurity concerns within IoMT systems.
Ensuring the privacy and security of patient data is paramount, given the sensitive nature
of health information and the increasing frequency of cyber-attacks. Developing robust
encryption methods and secure communication protocols for loMT devices and networks
is essential.

Furthermore, interoperability standards for IoMT devices and systems must be es-
tablished to ensure seamless integration and communication between different healthcare
technologies. This would facilitate a more cohesive and efficient healthcare delivery sys-
tem, improving patient outcomes and operational efficiency [118]. Interoperability is a
critical factor in the successful implementation of the Internet-of-medical-things (IoMT)
systems, as it ensures seamless integration and communication among diverse medical
devices and systems. The primary challenges in achieving interoperability include stan-
dardization, compatibility, and data exchange protocols [119]. To address these issues, the
adoption of universally accepted standards is essential, enabling devices from different
manufacturers to work together harmoniously. Compatibility can be enhanced through
the development of middleware solutions that bridge the gaps between disparate systems,
facilitating smooth data flow [120]. Robust data exchange protocols, such as HL7 and
FHIR, should be implemented to ensure the secure and efficient communication of medical
data [121]. Furthermore, fostering collaboration among stakeholders, including device
manufacturers, healthcare providers, and regulatory bodies, is crucial for establishing a
cohesive framework that supports interoperability [122]. By focusing on these strategies,
the deployment of IoMT technologies can be more effective, leading to improved patient
outcomes and streamlined healthcare operations.

Additionally, research into the scalability of IoMT solutions is crucial. As the number
of connected medical devices grows, it is important to ensure that IoMT systems can
handle increased data volumes and maintain performance levels. Exploring advanced data
processing and storage solutions, such as cloud computing and edge computing, could
provide valuable insights into managing the scalability of [oMT infrastructures.

Moreover, the impact of IoMT on healthcare policy and regulation warrants further
investigation. Understanding how emerging technologies influence healthcare laws, ethical
considerations, and regulatory frameworks will be vital in shaping the future landscape of
IoMT in healthcare. By addressing these multifaceted challenges, future research can pave
the way for more effective and sustainable [oMT implementations, ultimately enhancing
patient care and health outcomes.

Finally, incorporating quantitative data, such as adoption rates, effectiveness, and
cost-benefit analysis would substantiate claims and enhance empirical evidence. This will
not only bolster the credibility of findings but also provide a more precise understanding
of the impact and feasibility of IoMT solutions in healthcare settings.

5. Conclusions

It is anticipated that by 2025, there will be 75 billion IoT-connected devices. The
Internet-of-things (IoT) paradigm blends the benefits of cloud computing, Wireless Body
Area Networks (WBANSs), edge, fog, and autonomic computing with the latest advance-
ments in communication technologies and sensors to open up new possibilities and path-
ways across several industries, particularly healthcare [123]. Unfathomable changes in
healthy lifestyles are being brought about by IoMT. Unlike the previous paradigm, every-
thing is a networked smart device in the Internet-of-things era. Healthcare now faces a new
problem as a result of the IoMT, which includes everything from smart clinical gadgets
to digital records. The IoMT enhances people’s well-being by lowering medical costs and
improving the quality of life [42].

Amongst the various applications identified in the literature were mobile health
(mHealth) applications, Remote Biomaker Detection, hybrid RFID-IoT scrub distribution
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solutions in operating rooms, IoT-based disease prediction using machine learning, efficient
sharing of personal health records on the Internet of medical things using searchable
symmetric encryption, blockchain, and IPFS. Additionally, remote healthcare management
systems built on the IoT include the Internet-of-medical-things (IoMT)-based wearable
devices for non-invasive, real-time measurement of blood glucose, such as the Phonendo
1.0. The distributed ledger technology (DLT) IoT-based platform, the ultra-wideband
(UWB) radar-based Internet-of-medical-things (IoMT) system, the IoT-based pulse oximeter
for remote health assessment, the accident and emergency informatics (A&EI), and the
integrated wearable smart patch-based sensor system with Kirigami-inspired strain-free
deformable structures, all are indicative of the growing dependency on the IoMT within
the healthcare technological domain.

Among the key challenges such IoMT healthcare applications face are the lack of pri-
vacy protection, lack of sustainable power source, sensor intelligence and human adaption
to sensors, reduced data speed and device reliability, and redundant healthcare data de-
creasing storage efficiency. Adopting network control, cryptography, edge-fog computing,
and blockchain are mitigations to such challenges. Lastly, by outlining the main limitations
in this area of research and offering recommendations for future lines of inquiry, this work
advances scientific understanding.
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