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Abstract: Cybersecurity is a multifaceted global phenomenon representing complex socio-technical
challenges for governments and private sectors. With technology constantly evolving, the types and
numbers of cyberattacks affect different users in different ways. The majority of recorded cyberat-
tacks can be traced to human errors. Despite being both knowledge- and environment-dependent,
studies show that increasing users’ cybersecurity awareness is found to be one of the most effective
protective approaches. However, the intangible nature, socio-technical dependencies, constant tech-
nological evolutions, and ambiguous impact make it challenging to offer comprehensive strategies
for better communicating and combatting cyberattacks. Research in the industrial sector focused on
creating institutional proprietary risk-aware cultures. In contrast, in academia, where cybersecurity
awareness should be at the core of an academic institution’s mission to ensure all graduates are
equipped with the skills to combat cyberattacks, most of the research focused on understanding
students’ attitudes and behaviors after infusing cybersecurity awareness topics into some courses
in a program. This work proposes a conceptual Cybersecurity Awareness Framework to guide the
implementation of systems to improve the cybersecurity awareness of graduates in any academic
institution. This framework comprises constituents designed to continuously improve the develop-
ment, integration, delivery, and assessment of cybersecurity knowledge into the curriculum of a
university across different disciplines and majors; this framework would thus lead to a better aware-
ness among all university graduates, the future workforce. This framework may be adjusted to serve
as a blueprint that, once adjusted by academic institutions to accommodate their missions, guides
institutions in developing or amending their policies and procedures for the design and assessment
of cybersecurity awareness.

Keywords: cybersecurity; awareness; curriculum; computer science; information technology;
education; framework; courses; content design

1. Introduction

The advancement, proliferation, and accessibility of the internet, communication,
and mobile technologies have brought opportunities for clients/users of public and pri-
vate sectors to engage in online transactions; this is increasingly generating digital data,
which are normally stored on servers (cloud) in various locations. To safeguard the data
and help reduce the number of possible cybercrimes that originate from illegal online ac-
tivities, those entrusted with critical data, such as banking data, invested heavily in cy-
bersecurity by hiring security experts, developing complete security policies, incorporat-
ing advanced security technologies, and continuously training their security profession-
als. While this investment has resulted in safer and more protected networks, operating
systems, and programs, relatively less investment has been put forward to increase secu-
rity awareness among clients or users of these sectors, making clients/users the weakest
link. As a result, organized cyber criminals have shifted their attention to human elements
by pushing significant efforts to research and develop advanced hacking techniques that
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exploit clients’ trust and tendency to help, in an effort to compromise their data. Online
chat forums, emails, phishing, fraud, identity theft, ransomware, cyberbullying, and social
engineering are some common ways in which attackers target their victims to launch cy-
bersecurity attacks. As the cybersecurity attack methods, types, and tools that target the
vulnerability of users are continuously growing and dynamically changing, the signifi-
cance of the human factor in cybersecurity awareness and management has become of
paramount importance. This means that, to counter cybersecurity attacks designed to ex-
ploit human factors and protect information assets, it is necessary to create cybersecurity
awareness programs that make users aware of their roles and responsibilities. Studies
show that a lack of awareness of the threat of cybersecurity attacks is one of the driving
factors that contribute to the increasing number of internet-related attacks [1-3]. In aca-
demic institutions where the vast majority of users are students, cybersecurity awareness
is essential, as students usually facilitate data breaches and digital misconduct owing to
their lack of knowledge and awareness of cybersecurity and the consequences of cyber-
crime. Indeed, university students are prime targets of cyberattacks as the students’ fre-
quent and increased access and exposure to various online applications and social plat-
forms have increased the cybersecurity risks associated with these daily activities. Most
students have no knowledge of either the basic concepts of cybersecurity or the best prac-
tices on how to protect their devices from malware, viruses, and scams [4,5]. Students in
Silicon Valley universities (a tech-savvy environment in the USA), for example, reported
low levels of two-factor authentication usage or password complexity for accounts, and
even felt comfortable providing personally identifiable information to an entire university
population despite being aware of the possible consequences [6]. A cybersecurity survey
in the United Kingdom reports that organizations within the educational sector have be-
come the most prominent targets in terms of identified successful data breaches or attacks
in 2020 [7]. As such, developing a cybersecurity awareness related to understanding net-
work security and protection measures in academic institutions has become crucial. This
leads to an urgent need to implement a common approach to improve cybersecurity
awareness among college students, increase their knowledge of these issues, and educate
them on ways to protect themselves from potential cyberattacks.

The rest of the related work in this article will focus on the following cybersecurity
awareness aspects: students in higher education; the public; government initiatives;
cyberbullying; content design and delivery, including game-based learning; awareness
frameworks; and best practices.

1.1. Cybersecurity Awareness— Students in Higher Education

Cybersecurity awareness for students in higher education has been and still is being
researched to better understand students’ attitude, knowledge, behavior, and other rele-
vant impacting factors. An information security survey was conducted among students
of the College of Business and Economics at California State University, Los Angeles in
the Spring 2011 semester [8]. It was determined that the major problem with security
awareness is not a lack of security knowledge, but rather lies in the way students apply
that knowledge in real-world situations. Recommendations were made to assist colleges
in designing curricula that include more context-based cybersecurity awareness training.
Another study identified several important factors that impact the awareness and its re-
lationship to other factors, such as how religious indicators and social pressure influence
peer performance [9]. The recommendation was that higher education institutions should
develop policies and procedures that motivate students to apply proper responses to
avoid security incidents. An evaluation of cybersecurity awareness knowledge, attitude,
and behavior of students in seven Kuwaiti universities reported poor levels and recom-
mended that priority be given to formal cybersecurity awareness training [10]. Early re-
sults were reported from a study aiming to investigate student awareness and attitudes
toward cybersecurity and the resulting risks in one of the most advanced technology en-
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vironments: Silicon Valley in California, USA. Their statistical analysis suggested that col-
lege students, despite their belief that they are observed when using the internet and that
their data are not secure even on university systems, are not fully aware of how to protect
their data [6]. An empirical comparison was conducted to determine the level of cyberse-
curity awareness (knowledge and behavior) among college students who use
smartphones relative to computers [11]. The findings showed that all students were highly
aware of some information security concepts; however, they behaved differently in pro-
tecting their smartphones compared with their computers. The recommendation was to
increase training campaigns that educate students on the possible information security
risks related to smartphone usage in educational settings. A study reporting the prelimi-
nary results of a quantitative survey aimed to identify students’ awareness and enthusi-
asm to learn cybersecurity in Nigerian Universities [7]. The objective of the survey was to
determine whether students in this developing country were aware of cyber-attacks, iden-
tify ways to mitigate the attacks, and to determine whether cybersecurity awareness pro-
grams are part of university programs. The preliminary results indicated that the students
claimed to have basic cybersecurity knowledge, but were not aware of how to protect their
data. In addition, most universities did not have an active cybersecurity awareness pro-
gram to improve students’ knowledge on how to protect themselves from any threats.
Interestingly, the surveyed students showed an interest in learning more about cyberse-
curity. One report outlined the findings of several information technology security aware-
ness studies conducted among students and professionals in the United Arab Emirates
[12]. It recommended the importance of assessing the security awareness by running con-
trolled audits and presented several key factors to help increase the security awareness
among users. Another study that investigated the students’ awareness of basic knowledge
of cybersecurity in the Department of Computer Science at Yobe State University, Nigeria,
found that half of the students were not aware of how to protect their data [13]. This study
recommended that an active cybersecurity awareness program be incorporated. Another
study identified the need to educate and train Majmaah University, Kingdom of Saudi
Arabia, students in cybersecurity awareness and practices [4]. Computer security and eth-
ics awareness were investigated among undergraduate information technology students
and education students from two different universities in Malaysia [14]. The findings re-
vealed satisfactory levels of awareness among the students surveyed, with slightly higher
level of awareness among information technology students. While male students reported
higher level of computer security and ethics violations than their female counterparts, fe-
male students were more conscious of security and ethics while using computers. Infor-
mation technology students were also more aware of internet security and ethics facts, but
largely ignored this knowledge and were more engaged in unethical activities and illegal
internet practices when compared with education students. An survey on the cybersecu-
rity awareness of college students was conducted in major cities of Tamil Nadu [15]. The
survey included questions about security threats like email, virus, phishing, fake adver-
tisement, popup windows, and other attacks from the internet. The results showed that
these college students had an above-average level of cybersecurity awareness. The work
in [16] tested students on cybersecurity knowledge, self-perception of cybersecurity skills,
actual cybersecurity skills and behavior, and cybersecurity attitudes. The findings re-
vealed the need for cybersecurity campaigns to raise cybersecurity awareness.

All of the above mentioned studies collectively identify an urgent need for universi-
ties to develop well-structured cybersecurity awareness programs. Ideally, these would
be based on a system-level approach that addresses current needs and has the capacity to
evolve to address constantly emerging trends. Indeed, that is our contribution in this
work.
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1.2. Cybersecurity Awareness— The Public

Cybersecurity awareness for the public at large has been and still is being researched
to better understand the public’s attitude, knowledge, behavior, and other relevant im-
pacting factors. An examination of the level of cybersecurity awareness among the general
public in the Kingdom of Saudi Arabia confirmed that it is extremely low; it also appears
to be related to the nature of Saudi culture [17]. Another study investigated, using a quan-
titative online survey, the cybersecurity awareness of the people in the same country [18].
Although the participants had a good knowledge of information technology, their aware-
ness of the threats associated with cybercrime, cybersecurity practices, and the role of gov-
ernment and organizations in ensuring information safety across the internet was very
limited. Employees of educational institutions in the Middle East (academic and employ-
ees) were evaluated to understand their level of awareness of information security, and
the associated risks and overall impact on the institutions [19]. Not all employees had the
requisite knowledge and understanding of the importance of information security princi-
ples and their practical daily applications. It was thus recommended that comprehensive
awareness and training programs be adopted at all levels of the institutions to avoid neg-
ative consequences on the institutions and their employees.

Thus, cybersecurity is a pervasive issue that may be addressed early on by instituting
awareness and training programs in schools and universities.

1.3. Cybersecurity Awareness—Government Initiatives

Most countries have prioritized the importance of cybersecurity, and some have pro-
vided guidelines for private and public sectors. This resulted in the development of cy-
bersecurity training programs to increase awareness about the impact of cyber breaches
or attacks. The United States, for example, developed the National Initiative for Cyberse-
curity Education to address awareness, formal education, professional training, and
workforce structure in an effort to improve the long-term cybersecurity attitude of its cit-
izens [20]. The United Kingdom developed a national program that aimed at enhancing
cybersecurity education and skills, with a cyber policy that mandated the incorporation
of cybersecurity education at all levels, starting from the age of 11 years [21]. Saudi Arabia
established the National Cybersecurity Authority (NCA) in 2017 to centralize cybersecu-
rity controls. Concurrently, the National Cyber Security Center (NCSC) was established
to serve as the arm for the technical and operational component of the NCA. The NCSC
monitors supervisory control and data acquisition systems among government entities,
specifically in the sectors of energy and industry [17]. It is worthy to note that, although
countries differ in the cybersecurity legislative laws, one universal fact can be deduced
from the overseas studies mentioned in this article; cybersecurity awareness is universally
needed. Our proposed generic framework allows universities worldwide to design, with
their local cybersecurity legislative laws in mind, cybersecurity awareness modules that
are integrated into the curricula of students.

1.4. Cybersecurity Awareness—Cyberbullying in Schools

Cyberbullying occurs when an individual is tormented, threatened, harassed, humil-
iated, or embarrassed by other individuals via online or digital technologies [22]. Indeed,
studies have identified cyberbullying as a cybersecurity risk that children may face and
recommended that awareness programs be available in schools [23]. Although there is no
evidence in the literature to suggest that cyberbullying leads to serious cyberattacks,
cyberbullying rightfully merits its own place in cybersecurity awareness programs. In
fact, some schools in the UAE introduced cyberbullying as part of the cybersecurity
awareness programs required by students [24].
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1.5. Cybersecurity Awareness— Content Design and Delivery

Cybersecurity awareness programs’ content design and delivery have been and still
are being researched to better understand what content is most effective and the ideal
method to deliver the message behind the content. One study, for example, used two class
groups of students at a university to examine the usefulness of cybersecurity awareness
vocabulary test set to assess awareness levels, and observed a significant relationship be-
tween knowledge of concepts (vocabulary) and behavior [25]. Some researchers experi-
mented with machine learning techniques to explore and identify linear relationships
among the questions in a dataset to identify the most critical questions that should be used
to determine the most accurate level of cybersecurity awareness [7].

1.5.1. Infusing Cybersecurity into Computer Science Curricula or Courses

Various authors have explored how security content can be integrated into computer
science curricula to increase cybersecurity awareness. One approach suggested ways to
incorporate security courses into the computer science curriculum [26,27]. Later studies
discussed an approach for integrating security concepts into several existing courses in
the regular curriculum [28]. Some studies even showed how secure coding concepts, like
integer overflow, buffer overflow, and input validation, could be introduced into intro-
ductory computer science courses [29]. Some studies explored how computer science ed-
ucators could work as a community to teach cybersecurity and subsequently integrate
hands-on cybersecurity exercises into the computer science curriculum [30,31]. A cyber-
security curriculum development methodology that aims to break the isolation of differ-
ent knowledge units and lab practices was presented in [32]. This method guides the de-
velopment of chained, hands-on cybersecurity modules based on real-world, multiple-
step attacks. The resulting curriculum enabled better cybersecurity workforce develop-
ment, specifically the production of graduates who are more career-ready as a result of
being more skilled with logical inference and cross-field communication. Some key issues
were described that prevented the cybersecurity workforce from successfully expanding
in Wisconsin, USA [33]. Potential resources were identified to create a cybersecurity cur-
riculum that uses a challenge-based learning methodology to ensure that proper cyberse-
curity practices and skills are age-appropriate for students and teachers. The work also
outlined ways in which older adults could be encouraged to get educated on matters of
privacy and security.

The curricular foundations for cybersecurity have been argued to require the exist-
ence of a K-12 component, model curricula, and accreditation criteria as clear markers of
cybersecurity as an academic discipline [34]. The substantial workforce demands create a
pressing need to query the direction this field has to take for the next generation of cyber-
security programs.

It has been argued that infusing security concepts pervasively into an undergraduate
computer science program is a crucial and attainable best practice [35]. Indeed, it has been
posited that a five-step methodology can be incorporate into a traditional computer sci-
ence curriculum in a way that maintains disciplinary integrity without adding substan-
tially new curricular content.

1.5.2. Cybersecurity Awareness—Delivery Methods

A study focused on identifying security awareness delivery methods that would be
most successful in providing information security awareness, and identified delivery
methods that were preferred by users [36]. Information security awareness was conducted
using text-, game-, and video-based delivery methods with the aim of determining user
preferences. The recommendation was that combined delivery methods would be most
effective. As our proposed framework uses game-based learning, we will elaborate on it
in the next subsection.
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Game-Based Learning

Games have been used as learning tools for hundreds of years. Chess was used to
learn strategic thinking since the Middle Ages; similarly, the game of Kreigsspiel was in-
vented in 1812 primarily to teach Prussian officers strategic planning. Even Friedrich Fro-
bel’s notion of learning by play was the birth of kindergarten in the mid-1800s [37]. The
central principle behind game-based learning is to teach through repetition, failure, and
objective achievement. Video games are based on this concept. The player starts slowly
and gains experience until the player can handle the most challenging stages skillfully
[37]. Instructive games may be considered, quite possibly, the latest resources used to as-
sist/facilitate and motivate students’ learning experience [38]. Game-based learning will
lead to a measurable improvement in enjoyment in higher education that noticeably in-
creases deep learning, especially when the game is aligned with the curriculum and learn-
ing outcomes [37]. Game-based learning is already successfully applied in many fields
(e.g., healthcare, defense, and management), and it has been proven that it can be an ef-
fective training tool. In cybersecurity, game-based approaches have shown the potential
of improving cyber security learning and training effectiveness. In [39], for example, it
was reported that various studies have showed that trainees who used games reported
significant improvements in acquiring knowledge and skills, diligence, and motivation.
Young students reported that engaging in game-based educational approaches is more
entertaining than engaging in traditional approaches [40]. Kahoot is one of the platforms
for game-based learning that enables teachers to easily create and share learning games
and quizzes. In addition to making the learning process fun and entertaining, this game
simplifies learning assessment through reports. Indeed, the Kahoot platform has more
than forty million ready-to-play games in various topics [41]. Every month, millions of
people use Kahoot as a game-based learning tool in schools and colleges, corporate offices,
social environments, and sporting and cultural events all over the world [41].

In cybersecurity, many games that target groups, such as employees, professional
and non-professional end-users are found in academic publications or through a search
in the domain of cyber security [42]. For example, the work in [43] introduced a game that
teaches professional users computer and network security using real life scenario ques-
tions. In [44], a gamification that uses real-life scenarios with a focus on cybersecurity at-
tacks detection and handling was used to teach both professional and nonprofessional
end-users incident detection and response procedures that must be followed in the event
of a cybersecurity threat. Some games adopt certain dynamic complexities that are based
on the players” performance, level of difficulties, and time allocated to complete a task.
Scenario-based learning in a gaming environment also supports active learning strategies
such as problem-based or case-based learning by using interactive scenarios; participants
must apply their subject knowledge, critical thinking, and problem solving skills to solve
a question by working their way through a storyline that is usually based on an ill-struc-
tured or complex problem [45].

1.6. Cybersecurity Awareness Frameworks

A framework was developed to guide the implementation of a knowledge manage-
ment system for improving security awareness in an organizational context [46]. The con-
tributions of this framework to improving security awareness were evaluated by cyberse-
curity experts using a prototype, and were found to be applicable in many organizational
settings. The results obtained from end-users who were not familiar with computer
threats reflected the positive effects of improving security awareness.

On 12 February 2014, National Institute of Standards and Technology released its
final cybersecurity framework, titled “Framework for Improving Critical Infrastructure
Cybersecurity” [47]. This framework adopts industry standards and best-practices to pro-
vide a set of voluntary, risk-based measures that can be used by organizations to address
their cybersecurity risk; it also provides a tool for organizations to assess themselves and
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to use as a baseline measure of their cybersecurity programs. Rather than providing a
design of a cybersecurity awareness program, it is a reference point for objective evalua-
tions of an organization’s cybersecurity program.

The work in [48] proposed a cyber-security awareness and education framework for
South Africa to assist in creating a cyber-secure culture in South Africa among all internet
users. The framework was based on key factors extrapolated from a comparative analysis
of relevant developed countries, and subsequently validated by cybersecurity experts
with a series of questions, including the following: Is the framework comprehensive
enough? Do you think the framework would contribute to the cultivation of the suggested
culture? Are there any other frameworks of which you are aware, to which you can refer
me? The work in [49] proposed a conceptual framework for the design and implementa-
tion of cyber security games to improve, using game-based approaches, cyber security
education, and pedagogical effectiveness. Various data and statistical measure were used
to assess the mindset of internet users for preparing a cybersecurity awareness framework
[50]. The resulting recommendations included the need to provide practical sessions on
various cyber restriction and monitoring tools, such as parental locking and website
blocking.

Based on the investigated level of security awareness among college and high school
students, a module was developed that used interactivity and presentation of shocking
consequences of careless cyber habits of common internet/technology users to increase the
awareness of the students [51].

1.7. Security Awareness— Best Practices
The following best practices are based on the work in [52]:

e  Build an institution-wide culture and participation where decision-making and ap-
plication of cybersecurity best practices become daily pursuits for end-users at all
levels.

e  (learly communicate to upper-level management and all end-users that it is critical
to understand the value and purpose of cybersecurity education before implement-
ing training.

e  Gauge program success by conducting a comparative study to see if there is a reduc-
tion in institutional employee-driven cybersecurity incidents over time.

e  Conduct regular, ongoing assessments and training so that end-users are given the
benefit of regular cybersecurity education, and the opportunity to learn over time
and develop new skills.

e  Create a clear link between assessments and training.

e  Maintain awareness of cybersecurity best practices for end-users by revisiting topics
on a regular basis and incorporating ongoing awareness activities; without reinforce-
ment, the institution must regularly rebuild rather than build upon.

e  Be consistent in tracking and reporting progress.

e  Keep the end-user motivated and engaged by applying gamification techniques that
use rewards and positive reinforcement to raise end-user interest and participation
and elevate the effectiveness of your program.

The related work in this article focused on seven categories of cybersecurity aware-
ness: students in higher education; the public; government initiatives; cyberbullying; con-
tent design and delivery, including game-based learning; awareness frameworks; and
best practices.

The study of these categories highlights the importance of creating cybersecurity ed-
ucational/awareness programs that (1) are based on a domain-specific framework that can
be systematically applied across an institution, organization, enterprise, or simply a spe-
cific group of people; (2) incorporate continuous improvement to assess its effectiveness
and to incorporate advances in technologies; (3) focus on the education of users; and (4)
incorporate game-based activities to improve learning outcomes. The goal of this study is
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to design a Cybersecurity Awareness Framework for Academia that (a) seamlessly inte-
grates cybersecurity awareness into curricula to mainstream the delivery and assessment
of infusing cybersecurity awareness into the academic programs in institutions of higher
learning; and (b) links this integration with certificates to students who complete cyberse-
curity awareness modules.

Untrained faculty and staff can also contribute to cybersecurity breaches. Therefore,
the proposed framework ought to be extended to support the registration of faculty mem-
bers and staff in the general Cybersecurity Awareness Training Modules, and follow a
similar path of certificate completion as that of students.

2. Method Used to Design the Cybersecurity Awareness Framework

A literature review was carried out that queried the following databases: Academic
Search Ultimate; Education Research Complete; Professional Development Collection;
Taylor and Francis Journals; Emerald Journals; Sage Journals; and Science Direct. Key-
words, such as “cybersecurity awareness”, “cyberattacks”, “awareness frameworks”, “in-
tegration of cybersecurity in courses”, and “game-based learning”, and similar terms were
used; the results of this review are outlined in the Introduction. The Cybersecurity Aware-
ness Framework for Academia (CAFA) proposed in this work is conceptual and was de-
veloped based on this review and the experiences of the authors in higher education, pri-
marily in computer science, information technology, biology, and the STEM disciplines.
The main goal of CAFA is to integrate the following three elements:

1. The infusion of game-based cybersecurity awareness learning and assessment into
the curricula of academic institutions using training modules that are part of stu-
dents’ study plan.

2. The incorporation of continuous improvement practices in cybersecurity awareness.

The proposed CAFA is crucial for the development of systems that ensure adequate
cybersecurity awareness of all university graduates, irrespective of majors or disciplines.
This study focuses on three constituents of CAFA (discussed in Section 3), expanding
them into sequences of units and their phases; these could aid academic institutions in
designing and delivering awareness-based certificates for different stages throughout the
university residency.

3. Conceptual Cybersecurity Awareness Framework for Academia

The CAFA is based on two interacting constituents linked by the Student Information
System (SIS) (Figure 1). The term constituent is used to represent a composite of activities
that include support, design, and assessment. As such, constituents do not have to corre-
spond to discrete units/offices/departments in academia, although that correspondence is
an option. The three constituents of the CAFA are as follows:

1. An academic institution’s “information and communication technology support”
(ICTS) constituent that manages the learning management system (LMS), coordi-
nates with the student information systems (SISs), provides support during the de-
sign of cybersecurity awareness modules by faculty members, and provides support
for the assessment of students.

2. An academic institution’s “cybersecurity awareness center” (CAC) constituent con-
ducts research on the latest cybersecurity awareness trends and related best practices,
defines/adjusts the cybersecurity awareness topics and assessments for training mod-
ules, populates test banks and creates all training modules on the learning manage-
ment system (LMS), reports on the assessment results to the student information sys-
tem (SIS), and recommends actions for further improvements
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Cybersecurity Awareness Center (CAC)

Define/Adjust Cybersecurity

i Populate Test Banks and Report on Assessment
Awareness Topics and e
Assessments for Esch Training — Create All Training Results and Recommend
Modules on LMS Actions

Module

Information System
(s15)

Information and Communication Technology Support (ICTS)

Create Logistics for Training Provide Technical Support and
Modules on LMS Conduct Surveys

Figure 1. Cybersecurity Awareness Framework for Academia (CAFA).

The effective design, delivery, and assessment of cybersecurity awareness modules
requires cooperation that is based on clear processes between the two constituents and the
SIS. The CAFA would guide the development of policies and procedures for each of the
two constituents with their related continuous improvement mechanisms. Indeed, the es-
tablishment of a Cybersecurity Awareness Framework ensures the efficacy of the current
awareness cycle and, ideally, establishes procedures for the continuous improvement of
awareness contents.

This work highlights important elements of the “cybersecurity awareness center”
(CAC) and the “information and communication technology support” (ICTS) constituents
of the cybersecurity awareness framework, and provides sequential guidelines for the de-
sign, delivery, and assessment of cybersecurity awareness training modules in academia
(Phases I and II of CAC).

4. The Cybersecurity Awareness Center

The Cybersecurity Awareness Center (CAC) constituent includes three sequential
phases, each phase organized as a series of activities (Figure 2). Faculty members in an
academic institution are the major stakeholders of the CAC constituent because of their
central role in the design/adjustment of cybersecurity awareness topics and scenario-
based gamified assessments of the training modules; these faculty members should be
provided by the CAC with the necessary knowledge (series of workshops) to allow them
to align training modules with course learning outcomes. For example, the English faculty
member in charge of infusing the cybersecurity awareness topics in an English course
should ensure that the learning outcomes of the course are maintained while accomplish-
ing the purpose of educating English major students on cybersecurity awareness.
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Fm————————

Define/Adjust Cybersecurity Awareness Topics and Assessment for Training Modules

Define/Adjust Scenario-
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| Cybersecurity Attack Training Modules Assessments in Training
Trends Modules

Cybersecurity Awareness Center (CAC) R

Populate/Adjust Test Banks Associated with the Training Modules on LMS

Create/Adjust Scenario-Based Gamified Populate Each Training Modules with Assessments [:
Questions on LMS Test Banks From Test Banks

Report on Assessment Results and Recommend Actions

=

>l Student Information System (SIS) Report for Actions

Report Assessment Results to the

Analyze Results for each Training Modules and D

I
|

Figure 2. Cybersecurity awareness center (CAC) constituent of the Cybersecurity Awareness Framework.

4.1. Phase 1—Define/ Adjust Cybersecurity Awareness Topics and Assessments for Training
Modules

This phase of the CAC constituent encapsulates the activities of researching recent
trends in cybersecurity attacks, defining/adjusting cybersecurity awareness topics in
training modules, defining/adjust scenario-based gamified assessments in training mod-
ules, creating/adjusting scenario-based gamified questions in the test banks of the LMS,
populating each training module with assessments from test banks, reporting assessment
results to the student information system, analyzing the results for each training module,
and reporting for possible actions to continuously improve the modules (Figure 2).

4.1.1. Phase 1/Activity 1: Research Latest Cybersecurity Attack Trends

Different threatening technologies exist and are evolving and creating opportunities
for more cyberattacks. Adversarial inputs, data-poisoning attacks, and model-stealing are
recent favorites of cybercriminals. Every year, cybersecurity experts around the world de-
termine and publish the cybersecurity attack trends in many industries; individuals try to
familiarize themselves with these trends and adjust their practices. For example, infra-
structure as a service is being increasingly hosted on the cloud, particularly for businesses
with private data. This has significant cost-saving benefits and increases an organization’s
speed to introduce services to the market; however, it makes the organization more vul-
nerable to cyberattacks, making cybersecurity services a priority for cloud users, and
places attacks against cloud services on the list of trends.

4.1.2. Phase 1/Activity 2: Define/Adjust Topics in Training Modules

Faculty members, the main stakeholders of the CAC, should follow the latest trends
in cybersecurity to continuously improve the design of the cybersecurity awareness topics
for a training module. Faculty members in the CAC should adjust the topics in a training
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module based on these latest trends and on the results and corresponding recommenda-
tions of the last assessment (see Phase I/Activity 3).

Cybersecurity Awareness Training Module Design Recommendation

The recommendation is that the CAFA supports four cybersecurity awareness train-
ing modules (CATM-0, CATM-1, CATM-2, and CATM-3). CATM-0 is designed to be
taken during orientation for new students; it contains general cybersecurity awareness
subjects that are easy to complete with minimal effort. Each CATM-x (where x is either 1,
2, or 3, representing Year/Level 1, Year/Level 2, or Year/Level 3, respectively; additional
years can be added for lengthier programs), comprises two parts:

o  The first part contains cybersecurity awareness topics and related gamified questions
that are general to all students in an academic institution; these are referred to as
CATM-x). These cybersecurity awareness topics and related gamified questions are
appropriately designed for the relevant year. Examples of topics and one gamified
question for CATM-1(c) are shown below.

e  The second part contains cybersecurity awareness topics and related gamified ques-
tions that are specific to each major in an academic institution; these are referred to
as CATM-x¢). For example, CATM-1s) for English majors would contain gamified
questions designed by the English instructor based on cybersecurity awareness top-
ics that are infused in a required English course that is associated with CATM-1¢). To
elaborate a bit further, an English instructor uses content-based language instruction
to teach both English language skills and cybersecurity content. For example, the
English instructor would use a newspaper article that is intended for general public
consumption and present it in class to teach both English skills and cybersecurity
basics that will drive the cybersecurity awareness that will be used to create gamified
questions; a task that can be done with the help of a cybersecurity awareness center.
These “major-based cybersecurity awareness course topics” will be explained further
below.

A CATM-xs+c) (where x represents Year/Level 1, 2, or 3, respectively) contains both
general and specific cybersecurity awareness gamified questions appropriately designed
in this phase. CATM-x(s+:c) modules can be added to students” study plans in any major so
that they become required courses; that is, students enrolled in any major will have to
pass CATM-1, CATM-2, and CATM-3 to graduate. Academic institutions may choose to
make all the CATM-x “required but non-binding for graduation”.

CATM-x©): CATM-1) Material for First-Year Students

Table 1 shows the topics, sub-topics, and outcomes to be measured for the materials
designed for the cybersecurity awareness training module for first year students, or
CATM-1. This material is based on the SANS Institute’s security policy project [35].
Basic security awareness training is needed as a foundation for first-year students.

Table 1. Topics to be included in the cybersecurity awareness for first year students.

Topic Sub-Topics Outcomes to be Measured
1-Understand the definition of hacking
. Hacking definitions, types of hackers, 2-Define types of hackers
Hacking . . . . .
types of cybercrimes, and ethical hacking 3-Describe types of cybercrime

4-Describe ethical hacking

Social Engineer-
ing Attacks

Social engineering attacks definitions,
common types of social engineering at-

tacks

1-Understand the definitions of social engineering
attacks

2-Distinguish between different types of social en-
gineering attacks
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Definition of phishing, protect your per-

1-Understand the definition of phishing

Phishing sonal information, recognize false links, 2-Describe the risks associated with phishing
recognize false emails 3-Describe different phishing techniques
L . 1-Understand the definition of pretexting
. Definition of pretexting attacks, examples . . . . .
Pretexting . . . . 2-Describe the risks associated with pretexting
of fabricated scenarios used in pretexting . . . .
3-Describe different pretexting techniques
Describe the proper definition of baiting 1-Understand the definition of baiting
. attacks, differentiate between baiting and 2-Describe the risks associated with baiting
Baiting . . . . . o\
pretexting, protecting your login creden- 3-List the differences between baiting and pre-
tials texting techniques
1- he definition of qui
Describe the proper definition of quid pro Unde1.rstand t © de 1n1t19n © qL.ud Pro quo
. . . L 2-Describe the risks associated with quid pro quo
Quid ProQuo  quo attacks, differentiate between baiting . ) .. .
. 3-List the differences between baiting and quid pro
and quid pro quo .
quo techniques
Describe the proper definition of tailgating 1-Understand the definition of tailgating attacks
Tailgating attacks, examples of tailgating attempts 2-Describe the risks associated with tailgating at-
and their results tacks
Describe th definition of t-
escribe the proper CEUINon of Ioghe a 1-Understand the definition of rogue attacks
Rogue tacks, examples of rogue attempts and

their results

2-Describe the risks associated with rogue attacks

Strong Password
Requirements

Describe the password construction re-
quirements, password protection stand-
ards, and associated risks

1-Understand the requirement of a strong pass-
word
2-List the risks associated with a weak password

Email Security

Understand the email usage risks, opening
attachment risks, and sender identification

1-Recognize the dangers of using emails

2-Determine the dangers of opening an attachment

3-Understand the financial consequences of poor
email security

Securing Mobile
Devices

Mobile security requirements, relevant
built-in security features, and issues asso-
ciated with hacked devices

1-Understand the requirements for secure mobile
devices

2-Describe the steps to use built-in security features

3-Define the risks associated with compromised de-
vices

Destroying Sensi-
tive Data

Consequences of inappropriate data dis-
posal, steps to destroy out-of-date sensi-
tive data

1-Understand the consequences of inappropriate
data disposal.

2-Describe the steps to destroy out-of-date sensitive
data

Malware Protec-
tion

Malware classifications, definitions for
anti-virus software, types of virus-caused
damages, best practices to prevent mal-
ware

1-Understand malware, viruses, and anti-viruses

2-Distinguish between virus types

3-Describe best practices and steps to prevent mal-
ware

1L CATM-x(s: Major-Based Cybersecurity Awareness Course Topics

Each academic department in a faculty/school selects courses from its first, second,
and third years to become targets for infusing specific cybersecurity awareness topics. For
example, in an English department, courses like “Active Reading” (Levels 1 and 2), and
Academic Writing Skills” (Level 3) might be elected to become infused with cybersecurity
awareness topic(s). In such English courses, the infusion will come in the form of read-
ing/writing tasks. In contrast, the Math department may choose “Discrete Math” (Level
1), “Number Theory” (Level 2), and “Numerical Analysis” (Level 3) for infusing cyberse-
curity awareness topics. In a Math course, the infusion could come in the form of an ap-
plied subject. The coverage of major-based cybersecurity awareness course topics in a
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course associated with a CATM-x() might consume 1 to 1.5 contact hours. The allocated
time may vary according to institutions and/or courses.

Each academic department would maintain records indicating which required
courses corresponds to which CATM-x) (Table 2). The educators of courses associated
with a CATM-xs) would work with, or be a member of, the CAC constituent to create
scenario-based and gamified questions for the cybersecurity awareness-infused topics.
Scenario-based and gamified questions coming from infused cybersecurity topics in a spe-
cific major will be available only to students in that major during the assessment of a
CATM-x).

Table 2. Examples of three major-required Math and English courses for the CATM-xs).

CATM-xs) Math Major English Major
CATM-1¢) Discrete Math Active Reading 1
CATM-2¢) Number Theory Active Reading 2
CATM-3s) Numerical Analysis Academic Writing Skills

Departments/programs like information technology, computer science, computer en-
gineering, and other technology-concentrated programs may include cybersecurity as an
expected learning outcome of the program and infuse cybersecurity into every core
course. Students in such programs should not be required to participate in the CATM-
X(G+9).

4.1.3. Phase 1/Activity 3: Define/Adjust Scenario-Based Gamified Assessments in
Training Modules

Faculty members define or adjust the scenario-based gamified assessments using the
topics decided for each training module (for example, in CATM-x) and CATM-x)).

Scenario-Based Questions —Gamified

Scenario-based training is an engaging training environment in which students face
practical work challenges and receive realistic feedback as they advance; the results are
based on the learner’s choices. Unlike traditional training in which students passively
learn knowledge by reading a text and then taking a test, students in scenario-based train-
ing actively engage in the process from start to end. This kind of training allows students
to learn from failures and successes; if they do not correctly resolve a question or situation,
students can adjust their approaches until they succeed. The following is an example of a
phishing (Table 1) topic that is used to build a scenario-based question:

You received an email from a Facebook administrator asking you to urgently press a
link to send the activation code you received in your mobile device within an hour, or you
will lose your account:

A You should press the link and make sure the website belongs to Facebook.

B You should verify the email sender and make sure the email is sent from Facebook.

C  Youshould try to find misspelling mistakes in the email to make sure the email is not
phishing.

D This is considered a phishing email and you should not press the link as you did not
sign up to any website that sent you a verification code.

The correct answer is D. Because you did not register to any website using your Fa-
cebook account, this is a type of phishing. The next question is automatically determined
based on the student’s choice.

Such scenario-based questions related to the cybersecurity awareness topics of a
CATM- x (o are then gamified using gamification engines or plugins like Kahoot, H5P,
and so on. Gamifying the scenario-based questions requires game-like elements, includ-
ing interactivity, instant feedback, progress indicators, time-limits, repetition, unveiling
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of levels, scoreboards, and badges and awards. For each CATM-x(G), the cybersecurity
awareness topics, scenario-based questions, and their gamification are managed by CAC.

4.2. Phase 2—Populate Test Banks Associated with the Training Modules on LMS

Information System
(s15)

| LMS (Moodle)

General Cybersecurity
L
\.._______—_____/

e
\-..._____________,_..-/

Students Student #x (Y/L1) Student #y (Y/L2) Student #z (Y/L1)
Major Math Math English
CATM-Xc+s) CATM~2{G} \ CATM-2;

CATI\;I-I{G] ‘ CATI:HN

L

CATI\;I—l@ CATM-14) |

Year/Level 1 «

\-...________________,/
L—
\-..._‘____‘_'_______./

Year/Level 2 <%

L —
—

k Year/Level 3 J

Scenario-based Gamified Questions Derived
| | From General Cybersecurity Awareness Topics

4.2.1. Phase 2/Activity 1: Create/Adjust Scenario-Based Gamified Questions on LMS Test

Major-based Courses

/L1

Discrete Math

Number Theory  Y/L2

Numerical Analysis Y/L3

= = 1
\-.._____________________.../
/"'_——_‘__-—""“\

\'*---_._____._---""/
Active Reading 2 Y/L2
\“.""‘-‘-_-_-___-_._.-—"'/

e

b\'-''''‘"--—-——_——-—--""""’
Academic Writing Skills Y/L3]
\___./

Like most courses in an academic institution, the CATM-x will be created by the ICTS
constituent every academic year on the academic institution’s LMS (Moodle, for example).
As depicted in Figure 3, there are two level-appropriate test banks associated with each
CATM-x: one test bank for CATM-x(), where ¢ is for general, and another for CATM-x),
where s is for specialized.

Year/Level = Y/L

Scenario-based Gamified Questions Derived From Major-Based

Courses That Are Infused With Cybersecurity Awareness Topics

Figure 3. Populating test banks for training modules.

Banks

at various levels would be created/adjusted.

The test bank associated with CATM-x() contains scenario-based gamified questions
derived from general cybersecurity awareness topics that are level-appropriate. For ex-
ample, in Figure 3, CATM-1(g) is associated with the general cybersecurity awareness test
bank of Level 1. The test bank associated with CATM-xs) contains level-appropriate sce-
nario-based gamified questions derived from major-based courses infused with cyberse-
curity awareness topics. For example, in Figure 3, CATM-1(s for the English major is as-
sociated with the cybersecurity awareness test bank of Level 1 (Active Reading 1), whereas
CATM-2 for the Math major is associated with the cybersecurity awareness test bank of
Level 2 (Number Theory). It should be noted that students in one major taking courses in
another major, for example, computer science students taking Active Reading 1, would
also experience the training module from the other major. This is an advantage as students
would be exposed to similar concepts from the points of views of different disciplines.

Based on Phase 1, faculty members experienced in using the scenario-based gamifi-
cation tools of an LMS (Like H5P) will compile questions in the appropriate test banks.
For example, in the test banks related to the Math department, questions related to courses
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_________ Information and Communication Technology Support (ICTS) T T T

4.2.2. Phase 2/Activity 2: Populate Each Training Module with Assessments from Test
Banks

Based on the recommendations/results from Phase 3 of CAC, faculty members pop-
ulate each CATM-x(c+s) training module with questions from the appropriate test bank
and levels. Scenario-based gamified assessment questions related to a CATM-x() are de-
rived from the appropriate test bank and are common to all students enrolled in that
CATM-x (Figure 3). In contrast, scenario-based gamified assessment questions related
to a CATM-x() are derived from the appropriate test bank related to a department’s
courses that are infused with cybersecurity awareness topics (Figure 3). For example,
game-based assessment questions for CATM-1s) for a Math major are populated from the
test bank related to the cybersecurity awareness topics that are infused into Discrete Math.

4.3. Phase 3—Report on Assessment Results and Recommend Actions

In this phase, reports of assessment results are generated to the Student Information
System (SIS); these reports are analyzed and recommend actions are generated for im-
provement in the overall design of cybersecurity awareness topics and their related sce-
nario-based gamified assessments. It is recommended that courses that are infused with
training modules include cybersecurity-related outcome(s) in their course learning out-
comes; the results on these outcome(s) could serve as elements of the evaluation of the
effectiveness of the training module.

4.3.1. Phase 3/Activity 1: Report Assessment Results to the Student Information System
(SIS)

As depicted in Figure 1, the results of the assessment of a CATM-x will be reported
to the SIS for the entry of grades. However, it is recommended that courses that are in-
fused with training modules include cybersecurity-related outcome(s) in their course
learning outcomes; the results on these outcome(s) could serve as elements of the evalua-
tion of the effectiveness of the training module.

4.3.2. Phase 3/Activity 2: Analyze Results for Each CATM-x(+s) and Report for Actions

The results of the training modules are reported to the Student Information System
(SIS). These results are then analyzed by the CAC for improvement, which could include
changes to the design of the assessment instruments’ content.

5. Information and Communication Technology Support (ICTS)

The information and communication technology support (ICTS) constituent of the
CAFA in Figure 1 includes two phases. The phases have sequential activities that are de-
picted in Figure 4.

7

Set up Training
Modules on LMS

Create Logistics for CATMs on LMS Provide Technical Support and Conduct Surveys
Assign Students to Provide Real-Time
[+—>| Training Modules E >_[ 1 Technical Support to Conduc: Surimyete Impow [: >

End-Users Experiences

on LMS End-Users

LMS = Learning Management System End-Users = Students/Faculty/Staff

Figure 4. Information and communication technology support (ICTS) constituent of the Cybersecurity Awareness Frame-

work.
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5.1. Phase 1— Create Logistics for Training Modules on LMS

The first phase of the ICTS encapsulates the logistics required to create, manage, and
support the cybersecurity awareness training modules CATM-x(c+s) on the LMS of the ac-
ademic institution. The second phase provides the technical support to faculty members
in charge of designing and managing cybersecurity awareness training modules.

5.1.1. Phase 1/Activity 1: Set Up Training Modules on LMS

Aside from CATM-0, which students are required to take, and at orientation, the
ICTS establishes all three CATM-x modules on the university’s learning management sys-
tem (LMS) as courses based on the Student Information System (SIS). The ICTS then com-
municates with the CAC constituent to receive the updated/revised topics and assessment
questions related to all the CATM-x) and CATM-x() modules.

5.1.2. Phase 1/Activity 2: Assign Students to Training Modules on LMS

At the beginning of each academic year, the ICTS adds university students to the
appropriate CATM-x(+s) based on the Student Information System (SIS). Students who
fail a CATM-x(c+s) are assigned an “NP” or “No Pass” grade, but are registered in CATM-
x+1(css) by the SIS. Registering in CATM-x+2(c+s) requires that a student passes CATM-xGs)
or CATM-x+1ss). This way, students are not hindered by the failure of a training module.

5.2. Phase 2 —Provide Technical Support and Conduct Surveys

The second phase of the ICTS encapsulates the logistics required to provide real-time
technical support to CAC/CAM end-users. The second phase provides the technical sup-
port to conduct usability and other surveys to improve the execution of phases by the
CAC constituent.

5.2.1. Phase 2/Activity 1: Provide Real-Time Technical Support to End-Users

The ICTS second phase plays a major role in supporting the end-users. Both synchro-
nous and asynchronous support should be readily available to end-users to ensure that
the experience is both enjoyable and effective.

5.1.2. Phase 2/Activity 2: Conduct Usability Surveys to Improve End-Users Experiences

To improve the various phases in the CAC constituents, the ICTS could deploy sur-
veys whose aim is to identify ways to improve the processes. These surveys will attempt
to (a) identify novel cybersecurity attack trends; (b) best infuse cybersecurity awareness
topics in selected major courses; (c) design and deliver scenario-based gamified assess-
ments; and (d) improve the usability of the assessment platform and interface. User satis-
faction surveys are also deployed by ICTS to improve the overall experience of the end-
users.

6. Discussion

This work proposes a Cybersecurity Awareness Framework for Academia (CAFA)
that focuses on the implementation, assessment, and continuous improvement of cyber-
security training modules. It comprises two constituents: the cybersecurity awareness cen-
ter (CAC) and information and communication technology support (ICTS). This CAFA
can be adjusted based on the capabilities and goals of an academic institution. For exam-
ple, the CAC constituent may be a formal, funded unit in an institution, or a specialized
unit in the teaching and learning center (which most universities have); alternatively, it
can engender the training of a few faculty members who would provide this service to the
rest of the academic departments. The CAFA defines the cybersecurity awareness training
modules and operational structure. This framework is thus an essential component of an
institutional quality assurance system (IQAS) that guides the design of policies and pro-
cedures and ensures continuous improvement of operations and of the CAFA itself.
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To ensure continuous improvement, at both the macro level (policy, procedures, and
CAFA design) and the micro level (implementation of procedures by various academic
and non-academic units), an IQAS that incorporates a continuous improving cycle with
proper assessment and feedback is required (Figure 5). The continuous improvement cy-
cle of the IQAS that is outlined below can be used by most educational institutions, albeit
with some adjustments. In the context of IQAS, these adjustments may be related to the
culture and mission of the educational institution. The IQAS comprises four units that are
briefly discussed below in the context of CAFA.

Academic Institution - Macro Level

' I

Design Policies and " .
] ‘ Procedures Based on Evaluate ag:]tlie-}ues!gn <] }—
CAFA :

/

Academic Institution - Micro Level

Implement Procedures by Assess
l >  Academic/Non-Academic Effectiveness of [~
Units Implementation (]

Figure 5. The IQAS and its continuous improvement cycle.

6.1. Academic Institution Macro Level
6.1.1. Unit—Evaluate and (Re-)Design CAFA

A CAFA is an essential tool for starting academic institutions as it guides the devel-
opment of cybersecurity awareness educational policies and procedures; it can also be an
effective tool for established academic institutions who wish to refine their educational
goals and adjust their policies and procedures. However, the CAFA itself needs to be sys-
tematically adjusted and improved. The feedback received from the “assess effectiveness
of implementation” unit in the IQAS is used to evaluate the effectiveness of the CAFA.
This evaluation may result in the amelioration of the CAFA and/or its associated policies
and procedures.

6.1.2. Unit—Design Policies and Procedures Based on CAFA

The CAFA guides the development of policies (laws) and procedures (implementa-
tion details) that regulate and guide the implementation of the CAFA. Indeed, the policies
and procedures of the cybersecurity awareness center (CAC) and the information and
communication technology support (ICTS) constituents must be coordinately developed
and implemented to ensure the overall operational success. In addition, academic institu-
tions should be aware of the requirements of their targeted accreditation bodies when
constructing their CAFA and their associated policies and procedures. Procedures pro-
vide detailed instructions with forms, templates, and checklists on how to accomplish
rules established in policies.

6.2. Educational Institution Micro Level
6.2.1. Module—Implement Procedures by Academic/Non-Academic Units

The established procedures are used by faculty members and formal entities, such as
departments and/or faculties, to efficiently and effectively engage students with the train-
ing modules; feedback from faculty members, students, and entities should be used to
evaluate the feasibility of the implementation plan and can be mechanisms for strategic
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institutional improvement. For example, some scenario-based gamification and relevant
assessment may not be implementable in the current LMS, so the LMS capabilities may be
upgraded.

6.2.2. Unit— Assess Effectiveness of Implementation

To assess the educational experience, the IQAS requires operational assessment in-
struments that evaluate compliance with policies and procedures designed based on the
CAFA,; for example, operational assessment instruments could be incorporated into the
cybersecurity awareness training modules. These instruments determine whether the
CAFA adopted by the institution can function/is functioning effectively. Furthermore, the
cybersecurity awareness topics infused into selected major-based courses outlined in this
work would be assessed at the micro level to improve the cybersecurity awareness edu-
cational experience. For example, using feedback mechanisms outlined in this work (Fig-
ure 5). Data from the operational and training modules assessment instruments could be
used to adjust the CAFA and/or its associated policies and procedures.

The complete CAFA with its well-developed constituents should clearly delineate its
stakeholders. Indeed, this article refers to faculty members as the primary stakeholders in
all aspects of the CAC constituent; however, it may be staffed by expert faculty members
as well as expert staff members from the ICT or information and communication depart-
ment. While several of the cybersecurity training module activities rely primarily on fac-
ulty members responsible for the training modules, the faculty member’s academic units
(for example, departments) should be integral to managing training modules and interac-
tions/accountability with other constituent (ICTS). Thus, feedback from assessments can
be used to ameliorate the CATM-x design, delivery, training modules, and/or the CAFA
and its associated policies and procedures.

7. Conclusions

Incorporating cybersecurity into academia, irrespective of major, and making it part
of the required skills to graduate (with a certificate) is challenging, especially if there is a
desire to systematically maintain and continuously improve the awareness among grad-
uates of academic institutions. The CAFA introduced in this work can serve as a starting
point for academic institutions to establish new, or amend existing, policies and proce-
dures; the proposed framework itself would first have to be adjusted to be compatible
with the missions of institutions and their available resources.

Institutions have their own missions, modes of operations, infrastructures, facilities,
and budgets. All of these are factors that may influence the structures of their CAFAs. For
example, budgetary constraints may require managing, adapting, or innovating scenario-
based gamification practices that can be implemented using technologies that are already
available in the institution. Institutions that are being founded may decide to first generate
a CAFA and subsequently establish some of their formal entities on its basis. For example,
the CAC may be an “office of teaching and learning” whose duties include the ones listed
in their CAFA; similarly, the ICTS may be an “office of information and communication
technology”. Established institutions may use a CAFA to review the effectiveness of their
existing training modules operations and, correspondingly, establish new formal entities
or assign new duties to existing ones.

Just as this work has focused on the “cybersecurity awareness center” constituent of
the CAFA, future work will develop the modules in the other constituent, “information
and communication technology support”. The CAFA will then be used to develop other
components of the IQAS; this system includes continuous improvement mechanisms that
are necessary for institutions to adapt to the constantly evolving cybersecurity and tech-
nological landscapes.
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