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Abstract: Over the past few decades, researchers have put their effort and paid significant attention
to the authorship attribution field, as it plays an important role in software forensics analysis, pla-
giarism detection, security attack detection, and protection of trade secrets, patent claims, copyright
infringement, or cases of software theft. It helps new researchers understand the state-of-the-art
works on authorship attribution methods, identify and examine the emerging methods for authorship
attribution, and discuss their key concepts, associated challenges, and potential future work that
could help newcomers in this field. This paper comprehensively surveys authorship attribution
methods and their key classifications, used feature types, available datasets, model evaluation criteria
and metrics, and challenges and limitations. In addition, we discuss the potential future research
directions of the authorship attribution field based on the insights and lessons learned from this
survey work.

Keywords: authorship attribution; authorship verification; author profiling; source code analysis

1. Introduction

Authorship attribution identifies the author of an unknown document, text, source
code, executable binary, disputed provenance, or dubious or unknown origin [1]. Histor-
ically, research in this field dates back to the early 19th century [2]. The subject area of
stylometry or authorship recognition/detection has several related fields of research, such
as: (i) Authorship Attribution (AA) or identification, i.e., identifying the author(s) of a set
of different texts; (ii) Authorship Characterization (AC), i.e., the detection of sociolinguistic
attributes like gender, age, occupation, and educational level of the author; (iii) Authorship
Verification (AV), i.e., checking whether a text or set of similar texts is written or not written
by an author; (iv) Authorship Discrimination (AD), i.e., checking whether two different
texts are written by the same author; (v) Plagiarism Detection (PD), i.e., searching for
the sentence(s) or paragraph(s) that are reproduced from the text(s) of one or more than
one author; (vi) Text Indexing and Segmentation (TIS), i.e., when several texts are issued
from different authors, which are concatenated in a form of a global book or forum text;
and (vii) Authorship De-Identification (ADI), i.e., identifying features that can adequately
capture an author’s writing style [3]. Also, one of the major threats to modern society is
the propagation of misinformation (e.g., fake news, science denialism, hate speech) via
social media. Authorship attribution techniques can help fight against disinformation by
recognizing false identities. Several authorship attribution methods are applied to social
media forensics analysis [4,5].

Applications of authorship attribution play a significant role in software forensics
analysis [6], plagiarism detection [7,8], security attacks detection, and protection of trade
secrets, patent claims, copyright infringement, or cases of software theft. Code authorship
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attribution methods prevent and mitigate various security attacks, such as malware and
adversarial attacks. Authors create many malware variants [9] and use them to attack target
systems. The automatic coding style transformation method can help to reduce advanced
adversarial examples and coding style manipulation attacks [10]. Learning an author’s
unique coding style patterns increases diversity, making it hard for attackers to manipulate
or imitate. Several emerging methods for the authorship attribution of text/documents or
source code have been proposed. This paper presents a comprehensive survey and critique
of the state-of-the-art authorship attribution methods.

Over the past few decades, researchers have put their effort and paid significant
attention to this emerging field that helps new researchers understand the state-of-the-art
works on authorship attribution methods. We compared our survey work against four
other existing related survey papers (e.g., [4,9,11,12]) in terms of key contributions based on
some criteria such as model taxonomy, feature set taxonomy, datasets, evaluation metrics,
synthesizing with shortcomings, challenges, and future research directions. We present
the comparison of critical contributions of our work with other existing survey papers
in Table 1.

Table 1. Comparison of key contributions of our survey paper compared to other existing survey papers.

Criteria Our Work Zheng and Jin [11] Kalgutkar et al. [9] Rocha et al. [4] Stamatatos [12]

Model taxonomy ✓ ✓(discussion only) ✓ ✓(discussion only) ✓

Features taxonomy ✓ ✓(discussion only) ✓ ✓(social media only) ✓

Datasets ✓ ✗ ✓(partially) ✗ ✗

Evaluation metrics ✓ ✗ ✗ ✓(partially) ✓(partially)

Synthesizing with
shortcomings ✓ ✗ ✗ ✗ ✗

Authorship
verification ✓ ✗ ✗ ✓(partially) ✗

Challenges ✓ ✓ ✓ ✗ ✗

Future research
directions ✓ ✗ ✗ ✓(social media only) ✗

1.1. Key Contributions

In this survey, we examined the existing authorship attribution methods, classified
them based on their model characteristics, used feature sets, and discussed their perfor-
mance, available datasets, challenges, and future work that would help a newcomer. This
work has made the following key contributions:

• We extensively surveyed the state-of-the-art authorship attribution methods and clas-
sified them into five categories based on their model characteristics: stylistic, statistical,
language, machine learning, and deep learning. We synthesized the characteristics of
the model types and also listed their shortcomings.

• We investigated what feature sets are used in the state-of-the-art authorship attribution
models. In particular, we surveyed the state-of-the-art and feature extraction methods
and feature types they used.

• We developed an authorship attribution features taxonomy for text-based and code-
based feature sets. In addition, we synthesized the critical properties of each feature
type and discussed their shortcomings.

• We surveyed the available datasets and summarized their applicability, size, and
shortcomings.

• We also surveyed various evaluation methods used to validate the performance of
authorship attribution methods. We discussed the evaluation metrics used to assess
the performance of authorship attribution methods.
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• We discussed the key distinctive tasks of the source code or text authorship attribution
models compared to authorship verification models. We briefly discussed the state-of-
the-art authorship attribution methods and their shortcomings.

• Lastly, we discussed the challenges and limitations obtained from this extensive survey
and suggested future work directions.

1.2. Paper Structure

This paper is organized as follows:

• Section 2 discusses the key model types and their classifications by synthesizing their
characteristics with shortcomings.

• Section 3 presents the existing feature types and their taxonomy.
• Section 4 discusses available datasets primarily used in the source code and/or

text authorship attribution research. Additionally, we discuss existing datasets and
their shortcomings.

• Section 5 surveys metrics used to evaluate the effectiveness of the authorship attribution
approaches in terms of their accuracy, precision, recall, and computational complexity.

• Section 6 provides a short review of the existing authorship verification methods.
This section helps readers know how the authorship attribution task differs from
the authorship verification task. This section presents the state-of-the-art authorship
verification methods with their shortcomings.

• Section 7 discusses the challenges and limitations of the existing authorship attribution
methods covered in this work.

• Section 8 discusses potential future works and suggests future research directions in
text, documents, and/or source code authorship attribution.

• Section 9 concludes this survey work.

2. Review on Models and Their Classification

This section comprehensively reviews state-of-the-art works on authorship attribution
models for text and source code. Based on their characteristics, we classify the models into
five different categories. The authorial style was studied in depth by Juola et al. [13], who
proposed that attribution analysis can either be supervised (documents categorized before
analysis) or unsupervised (looks for superficial patterns in the data). Instead of this, we
propose a different breakdown of approaches. Figure 1 shows our taxonomy of available
models, and the rest of this section will explain the five proposed categories.

Figure 1. Model taxonomy.

2.1. Stylistic Models

Stylistic models consider each author’s unique style—a sort of authorial fingerprint.
Stylometric analysis of data, a prevalent approach to attributing authors to documents
of unknown authorship, comprises analysis tasks, writing-style features used, and the
techniques incorporated to analyze these features [14,15].
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Mechti and Almansour [2] portray the evolutionary timeline of authorship attribu-
tion, starting with the controversies surrounding the authorship of French and English
literature. Also, Jin and Jiang [16] proposed a method based on extracting the writing
characteristics of various authors based on their usage of punctuation marks using text
clustering. A comparative analysis was performed between the proposed and charac-
ter Bi-gram methods using 200 articles by five well-known modern writers. In addition,
Stuart et al. [17] proposed measuring certain expressible writing style features. Its uses
include author characterization for recognition in text whose authorship is disputed or
unknown. Hinh et al. [18] presented a technique that incorporated semantic frames as a
method for authorship attribution. They concluded that it provided a deeper view into the
semantic level of texts, which influences a writer’s style.

A group of researchers proved that the linguistic profiling of chatbots’ texts is feasible
using the Java Graphical Authorship Attribution Program (JGAAP) by Ali et al. [19]. Nu-
merous features were extracted using chatbot conversation log files and tested against a
wide range of classifiers, which allowed for the testing of each feature’s performance on
the data [20]. The Juola Wyner (JW) cross entropy classifier and Vowel 2–3 Letter words
yielded the most promising results. Further, it was observed that a combination of features
or stacking classifiers could help improve the accuracy of the results. A research team
at Pace University, Goodman et al. [21], also explored a stylometric analysis of biometric
keystrokes for authorship attribution. This study provided a starting point for testing and
evaluating the use of stylometry for email author identification; however, implementing
various methods to determine and apply additional features will need more research [21].
Additionally, this method was not tested by Ali et al. [19], as it is simple to visualize hun-
dreds of extracted statistics but often problematic to resolve which ones are more relevant
for authorship attribution.

The use of Word Adjacency Networks (WANs) to attribute the authorship of unknown
texts was explored by Segarra et al. [22] using the frequency and relational structure of
function words (combining the two methods halves the error rate) to build stylometric
fingerprints. Also, the dissimilarity between texts was measured using the relative entropy
of Markov chains [23–26] and multi-dimensional scaling [27]. They used a variety of factors,
such as “length of the profile”, “length of texts”, “number of authors”, and similarities in
writing styles to test the hypothesis. It proved that WANs carry information about periods,
the genre of the composition, the gender of the authors, and collaboration between authors.
Stylistic features are the attributes or writing-style markers that are the most effective
discriminators of authorship [28]. Authors make their choices in various ways and for
multiple reasons. These choices are observable to the reader as stylistic variations of the
choice between items in a vocabulary. A consistent and distinguishable tendency to make
some linguistic choices can be called a style [29]. Stylistic Models allow documents to be
analyzed based on stylistic traits that uniquely distinguish one author from another.

Oman and Cook [30] explained that “effective writing is more than observing estab-
lished conventions for spelling, grammar and sentence structure”, similar to how effective
programming is more than following style guides, and showed many similarities between
writing and programming styles. Just like how an author “exercises perception and judg-
ment in selecting the best suited to his material, audience, and intention from equally
correct expressions”, a programmer must choose the appropriate operators, keywords, and
library functions from which many equally correct options could be selected [30,31].

The research goal in Ref. [32] was to show that it is possible to identify the author of
a program by examining programming style characteristics. They defined programmers’
coding style as 60 metrics in layout, style, and structure characteristics, then used classifiers
to identify the source code authors based on these style metrics. Their result showed
that these characteristics could classify programs with less than 2% error rates (Gaussian
Likelihood Classifiers and Neural Networks). Macdonell et al. [33] designed 26 measures
to show code style and used them in case-based reasoning, Feedforward Neural Networks,
and multiple discriminant analysis for discriminating between program authors. The
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experiment results showed that their style features worked well; they achieved a high
classification rate of 81.1% accuracy with Feedforward Neural Networks (FFNN) and
Multiple Discriminant Analysis (MDA) and an 88.0% accuracy with Case-Based Reasoning
(CBR). Ding and Samadzadeh [34] analyzed programmers’ coding style in 56 metrics and
also measured the contribution of 56 metrics by stepwise discriminant analysis. They
classified the source code to one author through canonical discriminant analysis. The
identification rate could be 62.6–67.2% with the extracted metrics and 85.8% with derived
canonical variate. The work of the researchers Lange and Mancoridis [35] designed 38 traits
to profile developers’ coding styles. They successfully classified 55% of the programs
into the correct authors based on these measures using the nearest neighbor with ranking
similarity. In another work [36], the authors defined six metrics of programmer style and
used a Decision Tree to detect outsourced program submissions. All these researchers
extending text authorship attribution and attempting to extract developers’ coding style
laid a solid foundation for source code authorship attribution.

2.2. Language Models

Language modeling is crucial in modern NLP applications. A language model is a
probability distribution over words or word sequences. In practice, a language model gives
the probability of a particular word sequence being “valid”. Language models are either
simple probabilistic or neural network-based.

Document Embeddings, a traditional semi-supervised neural language model, was
compared with the Bag of Words (BOW) approach on the PAN 2011 dataset by Agun and
Yilmazel [37] to represent a document and create meta-profiles for authors. Document
embeddings are superior, as they can be adjusted to other unlabeled domains and re-
trained with external resources. These data (PAN 2011 dataset by Agun and Yilmazel [37])
are stored in a much more effective manner, thus allowing them to run computationally
complex algorithms efficiently. Another research team proposed a distributed memory
model (PV-DM) and a distributed bag of words model (PV-DBOW) [38]. They compared
the classification performance of four learning algorithms (Logistic Regression, Naïve
Bayes, SVM, and Multi-layer Perceptron classifiers). These classifiers were selected because
Naïve Bayes and BOW are usually the baseline measures, and SVMs have been reported
as the best-performing classifiers for any text classification task. PV-DBOW significantly
improved and created better document representations than BOW in a well-known dataset
overall classifier types. It makes tiny, dense vectors independent of the classification model
and can be used to construct author fingerprints with efficient distance-based methods in
web-scale systems.

By extracting features such as length of sentences and common n-grams that effectively
differentiate authors’ writing styles over time, Tamboli and Prasad [39] found that authors’
writing styles change over time. Also, they found that different authors evolve differently,
and each feature can infer temporal changes in the style. They used three approaches:
a Profile-Based Approach (all samples of the known text of a author are compiled into
a single file), an Instance-Based Approach (each known text sample is considered a sep-
arate document), and a Hybrid Approach [12]. They also used a Decay Function with
Linear Regression to analyze how different features behave concerning time series data
available for authors. It was brought out that several features show temporal changes in
increasing and decreasing order, and the language model for each author may differ. Also,
Ge et al. [40] explored language models using Neural Network Language Models (NNLMs)
and compared their performance with the n-gram models (i.e., 4-gram). NNLM-based
work achieves promising results compared with the N-gram models.

A group of researchers, Pratanwanich and Lio [41], compared the Supervised Author-
Topic (SAT) model with the Unsupervised Author Topic (AT) Model to learn about author
contributions, interests, and topic-specific word distributions. The authors used a collapsed
Gibbs sampling to understand model parameters and attribute anonymous documents
to authors. The SAT outperforms the AT [42] because of the additional Dirichlet before
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representing the author contributions, allowing it to deal with multi-author documents
effectively. It also allows for the discovery of topics and author interests. The SAT model
outperformed the AT model (superior to the Latent Dirichlet Allocation model [43]), dis-
played better fitness, could predict writers from 2865 candidates correctly, and ranked the
contributions precisely. It was best for single-author documents, and the random forest [44]
with five trees was best for multiple-author documents based on ROCs and AUCs; however,
random forests do not provide information discovery (author interests and underlying
topics). Furthermore, McCallum [45] discusses a Bayesian classification approach, where a
Mixed Membership Topic Model represents the multiple classes that comprise a document.

Seroussi et al. [46] explore the Disjoint Author-Document Topic (DADT) Model on
several datasets containing formal texts written by a few authors and informal texts gener-
ated by thousands of online users. They present experimental results that demonstrate the
applicability of topical author representations to inferring the sentiment polarity of texts
and predicting the ratings that users would give to items, such as movies. They prove that
the DADT yields better results than LDA-based approaches and methods based on the
AT models.

2.3. Statistical Models

A statistical model is subjected to a variety of inferential statistics, ranging from the
simple analysis of event distributions to a complex pattern-based analysis, where the results
of this inference determine the final results (and confidence) of the experiment [13].

In 1887, Mendenhall [47] applied a quantitative analysis of stylistic traits to verify
whether a certain number of literary works written by Shakespeare, Francis Bacon, or John
Fletcher were correctly attributed. Mendenhall proposed a method to analyze a composition
by forming a “word spectrum,” or “characteristic curve,” which represents an arrangement
of words according to their length and the relative frequency of their occurrence. Further-
more, Labbé, Cyril and Labbé, Dominique [48] and Marusenko and Rodionova [49] used
a combination of stylistic and statistical methods to solve the authorship attribution and
identification problem for the works of Moliere and Corneille. This problem was solved
using mathematical modeling methods, and quantitative descriptions of individual author
styles on a syntactic level. The attribution of the ’Federalist Papers’ was also performed
using function words, Poisson, and binomial data distributions, along with a Bayesian
approach and discrimination methods by Mosteller and Wallace [50] and Mosteller [51],
which eventually became arguably the most famous and widely cited statistical analysis
of authorship [13]. Mosteller and F. Wallace’s study was based on discrimination with
Bayesian analysis methods. Khomytska and Teslyuk [52] used the Java programming
language to attribute authors on the phonological language level with a stricter structure,
and it proved to be more effective because it allows only a strict function that always
evaluates its argument. They differentiated the authorial style based on the mean frequency
of eight consonant phoneme groups, each having its capability of style differentiation.
Style dominance, established by several consonant groups by which the compared texts
differed essentially, further defined the distance between the two styles. Also, three research
groups [53–55] used the method of determination of functional style effect and authorial
style effect (MFSASE) and the Method of Complex Analysis (MCA) with a combination
of ranking and style distance determination methods to test the feasibility of the research
on Byron’s and Moore’s poetry. They showed that utilizing a combination of complex
analysis and the multifactor method of determining the degree of style along with the
authorial factor improves the efficiency of style and authorship attribution [56,57]. The
mean frequency of occurrence was considered a criterion of style differentiation, assuming
that the frequency of occurrence of consonant phoneme groups follows normal Gaussian
distribution. Also, the Chi-square test, Student’s t-test, Kolmogorov-Smirnov test, and
Pearson’s test proved that constrictive phonemes have the most robust differentiating capa-
bility. Additionally, they found that authorship attribution is based on the differentiation of
phonostatistical structures.
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Inches et al. [58] worked on authorship attribution for a novel set of documents,
namely, online chats. It was the first approach to conversational documents using statistical
models. This research experimentally demonstrated the unsuitability of the classical
statistical models for conversational documents. They proposed a novel approach that
could achieve a high accuracy rate of up to 95% for hundreds of authors. Statistical analysis
was further explored using probabilistic distance measurements, such as inter-textual
distance [48], the Delta Rule [59,60], Latent Dirichlet Distributions [61], and KL Divergence
Distance [62,63]; however, statistical analysis has the disadvantage of ignoring the style
of the editor claims [2]. Most methods currently employed in computational models rely
on multivariate statistical comparisons between features and rules. The features used
as statistical variables comprise the relative frequencies of various simple phenomena,
such as alphabetic characters, strings of characters, whole words, or common grammatical
forms [59]. Thus, statistical models provide a mathematical approach to the authorship
attribution problem, using the laws of statistics and information theory to help solve
such tasks.

In the field of source code authorship attribution, information retrieval and similarity
ranking techniques are widely used. As an extension to Ref. [64] and Ref. [65], source
code authorship identification using a fully automated and reliable Source Code Author
Profiling (SCAP) approach includes a new simplified profile and a similarity measure
performed by Frantzeskou et al. [66]. Byte-level n-gram profiles were better able to capture
the idiosyncrasies of the source code authors and were used to show that this method
is language-independent. It was tested on a varied dataset with differing characteristics
to prove that the method is efficient for small code samples and samples with multiple
candidate authors. It also emphasized the significance of comments in classification.
Burrows et al. [67] used an information retrieval technique with mean reciprocal ranking
and correctly classified 76.78% of query documents in a 10-class classification experiment.
Similar approaches were used in the works of Refs. [31,68,69].

2.4. Machine Learning Models

Research on automatic attribution has benefited from the performance of machine
learning techniques in the context of automatic classification. It involves inferring an
author classification function based on the stylistic and statistical traits extracted from the
writings of these authors [2]. This section presents an overview of the machine learning
algorithms that have appeared in previous authorship attribution studies with empirical
evaluations; however, not all classification algorithms have been covered, as there are
far too many (version 3.5.8 of the Weka machine learning toolkit has 114 classification
algorithms available [70,71]).

Kothari et al. [72] used the Bayes classifier and Voting Feature Intervals classifier to
attribute the authorship of source code by computing the similarity of the developers’
profiles. This approach achieved 76% accuracy with 12 authors. Rosenblum et al. [73]
used a Markov Random Field [74], which allows for the incorporation of heterogeneous
features to classify the function entry points (FEPs) in gaps of binaries. Locating the FEPs is
a very first step to binary code analysis. FEPs in gaps of binaries were used with Unary and
Binary features, along with local and global byte offset information that allow the model to
understand the location of FEPs on a Linux and Windows Binary Files dataset. Shevertalov
et al. [75] discretized four metrics using Genetic Algorithms (GA) in order to improve the
source code for author classification, then fed them to the nearest neighbor classifier. In this
experiment, 75% of 20 projects were correctly classified. Rosenblum et al. [76] used SVM to
identify authorship and the k-means algorithm to cluster authorship among stylistically
similar programs. This technique can identify the correct author from 20 candidates with
77% accuracy.

Layton and Azab [77] analyzed the Zeus Botnet Source Code using Evidence Accu-
mulation Clustering (EAC) [78–80]. EAC is an ensemble clustering method, where initial
clustering using Re-centered Local Profiles [81], specific parameter values and features is
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followed by final clustering using the NUANCE Algorithm [79,82] (where features such as
common n-gram and distinctiveness help in clustering). It is further paired with manual
analysis and the use of algorithms to compute the authorship distance between pairs of
source code files to prove that the majority of the code was written by a single author.
However, the code had portions that varied in programming style, proving that multiple
authors wrote these portions. They proved that analyzing the code by breaking it into
smaller segments can effectively improve the output of attribution. They further provided
valuable insights into the structure of the botnet, its evolution over time, and its potential
to be used to link the malware with other malware written by the same authors. It was
shown that clustering is used to aid manual analysis by employing a hierarchical clustering
algorithm using a single linkage (which forms a tree-like structure, where samples are
combined into nested sets of clusters). The authors also state that Commodity Malware is
harder to attribute but easier to block by generating signatures that block this type of attack.

Caliskan-Islam et al. [83] utilized a random forest classifier to identify the most likely
author of a code fragment based on the syntactic features obtained only from Abstract
Syntax Trees (ASTs) and along with lexical and layout features obtained from source code.
This method reached 94% accuracy in classifying 1600 authors. The follow-up work on
binaries using the same method [84] obtained attribution accuracy of up to 96% with 100
and 83% with 600 candidate programmers. Using a fine-grained technique, Meng [85]
attributed the authors of program binaries with the help of a linear SVM [86]. After
extracting features that optimally capture the code properties after compilation, extracting
author contribution percentages using Git-author [87], and using basic blocks of code as
a unit of testing, the identification of authors was performed to an accuracy of 52% for a
dataset with 282 authors. They also found that 88% of basic blocks have a major author
who contributes more than 90% of the basic block, while only 67% of functions have such
a major author. Meng et al. [88] applied two models to identify multiple authors of a
binary program and compared the outcomes of them. On a dataset of 284 authors, the
CRF models achieved an accuracy of 65% compared with the accuracy of 58% for SVM
models. Zhang et al. [89] first extracted programming layout/style/structure features and
programming logic features based on continuous and discrete word-level n-grams. Further,
an SVM was used to identify the authorship of source codes or programs. The approach
with proposed features achieved an accuracy of 80.28% on 53 authors.

Dauber et al. [90] show that short, incomplete, and typically uncompilable fragments
of code belonging to accounts of open-source contributors can be effectively attributed. It
used calibration curves that help attribute open-world cases and cases with lower overall
accuracy. The calibration curve is obtained by fitting an appropriate equation to a set
of experimental data. They achieved an accuracy of 73% overall for attributing single
samples, 95% for pairs of samples, and 99% for sets of 15 samples using the Google Code
Jam dataset and a random forest classifier with 500 trees [44]. Most samples fell into the
lower confidence levels and showed that mid-confidence attributions could be trusted to a
high degree.

Cyber attacks recorded by the AWS Honeypot dataset are attributed using K-Nearest
Neighbors (KNN) [91], Naive Bayes [92], SVM [93,94], Bayesian Network [95], and Decision
Tree [28,96,97] classifiers by Alkaabi and Olatunji [98]. They explored the models and
attribute selection techniques even though they restricted the attack to Saudi Arabia. They
found that the Bayesian Network classifier showed the best result (98.84%) with all features
while selecting the best four features based on the correlation, and the best result was
90.2% achieved by KNN. The SVM model achieved the highest accuracy among the other
classifiers—94.79%.

Machine learning techniques were also broadly used in the textual authorship attri-
bution field and comparatively studied. For example, Zhao and Zobel [62] showed that
Bayesian Classification outperformed Decision Trees, and Li et al. [99] concluded that
support vector machines (SVM) and neural networks offered performances comparable to
those obtained by the Naive Bayes algorithm.
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Pillay and Solorio [100] demonstrated a two-stage approach for combining unsuper-
vised and supervised learning approaches for performing authorship attribution on web
forum posts. During the first stage, the approach focused on using clustering techniques
to make an effort to group the datasets into stylistically similar clusters. The second stage
involved using the resulting clusters from stage one as features to train different machine
learning classifiers. Donais et al. [101] presented a modified Bayesian classifier used inter-
nally by ChatSafe (an author attribution system intended for use with short message-based
communication, i.e., instant messaging or SMS), which improves the accuracy of a standard
Bayesian classifier. Khonji et al. [102] also presented an evaluation of Random Forests [103]
on the problem domain of authorship attribution. They took advantage of the classifier’s
robustness against noisy features by extracting diverse features from evaluated e-texts.
Pinho et al. [104] illustrated the performance of a compression-based measure that relies
on relative compression, compared with recent approaches that use multiple discriminant
analysis and support vector machines. The authors of this paper attained 100% correct
classification of the datasets used, showing consistency between the compression ratio and
the classification performance.

Machine learning-based authorship attribution systems extract features like the aver-
age length of words, the frequency of digits used, the frequency of letters used, etc., and
use them to classify documents.

2.5. Deep Learning Models

Over the last decade, representation learning has gained increasing attention in the ma-
chine learning community. It has become a field in and of itself dedicated to enabling easier
and more distinctive feature extraction processes [105]. Deep learning has successfully
captured more useful representations through multiple non-linear data transformations
with a higher predictive power among several representation learning methods [106].

Abuhamad et al. [106] utilized TF-IDF-based deep representations and examined the
learning process of large-scale, language-oblivious, and obfuscation-resilient code author-
ship attribution. They used robust Recurrent Neural Network (RNN) layers that were fully
connected and dedicated to authorship attribution learning followed by a scalable Random
Forest Classifier [44] covering the entire Google Code Jam dataset over four languages. The
training process followed a supervised learning approach using TensorFlow’s Adaptive
Moment estimation with the help of mini-batches for optimization [107], and Dropout
Regularization [108], L2 Regularization, and k-fold cross validation [109] to overcome the
problem of over-fitting. This method achieved an accuracy of 92.3% with 8903 C++ authors
from GCJ. Also, it achieved an accuracy of 93.42% for 120 C authors under obfuscation.
For the binaries [110], it achieved 95.74% for 1500 programmers; the performance dropped
to 93.86% with obfuscation. They proved that deep code authorship features using deep
LSTMs or GRUs [107] enable large-scale authorship identification, even with limited code
samples per author. The impact of temporal effects on authorship identification is insignifi-
cant. Further, this technique has language-agnostic identification capabilities and applies
to a real-world dataset. Zafar et al. [111] used a character-level CNN to output source code
vectors, which mapped the source codes from the same author closer, then fed them into
the K-Nearest Neighbor (KNN) classifier to identify the author. Their method achieved an
accuracy of 84.94% across 20,458 authors. White and Sprague [112] input SentencePiece
tokens into a bi-directional LSTM to generate embeddings; then, an SVM and KNN were
used to classify the authors on 1600 C/C++ programmers. In closed-world tasks, SVM had
an accuracy of 91.50%, while KNN had an accuracy of 90.38%.

Bogdanova [113] constructed an interpretable model using a neural network for
source code embedding generation, then fed the embeddings to the KNN classifier. For
the visualization of the embeddings, the t-SNE algorithm was used. They also selected
the Saliency Map approach to show the focus of the model. The accuracy of this method
was 42% on 400 Python authors. Bogdanova and Romanov [114] addressed the inability
to add new authors without retraining and the lack of interpretability in source code
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authorship attribution. They trained a convolutional neural network to generate the
vector representation for files. Then, a KNN classifier to predict the author was given an
embedding vector. They also presented the Saliency map algorithm, which assigns an
importance value to each input parameter for explainability. They reached an accuracy
higher than 70% on datasets consisting of 82–230 programmers with different languages.

In the domain of authorship of textual content, Bagnall [115] used multi-headed RNNs
to construct a character language model that was one of the best-performing models on
the PAN2015 author identification task. Ruder et al. [116] used multi-channel CNNs and
analyzed the influences of different CNN input channels on authorship attribution and
identification performance. Yavanoglu [117] introduced a new authorship identification
process based on an Artificial Neural Network (ANN) model using embedded stylistic
features. The primary dataset contained 22,000 Turkish newspaper articles that belonged to
different genres. The results indicated a 97% success rate with the Levenberg Marguardt-
based classifier. Ge et al. [40] used a Feedforward Neural Network to create a lightweight
language model that performed better than the baseline n-gram method on a limited
dataset. Shrestha et al. [118] presented a new model using Convolutional Neural Networks
(CNN), which focused on the authorship attribution of short texts. Zhao et al. [119] also
uses RNNs to attribute article fragments because of their powerful abilities to represent
and extract features. Zhao concluded that deep learning methods overcome the issue of
humans choosing features they can represent and extract very effectively. Deep learning
representations have enabled several advancements in many machine learning applications,
including code authorship attribution, and can solve complex attribution problems.

In addition to using deep learning to learn a different representation of source code,
some researchers also used it to classify the authors of source code. Yang et al. [120] utilized
a back propagation neural network trained with a particle swarm optimization algorithm
to analyze a predefined set of feature metrics, and determined its weights then constructed
a neural network-based classification model to attribute the source code authors. The
proposed method can achieve an accuracy of 91.06% on 40 JAVA programmers within a
reasonable time range. Abuhamad et al. [121] explored the adequacy of different source
code representations, as well as different CNN-based deep learning architectures in the
performance of the code authorship identification task. This method can distinguish up to
1000–1600 programmers of different languages with different accuracies ranging from 94.6%
to 96.2%. Ullah et al. [122] used a deep learning model to attribute the real authors based
on Program Dependence Graph (PDG) features. The proposed research gave an average
accuracy of 99% on three groups consisting of 1000 programmers in different languages.
Kurtukova et al. [123] used deep NN to highlight informative features that were fed to a
hybrid CNN and BiGRU (HNN) architecture to identify the author. The average accuracy
obtained for all programming languages was 86% with 20 authors. Bogomolov et al. [124]
suggested two language-agnostic models, working with path-based representations of
code. The first model was a random forest, and the second PbNN model was an adapted
version of the code2vec neural network. The PbNN model reached 98.5% accuracy, which
was higher than the random forest on 40 programmers. Li et al. [10] worked on making
deep learning-based code authorship attribution robust. Their approach incorporated data
augmentation and gradient augmentation to learn robust coding style patterns and reduced
the success rate of targeted and untargeted attacks by 22.8% and 41.0%. When it came to
accuracy, this method eventually improved the average accuracy of the DL-CAIS model
from 88.2% to 92.1% on 204 C++ programmers, while lowering the accuracy of the PbNN
model on the same dataset.
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2.6. Synthesis

Based on this literature review, we can categorize the existing techniques employed
for authorship attribution research into the following groups:

1. Stylistic models, which take into account the styles unique to each author.
2. Statistical models that use computational, statistical, and mathematical methods on

data to make inferences on their authorship and also on the confidence levels of
the results.

3. Language models that work with the probability distributions over words and phrases.
4. Machine learning models that convert the authorship attribution problem into a multi-

class classification problem and aim to use the most effective classifier from a set of
classifiers to solve the said problem.

5. Deep learning models can capture more distinct features and provide better results
than certain machine learning methods for more complex attribution problems.

The following are the shortcomings that have been identified with these existing methods:

1. Statistical methods have the disadvantage of taking neither the lexicon used nor the
theme of the suspect document into account.

2. For selecting optimal values of n in n-gram-based language models, a large value
is better for lexical and contextual information. Still, it would significantly increase
the representation size, and a small value will represent the syllables but will not be
enough to describe contextual information.

3. Some feature extraction techniques, such as n-grams, might not be able to capture all
dependency features over a long distance in the text.

4. Most research in the field assumes that documents and codes are written by a single
author, which is not valid in most cases. Another case is that many files might have a
primary author who contributed most of the code, with other authors making minor
additions and modifications. These scenarios can affect the accuracy negatively.

5. Finding an adequately large and balanced dataset has always been a challenge in this
field. It is much harder to attribute short texts accurately.

6. About the extraction of the style of source code authors, some approaches are language-
dependent; therefore, they cannot be used in other languages.

7. For some statistical models and machine learning models, the selection of metrics was
not an easy process, for example, thresholds needed to be set to eliminate those less
contributive metrics to classifiers.

8. The model accuracy decreased while the number of authors increased, but this issue
was more obvious for some machine learning models. For example, the degradation of
the accuracy of models such as random forest and SVM is worse than neural networks
such as LSTM and BiLSTM.

9. Neural networks cannot generalize well when the number of source code samples is
insufficient since there is not enough information that can be analyzed.

10. Most of the existing models cannot provide any explanations for the attribution results.

3. Review on Feature Types and Their Classification

This section discusses the different types of features that are part of the attribution prob-
lem involving text and source code-related documents. We discuss the features extracted
by various authors and their use in authorship attribution. Figure 2 shows our taxonomy
of the types of features, and the rest of this section will explain the proposed categories.
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Figure 2. Feature taxonomy.

3.1. Text-Based Features

This section analyzes different linguistic aspects that may help represent style in
text-based documents, where text-based features are characteristics extracted from these
documents. They are lexical, syntactic, semantic, n-gram-based, content-specific, and
application-specific. In the sections below, we discuss each of them in greater detail.

3.1.1. Lexical Features

We discuss the role of lexical words (nouns, verbs, adjectives, and adverbs), among
others, in representing style. Mechti and Almansour [2] describe lexical features as those
that carry information about writing style and stylistic relationships between words. Tam-
boli and Prasad [39] identify features (Table 2) that show significant deviation over time to
attribute newspaper articles spanning over five years and discuss the suitability of specific
features as effective lexical features. The main focus, however, was on cognitive errors,
which are critical errors made by the author due to casual bias, uncertain conditions, and
unexpected outcomes from specific issues [125]. It was demonstrated that character 4-gram
is most promising because its usage patterns imply contextual and thematic variations and
provide promising results compared to the bi-gram and tri-gram features.

Function words (articles, pronouns, prepositions, conjunctions, and auxiliary verbs)
were explored by Argamon and Levitan [126], Zhao and Zobel [127], Yu [128], and
Kestemont [129]. Segarra et al. [22] also stated that they could carry information about the
author that is not biased by the topic of the text being analyzed because they are content-
independent and explore other useful features (Table 2). Additionally, Koppel et al. [130]
used function words, word length distributions, and word contents to attribute a large
set of e-mail messages. Yule [131], Mendenhall [47], and Ahmed et al. [132] used lexical
features (Table 2) as input data for Markov Chain methods for the attribution. Holmes [133]
and Yavanoglu [117] discuss the evolution of stylometry and attribute Turkish newspapers
using metadata with the help of lexical features (Table 2). Ali et al. [19] further proved
the effectiveness of lexical features in the linguistic profiling of chatbots (Table 2). Zhao
and Zobel [62] also explored the effectiveness of lexical features (Table 2) as useful stylistic
markers [62,134]. Ramezani et al. [135] studied the effects of textual features on author-
ship attribution accuracy. The evaluation results showed that the information about the
used words and verbs were the most reliable criteria for the authorship attribution tasks;
however, lexical information does not give insight into the structure of the sentences and
the textual complexity [136]. Abbasi and Chen [28] define lexical features as word or
character-based statistical measures of lexical variation, and these are extremely useful in
the authorship attribution problem.
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Table 2. Lexical features.

Paper Features

Tamboli and Prasad [39]

Character n-grams (including space, special characters,
punctuation), word-to-character ratio, average word length
(AWL), average word length per sentence (AWLS), average
character length per sentence (ACLS), function word
distributions, total lines, words, punctuation, alphabet cases,
short words, big words, cognitive error [125]

Segarra et al. [22] Function words, directed proximity between two words, window
length, sentence delimiters

Koppel et al. [130] Function words, word length distributions, word contents

Argamon and Levitan [126],
Zhao and Zobel [127],
Yu [128], Kestemont [129]

Function words

Ahmed et al. [132] Characters, sentence length [131], word length [47], rhyme, first
word in a sentence

Holmes [133],
Yavanoglu [117] Number of nouns, verbs, adjectives and adverbs

Ali et al. [19]

2–3 Letter Words, 2–4 Letter Words, 3–4 Letter Words, Character
Bigrams, Unicode Character frequencies, Character Tetragrams,
Character Trigrams, Dis Legomena, Hapax Legomena, Hapax-Dis
Legomena, MW function Words, Words frequencies, Vowel
2–3 letters words, Vowel 2–4 letters words, Vowel 3–4 letters
words, Vowel initial words, Word Bigrams, Word Length,
Syllables per word, Word Tetragrams, Word Trigrams

Zhao and Zobel [62] Frequent words

Can and Patton [134] Number of tokens, token types, average token length, average
type length

3.1.2. Syntactic Features

Syntax states the rules for using words, phrases, clauses, and punctuation to form
sentences. Syntactic features focus on the syntax and structure of the text. Varela et al. [137]
explored authorship attribution of literary texts in a multilingual environment using
features grouped by syntactic functions (Table 3). Varela et al. [138] also developed a
new approach based on syntactic features of the language (Table 3) for the resolution of
cases involving authorship attribution. Wu et al. [139] discussed a Multi-Channel Self-
Attention Network (MCSAN) incorporating both the inter-channel and inter-positional
interaction to extract character n-grams among other syntactic features to distinguish dif-
ferent authors. The use of syntactic n-grams was researched by Sidorov et al. [140] to
prove their effectiveness as features in a machine learning model for NLP applications.
Cutting et al. [141], Solorio et al. [142] also explored effective syntactic features (Table 3)
for attribution tasks. Baayen [143] analyzed the frequencies of syntactic writing rules and
discovered the features important for determining the complexity of the text. Further, Jin
and Jiang [16] and Wanner et al. [136] used syntactic features for the characterization of the
personal style of an author and discussed its effect on the attribution of authors [117].

From the above works, it is clear that syntactic analysis is a significant part of sty-
lometry and linguistic analysis of texts and can be extremely helpful in showcasing each
author uniquely.
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Table 3. Syntactic features.

Paper Features

Varela et al. [137]

Morphological (nouns, determinants, pronouns, adjectives,
adverbs, verbs, prepositions, conjunctions, etc.), flexion (number
(singular, plural), gender (male, female), a person (first, second,
third), time (past, present, future), mode (imperative, indicative,
subjunctive), etc.); Syntactic (subject, predicate, direct object,
indirect object, main verb, auxiliary verb, adjunct, complementary
object, passive agent (of the subject, of the predicate), etc.);
Syntactic Auxiliary (article (definite, indefinite), pronouns
(demonstrative, quantitative, possessive, personal, reflective),
etc.); and Distance Between Key Syntactic Elements (absolute
distances between the main verb, subject, predicate, direct object,
indirect object, supplement, pronouns, adverbs, adjectives, and
conjunctions) and essential terms, accessories of a sentence, such
as subject, predicate, and accessories

Wu et al. [139]
N-grams of the characters, words, parts of speech (POS), phrase
structures, dependency relationships, and topics from multiple
dimensions (style, content, syntactic and semantic features)

Sidorov et al. [140] Syntactic n-grams

Cutting et al. [141], Solorio
et al. [142] Parts of speech and parts-of-speech taggers

Wanner et al. [136] Syntactic dependency trees

Baayen [143] Frequencies of syntactic writing rules, frequency of appearance of
coordination or subordination relationships

Jin and Jiang [16],
Yavanoglu [117] Punctuation

3.1.3. Semantic Features

Semantic features, derived from the analysis of the grammatical format of sentences,
include the arrangement of words, phrases, and clauses and determine relationships between
independent terms in a specific context. They give computers and systems the ability to
understand, interpret, and derive meanings from sentences, paragraphs, and any document of
a similar kind [144]. McCarthy et al. [145] proposed a method using the WordNet [146] resource
for extracting semantic measures (Table 4) to analyze text on over 200 indices of cohesion and
difficulty. Yule [147], Holmes [148], and Tweedie and Baayen [149] also explored the use of
semantic features pertaining to vocabulary (Table 4) in the attribution of authors [150,151]. Hinh
et al. [18] explored incorporating semantic frames to provide a deeper view into the semantic
level of texts, which is an influencing factor in a writer’s style, by using a variety of online
resources in a pipeline fashion to extract information about frames within the text.

Table 4. Semantic features.

Paper Features

McCarthy et al. [145] Implicit meaning carried by the individual words—
synonyms, hypernyms, hyponyms of words—and the iden-
tification of causal verbs to analyze text on over 200 indices
of cohesion and difficulty

Yule [147], Holmes [148],
Tweedie and Baayen [149]

Vocabulary richness, yule measures, entropy measures such
as positive and negative emotion words, cognitive words,
stable words (those that can be replaced by an equivalent)
[150], and frequencies [151]

Hinh et al. [18] Semantic frames
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Semantic features provide deep insight into the implicit meaning of the text and help
model authors better on specific topics and profile authors based on what they are trying
to convey.

3.1.4. N-Gram-Based Features

N-grams are continuous sequences of words, symbols, or tokens in a document and
can be defined as the neighboring sequences of items.

Holmes [133], Grieve [63], and Stamatatos [12] conclude through their research of the
analysis of literary style, evaluation of techniques for quantitative authorship attribution,
and a survey of features and techniques used in authorship attribution that n-grams
produce better results than lexical characteristics in author assignment. They further
conclude that writing styles vary over time or according to the literary genre of the texts,
which makes the style detection process, based on linguistic methods, a bit complex [143].
Ragel et al. [152] explored authorship detection of SMS messages using unigrams with the
specific aim of comparing how well the algorithms performed under a large number of
candidate authors and less testing data against controlled tests. Laroum et al. [153] used
the frequency of character n-grams while classifying digital documents. Ouamour and
Sayoud [154] used several n-gram features (Table 5) [155] for the attribution of short texts
in the Arabic language, and Vazirian and Zahedi [156] used similar features (Table 5) for
the attribution of two Persian poem corpora.

Table 5. N-gram-based features.

Paper Features

Holmes [133], Grieve [63], Stamatatos [12] N-Grams

Ragel et al. [152] Uni-grams

Laroum et al. [153] Frequency of character n-grams

Ouamour and Sayoud [154] Characters n-grams [155], word n-grams

Vazirian and Zahedi [156] Uni-grams, bi-grams, tri-grams

Escalante et al. [157] Character level local histograms

On the other hand, Escalante et al. [157] worked with local histograms that preserve
sequential information of documents that are better than character-based n-grams for
authorship attribution and are great at modeling writing style. Furthermore, Mechti and
Almansour [2] state that the problem with the n-gram features remains the determination
of the value of n. A large n can better understand the lexical and contextual information. In
fact, a large n would significantly increase the representation size, while a small n (i.e., 2
or 3) would be able to represent the syllables. Still, it would not be enough to represent
contextual information.

3.1.5. Content-Specific Features

Content-specific features comprise important keywords and phrases on certain top-
ics [158]. Agun and Yilmazel [37] extracted Document Embedding Representations and
Bag of Words Representations of the documents being attributed using a One-Hot-Vector.
Pratanwanich and Lio [41] used Word Distributions per topic, Latent Topics, Author Contri-
butions per document, and Vector of Word Counts (Feature Vector), among other features,
to predict the authors of the documents being tested.

These features represent the essence of the work that authors work on, focusing more
on the content of the work rather than the structure and style. Table 6 shows content specific
work with their features.
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Table 6. Content-specific features.

Paper Features

Agun and Yilmazel [37] Document Embedding Representations, Bag of Words
Representations

Pratanwanich and Lio [41] Word Distributions per topic, Latent Topics, Author Contributions
per document, Vector of Word Counts (Feature Vector)

3.1.6. Application-Specific Features

This section discusses features pertaining to specific applications that cannot be gener-
alized. These features serve the specific purpose of aiding in attributing some text for a
particular scenario, event, or application. Abbasi and Chen [28] proposed 29 metrics for
stylometric analysis of online texts. Marinho et al. [159] extracted the absolute frequencies
of thirteen directed motifs with three nodes from the co-occurrence networks and used
them as classification features. Khomytska and Teslyuk [52,56] used the mean frequencies
of occurrence of eight consonant phoneme groups (Table 7) to attribute documents on the
phonological language level. Alkaabi and Olatunji [98] used Packet Arrival Date, Packet
Arrival Time, Honeypot Server (Host), Packet Source, Packet Protocol Type, Source Port,
Destination Port, Source Country, and Time as the main features to attribute cyber attacks
on the AWS Honeypot dataset. The features were selected and grouped based on Correla-
tion Attribute Evaluation and Info Gain Attribute Evaluation. Packet source was ranked as
the first attribute that should be selected and is also one of the attributes that attackers can
manipulate. These features do not fit into any other category because they are unique to a
specific application, task, or problem and comprise multiple types of features.

Kešelj et al. [65] states that techniques used for style marker extraction are almost
always language-dependent. Text-based features focus on language’s lexical, structural,
and semantic constructs. Whether it is punctuation or the number of parts of speech in a
text, they bring out the implicit and explicit linguistic properties in a piece of text. They
then represent those markers in a manner that helps use such features for further analysis.

Table 7. Application-specific features.

Paper Features

Abbasi and Chen [28]

Word length, frequency of different length words, count of letters
and letter n-gram, count of digits and digit n-gram, bag of words,
word n-gram, vocabulary richness, message features, paragraph
features, frequency of function words, occurrence of punctuation
and special characters, frequency of POS tags, POS tag n-gram,
technical structure features, misspellings

Marinho et al. [159] Absolute frequencies of thirteen directed motifs from
co-occurrence networks

Khomytska and Teslyuk [52],
Khomytska and Teslyuk [56]

Frequencies of occurrence of eight consonant phoneme groups
(Labial—ll, Forelingual—fl, Mesiolingual—ml, Backlingual—bl,
Sonorant—st, Nasal—nl, Constrictive—cv, and Occlusive—ov)

Alkaabi and Olatunji [98]
Packet Arrival Date, Packet Arrival Time, Honeypot Server
(Host), Packet Source, Packet Protocol Type, Source Port,
Destination Port, Source Country, Time

3.2. Code-Based Features

Code-based features can better represent the essence of a programmer’s style. They are
practical markers of an author’s programming fingerprint. Ref. [160] states that differences
in coding style make identification of the author possible since the coding style expressed in
source code can be quantified. [9] states that the underlying notion of style is that programs
written by different programmers are strongly distinguished by quantifiable features of the



Information 2024, 15, 131 17 of 42

programs, known as style markers, which may include various software metrics as well as
language metrics, such as n-grams and lexical diversity. We use this section to analyze and
review the various code-based metrics extracted for the authorship attribution problem.

3.2.1. Stylometric Features

From 1989 to 2017, the mainstream of research in the source code authorship attribution
domain worked on source code stylometric features and proposed different feature sets.
Stylometric features can be intuitively understood. The coding habit of indentation is
a simple example—it represents a programmer’s coding style. Most of the stylometric
features were language-dependent, which is specific to a particular programming language,
like C++, Python, or Java. Language-dependent features focus on properties such as
keywords, syntax, style, and structure, which are variable to different languages [32].

For stylometric features, the most common categories were defined as syntactic (or
called structural in many earlier papers), lexical, and layout features. Syntactic features
express the structural characters that represent the author’s preference for different state-
ments, keywords, nesting sizes, etc. Lexical features demonstrate the author’s habit of
using certain keywords and identifiers. Layout features focus mainly on code formats, such
as code indentation, empty lines, and placement of braces, spaces, and tabs. These features
were demonstrated through statistical information, such as count, percentage, frequencies,
log of the feature count to total count, and TF/IDF.

Oman and Cook [161] extracted completely typographic Boolean metrics using pro-
grams taken from textbook example code for tree-traversal algorithms and one simple
sorting algorithm. The researchers further listed 236 style rules from programming style
guidebooks and code analyzers that could be used as a base to derive metrics for pro-
gramming style in their work [162]. Sallis et al. [163] talked about the use of cyclomatic
complexity and the use of layout conventions in software forensics. [32] proposed a set of
features for C programming language, which contained 60 characteristics captured from
programmers’ style, structure, and layout features. Cyclomatic complexity is a software
metric used to measure the complexity of a software program.

In 1999, Macdonell et al. [33] proposed 26 metrics used in C++ language. Ding and
Samadzadeh [34] extracted 56 Java features, out of which 48 were used to build effective
Java program fingerprints for software authorship attribution. Lange and Mancoridis [35]
discussed the use of histogram distributions to represent a combination of text-based
and software-based metrics for author identification in software forensics of the Java
programming language. Elenbogen and Seliya [36] talked about six features to establish
programmers’ profiles based on personal experience and heuristic knowledge. Caliskan-
Islam et al. [83] proposed a Code Stylometry Feature Set (CSFS), which contained 29 metrics
and was categorized under 3 types: lexical features, layout features, and syntactic features.
In 2017, Zhang et al. [89] proposed 18 new features as a supplement to the previous work
by other researchers.

Here, we list the features and details of the literature mentioned above in Table 8.

Table 8. Stylometric features.

Paper Features

Oman and Cook [161]

Typographic Boolean metrics—inline comments on the same line
as source code, blocked comments, bordered comments,
keywords followed by comments, one or two space indentation
occurred more frequently, three or four space indentation
occurred more frequently, five space indentation or greater
occurred more frequently, lower-case characters only, upper-case
characters only, case used to distinguish between keywords and
identifiers, underscore used in identifiers, BEGIN followed by a
statement on the same line then followed by a statement on the
same line, multiple statements per line, blank lines
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Table 8. Cont.

Paper Features

Sallis et al. [163] Cyclomatic complexity of the control flow, use of layout
conventions

Krsul and Spafford [32]

Curly brackets position, different style of indentation, different
comments style and their percentage, comments and code agree,
separator style, percentage of blank lines, line len, len of function,
len of function name, parameter name style, len of parameter
name, parameter declaration type, number of parameter, variable
name style, percentage and number of different style variable
names, len of different type of variables, ratio of different type of
variables, number of live variables per statement, lines of code
between variable references, use of ”ifdef”, most common type of
statement, ratio of different type of statement, number of
statement output, types of error, cyclomatic complexity, program
volume, use of “go to”, use of internal representation of data
objects, use of debugging symbols, use of macro, use of editor, use
of compiler, use of revision control systems, use of development
tools, use of software development standards.

Macdonell et al. [33]

Percentage of blank lines, non-whitespace lines, percentage of
different style of comments, percentage of operators with
different whitespace position, the ratio of different compilation
keywords, the ratio of different decision statements, the ratio of
gotos, line len, percentage of uppercase letters, use of debug
variables, cyclomatic complexity

Ding and Samadzadeh [34]

Percentage of different curly brackets position, number of space
in a different position, percentage of blank lines, number of
indentation in a different position, different comments style and
their percentage, percentage of comment lines, percentage of
different format of statement, percentage of different type of
statement, len of different type of variables, ratio of different type
of variables, len of function name, percentage of different style of
identifier, lines of class or interface, percentage of interfaces,
number of variables per class or interface, number of functions
per class or interface, ratio of different keywords, number of
characters

Lange and Mancoridis [35]

Histogram distributions, relative frequencies of curly brace
positions, relative frequencies of the class member access
protection scopes, the relative frequency of uses of the three
different types of commenting, the relative frequency of the use of
various control-flow techniques, the indentation whitespace used
at the beginning of each line, the whitespace that occurs on the
interior areas of each non-whitespace line, the trailing whitespace
at the end of a line, the use of the namespace member and class
member operator, the use of the underscore character in
identifiers, the complexity of switch statements used in the code,
how densely the developer packs code constructs on a single line
of text, the frequency of the first characters used in identifiers and
the len of identifiers

Elenbogen and Seliya [36] Number of comments, lines of code, variables count, variable
Name len, use of for-loop, program compression size
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Table 8. Cont.

Paper Features

Caliskan-Islam et al. [83]

Term frequency of word unigrams, len of line, the ratio of white
space, if newline before the majority of the open brace, if the
majority of indented lines begin with spaces or tabs, depth of
nesting, branching factor, number of parameters, the standard
deviation of the number of parameters, log of the number of
different elements divided by file len where the elements are
keywords, operators, word tokens, comments, literals, functions,
preprocessors, tabs, spaces, empty lines, AST features

Zhang et al. [89]

Frequency of comments, number of comment lines, len of
comments, frequency of different statements and different format
statements, percentage of different variables, variables len,
variable name style, percentages of different keywords,
percentages of different operators, the format of the operator,
percentage of different types of methods, len of methods, use of
“return 0”, use of “go to”, frequency of class and interface,
percentage of blank lines, len of lines, the number of leading
whitespaces of lines, use of the two-dimensional array

3.2.2. N-Gram Features

N-gram is a contiguous sequence consisting of an n byte, character, or word extracted
from the source code. A sliding window with a fixed length of n generates this sequence.
Source code authorship attribution through n-gram features can be considered traditional
textual authorship attribution. N-gram features can represent part of stylometric features.
Language-independent and automatic construction are the two most significant advantages
of n-gram features. Language-independent features do not depend on the language but on
other properties that can extract the stylistic traits of an author by focusing more on the
face value of code rather than the inherent meaning of each term.

Since 2006, Frantzeskou et al. [66] worked on profile generation using n-gram to
demonstrate programmers’ style and presented the SCAP method, which was considered
a milestone. His approach was based on byte-level n-gram profiles, a set of the L most
frequent n-grams of the source code. The profile was compared with the candidate authors’
profiles based on a similarity measure: the size of the intersection of the two profiles
to classify it into an author. The accuracy of their method exceeded 95% in most cases.
Frantzeskou stated that n-gram could better capture author idiosyncrasies and may be more
effective in authorship attribution, where the dataset contains works written in various
programming languages.

From 2007 to 2010, Burrows gradually developed his approach based on n-gram
features. Burrows and Tahaghoghi [69] started his approach from the techniques for
detecting plagiarism using token-based n-grams and a similarity measure. The source
code was scanned, and the token stream was broken into n-grams using a sliding window
approach. Then, they used the query document as a search engine query and produced a
list of all documents ranked by similarity. So far, Burrows’ method can attribute authorship
in up to 67% of cases based on mean reciprocal rank.

In 2009, Burrows et al. [67] created 6-gram program representations where the 6-gram
was possible with combinations of six feature classes. Since this representation was suit-
able for retrieval systems, they queried each document against all works from different
combinations of ten randomly selected authors. Eventually, their approach correctly clas-
sified 76.78% of query documents. Burrows et al. [68] evaluated the effectiveness and
robustness of their method through the timeline. They still tokenized code into over-
lapping 6-grams but used a TF×IDF approach to rank the query code against all other
documents. They discovered features robust to the evolution of coding style and used them
to improve the method. Eventually, the effectiveness of the method jumped to 82.35%. In



Information 2024, 15, 131 20 of 42

2010, Burrows [31] extended his approach using the Okapi BM25 similarity measure. This
approach had an accuracy of around 90% on student programming assignments.

Approaches proposed by Frantzeskou and Burrows had a considerable influence on
source code authorship attribution. Some researchers attempted to improve and compare
these two methods. In 2013, Tennyson and Mitropoulos conducted a replicated experiment
to compare Burrow’s approach and the SCAP approach in Ref. [164]. Their conclusion was
that when employing anonymized data, the SCAP method surpassed the Burrows method
by a slight margin on 15 authors from Planet Source Code, whereas with non-anonymized
data, the SCAP method outperforms the Burrows method by a significant margin. In 2014,
Burrows compared several approaches in this domain directly with the same evaluation
methods on the same datasets in his paper [31]. The results agreed with Tennyson’s
conclusion, although Burrows expanded the dataset size, showing that Burrows’s approach
was slightly less accurate than the SCAP approach on two freelance collections consisting of
100 authors and 76 authors. In 2014, Tennyson and Mitropoulos [164] worked on a selection
of parameter L’s value in the SCAP method, which defined the profile’s maximum length.
Instead of eliminating entire quantiles of n-grams, only the n-grams that occurred less than
four times were eliminated and evaluated separately in the experiment. The results showed
that the “Omit n-grams with frequency = 1” approach performed the best, and the accuracy
was improved from 91.0% to 97.2%.

In addition to the works of Burrows and Frantzeskou, other researchers also explored
the use of n-gram features. Zhang et al. [89] extracted programming logic features based
on continuous and discrete word-level n-grams, then constructed the author profile using
logic features along with layout, style, and structure features. Further, a method based on
sequential minimal optimization for SVM training was used to identify the authorship of
source codes or programs. This approach with proposed features achieves an accuracy of
98.4% on eight authors and 80.28% on 53 authors.

Layton and Azab [77] used the Recentred Local Profiles (RLP) method, which profiled
an author’s coding style by using the L most distinctive n-grams. RLP stated that the
features are used to determine at what level clusters could be considered coming from the
same author or to show evidence against such a hypothesis.

3.2.3. Graph-Based Features

Graph-based features can reflect structural traits underlying the code lines, such as
an author’s tendency to create deeply nested code. Program dependency, control flow,
data flow, and syntactic entity construction styles can be fetched through graph-based
features. One merit of graph-based features is that they are robust against obfuscation. In
the following sections, we will elaborate on several types of graph-based features.

AST Features

Abstract syntax tree (AST) is extracted from the source code by the compiler, which
keeps syntactic entities. The nodes of an AST correspond to different code constructs,
such as statements, expressions, operations, and variables, while the leaves correspond
to identifiers, keywords, and operators. Since AST only keeps the structural and content
details and ignores formatting details, it captures the syntactic features well, such as a
programmer’s tendency to use long chains of assignments. Depth of AST nodes, node
n-gram, and node types are the most commonly used AST features.

Due to the nature and advantages of AST, Pellin [165] utilized AST to determine code
authorship. They broke down the AST translated from source code into functions, and
each function tree was considered a document. This collection was fed to an SVM to
predict the author from two authors. But this early attempt only achieves between 67%
and 88% classification accuracy. Later on, Caliskan’s work on AST properties drew much
attention from researchers in this domain. Caliskan-Islam et al. [83] worked on the coding
characteristics derived from AST. Besides lexical and layout features obtained from source
code, the features obtained from ASTs were categorized as syntactic features. With the
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feature set, source code fragments were expressed as numerical vectors to perform feature
selection using information gain, then fed to a random forest classifier to identify the author.
Their method reached 94% accuracy in classifying 1600 authors.

Alsulami et al. [166] worked on how to automatically extract AST features instead of
manually extracting them. They implemented Long Short-Term Memory and Bidirectional
Long Short-Term Memory models to automatically extract AST features and used a random
forest classifier for authorship attribution. Their method’s accuracy reached 88.86% on a
dataset of 70 Python programmers. Dauber et al. [90] extracted the AST feature vector after
breaking down the files into smaller fragments, fed them into a random forest to predict
the author and averaged the classifier probability of linked samples.

Bogomolov et al. [124] suggested path-based representations of code and used two
language-agnostic models to classify. In this representation, path contexts consisted of a
path between two leaves in an AST and tokens corresponding to start and end leaves. The
path features were denoted as term frequencies of tokens and paths and then fed to the
classifiers. The experiment showed that the PbNN model reached an accuracy of 97.9%,
while the PbRF model achieved 98.5% on the existing JAVA dataset. However, the accuracy
went down to 22% on GitHub because similarity values decreased.

Program Dependence Graph (PDG) Features

Another graphical representation of the source code is the Program Dependence
Graph. In a PDG, vertices correspond to programming expressions, variables, conditions,
and method calls. The data dependencies were edges between two vertices; control de-
pendencies could be extracted when v1 controlled v2. Ullah et al. [122] worked on PDG.
They extracted control flow and data variations features from the graph to identify authors.
Then, they used a deep learning algorithm to analyze the data and control features. This
method reached a 99% accuracy on 1000 programmers.

CFG Features

A Control Flow Graph is a directed graph comprised of the basic block nodes, edges
representing control flow, and the type of the edge denoted as a labeling function. In
2011, Rosenblum et al. [76] presented an algorithm that leverages CFG and the instruction
sequence to automatically extract stylistic features from binary codes. They then utilized
SVM (support vector machine) for authorship identification and employed the k-means
algorithm to cluster authorship among programs exhibiting similar styles. With a 77%
accuracy, these techniques successfully determined the correct author from a set of 20 candi-
dates. Meng et al. [88] devised four types of new features based on binary code, including
control flow features that described the incoming and outgoing CFG edges and context
features, for example, the width and depth of a function’s CFG. These features with a CRF
model can discriminate 284 authors with 65% accuracy.

RFG Features

Flow and dependencies between the registers can show the behavior of a program
and capture the semantic style of code. Alrabaee et al. [167] described how to construct
a Register Flow Graph and use it in binary code authorship attribution. They devised a
novel layered approach, where one layer was the Register Flow Analysis Layer. This layer
captured features corresponding to the register to manipulate patterns from the Register
Flow Graph. The graph-based features and details of the literature mentioned above are in
Table 9.
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Table 9. Graph-based features.

Paper Features

Pellin [165] AST function tree

Caliskan-Islam et al. [83] Maximum depth of an AST node, term frequency AST
node bigrams, term frequency of 58 possible AST node
type excluding leaves, term frequency-inverse document
frequency of 58 possible AST node type excluding leaves,
average depth of 58 possible AST node types excluding
leaves, term frequency of code unigrams in AST leaves,
term frequency-inverse document frequency of code uni-
grams in AST leaves, average depth of code unigrams in
AST leaves

Alsulami et al. [166] AST features generated by neural network

Dauber et al. [90] AST features from small fragments

Bogomolov et al. [124] AST-path-based representations

Ullah et al. [122] Control flow and data variations features from PDG

Rosenblum et al. [76] CFG Features

Meng et al. [88] Control flow features from CFG, context features from CFG
(for example, the width and depth of a function’s CFG)

Alrabaee et al. [167] RFG Features (register manipulate patterns)

3.2.4. Behavioral Features

One type of feature that makes source code different than text is that source code
has behaviors when it communicates with the computer, such as instructions and the use
of hardware.

Dynamic Features

Dynamic features are generated in the stage of code compilation and execution, which
collects runtime measurements, such as memory use, CPU use, and data structure use.
These features can capture programmers’ tendencies; for example, memory access patterns
can reflect the author’s use of an array over the heap. Dynamic features can also reveal the
hidden functionalities and behaviors from source code. Therefore, this brings an advantage
for dynamic features—they are hard to obfuscate. Another advantage is that most dynamic
features are universal across various languages. Dynamic features are considered a good
complement to static features. Most dynamic analyses were based on mobile applications,
Ref. [168] summarized several common approaches based on dynamic features, such as
power consumption, CPU and memory features, and system call features.

On the other hand, a limited number of studies worked on dynamic features from
source codes other than mobile applications. Wang et al. [169] introduced four classes
of dynamic features—memory dynamics, CPU dynamics, disk dynamics, and network
dynamics—and analyzed seven dynamic features. After evaluation of all the extracted
static and dynamic features, they found out that most of the dynamic features were not
considered high-valued features, except the memory access patterns and function memory
usage. The dynamic features and details of the literature mentioned above are in Table 10.
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Table 10. Dynamic features.

Paper Features

Wang et al. [169] Function call, module running time, total running time,
function memory usage, total memory usage, memory ac-
cess patterns (range of memory addresses and operation
frequencies), len of disassembled code

Instruction Features

Another class of behavioral features is instruction features, which are retrieved from bi-
naries. These features reflect valuable code properties, such as operated data types, data ac-
cess patterns, memory numbers, registers, and immediate operands. Rosenblum et al. [76]
used idiom templates to capture instruction sequence underlying a program; they also
considered byte n-grams as a relaxation of the idiom instruction abstractions, which cap-
tured specific instruction opcodes and immediate and memory operands. Meng et al. [88]
used instruction features that describe instruction prefixes, operand sizes, and operand
addressing modes to identify authors of binary programs. The detailed information about
instruction features is listed in Table 11.

Table 11. Instruction features.

Paper Features

Meng et al. [88] Instruction features: instruction prefixes, instruction
operands, constant value in instructions. Control flow fea-
tures, data flow features, and context features.

Rosenblum et al. [76] Idiom feature capturing low-level details of the instruction
sequence.

3.2.5. Neural Networks Generated Representations of Source Code or Features

In recent years, there has been a trend that applies neural networks to produce repre-
sentations of source code or features. Abuhamad et al. [106] designed a feature learning
and extraction method using deep learning architecture with RNNs (TF-IDF as input since
it represents code files) and proved that TF-IDF features described an author’s preferences
on using certain terms and also help minimize the effect of non-useful frequent terms. The
feature selection operators considered were the order of term frequency, chi-squared value,
mutual information, and univariate feature selection. Finally, from n features, the top k
features that reduce the dimensionality were selected. The system took the selected TF-IDF
as the initial representation for code files and generated TF-IDF-based deep representation
using an architecture with multiple RNN layers and fully connected layers. The resulting
representation was then passed into a random forest classifier, ensuring scalability and
the ability to de-anonymize the author. This system achieved an accuracy of 96% with
1600 authors and 92.3% with 8903 C++ authors for GCJ. Also, it achieved an accuracy of
93.42% for 120 authors under obfuscation. In the following year, Abuhamad et al. [121]
kept exploring how to use neural networks to generate representations of source code
and features. They employed a deep learning architecture based on convolutional neural
networks (CNN) to generate TF-IDF and word embedding representations that were both
high-quality and distinctive. In the final layer of the architecture, a softmax classifier
was utilized to classify authors. This method can distinguish up to 1600 C++ program-
mers with 96.2% accuracy, 1000 Java programmers with 95.8% accuracy, and 1500 Python
programmers with 94.6% accuracy.

In 2020, Zafar et al. [111] conducted research focusing on using deep metric learning
to generate a new representation. They used a character-level CNN to convert the input
character stream into a compact vector, ensuring that source codes from the same author
were mapped closely together. They then fed these vectors into the KNN classifier to
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determine the author. Their approach achieved an accuracy of 84.94% across 20,458 authors.
Similarly, in 2021, White and Sprague [112] worked with metric learning to address the
problem of authorship identification and verification. It leverages a bi-directional LSTM
to generate embeddings that group similar and separate dissimilar samples. The metric
learning approach makes it possible to measure similarity in the learned embedding space.
Afterward, a support vector machine is trained to classify the authors based on these
embeddings. In closed-world tasks, SVM had an accuracy of 91.50%, while KNN had an
accuracy of 90.38%.

3.2.6. Select Influential Features

Among all the features proposed by different researchers, what are the most infor-
mative and contributive features? In 2004, Ding and Samadzadeh [34] investigated the
software metrics of Java source code. The contributions of the 56 metrics to authorship
identification were measured by canonical discriminant analysis. Eventually, 48 metrics
were identified as the most contributive ones. Kothari et al. [72] utilized Shannon’s infor-
mation entropy as a selection criterion to find the 50 most contributive metrics. Lange and
Mancoridis [35] used a genetic algorithm to select optimal metrics.

In 2008, Frantzeskou et al. [170] identified high-level features used in the SCAP method.
The significance of each feature was assessed through a series of experiments, where one
feature was eliminated at a time. The findings revealed that comments had a significant
impact, followed by layout as the next influential factor. The classification accuracy did
not appear to be influenced by variable and function names defined by the programmer.
Burrows et al. [67] generated 63 possible combinations of 6 classes of features and created
different 6-gram source code representations based on the feature combinations. Then, they
used these program representations to predict the programmers. Eventually, they found the
most contributive feature sets from the highest accuracy classification. Rosenblum et al. [76]
performed feature selection by ranking features through mutual information (MI) between
the feature and the true author label. To reduce the feature set size and its sparsity, Caliskan-
Islam et al. [83] only kept features with non-zero information gain and eliminated other
features. This feature set showed robustness and consistency in different source code files.

Wisse and Veenman [171] empirically determined the most frequent node n-grams,
then greedily eliminated infrequent n-grams. Wang et al. [169] accessed each feature’s
importance by calculating the absolute average weights on the 400 outgoing connections
of the corresponding input neuron in the DNN. In 2020, Kurtukova et al. [123] used a
deep neural network to highlight informative features in vector form. These features
work with a hybrid CNN and BiGRU (HNN) architecture, which could obtain an accuracy
of 86% with 20 authors in the simple case and exceeded 80% in the complicated ones.
Bogomolov et al. [124] employed feature filtering based on mutual information (MI) when
the size of path-based representations was significant.

3.2.7. Explanation of Attribution through Features

One trend in source code authorship attribution is to explain the decisions of classifiers
through features. Recently, some new techniques were introduced. In 2014, a detection
tool, DREBIN, was introduced by Arp et al. [172]. DREBIN inputs the feature vector into a
linear SVM to calculate the result, which determines the classification of the source code. In
the calculation process, each feature vector will be assigned a weight; some weights will
be high enough to determine or shift the classification. They used the highest k-weight
features to generate explanations. Melis et al. [173] extended Drebin to any black-box
machine-learning algorithm. They computed another approximate feature-relevance vector
to replace the local gradient and used it to find the most influential features.

Ribeiro et al. [174] proposed The Local Interpretable Model-Agnostic Explanations
(LIME) technique, which was defined as an explanation of a potentially interpretable model.
When given a specific instance that requires an explanation, it starts to take samples from
instances around it, and then obtain predictions using the original model. These predictions
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were input to an explanatory model, which generated explanations for the original model.
LIME is considered model-agnostic, meaning it can be applied to any model, and it aims to
provide locally faithful interpretations. Murenin et al. [175] utilized the LIME technique and
proposed a solution that could display the most and the least used keywords and features,
so as to identify the authorship in Android applications and provide the explanations for
the attribution decisions made by classifiers.

Bogdanova and Romanov [114] presented the Saliency map algorithm for the Source
Sode Authorship Attribution (SCAA), which is interpretable. It assigned an importance
value to each input parameter. The inputs are dimensional vectors for each token. As a
result, each token is assigned d importance values. They normalize these values using
maximum values and then average these scores. The output of the Saliency map algorithm
is color maps of the source code, which highlight the most important features; therefore,
they had to gain the explanation through manual analysis.

3.3. Synthesis
Text-based features

The limitations of the text-based features include:

1. Lexical information tends to overlook the structure of the sentences and the textual
complexity.

2. For n-gram features, a large n would significantly increase the representation size.
3. N-gram features fall short when representing the contextual information.
4. Content-specific features focus more on the essence content of the work; the weakness

lies in their inability to consider the structure and style of the text.

Code-Based Features

Several downsides of code-based features are concluded as below.

1. Stylometric features are usually language-dependent; some traits contribute to one
programming language but cannot be used in another language.

2. Available keywords, statements, and structures in source code are limited and re-
strained by guidelines. Stylometric features are not very distinguishing for cod-
ing style.

3. Some style-related and layout-related characteristics are distinguishing but easily
changed by code formatting tools, so they lack robustness to obfuscators.

4. Stylometric features have to be extracted manually or by tools, which is time-consuming.
Stylometric features have to be extracted manually or by tools—manually is time-
consuming, and by tools is usually quick.

One limitation of n-gram features for source code is that the number of n-gram features
grows rapidly with the increasing size of n, so a portion of n-gram features might be easily
cut off because of the large size.

For graph-based features, extracting graph-based features is a difficult process; they
have to be extracted by certain tools, and some tools are language-dependent or work only
for complete code.

The notable weaknesses of dynamic features include:

1. An extra procedure is needed to retrieve dynamic and instruction features instead of
static analysis, and it needs to be compiled and executed under a specific running
environment.

2. They can be obtained only from executable source code, which is hard to extract from
code fragments.

In investigating sets of features, most researchers worked on small groups of features.
Some researchers examined limited combinations of feature categories, for example, the
combination of AST features and n-gram features, and claimed to have an outstanding
performance. But wider categories of features needed to be covered.
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Most works cannot provide feature-wise explanations for the attribution results. Only
very few researchers attempted to work on the explainability of their classifiers and profile
of the authors, and their effectiveness needs to be examined.

4. Review on Available Datasets

This section presents a review of available datasets that are mostly used in authorship
attribution research. We also discussed popular data sources and their features with
their shortcomings. Most of the research in source code authorship attribution used
programs from Google Code Jam (GCJ: it is an international programming competition)
and GitHub (a code hosting platform for version control and collaboration). Other sources
include Codeforces (a contest-based programming website), Freecode, formerly Freshmeat
(a website hosting open-source software for programmers), Planet Source Code (a free
source code database and sharing website), SourceForge (a complete business software and
services comparison platform), student programming assignments from universities, and
program examples from programming textbooks.

For a better view of datasets used in the literature, a list of datasets from several
researchers that used datasets of a larger size are in Table 12.

Table 12. Datasets used in the literature.

Paper Features Classification
Model Language Author

Number
Files Per
Author

Data
Source Accuracy

Abuhamad et al. [121] NN representation 3S-CNN C++ 1600 9 GCJ 96.20%

Abuhamad et al. [121] NN representation 3S-CNN JAVA 1000 9 GCJ 95.80%

Abuhamad et al. [121] NN representation 3S-CNN Python 1500 9 GCJ 94.60%

Abuhamad et al. [121] NN representation 3S-CNN C 745 10 Github 95.00%

Abuhamad et al. [121] NN representation 3S-CNN C++ 142 10 Github 97.00%

Ullah et al. [122] PDG features Deep
learning C# 1000 GCJ 98%

Ullah et al. [122] PDG features Deep
learning JAVA 1000 GCJ 98%

Ullah et al. [122] PDG features Deep
learning C++ 1000 GCJ 100%

Zafar et al. [111] NN representation KNN multiple 20458 9 GCJ 84.94%

Zafar et al. [111] NN representation KNN C++ 10280 9 GCJ 90.98%

Zafar et al. [111] NN representation KNN Python 6910 9 GCJ 84.79%

Zafar et al. [111] NN representation KNN JAVA 3911 9 GCJ 79.36%

Abuhamad et al. [110] NN representation RFC Binary 1500 9+ GCJ 95.74%

Abuhamad et al. [110] NN representation RFC C 566 7 GCJ 94.80%

Caliskan-Islam et al. [83] Stylometric
features RFC C,C++ 1600, 9 GCJ 92.83%

Caliskan-Islam et al. [83] Stylometric
features RFC Python 229 9 GCJ 53.91%

Abuhamad et al. [176] NN representation RFC C, C++ 562 Github 93.18%

Abuhamad et al. [176] NN representation RFC C, C++ 608 6 Github 91.24%

Abuhamad et al. [176] NN representation RFC C, C++ 479 10 Github 92.82%

Abuhamad et al. [110] NN representation RFC JAVA 1952 7 GCJ 97.24%
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Table 12. Cont.

Paper Features Classification
Model Language Author

Number
Files Per
Author

Data
Source Accuracy

Abuhamad et al. [110] NN representation RFC Python 3458 7 GCJ 96.20%

Abuhamad et al. [110] NN representation RFC C++ 8903 7 GCJ 92.30%

Abuhamad et al. [110] NN representation RFC Binary 241 9+ Github 92.13%

Abuhamad et al. [110] NN representation RFC C++ 147 Github 95.21%

Abuhamad et al. [110] NN representation RFC C 745 Github 94.38%

Abuhamad et al. [176] NN representation RFC C, C++ 346 20 Github 95.12%

Abuhamad et al. [176] NN representation RFC C, C++ 282 30 Github 96.14%

Caliskan et al. [84]
Stylometric/
instruction
features

SVM Binary 600 8 GCJ 71%

Caliskan et al. [84]
Stylometric/
instruction
features

RFC Binary 600 8 GCJ 83%

Caliskan et al. [84]
Stylometric/
instruction
features

RFC Binary 50 Github 65%

White and Sprague
[112] NN representation SVM C,C++ 1600 GCJ 91.50%

White and Sprague
[112] NN representation KNN C,C++ 1600 GCJ 90.38%

Bogdanova [113] NN representation KNN Python 400 GCJ 42%

Bogdanova and
Romanov [114] NN representation KNN C++ 230 GCJ 74.4%

Bogdanova and
Romanov [114] NN representation KNN JAVA 82 GCJ 77%

Bogdanova and
Romanov [114] NN representation KNN Python 115 GCJ 73%

Meng et al. [88]
Instruction,
control/data flow,
context features

CRF Binary 284
3 open
source
projects

65%

Meng et al. [88]
Instruction,
control/data flow,
context features

SVM Binary 284
3 open
source
projects

58%

4.1. Sizes of Datasets

Most researchers using statistical models in their works conducted their experiments
on datasets with a size of less than 100 authors. The largest dataset used in these works
was 272 authors in Ref. [31], who developed his method on information retrieval tech-
niques. The sizes of datasets the researchers used in most works utilizing machine learning
models were less than 300. However, Caliskan-Islam et al. [83] used a dataset with a
maximum of 1600 authors. Deep learning models work with much bigger size of datasets.
Zafar et al. [111] used the most extensive dataset, covering 20,458 authors.

4.2. Sample Size Per Author

The number of samples per author influences the success rate of authorship attribution.
Although there is no consensus on the sample size per author, most researchers used
around seven files per author to implement their approaches. Caliskan-Islam et al. [83]
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suggested using nine files per author to obtain satisfying accuracy. On the other hand,
Abuhamad et al. [106] examined the accuracies of 5/7/9 files per author with different
languages, and the result showed that it obtained the highest accuracy with nine files
per author. However, the accuracy degradation between nine and seven files was minor;
they claimed that only seven files per author are enough for a high attribution accuracy.
Abuhamad et al. [176] concluded that under Request for Comments (RFC), the accuracy
was improved from 92.12% to 94.4% when the sample size per author was increased from
10 to 30, but when the sample size per author kept expanding, the accuracy decreased.
Meanwhile, more code lines per sample (from 4 to 10) led to more successful attribution.

4.3. Dataset from “Wild”

The dataset in the wild is a set of known candidates that are extremely large (possibly
many thousands), but it might not even include the actual author. Abuhamad et al. [106]
stated that “reported results using the GitHub dataset show some accuracy degradation
compared to the results obtained using GCJ dataset given the same number of program-
mers”. In the work [84], the random forest (RF) classifier obtained an accuracy of 83–96%
on GCJ datasets sized from 100 to 600 authors but only achieved an accuracy of 65% on
50 programmers from GitHub. Abuhamad et al. [121] used the three-slices convolutional
neural network (3S-CNN ) method and showed 99.4% accuracy on 150 programmers from
GCJ, but the accuracy dropped to 97% on 142 programmers from GitHub. The lower
success rate on GitHub might be the reuse of the source code from other authors, multiple
authors collaborating on the same project, and the authors being out of the training data,
also known as an open-world problem.

To deal with the problem of specifying the authors of source code, Meng et al. [87]
brought up a Git built-in tool named Git-author that derived from the structural author-
ship model and weighted authorship model, which calculated authorship weights given
code change measurement between commits. Similarly, Bogomolov et al. [124] suggested
collecting data from GitHub through Git-commit because each commit had a single author,
and this made Git a rich source of data.

For other issues of authorship attribution “in the wild”, Dauber et al. [90] proposed
another solution. Firstly, they identified the author of code fragments instead of the entire
file in case more than one author wrote the file. After breaking the files into smaller
fragments, their experiment extracted the AST feature vector, fed them into a random forest
to predict the author, and averaged the classifier probability of linked samples. Secondly,
to tackle the open-world problem, they employed the calibration curves to set a threshold
below which to identify which samples are written by unknown authors or determine
the trustworthiness of the attributions. Unfortunately, their attempt did not display a
satisfying result.

4.4. Synthesis

Based on the dataset information we summarized, the following are the shortcomings
of the use of datasets:

1. There are no benchmark datasets with large sizes, and they are widely accepted by
researchers in the domain of source code authorship attribution.

2. There is no consensus on the sample size per author.
3. Some researchers claimed to obtain high accuracies, but the experiments were con-

ducted on small-size datasets, so the results lacked soundness.
4. Google Code Jam data are more reliable than GitHub due to the fact that all the files

are solutions for limited coding questions and the author labels to the files are more
reliable. However, most authors have more advanced skills and experiences, so GCJ
data are also more imbalanced.

5. GitHub data have a large size of the source file that contains the most realistic pro-
grams, but they come with issues relating to the collaboration of multiple authors and
code reuse. Although some researchers brought up solutions to these issues, such
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as the use of Git commit and Git-author, most authorship attribution tasks are for
single-author attribution, and this makes the authorship attribution on the GitHub
dataset problematic.

5. Review on Model Evaluation Metrics

In this section, we present the various evaluation metrics used for the performance
assessment of the authorship attribution models. We grouped the evaluation metrics and
discussed them.

5.1. Accuracy

Accuracy is one of the common model evaluation metrics used for the evaluation
of the authorship attribution models. Based on the analysis of 12 studies that utilized
datasets containing a substantial number of authors, we compiled findings regarding the
combination of feature sets and classifiers and their corresponding accuracies.

The neural network usually works with code representation, displaying accuracy
fluctuations spanning from 62% to 99.5%, influenced by representation types and neural
network architectures. Notably, Abuhamad et al. [121] revealed that TF-IDF outperformed
word embedding in accuracy, while the three-slices convolutional neural network (3S-CNN)
exhibited good performance compared to a single slices convolutional neural network (S-
CNN). Abuhamad et al. [176] employed RNN alongside TF-IDF, yielding 80% accuracy,
whereas word2vec representation achieved 76% accuracy.

Neural networks can work along with manually extracted features, their performance
contingent upon the quality of the features employed. For instance, when PDG features
were utilized as input for neural networks, the accuracy reached an impressive 99% [122].
In contrast, using AST features yielded an accuracy of 88% in Ref. [166].

Random forest classifiers (RFC) demonstrated that accuracy varies from 72% to 98%,
determined by feature quality. For instance, RFC’s accuracy was 72% with AST fea-
tures [166], 83% with stylometric features [84], and 92%–98% in the study of [83] employing
the same stylometric features. RFC combined with code representation gained popularity
for effectively handling large inputs while maintaining satisfactory accuracy, achieving
over 90% accuracy in studies [106,110,176].

K-Nearest Neighbors (KNN) paired with neural network-generated code representa-
tions emerged as a prevalent approach. There is a large accuracy variation ranging from
42% to 94% in Refs. [111–114]. Its highest performance slightly trails behind RFC paired
with NN-generated code representations.

Support vector machines (SVM) were widely used, especially in the early studies in
this domain. The accuracy of support vector machines (SVM) varies from 61% to 91%,
which is relatively lower than another approach. In Ref. [166], SVM obtained a lower
accuracy of 61.28% using the same AST feature set compared with RFC and neural network.
Caliskan et al. [84] showed that SVM with the same stylometric features had a lower success
rate of 71% compared to 83% accuracy of RFC.

5.2. Mean Reciprocal Rank and Mean Average Precision

Mean reciprocal rank and mean average precision are another group of metrics that
are used to evaluate the performance of the methods in information retrieval techniques,
including authorship attribution. Burrows and Tahaghoghi [69] used these metrics to
evaluate their approach since it used information retrieval techniques. Their approach can
attribute authorship in up to 67% of cases based on mean reciprocal rank, and the mean
average precision was 15.55% on 100 authors.

5.3. Precision, Recall, and F-Measure

Some other performance evaluation metrics are precision, recall, and F-measure, which
usually come with accuracy. Precision, recall, and F-measure metrics are the classification
metrics that are also used in the authorship attribution methods, where precision finds
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the number of positive class predictions that actually belong to the positive class, Recall
measures the number of positive class predictions made out of all positive classes, and
F-measure provides a single score that balances both precision and recall.

Alrabaee et al. [177] investigated several techniques for malware binaries. Since
the application domain targeted by binary authorship attribution works is much more
sensitive to false positives than false negatives, they employed F-measure to evaluate
the performance. The multi-layer approach proposed by Alrabaee et al. [167] that used
RFG and other features achieved 58% for the F-measure score on 50 authors and 28% for
the F-measure score on 179 authors. The method proposed by Rosenblum et al. [76] that
utilized SVM with CFG and the instruction sequence reached 43% for the F-measure score
on 50 authors. Caliskan et al. [84] used RFC working with stylometric features, which
obtained 60% for the F-measure score on 140 authors. Ullah et al. [122] also evaluated their
method besides accuracy. Their method of PDG features with neural network reached 97%
for precision, 100% for recall, and 99% for F-measure on the C++ dataset; 99% for precision,
96% for recall, and 98% for F-measure on the JAVA dataset; and 100% for precision, 98% for
recall, and 99% for F-measure on the C# dataset.

5.4. Algorithm Complexity

The other performance evaluation is complexity, although few studies have explored
this factor. Zafar et al. [111] attempted to enhance the complexity by employing a KNN that
utilized the ball trees data structure instead of naive KNN or RFC. Their implementation
had a complexity of O(d log n), while the complexity of naive KNN was O(dn) and the
complexity of RFC was O(dt) for prediction and O(n2dt) for training. Here, n was the
number of samples, d was the number of dimensions, and t was the number of trees.

Some researchers working on neural networks are more concerned about the complex-
ity since the complexity of neural networks increases, and more running time is needed as
the problem scale becomes larger. Consequently, distillation has emerged as a solution to
reduce the computational complexity of neural network architectures.

5.5. Attribution Accuracy under Obfuscation

Only some of the works assessed the attribution accuracy under obfuscation, and the
performance under obfuscation is determined not only by the robustness of the approaches
against obfuscation but also affected by the types of obfuscators since different obfuscators
work on different languages and different aspects of code features. Therefore, it is hard
to compare the performance under obfuscation of all the works. The methods used in
Ref. [83] fed stylometric features, including AST features into RFC to attribute authorship,
and eventually obtained 94% accuracy in classifying 1600 authors. In the scenario of
obfuscation, the accuracy reached 98.89% under the Stunnix obfuscator on 20 C++ authors
and 67.22% under the Tigress obfuscator on 20 C authors.

Alrabaee et al. [177] examined the performance under refactoring and obfuscation of
several binary authorship attribution works. Regarding OBA2 [167], they concluded that
the accuracy decreased from 81% to 62% under refactoring to 58% under obfuscation. From
this, we can see that OBA2 was vulnerable to some techniques, such as variable rename.
Regarding Caliskan-Islam et al.’s method in binaries [84], which used RFC with stylometric
and AST features, the accuracy decreased from 79% to 70% under refactoring to 24% under
obfuscation. Their method utilized AST features that displayed robustness to refactoring,
but they extracted features through a decompilation process, which can be affected by
Flatten Control Flow graph obfuscation techniques and therefore displayed vulnerability to
obfuscation. Regarding Rosenblum’s method [76], which leverages CFG and the instruction
sequence to work with SVM, the accuracy decreased from 66% to 40% under refactoring
to 27% under obfuscation. The reason for their vulnerability to refactoring was that they
utilized many idioms from assembly files, which were easily changed by refactoring tools.
Regarding Caliskan-Islam’s method in binaries, Caliskan et al. [84] provided some different
results, with the conclusion mentioned above in Ref. [177]. They claimed that the accuracy
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of their approach decreased from 96% to 88% on 100 authors under obfuscation using
Obfuscator-LLVM and showed robustness against obfuscation because “stylistic features
are still preserved to a large degree” through basic obfuscation.

Kurtukova et al. [123] employed the HNN model for author attribution. They noted a
significant variance in performance degradation with different languages and obfuscators.
For example, the accuracy of their method on JavaScript dropped from 76% to 70% under
JS obfuscator Tool to 63% under JS-obfuscator. Their accuracy on Python dropped from
92% to 48% under Opy obfuscator to 38% under Pyarmor obfuscator. The accuracy on
PHP dropped from 86% to 63% under Yakpro-po obfuscator to 61% under PHP Obfuscator.
They concluded that their model was resistant to lexical obfuscation, such as removing
whitespace characters, transforming strings, etc. The accuracy dropped 7% under lexi-
cal obfuscation. The decrease in the accuracy was as high as 30% under more complex
obfuscation, such as the addition of pseudo-complex code, etc.

Zafar et al. [111] utilized CNN-generated representation and KNN as a classifier. To
evaluate the robustness of obfuscation, they applied randomized obfuscation tools in their
work. Their approach achieved 83.41% accuracy for 14,100 authors under obfuscation, and
the average difference for mixed-language scenarios between with and without obfuscation
was -7.04%. Abuhamad et al. [110] used RNN-generated representation to work with RFC.
This method achieved 95.74% for 1500 programmers of software; the performance dropped
to 93.86% under binary code obfuscation using Obfuscator-LLVM. For 8903 non-binary
programmers, they achieved 92.3% on accuracy; the accuracy reached 98.90% under Stunnix
obfuscator on 120 C++ authors and 93.42% under Tigress obfuscator on 120 C authors.

6. Review on Authorship Verification Methods

This section presents a short review of authorship verification (AV) methods, including
their differences with authorship attribution (AA), state-of-the-art works on AV approaches,
and common shortcomings.

AA and AV are two important tasks in the field of digital text forensics analysis. AA
deals with the problem of identifying the most likely author of a document or text with
unknown authorship, given a set of texts of candidate authors, but AV focuses on the
question of whether a document or text was in fact written by a known author, where only
a set of reference documents or texts of this author is given [178]. Simply, AV tries to answer
the question if two documents with unknown authors were written by the same author
or not. In AA, a learner attributes a new previously unseen text of unknown authorship
to one of these known authors. In contrast, in AV, the learner predicts whether the same
author wrote two given texts/documents or not [19,179].

Authorship verification problems are considered a unary classification or a binary
classification. An AV method is unary if and only if its decision criterion is determined
solely on the basis of the target class, whereas in a binary classification, the decision criterion
is determined on a training or testing corpus-labeled data. A binary model can be further
categorized into intrinsic or extrinsic [180]. An intrinsic binary classification relies on only
the training datasets and does not use any external documents to verify the authorship,
whereas extrinsic classification determines their decision criteria, with testing data from
external documents that represent the outlier class [178].

In the past two decades, researchers from different disciplines, including linguistics,
psychology, computer science, and mathematics, proposed a range of techniques and
concepts for this task [181–184]. Stylometric learning is a computational approach for
many linguistic tasks, such as authorship verification [185]. State-of-the-art research on AV
focuses on stylometric feature learning and/or deep neural network-based approaches.

• Stylometric features-based approaches extract the stylometric features and categorize
them into several distinct groups, e.g., lexical features, character features, syntactic
features, semantic features, and application-specific features or compression-based
features [186,187].
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• Deep neural network-based AV approaches integrate the feature extraction task into a
deep-learning framework for authorship verification [115,188,189]. Similarity learning
and attention-based neural network models were developed to verify authorship
for social media messages [190,191]. An attention-based Siamese network topology
approach learns linguistic features using the bidirectional recurrent neural network.
Recently, Hu et al. [189] proposed a topic-based stylometric representation learning
for authorship verification.

Based on the short review of AV methods, we summarize the shortcomings of the
existing AV work, which are as follows:

• Lack of publicly available appropriate corpora that are required to train and evaluate
the models. The metadata with the existing publicly available corpora lack features
such as precise time, location, and topic category of the texts.

• There is no more research on how the length of the text message affects the results of
the AV model. There is a dramatic shift in the author’s characteristics of their writing
according to the situation and posting small text messages on social media platforms.

• Limited investigation on the effect of topical influence. In AV problems, the topic
of the documents is not always known beforehand, which can lead to a challenge
regarding the recognition of the writing style. In addition, the existing AV methods
are not robust against topical influence [178].

7. Challenges and Limitations

This section summarizes the challenges and limitations of authorship attribution
research through the comprehensive survey conducted in this work.

• Limitations with models: Various techniques have been employed in this field, catego-
rized into stylistic, statistical, language, machine, and deep learning models. Based on
our review, these methods face several challenges and limitations as below:

– Statistical Methods: They do not consider vocabulary or document themes, limit-
ing their effectiveness.

– Language Models: Selecting optimal ‘n’ values in n-grams is challenging, as
larger values increase representation size, while smaller values lack contextual
information.

– Feature Extraction: Some techniques struggle to capture long-distance depen-
dency features in text.

– Multiple Authors: Many documents and codes involve multiple authors, impact-
ing accuracy.

– Data Availability: Finding large and balanced datasets, especially for short texts,
is challenging.

– Language Dependency: Some approaches are language-specific.
– Metric Selection: Determining useful metrics for models can be complex.
– Model Scalability: Some models suffer accuracy degradation with increased authors.
– Generalization: Neural networks may struggle with limited samples.
– Explainability: Most models lack explanations for results.

• Limitations with datasets: There are several key issues and challenges related to
datasets in the authorship attribution research domain. The key challenges and
limitations of datasets are as follows:

– Lack of benchmark and standardization: State-of-the-art research lacks widely
accepted large benchmark datasets, hindering standardization and robust evalua-
tion of models.

– Variability in data sample size per author: There is no consensus on the ideal
sample size per author, leading to variability in research approaches.

– Data validity and imbalance issues: The reliability of small datasets raises con-
cerns about result validity. Even reliable datasets can suffer from imbalance
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issues, affecting the representativeness of the data and potentially biasing attribu-
tion models.

These limitations underscore the need for more comprehensive and standardized
datasets.

• Limitations with feature sets: In this survey, we found the following several limitations
and challenges for the feature sets:

– Limitations with text-based feature sets: These feature sets suffer from lexical
oversights, potentially missing structural nuances in the text. The choice of the
‘n’ value in n-gram features impacts representation size and context, with larger
values increasing size but potentially lacking contextual information. Moreover,
while content-specific features focus on content, they may overlook the text’s
essential structural and stylistic elements.

– Limitations with code-based feature sets: In code-based feature sets, stylomet-
ric features are language-dependent and may not generalize effectively across
programming languages. The limited availability of keywords and language
elements restricts the capabilities of these features. Code-based features are
also vulnerable to alterations caused by code formatting, reducing their robust-
ness. Furthermore, extracting stylometric features can be a complex and time-
consuming process. Additionally, other code-based features, such as graph-based
and dynamic features, face challenges in extraction, language dependence, and
additional procedures. Finally, there is a limited exploration of feature categories,
and many existing models lack feature-wise explanations for their results.

8. Future Research Directions

We suggest the following future research directions in the authorship attribution
research domain:

• Code reuse detection and dynamic author profiling: Authors of both malware and
legitimate software reuse software codes and libraries that save time and effort because
they have already been written and created [9]. Dynamic author profiling methods
can adapt authorship attribution that tracks the changing or evolving coding styles of
the author over time. Identifying the reuse of codes, clone detection techniques, and
dynamic profiling of the authors can be a potential direction of future work.

• Multi-author attribution: Multi-author attribution focuses on determining who wrote
a particular program code or document among multiple authors. In multi-author attri-
bution, it is challenging to divide the code boundaries of different authors in a sample
code and identify the code segments belonging to different authors. Investigation
into the development of multi-author attribution models for effectively and accurately
identifying code segment that belongs to an author among multiple authors can be a
potential future work.

• Explainable and interpretable models for authorship attribution: An explainable and
interpretable model helps to understand why the model made a particular prediction
with the given input variables. Identifying the most influential features or predictor
variables and their role in prediction is challenging with linguistic or stylometric
features. Design and development of explainable and interpretable methods for
authorship attribution can be a potential future research topic.

• Advancement in deep learning models: There are numerous works that leverage deep
learning-based models for the classification of authorship attribution. The performance
of these models can be further improved by considering the combination of advanced
deep neural architectures and loss functions. Investigation into the recent advances in
deep learning models (e.g., LSTM, Autoencoder, CNNs, BERT, GPT, etc.) and their
possible combinations with different loss functions can be an interesting potential
future research topic.

• Against obfuscation or adversarial attack: Authorship obfuscation is a protective
countermeasure that aims to evade authorship attribution by obfuscating the writing
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style in a text [192]. Most of the existing authorship obfuscation approaches are rule-
or learning-based, and these approaches do not consider the adversarial model and
cannot defend against adversarial attacks on authorship attribution systems. The
development of the obfuscation approaches considering the adversarial setup could
be a potential future research direction in authorship attribution.

• Open world problem: An open-world classification deals with scenarios in which the
set of classes is not known in advance. In authorship attribution, if a set of potential
authors is not known in advance, the model requires making a generalization with
the set of known other authors and predicting the authors that have never been seen
before. Dynamic authorship modeling and incremental learning, ensemble models,
etc., can adapt to the changing authorship styles and characteristics over time. Also,
research on authorship attribution methods in blockchain and quantum computing
technology can be an interesting potential research direction.

• Dynamic and incremental authorship attribution: Dynamic and incremental author-
ship attribution methods are used to identify authors in a dynamic situation where
they change their writing or coding styles over time. It is a more crucial and chal-
lenging task because authorship patterns evolve and work environments change
dynamically over time. Adaptive and incremental machine learning models can cap-
ture changing authorship patterns by continuously training and updating the models
with the new data. Similarly, time series analysis and change-point detection methods
can adapt to change authorship patterns that allow for the recognition of new coding
or writing styles. The continuous evaluation and validation of the models are crucial
to ensure their performance over time.

9. Conclusions

In recent decades, considerable research effort has been dedicated to the field of au-
thorship attribution. This area holds substantial importance in various domains, such as
software forensics analysis, plagiarism detection, security attack detection, and safeguard-
ing intellectual property like trade secrets, patents, and copyrights. This survey aims to
familiarize new researchers with the current state-of-the-art techniques in authorship attri-
bution. By identifying and scrutinizing emerging methods in this field, the survey delves
into their key concepts, challenges, and potential avenues for future exploration. This
comprehensive overview serves as a valuable resource for newcomers seeking to navigate
the landscape of authorship attribution. In this paper, we conducted a comprehensive
survey on authorship attribution methods, their key classifications, feature types, and their
classifications, available datasets, evaluation metrics, authorship verification methods, and
challenges and limitations considered in the authorship attribution literature. In addition,
we discussed the potential future research directions in authorship attribution based on the
insights and lessons learned from this survey work.
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