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Abstract: In the age of digitalization, business-to-business (B2B) data sharing is becoming increasingly
important, enabling organizations to collaborate and make informed decisions as well as simplifying
operations and hopefully creating a cost-effective virtual value chain. This is crucial to the success of
modern businesses, especially global business. However, this approach also comes with significant
privacy and security challenges, thus requiring robust mechanisms to protect sensitive information.
After analyzing the evolving status of B2B data sharing, the purpose of this study is to provide insights
into the design of theoretical framework solutions for the field. This study adopts technologies
including encryption, access control, data anonymization, and audit trails, with the common goal
of striking a balance between facilitating data sharing and protecting data confidentiality as well
as data integrity. In addition, emerging technologies such as homomorphic encryption, blockchain,
and their applicability as well as advantages in the B2B data sharing environment are explored. The
results of this study offer a new approach to managing complex data sharing between organizations,
providing a strategic mix of traditional and innovative solutions to promote secure and efficient
digital collaboration.

Keywords: data sharing; blockchain; B2B architecture; privacy; security

1. Introduction

In the era of big data, enterprises” data have become a strategic resource to promote
global economic progress. The exchange and sharing of data for collaboration, informed
decision-making, and sustainable operation are becoming increasingly important. Business-
to-business (B2B) data sharing enables organizations to leverage the vast amount of informa-
tion available, gaining valuable insights and driving innovation. Shared access to business
data lays the foundation for service processes for companies within the same industry and
even across industries and countries. According to a study by Gartner [1], sharing data
externally by data and analytics leaders results in three times the measurable economic
benefits compared to those who do not share data. In addition, from the value chain
perspective, data sharing in this model has significant benefits, such as helping companies
expand their business, improve operational efficiency, and improve customer service.

However, despite the profitable practice, there are still plenty of valid reasons for
companies to keep their data closed and avoid sharing the data with third parties, with
concerns around privacy, security, access control, and data governance. Traditional methods
lack robust security, exposing sensitive business data to cyber threats and unauthorized
access while posing significant privacy risks. Existing practices are inadequate in efficiently
managing the diverse data storage architecture and increasing data volumes, leading to
storage, retrieval, and overall data management difficulties. These inefficiencies hinder
business operations and are compounded by a lack of transparency and traceability in
auditing data transactions. Moreover, the rigidity and complexity of access control within
traditional systems fail to meet the dynamic needs of businesses, and there are substantial
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challenges in ensuring the integrity and consistency of data, especially in environments
with frequent updates. Compliance with data sharing and privacy standards like General
Data Protection Regulation (GDPR) adds another layer of complexity, requiring substantial
resources and effort from businesses [2].

Recognizing the urgent need for privacy protection technologies and enhanced security
protocols, this study aims to explore the privacy concepts and security mechanisms of
B2B data sharing. Our main contribution is to propose a reference architecture for data
sharing technologies that can be widely adopted based on enterprise infrastructure. It
identifies fundamental security requirements and discusses potential solutions to achieve
these goals while highlighting open challenges in this domain. The purpose of this paper is
to present a conceptual framework through which we analyze and discuss our approach
before conducting field tests. This study is expected to bridge the gap between current
practices and emerging challenges in B2B data sharing, offering a comprehensive and
viable solution that addresses current issues and lays a foundation for future research in
this domain.

The rest of this paper is structured as follows: Section 2 presents the related work.
Section 3 is about the significance of this research. Section 4 is the introduction to the
theoretical basis of the paper. Sections 5-7 introduce the proposed data sharing system
framework and analyze its characteristics. Finally, Section 8 summarizes and prospects
the paper.

2. Related Work

The current landscape of B2B data sharing among organizations is complex and chal-
lenging. One of the primary challenges in B2B data sharing revolves around ensuring
data security and privacy while maintaining accessibility and usability. Blockchain’s in-
tegrity, immutability, decentralization, and verifiability are key strengths for data sharing
in multi-party scenarios [3]. Some studies have explored the utilization of blockchain
technology as a potential solution. J. Chi et al. [4] proposed a blockchain-based data sharing
scheme, which combines identity authentication, Hyperledger Fabric, and community
detection algorithms, effectively ensuring security and efficiency in industrial IoT data shar-
ing. Xuan et al. [5] propose a dynamic incentive model for data sharing using blockchain
with smart contracts, enabling trust and automated transactions between large numbers
of users. A novel approach to data sharing was introduced by Al-Zahrani [6] in the form
of a subscription-based model that utilizes the advanced features of blockchain technol-
ogy. The proposed Data as a Service (DaaS) model has the potential to offer significant
benefits to businesses seeking secure and efficient methods of data sharing. However,
blockchain’s limitations in scalability and its difficulty in storing vast amounts of data have
been acknowledged as significant drawbacks [7].

To address these issues, alternative approaches such as off-chain storage solutions
have been proposed. Cheng Xu et al. [8] propose SlimChain, a novel blockchain system that
scales transactions through off-chain storage and parallel processing. Kete Wang et al. [9]
propose a three-tier system architecture for efficient and transparent data sharing, storing
hashing and response records on the blockchain and original data in an off-chain database,
a concept that partially inspired our framework’s architecture.

The migration of data to the cloud has become a common practice in recent times
due to the advanced cloud infrastructure, which offers higher accessibility, lower response
time, and more cost efficiency [10]. Despite the significant benefits of data sharing in
cloud computing, the outsourcing of data deprives users of direct control, which gives
rise to security concerns and poses challenges [11,12]. Kotha et al. [13] explored various
problems and challenges of data sharing in cloud environments, highlighting the need for
robust encryption and access control mechanisms. Song et al. [14] further examined and
compared current encryption and key management techniques in cloud storage, providing
a foundation for the encryption strategy employed in our framework.
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Access control in B2B frameworks has been thoroughly investigated in works such
as those by Gai et al. [15], who proposed a blockchain-based access control scheme using
role-based access control (RBAC) specifically tailored for lightweight data sharing among
different organizations. Xu et al. [16] proposed a blockchain-based secure data sharing
platform with fine-grained access control (BSDS-FA) to prevent data leakage. Yang et al. [17]
present a ciphertext-policy attribute-based conditional proxy re-encryption (CPRE) scheme,
which allows efficient user revocation and resource-constrained devices to access cloud
data. The granular access control in our framework takes cues from these studies, aiming
to provide fine-grained permissions management.

Various advanced technologies have been used to facilitate secure data sharing. Proxy
re-encryption as a tool for secure data sharing has been gaining traction. The survey by Qin
et al. [18] laid the groundwork for using proxy re-encryption in secure data sharing, which
has been adapted in our framework to streamline access delegation. Additionally, the
application of homomorphic encryption in data sharing has been explored by researchers
like Zhu et al. [19], whose insights into practical homomorphic encryption applications
have influenced the privacy-preserving aspects of our framework.

Despite the extensive research on data exchange mechanisms, there is still a significant
gap in the literature regarding a comprehensive theoretical framework that covers data
storage, security, privacy protection, etc. Many existing studies only focus on specific
aspects of B2B data sharing and do not consider the need for an integrated approach that
addresses the interconnected nature of these components. Therefore, there is an urgent need
for a theoretical framework that provides a comprehensive solution to the multifaceted
challenges inherent in B2B data sharing, facilitating the development of more robust and
effective solutions.

3. Research Significance

In this study, after analyzing the need to have a secure mechanism in B2B data sharing,
our most significant contribution is to propose a bullet-proof three-layer B2B data sharing
framework while maintaining a reasonable degree of accessibility. It is based on blockchain
technology, offering a comprehensive solution to the diverse challenges in B2B data sharing.
This framework comprises a data storage layer, a privacy preservation layer, and an access
control layer. This layered approach is designed to provide a comprehensive solution
that balances the need for data accessibility with security and privacy requirements. The
framework is grounded in blockchain technology, integrating emerging technologies such
as distributed hash table, homomorphic encryption, and proxy re-encryption. The proposed
conceptual framework has the following features:

e  Scalability and adaptability—a scalable and adaptable framework is essential with
increasing data volumes. Blockchain combined with off-chain storage solutions caters
to this need, enabling efficient management of large datasets without compromising
the blockchain’s performance [20].

e Flexibility in storage architectures—cloud storage offers advantages such as lower
cost, metered service, scalable, and ubiquitous access, but raises concerns about data
integrity and privacy [21]. Our framework offers a variety of off-chain storage options,
allowing businesses to decide on their storage architectures flexibly based on their
needs and security considerations.

e  [Efficient data location and retrieval—the integration of distributed hash tables (DHTs)
ensures efficient and secure access to data across distributed environments, addressing
the challenges of data storage and retrieval in a diverse storage landscape [22].

e  Privacy preservation—utilizing encryption and privacy-enhancing technologies like
data masking ensures that sensitive data remain confidential, catering to the increasing
privacy concerns in data sharing [23].

e  Efficient access rights control—the framework’s capability to manage access rights
efficiently without requiring extensive re-encryption processes enhances its practicality
and efficiency, particularly in dynamic business environments.
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e  Compliance and auditability—the blockchain component of the framework provides
a transparent and auditable record of all data sharing requests and access events,
enhancing accountability and regulatory compliance [24].

4. Preliminaries
4.1. Data Encryption Technology
4.1.1. Additive Homomorphic Encryption

Homomorphic encryption is a cryptographic technique that enables computations on
encrypted data without decryption. It allows computation on encrypted data, yielding the
same results as unencrypted data, and is faster and consumes less memory space compared
to traditional methods [25]. In other words, it will enable operations to be performed on
data while still in encrypted form. In 1999, French cryptographer Paillier [26] published the
Paillier algorithm at Eurocrypt, one of the most prestigious academic conferences in cryp-
tography. This became the initial source of additive homomorphic encryption algorithms.
The algorithm implemented in this system is rooted in the cryptographic technology that
harnesses computational complexity theory to solve mathematical problems. It is the only
additive homomorphic encryption algorithm designated by the ISO homomorphic encryp-
tion international standard [27]. It offers a range of desirable properties, including the
ability to perform secure computations on encrypted data while maintaining the privacy
and integrity of the data. It can satisfy the following properties:

E(x) ©E(y) = E(x+y) 1)

e Randomly select two large prime numbers of equal length p, g.

n and A are defined by n = pg, A = lem(p — 1, g — 1), where Icm(x, y) denotes the
least common multiple of x and y.

e Randomly select integer ¢ € Z7,, L(x) = -1 s defined, calculate

u = (L(g"mod n?))~'mod n, and generate keys as

public — key = (n,g) o)

private — key = (A, )

e To perform encryption, input plaintext information m, 0 < m < n, select random
numbers r € Z;,gcd(r,n) = 1, and compute the encrypted ciphertext:

¢ = ¢"r"mod n* 3)
e  To perform decryption, compute the plaintext message:
m = L(c* mod n®) - u mod n 4)

This is particularly useful for protecting data privacy in scenarios where data need to
be handled in a secure and confidential manner (e.g., in cloud computing or secure data
analytics) without exposing the plaintext.

Homomorphic encryption provides a significant advantage over traditional encryption
methods. Unlike traditional encryption, which requires decryption before further opera-
tions, homomorphic encryption allows computations to be directly executed on encrypted
data, eliminating the need for repeated encryption decryption [28]. It not only strengthens
data security by reducing exposure to potential breaches during computation but also facil-
itates secure and privacy-preserving data processing in distributed environments, such as
cloud computing and outsourced data analysis. Additionally, homomorphic encryption en-
ables secure collaboration on sensitive data across different parties without compromising
confidentiality, making it a powerful tool for advancing privacy-preserving technologies in
various domains, including healthcare, finance, and enterprise data sharing [29].
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4.1.2. Proxy Re-Encryption

Proxy re-encryption (PRE) is a cryptographic technique allowing an entity (called a
proxy) to re-encrypt encrypted data from one key to another without accessing plaintext
information. Proxy re-encryption was first introduced by Matt Blaze et al. [30] at the 1998
Eurocrypt conference. Their work laid the groundwork for the development of encryption
schemes that allow a proxy to transform ciphertexts from one key to another, without
learning anything about the underlying plaintext.

This technique has applications in various ways, especially in protecting data privacy
and enabling secure data sharing and cloud storage. Such a process allows the data owner
to delegate to an agent and have the agent pass the data between them while keeping the
data encrypted. The critical steps in proxy re-encryption are as follows:

o  Key generation: Each entity has its own public key(pk) and private key(sk). The proxy
that performs the re-encryption does not need to decrypt the data but can directly
transform ciphertexts from being decryptable. For example, the process whereby
entity A generates a re-encryption key using the public key of itself and the private
key of B can be represented as follows:

rka_sg = f(SkAr PkB) (5)

e Encryption: the data owner encrypts the data m using the agent’s public key and
passes the ciphertext to the agent.

ca = Encypa(m) (6)

e  Proxy re-encryption: The proxy re-encrypts the data to another key using its private
key, without knowing the plaintext. In this way, the proxy obtains a new ciphertext
and keeps the data encrypted.

cp = ReEncy, ,(ca) 7)

o  Decryption: The recipient of the data decrypts the agent’s re-encrypted ciphertext
using its private key to obtain the final plaintext. In the previous example, B can use
its private key to decrypt

cp : m = Decgy, (cp) 8

The design and application of proxy re-encryption relies on specific scenarios and re-
quirements to ensure privacy protection and security in data sharing and delegation contexts.

4.1.3. Data Perturbation

Data perturbation is a privacy-preserving technique that aims to protect the privacy
of sensitive information while maintaining the validity and usefulness of the data by
transforming or perturbing the original data with a certain degree of modification.

The concept of data perturbation dates back to methods developed in statistical
disclosure control (SDC), which were introduced to protect privacy in statistical databases.
Early forms of data perturbation were simple and aimed at adding “noise” to data to
prevent the identification of individuals from published datasets. Dalenius introduced
various methods to assess and mitigate the risk of disclosing information in statistical
databases [31]. After that, more sophisticated methods were developed. The methods
include data swapping and adding random noise aimed at protecting individual data while
allowing for statistical analysis [32].

This technique is now usually applied in scenarios where sensitive data need to
be shared or processed to prevent unauthorized access or disclosure. Commonly used
data masking techniques include methods such as desensitization, where a portion of the
information in sensitive data is replaced with fuzzy or fictitious values.
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Dwork [33] introduced the concept of differential privacy, which revolutionized the
field of data privacy. It often uses perturbation techniques, such as adding Laplacian and
Gaussian noise to the data, offering strong guarantees against various types of inference
attacks. Some other methods include noise addition, generalization, erasure, synthetic data
generation, etc.

4.2. Data Storage Technology
4.2.1. Blockchain

Blockchain is a distributed and immutable digital ledger technology. The initial re-
search on this technology came from Nakamoto’s [34] study on Bitcoin transactions, A
Peer-to-Peer Electronic Cash System, which is also the first paper to introduce Bitcoin. It is
often associated with cryptocurrencies such as Bitcoin, but its applications go far beyond
that. Essentially, blockchain is a decentralized database that records transactions on a com-
puter network securely and tamper-proof. When data users cannot fully trust centralized
institutions to store and process data, blockchain has more potential to guarantee data
access, control, and security. Over time, it has been realized that this technology is applica-
ble to digital currencies and can have far-reaching implications in many other areas. The
technology can be applied in various areas, including supply chain management, voting
systems, and protection of digital assets to ensure consistency in transmission protocols,
data ownership, and other elements.

Blockchain is usually classified as a public blockchain, private blockchain, or permitted
blockchain, depending on the participants:

e  Public blockchain: Bitcoin and Ethereum are two famous examples of a public
blockchain whose data are completely open and can be accessed and queried by
anyone.

e  Private blockchain: private blockchains are typically used within an organization as
they restrict access to the blockchain, usually to authorized users or entities.

e  Permissioned blockchain: In comparison, the permissioned blockchain is somewhere
in between, managed by a group of organizations or entities for more flexible, secure,
and customizable applications. It is suitable for scenarios where multiple companies
collaborate. This hybrid approach enables interaction with other entities while meeting
privacy and authorization needs. Permissioned blockchains can use more streamlined
consensus mechanisms such as Practical Byzantine Fault Tolerance (PBFT), Raft, or
Hybrid Consensus.

4.2.2. Distributed Hash Table

A distributed hash table (DHT), also known as the Kademlia algorithm, is a type of
distributed computing system. The concept of distributed hash tables was introduced by
four seminal papers that were published in quick succession in the early 2000s, which
proposed the architectures of Chord, CAN, Pastry, and Tapestry [35-38]. Each of these
works contributed to the foundational understanding and development of DHTs used in
decentralized applications today. For example, a recent study shows that it can be combined
with encryption technology to provide secure data storage and retrieval and be used to
manage decentralized identities and access control [39].

A DHT aims to enable data to be stored and retrieved efficiently. In terms of data
sharing, using a DHT to build distributed data storage systems can ensure that data are
evenly distributed among participants, improving data availability and fault tolerance. A
DHT is based on the concept of hash function, which distributes data to multiple nodes
and locates and retrieves the stored data through hash values. Each node is responsible for
maintaining a portion of the data and works together through network protocols to present
the entire system with a consistent, distributed hash table structure. The basic theory of a
DHT includes the following key concepts:

Hash functions and hash rings: a hash function is a mathematical function that maps
an input to a fixed-length output. For a DHT, a hash function is typically used to map the
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identity of the data to a unique hash value, which is then mapped to a ring space, called a
hash ring. The hash value determines which node in the DHT the data should be stored on,
and each node occupies a position in the hash ring. The mathematical representation of the
hash function is

H(x):x—[0,2" —1] )

where n is the number of bits in the hash output and the SHA-1 hash function is used in
the Kademlia DHT.

Data storage and retrieval: To store or retrieve data in the DHT, the hash value of the
data identifier is first calculated by the hash function. Then, the nearest node to this hash
value is found on the hash ring. The data are stored on this node or retrieved from this node.
This approach makes the data evenly distributed among the nodes. The mathematical
representation can be to find the node that satisfies the following conditions, where k is the
identifier of the node:

Node = min(|H(k) — H(id)|) (10)

Node communication protocol: some kind of communication protocol is required
between the nodes so that they can work together to store and retrieve data. A basic
message format is Message = {Type, SourcelD, TargetID, Payload }.

Overall, a DHT also considers features such as distributed consistency and fault tolerance,
which helps to achieve the efficient storage and retrieval of data in a distributed environment.

5. Framework Overview

In this work, we propose a three-layer blockchain-based framework for B2B data
sharing. As illustrated in Figure 1, the structure comprises a data storage layer for secure
data handling, a privacy preservation layer ensuring data privacy through advanced
encryption, and an access control layer for dynamic permission management, offering a
comprehensive solution for secure and efficient business data exchange.

Access Control Layer

> — RBAC/ABAC
—>| Authorization token |

Privacy Preservation Layer

,| Additive homomorphic
encryption

—>| Proxy re-encryption |

—>| Data perturbation |

Data Storage Layer

Permissioned Blockchain

r

Metadata

In-chain storage [—»|
storage

v

Data file
storage

A 4

Off-chain storage |

| Distributed hash table

Figure 1. Three-layer B2B data sharing framework. RBAC and ABAC in the figure are abbreviations
for role-based access control and attribute-based access control.
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Data
Storage

e  Access Control Layer

In the access control layer, the data owner has the flexibility to control and adjust user
access to data, including options to revoke or reassign access rights. This layer employs
different access control mechanisms for local and cloud storage. For local and cloud storage,
we employ a traditional method such as role-based access control (RBAC). For cloud
storage, we employ a complex approach for access control, utilizing an authorization token
for each data user.

e  Privacy Preservation Layer

The privacy preservation layer incorporates integrating additive homomorphic encryp-
tion, data perturbation, and proxy re-encryption mechanisms. The workflow of the privacy
preservation layer primarily involves two critical stages: key generation and data encryption.

In the key generation stage, the data owner creates unique public and private key pairs
for themselves as well as for each authorized user using asymmetric encryption algorithms,
and securely transmits the secret keys to the corresponding users. Furthermore, a proxy
re-encryption key will be created for each authorized user, which will be used later.

In the data encryption stage, we employ different encryption approaches for local
and cloud storage. For local storage, the privacy layer emphasizes secure data storage
on the device and secure transmission within the local network, employing traditional
encryption methods that combine symmetric encryption with asymmetric encryption key
exchange. In the context of cloud storage, the focus shifts more towards the security and
management of data within the cloud environment, considering the unique characteristics
and challenges posed by cloud services. Our solution ensures that data remain secure and
properly managed, regardless of whether they are stored locally or in the cloud.

e  Data Storage Layer

In our B2B data sharing platform design, we adopted a hybrid approach to data storage,
combining a permissioned blockchain with off-chain databases. To ensure data integrity and
transparency, the permissioned blockchain stores metadata, while business data are offloaded
to off-chain storage systems. We use distributed hash tables (DHTs) for content addressing,
facilitating the efficient location and retrieval of files across diverse storage formats.

6. Data Sharing Process

In this section, we will present the complete data sharing process under the framework
proposed in Section 5. The complete process is as follows (shown as Figure 2):

Data Access Data
Encryption Control Access

Figure 2. Data sharing process.

Step 1: Data Storage:

Data are strategically stored based on their nature and sensitivity. Essential information
such as metadata are stored on-chain for transparency and auditability. Bulk business
data, which are typically voluminous, are stored off-chain in various storage systems like
databases and cloud storage solutions for privacy and efficiency. More details will be
provided in Section 7.

Step 2: Data Encryption:

Before the data are uploaded, they are encrypted using additive homomorphic en-
cryption. This allows certain calculations to be performed on the encrypted data without
needing to decrypt them. To further enhance privacy, data perturbation is applied to the
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datasets intended for sharing. This modifies the data slightly to mask the actual properties
and values of the original data while maintaining overall statistical characteristics.

Step 3: Access Control:

The data owner can have fine-grained control over the sharing of data, which includes
granting access, revoking it, and reassigning it. In the proposed framework, the data owner
can revoke access for specific users and assign different access rights, without the need for
key redistribution or data re-encryption.

Step 4: Data Access:

When a data request is made, the distributed hash table (DHT) is utilized to locate the
requested file across the diverse storage landscape. The system then verifies the requester’s
authorization to access the data. If authorized, proxy re-encryption is employed to trans-
form the data, which are encrypted for the owner’s key, into a format that the requester’s
key can decrypt, facilitating secure data sharing without exposing the actual data.

Step 5: Transaction Audit:

Every action on the platform, including data sharing requests and access events, is
logged on the blockchain for auditability.

7. Analysis and Discussion

In this chapter, we will provide a comprehensive explanation of the three-layer B2B
data sharing framework that was proposed in Section 6. We will critically analyze each of
its components and mechanisms to demonstrate its effectiveness. The following sections
will break down these layers, present a detailed analysis of their functionalities and interde-
pendencies, and illustrate how, collectively, they form a cohesive and potent solution to the
complex challenges of secure and efficient data sharing in business-to-business contexts.

7.1. Data Storage Layer

In the data storage layer, we use a hybrid approach of a permissioned blockchain
with off-chain databases, where metadata are stored on blockchain for transparency, and
business data are stored off-chain for efficiency. A DHT is used for efficient file location
and retrieval. In this section, we will discuss how data are strategically stored based on
their nature and sensitivity and explain the significance of a hybrid storage approach in
terms of transparency, auditability, privacy, and efficiency.

e  Permissioned Blockchain

Blockchain technology offers two distinct types: open, permission-less systems like
Bitcoin or Ethereum; and controlled, permissioned networks such as the Hyperledger
Project from The Linux Foundation. In a permission-less or public blockchain, the identities
of the participants in the system remain anonymous. It implies that anyone can join or
leave the blockchain network at any time, increasing the risk of security breaches in the
network. This is quite dangerous for B2B data sharing. Nevertheless, in a permissioned or
private blockchain, only a known and identifiable set of participants are explicitly admitted
to the blockchain network. It reduces the presence of malicious actors within the network.
Consequently, only authenticated and authorized actors can participate in the network,
which enhances the security of the system, as required by enterprise applications. This
is important to the accessibility of B2B data sharing. Based on the above arguments, we
choose to base our framework on a permissioned blockchain for controlled access, enhanced
security, and regulatory compliance.

e In-chain Storage

The main purpose of in-chain storage is to record all critical data operations, including
data creation, modification, and access events, as well as the hash value of the data themselves.
It takes advantage of the fundamental feature of blockchain, which is that data cannot be
changed once they are recorded, ensuring the credibility and consistency of the information.

When new data are created and uploaded to the platform, their metadata (e.g., file
size, format, and time of creation) and the hash value of the data are recorded on the
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blockchain. The hash value is generated by applying a cryptographic hash function to
the data content, which provides a unique digital fingerprint of the data. This hash
value plays a key role in the data lifecycle and is used to verify that the data have not
been tampered with. If the data are modified, the specific details of the modification
(including the modification time and the identity of the modifier) and the hash value after
modification will be recorded. In this way, any change to the data will leave an immutable
trace, guaranteeing the historical traceability of the data. This is important to the data
integrity of B2B data sharing. Whenever data are accessed, the time of access, the identity
of the visitor, and the nature of the access (e.g., viewed or downloaded) are recorded. This
provides transparency of data usage and facilitates monitoring and auditing. A standard
metadata will have the following structure (Figure 3):

Record{
TransactionID : Unique identifier of the transaction,
OperationType : Type of operation, 'Create', 'Modify', or 'Access'
Timestamp : Time when the operation was performed,
Metadata : {
Identifier : Unique identifier of the dataset,
Size :Size of the dataset,
Format : Format of the dataset (e.g., CSV, JSON),
Ovwner : Identity of the entity uploading the dataset

}
DataHash : Cryptographic hash of the dataset,

Operator: Identity of the entity uploading the dataset,
OperationDetails : Specific details of the operation (e.g., 'view', 'download)
}

Figure 3. Standard metadata structure.

e  Off-chain Storage

In our B2B data sharing framework, off-chain storage is a key part of managing large
and complex business data, especially when it comes to traditional databases and cloud
storage solutions. These storage options are suitable for real-world business data, such as
large datasets and bulky files, which are often not suitable for storage on the blockchain
due to scalability limitations. Thus, off-chain storage provides the necessary capacity
and flexibility to efficiently handle large datasets while addressing the limitations of the
blockchain in handling high volume data storage. The combination of using in-chain and
off-chain storage is to balance the need of robustness deployed by in-chain storage while
balancing the scalability concern of voluminous B2B data deployed by off-chain storage.

Cloud storage is a popular choice for many businesses facing growing data volumes
and large storage requirements. It reduces the cost of database construction and mainte-
nance and facilitates data exchange and circulation. However, for companies highly sensi-
tive about data privacy, storing substantial data with centralized cloud service providers
(CSPs) can pose significant risks. Storing large amounts of data with semi-trusted third
parties could lead to misuse and disclosure of proprietary information.

Therefore, for real-time or sensitive data, businesses often prefer local storage on their
own devices, exposing access interfaces to the sharing systems. This approach provides
companies with more direct control over their data, reducing the risks associated with
third-party data breaches. Local storage ensures the immediacy and sensitivity of the data
while allowing for safe sharing and access when needed. In addition, off-chain storage
systems offer flexibility to comply with various regulatory requirements, such as GDPR,
especially when sharing data that could potentially identify individuals. They can be
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customized to align with diverse compliance standards, an essential aspect for businesses
operating across different legal landscapes.

Our framework offers a variety of off-chain storage choices, allowing businesses to
flexibly decide on their data storage method based on their needs and security considera-
tions. Whether choosing cloud storage for its cost-effectiveness and convenience or opting
for local storage for greater security and control, our framework supports effective and
secure data sharing while ensuring data safety and privacy.

e Distributed hash tables

In the data storage layer, the DHT serves to locate datasets across different business
entities. To illustrate how the DHT functions in the framework, consider an example of
supply chain management. In such a scenario, the implementation of a DHT facilitates
a decentralized approach to sharing data among various entities such as manufacturers,
suppliers, distributors, and retailers. Each of these businesses operates as a node within the
DHT network, representing their own unique databases. These nodes could be servers or
data centers belonging to different organizations participating in the data sharing process.
In addition to storing actual data, these nodes keep the DHT to hold and share information
about where and how specific data can be accessed.

For each business’s database, a unique key is generated using a hash function. This
key is typically derived from identifiable attributes of the business, i.e., identifier for the
dataset mentioned above. When a business decides to share specific data, like inventory
levels or production schedules, it does not directly store these data in the DHT. Instead, it
registers an entry in the DHT under the generated key, with the entry containing metadata
or pointers indicating how and where these data can be accessed, such as an API endpoint
or a database query interface. A DHT entry may look like Figure 4:

Key:ef6523a34d8e¢4a018b14a7abf1¢79f59a8cdeflS’
Value:

- Database Access Point: "http:/db.tech6523.com’

- API Endpoint: “https://api.tech6523.com/inventory”

- Metadata: "Inventory data, last updated on 2023-11-18"

Figure 4. A DHT entry sample.

When a user wants to find a database, they use the hash function on the dataset’s
identifier to generate the key and query the DHT. The DHT responds by providing the
information about where the database is located.

It should be noticed that every node in the distributed network has a part of the
DHT, rather than the entire table duplicated in all nodes. When there is a request for the
corresponding value for the key, a peer receives the request and checks for the key in its
own table. If it is available, the value will be returned or else the request will be passed on
to the peers until the value is found. This is important in B2B data sharing because the use
of a DHT can prevent the problem of putting all eggs in one basket.

7.2. Privacy Preservation Layer

The privacy preservation layer incorporates integrating additive homomorphic en-
cryption, data perturbation, and proxy re-encryption mechanisms. The workflow of the
privacy preservation layer primarily involves two critical stages: key generation and
data encryption.

7.2.1. Key Generation

Based on asymmetric encryption algorithms, the data owner generates unique public
and private key pairs for each authorized user. The first one is the master key pair for
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the data owner (pk,, sk,), where pk, is kept secret. The second key public/private pair
(pky, sky) is created for each authorized user. Then, the data owner securely sends the
corresponding key pair to the authorized user, which can be realized by a temporary key
exchange protocol or existing public/private key pair of both. Both the data owner’s public
key pk, and the authorized user’s public key pk;, are considered public. Furthermore, for
each authorized user, the data owner creates a proxy re-encryption key rk,_,;, which is
used to secure data sharing between different users without decryption and re-encryption.
The key is generated using sk, and pky, that is

rk,_, = Generate Re EncrytionKey(skg, pky) (11)

7.2.2. Data Encryption

There are different encryption approaches for local storage and cloud storage based
on their different storage environments.

e Local storage:

For local storage, the privacy layer focuses on the secure storage of data on the device
and the secure transmission within the local network. Compared to cloud storage, local
storage is less exposed to external threats such as data breaches happening in cloud service
providers. Therefore, we employ traditional encryption methods combining symmetric
encryption with the asymmetric encryption key exchange method. This mechanism is well
established and therefore will not be further discussed here.

e  Cloud storage:

For cloud storage, the privacy layer focuses more on the security and management
of data in the cloud environment, while considering the characteristics and challenges of
cloud services.

If you consider the cloud service provider as a semi-trusted third party, there are
potential security issues. One of the main security concerns in cloud computing is how the
data are being used by a third-party cloud service provider. Combining access control with
re-encryption is a viable solution for protecting data from unauthorized access and cloud
breaches [40]. In this framework, we adopt homomorphic encryption and data perturbation
to protect sensitive data stored on the cloud from unauthorized access.

Before the data are uploaded to the cloud platform for storage, the data owner first
implements data masking on each data record, replacing, disrupting, or partially hiding
sensitive information to ensure that the original content of the data has been protected when
they leave the local environment. Then, they are further encrypted using homomorphic
encryption. For each authorized user, corresponding authorization tokens are generated.
These tokens determine the user’s level of access to the encrypted data. More details
about the authorization process will be provided at the access control layer. Algorithm 1
illustrates the encryption process, which involves data masking and encryption:

Algorithm 1 Data Masking and Encryption

1: procedure MASKANDENCRYPT (d, pk;)

2 n < number of attributes in d

3 m <—selectRandomNonNegativeNumber()
4 r < generateRandomlIntegerList(n 4 m)
5. fori«+ 1ton+mdo
6
7
8
9

d; —di+r
Epr, (d) < EncryptAlgorithm (d;, pks)
end for
return { Ey, (d1), Ep, (d5), - Ep, (dh1) }
10: end procedure
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Assume that the data owner’s data consists of multiple records, and each data record
d contains n attributes. Each record can be represented as {dy,dy, ..., dy}, where d; is the
value of the i attribute. In the process, we need to mask the attribute first. To protect
sensitive data, the owner can mask the attributes and their values by selecting n random
integers, denoted {r1,72, ..., 7n+m }. These integers are chosen from a specific number field.
The value of m is an additional security parameter to mask the actual number of attributes
of the data record, which is also randomly selected and may vary from record to record
based on the security requirements of the data owner for the given application. For each
data record d;, data owner combines it with the correspond random number r;, and then
encrypted it using the public key pk,, generating Ex, (d; + 7).

The core of this process is to increase the privacy of the data through random numbers,
so that the privacy of the data content is still protected even if the data are stored on an
external cloud service. Through this mechanism, even if someone accesses these data, they
will not be able to determine the original values of the attributes. Additionally, they will
not be able to determine the total number of attributes that existed in the original data
record. This enhances the protection of not only the raw attribute values but also the data
structure information. This is important to the privacy aspect of B2B data sharing.

7.3. Access Control Layer

In the access control layer, the data owner has the flexibility to control and adjust user
access to data. This includes the option to revoke a user’s access rights or to reassign them
in the future. Additionally, the use of data masks ensures that even if a user’s access is
revoked, the data they previously accessed cannot reveal any confidential information.

It is similar to the privacy preservation layer, as different access control mechanisms
are employed for local storage and cloud storage. It is under direct physical control and
therefore we can use traditional access control mechanisms such as role-based access
control (RBAC). For finer-grained control, attribute-based access control (ABAC) can be
used, where user attributes and environmental factors can be considered.

However, the situation becomes complicated for cloud storage because of privacy,
security, and regulation issues. Data must be encrypted before they are uploaded to
the cloud service provider, which is generally a secure practice, but it may introduce
certain challenges such as a performance overhead and access control complexity. This
is quite normal in B2B data sharing. Before the authorized user obtains the data, the
data owner has to download and decrypt the encrypted data from the CSP first and re-
encrypt the data using the data user’s private key and finally upload to the CSP again. It
can introduce a performance overhead, especially in decryption and encryption for large
datasets. Moreover, managing who can access which pieces of data can become complex,
especially in a dynamic B2B environment where access needs may frequently change. This
requires a robust access control mechanism that integrates well with the encryption system.

To address these challenges, we adopt a proxy re-encryption mechanism. We generate
authorization tokens for the encrypted data E,(d +7) to manage the access control.
Consider four stages: access grant, data access, access revocation, and access reassign.

7.3.1. Access Grant

If data owner wants to grant access to the data user for a set of attributes S (where is
S a subset of d), an authorization token Tg’ is generated for the user corresponding to the
attributes, that is

T;‘f = {Datallser, rky_sp, {Epkb(oq),..., Epkb(“ner)}} (12)

where

ai:{_ri ifl<i<nAd;€S$ )

—d}  otherwise
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rk,_p is the proxy re-encryption key created in the privacy preservation layer. d; is
calculated in Algorithm 1. For 1 <i < n,d} =d;+r;forn <i <n+m,d, =r;.

If the data owner does not want the data user to access d, which means S = &, she does
not generate any authorization token, effectively setting the data user’s token Tl‘]’l — null.

The data owner creates a list of authorization tokens that specifies which users can
access which parts of the data. This list, denoted as T, includes tokens for accessing either
the entire record or specific parts of it, depending on the permissions granted. If a user’s
token for a particular data record is null, indicating no access, it is not included in the
list. Finally, the data owner uploads the authorization tokens T and the corresponding
encrypted data Ey, (d') records to the cloud.

7.3.2. Data Access

When the data user wants to access the data, he/she will send a data request to the
cloud. When receiving a data request from the data user, the cloud first checks if there is an
entry for the data user in an authorization token list T%. If no entry is found, the process is
aborted. If the data user is found to be authorized, the cloud proceeds with a multi-step
re-encryption and decryption procedure. This process utilizes the proxy re-encryption key
rkq_sp to convert Ey (d'). The cloud then performs an additive homomorphic calculation
on the encrypted data as follows:

Epg, (di' + a;) <= Epi, (di') 45 Epi, (i), 1<i<n+4m (14)

Noted that Ey, (#;) is from the user’s authorization token T{f ,and +, is the additive
homomorphic calculation. The result will be sent to data user, and then he/she can perform
D, (Epkb (d + Dél')) to get d;’ + a; with private key sk;,, which is received securely from
data owner in Privacy Preservation Layer. Algorithm 2 shows the data access process using
homomorphic encryption, which is performed by the cloud.

Algorithm 2 Data Access with Homomorphic Encryption

1: procedure DATAACCESS (Epka (d"),rko_p, Tg)

2 Check if an authorization token Tg exists for the data user

3 if No entry for data user in T; then

4 return Access Denied

5: else

6 fori< 1ton+mdo

7 Ep, (d}) PRE.ReEnc(Epka,rkaeo where «; is from T?
8 Epk, (d; + ai) < Epe, (d7) + ,E , (1)

9

end for
10: Send the result to data user
11: end if

12: end procedure

The data user’s decryption will yield the correct data only for the attributes he is
authorized to access. The calculation of d;’ + &; obtains d; only if the data user has access to
the i*" attribute of d. Unauthorized attributes will result in a value of 0 upon decryption. The
additive homomorphic property ensures that the user can compute sums of the encrypted
values without access to the private keys that encrypted them.

7.3.3. Access Revocation

The data owner can revoke a user’s access to a data record d by removing the autho-
rization token Tl‘f corresponding to E y, (d'). Considering that the cloud as a semi-trusted
third party may not follow the rules of the protocol, we use a smart contracts mechanism
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to enforce the execution of the token revocation. Such access revocation is to ensure the
proper rights for accessing the assigned data in B2B data sharing.

7.3.4. Access Reassign

When the data owner decides to reassign a user’s access to a data record d’, after a
previous access revocation, he/she generates a new authorization token that specifies the
set of data attributes the data user is allowed to access. This set can either be the same as
the user had access to before the access rights were revoked or a different set of attributes
within the data record. The data owner then sends this token to the cloud, directing it to
update the authorization list T associated with the data record d'. It is similar to access
revocation, with the aim of restoring proper data access rights in B2B data sharing.

8. Conclusions and Future Work

Data sharing between businesses can create value for all relevant parties. Each business
needs to be clear when considering the framework for the selected data sharing, which is
that although sharing will bring challenges to all parties, such as data privacy and access
security issues, the expected benefits from sharing need to exceed the construction costs
and risks of the sharing mechanism. This study provides a comprehensive solution to the
privacy and security challenges of data exchange between businesses in the digital age
by establishing a reliable three-layer B2B data sharing framework based on blockchain.
Firstly, an in-depth analysis of the development trend of B2B data sharing is conducted,
during which the basic structure and additional security and privacy requirements of data
sharing are identified, emphasizing the urgency of privacy protection technologies and
enhanced security protocols. On this basis, a framework including a data storage layer,
privacy protection layer, and access control layer is designed to ensure secure and efficient
business data exchange. The framework uses advanced encryption technology, ensures
data privacy through compliance, and achieves fine control of data through dynamic
permission management. The application of this innovative technology is expected to
provide additional value to businesses in addition to ensuring the data sharing process.

Through in-depth research, it is believed that this framework can balance the confi-
dentiality of data while achieving data sharing, providing a viable solution for businesses.
Emerging technologies, such as homomorphic encryption and blockchain, their applica-
tions, and advantages in the field of B2B data sharing, are also explored. This paper deepens
the understanding of privacy and security mechanisms in B2B data sharing, providing
valuable insights for businesses participating in the digitalization process.

Overall, the blockchain-based B2B data sharing framework is expected to become
an important support tool in the digital transformation of enterprises in the future, pro-
moting more secure and efficient information circulation between industries. To improve
and expand this data sharing framework, further research and practical implementation
will be encouraged using various emerging technologies. In future, we plan to test the
framework with real-time data to evaluate its performance based on the processing time
and computation cost. We will conduct a comparative study using different encryption
algorithms under different storage architectures and analyze the results as an extension of
the existing work.
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