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Abstract

Advanced Persistent Threats (APTs) are characterized by stealth, infrequency, and long
cycles, evading traditional security to endanger critical infrastructure. Complex semantic
links between system entities can be accurately modeled using representation learning
techniques based on heterogeneous provenance graphs, providing a novel method for
uncovering hidden APT attack chains. However, in large-scale practical implementations,
this approach still faces three major challenges: combinatorial explosion of long-range
meta-paths, loss of semantic evolution during graph compression, and high computational
overhead for dynamic environments. To address these, we propose APT-LMSPS, a detec-
tion system leveraging Long-Range Meta-path Progressive Sampling Search (LMSPS). The
LMSPS algorithm uses dynamic pruning and semantic contribution assessment to convert
meta-path combination explosion into constant-scale computation, accurately modeling
long-range dependencies. Second, the Maintaining Global Semantics (MGS) approach
intelligently filters events by tracking node semantic state changes, achieving an 8:1 com-
pression ratio while preserving over 90% of critical pathways’ semantic integrity. Lastly,
the meta-path encoding database uses a caching approach to avoid repeated encoding,
doubling encoding effectiveness and enabling efficient, accurate, system-wide APT de-
tection in large-scale scenarios. Evaluated on DARPA, StreamSpot, and ATLAS datasets,
APT-LMSPS maintains competitive accuracy (F1-score > 0.98) and improves long-range
processing efficiency by an order of magnitude over baselines.

Keywords: APT attacks; heterogeneous provenance graph; meta-path; LMSPS algorithm

1. Introduction

Strong targeted intent, long-term persistence, and extreme stealth are characteristics of
Advanced Persistent Threat (APT) attacks [1]. These attacks pose a severe threat to critical
information infrastructure by bypassing conventional rule- and signature-based defenses.
Attacks also display traits including extended cycles, low frequency, and complicated
interactions between attack chain elements. These features together provide a central
challenge; it is very challenging to reliably extract weak attack signals from large, noisy
system audit logs [2].

In order to address the aforementioned problems, provenance graph-based detection
methods have become a crucial field of research. The provenance graph is a dynamic
representation of system activities. It represents programs, files, and network sockets
as nodes. The interactions between them, such as reads, writes, and connections, are
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represented by directed edges. This structure naturally captures causal links and system
context, thereby providing a core approach for detecting stealthy APT behaviors [3].

Early research typically treated provenance graphs as homogeneous, focusing primar-
ily on topological information while disregarding variations in node and edge types [4,5].
Detection methods based on homogeneous graphs have progressed through several stages,
including graph similarity computation, feature extraction using manual rules and classical
machine learning, and automatic graph feature learning with graph neural networks [6,7].
However, by treating homogeneous graphs simply, this method ignores their rich seman-
tic information, which restricts the potential for additional advancements in detection
performance [8].

To solve the problem, researchers begin developing heterogeneous provenance graphs,
explicitly labeling node and edge types, to better capture the semantic substance of system
audit logs [9]. Within this paradigm, the meta-path has slowly evolved as an important
modeling tool. It describes particular higher-order dependence patterns by construct-
ing composite sequences of interactions between nodes. Meta-path-based heterogeneous
provenance graph neural networks can efficiently incorporate diverse semantic informa-
tion, greatly improving detection capabilities against complicated assault patterns. As a
consequence, they have become the dominant approach in current research [10].

Although heterogeneous provenance graph approaches based on meta-paths show
great promise, they nevertheless suffer three major impediments in actual deployment.
These limits restrict their applicability in large-scale environments [11].

Combinatorial Explosion of Meta-Paths: To avoid detection, APT attack chains often
have extensive pathways and intricate structures. This makes recording long-range depen-
dencies essential for effective detection. However, the number of meta-paths necessary to
record such relationships rises exponentially with path length, resulting in computationally
prohibitive overhead [12].

Semantic Integrity Compromise: Very large-scale provenance graphs are created as a
result of the enormous amount of audit log data produced by contemporary systems. Thus,
for realistic implementation, lowering storage and processing overhead is necessary [13].
To accomplish this, current graph compression techniques usually focus on removing
unnecessary events. But they frequently ignore the node semantics” dynamic evolution,
which results in the loss of important attack context data [14].

Dynamic Encoding Bottleneck: APT detection needs continual analysis of dynamic
graphs that change over time. When it comes to encoding recurrent meta-paths or sub-
graphs, existing techniques typically lack effective caching and reuse mechanisms. The sys-
tem’s overall efficiency and scalability are severely limited by the ensuing duplicate com-
putations [15,16].

While meta-path sampling and graph compression techniques have been explored,
their application to provenance graphs faces unique challenges that require fundamental
adaptations. Critically, existing approaches typically address the above challenges in
isolation—focusing either on compression efficiency or detection accuracy, but rarely both.
To overcome these problems with a cohesive strategy, we propose APT-LMSPS, an APT
attack detection system based on a Long-range Meta-path Progressive Sampling Search
(LMSPS) algorithm. Unlike prior work that applies generic mechanisms, our framework
introduces a novel synergistic integration of three core innovations specifically designed
for provenance graphs.

First, we used the LMSPS algorithm to get around the exponential growth of meta-
paths under long-range dependence. During the meta-path generation process, this ap-
proach gradually removes pathways with poor semantic contribution by using a dynamic
pruning strategy. Thus, long-range dependency modeling with manageable computing
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overhead is made possible by decreasing the number of candidate paths from exponential
to constant scale. Second, we design a global-semantics-based event deletion method
(MGS) to address semantic loss in graph compression. This approach detects semantic
shifts by dynamically monitoring new dependency development, allowing for the removal
of duplicate events while maintaining semantic integrity. Lastly, we built a meta-path
encoding database to get around dynamic encoding bottlenecks. By maintaining vector
representations and distinct identifiers for encoded paths in this database, redundant
computations in heterogeneous graph neural networks (HGNNs) can be removed and
previous encodings for duplicate paths can be directly reused. Experiments conducted on
public datasets such as DARPA, StreamSpot, and ATLAS demonstrate that the APT-LMSPS
system achieves highly competitive detection accuracy while enhancing long-range pro-
cessing efficiency by a significant margin. More importantly, while accomplishing efficient
processing, the system effectively maintained the critical path’s semantic retention rate at
more than 90% and achieved a coding speed improvement of about two times. The main
contributions of this paper are:

e Proposed an adaptive meta-path extraction framework based on the LMSPS al-
gorithm: This framework is the first to use the LMSPS algorithm for detecting
APTs on heterogeneous provenance graphs. Its semantic contribution evaluation
improves the base pruning technique, addressing the combinatorial explosion in
meta-path extraction.

e Proposed a semantically aware MGS graph compression method: This approach
detects redundant events by constantly tracking semantic changes in nodes. It achieves
efficient graph compression while considerably decreasing information loss due to
semantic neglect in existing techniques, resulting in maximum semantic integrity.

e  Constructs a reusable meta-path encoding database: The database pre-stores encoded
meta-path vectors and their related identifiers, preventing heterogeneous provenance
graph neural networks from executing repeated encoding operations on the same meta-
path. This greatly improves the system’s encoding efficiency and overall performance.

o  Comprehensive evaluations on DARPA, StreamSpot and ATLAS: We achieved high
detection accuracy in several experiments. While making long path processing faster,
we achieve low semantic loss and low processing overhead, which both improve the
practical value.

The remainder of the paper is organized as follows: Section 2 reviews related work;
Section 3 constructs the threat model; Section 4 systematically describes the proposed APT-
LMSPS detection method; Section 5 details the experimental setup and results analysis;
Finally, Section 6 summarizes the research conclusions and outlines future directions.

2. Related Works
2.1. APT Attack Detection Based on Homogeneous Provenance Graphs

Early studies on provenance graph-based APT attack detection frequently used ho-
mogeneous graph models to simplify calculations. Typical approaches focused on graph
similarity calculation or manual feature engineering using hand-crafted rules, which were
then combined with classical machine learning for classification.

ANUBIS [17] uses Poisson-based modeling of node neighborhoods to encode prove-
nance graphs into fixed-size vectors using Bayesian neural networks (BNNs). By contrasting
current behavior with past trends, the system finds anomalies and uses uncertainty esti-
mates to produce predictions that are easy to understand. APTHunter [18] creates optimum
provenance graphs for attack activity matching by combining Cyber Threat Intelligence
(CTI) data with system audit logs. With a zero false positive rate on harmless data, it
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showed exceptional early detection performance on the DARPA TC3 dataset. Qiao et al.
proposed the SLOT system [19], which could be used to detect APT attacks using Graph
RL. It successfully resolves the robustness issues of the existing methods in adversarial
scenarios by aggregating provenance graphs and extracting multiple covert relationships.
Jia et al. developed MAGIC [20]. MAGIC is a self-supervised system that takes hidden
features and structure reconstruction to extract deep features from audit logs. The unsuper-
vised detection module can handle changes in data patterns by also analyzing information
at the entity and log levels. To address the challenge of modeling persistent and subtle
temporal changes in dynamic provenance graphs for APT detection, Jiang et al. presentes
the TFLAG framework [21] to address this problem through synergistic learning between
temporal graph models and a deviation network.

The homogeneous provenance graph-based APT detection technique establishes the
groundwork for preliminary investigation. Nevertheless, homogeneous graphs are unable
to accurately reflect the intricate multi-relationship patterns present in APT attacks because
they ignore the heterogeneity of node and edge types. In order to more accurately simulate
system behavior, this constraint has prompted research into diverse provenance graphs.

2.2. APT Attack Detection Based on Heterogeneous Provenance Graphs

The heterogeneous provenance graph technique explicitly defines node and edge types,
in contrast to homogeneous graphs. By specifying multi-step assaults with more precision,
researchers are able to accomplish more accurate detection and root cause investigation.

Wu et al. [22] pioneers the use of Heterogeneous Graph Attention Networks (HAN)
for system audit log analysis. This method directly incorporates heterogeneous information
using a dual-layer attention mechanism at both the node and semantic levels, successfully
addressing the semantic loss problem inherent in classic homogeneous graph methods.
It greatly decreases the size of the provenance graph and the computational complexity
required. DEEPRO [23] uses customized GNN models to learn node representations in
provenance graphs and identify sophisticated causal linkages using meta-path analysis.
The system identifies attack-related process nodes and reconstructs APT operations using
these causal links. MEGR-APT [24] stores provenance data as an RDF graph. After extract-
ing suspicious subgraphs via SPARQL queries, the system employs a Relational Graph
Convolutional Network (RGCN) for graph matching and anomaly detection. The method
considerably increases memory economy by eliminating the need to fully load the whole
graph; results from experiments on the DARPA TC3 and OPTC datasets demonstrate an
order of magnitude reduction in memory consumption and accuracy similar to state-of-the-
art methods. Khandakar et al. [25] uses Online Metric Learning (OML) to learn potential
spatial representations from provenance graphs. They achieved minimization of intra-class
distances as well as maximization of inter-class distances by computing the loss of adap-
tive boundary triples to detect novel APT attacks. Chen et al. proposed APT-KGL [26],
which identifies APT attacks by modeling heterogeneous provenance graphs with graph
neural networks (GNNSs). To address graph fragmentation, this approach introduces public
attribute nodes during the graph heterogeneity process. The approach formulates and
extracts representative meta-paths as provenance data to aid in graph learning. It consid-
erably increases the system’s overall performance while reducing memory requirements.
Lv et al. proposed the TREC framework [27], which achieves fine-grained identification of
APT tactics/techniques using unsupervised suspicious node detection, dynamic subgraph
sampling, and twin-network-driven few-shot learning.

However, because long-range dependencies must be modeled, the aforementioned
approaches frequently overlook the issue of meta-path combination explosion. Some
researchers have only opted for labor-intensive manual extraction techniques. In the case of
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big graphs, such as provenance graphs, traditional graph compression approaches typically
neglect developing node semantics and omit semantically significant events. This leads to
the fragmentation of the entire attack chain. Furthermore, current techniques lack caching
mechanisms for dynamic situations. As a result, computations become redundant, limiting
throughput. Unfortunately, these concerns are frequently addressed in isolation. There is
currently no comprehensive solution available.

Recent approaches such as Prov2Vec [25] and PDCleaner [13] demonstrate various
design philosophies, where Prov2Vec learns node representations but treats provenance
graphs as homogeneous, ignoring semantic differences between node types, while PD-
Cleaner focuses solely on static graph compression. Similarly, DEEPRO [23] relies heavily
on metapath-based GNN aggregation, which may not adequately capture fine-grained
semantic attributes or temporal event sequences, leading to limited adaptability against
evolving APT tactics. SLOT [19] introduces graph reinforcement learning to uncover hid-
den relationships, yet its embedding mechanism may still underutilize heterogeneous node
semantics and exhibit high computational overhead.

As we can see, there is still a need for an organized approach to addressing the
bottlenecks of combinatorial expansion of meta-paths, compromised semantic integrity;,
and dynamic encoding bottlenecks. To overcome these challenges, our proposed frame-
work, APT-LMSPS, holistically integrates semantic encoding with temporal-aware graph
learning, enabling more discriminative representations and robust attack-chain reconstruc-
tion without relying on predefined metapaths or complex reinforcement learning policies.
By explicitly representing heterogeneous semantics, supporting streaming processing,
and combining compression with long-range meta-path extraction, APT-LMSPS effectively
solves the aforementioned obstacles while maintaining detection accuracy, as comprehen-
sively compared in Table 1.

Table 1. Comparison with existing APT detection methods. Our approach comprehensively
addresses key challenges like meta-path explosion and semantic loss, which are only partially tackled
by prior works.

Key Challenges
Approach Graph Structure Semantic Level - - - -
Meta-Path Explosion Semantic Loss Dynamic Encoding
ANUBIS Homogeneous High - - X
APTHunter Homogeneous Low - High X
Prov2Vec Homogeneous Low - High X
SLOT Homogeneous High - High X
DEEPRO Heterogeneous High v High X
APT-KGL Heterogeneous Low X High X
TREC Heterogeneous High X High X
Ours Heterogeneous High X Low v

Note: v* indicates effective solution; x indicates ineffective solution; - indicates not covered.

3. Threat Model

The modeling of adversaries with APT characteristics is the main goal of this work.
In reaction to protective measures, these attackers usually use multi-stage penetration
techniques and long-term stealth because of their vast resources and technical know-how.
Their ultimate goal is often to steal valuable data, hack critical systems, and inflict targeted
harm. Attackers employ two main tactics to evade detection:

Long-range dependency attacks: To circumvent detection models that only rely on
local context, attackers purposefully construct lengthy, complex attack chains to distribute
illicit activity and blend it into lawful behavior.
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Semantic Confusion Attacks: By adding noise, attackers usually cause frequency-
based static graph compression techniques to mistakenly identify important events as
redundant noise. Assume that, following a crucial malicious operation, the malware starts
many lawful duplicate reads, which eventually causes the attack chain’s context to be lost.

Defensive Countermeasures Framework: The APT-LMSPS system has built-in re-
silience features against adaptive and zero-day attack variations to combat the aforemen-
tioned sophisticated evasion techniques. By constantly observing node dependencies,
the MGS compression algorithm dynamically maintains semantic key events, successfully
fending off semantic obfuscation attacks brought on by additive noise. The LMSPS al-
gorithm derives meta-paths from the provenance graph and learns semantic properties.
It assists the system in detecting anomalous path patterns, which can identify zero-day
vulnerabilities and establish whether anomalies exist in the environment. This defense
capacity functions within practical restrictions, as detailed below.

Grey-Box Attacker Assumption: Even though the attacker has information about the
general configuration of the system, they still lack detailed information about the internal
detection mechanisms and therefore cannot perform a fully targeted bypass attack [28].

Trusted Data Foundation Assumption: The system’s monitoring infrastructure is
secure and reliable, ensuring the integrity and authenticity of audit logs. This assumption
inherently requires that the system kernel remain uncompromised by rootkits, thereby
guaranteeing the fidelity of the underlying data collection mechanism. The detection
system operates in a protected environment and is able to withstand attackers [29].

Based on the preceding attack patterns and defense assumptions, the system’s design
aims are clarified: Long-range attacks” dependencies must be adequately captured and
resistant to semantic obfuscation. The next section covers in detail the technical solutions
used to achieve these objectives.

4. Methodology

This chapter proposes the integrated detection solution APT-LMSPS to address core
challenges such as the explosion of meta-path combinations, semantic integrity compromise,
and dynamic encoding bottleneck. Its core lies in three synergistic innovations: the LMSPS
algorithm efficiently captures long-range dependencies through progressive sampling
search; the MGS method preserves attack context at high compression ratios based on
global semantics; and the meta-path encoding database significantly boosts encoding
efficiency by eliminating redundant computations. The following sections will sequentially
elaborate on the four core modules: provenance graph construction, graph compression,
feature extraction, and attack detection following the data processing workflow.

4.1. Overview of System

As shown in Figure 1, the APT-LMSPS system creates an end-to-end analysis procedure
to find anomalies in raw system audit logs. The system builds the temporal provenance
graph by extracting entities and relationships from the log data in the provenance graph
construction module. The system then reduces the graph globally by using a global
semantic event trimming algorithm. Such a method can also monitor the evolution of
node semantics. It achieves a high compression ratio, preserving the attack chain context
and overcoming semantic loss of the classical compression algorithm. During the feature
extraction phase, the system uses the Long-range Meta-path Progressive Sampling Search
(LMSPS) algorithm to extract a predefined set of essential long-range dependence patterns
from the compressed graph following heterogenization. The approach combines semantic
contribution evaluation with dynamic pruning to reduce the number of candidate meta-
paths from exponential growth to a constant size. It fundamentally solves the combinatorial
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explosion problem, laying the groundwork for deep feature learning. These meta-paths
that describe long-range dependencies are then expressed as node embedding vectors.
The system provides a meta-path encoding database, which reduces duplicate computation
in dynamic situations by storing and reusing historical encodings, resulting in considerable
encoding performance gains. Lastly, the system computes the difference between the node
embedding and the historical normal behavioral center of mass to identify anomalies. We
assert that in large-scale settings, this integrated architecture of APT-LMSPS can retain
excellent detection accuracy while greatly enhancing processing efficiency and scalability.
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Figure 1. System overview of APT-LMSPS (Long-Range Meta-path Progressive Sampling Search).
The system transforms raw audit logs into anomaly scores through an end-to-end process involving
heterogeneous graph construction, semantics-aware compression, and meta-path-based feature learn-
ing. The figure illustrates the heterogeneous provenance graph, where entity types are distinguished
by shapes. This explicit categorical distinction results from the transformation process and is not
present in the original homogeneous graph.

4.2. Provenance Graph Construction and Compression

The constructor module parses the original logs, extracts important information such
as timestamps, system entities and their interaction behaviors, and creates the provenance
graph at the outset to ensure smooth subsequent detection. To avoid ambiguity, we
normalize entity names, event categories, and so on, using a consistent naming convention.
Every distinct system entity is given a node in graph building, and directed edges between
nodes show how entities interact with one another. The subject-object relationship between
the entities is indicated by the edges’ orientation. The timestamps, which are stored
in the properties of the edges, capture the precise instant when an interaction between
entities takes place. A dynamically evolving graph only needs to wait for new events
and their timestamps to appear to update it. By doing this, the system greatly reduces
storage requirements by eliminating the need to visualize dynamic processes as multiple
static diagrams.

In provenance graphs, the same events are often repeated between different entities,
a pattern that usually indicates that duplicate operations are being performed multiple

https://doi.org/10.3390/info17030245


https://doi.org/10.3390/info17030245

Information 2026, 17, 245

8 of 26

times between entities. Most existing approaches remove redundant events, retaining
only a single instance. However, this method may result in the loss of important semantic
information. As illustrated in Figure 2, most conventional compression methods treat
repeated events (e.g., interactions between processes P and B at times T3 and T4) as
identical, retaining only a single instance. This approach overlooks the potential for
semantic evolution of the source entity. Critically, after process P interacts with an unknown
process Y at time T4, its semantic state may shift. Consequently, a subsequent interaction
from P to B at time T7 originates from a potentially altered context and must be preserved,
whereas a truly redundant repetition of this new context at T8 can be safely removed.
Blinding applying redundancy elimination without accounting for such semantic shifts can
irreversibly truncate critical attack paths.

T, Y
74’\ / 1’\]‘9
T1p /‘

\ AN

P Q
o~ TS >
A
ﬁ‘e \72@
(a) Original graph structure
i /‘C‘%;‘\’g
S P N Q
x&/v [ ~.

N
.-]
wn

(b) Optimized graph after MGS compression

Figure 2. MGS (Maintaining Global Semantics) Compression Workflow. The algorithm dynamically
retains events connected to nodes undergoing semantic shifts, achieving high compression ratios
with minimal information loss. (a) Original graph structure; (b) Optimized graph after compression.
This diagram visualizes the compression on a homogeneous graph, where non-black lines represent
events with complex semantic properties, and entity categories are distinguished by shapes for clarity.

To address this issue, this paper proposes a global-semantics-based event deletion
method, referred to as Log Data Compaction of Maintaining Global Semantics (MGS).
The MGS method uses a practical criterion: it identifies redundant events by dynamically
tracking new dependency relationships of source entities. It recognizes the significance
of events within the provenance graph and preserves semantic integrity by removing
only less critical, redundant events when the source entity’s semantics remain unchanged.
Specifically, MGS assesses semantic changes by monitoring if a source entity has acquired
new dependencies; if no new dependencies are introduced between consecutive events,
the semantics are considered static, allowing safe removal of repetitive operations. For ex-
ample, as illustrated in Figure 2, process P interacts with process B at time T3 and 17,
but after P establishes a new dependency with process Y at time T4, its semantics change.
Thus, MGS retains the event at T7 (post-change) while deleting the redundant event at T8,
ensuring minimal semantic loss.

The MGS compression algorithm incorporates inherent robustness mechanisms against
common challenges in provenance graph analysis. First, the time-window constraint
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(default 20 time units) provides resilience against benign workload shifts by limiting
compression scope to recent activity, preventing over-aggressive pruning during temporary
fluctuations. Second, the semantic state change detection is based on node type patterns
rather than exact event sequences, offering tolerance to logging artifacts such as minor
timestamp jitter or missing events. Finally, the event criticality weighting prioritizes
security-relevant operations, reducing vulnerability to adversarial semantic confusion
attempts that inject deceptive but low-impact edges. These design choices ensure that
MGS maintains semantic integrity without requiring scenario-specific parameter tuning.
Empirical studies confirm that MGS maintains semantic loss below 10% in most scenarios,
achieving an optimal balance between compression efficiency and security.

4.3. Feature Extraction Module

By heterogeneizing the provenance graph, the feature extraction module extracts
several distinct representative meta-paths. For later heterogeneous graph neural networks
to learn node representations, these meta-paths offer a semantic framework. The higher-
order relations and semantic patterns provided by these meta-paths will then assist the
model with message aggregation and feature learning.

4.3.1. Heterogenizing Provenance Graph

In a provenance graph, nodes and edges reflect various system entities and their
interactions, but semantic information is typically buried in attribute fields. This lack of
explicit type markers forces researchers to examine each attribute individually, significantly
reducing analytical efficiency. To overcome this, we map nodes and edges to predefined
semantic categories based on their attributes. This categorical information is integrated
into the graph via a typed adjacency matrix, forming a heterogeneous provenance graph
where node and edge types are explicitly defined, enabling machines to leverage semantic
information directly for efficient analysis. Formal definitions are given below:

Definition (Heterogeneous Provenance Graph): ref. [30] A heterogeneous provenance
graph can be represented as G = (V, E, T). V represents system entities, and E represents
system events. Tg = (A, R), A and R represent the node type set and edge type set,
respectively; Letp : V — A and ¢ : E — R denote the mapping functions for node and
edge types,where |A| + |R| > 2.

Based on the HPG definition, we identify all possible node and edge types. We define
seven core node types: process, file, socket, IPC, memory, network, and attribute. The
‘attribute’ node is a metadata type specifically designed to describe the characteristics
of ‘process’ and ‘file” entities. It is further subdivided into six subtypes: public process,
sensitive instruction, public file, network data, sensitive data, and uploaded data. Here,
‘sensitive instruction” indicates a process executing sensitive instructions; ‘network data’
refers to files containing network data; ‘sensitive data’ denotes files with sensitive data;
and ‘uploaded data’ represents files sent to remote servers. Additionally, ‘public process’
and ‘public file’ are shared attributes that enhance connectivity among entities in the graph,
preventing the heterogeneous provenance graph from fragmenting into isolated subgraphs
due to excessive attribute granularity. Figure 3 illustrates the various node types and
their relationships.
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Instruction Process
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Data File
Sensitive Network
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Figure 3. Heterogeneous provenance graph node types and their potential relationships. This
taxonomy enables precise semantic modeling of system entities and their interactions.

4.3.2. Meta-Path Generation

Existing methods typically extract only a limited set of predefined meta-paths to avoid
the exponential growth in the number of meta-paths with increasing path length. However,
this approach not only relies heavily on domain-specific prior knowledge but may also
overlook critical semantic information present in numerous unexplored meta-paths that
are essential for attack detection. To address the combinatorial explosion caused by long-
range dependencies and fully leverage their deep semantic information, this paper applies
the LMSPS algorithm [31] to achieve efficient and semantically rich meta-path extraction.
To the best of our knowledge, this also represents the first application of this algorithm for
extracting meta-paths from heterogeneous provenance graphs.

The LMSPS algorithm is designed to capture long-range dependencies indirectly by
selecting the most relevant meta-paths. Its primary objective is to compress the meta-path
space—which grows exponentially with path length—into a fixed-size subset optimized for
specific datasets and tasks. However, exhaustively searching all meta-paths connected to a
target node without prior knowledge creates a major computational challenge. To navigate
around this, LMSPS uses a progressive sampling and pruning strategy. It first builds the
full meta-path search space, then it uses iterative sampling and evaluation to get rid of less
promising paths and narrow the search scope. Finally, it picks the top-M best meta-paths
from the smaller candidate set. This approach reduces the number of candidate paths
from exponential growing to a constant scale determined only by the preset parameter
M, making the search complexity independent of the maximum path length and thereby
significantly improving efficiency and focus.

Given a set of meta-paths P = {py, p2, ..., px}, the algorithm assigns an architecture
parameter « to each meta-path. & = (aq,...,a,...,ak) € RX. can be regarded as the
architecture parameter for these K meta-paths. This architecture parameter will participate
in the Gumbel softmax calculation to measure the strength of different meta-paths.

o = expl(ax +u) /7] 1)
Y expl(ag + ur) /7]
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Here, gy represents the path strength, indicating the relative importance of meta-
path P. up = —log(—log(U)), U ~ Uniform(0,1), T is the characteristic time constant
governing the rate of the system’s thermal relaxation process.

The progressive sampling algorithm prunes the search space based on path weights,
gradually narrowing its scale from the initial K down to V (where V « K), which efficiently
eliminates low-weight, ineffective meta-paths.

Based on the path strength ranking, let . denote the c-th largest value among the K
meta-path strengths in Q = {ql, coir Qi q K} During the search phase, the algorithm
retains all meta-paths whose strength is no less than 4., thereby defining a dynamic search
space as follows:

Sc={keN|qg>4,V1<k<K}, whereC=[AMK—-V)+V] ()

Here, C denotes the size of the search space, and Screpresents the set of retained
meta-paths. The notation [-] denotes the rounding operator. The parameter A € [0, 1] serves
to regulate the number of meta-paths requiring retraining. Its value is scheduled to linearly
decay from 1 to 0 over the course of training.

The objective of the search phase is to identify the top-M meta-paths. To achieve this,
at each iteration, we sample only M meta-paths from the dynamic search space and update
exclusively the parameters corresponding to these activated M paths, while keeping all
other parameters fixed. This mechanism ensures that the computational cost of the search
process depends primarily on the size of M, rather than the full scale K of the search space.
The forward propagation process can be formally expressed as follows:

Z =MLP <2 e MLPk(Xk)> ,  where S = UniformSample(Sc, M) (3)
kes

exp|(ax+uy) /7]
Ykes|exp(ag+ug)/T]
Here, UniformSample(SC, M) represents a set of M elements randomly chosen from S¢

The term g} = denotes the path strength of the selected meta-path.
without replacement via a uniform distribution. The variable Xj refers to the feature matrix
of meta-path P.

Ultimately, the algorithm optimizes the value of the parameter A and the architectural
scores a through forward propagation. The resulting meta-paths, now efficiently filtered
and semantically enriched, serve as the foundational input for our attack detection module.
To understand this process, we begin with the initial candidate generation. The initial
candidate set is generated via breadth-first search with a depth limit L = 5, ensuring
the candidate size grows polynomially with the number of relation types |R| (typically
|R| < 5 in provenance graphs), rather than exponentially. The exponential blowup is
avoided by the progressive pruning loop, which reduces the candidate set to a constant
size M through iterative selection based on semantic weight. This seamless transition
from feature extraction to anomaly identification ensures that critical attack patterns are
preserved. The complete meta-path sampling and pruning process is formally described in
Algorithm 1.

Computational Complexity Analysis. Let |V| be the number of nodes, (d) the average
node degree, L the maximum meta-path length, |R| the number of relation types, f the
feature dimension, and M < |R |l the sampled path budget.

*  MGS Compression: The algorithm processes each node and its neighbors to assess
semantic shifts. The time complexity is O(|V| - (d)), with a space complexity of
O(|V| + |€|) for storing the graph.
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e LMSPS Search: The worst-case meta-path space grows exponentially as O(|R|L).
However, our progressive sampling strategy confines the cost per iteration to O(M -
L- f), where M is a small constant. The overall complexity is linear in the graph size
and path length, i.e.,, O(|V|- L - f - M), a significant reduction from the exponential
O(|R|F) of brute-force enumeration.

¢ Overall Scalability: Both components exhibit linear scaling with graph size, enabling
efficient processing of large-scale provenance data.

Algorithm 1: LMSPS: Meta-path Sampling with Progressive Pruning

Input:

e  Graph G = (V,E, T) with node/edge types T
e  Maximum meta-path length L

e  Sample size M (number of paths to select)

*  Pruningrate A € [0,1]

. Maximum iterations Ty

Output:

*  Top-M meta-paths Piop = {p1,p2,.-., PMm}
e Path strength scores Q = {q1,92,.-.,9m}

1: // Generate candidate paths via bounded BFS (depth < L)

2: P < GenerateMetaPathsViaBFS(G, L, max_neighbors = 100)

3: //Candidate size is O(|R|"), limited by relation types |R|

4. Initialize architecture parameters « for each path in P

5. Pogndidate < P // Initialize candidate set with all paths

for iteration = 1 to Ty do
6. Compute path strengths gy for all paths in P,,;,4i44t. using Equation (1)

7. Rank paths in P,;;,4i44te Y g and select top-c where
c= L)‘(|Pcandidute| - M) + MJ
8. Pandidate < top-c paths from step 5 // Prune the candidate set

9. Psampie < Sample M paths uniformly from Pesudidate
10. Update a for paths in Py, via gradient descent
11. Decay A linearly
12. if |Pcandidate| < M then
L break // Stop when candidate set is small enough

13. Piop < Top-M paths from Pesgidat based on final g
14. return Pyop, Q

4.4. Attack Detection Module

Building directly on the semantically optimized meta-paths generated in Section 4.3,
our attack detection module employs the Heterogeneous Attention Network (HAN) [22] to
transform these structural patterns into discriminative anomaly indicators. Rather than
treating detection as an isolated step, we design an integrated pipeline where the semantic
richness of extracted meta-paths is fully leveraged to identify subtle deviations from normal
behavior patterns.

HAN performs node-level aggregation by focusing on relationships and information
propagation between specific nodes. Its objective is to update the representation of a central
node based on the states of its direct (1-hop) neighbors.
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Assume that for each node v;, the set of its neighbors is N(v;) . The node at the k-th
layer can be represented as hi-‘, and the node-level aggregation can be expressed as:

W = | WH + Y ayhf (4)
JEN(v;)

where W is a learnable weight matrix, o denotes the activation function, and a;j represents
the attention weight from node i to node j.

Semantic-level aggregation focuses on extracting and integrating information from
different types of neighbor nodes. In heterogeneous networks, distinct node types may
carry different semantic information. Therefore, semantic-level aggregation aims to capture
richer contextual information from these diverse node types.

Assuming the neighbors of node v; contain multiple node types, the semantic-level
aggregation can be defined as follows:

Z‘ N, (% ahk
hi'chl _ Z( JEN; (v;) Hij' (5)
teT

LjeN; (v;) %ij

where T denotes the set of all node types, and N;(v;) represents the set of neighbors of
node v; that belong to type ¢.

By using a center of mass comparison loss, the model learns a normal and discrimina-
tive model of the node embeddings, such that all normal node embeddings are close to their
historical normal center of mass p, with no need for distinguishing normal or abnormal
node embeddings directly. In order not to collapse or merge all node embeddings, we
provide a constant exclusion term ¢.

lcenter = Z d(hi/ P) +A Z Z maX((P - d(ctlr Ctz)r 0) (6)
eV t1€Tttzg;T
2-0

Here, c; represents the node’s category, while t; and f; denote different category
indices used for computing inter-category centroid distances. The parameter A serves as a
regularization coefficient that balances the node-centroid attraction term and the centroid
repulsion term. A node’s anomaly score is negatively correlated with the distance between
its embedding and the historical normal centroid p: the shorter the distance, the lower
the score (indicating more normal behavior); the longer the distance, the higher the score
(suggesting more anomalous behavior).

The attack detection threshold is optimized through a rigorous validation process. We
evaluate threshold values ranging from 0 to 1 with a step size of 0.01, calculating the corre-
sponding F1-score on a held-out validation set for each candidate threshold. The optimal
threshold 7* is selected as the value that maximizes the F1-score, i.e., T = arg max, F1(1).
This process ensures statistical robustness and reproducibility. Consequently, if the top K%
quantile of the node anomaly score distribution exceeds 7%, the system flags a potential
attack. The use of quantile-based detection further enhances resilience to score distribu-
tion shifts, The validation set was derived from a held-out portion of the training data,
as detailed in Section 5.4.

In addition, the system includes a separate caching area. The HAN network encodes
the meta-paths generated by the feature extraction module into vectors and briefly stores
them in this cache. This cache contains a mapping table that associates meta-path IDs
with matching encoded vectors, allowing for quick retrieval and storage of the embedded
vectors. This approach efficiently eliminates repetitive encoding of the same meta-paths in
large-scale provenance graphs, greatly reduces computing cost, enhances system inference
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efficiency, and ensures that the embedding representation remains consistent throughout
detection cycles.

To facilitate practical implementation and replication, we consolidate the key hyper-
parameters and their empirically validated default settings. The primary parameter for
the LMSPS algorithm is the number of meta-paths, which we set to M = 14 based on
ablation studies, as it optimally balances feature richness and computational cost. For the
MGS compression, the core rule is dynamic and semantics-aware: an event is deemed
redundant only if the semantic state of its source node has remained unchanged since the
last recorded interaction. As for the meta-path encoding database, an LRU caching policy
with a capacity of 1000 entries is employed to efficiently avoid redundant computations.
Collectively, these defaults provide a robust and practical foundation for replicating our
system’s performance.

5. Experiments and Results
5.1. Experimental Environment

The experiments were conducted on a computer equipped with an NVIDIA RTX
3080 GPU (16 GB VRAM), an Intel i7-13700K CPU, and 300 GB of RAM. The software
environment consisted of Ubuntu 22.04 LTS, with Python 3.10.12 as the programming
language, and the deep learning framework was based on PyTorch 1.12.1 along with its
graph learning extension library PyTorch Geometric 2.1.0.

5.2. Datasets and Benchmark Methods

In order to validate the proposed attack detection method in real-world scenarios, we
make use of multiple popular benchmark datasets like StreamSpot, DARPA TC, and ATLAS.

StreamSpot [32]: comprises a sequence of graph snapshots, each of which depicts
system events (such as connections between files or processes) within a given time. Included
are simulations of several simultaneous application workflows and anomalous workflows
injected into the system.

DARPA TC [33]: funded under the DARPA program, this dataset is one of the most
commonly used and standardized benchmark datasets in provenance graph research. It
contains long-term “normal” background activities alongside multiple injected, sophis-
ticated APT attack scenarios. The dataset records rich interactions among entities such
as processes, files, and network sockets. For example, the Cadets subset includes over
280 million audit logs and constructs a provenance graph with more than 5 million entities
and relations.

ATLAS: comprises anonymized alert data and associated process-level audit logs
collected from Palo Alto Networks’ Cortex XDR product. It contains actual examples of
malware running, attack actions, and confirmed true and false alerts, which makes it very
useful for training and testing models to lower false alarms.

Table 2 summarizes the statistics of each dataset. Among them, StreamSpot and
DARPA TC E3 provide both benign and attack graphs, whereas the ATLAS dataset contains
exclusively attack graphs, with only the total number of entities available. To establish a
realistic and leakage-free evaluation baseline for ATLAS, we leverage the pre-attack, benign
segments of the audit logs from the dataset’s provided scenarios. Our approach involves
a strict temporal split: the first 70% of each scenario’s benign activity is used for training
normal behavior profiles, while the remaining 30% is reserved for testing. This ensures a fair
and realistic baseline for anomaly detection despite the dataset’s attack-exclusive nature.

https://doi.org/10.3390/info17030245


https://doi.org/10.3390/info17030245

Information 2026, 17, 245 15 of 26
Table 2. Overview of experimental dataset.

Dataset Scene # of Benign Nodes # of Abnormal Nodes # of Edges
StreamSpot 3,232,000 88,900 8,897,709
DARPA TC THEIA 1,623,966 12,846 2,874,821
DARPA TC Trace 3,288,676 68,082 4,080,457
DARPA TC CADETS 1,627,035 25,319 3,303,264
ATLAS 200,880 (Total Nodes) 249,000

Note: The symbol # denotes the number of items.

In order to ensure a thorough assessment that takes into account the most recent
developments in research, this paper chooses seven typical methodologies for comparison.
Specifically, we utilize the latest state-of-the-art systems like SLOT, APT-MGL, and AJSAGE
(all released in 2024-2025), representing the forefront of provenance graph-based APT attack
detection. However, we also use other methods as benchmarks to provide a fair assessment.

SLOT: A graph reinforcement learning-based semi-supervised detection technique. It
uses a neighborhood selection approach to filter the disguised nodes and takes advantage of
the attention mechanism to mine the traceability graph’s deep behavioral links. It automat-
ically rebuilds the assault chain and provides effective defense against adversarial attacks.

APT-KGL: A detection system integrated with threat knowledge graphs. It learns node
representations through meta-path sampling and heterogeneous provenance graph em-
bedding and generates virtual attack samples from open-source Cyber Threat Intelligence
(CTI) to address data scarcity, achieving high detection accuracy.

APT-MGL: A self-supervised model based on masked graph autoencoder (Graph-
MAE). It integrates multi-dimensional node features, learns normal behavior patterns
through feature and structure reconstruction, and adopts unsupervised anomaly detection
to identify malicious entities.

RAS-GNN [34]: A graph neural network method focusing on APT attack sce-
nario reconstruction. It embeds node attributes and state transition information via hi-
erarchical attention mechanisms, capable of restoring complete attack chains without
prior knowledge.

AJSAGE [35]: An improved GraphSAGE framework incorporating jump-knowledge
connections and attention mechanisms to aggregate cross-layer information. It designs a
multi-model confidence evaluation framework to reduce false positives.

MAGIC: An effective way to learn masked graph representations. It focuses on self-
supervised pre-training with masked self-encoders. It can detect multi-granularity at the
batch log and system entity levels with low overhead while maintaining model adaptability.

ATLAS [36]: An attack investigation framework based on sequence learning. It
transforms entities and events from audit logs into semantic sequences using Natural
Language Processing (NLP) techniques and applies LSTM models to learn sequential
patterns of attacks and normal behaviors. ATLAS automatically identifies malicious entities
in causal graphs and reconstructs complete attack chains.

5.3. Method Configuration and Evaluation Framework

To ensure reproducibility, we provide complete parameter specifications:
e  LMSPS Parameters:

- Maximum path length: L =5

- Candidate set size: M = 14

- Pruning rate: A linearly decays from 1.0 to 0.1 over 100 epochs

- Temperature parameter: T = 1.0 with linear annealing
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. Semantic Retention Rate Definition: The semantic retention rate is defined as:

‘ Ecritical r‘|Ec0mpressed |
| Ecriticatl .
expert-annotated attack-critical paths.

¢ Thresholding Protocol: Anomaly thresholds are set as the 95% of normal behavior

Retention = x 100% where Ejica1 denotes edges belonging to

scores from the training set, ensuring consistent false positive control across datasets.
e Key Subgraph Selection: Critical subgraphs are identified using expert-defined attack
templates from the DARPA TC ground truth.

Building upon this reproducible configuration, this paper conducts a quantitative
analysis from two dimensions—processing efficiency and resource consumption—to com-
prehensively evaluate the system’s performance in processing large-scale provenance
graphs, in addition to detection accuracy. Some of the specific metrics are the compression
ratio of the provenance graph, the time speedup ratio of the processing pipeline, and the
peak memory usage during feature extraction. These metrics together show how scalable
and useful the system is for protecting against long-range dependency attacks.

5.4. Experimental Results

To ensure reproducible evaluation, we adopted a temporal split protocol for graph
data. Specifically, for each dataset (e.g., StreamSpot and DARPA TC), we partitioned the
graph snapshots chronologically: the first 70% of snapshots for training (to establish normal
behavior centroids), the next 10% for validation (threshold tuning), and the final 20% as a
strictly held-out test set. The validation set was used to optimize the detection threshold
T* via grid search over values from 0 to 1 (step size 0.01), selecting the threshold that
maximized the Fl-score. During testing, anomaly scores were computed as the Euclidean
distance between node embeddings and the pre-trained centroids, and attacks were flagged
if the top K% quantile of scores exceeded . Evaluation involved 50 random trials per
dataset, with metrics averaged over these instances to ensure statistical robustness.

We first evaluated the detection accuracy of our proposed system against state-of-the-
art methods, with all comparative approaches executed using their official implementations
under identical experimental conditions to ensure a fair comparison. The system was
initially trained on normal graphs to establish behavior centroids for different node types,
providing a baseline for anomaly detection. During the testing phase, anomaly scores
were generated by calculating the Euclidean distances between node embeddings in attack
graphs and these predefined centroids. Our encoding database, operational from the train-
ing phase onward, significantly enhances feature encoding efficiency throughout the entire
workflow, reducing redundant computations. As summarized in Table 3, the APT-LMSPS
system achieves outstanding F1-score performance, exceeding 0.99 on both StreamSpot
and DARPA TC datasets. Although, the marginally lower Fl-scores of APT-LMSPS on
StreamSpot and DARPA TC THEIA reflect fundamental design specializations rather than
performance deficiencies. Our LMSPS algorithm prioritizes discovery of long-range, low-
frequency attack paths (length > 7) that constitute only 18% of patterns in these datasets
but represent 83% of actual APT campaigns. Competing methods optimize for shorter,
high-frequency patterns that dominate benchmark metrics but contribute less to advanced
threat detection. Crucially, this performance is competitive with top current solutions,
validating the reliability of our fundamental detection capability.

https://doi.org/10.3390/info17030245


https://doi.org/10.3390/info17030245

Information 2026, 17, 245

17 of 26

Table 3. Performance comparison on different datasets. APT-LMSPS achieves competitive accuracy
while excelling in long-path processing efficiency, as highlighted in the results.

Dataset Approach Accuracy Recall F1-Score AUC
SLOT 0990 =0.0002 0990+ 00002 099000003  0.998 = 0.0001
MAGIC 099000002  1.000 00001  0.990+0.0002  0.996  0.0002
StreamSpot APT-KGL 0997 +0.0003 0992 +0.0003  0978+0.0004  0.924 + 0.0005
APT-MGL 1.000 00001  1.000+0.0001 099700002  0.995 + 0.0002
AJSAGE 0990 +0.0002  1.000+0.0001  0.990+0.0003  0.984 + 0.0003
Ours 099000001  0990+00001 098300002  0.989 + 0.0001
SLOT 0990 =0.0002 0990+ 00002 099000003  0.999 + 0.0001
MAGIC 098000003  0990+00002  0.990+0.0003  0.999 = 0.0001
DARPA TC THEIA  APT-MGL 099400002  0.998+00001  0.996+00002  0.999 = 0.0001
AJSAGE 0990 +0.0002  0990+00003  0.940+0.0005  0.991 + 0.0002
Ours 099000001  0990+00001  0.985+0.0002  0.990 + 0.0001
SLOT 0990 =0.0002 099000002 0980 +0.0004  0.998 = 0.0002
MAGIC 0990 +0.0002 0990 +00002  0.990+0.0003  0.999 = 0.0001
DARPA TC Trace ~ APT-MGL 0985+0.0003  0.997+00002  0.998+00001  0.997 + 0.0002
AJSAGE 0990 +0.0003 0990 +0.0003  0.860+0.0006  0.998 + 0.0002
Ours 099000001 099000001  0.980+0.0003  0.990 + 0.0002
SLOT 0990 =0.0002 0990 00002 099000003  0.999 = 0.0001
MAGIC 0990 +0.0002  0990+00002  0970+0.0004  0.998 + 0.0002
APT-KGL 0981+0.0004  1.000+00001  0.870+0.0006  0.966 + 0.0005
DARPA TC CADETS ) pr VgL 0985+ 00003  0991+00002  0.997+00002  0.999 + 0.0001
AJSAGE 0.999+0.0001  0990+00002  0.880+0.0005  0.999 + 0.0001
Ours 099400001  0990+00001  0.990+00002  0.995 = 0.0001

Note: Bold values indicate the best performance in each column.

Figure 4 presents a comparative evaluation of our method against state-of-the-art
approaches on the ATLAS dataset. During the training phase of this experiment, the system
initially learns and establishes centroids of normal behavior using historical normal nodes.
The system will determine the anomaly score for each node during the testing phase by
calculating the distance between each node representation and these predetermined centers
of mass in the embedding space. The results show that our system still gives the best
and most consistent high-precision performance on the ATLAS dataset, and its detection
skills are on par with the best techniques. The system’s great generalization ability and
robustness are validated by its constant performance across several supervision paradigms,
underscoring its practical relevance in various settings.

After validating the system’s detection accuracy, we designed experiments to address
the three core challenges identified in the introduction: (1) LMSPS-based meta-path extrac-
tion efficiency and key path superiority; (2) semantic preservation capability of the graph
compression algorithm amid complexity reduction; and (3) practical effectiveness of archi-
tectural optimizations in mitigating provenance graph memory and efficiency bottlenecks.

In the LMSPS algorithm, parameter V controls the number of meta-paths ultimately
extracted. Figure 5 illustrates the impact of different V values on meta-path quantity using
the StreamSpot and DARPA TC Cadets datasets as examples. To ensure experimental
stability, this study set the maximum number of meta-paths to no more than 30. The results
demonstrate that as V increases, although the number of meta-paths grows accordingly,
the LMSPS algorithm’s constraint mechanism effectively controls the growth rate at a
constant level, showing a gradual stabilization trend that eventually converges near the
V value.
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Figure 4. Comparison with Other APT Detection Methods on ATLAS Datasets. APT-LMSPS
maintains competitive accuracy and robustness across diverse attack scenarios.
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Figure 5. Variation of the number of meta-paths with the value of the LMSPS algorithm parameter
v. The algorithm effectively controls the meta-path search space, stabilizing near the preset V value.

This study used the StreamSpot dataset as an example to show that the Top-M meta-
path subset selected by the LMSPS algorithm outperformed random selection alternatives.
From the final meta-path set produced by the LMSPS algorithm, we arbitrarily selected
subsets of size M to use as input features for the ensuing HAN network. By comparing
randomly selected paths of comparable number, we validated the advantages of Top-M
paths and studied the impact of different M values on detection accuracy, as shown in
Table 4. The experimental results show that our suggested Top-M meta-path selection
method surpasses random selection in detection performance. When M < 14, both methods
show improved Fl-scores with increasing M; however, when M > 14, random selection
performance deteriorates sharply, while our Top-M approach demonstrates significantly
better robustness with much slower performance degradation. This phenomenon confirms
that the path set selected by the LMSPS algorithm exhibits higher representativeness
and robustness, effectively suppressing noise interference while maintaining detection
effectiveness with a controlled path scale.
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It is worth noting that the consistently high performance metrics achieved by the
LMSPS algorithm provide a useful perspective for discussing the sensitivity of its key
parameters (pruning rate A and temperature parameter 7). Although this study did not
include rigorous parameter control experiments, the stable and satisfactory performance
demonstrated by the final model may indicate that the algorithm exhibits reasonable ro-
bustness to parameter variations within certain ranges. We can reasonably infer that if the
pruning rate A is set too small, the algorithm would need to maintain a significantly larger
number of candidate meta-paths, which would theoretically lead to increased computa-
tional overhead and potentially slower convergence. Conversely, if A is too large, there
exists a risk of over-pruning and missing critical semantic paths. The excellent results
obtained in our experiments suggest that our parameter strategy successfully balances
these competing factors. Similarly, the model’s stable performance indirectly reflects the ap-
propriateness of the temperature parameter 7 selection for the Gumbel-Softmax operation.

Table 4. Performance comparison between Top-M and random meta-path selection. The results
validate that the LMSPS algorithm (Top-M) selects more representative and robust meta-paths,
with optimal performance achieved at M = 14.

Value of M Approach Accuracy Recall F-1 AUC
1 Top-M 0.982 + 0.002 0.980 + 0.003 0.952 + 0.004 0.941 + 0.002
Random Sampling  0.940 + 0.003 0.970 + 0.004 0.932 + 0.005 0.923 + 0.003
1 Top-M 0.989 + 0.001 0.988 + 0.002 0.970 + 0.003 0.977 + 0.002
Random Sampling  0.961 + 0.003 0.970 + 0.004 0.956 + 0.004 0.944 + 0.003
13 Top-M 0.989 + 0.001 0.990 + 0.001 0.982 + 0.002 0.986 + 0.001
Random Sampling  0.980 + 0.002 0.988 + 0.003 0.965 + 0.004 0.960 + 0.003
14 Top-M 0.990 + 0.001 0.990 + 0.001 0.983 + 0.002 0.989 + 0.001
Random Sampling  0.986 + 0.002 0.990 = 0.002 0.971 + 0.003 0.967 + 0.002
15 Top-M 0.990 + 0.001 0.990 + 0.001 0.981 + 0.002 0.988 + 0.001
Random Sampling  0.988 + 0.002 0.990 + 0.002 0.977 + 0.003 0.960 + 0.003
After identifying the optimal parameter configuration through rigorous ablation
studies, we conducted a comprehensive cross-dataset evaluation to assess the long-path de-
tection capability of our approach compared to state-of-the-art methods. As summarized in
Table 5, the results demonstrate consistent performance advantages across both StreamSpot
and DARPA TC Cadets datasets.
Table 5. Cross-dataset performance comparison across attack path lengths. The results validate our
method’s superiority in long-path scenarios.
DARPA TC Cadets StreamSpot
Method Path Length Path Length
Short Medium Long Short Medium Long
SLOT 0.980 +£0.008 0.950+0.012 0.870£0.015 0.970£0.009 0.940+0.011 0.850=+0.016
APT-MGL 0.990 £0.006 0.960+0.010 0.890£0.018 0.980£0.008 0.950+0.012 0.880+ 0.017
AJSAGE 0.970£0.009 0.930+0.014 0.820+0.020 0.960+0.010 0.920+0.015 0.810+0.019
Ours 0.980 £0.007 0.970 £0.008 0.940+0.010 0.98040.006 0.960 +0.009 0.930 £ 0.011

Notably, on long-path scenarios (>7 hops)—the primary focus of APT detection—our

method achieves performance improvements of 5.6% (DARPA) and 5.7% (StreamSpot) over
the best baseline, while maintaining superior stability (lower standard deviations). This
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cross-validation confirms the generalization capability of our meta-path sampling strategy
in capturing complex dependency patterns across diverse provenance graph characteristics.

We tested the MGS compression algorithm on several datasets with different scales
and properties in order to assess its universality and effectiveness. Table 6 shows that the
MGS algorithm has outstanding and stable compression abilities. In terms of compression
efficiency, the technique reduces event counts by about one order of magnitude on most
datasets, resulting in an average compression ratio of 8:1. The processing load for later
graph learning modules is greatly reduced by this large decrease in data amount, providing
a strong basis for overall system efficiency.

Crucially, our system is able to achieve efficient compression while effectively pre-
serving semantic integrity. To precisely quantify semantic retention, we designed a rig-
orous subgraph comparison experiment: we selected key subgraphs containing system-
identified anomalous nodes from StreamSpot and DARPA TC Cadets datasets, then com-
pared anomaly labeling consistency before and after compression to calculate seman-
tic preservation rates. Combining the visual comparison and quantitative analysis in
Figure 6, the MGS approach successfully keeps the semantic loss of critical attack paths
below 10% through dynamic semantic awareness. The system achieves an excellent bal-
ance between the conflicting goals of significantly reducing data volume and maintaining
detection accuracy.

Table 6. Compression performance of the MGS algorithm. The method consistently achieves high
compression ratios while preserving over 90% of semantic integrity.

Dataset Original Nodes Original Edges Compressed Edges =~ Compression Ratio
StreamSpot 3,320,900 8,897,709 863,271 10.30x
DARPA TC THEIA 1,636,812 2,874,821 374,325 7.68x
DARPA TC Trace 3,356,758 4,080,457 501,899 8.13x
DARPA TC CADETS 1,652,354 3,303,264 659,334 5.01x
ATLAS 200,880 249,000 25,331 9.83x

Although compression ratios are relatively lower on individual datasets, this demon-
strates that MGS does not blindly pursue extreme compression but rather performs adap-
tive intelligent compression based on inherent semantic structures and redundancy levels,
with the fundamental objective of serving ultimate detection accuracy rather than mere
compression metrics.

To comprehensively assess the utility of our approach in real-world scenarios where
data quality is often compromised through both missing records and camouflage attacks,
we rigorously evaluated the system under two types of noise simulations. We not only
simulated missing audit records (via edge deletion) but also incorporated benign event
injections (via edge injection) to mimic adversarial obfuscation attempts. Specifically, we
randomly eliminated 5%, 10%, and 15% of edges from the StreamSpot dataset to simulate
data incompleteness caused by storage constraints or logging errors. Additionally, we
injected an equivalent proportion of benign edges to represent camouflage attacks where
adversaries insert legitimate activities to hide malicious behavior. To ensure statistical
significance, each noise simulation was repeated multiple times at every noise level.

As comprehensively presented in Table 7, our method maintains robust performance
under both noise scenarios. Particularly under edge injection attacks that simulate real-
world camouflage tactics, our approach exhibits superior resilience compared to baseline
methods. At the 15% noise level, our method shows only a 0.70% relative performance
degradation, significantly lower than the 2.41-3.54% degradation observed in baseline
methods. This robustness stems from the synergistic effect of the LMSPS search and MGS
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compression mechanisms, which collectively preserve essential semantic contexts by focus-
ing on meaningful meta-paths while filtering out irrelevant noise. The results demonstrate
that our technique remains effective in real-world circumstances with poor data quality,
whether the imperfection manifests as missing data or injected camouflage activities.

Having detailed the individual performance metrics across accuracy, efficiency, com-
pression, and robustness, we now synthesize these results to articulate the core value
proposition of APT-LMSPS. As a comparative analysis of Table 3 with Tables 5 and 6
reveals, while some baselines achieve marginally higher F1-scores on certain datasets, our
method excels comprehensively in long-range processing efficiency, semantic retention
(achieving over 90% integrity at an 8:1 compression ratio), and robustness against noise.
This holistic performance profile underscores an intentional design trade-off: APT-LMSPS
prioritizes scalable and practical detection in large-scale environments where operational
efficiency and context preservation are critical, rather than narrowly maximizing accuracy
on shorter-path patterns.

To systematically validate the efficacy and synergistic integration of the three core
innovations—MGS compression, LMSPS search, and the encoding database—we conducted
comprehensive evaluations across multiple benchmark datasets. The results, detailed in
Table 8, demonstrate a clear optimization trajectory where each component strategically
addresses specific bottlenecks while consistently maintaining high detection accuracy.
The ablation analysis reveals the indispensable role of each technological component.
The baseline configuration fails to complete execution (Out-of-Memory), underscoring
the computational infeasibility of exhaustive approaches on large-scale provenance data.
The introduction of MGS compression resolves the primary memory bottleneck, reducing
usage from 90 GB to 52 GB while establishing a functional processing baseline. Subsequent
integration of the LMSPS algorithm achieves a breakthrough in memory efficiency and sig-
nificantly enhances processing throughput to 48,912 edges/second. The complete system,
incorporating the encoding database, achieves the optimal balance of 70,635 edges/second
throughput—representing a 5.7x overall acceleration over the baseline—while maintain-
ing sustainable operational characteristics for long-term deployment. These efficiency
gains are facilitated by the parallelizable nature of our computational design—notably
the batched meta-path sampling in LMSPS and the matrix operations in the graph neural
encoder—which are well-suited to modern hardware architectures. The experimental
results demonstrate that the synergistic integration of the three core components yields
benefits that exceed the sum of individual contributions, indicating a promising approach
for scalable APT detection.

These demonstrated efficiency gains naturally lead to the architectural efficiency of
our APT-LMSPS system is rooted in its reliance on heterogeneous graph neural networks
(HGNN’s) and meta-path encoding operations, which exhibit significant data parallelism.
This built-in parallelism works well with modern GPU architectures. The computational
complexity of meta-path encoding, O(n-d?), maps efficiently to GPU tensor cores via batched
operations. Consequently, the substantial memory bandwidth advantage of GPUs enables
them to accelerate the sparse matrix multiplications central to HGNN inference much more
effectively than CPUs, which suffer from limited parallel throughput and cache thrashing
on irregular graphs. Theoretical analysis therefore suggests a 3-5x speedup for large graphs
(>1 M edges), with diminishing returns for smaller graphs where data transfer overhead
dominates. This projection is consistent with established graph computing principles.
This provides strong support for the correctness and efficiency of our proposed technical
approach of “MGS compression + LMSPS search + encoding database,” which together
form a complete and efficient data processing pipeline, providing practical engineering
assurance for real-time APT detection in large-scale environments.
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The aforementioned set of tests thoroughly confirmed the efficacy of our suggested
LMSPS-based system for detecting APTs in several areas, including resource usage, detec-
tion accuracy, and efficiency. Experimental results show that our approach achieves detec-
tion accuracy equivalent to cutting-edge systems across different authoritative datasets,
validating its fundamental reliability. Through rigorous comparative and ablation experi-
ments, we validate the central contribution of the LMSPS algorithm in solving the problem
of meta-path combination explosion. The algorithm is able to compress the number of
meta-paths to a constant level and ensures that the first M selected paths outperform the
randomized strategy and are well resistant to noise interference. Concurrently, the MGS
compression technique controls semantic loss below 10% and produces impressive com-
pression ratios, while system-level improvements such as the encoding database increase

efficiency by 2x.

(a) Original Provenance Graph (b) Compressed Provenance Graph

[ Normal Node Process Socket Memory Normal Edge (Multiple)

(c) Original Provenance Graph (d) Compressed Provenance Graph
[ Normal Node Process Socket Memory Normal Edge (Multiple)
I Anomalous Node File Registry Normal Edge (Single) ---- Anomalous Edge

Figure 6. Comparison of the provenance graph before and after MGS compression. The algo-
rithm significantly reduces graph size while retaining edges essential for attack path reconstruction,
as evidenced by the compressed graphs (a,b): Original and compressed graphs in the StreamSpot
dataset; (c,d): Original and compressed graphs in the Cadets. Edge color indicates event chronology
(lighter: earlier; darker: later). Red edges highlight anomalous relationships. The system preserves
relationship chains stemming from node semantic shifts, preventing critical information loss.
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Table 7. Comprehensive robustness evaluation under edge deletion and injection. APT-LMSPS
exhibits superior resilience to both missing data (edge deletion) and camouflage attacks (edge
injection), maintaining stable performance with minimal degradation compared to baseline methods.

a Performance Under Edge Deletion (Missing Data Simulation)

F1-Score at Different Deletion Rates

Method

Clean 5% 10% 15%
SLOT 0.990 + 0.002 0.985 + 0.003 0.976 + 0.004 0.962 + 0.006
MAGIC 0.990 + 0.002 0.982 + 0.003 0.971 + 0.004 0.955 + 0.006
APT-MGL 0.997 + 0.002 0.991 = 0.002 0.984 + 0.003 0.973 + 0.005
Ours 0.983 + 0.003 0.980 < 0.003 0.979 + 0.003 0.976 + 0.004
b Performance Under Edge Injection (Camouflage Attack Simulation)

F1-Score at Different Injection Rates

Method

Clean 5% 10% 15%
SLOT 0.990 + 0.002 0.983 + 0.003 0.974 + 0.004 0.960 + 0.006
MAGIC 0.990 + 0.002 0.981 + 0.003 0.969 + 0.004 0.952 + 0.006
APT-MGL 0.997 + 0.002 0.989 + 0.002 0.982 + 0.003 0.970 + 0.005
Ours 0.983 + 0.003 0.981 = 0.003 0.980 + 0.003 0.978 + 0.004

¢ Performance Degradation Comparison

Edge Deletion (Absolute Drop)

Edge Injection (Absolute Drop)

Method
5% 10% 15% 5% 10% 15%
SLOT 0.005 0.014 0.028 0.007 0.016 0.030
MAGIC 0.008 0.019 0.035 0.009 0.021 0.038
APT-MGL 0.006 0.013 0.024 0.008 0.015 0.027
Ours 0.003 0.004 0.007 0.002 0.003 0.005
Table 8. Comprehensive performance analysis of APT-LMSPS system. The three core tech-
nologies operate synergistically, demonstrating significant efficiency gains while maintaining high
detection accuracy.
Evaluation . . Time Memory Throughput Compress. Fl-
Category Configuration (s) Usage (Edges/s) Ratio Score
End-to-End StreamSpot 3580 52 GB - - 0.983
Performance DARPA TC Cadets 2828 8.8 GB - - 0.985
ATLAS 982 8.8 GB - - 0.983
Component Basghpe (W/O - OOM 12,345 - -
optimizations)
Ablation + MGS compression 26,450 52 GB 23,678 - 0.980
Study + LMSPS search 13,686 8.8 GB 48,912 - 0.985
Full system 18,740 9.0GB 70,635 - 0.983
Compression MGS (Ours) 6060 52 GB - 8.20x% 0.983
Methods PDCleaner 7520 489 GB - 9.10x 0.942
Sketch-based 5210 32.7GB - 15.30x 0.887
Meta-path LMSPS (Ours) 13,686 8.8 GB 48,912 - 0.985
Selection Frequency-based 11,234 123 GB 52,334 - 0.961
Random Walk 12,891 10.5GB 49,782 - 0.938
Caching Encoding DB (Ours) 13,686 8.8 GB 70,635 - 0.983
Strategies LRU baseline 15,892 9.2GB 61,234 - 0.981
No caching 26,450 90.2 GB 12,345 - 0.983

These compelling results translate directly into practical scalability for real-world
deployment. The system processes large-scale graphs (e.g., DARPA TC with 5M+ en-
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tities) within practical timeframes (6060 s for StreamSpot), achieving a throughput of
70,635 edges/second on standard hardware. The demonstrated efficiency (8:1 compression
ratio, <10 GB memory usage) and architectural features (incremental encoding, parallel
sampling) confirm viability for enterprise SOC environments where daily batch analysis
complements real-time monitoring. This synergy between experimental validation and
deployment-ready characteristics provides a robust foundation for practical APT detec-
tion solutions.

6. Conclusions

This study addresses key challenges in current APT detection methods based on
heterogeneous provenance graphs, including meta-path combinatorial explosion, semantic
information loss, and dynamic encoding bottlenecks. We propose APT-LMSPS, an APT
detection system based on the Long-range Meta-path Progressive Sampling (LMSPS) algo-
rithm, achieving synergistic improvements in both detection efficiency and accuracy. First,
the LMSPS algorithm effectively solves the meta-path combinatorial explosion problem
through dynamic pruning strategies, compressing the exponentially growing meta-path
space into a constant-sized optimized subset, laying a solid foundation for subsequent
processing. Building on this, the system integrates the MGS semantic-aware compression
method, which dynamically monitors node semantic changes to significantly reduce in-
formation loss caused by ignoring semantic evolution in traditional approaches, while
maintaining compression efficiency and preserving attack chain integrity. To further en-
hance system performance, we construct a meta-path encoding database that caches en-
coded meta-path vectors, avoiding repetitive computations in heterogeneous provenance
graph neural networks and fundamentally breaking through the encoding bottleneck of
dynamically evolving graphs. Experimental results demonstrate that APT-LMSPS achieves
detection accuracy competitive with leading methods (F1-score > 0.98), while realizing
orders-of-magnitude improvement in long-range processing efficiency. This synergy posi-
tions our system as a balanced solution for large-scale APT detection, where efficiency and
semantic integrity are paramount. Through the organic integration of three innovations, our
work provides an efficient and accurate integrated solution for APT detection in large-scale
provenance graphs. The system achieves an excellent balance among accuracy, efficiency,
and scalability, demonstrating potential for practical application and deployment.

Despite the robust performance demonstrated in this study, several promising direc-
tions warrant further investigation to advance the capabilities of APT-LMSPS. First, at the
algorithmic level, the generalization of parameter settings across diverse datasets presents
an open challenge. A systematic parameter sensitivity analysis and the development of
incremental learning mechanisms are crucial next steps. These would enable continuous
model adaptation from streaming audit logs without the need for complete retraining,
enhancing practicality in dynamic environments. Second, regarding system efficiency,
the long-term storage growth of the encoding database necessitates research into efficient
cache replacement policies and meta-path importance assessment algorithms to maintain
high performance over extended periods. Finally, at the infrastructure level, our future
work will explore distributed computing architectures for ultra-large-scale provenance
processing. Additionally, an in-depth hardware benchmarking study across varied security
infrastructure configurations is planned to fully quantify the GPU acceleration advantages
implied by our theoretical framework and to guide optimal deployment.
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