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Abstract

The rapid expansion of the Internet has enabled large-scale information sharing while also
increasing the risk of sensitive information leakage. Authentication secrets, including
passwords and API keys, may be unintentionally exposed in publicly accessible environ-
ments such as web pages, network packets, and code-sharing platforms when they are
mishandled by developers or operators. Such leakage allows attackers to abuse third-
party authentication services and may lead to unauthorized access, fraud, or broader com-
promise. Therefore, timely and accurate detection of sensitive information in network
data is essential for reducing security risks. This paper presents SenScanner, an artificial
intelligence-based model for automatically identifying password-related secrets in mixed
text. By combining natural language processing and machine learning techniques,
SenScanner detects leaked password-related sensitive information across heterogeneous
textual contexts. Experimental results on 2000 public data samples show that SenScanner
achieves superior precision, recall, and F1-score, demonstrating its effectiveness in reduc-
ing false positives and manual review effort.

Keywords: information leakage; passwords; mixed text; natural language processing;
machine learning; sensitive information detection

1. Introduction

With the accelerating development of the digital society, Internet penetration and the
scale of online users have increased substantially. Online platforms have become a pri-
mary medium for constructing, sharing, and reusing digital resources. However, while
the Internet provides convenient access to digital services, it also introduces increasingly
severe cybersecurity risks, among which large-scale sensitive information leakage is par-
ticularly prominent [1]. Most network systems deploy automated vulnerability scanners,
web application firewalls, and other security mechanisms for detection and defense [2,3].
Nevertheless, sensitive information leakage is often caused by human errors or logic-level
misconfigurations, and is therefore difficult to prevent or identify through conventional
automated defenses. For example, GitHub, as a major code-sharing platform [4], may host
code that unintentionally contains keys, user passwords, authentication tokens, or private
keys, resulting in public exposure of such secrets [5]. A large number of Amazon Web
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Services (AWS) keys have reportedly been leaked on GitHub [6] and maliciously abused
by attackers, causing substantial economic losses [7]. The 2018 Facebook data-leakage in-
cident further highlighted the risks associated with sensitive information exposure on the
Internet [8]. In February 2021, the U.S. Federal Bureau of Investigation (FBI) also experi-
enced a serious information-leakage incident in which hackers reportedly exposed more
than 380 million records from internal files and folders, including personally identifiable
information and sensitive documents. These documents reportedly involved prison rec-
ords, terrorism investigations, and national security-related matters, raising significant
concerns regarding national security [9]. In addition, personal information leakage in so-
cial networks has become an increasingly serious issue.

Among the various categories of compromised sensitive information, password-re-
lated information represents one of the most critical security risks [10]. Although textual
passwords have well-known security limitations, they remain the dominant authentica-
tion mechanism because of their simplicity, usability, and low deployment cost. Text pass-
words are widely used to protect personal accounts and sensitive resources. Once com-
promised, they may allow attackers to access user accounts, obtain additional sensitive
information, conduct fraudulent activities, or violate user privacy. Moreover, users often
reuse identical or similar passwords across multiple services, such as email, social media,
and online banking. As a result, a single leaked password may enable credential-stuffing
attacks against multiple accounts and significantly expand the scope of harm [11,12].

Extensive academic and industrial efforts have been devoted to detecting sensitive
information leakage in textual data. GitHub has introduced secret-scanning capabilities
to reduce the risk of credential exposure in hosted code repositories [13]. Acunetix, a
widely used vulnerability scanning tool, also provides basic functionality for detecting
sensitive information in traffic and web content [14]. In addition, several open-source tools
have been developed to mine key-like secrets from publicly available code [15-17]. Sinha
et al. investigated methods for detecting leaked API keys in source-code repositories, in-
cluding heuristic filtering strategies that improve the discrimination of candidate key
strings [18]. Qu studied password detection for Internet-of-Things devices [19], whereas
Meli et al. conducted a large-scale characterization of secret leakage in public GitHub re-
positories [20]. Although these tools and studies provide useful support for sensitive-in-
formation detection, most of them focus primarily on key-like strings and rely heavily on
regular expressions. Such methods are often insufficient for heterogeneous text and com-
plex password-like secrets, leading to substantial false positives and false negatives.

Given the severe impact of sensitive information leakage on cyberspace security, au-
tomatic and intelligent techniques are needed to detect password-related secrets in net-
work data. To identify leaked password-related information in open Internet text more
comprehensively and accurately, the following technical challenges must be addressed.

Text-type diversity. Text exposed on the web includes not only source code from
code-sharing platforms, but also natural-language content from web pages and plain-text
data from network transmission. A single regular-expression-based strategy is difficult to
generalize across such heterogeneous formats. For programming languages, syntax and
structural conventions vary considerably, and several studies have therefore proposed
code-specific analysis methods. Nguyen et al. used an rVSM-based deep neural network
(DNN) to process code elements and achieved higher accuracy than traditional ap-
proaches in code classification tasks [21]. Mou et al. argued that source code has stricter
structural constraints than natural language; they represented such structure using ab-
stract syntax trees and designed coding standards for computing vector representations
of code. Their approach captures high-level code semantics through convolutional neural
networks to support code classification and search [22]. However, these methods are not
applicable to all programming languages and cannot simultaneously analyze source code
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and natural-language text. Therefore, handling diverse text types remains a key technical
challenge for password-information detection.

Secret-composition complexity. Existing techniques mainly rely on regular expres-
sions to match keys [14-16]. In practice, however, password-related secrets appear in di-
verse application scenarios and may include keys, user passwords, authentication tokens,
and private keys. Unlike structured API keys, textual passwords can be almost arbitrary
strings and often lack fixed formats. This variability makes it difficult to detect password-
like secrets with high precision using rule-based matching alone.

Need for intelligent detection. Password-related secrets are often embedded within
large volumes of surrounding text. Tools such as Gshark and Gsil search GitHub reposi-
tories for sensitive information using keywords [23,24], but their results commonly con-
tain many false positives and require manual verification. Google hacking also enables
the discovery of vulnerable web applications, exposed file types, error messages, and files
containing credentials by using advanced search operators [25]. Although these ap-
proaches can retrieve a large amount of potentially relevant information, they still depend
heavily on manual screening, which is inefficient and error-prone at scale. Therefore, ac-
curately locating and extracting password-sensitive information from massive and com-
plex text remains an important problem.

To address these challenges, this paper adopts a hybrid detection strategy. For text-
type diversity, a trained binary classifier first distinguishes natural-language text from
code text, after which different detection models are applied to the corresponding text
types. For the complexity of cryptographic composition, Named Entity Recognition (NER)
is used to extract password-related secrets from natural language [26], while a machine-
learning-based method is used to identify password-related secrets in code text [27]. For
intelligent detection, SenScanner replaces manual screening with an automated machine-
learning pipeline [28].

This paper proposes SenScanner, an automated and intelligent method for detecting
password-related secrets in multi-source mixed text. Different from prior secret-detection
tools that mainly rely on regular expressions, high-entropy strings, or code-oriented pat-
terns, SenScanner explicitly models mixed-text secret detection as a two-stage routing and
type-specific detection problem. The main contributions are as follows.

(1) We propose a lightweight mixed-text detection framework that first distinguishes
code text from natural-language text at the line level and then applies type-specific
detection models. This design enables SenScanner to handle heterogeneous inputs in
which source code, comments, configuration-like text, and natural-language descrip-
tions may coexist.

(2) We design a context-aware code-text detection module for password-related secrets.
Instead of relying only on regular expressions, the module combines candidate ex-
traction, non-secret filtering, assignment-style features, keyword-context features,
file-level occurrence features, and intrinsic string-composition features. This im-
proves the ability to distinguish real password-related secrets from ordinary literals,
placeholders, and repeated constants.

(38) We fine-tune a lightweight ELECTRA-based NER sub-model for identifying pass-
word-related secrets in natural-language contexts. Compared with general-purpose
NER models or large language models, this task-specific NER component is more
suitable for lightweight deployment and large-scale scanning.

(4) We construct a controlled mixed-text benchmark and conduct component-level and
end-to-end evaluations. The results show that SenScanner achieves better perfor-
mance than selected open-source and regex-based baselines under the default non-
dataset-specific configurations used in this study. We also discuss data authenticity,
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baseline configuration, error patterns, and practical limitations to clarify the scope
and reliability of the results.

2. Related Work

Password security. Among different types of sensitive information, password leak-
age is particularly harmful. Password-based authentication remains a core mechanism for
web login and access control; once attackers obtain high-privilege passwords, they can
acquire unauthorized service permissions and cause serious damage. Consequently, pass-
word security has attracted sustained research attention. Morris and Thompson empha-
sized that passwords should balance security and usability and presented a pioneering
study on password cracking [29]. More recently, researchers have shown that machine
learning and deep neural networks can support password-security assessment and leak-
age detection. Feng et al. proposed a machine-learning-based method for detecting pass-
word leakage in public GitHub repositories. Their approach uses two models to determine
whether a candidate string is key-like and whether its surrounding context is related to
secret information, and then combines the two judgments to identify leaked credentials
[30]. Sinha et al. studied leaked API-key detection in source code and proposed heuristic
filtering based on string location and entropy [18]. Qu investigated password-related se-
crets leakage in Internet-of-Things devices [19]. Sibai et al. applied artificial neural net-
works to secure password detection [31]. Vijaya et al. and Hong et al. used machine learn-
ing techniques for password-strength evaluation [9,32]. Hitaj et al. employed deep gener-
ative adversarial networks to learn password distributions and generate high-quality
password guesses [33], while Melicher et al. developed a recurrent neural network model
for estimating password guessability [34]. In contrast to studies focused on password
guessing or key detection, SenScanner aims to identify password-like cryptographic
strings embedded in complex mixed text.

Classification models. Classification is a fundamental task in machine learning,
where an input instance is assigned to one or more predefined categories. Over the past
decades, numerous classification algorithms have been proposed, including support vec-
tor machines [35], decision trees [36], Naive Bayes [37], and random forests [38]. With the
development of deep learning, neural-network-based classifiers have also become widely
studied [39]. Jackins et al. combined artificial intelligence with Naive Bayes and random
forest classifiers to predict clinical diseases from multiple datasets [40]. Gu and Lu pro-
posed an intrusion-detection framework that integrates support vector machines with Na-
ive Bayes feature embedding [41]. Itoo et al. compared logistic regression, Naive Bayes,
and k-nearest-neighbor algorithms for credit card fraud detection [42]. Sheykhmousa et
al. systematically compared support vector machines and random forests for remote sens-
ing image classification and discussed related challenges and future directions [43]. Moti-
vated by these studies, SenScanner formulates password detection as a classification prob-
lem and uses lightweight binary classifiers, including Naive Bayes and decision trees, to
support efficient training on relatively small datasets.

Named Entity Recognition (NER). Natural Language Processing (NLP) studies com-
putational methods for processing and understanding human language [44]. It has been
widely applied to text classification, sentiment analysis, information extraction, and ma-
chine translation. Named Entity Recognition (NER), a core NLP task, aims to identify text
spans that refer to entities with specific semantic types, such as persons, locations, organ-
izations, and domain-specific concepts [26,45]. Wang et al. implemented NER using large
language models and demonstrated strong performance in low-resource and few-shot set-
tings [46]. Fields et al. combined NLP and network analysis to study social interactions
and relationship patterns in historical diaries [47]. Lison et al. proposed a weak-supervi-
sion method for training NER models without labeled data [48]. Yu et al. formulated NER
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Building on these studies, SenScanner addresses the difficulty of obtaining large-
scale labeled password-leakage data by combining Named Entity Recognition with ma-
chine learning-based classification. This hybrid strategy enables the model to detect pass-
word-related secrets in both natural-language and code-text contexts.

3. SenScanner Model Design
3.1. Design Overview

This paper models password-like information detection in mixed text as a combined
classification and extraction problem. Specifically, SenScanner processes input text line by
line, classifies each line as either code text or natural-language text, and then applies the
corresponding detection model to extract password-like sensitive information. Figure 1
illustrates the overall workflow.
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Figure 1. Overall architecture and workflow of SenScanner.

The SenScanner workflow consists of two major stages. The first stage distinguishes
code language from natural language, and the second stage detects and extracts pass-
word-related secrets. The password-related secrets considered in this study include keys,
user passwords, authentication tokens, private keys, and related secrets. Because code and
natural language may coexist within the same document, SenScanner performs line-level
text-type classification. Section 3.2 describes this classification procedure. For code text,
SenScanner first extracts hard-coded candidate strings using regular expressions and then
applies a machine-learning model to identify password-related secrets, as described in
Section 3.3. For natural-language text, SenScanner uses a trained NER sub-model to rec-
ognize cryptographic entities, as described in Section 3.4.

https://doi.org/10.3390/info17070648


https://doi.org/10.3390/info17070648

Information 2026, 17, 648

6 of 20

3.2. Text-Type Detection in Mixed Text

SenScanner first determines whether each line of text belongs to natural language or
code language, because the two text types require different detection strategies. Since a
single document may contain both types, SenScanner splits the input by line and performs
line-level classification. Based on the observation that code text and natural-language text
exhibit distinct lexical and structural patterns, this study trains a Naive Bayes binary clas-
sifier for text-type identification [37]. CountVectorizer [50,51] is used to transform text into
word-frequency vectors, where each row represents a document, each column represents
a token, and each matrix element records the frequency of the corresponding token. Mul-
tinomialNB [52] is then used as the classifier. In the dataset construction process, 16,394
code lines were extracted from 4008 GitHub code files as negative samples, while 12,255
natural-language sentences were extracted from Wikipedia [53] as positive samples.

3.3. Password Detection in Code Text

In code text, passwords usually appear as strings. Therefore, SenScanner first extracts
candidate strings using the regular expressions listed in Table 1. Because developers may
include spaces before or after strings, leading and trailing spaces are removed during pre-
processing.

Table 1. Rules for extracting candidate strings from code text.

Regex Example
(?<=\").*2(?=\"Yy password="test123’
‘(2<=\").*2(2=\"Y password="test123"”
(2<=).72(?=\s|$) password:test123
(?<=).22(?=& | \s|$)’ password=test123

The extracted candidate strings are then filtered using regular expressions to remove
common non-secret strings, including email addresses, domain names, IP addresses, ille-
gal special-character strings, purely numeric strings, and dates. The filtering rules are
summarized in Table 2.

Table 2. Filtering rules for excluding non-secret candidate strings.

Email
r'[A-Za-z0-9.\-+_]+@[a-z0-9.\-+_]+\ .[a-z]+
Example: test@gmail.com

Domain
r'(?1\-)(?:[a-zA-Z\ d\-]{0,62}[a-zA-Z\ d]\ .){1,126}(?!\ d+)[a-zA-Z\ d]{1,63}
Example: www.google.com
ip
r\d*\ AR\ AR A
Example: 192.168.1.1
Purely Numeric
' (M-?[1-91\d*$) I (M-?[1-9]\ d*\ A\ d+10\ .\ d*[1-9]\ d*$) | (*-?[1-9]\ d*\ .2\ d*(e | E)[+]?\ d+3)’
Example: 123456789
Special Characters
r'[M~@/ _\+\.\w\s]
Example: test%&==123
Date
r\d*-\d*-\d*I\d*/\d*/\d¥
Example: 2008-08-08 12008/08/08
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After candidate extraction and filtering, SenScanner derives features from both the
password string itself and the surrounding code context. Passwords are typically com-
posed of lowercase letters, uppercase letters, digits, and special characters, with more
complex passwords containing multiple character types.

An analysis of password-containing samples reveals four common structural charac-
teristics: (1) the line containing the password string often includes an assignment state-
ment, such as password=123@abc or password:123@abc; (2) password-related keywords,
such as password, pwd, or secret, often appear near the candidate string; (3) the surround-
ing code fragment may contain multiple password-related keywords; and (4) password
strings usually appear only a small number of times within the same code file.

Based on these observations, this paper defines the 10-dimensional feature set shown
in Table 3, where MAX = 999,999 denotes a missing or nonexistent value.

The selected features are intended to capture four types of evidence: assignment
structures, keyword-based context, file-level repetition, and intrinsic string composition.
Assignment and keyword-context features reflect typical code patterns in which pass-
word-related secrets are hard-coded near terms such as “password”, “pwd”, “secret”, “to-
ken”, or “key”. The occurrence-count feature helps filter repeated non-secret constants or
template values. Character-composition features describe the complexity and format of
candidate strings, which are useful for distinguishing password-like secrets from ordinary
literals. Although no separate feature-level ablation study was conducted in this version,
the compact and interpretable feature set was designed based on empirical observations
of password-leakage samples. A detailed feature-ablation analysis will be considered in
future work.

Table 3. Candidate-string features used by the code-language classifier.

No. Feature Value Range

Whether an assignment statement appears on

1 . . L. .
the line containing the suspicious string

0/1

Character distance from the nearest keyword to
the suspicious string, excluding symbols; posi-

2 tive values indicate that the keyword precedes -999,999 to 999,999
the string and negative values indicate the op-

posite

3 Line .d.istance .from the nearest keyword to the 0 to 999,999
suspicious string

4 Number of keyword il Withil.’l the two 0 t0 999,999
lines before and after the suspicious string

5 Number of occurrences of the suspicious string 0 t0 999,999
in the code

6 Proportion of lowercase letters in the suspicious 0to1
string

7 Proportion of uppercase letters in the suspicious 0to1
string

8 Proportion of digits in the suspicious string Oto1l

9 Proportion of special characters in the suspi- 0to 1
cious string

10  String length 0 to0 999,999

For example, in the following code snippet, the feature vector extracted for the pass-
word candidate 1qaz!QAZis [1, 0, -1, 1, 1, 0.375, 0.375, 0.125, 0.125, 8].
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$mail->SMTPSecure="ssl’;
$mail->Host="smtp.gmail.com”;
/l$mail->Host="smtp.hostinger.in”;
$mail->Port="465";
$mail->isHTML();
$mail->Username=<EMAIL>;
$mail->password="1qaz! QAZ";
$mail->SetFrom(<EMAIL>);
$mail->AddReplyTo($email);
$mail->FromName=$first_name.” “.$last_name;
$mail->Subject="New Message from digiOmega Contact Form”;
$email_content = “Name: $first_name + $last_name <br>";
$email_content .= “Phone: $phone <br>";

Based on the above feature analysis, this paper constructs a password-recognition
model using a decision tree classifier. The decision tree was selected for three main rea-
sons. First, the proposed feature set is low-dimensional, structured, and interpretable,
consisting of assignment-style features, keyword-context features, occurrence-count fea-
tures, and character-composition features. Such heterogeneous numerical and binary fea-
tures can be naturally handled by tree-based threshold splitting. Second, the relationships
between these features and password-related secrets are often nonlinear. For example, a
candidate string may be more suspicious when it appears in an assignment statement, is
close to a keyword such as “password” or “token,” and has a complex character compo-
sition. A decision tree can capture such rule-like interactions without requiring feature
scaling or strong linear assumptions. Third, compared with more complex models such
as SVMs or ensemble methods, a decision tree provides better interpretability and lower
inference overhead, which is useful for analyzing false positives and false negatives in
secret-detection scenarios.

We acknowledge that decision trees may have a risk of overfitting. Therefore, the
effectiveness of the decision tree component was evaluated on a held-out test set, and
additional algorithm combinations, including logistic regression, SVM, and random for-
est, are compared in Section 4.2.2. The results show that the original combination used by
SenScanner achieves the best overall performance in our experimental setting. More com-
plex ensemble models and additional regularization strategies will be further explored in
future work.

The training dataset includes 20,000 code snippets released by Feng et al. [30], 3000
normal user passwords from the LinkedIn password dataset [54], 2500 passwords con-
taining four character types, 2500 passwords containing at least two character types, 4000
key-replacement code snippets in which randomly selected passwords of length 20-50 are
substituted into code, and 4142 GitHub code snippets containing sensitive information.
Following the proposed extraction and labeling procedure, 56,562 training samples were
obtained, including 16,185 positive samples and 40,377 negative samples.

3.4. NER Sub-Model for Password Detection in Natural Language

Named Entity Recognition (NER) is an NLP technique for extracting structured in-
formation from unstructured text [55]. In this paper, a password is treated as a domain-
specific entity and extracted through NER. Because constructing a large manually labeled
dataset is time-consuming, this study uses a pretrained model for subsequent fine-tuning
[56]. Specifically, a NER sub-model is trained to recognize cryptographic entities in natu-
ral-language text.
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To train the password-oriented NER sub-model, this study first constructs a synthetic
training dataset. ChatGPT 5.4 [57] is used to generate 5000 sentences containing password
placeholders, where each password is replaced with @PASSWORD@. Then, 5000 pass-
words are randomly sampled from the LinkedIn leaked-password dataset [54] and sub-
stituted for the placeholder to generate labeled training instances. ELECTRA [58] is se-
lected as the pretrained language model and fine-tuned for this task. ELECTRA is a light-
weight pretrained model for natural language processing; it outperforms GPT on the
GLUE benchmark [59], achieves performance comparable to RoBERTa [60] and XLNet
[61], and requires less than one quarter of their computational cost under comparable set-
tings.

To improve the diversity and realism of the synthetic natural-language training data,
ChatGPT was instructed to generate sentences in multiple password-leakage contexts, in-
cluding user notes, configuration descriptions, troubleshooting messages, software docu-
mentation, issue reports, commit-like descriptions, log explanations, and informal com-
munication. The generated sentences were required to contain a placeholder “@PASS-
WORD@” representing the secret value, while the surrounding context was required to
include natural expressions related to password use, storage, sharing, configuration, or
authentication. A representative prompt used for data generation is as follows: “Generate
English sentences that may appear in real software-related documents, comments, logs,
issue reports, or user notes. Each sentence should contain one placeholder @>’ASSWORD@
as a password-related secret. Use diverse writing styles and contexts, and avoid repeating
the same sentence pattern.” After generation, the placeholder was replaced with pass-
words sampled from the public leaked-password dataset to construct labeled NER train-
ing instances.

4. Evaluation

This section evaluates SenScanner from three perspectives: (1) the performance of
each component model; (2) the end-to-end performance of SenScanner in detecting sensi-
tive information; and (3) comparisons with classical baselines and recent related models
using precision, recall, and F1-score.

To improve reproducibility, we provide the main implementation and evaluation de-
tails used in this study. The text-type classifier was implemented using CountVectorizer
and MultinomialNB. The code-text detector used the candidate-extraction and filtering
rules listed in Tables 1 and 2, followed by the 10-dimensional feature set listed in Table 3
and a DecisionTreeClassifier. The natural-language detector was implemented by fine-
tuning an ELECTRA-based NER model using the synthetic training data described in Sec-
tion 3.4. For dataset construction, the generated natural-language statements were in-
serted into GitHub code files using the line-level random insertion strategy described in
Section 4.2.1. Exact duplicate files, snippets, lines, and candidate strings were removed
based on normalized textual content before training and evaluation. Detect-Secrets and
TruffleHog were executed using their default or recommended configurations. The eval-
uation metrics were computed at the secret level after aggregating line-level outputs
within each file.

4.1. Component-Level Model Performance

For the Naive Bayes-based text-type classifier, the dataset described in Section 3.2 is
divided into training and test sets at an 8:2 ratio. The trained classifier is evaluated on the
test set. As shown in Table 4, the model achieves a precision of 95%, a recall of 97%, and
an F1-score of 96%.
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For the decision tree-based password classifier, the dataset described in Section 3.3 is
also divided into training and test sets at an 8:2 ratio. As shown in Table 4, this classifier
achieves a precision of 94.19%, a recall of 95.40%, and an F1-score of 94.79%.

For the NER sub-model, the dataset described in Section 3.4 is divided into training,
test, and validation sets at an 8:1:1 ratio. Hyperparameters are tuned and evaluated on the
validation set. As shown in Table 4, the NER sub-model achieves a precision of 94.47%, a
recall of 97.69%, and an F1-score of 96.04%.

Table 4. Component-level performance of SenScanner models.

Precision Recall F1-Score
MultinomialNB Model 95% 97% 96%
DecisionTreeClassifier 94.19% 95.40% 94.79%
NER Model 94.47% 97.69% 96.04%

4.2. End-to-End Sensitive Information Detection

This section evaluates the end-to-end performance of SenScanner, focusing on its
ability to detect secret-type sensitive information in mixed text.

4.2.1. Experimental Data

The evaluation dataset was constructed from 2019 GitHub code files containing 2607
password-related secrets. In addition, ChatGPT was used to generate 1044 English natu-
ral-language statements, of which 719 contained password-related secrets. Secret values
were randomly sampled from the LinkedIn dataset described in Section 3.3 and inserted
into these statements. The generated natural-language statements were then embedded
into the GitHub code files to construct mixed-text samples containing both code and nat-
ural language. The final dataset included 1247 files containing code-context password-
related secrets, 616 files containing natural-language password-related secrets, and 389
files containing both types, with a total of 3326 password-related secrets.

To construct the mixed-text samples, we adopted a line-level random insertion strat-
egy. Specifically, each GitHub code file was first split into lines, and one or more generated
natural-language statements were randomly inserted as independent lines at randomly
selected positions within the file. The inserted statements were not restricted to specific
syntactic locations, such as comments or docstrings. This design was intended to create
heterogeneous files in which code lines and natural-language lines coexist, so that
SenScanner’s line-level text-type classifier and type-specific detection modules could be
evaluated in an end-to-end setting. We acknowledge that this construction does not fully
reproduce all organic mixed-text formats, such as Markdown documents, long code com-
ments, issue discussions, or structured documentation strings. Nevertheless, it provides a
controlled benchmark for evaluating secret detection in mixed code and natural-language
contexts.

Since real-world mixed-text datasets containing leaked credentials are difficult to ob-
tain and release due to privacy, ethical, and security constraints, this study adopts a con-
trolled data-construction strategy. The generated natural-language statements and em-
bedded code contexts were reviewed by cybersecurity experts to ensure that the con-
structed samples reflect common password-leakage scenarios, such as hard-coded cre-
dentials, configuration-like assignments, and password descriptions in natural-language
contexts. Nevertheless, we acknowledge that constructed data cannot fully represent all
real-world leakage distributions.
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Data Deduplication and Splitting Strategy. To reduce the risk of data leakage be-
tween training and evaluation, we performed de-duplication checks before model train-
ing and testing. Exact duplicate code files, code snippets, code lines, and extracted candi-
date strings were removed based on normalized textual content. The normalization pro-
cess included removing leading and trailing whitespace, unifying line endings, and stand-
ardizing repeated blank characters. For GitHub-based samples with available repository
metadata, we ensured that samples from the same repository were not simultaneously
included in the training and test sets. For public datasets or extracted snippets without
complete repository metadata, we performed file-level and snippet-level de-duplication
before splitting.

After de-duplication, we further checked the final partitions and found no identical
files, snippets, or candidate strings shared between the training and test sets. We
acknowledge that complete repository-level splitting is difficult when repository
metadata are missing from public snippets. Therefore, we regard this as a limitation and
will construct fully repository-level separated benchmarks in future work.

4.2.2. Model Validity and Baseline Comparison

End-to-end effectiveness. Two open-source tools are selected as baselines. The first is
Detect-Secrets, a GitHub project with approximately 3000 stars, indicating broad attention
from the developer community. Detect-Secrets relies on regular expressions and heuristic
rules to reduce false positives. The second is TruffleHog [62], a data-mining tool for dis-
covering high-entropy strings and sensitive information in target GitHub repositories; the
project has approximately 12,000 stars. In addition, this study extends the regular expres-
sions used by Feng et al. [30] to construct a regex-based baseline. The resulting expressions
are shown in Table 5, where Secret_keyword is defined as:

[db_pass|password | passwd | secrets |login | auth |admin | mongo | cred | se-
cureldbImysqlllogin|pwsecret|token|key|pass|pwd].

Table 5. Regular expressions used by the regex-based baseline.

Target Regular Expression
(secret_keyword)\s*:=\s*[“\"](*?)[“\]
(secret_keyword)[\]”\'1{0,2}2:\s*?2([\"“1?)([*\s]+)\2
(secret_keyword)[\]”\"]{0,2}2:\s*?([\"“D)([*\s]+)\2
(secret_keyword)(\[\])?[\s]*=[\s]*(@)?” ([ \s]+)”
(secret_keyword)([\]”\'{0,2})?\ s*=\s*(["\ s]+)
(secret_keyword)([\]”\"1{0,2})?\s*=\s*([\"“D([*\s]+)\3
(secret_keyword)\s+(“["]+" I \'[*"\']+\");

Baseline Configuration. Detect-Secrets and TruffleHog were selected as representa-
tive open-source baselines because their detection objectives are consistent with that of
SenScanner, namely automatically identifying credential-like secrets in code or textual
data. To ensure a practical and reproducible comparison, both tools were executed using
their default or recommended configurations rather than dataset-specific tuning. Specifi-
cally, we did not manually optimize entropy thresholds, customize regular-expression
rules, or construct dataset-specific allowlists based on the evaluation set. This setting re-
flects the typical out-of-the-box usage of these tools and avoids introducing additional
bias by tuning the baselines toward the constructed benchmark. All methods were evalu-
ated on the same mixed-text dataset, and the regex-based baseline used the rules listed in
Table 5.

Aggregation Rule for End-to-End Evaluation. SenScanner processes each input file in
a line-by-line manner. For each file, the text is first split into lines, and each line is classified
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as either code text or natural-language text. The corresponding detection module is then
applied according to the line type. For code lines, the code-language detector extracts and
classifies password-related secret candidates. For natural-language lines, the NER sub-
model extracts password-related entities. The detection results from all lines are then ag-
gregated as the output of the file. To avoid repeated counting, identical detected secret
values within the same file are normalized and counted only once.

Table 6 reports secret-level detection results over the entire mixed-text benchmark,
rather than file-level binary classification results. A detected item is counted as a true pos-
itive if its normalized value matches a labeled password-related secret in the same file. A
detected item that does not match any labeled secret in the same file is counted as a false
positive. Conversely, a labeled secret that is not matched by any detected item in the same
file is counted as a false negative.

As shown in Table 6, SenScanner achieves a precision of 84.40%, a recall of 83.76%,
and an F1-score of 84.08% on the mixed-text samples. In contrast, among the three base-
lines, the highest precision is 65.23%, the highest recall is 47.32%, and the highest F1-score
is 36.77%. These results show that, under the default non-dataset-specific configurations
used in this study, SenScanner achieves better performance than the selected open-source
and regex-based baselines. This indicates that the hybrid design of SenScanner is effective
for detecting password-related secrets in mixed text, especially in scenarios where secrets
appear in both code and natural-language contexts.

Table 6. End-to-end comparison results on mixed text data.

SenScanner Detect-Secrets TruffleHog Regex-Based

Detected pass-
word-related se- 3301 630 213 5235
crets

True positives 2786 411 9 1574

False positives 515 219 204 3661

False negatives 535 2915 3113 1752
Precision 84.40% 65.23% 4.23% 30.07%
Recall 83.76% 12.36% 0.27% 47.32%
F1-score 84.08% 20.78% 0.54% 36.77%

The regex-based baseline produces a large number of false positives because it
mainly relies on keyword-triggered pattern matching. Once a line contains a sensitive
keyword such as “password,” “token,” or “key,” the regular expressions tend to extract
nearby strings as suspicious values, even when these strings are not actual password-re-
lated secrets. For example, example values, placeholders, configuration constants, file
names, hash-like strings, or descriptive text may be incorrectly detected. Such errors could
be reduced by adding additional filtering strategies, such as entropy checks, black-
list/whitelist rules for common placeholders, context-aware validation, and candidate-
value type analysis.

SenScanner addresses this limitation through a multi-stage detection pipeline. First,
it distinguishes code text from natural-language text and applies different detection strat-
egies to different text types. Second, for code text, SenScanner filters common non-secret
strings and uses contextual features, including assignment structures, distances to pass-
word-related keywords, local keyword occurrences, and candidate occurrence counts.
Third, the decision-tree classifier further determines whether a candidate string is likely
to be a password-related secret instead of accepting all regex-matched strings. For natural-
language text, the NER sub-model extracts credential-like entities based on semantic con-
text. Therefore, compared with the regex-based baseline, SenScanner can better suppress
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false positives caused by simple keyword matching while maintaining detection capabil-
ity in mixed-text scenarios.

SenScanner achieves higher precision, recall, and F1-score than the baseline methods
for two main reasons. First, SenScanner explicitly distinguishes code text from natural-
language text and applies different detection strategies to different scenarios, whereas the
baselines apply largely uniform detection rules and therefore fail to identify many secrets
embedded in natural language. Second, Detect-Secrets, TruffleHog, and the regex-based
baseline rely primarily on keywords, high-entropy patterns, or regular expressions, and
are thus better suited to detecting structured key strings than arbitrary password-like
strings. This limitation increases false negatives in complex text. The regex-based baseline
also produces a large number of false positives because it lacks sufficient filtering after
extracting suspicious strings.

Error Analysis. Although SenScanner achieves better end-to-end performance than
the baseline methods, it still produces false positives and false negatives. As shown in
Table 6, SenScanner reports 515 false positives and 535 false negatives on the constructed
mixed-text benchmark. To better understand these errors, we manually inspected repre-
sentative misclassified cases and summarized the main error patterns, as shown in Table
7.

The false positives mainly fall into three categories. First, some placeholder or
demonstration strings are incorrectly identified as password-related secrets, such as
“password=example123” or “token=test_token”. These strings are syntactically similar to
real secrets but are used only for documentation, examples, or testing. Second, some high-
complexity non-secret strings, such as hashes, random identifiers, file names, and config-
uration constants, are misclassified because they contain digits, uppercase letters, lower-
case letters, and special characters. Third, in natural-language text, some sentences de-
scribing passwords, keys, or tokens are incorrectly recognized by the NER model even
when no actual secret value is present.

The false negatives also show three major patterns. First, some secrets are missed
when they appear without clear contextual keywords such as “password”, “pwd”, “to-
ken”, or “key”. In such cases, the code-language classifier lacks sufficient semantic context
to distinguish a secret from an ordinary string. Second, some secrets are missed when they
are split across multiple lines or embedded in complex structured formats, because
SenScanner performs line-level text-type classification and candidate extraction. Third,
some natural-language secrets are missed when they appear in non-standard writing
styles, abbreviations, or non-English contexts, which are less represented in the current
training data.

These error patterns suggest several possible improvements. Placeholder-aware fil-
tering and document-context analysis could reduce false positives caused by examples
and test values. Additional features for distinguishing hashes, identifiers, and configura-
tion constants from real secrets could further improve precision. For false negatives, in-
corporating multi-line context, file-level aggregation, and more diverse multilingual or
domain-specific training data may improve the robustness of SenScanner in complex real-
world scenarios.

Table 7. Representative misclassified cases and the main error patterns

Error
Type

Pattern

Example Possible Reason Potential Improvement

FP Placeholder/test value password=examplel23

Similar to real assign-

Placeholder-aware filtering
ment-style secret

FP

High-complexity non-

secret string

Character composition

file_hash=9f2a...
resembles a secret

Add hash/ID-specific features
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Descriptive natural- The password field should NER detects context Entity-boundary and value-existence

FP . .
language sentence be encrypted. without actual value constraints
Secret without key- Weak contextual sig-
FN ecret without key auth="x7@kL9p” cak contextual stg Broader context modeling
word nal
d =next li Line-based i
FN Multi-line secret passwlf)r nix me ine-based processing Multi-line candidate extraction
abc123 loses context
Non-standard 1- Und ted i
FN on-standard of mu Kou ling shi abc123 noerrepresented I Multilingual/stress-test data

tilingual expression

training data

Score

1.0 1

0.84

Algorithm comparison. To examine the influence of classifier selection, this study
compares different combinations of the two classification components in SenScanner: the
text-type classifier and the code-language password-related secret classifier. In the origi-
nal SenScanner pipeline, MultinomialNB is used for line-level text-type classification, and
DecisionTreeClassifier is used for detecting password-related secret candidates in code
text. In the alternative settings, the corresponding classification components are replaced
with logistic regression, support vector machine (SVM), and random forest classifiers,
while the remaining pipeline, feature set, training data, and evaluation data remain un-
changed. Therefore, the comparison focuses on how different classifier combinations af-
fect the overall end-to-end detection performance. All variants are trained on the same
training dataset and evaluated on the same test dataset. Precision, recall, and F1-score are
shown in Figure 2.

B Precision I Recall T Fl-score

0.84 0.84

NB + DT RF + SVM LR + SVM NB + LR

Text classification algorithm + code detection algorithm

Figure 2. Performance comparison of different classification-algorithm combinations.

The results show that the combination of Naive Bayes for text-type classification and
decision tree for code-language password detection performs better than the alternative
combinations. SenScanner uses Naive Bayes to classify text types and a decision tree to
detect password candidates in code text. Both algorithms can handle noisy or incomplete
data, and decision trees are effective for feature sets with nonlinear relationships. Naive
Bayes offers fast training and low storage overhead, making it suitable for large-scale text
classification. Its feature-independence assumption also helps reduce the risk of high-di-
mensional sparsity in word-frequency representations. Since text-type classification is
performed before password detection, classification errors can directly affect downstream
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detection. Consequently, variants using Naive Bayes for text-type classification achieve
better overall performance.

Although the NER sub-model plays an important role in detecting password-related
secrets from natural-language text, we did not include additional generic NER or large
language model-based baselines for this component. The main reason is that general-pur-
pose NER models are typically designed to recognize conventional entity types, such as
persons, organizations, locations, or dates, rather than credential-like strings such as pass-
words, API keys, tokens, or private keys. Therefore, directly applying generic NER sys-
tems would not provide a fair or task-aligned comparison.

In contrast, the NER sub-model used in SenScanner is fine-tuned specifically for the
password-related secret detection task. It is trained to identify credential-like entities in
natural-language contexts and is integrated into the lightweight mixed-text detection
pipeline. We selected ELECTRA because it provides a favorable balance between detec-
tion performance and computational efficiency, making it more suitable for large-scale
scanning than heavier language models. Large language models may also be used for se-
cret extraction, but their high inference cost, large model size, and deployment overhead
make them less suitable as practical baselines in the lightweight scanning scenario con-
sidered in this study.

Therefore, this paper focuses on comparing SenScanner with widely used secret-de-
tection tools and a regex-based baseline in an end-to-end mixed-text setting. The compo-
nent-level results of the NER sub-model are reported separately to demonstrate its effec-
tiveness. More comprehensive comparisons with task-specific NLP-based secret-detection
models and large language model-based extraction methods will be considered in future
work.

5. Limitations

This section discusses the main limitations of SenScanner.

5.1. Password Availability Testing

SenScanner focuses on detecting sensitive information in mixed text, but it does not
verify whether detected password-related secrets are valid or usable. Most authentication
systems require both usernames and passwords [63]. Therefore, if only a password is de-
tected without the corresponding username, the detected secret may not be directly usa-
ble, and its actual validity cannot be determined. Moreover, SenScanner does not attempt
to validate detected password-related secrets because passwords are time-sensitive and
may expire or be changed by users. Although validation could improve the practical use-
fulness of detection results, testing credentials against online systems is risky, may be un-
ethical or illegal, and could affect normal users or services. Future work should investigate
safe, privacy-preserving, and non-intrusive approaches for assessing the usability of de-
tected password-related secrets.

Although the default configurations reflect common practical usage, different en-
tropy thresholds, rule sets, or allowlists may affect the performance of existing tools. A
systematic sensitivity analysis of baseline configurations will be considered in future
work.

5.2. Data Authenticity

Real-world mixed-text datasets containing password-related sensitive information
are difficult to obtain at scale because many real leakage records involve private creden-
tials, personal information, internal logs, or repository histories that cannot be publicly
released for ethical, legal, and security reasons. Therefore, the training and evaluation
data used in this study were constructed through a combination of ChatGPT-generated

https://doi.org/10.3390/info17070648


https://doi.org/10.3390/info17070648

Information 2026, 17, 648

16 of 20

natural-language statements, transformed public password datasets, GitHub-based code
samples, and manually designed hybridization. The construction process was examined
by cybersecurity experts, who considered the generated samples to be reasonable approx-
imations of typical password-leakage contexts.

However, we acknowledge that constructed datasets may still differ from real-world
leakage distributions. In particular, ChatGPT-generated sentences may have limited sty-
listic diversity, and passwords injected from leaked datasets may not fully capture the
contextual, linguistic, and structural characteristics of real issues, commits, logs, configu-
ration files, or operational documents. As a result, the reported performance may partially
reflect the constructed data distribution. Future work will focus on collecting or building
privacy-preserving real-world mixed-text benchmarks and conducting additional stress
tests across different writing styles, languages, domains, and leakage contexts to further
evaluate the generalization ability of SenScanner.

In addition, although we performed file-level, snippet-level, and candidate-string-
level de-duplication, complete repository-level separation may not be available for all
public snippets because some datasets do not provide original repository metadata. This
may still leave a small risk of distributional similarity between training and evaluation
data. Future work will construct benchmarks with complete repository metadata and
strict repository-level splitting.

Although the synthetic NER training data provides controllable labels and enables
the model to learn common password-related contexts, it may still introduce distribu-
tional bias. ChatGPT-generated sentences may overrepresent fluent and regular English
expressions, while real-world password leakage may appear in incomplete sentences, in-
formal comments, multilingual text, logs, Markdown files, configuration documents, or
noisy operational records. In addition, replacing placeholders with leaked passwords may
not fully reproduce the way secrets are inserted, formatted, or obfuscated in real environ-
ments. Therefore, the synthetic data should be regarded as an approximation of natural-
language password-leakage contexts rather than a complete substitute for real-world
data. Future work will collect privacy-preserving real-world natural-language and mixed-
text benchmarks, and will further evaluate SenScanner across more diverse writing styles,
languages, and leakage contexts.

5.3. Practical Deployment Limitations

SenScanner still has several practical limitations. First, although the proposed pipe-
line is lightweight compared with large language model-based extraction methods, its
scalability on extremely large repositories or real-time scanning scenarios has not been
fully evaluated. Large-scale deployment may require additional engineering optimiza-
tions, such as incremental scanning, file-change tracking, parallel processing, and caching
of intermediate detection results.

Second, SenScanner may have limited effectiveness when password-related secrets
are intentionally obfuscated or hidden. For example, secrets may be split across multiple
variables, encoded using Base64 or other transformations, concatenated at runtime, or
stored in dynamically generated strings. Since the current implementation mainly ana-
lyzes visible textual content and line-level candidates, it may miss secrets that require
deeper semantic analysis or runtime reconstruction.

Third, the generalization ability of the code-text detection component may be af-
fected by programming languages and file formats that are underrepresented in the train-
ing data. Although SenScanner uses lightweight features that do not depend on language-
specific parsers, different programming languages and configuration formats may follow
different conventions for variable naming, assignment, comments, and string representa-
tion. Therefore, additional evaluation on more diverse languages and file types is needed.
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Fourth, the natural-language NER component depends on the quality and diversity
of the synthetic training data. ChatGPT-generated sentences provide controllable labels
and useful training examples, but they may not fully capture noisy, multilingual, incom-
plete, or domain-specific natural-language leakage patterns in real-world documents,
logs, comments, or issue discussions.

Finally, as an Al-based detection system, SenScanner may be affected by adversarial
inputs. Attackers may deliberately modify the surrounding context, insert misleading
keywords, use unusual formatting, or construct adversarial strings to evade the classifier
or increase false positives. Future work will investigate adversarially robust training,
multi-line and file-level context modeling, broader language and file-format coverage,
and more efficient large-scale deployment strategies.

5.4. Ethical Considerations and Impact of False Positives

Research on password-related secret detection involves ethical and security concerns
because real leaked credentials may expose users, organizations, or services to additional
risks. Therefore, this study does not attempt to validate whether detected secrets are usa-
ble against real systems. The datasets and examples used in the paper are either publicly
available, transformed, or synthetically constructed, and the reported examples are anon-
ymized or illustrative. This design reduces the risk of exposing active credentials while
still allowing the detection method to be evaluated.

False positives are another practical concern. Although false positives do not directly
expose credentials, they may increase manual review effort and cause unnecessary alerts
in real deployment. In large-scale repository scanning, excessive false positives may re-
duce user trust in the tool and increase the workload of security analysts. SenScanner re-
duces this problem through text-type classification, candidate filtering, context-aware fea-
tures, and NER-based extraction, but false positives cannot be completely eliminated. Fu-
ture work will explore risk-based ranking, confidence calibration, and user-feedback
mechanisms to help prioritize detected secrets and reduce unnecessary manual inspec-
tion.

In addition, deployment in real software-development environments requires careful
integration with access-control policies, privacy protection, and responsible disclosure
procedures. Detected secrets should be handled securely, and scanning systems should
avoid storing or exposing sensitive values unnecessarily. Future versions of SenScanner
will further consider privacy-preserving reporting, secure logging, and deployment
guidelines for practical use.

6. Conclusions

This paper presents SenScanner, an Al-based method for detecting password-related
sensitive information in mixed text. To address the limitations of existing methods in han-
dling code language and natural language simultaneously, SenScanner first distinguishes
between the two text types and then applies type-specific detection models. For password-
related secrets detection, SenScanner combines intrinsic features of password-like strings,
structural features of code context, Named Entity Recognition, and machine-learning-
based classification. Experimental results show that SenScanner outperforms open-source
tools and traditional rule-based methods, achieving a precision of 84.40%, a recall of
83.76%, and an F1-score of 84.08%. These results demonstrate that SenScanner is effective
for detecting password-like secrets in the constructed mixed-text benchmark, while fur-
ther validation on real-world mixed datasets remains an important direction for future
work.
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