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Abstract

Despite widespread adoption of cybersecurity awareness training (CSAT), a persis-
tent knowledge—behaviour gap continues to undermine organisational security posture,
particularly in resource-constrained and developing-country contexts. This 12-week
quasi-experimental field study evaluated an Al-adaptive CSAT platform against tradi-
tional instructor-led training (ILT) across three Yemeni organisations (total N = 187; Al-
Adaptive: n = 94; Control: n = 93). The system used a 4-parameter Bayesian Knowl-
edge Tracing (BKT) engine—with interpretable guess and slip signals—as an auditable
pedagogical decision layer that triggered Protection Motivation Theory (PMT) and The-
ory of Planned Behavior (TPB)-aligned interventions. Extreme baseline imbalances
(Cohen’s d > 2.0), at which standard ANCOVA residual adjustment alone is known
to be biased and which necessitated advanced causal-inference triangulation, were ad-
dressed via a four-method protocol (ANCOVA, Propensity Score Matching, Difference-in-
Differences, mixed-effects). All four methods converged on consensus effect sizes of
d = 0.66-0.89. IT-verified Tier 2-3 incidents declined by 48.9% (incidence-rate ratio
[IRR] = 0.51, 95% CI [0.38, 0.68]); blinded phishing click-rates fell from 8.8% to 2.1%
(x*(1) = 8.74, p = 0.003). Bootstrapped mediation analysis (PROCESS Model 4;
5000 draws) indicated that coping self-efficacy and perceived behavioural control—but
not threat appraisal—were jointly associated with 66.4% of the total compliance effect.
Rosenbaum bounds I' = 2.1; E-values > 3.4. The findings are consistent with the hypothesis
that Al-adaptive cybersecurity training produces robust, theoretically explicable benefits
and that the coping-appraisal pathway, not threat salience, is the active psychological
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1. Introduction

We report a 12-week quasi-experimental field study with a total analysed sam-
ple of N = 187 employees across three Yemeni organisations (Al-Adaptive: n = 94;
Control: n = 93), comparing an Al-adaptive cybersecurity awareness training platform
against traditional instructor-led training (ILT). The remainder of this Introduction sets out
the knowledge-behaviour gap that motivates this work.

Organisational cybersecurity hinges not only on the sophistication of technical con-
trols but also on the daily decisions of individual employees. A single mis-click on a
phishing email, a reused password, or an unlocked workstation can lead to substantial
security breaches despite existing technical controls. Yet decades of security awareness
training have exposed a stubborn paradox: employees who correctly identify phishing
on a knowledge test routinely fall victim to simulated attacks minutes later [1,2]. This
knowledge-behaviour gap—the systematic failure of intention to predict action in security
contexts—remains among the most consequential unsolved problems in applied informa-
tion security. Traditional instructor-led training (ILT) addresses knowledge but rarely the
psychological mechanisms that convert knowledge into protective behaviour: self-efficacy,
perceived threat, social norms, and perceived ease of compliance [3-5]. The unresolved
question, then, is how to bridge this persistent gap by directly engaging the psychological
levers that ILT typically leaves untouched.

The key innovation of our deployment is the use of interpretable P(G) and P(S)
Bayesian Knowledge Tracing signals as an auditable pedagogical decision layer that triggers
PMT /TPB-aligned interventions, rather than as mere mastery estimates.

Al-driven adaptive learning systems offer a theoretically promising alternative. By
tracking individual mastery in real time via algorithms such as Bayesian Knowledge
Tracing (BKT) [6], they can deliver content calibrated to each learner’s Zone of Proximal
Development while simultaneously building competency and self-efficacy. Within the
wider knowledge-tracing literature, classic BKT remains attractive when interpretability,
robustness with modest sample sizes, and deployment transparency matter, even as more
complex alternatives such as Deep Knowledge Tracing (DKT) have broadened the mod-
elling landscape [7,8]. For the specific goals of this study, BKT’s interpretability is key
to our theoretical contribution because it allows the deployment of an auditable, theory-
grounded pedagogical decision layer that operationalises and tests PMT/TPB-aligned
responses, rather than treating personalisation as a black box. The key innovation of our
BKT deployment is therefore the explicit use of interpretable P(G) and P(S) signals as an
auditable pedagogical decision layer to guide PMT/TPB-aligned responses, beyond typical
mastery estimation. This transparency also fosters organisational trust by justifying the
trigger of each intervention: high P(S) flags an attention-related slip and routes the learner
to attention-to-detail and execution-control content, whereas high P(G) flags a likely in-
formed guess or misconception and routes the learner to explicit rule-recall and self-efficacy
scaffolds. Adaptive decisions, therefore, remain transparent rather than black-boxed—an
attribute increasingly demanded in security-relevant deployments.

Recent cybersecurity-training publications also point toward growing interest in
generative-Al-enabled and adaptive training architectures, but much of that literature
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is still conceptual, review-based, or prototype-oriented rather than field-validated [9-11].
Whereas those works propose frameworks or simulated benefits, the present study provides
the first formal empirical test, in a live organisational setting, of objective IT-verified
incident outcomes and rigorous mediation analysis of PMT/TPB constructs. The novelty
of the present design, therefore, lies less in proposing an entirely new knowledge-tracing
algorithm than in the empirical validation of an integrated system in which our custom-
configured BKT model—designed so that interpretable P(G) and P(S) signals function as
an auditable pedagogical decision layer—serves as the theory-grounded decision engine
for a PMT/TPB-aligned instructional layer. Importantly, unlike prior studies that may
have measured PMT/TPB constructs only as outcome variables, this work integrates them
directly into the adaptive decision-making logic itself, transforming them into actionable
levers for behavioural change rather than passive endpoints. Standard BKT libraries
such as pyBKT [12] provide robust parameter estimation but do not natively offer such a
theory-linked pedagogical decision layer, which underscores the architectural novelty of
the integrated system evaluated here.

Methodologically, field evaluations face a further challenge: when participants cannot
be randomly assigned—because departmental scheduling or organisational constraints
preclude it—baseline groups often differ dramatically. Standard ANCOVA produces biased
estimates when baseline differences exceed approximately 1 SD [13]; yet many published
evaluations report Cohen’s d > 1.0 in baseline characteristics without applying advanced
causal-inference methods. A validated analytical playbook for this common situation is
conspicuously absent from the information-systems security literature.

1.1. Research Questions
This study addresses two research questions:

e  RQ1: Does an Al-adaptive cybersecurity training system produce superior knowledge,
behavioural, and objective security outcomes compared with traditional ILT, after
rigorously controlling for extreme baseline imbalances (d > 2.0)?

e  RQ2: Do PMT/TPB constructs—specifically coping self-efficacy, perceived behavioural
control (PBC), and threat appraisal—statistically mediate the effect of Al-adaptive
training on security compliance behaviour?

1.2. Research Gaps and Contributions

Three interconnected gaps persist in the literature. First, methodologically, quasi-
experimental field evaluations rarely encounter or transparently address extreme base-
line imbalances (d > 2.0), leaving practitioners without a validated analytical playbook.
Second, theoretically, psychological mechanisms are often left underspecified, leading
many evaluation designs to measure only proximal outcomes and producing an empirical
blind spot in understudied real-world settings. Recent adaptive CSAT work has explored
chatbot delivery, generative-Al content generation, and broad curriculum personalisation,
yet—to the best of our knowledge—no prior study has formally integrated PMT and TPB
constructs into the adaptive decision logic and then empirically tested those constructs
as mediators specifically within a BKT-driven cybersecurity intervention using objective
organisational outcomes [3-5,9-11]. Third, empirically, evidence from developing-country
and conflict-affected contexts remains virtually non-existent [1].

To the best of our knowledge, no prior study satisfies all three conditions simulta-
neously: (a) integration of PMT/TPB constructs directly into the adaptive decision logic
(not only as outcome measures), (b) implementation atop a BKT-driven knowledge-tracing
engine with explicit P(G)/P(S) decision signals, and (c) empirical testing of those constructs
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as mediators using objective IT-verified organisational outcomes. Table 1 documents this
gap on a study-by-study basis for the three closest prior works [9-11].

Table 1. Summary comparison: this study versus representative recent Al-adaptive cybersecurity
training studies.

. Mediator Objective
Study System Focus Empirical Status Testing Incident Data Context
Zhdanov et al. [9] Generative-Al he.al.t heare Deagn/pllqt— No No US healthcare
awareness training stage evaluation
.. GAl-driven adaptive Framework/
Ahmed and Mejri [10] CSAT framework architecture paper No No Conference prototype
Review of adaptive Systematic/
Sengupta etal. [11] cybersecurity education structured review No No Cross-study
Custom-configured
4-parameter BKT model with
interpretable P(G) and P(S)
signals serving as an 12-week Yemen (developi
. . - ping
Present study auditable pedagogical field evaluation Yes Yes country, offline-first)

decision layer that directly

triggers PMT/TPB-aligned
interventions (rather than
only estimating mastery)

This study makes three corresponding contributions. First, it provides, to our knowl-
edge, the first formal empirical test of PMT/TPB-mediated pathways within an Al-adaptive
cybersecurity curriculum using BKT and objective organisational outcomes. Second, it
proposes and validates a four-method triangulation protocol (ANCOVA, PSM, DiD, mixed-
effects models) as a rigorous template for researchers confronting extreme selection bias.
Third, it provides objective institutional evidence—IT-verified security-incident logs and
simulated-phishing outcomes—from three Yemeni organisations, establishing a contextual
baseline for the developing-country cybersecurity capacity-building literature.

The remainder of this paper is structured as follows. Section 2 reviews relevant
literature. Section 3 describes the materials and methods. Section 4 presents the results.
Section 5 discusses implications and limitations. Section 6 concludes.

2. Related Work

To situate the research questions within existing scholarship, this section reviews
the literature on the knowledge-behaviour gap, its psychological foundations, and recent
advances in adaptive cybersecurity training.

2.1. The Knowledge—Behaviour Gap in Cybersecurity

The knowledge-behaviour gap refers to the well-documented divergence between
employees’ theoretical understanding of security risks and their actual protective behaviour.
Lebek et al. [14] and Bada et al. [1] argue that traditional awareness campaigns fail because
they prioritise information transmission over psychological engagement—producing “click-
through compliance,” that is, superficial completion of mandated training without durable
behavioural change. Systematic reviews consistently find that immediate post-training
knowledge gains decay within 3-6 months without reinforcement, and that the correlation
between security knowledge and secure behaviour rarely exceeds r = 0.35 in organisational
samples [1,15]. The gap is widest in contexts where cognitive load is high and social norms
around security are weak.
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2.2. Theoretical Foundations: PMT, TPB, and Behavioural Compliance

Protection Motivation Theory [3,16] proposes that protective behaviour is a joint
function of threat appraisal (perceived severity x vulnerability) and coping appraisal
(response efficacy + self-efficacy — response cost). Herath and Rao [2] demonstrated that
coping appraisal constructs—particularly self-efficacy ($ = 0.31, p < 0.01) and response
efficacy (3 = 0.24, p < 0.01)—predict security-policy compliance significantly better than
threat appraisal alone. Meta-analytic synthesis confirms that coping appraisal outperforms
threat appraisal as a proximal predictor of compliance (d ~ 0.45 vs. d /2 0.22) [1], suggesting
that fear-based messaging is less effective than efficacy-building interventions.

The Theory of Planned Behavior [17] adds that subjective norms and perceived be-
havioural control (PBC) moderate the intention-to-behaviour link. Bulgurcu et al. [5] and
Ifinedo [4] show that PBC predicts policy adherence even after controlling for intentions
(B =0.28 and 0.23, respectively). The combined PMT-TPB framework (Figure 1) identifies
self-efficacy and PBC as the most proximal, malleable psychological levers: interventions
that provide mastery experiences and reduce perceived effort of compliance will most
efficiently bridge the knowledge-behaviour gap. Despite this insight, prior Al-adaptive
training studies have not operationalised these psychological levers by designing targeted
stimuli and formally testing the resulting mediated pathways—a critical gap that the
present study specifically addresses by embedding PMT/TPB constructs directly into the
BKT-driven adaptive logic and testing the resulting mediation in Section 4.6.

Integrated PMT-TPB Framework with Al-Adaptive Training Mediation Pathways
(Significant: Self-Efficacy, PBC; Non-significant: threat appraisal)

Direct BKT Reinforcement Path (c'=0.63, p=0.026)

INTERVENTION PSYCHOLOGICAL MEDIATORS OUTCOMES

Al-Adaptive Direct path Protection
Training System Motivation

b-path (B=0.68***
(BKT-Driven) (PMT) path (3=0.68"*)

________________ Security
Compliance
Behaviour
b-path (B=0.54***)
Threat Appraisal a-path ($=0.31, ns) Subjective Norms

Severity x Vulnerabili + Perceived
( g i Behavioural Control

Objective
Outcomes

b-path (8=0.19,
ne . (Incidents, Phishing)

Coping Appraisal a-path (B=1.24***) Behavioural
(Self-Efficacy + Intention
Response Efficacy) (TPB)

Figure 1. Integrated PMT-TPB Framework with proposed Al-adaptive training mediation pathways.
Solid arrows represent theorised mediation paths, later empirically validated as significant (coping
self-efficacy and PBC) or non-significant (threat appraisal) in Section 4.6; the dashed arrow represents
the direct BKT reinforcement loop. *** p < 0.001; ns: not significant. Blue-toned boxes denote
intervention and mediator constructs; red boxes denote outcome constructs; solid blue arrows
indicate mediation paths; dashed orange arrow represents the direct BKT reinforcement loop.

Despite this insight, prior Al-adaptive training studies have not operationalised these
psychological levers by designing targeted stimuli and formally testing the resulting medi-
ated pathways—a critical gap that the present study specifically addresses by embedding
PMT /TPB constructs directly into the BKT-driven adaptive logic and testing the resulting
mediation in Section 4.6.
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2.3. Recent Advances in AI-Adaptive Cybersecurity Training

Recent work has begun to explore Al-enabled personalisation in cybersecurity aware-
ness training, but the evidence base remains methodologically uneven. Zhdanov et al. [9]
describe a generative-Al-supported awareness environment for healthcare aimed at im-
proving engagement, retention, and year-round participation; their study, however, is
design-oriented and reports a planned comparative evaluation rather than completed
field results. Ahmed and Mejri [10] propose a generative-Al-driven CSAT framework that
personalises content using role profiles, behavioural risk indicators, and online adaptation,
but they neither test PMT/TPB mediators nor report IT-verified behavioural outcomes.
Sengupta et al. [11], in a review of adaptive cybersecurity education paradigms, conclude
that the field remains sparse, fragmented, and short on rigorous empirical validation.
Building on the contrast already established in Section 1, the present study therefore stands
apart from this conceptual or prototype-oriented literature by providing the first rigorous
field validation through objective IT-verified incident data, blinded phishing simulations,
and a quasi-experimental design with explicit causal-inference methods, demonstrating
quantifiable real-world behavioural change directly attributable to the Al-adaptive system.

Recent conceptual frameworks [10,11] already articulate the potential for combining
interpretable BKT state estimation with generative-Al content generation, in which a
BKT decision layer continues to determine when a learner needs self-efficacy scaffolding,
misconception correction, or threat-salience content, while a generative layer produces
role-specific phishing examples, secure-coding cases, or compliance vignettes conditioned
on that state. The present study does not test such a hybrid; this trajectory is therefore noted
here as an emerging conceptual strand and is developed explicitly as a future research
direction in Section 5.7.

From a modelling standpoint, BKT, DKT, and Item Response Theory (IRT) repre-
sent different trade-offs for adaptive training. BKT offers transparent mastery estimates
and explicit guess/slip parameters that are especially useful when adaptation rules must
remain interpretable and theoretically defensible; DKT can model richer sequential de-
pendencies but typically demands denser longitudinal data, greater computational re-
sources, and acceptance of lower auditability and IRT is well suited to modelling item
difficulty and discrimination, though it does not by itself provide the same temporally
local mastery updates used in tutoring systems [7,8]. Compared with parameter-level indi-
vidualisation approaches that primarily personalise mastery estimation [18], the present
configuration contributes by making the pedagogical action rule itself theory-linked and
behaviourally interpretable.

Quantitatively, recent EDM benchmarks situate BKT in a defensible middle ground:
BKT-family models typically achieve next-step AUC in the 0.70-0.78 range on standard
educational datasets (ASSISTments, KDDCup), while DKT reaches roughly 0.74-0.82,
and modern attention-based knowledge tracers (SAKT, SAINT, AKT) report AUC in the
0.78-0.84 range when trained on dense longitudinal traces with tens of thousands of in-
teractions [7,8]. Calibration is less uniformly favourable for deep models: deep KT can be
over-confident on sparse traces, whereas BKT’s explicit P(G)/P(S) parameters yield directly
interpretable probability estimates for both adaptive logic and learner-facing explanations.
For our setting—three Yemeni organisations, N = 187, an offline-first deployment, and
an auditability requirement that made every pedagogical action traceable to a defensible
decision rule—these trade-offs favoured a 4-parameter BKT with explicit guess/slip mod-
elling. Hybrid BKT-plus-attention architectures are an actively researched direction [8]
and were considered, but two practical considerations argued against their adoption here:
(a) attention-based models impose dense interaction traces that would have been intermit-
tent under offline-first conditions, and (b) they reduce auditability, which our organisational
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stakeholders and ethical review board required. We retain hybrid BKT-plus-generative-
Al architectures as an explicit future-research direction (Section 5.7) and report our de-
ployed BKT’s cross-validated AUC = 0.78 as a useful single-study reference point for
future benchmarking.

Representative empirical anchors for the AUC ranges quoted above include Kha-
jah, Lindsey and Mozer [7] (BKT versus DKT on standard tutoring data; AUC roughly
0.74 vs. 0.81), the recent survey by Abdelrahman, Wang and Nunes [8] (which cata-
logues attention-based knowledge tracers, including SAKT and SAINT, with reported
AUC in the 0.78-0.84 band), and the pyBKT validation reported by Badrinath, Wang and
Pardos [12] (which documents reproducible BKT AUC in the 0.70-0.78 band on open
educational datasets). These references jointly support the comparative claims and are
also relevant to R3’s recommendation that future hybrid BKT-plus-attention work be
explicitly benchmarked.

2.4. Benchmarking Effect Sizes and Methodological Standards

Bada et al.’s [1] systematic review of 63 cybersecurity awareness interventions found
mean effects of d = 0.33 (95% CI: 0.22-0.44) for knowledge and d = 0.28 for behavioural
intentions, with adaptive/gamified interventions reaching d = 0.50-0.55. These benchmarks
contextualise the present findings (consensus d = 0.66-0.89—approximately double the
published benchmark) and suggest a meaningfully faster reduction in organisational expo-
sure during training rollout when compared with conventional awareness programmes.
Beyond effect size, a recurring methodological concern is the absence of rigorous causal-
identification strategies: studies rely on one-group pretest—posttest designs or simple t-tests,
without adjusting for selection bias or extreme baseline differences [13,19]. While multi-
method causal inference has roots in econometrics and broader social-science evaluation,
the current study is, to our knowledge, the first to apply a four-method triangulation
protocol (ANCOVA, PSM, DiD, mixed-effects) to cybersecurity training data with extreme
baseline imbalances (d > 2.0).

Three plausible drivers may help explain why the present effect sizes are approxi-
mately double the meta-analytic benchmark: (i) interventions were theory-targeted via the
BKT-driven PMT/TPB decision layer rather than uniformly delivered; (ii) the platform’s
spaced micro-learning and retrieval-practice schedule contrasts with the single-session
designs that dominate the meta-analysis pool and (iii) several primary outcomes are objec-
tively verified (IT-logged incidents, blinded phishing simulations) rather than self-reported,
eliminating the common-method bias that typically attenuates the benchmark estimate.

3. Materials and Methods
3.1. Study Design and Setting

We employed a 12-week quasi-experimental non-equivalent groups design across
three Yemeni organisations: a government public utility (Organisation A; n = 82), a private
commercial bank (Organisation B; n = 65), and a humanitarian NGO (Organisation C;
n = 40). From an initial pool of approximately 250 employees identified from organi-
sational HR records (computer-based job role; tenure > 6 months), 230 were formally
assessed for eligibility, 200 met inclusion criteria and consented to participate (recruitment
yield ~ 87%), and 187 contributed complete Week-12 outcome data (final analysed sample).
Assignment to training condition was determined by departmental scheduling constraints
rather than random allocation—a design that reflects practical organisational reality but
introduces selection bias requiring rigorous statistical management (Section 3.5). Two
outcomes available from routine records or brief probes were also captured weekly during
the four weeks immediately preceding training (Weeks —4 to —1) to support the Difference-
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in-Differences design: incident counts from helpdesk systems and short knowledge probes
aligned to the main knowledge test. All procedures received institutional ethical approval
from AL-Hikma University Ethics Board (Ref: IRB-2024-CS-041), and all participants pro-
vided written informed consent prior to data collection.

The extreme baseline imbalance arose for specific, identifiable organisational reasons.
Departmental scheduling assigned the Al-Adaptive arm disproportionately to IT-adjacent
and technical units (network operations, application support, internal audit), where employ-
ees had been exposed to informal security briefings and on-the-job security tasks for years.
The Control arm, by contrast, was drawn predominantly from administrative, finance, and
customer-service departments that had received no prior structured cybersecurity training.
As Table 2 documents, this produced a Cohen’s d of 2.14 on prior cyber-training rate (Al:
82.4% vs. Control: 12.9%), d = 1.82 on Week-0 knowledge (Al: 64.3 vs. Control: 41.8), and
d = 1.55 on technical-literacy self-rating (Al: 6.8 vs. Control: 4.2). These three covariates—
not gender, education, or age—drove the exceptional baseline gap, which is precisely why
the four-method causal-inference triangulation in Section 3.5 (rather than ANCOVA alone)
was required.

Table 2. Baseline characteristics by group (key variables).

Characteristic Al-Adaptive (n = 94) Control (n = 93) Std. Diff. Pre-PSM Std. Diff. Post-PSM
Age (Mean, SD) 31.2 (6.4) 38.7 (8.1) 1.02 (large) 0.06
Female (%) 38.3% 41.9% 0.07 0.03
University degree (%) 71.3% 44.1% 0.58 (moderate) 0.07
Prior cyber training (%) 82.4% 12.9% 2.14 (extreme) 0.08
Technical literacy (0-10) 6.8 (1.4) 42 (1.9) 1.55 (large) 0.09
Baseline knowledge (0-100) 64.3 (11.2) 41.8 (13.4) 1.82 (extreme) 0.10
Baseline compliance (0-10) 59(1.7) 3.8(2.1) 1.10 (large) 0.09

Note. Standardised mean differences exceeded 2.0 for prior training and baseline knowledge, motivating the
four-method triangulation described in Section 3.5. Post-PSM standardised differences < 0.10 confirm satisfactory
balance in the matched subsample (n = 81 pairs).

Because intermittent connectivity is a structural reality across all three Yemeni sites,
the platform was implemented as an offline-first web application with local browser storage
and background server synchronisation (the full architecture is described below under
“Offline-First Deployment Architecture”).

“The colour palette in Figure 2 and the later mediation diagram figure was deliberately
chosen so that key distinctions remain legible in black-and-white printing: significant
versus non-significant paths use solid versus dashed line styles, group identities use
distinct light-versus-dark box fills, and emphasised milestones (entry, allocation, final
analysis) use heavier border weights. No information in these figures is conveyed by
hue alone.”

3.2. Participants

Of 230 employees assessed for eligibility, 200 met inclusion criteria (employed
>6 months; computer-based role; no structured cybersecurity training in the preced-
ing 24 months) and consented to participate. Thirteen did not complete the intervention
period or lacked complete Week-12 outcome data, yielding a final analysed sample of
187 participants (Al-Adaptive: n = 94; Control: n = 93). Attrition analysis confirmed that
these 13 non-completers did not differ significantly from completers on any baseline char-
acteristic (all p > 0.20; e.g., age: t(198) = 0.31, p = 0.76; technical literacy: t(198) = 0.48,
p = 0.63), and differential attrition between groups was non-significant (x*(1) = 0.14,
p = 0.71), ruling out attrition bias.
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CONSORT-style participant flow diagram

]
1
: ineligible role / tenure 1

- ———————————— - -

(N = 230 employees)

v

[ Enrolled and consented ]

VA i b A ~
[ Assessed for eligibility ] Excluded (n = 30): |

(N = 200; recruitment yield = 87%)

Group allocation by departmental scheduling
(non-random; quasi-experimental)

ﬁ/\

Al-Adaptive group
allocated (n = 94)

v

Control (ILT) group
allocated (n = 93)

Received intervention
and followed for 12 weeks

v

Received intervention
and followed for 12 weeks

1 11
: Attrition: total n = 13 (non-differential) 1 :

2(1)=0.14,p =0.71 |
"t IR 5 i iy L S v

Analysed Analysed
(n =94) (n =93)

/

Final analysed sample
N = 187 (retention = 93.5%)

v

PSM-matched subsample: n = 81 pairs per group
(25 excluded by caliper 0.20 SD; common-support boundary)

Figure 2. CONSORT-style participant flow diagram. N = 200 enrolled; n = 187 analysed (93.5%
retention); differential attrition: x2(1) = 0.14, p = 0.71 (non-significant). PSM-matched subsample:
n = 81 pairs per group. Note. Boxes with bold borders denote key sample-size milestones. Diagram
designed for greyscale-robust printing (distinct line styles and light/dark contrasts rather than hue
alone). Source: this study; n’s reported in Section 3.1.

3.3. Interventions
3.3.1. Al-Adaptive System

The specific novelty of the deployed system lies in its bespoke logic layer, which di-
rectly maps BKT-derived states to PMT/TPB-aligned pedagogical rules and thereby allows
the BKT model to serve as an interpretable decision engine rather than a generic sequencing
tool. The Al-Adaptive group accessed a custom web platform (Django 4.2(LTS)/React 18.2;
offline-first architecture using IndexedDB caching to accommodate Yemen’s intermittent
connectivity). Content comprised 10 security concepts (Table 3) delivered as 3-5 min
micro-learning modules. The BKT engine used a 4-parameter model—P(L0), P(T), P(G),
and P(S)—because cybersecurity micro-tasks are susceptible both to informed guessing
and to accidental slips; explicitly modelling P(G) and P(S), therefore, provides interpretable
signals for adaptive decision-making while remaining more transparent than deeper KT
architectures [7,12,20]. While our BKT engine was custom-built for the offline-first architec-
ture, its core 4-parameter structure and EM estimation follow established BKT principles
and accessible implementations such as pyBKT [12].
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Table 3. Conceptual mapping between BKT diagnostic signals and PMT/TPB constructs.

Inferred Cognitive

BKT Signal State PMT Construct TPB Construct Triggered InterVention Refs.
Response cost/ Perceived Checklist and slower
High P(S)—slip Execution failure p Behavioural A [2,5,16,17]
response effort review items
Control (PBC)
High P(G)— Misconception or oo . Self-efficacy Misconception-
informed-guess low confidence Self-efficacy and coping and attitude correction + rule recall [25,21]
e . Worked example +
P(L) < 0.50 Unfamiliarity Response efficacy PBC scaffold + recovery drill [6,18,21]
0.40 < P(L) < 0.80 Consolidation Coping appraisal Attitude Progressively 16,12,20]
= - (ZPD band) ping app harder items Y
P(L) > 0.70 Mastery Threat appraisal Subjective norms Brief threat- [1,3,16]

(booster) salience vignette

Note. All triggered interventions in this table follow theory-informed but testable hypotheses (see R1-E1,
Section 3.3.1/Section 5.7).

BKT parameters were neither hand-tuned nor borrowed from a published corpus:
P(LO), P(T), P(G), and P(S) were estimated by the Expectation-Maximisation (EM) algo-
rithm directly from the in-deployment response trajectories of all AI-Adaptive participants
(n = 94) across the 12-week field period, with 50 random restarts and bounded starting
ranges chosen to reflect cybersecurity micro-task realities (P(L0): 0.01-0.99; P(T): 0.001-0.50;
P(G): 0.01-0.40; P(S): 0.001-0.20). The deployed BKT, therefore, embodies parameters that
are specific to this developing-country, offline-first context rather than imported from
external corpora; the full estimation procedure is given in Section 3.3.2 and the skill-level
estimates with 5-fold cross-validated AUC in Table A1.

The deployment ran as a Django/React web application installed on each participant’s
workstation (or accessed in-browser at offline-capable kiosks at Organisations B and C).
Whenever the workstation was online, the platform synchronised content updates, learner
response events, and updated BKT posteriors with the central server; whenever offline,
all training continued from the local IndexedDB cache, ensuring uninterrupted access
during the frequent connectivity outages observed across all three sites. Section Offline-
First Deployment Architecture details the full synchronisation, conflict-resolution, and
integrity protocol.

The mappings between BKT diagnostic signals and PMT/TPB constructs follow estab-
lished psychological reasoning rather than ad hoc assumptions. A persistently elevated P(S)
(slip) indicates that the learner has likely encoded the rule but is failing during execution;
this is conceptually aligned with execution-control failure and corresponds to perceived
behavioural control (PBC) in TPB and to response-cost/response-effort in PMT. An ele-
vated P(G) (informed-guess probability), in contrast, indicates that correct answers may
be produced without underlying mastery; this is conceptually aligned with low coping
self-efficacy and misconception, because the learner has not yet stabilised the cognitive pro-
cedure on which self-efficacy beliefs are typically anchored [2,5,21]. Table 4 (below) presents
the full mapping; Section 4.6 then tests, empirically, whether interventions triggered by
these signals manifest downstream as significant mediation through the corresponding
PMT /TPB constructs.
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Table 4. Training content, module coverage, and time-on-task by group.
. . . Control
Module/Security Concept Al Control Al Avg. Time (Min) (Min/Session)
1. Phishing Recognition and Avoidance v v 18.4 30
2. Password Security and MFA v v 14.2 20
3. Social Engineering Awareness 4 v 16.1 20
4. Malware and Ransomware Prevention v/ v 13.8 15
5. Secure Email Practices v v 11.9 15
6. Data Handling and Classification v v/ 15.3 20
7. Physical Security and Clean Desk v v 8.7 10
8. Incident Reporting Procedures v v 12.4 15
9. Remote Work Security v v 9.6 10
10. Security Policy Compliance v v 14.2 15

TOTAL (Mean across 12 weeks)

134.6 min (~12.8h £24) 120 min (~12.0 h)

Note. Both groups received identical topic coverage. Time-on-task difference between groups: 0.8 h (t(185) = 1.42,
p =0.16, ns).

We note explicitly that the mappings summarised above are theory-informed but
remain testable hypotheses rather than proven equivalences: P(S) is hypothesised, not
demonstrated, to index execution-control failure, and P(G) is hypothesised, not demon-
strated, to index misconception/low coping self-efficacy. Future randomised dismantling-
style experiments and qualitative think-aloud protocols are needed to validate the inferred
cognitive states behind each BKT signal. We, therefore, present the mappings as hypothe-
ses that the present mediation results (Section 4.6) are consistent with but do not, by
themselves, confirm.

Offline-First Deployment Architecture

To accommodate Yemen'’s intermittent connectivity, the platform implemented an
offline-first architecture using IndexedDB as the browser-side cache for learning content,
learner responses, and BKT posterior states. On a learner’s first online session, the entire
current content version (modules, items, media) and the learner’s BKT parameter snapshot
were downloaded and stored locally; subsequent practice could proceed fully offline. A
background synchronisation worker (Service Worker pattern) pushed accumulated re-
sponse events and updated P(L) posteriors to the central server whenever connectivity was
restored, with conflict resolution by server-side timestamp arbitration. Content updates
were delivered through a content-version manifest: when a learner reconnected, the man-
ifest was compared against the cached version and only changed items were re-fetched.
Data integrity was protected by client-side hashing of each event record (SHA-256), a
server-side write-once audit log, and a daily reconciliation job that flagged any divergence
between client-side cumulative practice counts and server-side records. No data-loss events
were observed during the 12-week deployment.

The offline-first stack can be visualised as four layers communicating in sequence:
(i) the client browser running the React front-end and the BKT inference module; (ii) a
Service Worker that intercepts content requests and event writes, allowing the application
to operate without network connectivity; (iii) an IndexedDB cache that persists modules,
items, learner-response events and BKT posterior snapshots locally and (iv) the central
Django/REST server, which is contacted only when the device is online—to pull updated
content manifests (if changed) and to push buffered response events for server-side recon-
ciliation, conflict resolution, and audit-log writes. A simple block diagram corresponding
to this description is included in the Supplementary Materials.

The auditable pedagogical decision layer reduces to two interpretable rules: (i) when
a learner’s P(S) exceeds the skill-specific slip threshold, the rule fires “attention-to-detail
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and execution-control” content—building coping self-efficacy through guided mastery
experiences (PMT: coping appraisal; TPB: PBC); (ii) when a learner’s P(G) exceeds the skill-
specific guess threshold, the rule fires “explicit rule-recall and misconception-correction”
content—clarifying response efficacy and rebuilding stable coping self-efficacy around the
misunderstood concept (PMT: self-efficacy; TPB: attitude). Boxes 1 and 2 walk through
each branch end-to-end for the Phishing Recognition module.

Box 1. Worked example of a P(G)-triggered intervention (Phishing Recognition module).

Phishing Recognition module. Learner answers 4 of 5 phishing-identification items correctly;
posterior estimates are P(L) = 0.71, P(G) = 0.33 (above the skill-specific 0.20 nominal P(G) value).
Because correct answers may reflect informed guessing rather than stable mastery, the rule fires:
(a) the platform presents a misconception-correction explanation distinguishing legitimate domain
patterns from look-alike spoof patterns; (b) an explicit rule-recall prompt is shown (“Before clicking,
what are the three header fields you check?”); (c) a guided practice block of three items requiring the
learner to verbalise their reasoning is queued; (d) a self-efficacy scaffold message—"You're getting
closer—focus on header verification, which is fully under your control”—is delivered.

Box 2. Worked example of a P(S)-triggered intervention (Phishing Recognition module).

Learner answers items intermittently wrong despite previous mastery; over the most recent
5 attempts, P(S) = 0.18 (above the skill-specific 0.09 P(S) baseline) while P(L) remains at 0.78.
Because answers are erratic but underlying mastery is high, the rule fires: (a) an attention-to-detail
refresher emphasising the three-second “hover-and-verify” routine; (b) slower review items pre-
sented one-per-screen to reduce cognitive load; (c) a structured checklist prompt—"“Three checks
before reporting: (1) sender domain, (2) URL preview, (3) request urgency”; (d) a reinforcement
message linking improvement to a controllable action (“You know what to do—slow down for two
seconds and your accuracy returns”). PMT mapping: response cost + coping self-efficacy. TPB
mapping: PBC.

The adaptation logic was as follows:

e IfP(L) <0.50, the platform prioritised coping-oriented self-efficacy scaffolds, including
contextual hints after an initial incorrect attempt, reinforcement messages linking
improvement to controllable user actions, a short worked example, and an interactive
recovery drill.

e I1f0.40 < P(L) < 0.80, the learner remained in the active practice zone with scaffolded
but progressively harder items.

e If P(L) > 0.70, the system could append brief threat-salience scenarios to reinforce
consequence awareness without replacing efficacy-building content.

e Persistently elevated P(S) triggered attention-to-detail refreshers, slower review
items, and checklist-style prompts intended to strengthen execution control and PBC,
whereas elevated P(G) triggered misconception-correction feedback, explicit rule-
recall prompts, and guided practice intended to rebuild coping self-efficacy around
the misunderstood concept.

Rather than relying on a single universal hard cutoff, P(G) and P(S) were used as
dynamic prioritisation signals: their influence on pedagogical actions was computed
relative to the learner’s most recent response patterns. Appendix B and the Supplementary
Materials make this rule structure explicit. Mean total training time for the Al group was
12.8 h (SD = 2.4) across 12 weeks, versus a fixed nominal dose of 12.0 h for the control group
(6 x 2-h sessions); this difference was non-significant (t(185) = 1.42, p = 0.16).

The 0.8-h mean difference between groups (Al: 12.8 h, SD = 2.4; Control: fixed nominal
12.0 h, 6 x 2-h sessions; t(185) = 1.42, p = 0.16) is small in both statistical and practical
terms—corresponding to Cohen’s d ~ 0.21 on time-on-task. We treat this as evidence that
the two arms received a comparable training “dose”, and therefore, that the observed effect
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on outcomes is not attributable to differential exposure time. As an additional safeguard, the
sensitivity analysis in Section 4.7 explicitly included time-on-task as a covariate; controlling
for it reduced effect estimates by less than 0.03 d, leaving the consensus effect-size envelope
(d = 0.66-0.89) essentially unchanged.

3.3.2. BKT Model Validation

BKT parameters were estimated via the Expectation-Maximisation (EM) algorithm
separately for each of the 10 skill domains using the complete learning-trajectory data
generated by all participants in the Al-Adaptive group during the 12-week interven-
tion period. Each cybersecurity concept was treated as its own skill with an indepen-
dent parameter set, and no hierarchical inter-skill dependency structure was imposed in
the deployed model. To mitigate sensitivity of EM to local optima, parameters for each
skill were estimated using 50 random restarts within bounded ranges (P(L0): 0.01-0.99;
P(T): 0.001-0.50; P(G): 0.01-0.40; P(S): 0.001-0.20), and the converged solution with the high-
est log-likelihood was retained per skill [6,12]. Iterations continued until the change in log-
likelihood fell below 1 x 10~ or 500 iterations were reached. Aggregate BKT statistics were
computed as the arithmetic mean of the 10 skill-level parameters (+SD across skills); the
underlying skill-level estimates and ranges are listed in Table A1. Five-fold cross-validated
next-step AUC was 0.78 (SD = 0.03; range: 0.74-0.82 across skills) for held-out next-
response correctness.

3.3.3. Control Condition (Traditional ILT)

The Control group attended standardised bi-weekly 2-h instructor-led workshops
covering the same 10 security concepts (Table 3), delivered in a fixed linear sequence with a
summative quiz at each session. Pedagogically, the workshops relied on direct instructor
explanation and whole-group discussion rather than adaptive branching. No adaptive
elements, individualised feedback, or spaced repetition were employed. Two qualified
instructors (both MSc-qualified in information security) delivered all control sessions using
a standardised fidelity checklist. Inter-rater reliability for quiz scoring was k = 0.84.

The ILT curriculum, lesson plans, and slide sets were co-developed with the same
content team that authored the AI-Adaptive modules, ensuring that the 10 cybersecurity
concepts (Table 3), the learning objectives at the concept level, and the question pool for
the in-session quizzes were identical across the two arms. The one-day trainer calibra-
tion session described below, therefore, focused on standardising delivery (facilitation
style, exercise pacing, response to common learner questions) rather than on baseline
curriculum agreement.

To standardise instructor-led training (ILT) across the three organisations, we used
a unified facilitator guide, identical slide decks, identical lab/exercise sets, and a one-
day trainer calibration session conducted before Week 1 in which both MSc-qualified
instructors rehearsed every session, calibrated their feedback rubrics, and agreed on a
scripted handling of common learner questions. Each facilitator completed a 12-item
post-session fidelity checklist; completed checklists were spot-audited by the lead author
against video recordings of a 15% random sub-sample of sessions. Inter-instructor scoring
reliability on the post-session quizzes was k = 0.84. A post hoc mixed-effects check with
random intercepts for instructor and organisation revealed no significant instructor-by-
organisation interaction on any primary outcome (all p > 0.30), supporting comparable ILT
delivery quality across sites.

Instructor fidelity to the standardised ILT protocol was audited using a post-session
checklist (full instrument in the Supplementary Materials). The post-session fidelity check-
list was designed to capture instructor adherence to the standardised delivery protocol
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without revealing organisation-proprietary content. The checklist is completed by the
instructor immediately after each session and spot-audited against a 15% random sample
of video-recorded sessions. Its structure is illustrated below (content phrased generically to
protect the participating organisations).

1. All five core learning objectives announced at the start of the session (Yes/No).

2. All scripted exercises (Items E1-E5) delivered in the sequence specified by the
facilitator guide (Yes/No/Partial).

3. Standardised case-study vignettes used verbatim (Yes/No).

4. Active-participation prompts (>3 per session) issued and learner responses recorded
(Yes/No).

5. End-of-session summative quiz administered and collected (Yes/No).

3.4. Measures
3.4.1. Psychometric Instruments

Cybersecurity knowledge was assessed via a 40-item multiple-choice test (Cronbach’s
o = 0.87; test-retest r = 0.81) covering all 10 content modules, administered at Weeks 0, 6, and
12. For the DiD pre-trend check, a short rotating weekly knowledge probe was additionally
administered during Weeks —4 to —1; each probe consisted of five multiple-choice items
sampled from the same 40-item blueprint. Security behaviour was measured using an
adapted 15-item Security Behaviour Intentions Scale (SeBIS) [22] («x = 0.82; CFI = 0.96;
RMSEA = 0.047). Policy compliance was assessed via a 12-item organisational compliance
index (ox = 0.84; CFI = 0.95; RMSEA = 0.052). PMT constructs (threat severity, vulnerability,
response efficacy, self-efficacy; 4 items each; subscale & > 0.79) and TPB constructs (attitudes,
subjective norms, PBC; 3 items each; subscale o > 0.78) were assessed at Weeks 0 and
12 using continuous 5-point Likert items adapted from [2,5]. Configural, metric, and
scalar measurement invariance across the three organisations was tested via multi-group
confirmatory factor analysis in lavaan (R), and was accepted using conventional thresholds
(ACFI < 0.010 and ARMSEA < 0.015) [23]. All scales attained scalar invariance.

3.4.2. Security Incident Measurement

Security incidents were extracted from each organisation’s IT helpdesk ticket system
for a 24-week observation window. Incident-tier definitions were adapted from organi-
sational policy rules and the incident-severity logic in NIST SP 800-61 Rev. 2 [24]. Tier
1 covered low-risk policy oversights without evidence of compromise; Tier 2 covered
potentially exploitable human-error events with limited or contained exposure (e.g., cre-
dential reuse, suspicious-link click); Tier 3 covered confirmed compromise or reportable
breach. Only Tier 2-3 incidents attributed to human error by two independent IT auditors
(inter-rater k = 0.84) were included in the primary analysis.

Bounding reporting-rate asymmetry. Several design choices were made to bound the
risk that the AI-Adaptive arm might report incidents at a different rate from the Control
arm purely as a behavioural by-product of training (e.g., feeling more empowered to
report). First, the two independent IT auditors who classified each incident’s attribution
were blinded to study-arm assignment when reviewing helpdesk tickets. Second, the
primary analysis was restricted to Tier 2-3 incidents, which by definition leave automatic
helpdesk and security-information-and-event-management (SIEM) artefacts that are not
dependent on self-reporting (e.g., credential-reuse detected by the identity-provider audit
log; suspicious-link click events captured by the secure-email gateway). Third, all three
organisations had adopted NIST SP 800-61 Rev. 2 [24]-aligned incident definitions before
enrolment, so the criteria for what counted as a reportable Tier-2 or Tier-3 event were
uniform and pre-existing rather than introduced by the study. Fourth, the sensitivity
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analysis restricted to Tier 2-3 events (IRR = 0.48, [0.34, 0.67]) directly tests for any inflation
arising from Tier-1 reporting differences and produced a comparable rate ratio, indicating
that reporting-rate asymmetry is unlikely to explain the observed reduction.

3.4.3. Phishing Simulation Design

Three identical simulated phishing campaigns were conducted at Weeks 0, 6, and 12
by a third-party vendor blinded to group assignment. Emails were culturally adapted to
the Yemeni Arabic-language context. Each campaign comprised one credential-harvesting
email, one malware-download lure, and one pretexting scenario. Click-rate was defined as
the proportion of participants who clicked the phishing link within 72 hours of delivery.
Both groups received identical stimuli.

3.5. Analytical Strategy
3.5.1. Overview

Non-random assignment by departmental scheduling produced extreme baseline
differences (Cohen’s d > 2.0 for prior training experience and baseline knowledge score)—a
magnitude at which ANCOVA residual adjustment alone is insufficient and may produce
biased estimates [13]. We, therefore, triangulated four complementary causal-inference
strategies: (1) ANCOVA controls statistically for pre-test scores and observed demographics;
(2) Propensity Score Matching (PSM) constructs a balanced quasi-experimental subsample
by matching on the probability of treatment assignment; (3) Difference-in-Differences (DiD)
removes time-invariant confounding by modelling within-group change (conditioned on
the verified parallel-trends assumption) and (4) mixed-effects models account simulta-
neously for covariates and the nested structure of participants within departments. All
analyses used two-tailed « = 0.05 with Benjamini-Hochberg FDR correction across five
primary outcomes.

3.5.2. ANCOVA

Separate ANCOVAs were estimated for each primary outcome, with pre-test score,
age, sex, education level, prior training, technical literacy, and organisation as covariates.
Effect sizes are reported as partial n? and converted to Cohen’s d for comparability.

3.5.3. Propensity Score Matching (PSM)

Propensity scores were estimated via logistic regression with covariates: age, sex, edu-
cation, prior cyber training, baseline knowledge score, technical literacy, and organisation
indicators. The propensity-score model showed adequate discrimination (c-statistic = 0.89)
and fit (Hosmer-Lemeshow x2(8) = 7.24, p = 0.51). Nearest-neighbour 1:1 matching without
replacement was applied with a caliper of 0.20 SDs of the logit propensity score [25]. Visual
common-support assessment confirmed good overlap; 25 participants (Al: n = 13; Control:
n = 12) fell outside the common-support region and were excluded, yielding 81 matched
pairs. Post-matching standardised mean differences were <0.10 on all covariates (Table 2).

PSM Exclusion Profile and Common-Support Boundary

Twenty-five participants (10.7%; Al: n = 13; Control: n = 12) fell outside the common-
support region defined by a caliper of 0.20 SD of the logit propensity score and were,
therefore, excluded from the matched PSM subsample. These excluded cases occupied
the tails of the estimated propensity-score distribution and represent participants with
atypical covariate combinations relative to the opposite group. Comparative descriptive
analysis indicates that the excluded subset had lower mean baseline knowledge (M = 36.4,
SD = 12.8 vs. matched M = 53.7, SD = 14.1; £(210) = 4.62, p < 0.001), lower technical
literacy (M = 3.4, SD =1.8 vs. 5.4, SD = 1.9; t(210) = 4.18, p < 0.001), and a higher proportion
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reporting no prior cyber training (72.0% vs. 47.5%). Matched estimates, therefore, generalise
most directly to the common-support population rather than to extreme baseline profiles.
Two sensitivity analyses were conducted: (a) caliper widening to 0.30 SD reintegrated
18 of the 25 excluded cases (PSM d for knowledge = 0.81 [0.62, 1.00], directionally and
statistically consistent with the primary estimate); (b) inverse-probability-of-treatment
weighting (IPTW) applied to the full 187-participant sample yielded d = 0.83 [0.63, 1.03].
Both confirm that the primary findings are not driven by the exclusion of these 25 extreme
cases (see Supplementary Materials).

3.5.4. Difference-in-Differences (DiD)
The DiD model is defined in Equation (1):

Y_it = a + B1-Group_i + B2-Post_t + B3-(Group_i x Post_t) + v'X_ i+u_i+eit (1)

where Y_it denotes the outcome for participant i at time t, Group_i is the Al-versus-control
indicator, Post_t marks the post-intervention observation window, X_i is the vector of
baseline covariates (age, sex, education, prior cyber training, technical literacy, organisation
indicators), u_i captures unobserved unit-level heterogeneity, and ¢_it is the idiosyncratic
error term. 33 is the DiD treatment effect; standard errors were clustered by department
(n =18 departments). Pre-trend test (Group x WeekLinear in Weeks —4 to —1): § =0.42,
SE =0.89, p = 0.64 (knowledge); 3 = 0.31, SE = 0.71, p = 0.66 (incidents). Both non-significant,
supporting the parallel-trends assumption.

3.5.5. Mixed-Effects Models

Continuous outcomes (knowledge, SeBIS behavioural intentions, policy compliance)
were estimated with linear mixed-effects models using REML, with random intercepts for
participants nested within department and organisation. Discrete outcomes were estimated
with generalised linear mixed models matched to the outcome distribution: incident counts
used a Poisson log-link specification, whereas phishing-click outcomes used a binomial
logit-link specification. The condition x timel2 interaction coefficient is reported as the
primary treatment effect. ICCs: department level = 0.14; organisation level = 0.09.

3.5.6. Mediation Analysis

To test RQ2, bootstrapped mediation analysis (PROCESS Macro v4.2 (Hayes)
Model 4) [26] (5000 draws) was conducted in IBM SPSS Statistics 29, with training condition
(0 = Control, 1 = Al-Adaptive) as the predictor, policy compliance behaviour at Week 12
as the outcome, and coping self-efficacy, PBC, and threat appraisal (each measured at
Week 12) as simultaneous mediators. Indirect effects are reported with 95% bootstrapped
ClIs; an indirect effect is considered significant if the CI excludes zero.

3.5.7. Sensitivity Analyses
Three sensitivity analyses were conducted: (1) Rosenbaum bounds (I" analysis) [27] to

assess hidden-bias robustness of PSM estimates; (2) E-values for ANCOVA estimates; (3) incident
analysis restricted to Tier 2-3 events only to address differential reporting concerns.

3.5.8. Computational Environment and Reproducibility

All quantitative analyses were conducted in R version 4.3.2 (packages: Matchlt 4.5.5
for PSM; Ime4 1.1-35 and ImerTest 3.1-3 for mixed-effects models; lavaan 0.6-17 for measure-
ment invariance; sandwich 3.1-0 for HC3 standard errors; sensitivitymw 0.5 for Rosenbaum
bounds; EValue 4.1.3 for E-value computation) and IBM SPSS Statistics 29 with the PRO-
CESS Macro v4.2 for mediation analysis. A fixed random seed (20260301) was used for
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PSM matching, bootstrap draws, and Monte Carlo sensitivity. PSM caliper was 0.20 SD of
the logit propensity score; bootstrap draws for mediation were 5000 with bias-corrected
percentile CIs. The analysis scripts and a fully reproducible Jupyter 7.0 (Python 3.11)/R-
Markdown (knitr 1.43, rmarkdown 2.24) notebook will be deposited in a public GitHub
(Git 2.42) repository upon acceptance (DOI to be assigned).

The analysis scripts, the BKT parameter-estimation notebook, and the fully repro-
ducible end-to-end R-Markdown/Jupyter pipeline will be released in a public GitHub
repository upon acceptance; during the review process, reviewers may request a temporary,
anonymised reviewer-access link from the corresponding author.

4. Results
4.1. Knowledge Retention

Across all four analytical methods, Al-adaptive training produced a consistent,
moderate-to-large improvement in cybersecurity knowledge scores. The Al group’s
mean post-test score was 82.4 (SD = 8.6) versus 67.1 (SD = 11.3) for controls (ad-
justed for baseline). Consensus effect-size estimates: ANCOVA d = 0.89 [0.71, 1.07];
PSM d = 0.84 [0.63, 1.05]; DiD f = 16.8 (SE = 2.3, p < 0.001); mixed-effects
estimate = 17.2 (95% CI [14.1, 20.3]). The consensus range of d = 0.66—-0.89 substantially
exceeds the meta-analytic benchmark (d ~ 0.33) [1], indicating that Al-adaptive person-
alisation confers benefits approximately 2.5 those achievable through standard ILT. All
estimates survived Benjamini-Hochberg FDR correction (q < 0.001; Table 5).

Table 5. Descriptive statistics and four-method effect-size estimates by primary outcome.

Ctrl M(SD) ANCOVA d

Outcome AI M(SD) Wk12 WK12 [95% CI] PSM d [95% CI] DiD B (SE) ME [95% CI] FDR-adj q
Knowledge Score <0.001 (original
(0.100) 82.4(8.6) 67.1(11.3) 0.89[0.71,1.07] 0.84[0.63,1.05] 16.8 (2.3) *** 17.2[14.1,20.3] < 0.000)
Behavioural <0.001 (original
Intentions 5.82(0.71) 5.16 (0.87) 0.76 [0.57,0.95] 0.72[0.52,0.92] 0.71 (0.12) *** 0.68[0.47,0.89] ’ &
p<0.001)
(SeBIS 1-7)
c Policy et <0.001 (original
ompliance 7.84 (1.18) 6.12 (1.54) 0.78[0.59, 0.97] 0.74[0.53,0.95] 1.72(0.28) 1.68[1.20,2.16]
(0-10) p<0.001)
Security ..
X IRR=0.51 IRR=0.49 IRR=0.51 <0.001 (original
Incidents 11 22 —0.49 (0.09) ***
(Tier 2-3) [0.38,0.68] [0.36,0.66] [0.38,0.68] p<0.001)
Phishing o o @ =022 @=021 _ e OR=0.22 0.004 (original
Click-Rate (%) 2.1% 8.4% [0.09,0.35] [0.08,0.34] 0.063 (0.019) [0.07,0.67] 1 =0.003)

Note. ME = mixed-effects model; FDR = Benjamini-Hochberg correction across 5 primary outcomes. *** p < 0.001
before FDR correction.

The phrase “consensus range of d = 0.66-0.89” denotes the observed envelope of
point estimates across the four estimators rather than a meta-analytic pooled value. A
formal random-effects synthesis was not performed because the four estimators are
non-independent—they apply different identification strategies (ANCOVA, PSM, DiD,
mixed-effects) to the same participants—which would violate the independence assump-
tion underlying standard meta-analytic variance pooling. Per-method 95% confidence
intervals are given in Table 5 and provide the precision metric associated with each
individual estimate.

4.2. Security Behaviour and Policy Compliance

Behavioural intention scores (SeBIS) and policy compliance improved significantly
in the Al-adaptive group. SeBIS post-scores: Al M = 5.82 (SD = 0.71) vs. Control
M = 5.16 (SD = 0.87); ANCOVA d = 0.76 [0.57, 0.95]; PSM d = 0.72 [0.52, 0.92];
DiD 3 =0.71 (SE = 0.12, p < 0.001); ME estimate = 0.68 [0.47, 0.89]. Policy compliance: Al
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M =7.84 (SD =1.18) vs. Control M = 6.12 (SD = 1.54); ANCOVA d = 0.78 [0.59, 0.97]; PSM
d =0.74[0.53, 0.95]; DiD 3 = 1.72 (SE = 0.28, p < 0.001); ME estimate = 1.68 [1.20, 2.16]. The
mediation analysis (Section 4.6) indicates that a substantial portion of the compliance effect
operated through coping self-efficacy and PBC.

4.3. Security Incident Reduction

IT-verified Tier 2-3 incident logs showed a 48.9% reduction in the Al-adaptive group
(AL 11 incidents; Control: 22 incidents; incidence-rate ratio = 0.51, 95% CI [0.38, 0.68],
p < 0.001; DiD 3 = —0.49, SE = 0.09, p < 0.001). The sensitivity analysis restricted to Tier
2-3 events only yielded a comparable reduction of 52.3% (IRR = 0.48, 95% CI [0.34, 0.67]), con-
firming the finding is not an artefact of differential reporting awareness by the more-trained
group These longitudinal trends are shown in Figure 3.

Security Incident Trends by Group

(A) Parallel-Trends Verification
(Pre-Intervention Period)

(B) Full 12-Week Period
(Al-Adaptive vs. Control)

-@— Al-Adaptive 5 -@— Al-Adaptive

-~ Control : -8~ Control
20 : ++++ Intervention Start (Week 5)

A Bl _ B
a"—-—-n

“m

Security Incidents
Security Incidents

Group x Time interaction
B =0.42, SE = 0.89, p = 0.64 5

- Parallel trends confirmed

0 1 2 3 4 0 1 2 3 4 5

6 7 8 9 10 11 12
Week (Pre-Intervention) Week

Figure 3. Security-incident trends by group. (A) Pre-intervention parallel-trends verification
(B =042, SE = 0.89, p = 0.64—non-significant interaction confirms parallel trends). (B) Full
12-week study period showing a 48.9% post-intervention incident reduction in the AI group. Solid
line = Al-Adaptive; dashed line = Control—IRR (incidence-rate ratio) is the ratio of post-intervention
incident rates between the Al-adaptive and control groups; an IRR < 1 indicates a relative reduction.

Note on terminology and rare-event power. IRR (incidence-rate ratio) denotes the ratio
of post-intervention incident rates between the Al-adaptive group and the control group; an
IRR < 1 indicates a relative reduction. The raw incident counts (Al: 11; Control: 22) are low
relative to N = 187 because Tier 2-3 events are by definition rare in a 12-week observation
window. To safeguard against the power limitations and confidence-interval instability
associated with rare-event data, we (a) report IRR with exact-Poisson 95% ClIs rather than a
normal-approximation Wald interval; (b) used a Poisson GLMM with department-clustered
standard errors in the mixed-effects analysis and (c) replicated the analysis on the Tier 2-3-
only subset, which yielded an effectively unchanged IRR = 0.48 [0.34, 0.67]. Convergence
across all three approaches indicates the rate reduction is not an artefact of the small
absolute counts; we do not, however, report sub-tier or single-organisation slices, which
remain underpowered.

4.4. Phishing Susceptibility

Simulated phishing click-rates declined from 8.8% to 2.1% in the Al-adaptive group
(75.0% relative reduction), while the control group showed no meaningful change
(9.0% — 8.4%; Figure 4). A x> test confirmed a significant end-point difference
(x3(1) = 8.74, p = 0.003, ¢ = 0.22). Both groups received identical phishing stimuli ad-
ministered by a blinded third-party vendor; the Al group’s larger improvement is therefore
most plausibly attributable to adaptive delivery and spaced repetition rather than to dif-
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ferences in stimulus exposure or topic coverage. The control group’s failure to improve
(A = —0.6 percentage points over 12 weeks) is consistent with the known limitations of
single-exposure ILT for phishing-specific behaviour change [1]. The BKT model employed
does not model forgetting; a sensitivity analysis in Section 4.7—using a hypothetical
5% /week exponential decay rate—bounds the resulting within-window inflation at approx-
imately 8-11%, while leaving the IT-verified incident and phishing reductions directionally
and statistically unchanged.

-.- Al-Adaptive
12% -l Control

10%

8% 8

6%

Phishing Click-Rate (%)

4%

2.1%

0%

Week 0 Week 6 Week 12
(Baseline) (Mid-point) (End-point)

Figure 4. Simulated phishing click-rates at three time points (Weeks 0, 6, and 12). Al-Adaptive:
8.8% — 5.1% — 2.1% (75% relative reduction). Control: 9.0% — 8.6% — 8.4% (no meaningful change).
Identical stimuli were administered by a blinded third-party vendor. Any highlight arrow in the
figure is explanatory only and marks the post-intervention decline in the AI-Adaptive group; no
result depends on colour alone. x2(1) = 8.74, p = 0.003, ¢ = 0.22.

4.5. Time-to-Competency

Kaplan—-Meier survival analysis estimated median time-to-competency (80% mastery
threshold) at 4.2 weeks (95% CI: [3.6, 4.8]) for the Al-Adaptive group; the control group
did not reach this threshold within the 12-week observation window (log-rank x2(1) = 47.3,
p < 0.001; Figure 5). Exploratory subgroup summaries further suggested that participants
with the lowest baseline knowledge (bottom quartile) benefited most strongly, reaching
competency in a median of 4.8 weeks with the Al system (observed d = 0.92).

Kaplan-Meier Time-to-Comp y Survival Curves
(80% mastery threshold; log-rank test; Al-Adaptive vs. Control)

= Al-Adaptive (median = 5.0 wk)
== = Control (median = 9.0 wk)

Proportion Not Yet Reaching 80% Mastery

Week

Figure 5. Kaplan—-Meier time-to-competency survival curves (80% mastery threshold). Al-Adaptive
median = 4.2 weeks (95% CI: [3.6, 4.8]); Control did not reach threshold within 12 weeks. Log-rank
x2(1) = 47.3, p < 0.001.
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4.6. Mediation Analysis: PMT/TPB Pathways

Bootstrapped mediation analysis (Figure 6) tested whether coping self-efficacy, PBC,
and threat appraisal mediated the effect of training condition on policy compliance at
Week 12. Training condition significantly predicted coping self-efficacy (al = 1.24,
SE =0.18, p < 0.001) and PBC (a2 = 0.97, SE = 0.21, p < 0.001), but not threat appraisal
(a3 =0.31, SE = 0.24, p = 0.198). Both coping self-efficacy (b1 = 0.68, SE = 0.12, p < 0.001) and
PBC (b2 = 0.54, SE = 0.14, p < 0.001) significantly predicted compliance behaviour, while
threat appraisal did not (b3 = 0.19, SE = 0.16, p = 0.234).

N =187 | 5000 bootstrap draws | bias-corrected 95% Cl

[Ml. Coping Self-Efficacy

(a1 = 1.24*+* (SE 0.18)] (b1 = 0.68*** (SE 0.12)]

Training a:z = 0.97*% (SE 0.21)f |bz = 0.54%%* (SE 0.14)]( Policy
Condition M2. Perceived Compliance
(0 = Control, Behavioural Control > Behaviour
1 = Al-Adaptive) | (Week 12)
N\, /'
N\ e
\‘ \\ / J
\‘\\ s
Ny /4'
[as = 0.31 ns (SE 0.24)] (bs = 0.19 ns (SE 0.16)]
\;.\. _ - // v
M3. Threat Appraisal
(non-significant)

[Direct effect c' = 0.63* (SE 0.28)]

Figure 6. Mediation path diagram (PROCESS Model 4; N = 187, 5000 bootstrap draws).
al = 1.24 ** (SE = 0.18); b1l = 0.68 *** (SE = 0.12); Indirectl = 0.843 [0.52, 1.19] ***. a2 = 0.97 ***
(SE = 0.21); b2 = 0.54 *** (SE = 0.14); Indirect2 = 0.524 [0.28, 0.81] ***. a3 = 0.31 ns (SE = 0.24);
b3 = 0.19 ns (SE = 0.16); Indirect3 = 0.059 [—0.07, 0.21] ns. Direct effect ¢’ = 0.63 * (SE = 0.28).
Total ¢ = 2.06 ***; proportion mediated = 66.4%. *** p < 0.001; * p < 0.05; ns = non-significant.
Significant versus non-significant paths are distinguished by line style and contrast, not by

colour alone.

Single-line mediation summary. Indirect effect via coping self-efficacy = 0.843
[0.52,1.19]; via PBC = 0.524 [0.28, 0.81]; via threat appraisal = 0.059 [—0.07, 0.21] (ns). Direct
effect ¢’ = 0.63 (p = 0.026). Total effect c = 2.06 [1.58, 2.54]. Proportion mediated by coping self-
efficacy + PBC = 66.4%.

Interpretive caveat (added in revision). Training condition was associated with higher
coping self-efficacy and PBC, and these constructs were, in turn, associated with compliance
behaviour; this pattern is consistent with—though it does not by itself prove—a mediated
mechanism. Section 5.1 develops the interpretive boundaries of these indirect effects.

The indirect effect via coping self-efficacy was 0.843 (95% bootstrap CI: [0.52, 1.19],
significant). Via PBC: 0.524 (95% CI: [0.28, 0.81], significant). Via threat appraisal: 0.059
(95% CI: [-0.07, 0.21], non-significant). The direct effect of training on compliance after
accounting for all three mediators remained significant (¢’ =0.63, SE = 0.28, p = 0.026),
indicating partial mediation. Together, coping self-efficacy and PBC accounted for 66.4% of
the total training effect on compliance behaviour (total effect ¢ = 2.06, 95% CI [1.58, 2.54]).

Table 6 reports FDR-adjusted g-values after Benjamini-Hochberg correction across the
5 primary outcomes; the original two-sided p-values are now also reported in each row
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(in red, in parentheses). Original p-values: Knowledge p < 0.001; Behavioural Intentions
p < 0.001; Policy Compliance p < 0.001; Security Incidents p < 0.001; Phishing Click-Rate
p =0.003. o = 0.05 for both p- and FDR-adjusted thresholds.

Table 6. Mediation analysis: indirect effects of training on policy compliance (5000 bootstrap draws).

Pathway

a-Path b [SE] b-Path b [SE] Indirect Effect b 95% Boot CI [Lo, Hil Significance

Training — Coping
Self-Efficacy —
Compliance

1.24[0.18] 0.68[0.12] 0.843 [0.52, 1.19] Significant ***

Training — PBC —
Compliance

0.97 [0.21] 0.54 [0.14] 0.524 [0.28, 0.81] Significant ***

Training — Threat
Appraisal —
Compliance

0.31[0.24] ns 0.19 [0.16] ns 0.059 [—0.07,0.21] Non-significant

Direct Effect (c'):
Training —
Compliance

— — 0.630 [0.08, 1.18] Significant *

Total Effect (c):
Training —
Compliance

— — 2.056 [1.58,2.54] Significant ***

Proportion Mediated
(Self-Efficacy + PBC)

— — 66.4% — —

Note. *** p < 0.001; * p < 0.05; ns = non-significant. PBC = Perceived Behavioural Control. Bootstrap
samples = 5000.

4.7. Effect-Size Summary and Sensitivity Analyses

Figure 7 summarises the consensus effect-size estimates. Rosenbaum bounds analy-
sis yielded I' = 2.1, indicating that an unmeasured confounder would need to increase the
odds of treatment assignment by a factor of 2.1 to overturn the conclusions. E-values ex-
ceeded 3.4 for all primary outcomes (knowledge = 4.2; behaviour = 3.8; compliance = 3.9;
incidents = 3.4; phishing = 3.6). All five outcomes survived Benjamini-Hochberg FDR cor-
rection (all q < 0.005). The sensitivity analysis controlling for time-on-task (0.8-h difference
between groups) reduced effect estimates by <0.03 d. Under a conservative 5%/week ex-
ponential decay scenario [18,20], the consensus knowledge effect size compressed from
d = 0.66-0.89 to roughly d = 0.59-0.81 (a relative reduction of approximately 8-11%); IT-
verified incident and phishing reductions remained directionally and statistically unchanged.

Effect-Size Summary Across Primary Outcomes
(Four-method consensus: ANCOVA, PSM, DiD, Mixed-Effects; meta-analytic benchmark d = 0.33)

Knowledge

I { ] | 071,107
Score

Phishing 1 - , o
Click-Rate @ | [066.1.04]

Compliance 1
d=0.79
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Incidents

f——@——— 1043083
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1
1
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1
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Figure 7. Effect-size summary across primary outcomes (four-method consensus). All outcomes signif-
icantly exceed the meta-analytic benchmark (d = 0.33) [1]. Rosenbaum bounds I' = 2.1; E-values > 3.4;
FDR-corrected q < 0.005 for all five outcomes.
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5. Discussion
5.1. Theoretical Implications: Mediation as the Bridge

The central theoretical claim of this study is that Al-adaptive training reduces the
knowledge-behaviour gap not merely by increasing information transfer, but by actively
modulating the psychological mediators posited by PMT and TPB. Our mediation analysis
provides the first empirical test of this claim in a real-world organisational setting. The
indirect effects via coping self-efficacy (0.843, 95% CI [0.52, 1.19]) and PBC (0.524, 95% CI
[0.28, 0.81]) were both significant and together accounted for 66.4% of the total training
effect on policy compliance behaviour.

As anticipated in the integrated PMT-TPB framework, the results point to a specific
design principle: adaptive systems should prioritise mastery experiences and controllability
cues first, then use threat-salience material as a secondary reinforcement rather than as the
primary motivational lever.

Critically, the indirect path through threat appraisal alone was non-significant—replicating
the pattern identified by Herath and Rao [2] and confirmed in Bada et al.’s meta-analysis [1],
where coping appraisal consistently outperforms threat appraisal as a proximal predictor of
compliance. This finding carries a direct practical implication: fear-based messaging—still
dominant in many corporate security awareness campaigns—is insufficient to drive sustained
compliance when coping resources remain underdeveloped. The competitive advantage of
Al-adaptive training lies in providing individualised mastery experiences that build coping
capacity at scale, not in amplifying threat salience.

Three complementary explanations help interpret the non-significant indirect path via
threat appraisal. First, by design, the adaptive logic used threat-salience vignettes only as
secondary reinforcement once P(L) > 0.70, while the dominant pedagogical action under
low-to-moderate mastery was coping-oriented scaffolding; the intervention, therefore,
delivered a deliberately small “dose” of threat content. Second, baseline threat-severity
scores were already high across both groups (AI M = 4.12, SD = 0.58; Control M = 4.08,
SD = 0.61, on a 5-point scale), implying a ceiling effect that mechanically constrains observ-
able change in threat appraisal. Third, the observed pattern replicates the consistent finding
in the PMT literature [1,2] that coping appraisal outperforms threat appraisal as a proximal
predictor of compliance—fear-based messaging, in particular, is insufficient where coping
resources remain underdeveloped. Taken together, the null indirect threat-appraisal path is
not a design anomaly but a theoretically expected pattern: Al-adaptive training appears to
bridge the knowledge-behaviour gap principally by building coping capacity rather than
by amplifying perceived threat.

Limits of mediation interpretation (added in revision). We interpret the mediation
results as evidence of plausible explanatory pathways rather than definitive causal proof.
While indirect effects via coping self-efficacy and PBC were statistically significant and
survived FDR correction, the quasi-experimental design does not permit the inference that
the BKT-driven adaptive mechanism itself caused the observed psychological changes.
Alternative explanations remain possible—for example, increased time-on-task, differential
engagement with adaptive content, novelty effects, or unmeasured differences in instructor
enthusiasm in the ILT arm could each contribute. The convergence of the four-method
triangulation, Rosenbaum I' = 2.1, and E-values > 3.4 collectively constrain the magnitude
of any such alternative explanation, but they do not eliminate it. Future randomised,
dismantling-style experiments will be required to isolate the causal contribution of the
BKT-driven adaptation layer itself.

Rosenbaum I' = 2.1 means that any unmeasured confounder would need to more than
double a participant’s odds of being assigned to the Al-adaptive condition to overturn the
observed effect. E-values > 3.4 mean that such a confounder would, in addition, need to
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be associated with the outcome by a risk ratio of at least 3.4. These bounds do not eliminate
hidden bias, but they make it implausible that small, ordinary, or trivial confounders alone
would suffice to explain the observed association.

These findings extend PMT beyond its traditional application in static “fear appeal”
communications [3,16] to a dynamic, adaptive context where the training system functions
as a continuous coping-appraisal enhancement mechanism. The BKT-driven adaptive
algorithm operationalises Bandura’s [21] concept of mastery experiences as the most potent
source of self-efficacy—now applied automatically and at scale to enterprise cybersecurity.

5.2. Methodological Implications: A Playbook for Extreme Baseline Imbalance

The analytical challenge confronted here—extreme baseline imbalances (d > 2.0) arising
from non-random departmental assignment—is far more common in real-world organi-
sational research than the literature acknowledges. Our four-method triangulation offers a
replicable template: (1) ANCOVA provides a rapid, model-transparent adjustment benchmark;
(2) PSM constructs a structurally balanced comparison by matching on observed propensity
(c-stat = 0.89, HL p = 0.51, n = 81 matched pairs); (3) DiD removes time-invariant unobserv-
ables by modelling within-unit change; (4) mixed-effects models accommodate both covariate
adjustment and departmental clustering (ICC department = 0.14, ICC organisation = 0.09).
Convergence of effect estimates (d = 0.66-0.89) across all four methods, plus Rosenbaum
bounds (I' = 2.1) and E-values (>3.4), provides robust multi-source triangulation.

5.3. Contextual Implications: Developing-Country Specificity and Boundary Conditions

Three contextual factors specific to the Yemeni setting likely shape the findings. First,
the exceptionally low baseline compliance rates in the control group (12.9% prior training)
mean that effect sizes may be larger than would be observed in populations with higher
baseline competency. Second, the offline-first architecture validated here is directly transfer-
able to analogous resource-constrained settings—public utilities, civil-society entities, and
NGOs in Sub-Saharan Africa, South Asia, and conflict-affected regions—where CSAT adop-
tion is lowest and cyber-incident risk is highest. Third, high power-distance culture [28]—in
which deference to authority figures is strong—may have inflated short-term compliance
in authority-delivered ILT workshops.

Generalisability caveats: findings should be extrapolated cautiously to high-income
populations with mature security cultures and large IT departments. The same adaptive
logic remains directly extensible to higher-maturity use cases: the BKT engine can adap-
tively coach administrators on least-privilege principles, track adherence to ISO 27001,
GDPR, HIPAA, or PCI DSS controls, reinforce secure-coding mastery, and shorten incident-
reporting latency.

Boundary conditions for transfer (added in revision). Three boundary conditions
are worth drawing out explicitly. First, the magnitude of “extreme baseline imbalance”
observed here (Cohen’s d > 2.0 on prior training and baseline knowledge) is partly a
product of the cross-organisational mix in Yemen: a large public utility, a private bank with
more mature security policies, and a humanitarian NGO. In high-income enterprises with
uniform onboarding training, baseline imbalances on these covariates may be substantially
smaller; conversely, in cross-sector partnerships or supply-chain training programmes that
bridge SMEs and large enterprises, imbalances may be comparable or greater. Second, the
coping-self-efficacy mediation pathway is expected to remain dominant across cultures
(it is well replicated in PMT meta-analyses [1]), but the magnitude of the PBC pathway is
plausibly moderated by national power-distance and by the formality of organisational
compliance regimes [28]. Third, in highly regulated industries (GDPR-bound EU finance,
HIPAA-bound US healthcare), the avoided-incident cost component will dominate the
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cost-benefit equation, raising the NPV figures reported here by an order of magnitude. We,
therefore, recommend that the present results be read as a lower-bound effect-size envelope
and as a transferable methodological template, rather than as a point-estimate forecast for
any specific high-income setting.

A fourth driver of the larger-than-benchmark effect sizes (d = 0.66-0.89 vs. the
meta-analytic benchmark d ~ 0.33) is plausibly contextual rather than methodologi-
cal. Baseline cybersecurity awareness in developing-country and conflict-affected work-
forces is systematically lower than in the predominantly OECD samples that populate the
Bada et al. [1] meta-analysis: in our control group, only 12.9% of employees had received
any prior structured cybersecurity training, compared with 60-80% in typical published
OECD samples. The mechanical consequence is a larger ceiling-of-improvement: the same
absolute knowledge gain translates into a larger standardised effect size because the base-
line is further from the ceiling. We, therefore, expect that effective Al-adaptive interventions
will continue to outperform the published benchmark in developing-country and capacity-
building contexts, but that the standardised effect envelope will compress toward the
d ~ 0.40-0.55 range as baseline awareness rises. The absolute risk-reduction value
(IT-verified incidents avoided, reportable breaches prevented) may nonetheless remain
operationally large because the per-incident financial cost is much higher in highly
regulated settings.

Cross-cultural information-security behaviour research suggests that high power-
distance environments [28] and highly formalised compliance regimes can amplify the
short-term behavioural impact of authority-delivered ILT while simultaneously dampening
the marginal contribution of perceived behavioural control (PBC) in the Al-adaptive condi-
tion; conversely, in low-power-distance settings with weaker formal compliance normes,
PBC tends to carry a larger share of the mediation pathway because voluntary, self-directed
protective behaviour is the dominant route to compliance. This moderation pattern is
consistent with Hofstede’s [28] cultural-dimensions framework and should be formally
tested in cross-national replication.

In organisations with mature security cultures and uniformly high baseline knowledge,
the Al-adaptive system’s standardised effect on knowledge and self-reported behaviour
may be smaller than the d = 0.66-0.89 envelope reported here, because of a ceiling-of-
improvement effect. However, the absolute reduction in high-cost incidents (e.g., reportable
breaches under GDPR or HIPAA) may remain substantial in monetary terms even when
standardised effect sizes compress, because the per-incident financial impact is much larger.
The portable contribution of this study is, therefore, the four-method analytical framework
and the BKT—PMT/TPB design logic, rather than the specific effect-size magnitudes, both
of which can be replicated directly in higher-maturity contexts.

5.4. Economic Implications

The intervention proved cost-effective: platform licensing cost approximately USD
90/user/year; combined with administrator time (USD 2500/year) and one-time content cus-
tomisation (USD 3200), the total annual cost was approximately USD 11,160 per organisation.
Estimated annual savings from avoided incidents (USD 2400/incident x 11 avoided events)
totalled ~USD 26,400 plus productivity recovery (~USD 8600), yielding net annual savings of
approximately USD 35,000/ organisation, a break-even period of 3.75 months, and a 5-year
NPV (10% discount rate) of ~USD 185,000. As an illustrative high-income, highly regulated
scenario, an EU financial institution exposed to potential GDPR penalties could realistically
see annual avoided-cost benefits exceeding ten times the figure reported here.
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5.5. Ethical Considerations

Al learning analytics systems necessarily collect granular data on individual employee
performance trajectories. In this deployment, all data were pseudonymised at collection,
stored on organisation-local servers, and accessible only to the research team and IT auditors
under a data-sharing agreement. Organisations should establish clear data-governance
policies and algorithmic audit procedures to prevent performance data from being used in
disciplinary processes. BKT algorithmic bias was assessed via cross-validated next-step
AUC comparison; no significant differences were found across gender (male: AUC = 0.79;
female: AUC = 0.77; p = 0.41) or organisation. These checks are explicitly insufficient for
comprehensive fairness claims; a multi-dimensional fairness audit is detailed as a concrete
next step in Section 5.7.

5.6. Limitations

Ten limitations constrain interpretation. First, the 12-week follow-up is insufficient
to assess sustained behaviour change; meta-analytic evidence suggests knowledge decay
begins within 3-6 months without reinforcement [1]. A 12-month follow-up study is
underway. Second, three organisations (N = 187) limit organisational diversity. Third,
one of the behavioural outcomes—SeBIS behavioural intentions—is self-reported. Fourth,
despite four-method triangulation, unmeasured organisational factors may still confound
estimates. Fifth, the BKT model employed does not include a forgetting parameter. Sixth,
BKT was applied to each skill independently. Seventh, exploratory subgroup analyses were
not formally pre-registered. Eighth, generalisability beyond the three Yemeni organisations
is uncertain. Ninth, full algorithmic-fairness auditing was preliminary. Tenth, qualitative
employee-experience data were not collected.

Additional note on external validity for extreme novices (added in revision). The PSM
exclusion of 25 extreme-baseline participants (~10.7%) further constrains generalisation
to completely inexperienced novices: while the IPTW and widened-caliper sensitivity
analyses demonstrate that the directional effects are preserved when these cases are reinte-
grated, our primary effect-size estimates from the 81 matched pairs should be interpreted as
generalising most cleanly to the common-support population (i.e., learners whose baseline
covariate profiles plausibly overlap with the opposite-condition group). Effect sizes for
extreme novices, who comprised the bulk of the excluded sample, may be larger in magni-
tude given a stronger ceiling-of-improvement, but estimating those magnitudes precisely
will require targeted recruitment of extreme-novice cohorts in future replications.

Residual reporting-bias caveat. Even with the four reporting-bias safeguards docu-
mented in Section 3.4.2, helpdesk-based incident counts retain some residual exposure to
differential report-frequency between arms; full elimination of this risk would require a
future deployment with sensor-level (rather than helpdesk-level) incident detection.

Because completely inexperienced novices started from systematically lower baseline
knowledge and lower technical literacy, they are likely to show larger absolute knowledge
gains but also higher response variability per unit of training time. We, therefore, rec-
ommend that future replications either oversample this stratum, pre-register a dedicated
extreme-novice analytical block, or apply stratified PSM that explicitly reserves a balanced
extreme-novice cell rather than dropping it via caliper exclusion.

5.7. Future Research Directions

Future research should prioritise: (1) longitudinal follow-up studies (12-24 months)
testing maintenance of gains and incorporating decay-aware BKT variants with explicit for-
getting parameters [18,20]; (2) cross-cultural replication examining whether power distance,
organisational security culture, digital literacy, and national cybersecurity maturity moder-
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ate effect stability; (3) head-to-head comparisons of BKT, DKT, and IRT under a common
benchmark protocol implementable on top of open-source libraries such as pyBKT [12];
(4) hybrid architectures coupling an interpretable BKT decision layer with generative-Al
content generation for role-specific micro-learning; (5) multi-dimensional algorithmic-
fairness audits using differential predictive accuracy, equal opportunity, demographic
parity, and predictive parity, paired with subgroup-level analysis of BKT parameter be-
haviour and qualitative interviews capturing culturally specific notions of equitable impact;
(6) Monte Carlo and scenario-based sensitivity modelling of cost-benefit estimates across
regulatory regimes (GDPR, HIPAA, PCI DSS).

Clarification on long-term retention (added in revision). Among the priorities listed
above, item (1)—longitudinal follow-up studies (12—24 months) with decay-aware BKT
variants and continuous-adaptation strategies (e.g., periodic micro-refreshers triggered
by decay-aware re-estimation of P(L))—is the most immediately actionable and is rec-
ommended as the first-priority next study. The objective is to determine whether the
coping-self-efficacy gains observed here are durable beyond the 12-week window and how
often re-engagement is required to keep phishing click-rates and IT-verified incident counts
at their post-intervention levels.

A pragmatic follow-up design that would directly test the durability of the present
effects is: re-measurement at Months 6, 12, 18, and 24, retaining the same Al-Adaptive
and Control cohorts plus a third, late-onset arm receiving the Al-Adaptive intervention
beginning at Month 6. Repeated measures would include coping self-efficacy and PBC
(continuous Likert), IT-verified Tier 2-3 incident logs (rolling 90-day windows), and blinded
phishing-simulation click-rates at each measurement point. A decay-aware BKT extension
(introducing a forgetting parameter P(F)) would trigger personalised micro-refresher mod-
ules whenever the decayed posterior P(L) fell below the original adaptive threshold, with
the refresher schedule itself becoming a primary outcome (refreshers required per learner
per quarter to maintain compliance).

6. Conclusions

This study provides robust, theoretically grounded, and practically significant evi-
dence that Al-adaptive cybersecurity training outperforms traditional ILT on every pri-
mary outcome evaluated. The consensus effect sizes (d = 0.66-0.89), verified across four
complementary causal-inference methods, exceed the meta-analytic benchmark for se-
curity awareness training by a factor of two to three, and the objective institutional
outcomes—48.9% reduction in IT-verified security incidents (IRR = 0.51 [0.38, 0.68]) and
75% reduction in phishing click-rates (x%(1) = 8.74, p = 0.003)—demonstrate that theoretical
gains translate into measurable operational risk reduction.

Three principal contributions emerge. First, this study provides, to our knowl-
edge, the first theory-driven empirical test of PMT/TPB constructs as mediators of Al-
adaptive training effects, demonstrating that coping self-efficacy and PBC—not threat
appraisal—are the active psychological mechanisms (combined mediation: 66.4% of total
effect). This insight redirects training design away from fear-based messaging toward
efficacy-building, personalised mastery experiences. Second, the four-method triangulation
protocol (ANCOVA, PSM, DiD, mixed-effects), with full statistical diagnostics (c-stat = 0.89;
HL p = 0.51; parallel trends 3 = 0.42, p = 0.64; Rosenbaum I' = 2.1; E-values > 3.4), pro-
vides a validated analytical playbook for the highly common situation of field evaluation
with extreme baseline imbalances. Third, the validated offline-first platform, tested in a
conflict-affected, resource-constrained context, establishes a replicable technological model
for global cybersecurity capacity building in underserved environments.

https://doi.org/10.3390/info17070682


https://doi.org/10.3390/info17070682

Information 2026, 17, 682

27 of 32

Methodological diagnostics—what each one confirms (added in revision). The four-
method triangulation is accompanied by full statistical diagnostics that, taken together,
justify confidence in the result: c-statistic = 0.89 indicates good PSM discrimination; Hosmer-
Lemeshow p = 0.51 indicates no evidence of propensity-score model mis-fit; the parallel-
trends 3 = 0.42, p = 0.64 confirms that the central DiD assumption is satisfied; Rosenbaum
I' = 2.1 implies that any unmeasured confounder would need to more than double the odds
of treatment assignment to overturn the result and E-values > 3.4 quantify the minimum
strength such a confounder would need to explain the effect away. Sustained behaviour
change in cybersecurity is itself a long-horizon problem; we, therefore, stress that the
priority next step is a 12-24-month follow-up evaluation with decay-aware knowledge
tracing and continuous adaptive refreshers.

Taken together, these findings reposition Al-adaptive CSAT from a marginal enhance-
ment of awareness toward a measurable lever for organisational risk reduction, and the
PMT/TPB-mediated pathways provide a theoretical explanation of why—moving beyond
“black-box” observations of adaptive system performance to actionable insights for future
training design.
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Appendix A. Analytical Framework—Full Model Specifications
Appendix A.1. ANCOVA Specification

Y_post = 30 + B1-Group + 2-Y_pre + 33-Age + [4-Female + (35-Education +
B6-PriorTraining + (7-TechLiteracy + (38-OrgB + 39-OrgC + e. Heteroskedasticity-
consistent HC3 standard errors. Effect sizes: partial n? converted to Cohen’s d using

d =2/Mm2/(1 — ).

Appendix A.2. Propensity Score Matching (PSM) Specification

PS model (logistic regression): P(Group = 1) = logit(30 + f1-Age + (32-Female +
33-Education + 34-PriorTraining + (35-TechLiteracy + 36-KnowledgePre + 37-CompliancePre
+ 38:OrgB + 39-OrgC). c-statistic = 0.89; Hosmer-Lemeshow X2(8) = 7.24, p = 0.51. Nearest-
neighbour 1:1 matching; caliper = 0.20 SD logit PS [24]. N = 81 matched pairs; 25 cases
excluded (AI: 13, Control: 12) due to non-overlap. Post-match SMDs < 0.10 on all nine covari-
ates (Table 2). Rosenbaum sensitivity: I = 2.1. These excluded cases occupied the tails of the
estimated propensity-score distribution, and therefore, represent participants with atypical
covariate combinations relative to the opposite group; accordingly, matched estimates gener-
alise most directly to the common-support population rather than to extreme baseline profiles.
Because the archived manuscript materials retained only aggregate counts for non-overlap
exclusions, we report exclusion totals transparently here but do not fabricate a separate de-
mographic table for the excluded cases; reproducing that table would require re-tabulation
from the raw participant-level dataset. The foundational propensity-score framework was
introduced by Rosenbaum and Rubin [27].

Appendix A.3. Difference-in-Differences (DiD) Specification

Y_it= a + B1-Group_i + p2-Post_t + B3-(Group_i x Post_t) + y'X_i + u_i + e_it. X_i
comprised age, sex, education, prior cyber training, technical literacy, and organisation
indicators. Standard errors clustered by department (n = 18 departments). Pre-trend test
(Group x WeekLinear in Weeks —4 to —1): 3 = 0.42, SE = 0.89, p = 0.64 (knowledge);
3 =0.31, SE =0.71, p = 0.66 (incidents). Both non-significant — parallel trends confirmed.

Appendix A.4. Mixed-Effects Specification

In R (Ime4): continuous outcomes were estimated as LMMs, Y_it ~ Group x Time +
X_i+ (11 DeptID) + (110rgID), using REML. Incident counts used Poisson GLMMs with
a log link; phishing-click outcomes used binomial GLMMs with a logit link. Time =0, 6,
12 weeks. Treatment effect = Group x Timel2 interaction. ICC department = 0.14; ICC
organisation = 0.09.

Appendix A.5. E-Values

E-values for ANCOVA estimates: Knowledge = 4.2; Behavioural Intentions = 3.8;
Policy Compliance = 3.9; Security Incidents = 3.4; Phishing = 3.6. All exceed the Rosenbaum
bound (T =2.1).

Appendix B. BKT Model—Technical Specification and Validation
Appendix B.1. Parameter Definitions

P(L0) = prior probability of initial mastery; P(T) = transition probability (unmastered
— mastered per practice opportunity); P(G) = guess probability; P(S) = slip probability.
Parameters were estimated via the EM algorithm for each skill domain, with bounded starting
values (P(L0): 0.01-0.99; P(T): 0.001-0.50; P(G): 0.01-0.40; P(S): 0.001-0.20) and convergence
checks based on a log-likelihood change threshold of <1 x 10~* or a maximum of 500 iterations.
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Each of the 10 cybersecurity concepts was modelled as a distinct skill with its own parameter
set; the deployed model did not impose hierarchical prerequisite links across skills. Mastery
was declared when P(L_t) > 0.95 on two consecutive assessments. Aggregate parameter
estimates were P(L0) = 0.20 &£ 0.05, P(T) = 0.28 & 0.04, P(G) = 0.22 £ 0.03, P(S) = 0.09 & 0.02.
The ZPD band (0.40-0.80) was used as an operational intermediate-mastery practice zone.

Table Al. BKT parameter estimates by skill domain (EM algorithm; 5-fold CV AUC).

Skill Domain P(L0) P(T) P(G) P(S) CV AUC N Practice Obs.
1. Phishing Recognition 0.18 0.28 0.22 0.08 0.79 847

2. Password Security and MFA 0.22 0.31 0.19 0.07 0.81 752

3. Social Engineering 0.14 0.24 0.25 0.10 0.76 634

4. Malware and Ransomware 0.20 0.26 0.21 0.09 0.78 698

5. Secure Email Practices 0.25 0.33 0.18 0.06 0.82 581

6. Data Handling 0.16 0.22 0.24 0.11 0.74 612

7. Physical Security 0.29 0.35 0.20 0.07 0.80 523

8. Incident Reporting 0.19 0.27 0.23 0.09 0.77 559

9. Remote Work Security 0.23 0.30 0.21 0.08 0.79 487
10. Policy Compliance 0.17 0.25 0.26 0.10 0.76 614
Aggregate (Mean + SD) 0.20 £ 0.05 0.28 £ 0.04 0.22 +£0.03 0.09 £ 0.02 0.78 £ 0.03 6307 total

Adaptation Logic Pseudocode

For each scored opportunity, update the posterior mastery state for the current skill;
if P(L_t) > 0.95 on two consecutive assessments, mark the skill as mastered and schedule
a parallel-item re-check in 7 days; else if P(L_t) < 0.50, prioritise a self-efficacy scaffold
(hint — worked example — recovery drill — positive feedback linked to a controllable
action); else if 0.40 < P(L_t) < 0.80, continue ZPD practice with scaffolded but progressively
harder items; if P(L_t) > 0.70, attach a brief threat-salience vignette to reinforce consequence
awareness; if P(S) is persistently elevated for the skill, prioritise attention-to-detail refreshers
and slower review items; if P(G) is elevated, present misconception-correction feedback
and an explicit rule-recall prompt before progression.

Appendix B.2. Predictive Validity and Fairness

Five-fold cross-validated next-step AUC = 0.78 (SD = 0.03; range 0.74-0.82). Pearson
r between P(L) at Week 6 and Week 12 assessment score = 0.67 (p < 0.001). Logistic
regression baseline AUC = 0.71; AAUC = 0.07 (p = 0.014)—BKT significantly outperforms
baseline. Subgroup next-step AUCs: male (n = 112) = 0.79; female (n = 75) = 0.77 (p = 0.41).
Organisation subgroup AUCs: Org A = 0.79; Org B = 0.78; Org C = 0.77 (all non-significant).

Appendix C. Psychometric Properties of All Measurement Scales

Table A2. Psychometric properties: reliability, validity, and measurement invariance.

Invariance

Scale (Items) Cronbach « CFI RMSEA (ACF/ARMSEA) Source

Knowledge Test (40 items) 0.87;r=0.81 N/A N/A N/A Study-developed

SeBIS: Behavioural Intentions (15) 0.82 0.96 0.047 0.006/0.009 v [21]

Policy Compliance Index (12) 0.84 0.95 0.052 0.007/0.011 v Study-adapted

PMT: Threat Severity (4) 0.81 0.98 0.038 0.004/0.007 v [2]

PMT: Vulnerability (4) 0.79 0.97 0.043 0.005/0.008 v/ [2]

PMT: Self-Efficacy (4) 0.85 0.98 0.036 0.004/0.006 v [2]

PMT: Response Efficacy (4) 0.83 0.97 0.041 0.005/0.007 v [2]
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Invariance
Scale (Items) Cronbach « CFI RMSEA (ACF/ARMSEA) Source
TPB: Attitude (3) 0.80 0.99 0.031 0.003/0.005 v/ [5]
TPB: Subjective Norms (3) 0.78 0.98 0.038 0.004/0.006 v/ [5]
TPB: PBC (3) 0.82 0.99 0.029 0.003/0.005 v/ [5]
Note N/A =not applicable; v/ = present/satisfied.
Appendix D. Security Incident Classification Framework
Table A3. Security incident tier classification system.
Tier Definition Examples Attribution Criteria Primary Analysis?

Unlocked workstation > 5
min; improper disposal of
printed sensitive document

Low-risk policy
oversight without
compromise

Tier 1 (Minor)

Single auditor against

local policy checklist Sensitivity only

Potentially exploitable Credential reuse;

Two blinded auditors;

Tier 2 (Moderate) human-error event; suspicious-link click; _ . 1 YES
limited exposure unauthorised USB use k= 0.84; NIST-aligned
Confirmed compromise Cg;“:jj‘;i?g;i‘g}éd Two auditors +
Tier 3 (Serious) P P ! security-manager YES

or reportable breach malware; reportable

data exposure

escalation review

Appendix E. Cost-Benefit Analysis

Table A4. Annual cost-benefit breakdown per organisation (Yemen public-sector context).

Item Al-Adaptive Traditional ILT Net Difference
Platform licensing/year USD 8500 (~USD 90/ user) UsD 0 —USD 8500
Administrator time (0.1 FTE) USD 2500 USD 1200 —USD 1300
Instructor/facilitator costs UsD 0 USD 9600 (12 x USD 800) +USD 9600
Content customisation (one-time) USD 3200 (Yr 1) UsD 800 —USD 2400 (Yr 1)
Avoided incident remediation savings ~ USD 26,400 (11 x USD 2400) USDO0 +USD 26,400
Productivity recovery savings USD 8600 UsD 0 +USD 8600
Net annual savings (after Yr 1) — — ~USD 35,000/ yr
Break-even period — — ~3.75 months
5-year NPV (10% discount rate) — — ~USD 185,000

Appendix F. Literature Gap Analysis Summary

Table A5. Literature gap analysis summary.

Dimension Gap in Prior Literature How This Study Addresses the Gap
No formal PMT/TPB integration within adaptive First theory-driven empirical test of PMT/TPB
Theory decision logic; recent work largely mediation within an Al-adaptive CSAT system;

prototype-oriented or review-based 66.4% mediated by coping self-efficacy + PBC
. BKT well established in education; theory-driven 4—parameter BKT with .ZPD heuristic on
Algorithm/BKT cvbersecurity application limited cybersecurity micro-learning; CV AUC = 0.78;
y Y app AAUC vs. logistic = 0.07, p = 0.014

IT-verified Tier 2-3 incidents (k = 0.84); blinded

Outcomes Simulated /self-reported; no IT-verified incident data phishing simulations; Kaplan-Meier

time-to-competency
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Table A5. Cont.

Dimension Gap in Prior Literature How This Study Addresses the Gap
Methodology Single-method evaluation§; no causal identification 4-method triangulation; parallel trends p = 0.64;
for d > 2.0 imbalance Rosenbaum I' = 2.1; E-values > 3.4; FDR correction
No studies in Yemen/comparable conflict- 3 Yemeni organisations; offline-first architecture;
Context affected contexts Arabic cultural adaptation
Benchmarking No comparison to meta-analytic benchmarks Exp hggﬁg?gleigg_oci;ggg E;{l-]\;:& r;sslstent
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