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Abstract

Cyber-physical power systems (CPPSs) are a crucial component of smart grids, integrating
physical power systems with advanced information and communication technologies to
achieve efficient, reliable, and intelligent energy management and control. However, with
the widespread deployment of information technology, CPPSs face increasingly severe
security threats and privacy protection challenges, such as data leakage, identity forgery,
and impersonation, which can compromise the secure and stable operation of CPPSs. To
counter these threats and protect privacy, cryptographic technique is developed to provide
fundamental and powerful tools, supporting secure authentication, data integrity checking,
privacy preservation, and trusted communication between connected devices in CPPSs.
We systematically review the research progress on security authentication and privacy
protection in CPPSs from a cryptographic perspective. Our survey analyzes the major
security threats faced by CPPSs, along with the impact of various attacks on system data. We
explore mainstream cryptographic algorithms, including digital signatures, key agreement
protocols, signcryption authentication, homomorphic encryption, and blockchain-based
security mechanisms that are capable of resisting cyber attacks and ensuring reliable
decision-making and control in CPPSs. This work also provides the trends and challenges
regarding the intersection of cryptography and networked control, blockchain scalability,
and convergence of cryptography and artificial intelligence in CPPSs.

Keywords: cyber-physical power systems; cryptography; security authentication; privacy
preservation

1. Introduction

Power system, as a critical national infrastructure, is not only related to national
economic security but is also closely connected to the livelihoods and social stability of
people. The accelerated application of next-generation information and communication
technologies in traditional power systems is driving the transition of conventional power
systems into cyber-physical power systems (CPPSs) [1,2]. This deep integration of physical
power grids with the information space enhances the observability and controllability
of the power systems, improving their economic efficiency and reliability [3]. With the
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widespread application of emerging digital technologies like 5G, artificial intelligence,
and big data, CPPSs enable the sharing and collaborative operation of massive data across
the source-network-load-storage sections. This has led to the continuous emergence of new
business scenarios within the system, which has made the security boundary of power grids
increasingly blurred. As the security boundary of CPPSs continues to expand and extend,
in addition to the physical security issues caused by traditional component and equipment
failures, the increasing penetration of communication networks into CPPSs has made
the system structure more complex and its operational environment more open. CPPSs
are highly vulnerable to cybersecurity risks (for example, impersonation, manipulation,
and eavesdropping attacks) that originate in information systems [4,5].

In the face of huge economic benefits and low attack costs, malicious adversaries
exploit the security vulnerabilities present in CPPSs to launch attacks, mainly destroying
power data confidentiality, authenticity, integrity, and privacy. These security attributes
manifest critically in real-world power operations.

¢ Confidentiality ensures that data is accessible only to authorized entities and pro-
tected from unauthorized interception, disclosure, or eavesdropping. Breaches of
confidentiality, such as eavesdropping on communication links, infiltrating databases
to steal grid topology, real-time load/generation statistics, can expose system vul-
nerabilities, which enables complex follow-up attacks, or provides unfair market
advantages to adversaries.

*  Authenticity ensures that data sources (e.g., sensor readings, control commands, user
consumption reports) are genuine and authorized. Attacks compromising authentic-
ity, like spoofing legitimate devices or injecting false data, can lead to catastrophic
operational decisions based on fabricated states.

¢ Integrity guarantees that data remains unaltered during transmission or storage. Tam-
pering with critical operational data (e.g., altering line flow measurements, modifying
generator setpoints, or falsifying market bids) can directly destabilize the grid or cause
economic losses.

*  Privacy focuses on the association between data and identifiable individuals or enti-
ties. Identity privacy prevents the linkage of specific data points (e.g., energy usage
patterns) to residential users, industrial facilities, or personnel. Unauthorized linkage
can reveal personal habits, business activities, or operational schedules. Note that
anonymized operational data not linked to any identity falls under confidentiality;,
not privacy. When privacy is violated, attackers may profile users, conduct social
engineering, or target key personnel, further undermining the overall security posture.

These security features are interrelated and work together to maintain data security.
When these security features are compromised, the deep integration of power grids and
information networks allows the impact of attacks to easily penetrate the power system
itself, compromising its safe and stable operation, and potentially triggering major secu-
rity incidents [6]. For example, in 2019, the core computer systems of Venezuela’s Guri
Hydroelectric power plant and its connected control hub in the capital suffered malicious
cyber attacks. This resulted in power outages across 21 out of 23 states, affecting over 90%
of administrative regions, including the capital, Caracas. Nearly 30 million people were
impacted, causing severe repercussions for the country’s economy, society, and politics.

In the face of cyber threats, traditional passive defense methods, such as intrusion
detection and vulnerability patching, can no longer meet the security protection require-
ments of CPPSs. Active defense approaches capable of early detection and prediction of
attacks are emerging as a critical solution. Recent reviews on intelligent detection tech-
niques have systematically examined coordinated attack behaviors and cascaded failure
patterns [7], providing a systematic framework for post-attack detection [8]. Proactive
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detection methods have been developed to identify pre-attack anomalies and issue early
warnings before full-scale attacks occur, with experimental validations demonstrating high
detection accuracy and practical lead times [9,10]. Unlike detection-based approaches that
primarily identify anomalies after or during the early stages of an attack, cryptographic
methods provide intrinsic security protection for data itself through encryption and au-
thentication mechanisms, safeguarding confidentiality, integrity, and authenticity from the
source, and thus represent a more fundamental proactive defense strategy. Cryptography-
based security authentication and privacy preservation, as an effective method of active
defense, has attracted widespread attention from scholars worldwide. This approach fo-
cuses on identity-based security, assigning logical identities to devices/users in network
communications, and performing authentication, authorization, and encryption for all
access requests. It can effectively resist cyber attacks and protect privacy [11]. Therefore,
research on cryptography-based secure identity authentication and privacy-preserving
methods for power equipment to improve system security from the source of device access
is of great significance.

CPPS data security and privacy preservation approaches have been intensively pre-
sented in the past decade, and review papers on these methods are summarized in Table 1.
Nevertheless, most of these review papers [12-17] focus on a single aspect of security au-
thentication and privacy preservation. Featuring verifiable theoretical security and flexible
privacy computing functions, cryptography is widely studied and deployed to defend
CPPS data transmission against eavesdropping, tampering and identity forgery threats.
Thus, it is necessary to perform an in-depth analysis by considering all aspects of data
confidentiality, authenticity, integrity, and privacy of data of the CPPSs under cyber attacks.

Table 1. A review of the published literature related to security authentication and privacy preserva-
tion.

References Topics Contents

Analysis of authentication of smart grid
focusing on authenticity and integrity
Analysis of authentication and key
agreement of smart grid aiming at
authenticity and integrity
Analysis of post-quantum cryptographic

[14] authentication of smart grid to
guarantee authenticity and integrity

[12]

[13] Security authentication

Analysis of differential privacy
method to protect data privacy
Analysis of differential privacy method
[16] Privacy preservation and its application to protect smart
grids’ privacy
Analysis of aggregation method
to protect privacy of smart meters

[15]

[17]

Analysis of cryptography-based security
and privacy in CPPSs covering confidentiality
authenticity integrity and privacy

Security authentication

Ours . .
and Privacy preservation

By observing the research gap in existing literature reviews, this paper offers the
following contributions:

(1) This paper provides an analysis of cyber attacks in CPPS networks and an impact
analysis of system data under cyber attacks, including data authenticity, integrity,
and privacy.
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(2) This paper surveys cryptography-based security authentication approaches in single
domain and among multidomains of CPPSs, focusing on the security aspects of data
authenticity and integrity.

(3) This paper compares cryptography-based privacy-preserving methods for CPPSs,
focused on data privacy.

(4) This paper discusses the research trends towards security authentication and preser-
vation of CPPS privacy.

In this survey, we systematically review the state-of-the-art countermeasures for
CPPS data security from the perspectives of four fundamental attributes: confidentiality,
authenticity, integrity, and privacy. The structure of the rest of this paper is as follows.
In Section 2, we introduce the security risk analysis of CPPS networks and the impact
analyses of CPPS data under cyber attacks. Section 3 discusses cryptography-based security
authentication methods, and Section 4 examines preservation of privacy from the point view
of cryptography. Section 5 lays out the challenge issues. Finally, we draw our conclusions
in Section 6. The key points of our survey are shown in Figure 1.

Cryptography-based
security authentication and privacy preservation
of cyber-physical power systems

Impact of cyber attacks on CPPSs (Section IT)
Q Security risk analyses of CPPS cyber networks
QO Impact analyses of CPPS data under cyber attacks

Cryptography-based privacy
preservation of CPPSs (Section IV)
0O Data desensitization

Q Differential privacy

O Homomorphic encryption

QO Trusted computing platform

QO Secure multi-party computing
QO Federated learning

Cryptography-based security

authentication of CPPSs (Section III)

QO Security authentication in a single
domain of CPPSs

QO Cross-domain security
authentication among multiple
domains of CPPSs

Challenge issues (Section V)

QO Information security interaction of CPPSs under 5G
communication

Q Scalability of blockchain in CPPSs

O Convergence of cryptography and artificial intelligence

Figure 1. A taxonomy of key points of our survey on security authentication and privacy preservation
for CPPSs.

2. Impact of Cyber Attacks on CPPSs
2.1. Cyber Attack Analyses in CPPSs

The control layer of CPPSs implements automatic control functions such as load fre-
quency control, voltage control, and economic dispatch. It executes control commands from
the monitoring center by implementing corresponding control strategies (e.g., adjusting
generator power outputs). This layer processes massive volumes of sensitive data, includ-
ing grid topology, power load data, equipment status information, and operational index.
Once these data are subjected to malicious attacks, this can lead to severe consequences
such as operational instability, decision-making errors, and market disruption in CPPSs [18].
Common data attacks include false data injection attack, data replay attack, and man-in-the
middle attack.
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2.1.1. False Data Injection Attack

It represents an emerging threat vector, particularly targeting the deeply coupled
cyber-physical nature of CPPSs [19]. By maliciously tampering with sensor measurements
at the acquisition end and state estimation results at the control end, false data injection
attacks destroy data integrity, causing physical system’s operational state or erroneous
control actions. Driven by advances in digital technology and evolving user demands,
these systems exhibit characteristics of high complexity, extreme decentralization, and mas-
sive device data [20]. This creates a significantly larger potential attack surface for false
data injection attack. False data injection attacks can inject false renewable generation
outputs, electricity demands, or dispatch commands among specific nodes in the power
system. This malicious data injection disrupts the stable grid integration and operation of
renewable energy.

2.1.2. Data Replay Attack

In CPPSs, data replay attacks constitute a significant way of data forgery attack [21].
Attackers intercept and capture data packets, subsequently retransmitting previously re-
ceived monitoring data to the target host. This aims to deceive the system, primarily
undermining the data authenticity. With the integration of high-speed wireless commu-
nication technologies like 4G and 5G into CPPSs, the vast volumes of data generated by
digital transformation become increasingly vulnerable to data replay attacks. Once an
attacker successfully initiates a data replay attack and bypasses the authentication system,
they could disrupt the operational state of the physical power infrastructure by repeatedly
transmitting the same control commands [22]. Alternatively, by retransmitting sensed
measurement data from the terminal side, they could prevent the dispatch and control
master station from accurately assessing the normal operating state of the physical power
system, ultimately compromising power system stability.

2.1.3. Man-in-the-Middle Attack

It constitutes an indirect intrusion strategy where an attacker covertly positions them-
selves within the network connection between two or more communicating terminals [23].
This enables the interception, eavesdropping, and potential tampering with data traversing
the channel, compromising the confidentiality, authenticity, integrity, and privacy of data.
Distinct from other cyber attack methodologies, man-in-the-middle attacks can decode com-
munication protocols to disguise the attacked device, resulting in significantly enhanced
stealth and greater difficulty in detection.

In CPPSs, attackers exploiting man-in-the-middle attacks can perform identity spoof-
ing or certificate forgery. This allows them to impersonate legitimate nodes in the power
grid. By intercepting communications and subsequently injecting false critical information
towards other nodes, attackers can disrupt the normal operation of the power system. This
interference will lead to severe consequences such as supply-demand imbalance, market
disorder, and equipment damage.

2.2. Security Risk Analyses of CPPS Cyber Networks

As an important part of the power system, the cyber security risks of CPPSs should not
be ignored. CPPSs mainly use public wireless networks, 230 MHz private wireless networks,
private fiber optic networks, power carriers, RS-485 bus and other communication modes
to interact, which brings convenience and also introduces potential security risks. Due to
the vulnerability of communication protocols or physical damage, open CPPSs are exposed
to security threats such as data leakage, tampering, denial of service, etc., which may
even lead to power system paralysis in severe cases. Table 2 provides a detailed analysis

https://doi.org/10.3390/info17070713


https://doi.org/10.3390/info17070713

Information 2026, 17, 713 6 of 24

of the main security risks faced by CPPSs. It shows that the continuous expansion of
communication networks within CPPS has led to increasingly complex system architectures
and progressively open operating environments, rendering them highly vulnerable to cyber
security risks from information systems, and further impacting power data.

Table 2. Security risk analyses of CPPS cyber networks.

E:(:z:;umcatlon Cyber Security Risks
(1) The public wireless network itself: It adopts TCP/IP with inherent IP network vulnerabilities,
Public vulnerable to DoS attacks and virus infections.
wireless (2) Extranet: It threatens power collection/control terminals and intranet preamplifiers. DDoS attacks,
network data theft and false control injection may occur; extranet viruses cause communication blockage.
(3) Intranet: Internal users may threaten wireless collection/control terminals.
DDoS and viruses on intranet-extranet links lead to link blockage.
(1) Channel defects: It is an open transparent network and highly vulnerable to cyber attacks.
230 MHz (2) Identity forgery: No identity authentication mechanism exists, the system faces identity forgery risks.
rivate (3) Information eavesdropping: Due to channel defects, attackers build illegal stations to fully eavesdrop
Svireless transmission data for subsequent attacks.
network (4) Replay Attack: In the absence of security measures in the current 230 MHz private wireless network,
intercepted messages can be retransmitted at any time with no time limit.
(5) Information tampering: It is a broadcast network, which may suffer from information tampering.
Private . . . . - .
fiber optic It owns high security attributes against malicious attacks. Compared with other channels,
ne twofk private fiber optics hold prominent security advantages.
Power . . . . . . . .
carrier Using power lines as channels, it faces risks of data interception, tampering and deletion.
RS485 bus There may be security risks during R5485 channel data transmission, including defects in the channel

itself, channel corruption, illegal access, data tampering, interception, and deletion.

2.3. Impact Analyses of CPPS Data Under Cyber Attacks

CPPSs span multiple stages, including power generation, transmission, distribution,
and consumption, as shown in Figure 2, each stage relying heavily on a large number of
sensors, actuators, and communication modules. Furthermore, CPPSs are highly suscep-
tible to multilayer (i.e., power, network, and control layers), multipoint (i.e., devices or
nodes in power generation, transmission, distribution, and consumption), and multistyle
(e.g., tampering, impersonation, eavesdropping, and man-in-the-middle) cyber attacks
due to their complex multi-layer structure and open communication networks [24], which
disrupts data transmission and control commands.

In the power generation stage, adversaries can manipulate control data from local
excitation or speed regulation devices, causing deviations from stable operating conditions.
More severe consequences arise when wide-area control systems are targeted, such as by
altering collected data or forging control commands. These attacks can disrupt economic
dispatch [25], load frequency control, and overall optimality of the system, potentially
leading to instability. In the transmission stage, due to the critical role of supervisory control
and data acquisition/energy management system and wide area measurement system,
malicious adversaries can manipulate equipment statuses or transmit false measurement
data, mislead power flow dispatch, impair equipment protection functions, or even trigger
large-scale faults. The distribution stage is equally vulnerable; for example, advanced
metering infrastructure can be attacked and communication modules in distributed energy
systems and distribution management systems are often subjected to data manipulation,
impersonation, and man-in-the-middle attacks that can undermine the stability of renew-
able energy integration and the reliability of scheduling. Finally, in the consumption stage,
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as the terminal part of the system, home area networks face risks such as a modified
real-time electricity price and stolen user privacy data, directly threatening the accuracy of
electricity metering and user financial interests. Therefore, the openness and complexity of
CPPSs make them prime targets for attackers, destroying data essential security properties,
such as confidentiality, authenticity, integrity, and privacy.
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Figure 2. Attack scenarios in CPPSs.

When data is attacked, i.e., authenticity, integrity, or privacy is destroyed, the deep
integration of the power and network layers exacerbates the propagation of attack impacts,
resulting in system-wide consequences and further posing severe threats to the safe and
stable operation of CPPSs. Cyber attacks essentially destroy core security properties of
data, including confidentiality, authenticity, integrity and privacy. When corrupted data
participates in the calculation, analysis and decision-making processes of the system,
the stable operation of the system will ultimately be affected. For example, when data
authenticity is questioned, decision-making processes that depend on such data become
unreliable. Compromised data integrity can lead to altered key parameters, such as voltage
or current, which undermine the stability of the system. In addition, loss of data privacy
exposes sensitive information, leading to economic losses and social challenges. Therefore,
it is critical to strengthen security protections at all stages.

Cryptography-based security authentication and privacy preservation methods, cen-
tered on identity identification, assign logical identities to devices/users in network com-
munications. These methods authenticate, authorize, and encrypt all access requests,
serving as an active defense against cyber attacks. They can effectively safeguard data
security and privacy against cyber attacks, gaining widespread attention from scholars
both domestically and internationally. In the following, we outline the cryptography-based
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security authentication and privacy preservation approaches of CPPSs in Section 3 and
Section 4, respectively.

3. Cryptography-Based Security Authentication of CPPSs

Cryptography is a discipline that studies the secure transmission of information, inte-
grating knowledge from mathematics, computer science, and electronic communications,
among other fields. In contemporary times, cryptography extends beyond mere data
encryption and decryption. It is widely applied for authentication in various scenarios such
as industrial internet of things, smart cities, and finance, providing essential information
security, including confidentiality, authenticity, integrity, and privacy. In this section, we
focus on the authenticity and integrity of data in CPPSs via cryptography-based security
authentication. By deeply integrating computing, communication, and control technolo-
gies, CPPSs can not only realize the tasks of a single subdomain but also collaborate to
complete tasks between multiple subdomains via cross-domain information interaction.
A single subdomain refers to an integrated power system that operates in an electrically
tightly coupled and fully synchronized manner. In contrast, a multiple subdomain system
consists of two or more interconnected subdomains linked via tie-lines. Each subdomain
maintains internal frequency synchronization, while power exchange among different
regions is typically managed through tie-lines. Due to possible slight frequency deviations
among areas, specific control mechanisms are usually required to ensure stable and reliable
interconnection. As the cornerstone of information security, cryptography plays a vital role
in securing the data interaction of CPPSs. It encompasses secure information exchanges
within a single subdomain and across multiple subdomains, providing a solid foundation
for the overall security and reliability of CPPSs.

3.1. Security Authentication in a Single Domain of CPPSs

To guarantee secure information interaction in a single CPPS domain, symmetric
cryptographic algorithms, such as SM1 [26], SM7 [27], the Data Encryption Standard [28],
and the Advanced Encryption Standard [29], have attracted a lot of attention. It uses
the same key for encryption and decryption, enabling fast and effective data protection.
However, symmetric cryptography is not suitable for large-scale CPPSs due to its low
security and high complexity in key distribution and management [30]. Unlike symmetric
cryptography, asymmetric cryptography, also known as public-key cryptography, is widely
used because of its high security and scalability. It involves a pair of keys (i.e., public and
private keys). The two keys are related, but cannot be derived from each other, providing
greater flexibility and security for information interaction. In an asymmetric cryptographic
algorithm, confidentiality can be safeguarded by encrypting the data using a public key and
decrypting the data via a private key; conversely, integrity and authenticity can be ensured
by signing the data with a private key and verifying it via a public key. Signature-based [31],
key agreement-based [32], and signcryption-based [33] security authentication approaches
are studied mainly to protect data security attributes in a single domain of CPPSs.

3.1.1. Signature-Based Security Authentication

Signature-based security authentication methods, as a critical research direction in
the field of cryptography, have been widely applied in the network security of CPPSs
due to their ability to ensure data integrity and authenticity. Signature-based security
authentication can be deployed in distribution domain devices, including smart meters
and substation gateways to authenticate electricity consumption data, and ensure the
integrity of telemetry messages exchanged with regional distribution control centers. This
method enhances the security of the interaction of system information in CPPSs. Recently,
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with the continuous advancement of digital signature algorithms and the enhancement of
computational capabilities, their role in safeguarding information transmission and system
security has become increasingly significant.

To address the issue of secure information interaction of CPPSs, RSA cryptography [34],
proposed by Ron Rivest, Adi Shamir, Leonard Adleman, is based on number theory, making
it relatively simple to find two large prime numbers but extremely difficult to factor in
their product. It has been widely adopted in CPPSs due to its security based on the large
integer factorization problem and its simplicity in understanding and implementation [35-37].
The security of RSA relies on the decomposition of large numbers, but research has shown that
the 1024-bit key RSA algorithm faces serious security threats. Moreover, the computational
speed of RSA is about 1000 times slower than symmetric cryptographic algorithms to achieve
the same level of security. Besides the RSA cryptographic algorithm, the digital signature
algorithm [38] and the elliptic curve digital signature algorithm [39], which are also designed
based on the problem of the difficulty in decomposing large integers, have also been explored
and used for CPPS security information interaction.

Compared to RSA, elliptic curve cryptography (ECC), based on the design of the
discrete logarithmic hardness problem, independently proposed in 1985 by Neal Koblitz
and Victor Miller, provides equivalent security with shorter keys, enhancing computational
efficiency while reducing bandwidth and storage requirements under the same security
level. It is generally accepted that a 160-bit elliptic curve key provides security strength
comparable to a 1024-bit RSA key. Under the same security level, ECC achieves a speed
approximately 2.5 times faster than RSA, while asymmetric operations such as key gen-
eration and exchange can be 3 to 16 times faster [40]. Considering that, ECC is becoming
the mainstream choice for modern cryptographic protocols to design signature schemes
for CPPSs [41-45]. The transition from RSA to ECC reflects a significant step toward more
efficient and secure cryptography approaches.

With the advent of quantum computing, the emergence of large-scale quantum com-
puters poses a fundamental threat to all classical public-key cryptosystems whose security
relies on the hardness of integer factorization or discrete logarithm problems [46]. To ad-
dress this threat, post-quantum cryptographic schemes, particularly those based on lattice
cryptography, are considered to be secure and reliable in the long term [47]. For instance,
a linkable ring signature scheme based on NTRU lattice cryptography was constructed un-
der the Raptor framework [48], while a lightweight stateless hash-based signature scheme
was designed for resource-constrained industrial IoT devices [49]. The migration from
traditional cryptography to post-quantum cryptography is a critical approach to countering
future quantum algorithm attacks.

3.1.2. Key Agreement-Based Security Authentication

The signature algorithm ensures the integrity and authenticity of power data, but does
not address confidentiality. Key agreement is a method that can safely negotiate shared
keys on insecure communication channels and then uses the negotiated keys to encrypt
data. For example, secure channels must be established between utility providers and
customer-side aggregators before exchanging real-time pricing signals or load adjustment
requests. Its fundamental principle allows two communication entities to independently
generate the same shared key via public information exchange without pre-shared secrets,
simultaneously guaranteeing confidentiality, integrity, and authenticity.

In CPPSs, the open communication environment makes them vulnerable to various
cyber threats, including tampering, impersonation, and eavesdropping. They are dedicated
to destroying the confidentiality, integrity, and authenticity security aspects. Key agreement
mechanisms are essential to ensure reliable power data exchange and system stability.
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For example, ElGamal cryptography and the Diffie-Hellman key exchange algorithm
were combined to establish a device authentication mechanism, solving the security and
cloning problems of authentication and key agreement [50,51]. However, ElGamal-based
cryptography involves a large key length and a large number of operations, especially
modular exponentiation operations with high computational complexity, resulting in
huge computational and communication overheads. These results will inevitably affect
system performance, such as state estimation, optimization scheduling, etc. Compared
to ElGamal cryptography, ECC reduces key computation, transmission, and storage costs
while maintaining a high security level. The key agreement methods of ECC on bilinear
pairing [52-57] were presented, which negotiate a session key to achieve secure interaction
in CPPSs.

Although bilinear pairing can effectively achieve key agreement for secure information
exchange, its multiplication operation time is about 20 times that of elliptic curve scalar
multiplication [58]. Thus, it is difficult to apply to power smart terminals, generally embed-
ded devices, with limited computing, communication, and storage resources. Therefore, it
is necessary to research ECC-based key agreement without bilinear pairing, reducing com-
putational complexity for resource-constrained smart terminals in CPPSs [59,60]. A method
of secure key agreement using pairing-free ECC between local gateways and smart me-
ters [61] and between 5G cellular wireless network devices [62], and a pairing-free ECC
authentication key agreement method suitable for smart grids [63,64], were proposed.
To improve the practical application of key agreement in advanced metering infrastruc-
ture, a protocol of key agreement based on identity and ECC without bilinear pairing
was proposed [65]. The above-mentioned references improve the security authentication
efficiency for power smart terminals. Despite the aforementioned advances, the security of
classical cryptography-based key agreement protocols similarly faces threats from quantum
adversaries. Lattice-based key agreement schemes have been introduced as quantum-safe
alternatives. Kim et al. [66] proposed a hybrid authentication and key exchange protocol
based on ML-KEM. Bagchi et al. [67] designed a quantum-safe three-party authenticated
key agreement protocol based on ring learning with errors cryptography, offering resistance
against quantum attacks.

Nevertheless, no matter how efficient the key agreement method is for identity au-
thentication, if a key is compromised, all operations related to that key become insecure.
However, the previous literature does not consider the security risks posed by key leakage
of power devices. To address this, revocable multiauthentication key agreement meth-
ods [68,69] were designed, employing a fixed key update strategy. However, if a key is
leaked during the update cycle, it may result in untimely key updates, making transmitted
information insecure. The dynamic key update strategy was used to renew the keys of
compromised devices, forming new approaches to key agreement [70,71]. This enhances
the security of the interaction of system information in CPPSs.

3.1.3. Signcryption-Based Security Authentication

Key agreement needs to establish the session key via a signature algorithm, and further
encrypt data with the session key to ensure data confidentiality. This method, which first
verifies the identity of the device through signing and then uses a negotiated session
key for data encryption, undoubtedly increases computational costs and the number
of communications.

The signcryption method successfully addresses the aforementioned issue, improving
the coupling of encryption and digital signature functions. Signcryption-based authen-
tication can realize both encryption and signature functions in a single operational step,
while simultaneously ensuring confidentiality, authenticity, and integrity of transmitted
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information [72]. Under the same communication security objectives, signcryption-based
authentication significantly reduces computation and communication overheads, improv-
ing overall authentication efficiency [73]. It enhances the efficiency of identity security
authentication between devices, thereby reducing the latency caused by security authen-
tication in CPPSs [74]. It involves encryption and signature, enabling to simultaneously
realize confidentiality, authenticity, and integrity. Signcryption has been widely applied
in practical CPPS information security authentication scenarios due to its advantages.
For example, in wide-area monitoring systems, phasor measurement units must transmit
time-synchronized measurements with both confidentiality and authenticity. Signcryption
schemes based on identity-based cryptography (IBC) were presented for smart grids, ensur-
ing secure data access [75-77]. To adapt to more complex and varied application scenarios
and further improve security, efficiency, and flexibility, generalized signcryption methods
based on IBC [78,79] were developed to ensure secure information exchange between power
devices. Considering a large number of devices, a signcryption method based on IBC and
blockchain was proposed, which can authorize multiple recipients simultaneously [80].
These methods focus on identity authentication through a single cryptography. In the
increasingly complex network environment of CPPSs, different service systems always
adopt their preferred cryptography protocols, leading to potential interoperability barriers
in information exchange. To ensure that these heterogeneous systems can seamlessly and
securely share data, a heterogeneous signcryption method based on public key infrastruc-
ture and IBC has been proposed [81,82], supporting the interaction of secure power data
between different cryptographic systems of CPPSs.

IBC is widely studied, but its key escrow issue (i.e., overreliance on third parties)
can cause insecure keys [83]. To address this inherent problem of IBC while retaining its
advantages of not needing key certificates, a certificateless cryptography (CLC) method
has emerged. The main idea is that the key generation center (that is, the key generator for
the power entities of the CPPSs) collaborates with the device to construct the keys [84,85].
CLC-based signcryption approaches were investigated, allowing authorized devices to
ensure confidentiality, integrity, and authenticity [86-88]. According to CLC, generalized
signcryption protocols have been proposed to improve authentication security and effi-
ciency [89,90]. Furthermore, hybrid signcryption based on public key infrastructure and
CLC [91] and heterogeneous hybrid signcryption based on IBC and CLC [92] were intro-
duced, addressing secure communication in heterogeneous cryptosystems of CPPSs. To
address the threat of quantum attacks, certificateless signcryption schemes based on lattice
cryptography have also been proposed [93].

Tables 3 and 4 summarize the security authentication methods based on signature,
key agreement, and signcryption approaches in a single CPPS domain. Table 3 presents the
cryptographic primitives and their supported security attributes, namely confidentiality,
integrity, and authenticity, while Table 4 provides quantitative performance comparisons
in terms of key length and signature size under an equivalent security level (e.g., 128-bits
security level). Under the same security level, RSA suffers from low efficiency due to the
high overhead of key generation and signature. In contrast, ECC achieves high efficiency
because of its compact keys and signatures and fast computation. ML-DSA-44 offers fast
computation, but its key and signature sizes are much larger than those of the previous
two, placing its efficiency at medium.
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Table 3. Comparisons between signature-based, key agreement-based, signcryption, and post-
quantum signature-based security authentication in a single domain of CPPSs.

Security Authentication
Method

Cryptography Algorithm Confidentiality./Integrity./Authenticity.

Signature-based

RSA [35-37]

Digital signature algorithm [38]

Elliptic curve digital signature algorithm [39]

ECC [41-45] X1

Lattice-based Cryptography [48]

Hash-based Cryptography [49]

Key agreement-based

ElGamal [50,51]

ECC on bilinear pairing [52-57]

XV
ECC without bilinear pairing [59-65] g

Lattice-based Cryptography [66,67]

Signcryption-based

IBC [75-79]

Public key infrastructure and IBC [81,82]

CLC [86-90]

Public key infrastructure and CLC [91] IV

IBC and CLC [92]

Lattice-based Cryptography [93]

Table 4. Comparison of features and efficiency of classic cryptographic methods.

Cryptographic Method

Efficiency Under Same Security Level and

Public Key Size Signature Size Security Property

RSA
ECC

ML-DSA-44 (Lattice-based)

3072 bits 3072 bits Low
520 bits 512 bits High
10,496 bits 19,360 bits Medium

3.2. Cross-Domain Security Authentication Among Multiple Domains of CPPSs

CPPSs are often divided into different subdomains due to their large scale, which
requires frequent data exchange to collaborate to accomplish the same tasks, as shown in
Figure 3. To ensure the security of CPPSs, cross-domain security authentication to verify
identity among multiple domains of power devices in CPPSs is essential.

Driven by the advantages of blockchain-based security mechanisms of decentraliza-
tion, anonymity, complete transparency, and high security, it has expanded from the realm
of virtual currencies to other fields, such as CPPSs [94,95]. In peer-to-peer energy trading
among distributed energy resources, blockchain can provide immutable transaction ledgers
and automated settlement via smart contracts, reducing reliance on centralized market
operators. Additionally, in the coordination of virtual power plants and multi-microgrids,
blockchain facilitates secure and auditable data exchange among heterogeneous partic-
ipants. The emergence of blockchain technology provides relevant solutions to enable
secure information interaction across multiple subdomains to facilitate collaboration. Cross-
domain security authentication mechanisms based on alliance blockchain were investigated,
achieving identity authentication among different configured subdomains in CPPSs [96-98].
A cross-domain authentication method was proposed based on a multi-certificate authenti-
cation system and blockchain, which establishes distributed trust to achieve interdomain
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authentication [99]. In order to address the information security and privacy issues that
arise from the integration of distributed energy into traditional power grids, a framework
based on blockchain and a software-defined network was proposed, which ensures the
security of energy transactions and data communications [100].

Generation - Distribution
. . Y
Transmission | gl

Figure 3. Data exchange in A CPPS scenario with multiple domains.

The aforementioned literature employs a single blockchain for cross-domain authen-
tication of interdomain power devices. Given that a single blockchain must store a vast
amount of information on power equipment, this approach imposes a significant storage
burden, leading to low certification efficiency in CPPSs. To address this challenge, the con-
cept of dual chain collaboration has emerged for the exchange of data security among
domains [101,102]. References [103,104] explored cross-domain authentication schemes
with dual blockchains featuring bilinear pairing. Although these approaches improve the
system’s certification efficiency, the inherent transparency of blockchains means that they
cannot ensure the confidentiality of the data being exchanged. As a result, attackers can
easily obtain original power operation and control data, which may compromise the stable
operation of CPPSs. The signcryption algorithm provides the confidentiality, integrity,
and authenticity of data simultaneously. The combination of blockchain and signcryption
algorithm can solve the above problem and allows more security aspects for CPPSs [105].

Beyond security authentication that ensures secure information exchange, CPPSs
contains a large amount of sensitive data (e.g., customer privacy and electricity behavior
data, grid topology and critical facility data, and market transactions and commercially
sensitive data). The preservation of data privacy in CPPSs is also extremely significant.
Therefore, in Section 4, we outline the privacy-preserving methods based on cryptography
of CPPSs.

4. Cryptography-Based Privacy Preservation of CPPSs

With the continuous development and refinement of CPPSs, the demand for the preser-
vation of data privacy has become increasingly prominent [106]. In particular, as cloud
computing becomes deeply integrated with CPPSs, sensitive power information origi-
nally stored locally has been widely deployed in the cloud, exposing higher risks of data
leakage [107]. Therefore, research on effective privacy preservation methods to ensure the
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security of power data has become a critical issue to be addressed in the CPPS cloudification
process.

To achieve the goal of protecting the privacy of CPPSs, secure multiparty computa-
tion [108-111], federal learning [112-114], a trusted computing platform [115,116], data
desensitization [117,118], differential privacy [119-121], and homomorphic encryption
methods are researched. These approaches can be divided into four types from the data
flow and data computation perspectives, which are summarized in Figure 4. From the
perspective of data flow, two situations occur with respect to the preservation of privacy.
In the first situation, the data will flow out of the local area, where the data are available
but not visible; another situation is that the data do not flow out, where the data do not
move but the program moves. From the point of view of data computation, centralized
and collaborative computing are divided. It clearly shows that secure multiparty computa-
tion belongs to collaborative computation and data flow. Secure multiparty computation
allows multiple data owners to perform collaborative computations without mutual trust,
producing computation results while ensuring that the data remain usable but invisible.
Federated learning does not require data to flow out and is computed collaboratively by
the participating parties. It distributes machine learning algorithms to parties that possess
data, and then every party transmits the training parameters back. Relying on centralized
computing without flowing out the data, trusted computing platform constructs a secure
and controllable area via hardware-level isolation mechanisms, guaranteeing the privacy
and integrity of the internal data. Data desensitization, differential privacy, and homo-
morphic encryption use centralized computation and available but not visible data to
protect privacy.

[ Centralized computing ]

/A

Secure multl-party computing

2
Data
Tralmng Training Training

Clients

=
o
i> Data e o Trusted computing platform i
I desensitization = !
| i 2 td g o i
I . . — [ 1] |
> Dllﬁerentlal =3 - Trusted Platform |
| privacy N 7 ‘ Module |
! R W o S ™7™ and | Data
i> Homomorphic 5 .. © - =) S - am:v;/ure Security | does
. ; * Module !
Data | encryption =i § _‘l i not
flows | = T T @ ! flow
ot | [5]+[0]-[s] L] ot
Data : : Sharing value : Data
Looking at the issue from : ' the perspective of data flow does
is not sharing data A
. no
a\éaltlablte i i move,
ut no i | b
.. | | ut
visible ! x4 // | the
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Figure 4. Different privacy-preserving methods. M and m are the central privacy loss of two
distributions for neighboring datasets, L denotes global sensitivity. X, Y, and PDQ stand for ciphertexts
generated via homomorphic encryption of plaintext data.
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Among these methods, none of data desensitization, differential privacy, trusted
computing platform, and federal learning can directly perform computations or analyzes
on encrypted data. This means that untrustworthy third parties (e.g., cloud servers) can
decrypt and access the original power data, failing to guarantee privacy during the data
computation process. Secure multiparty computation can effectively solve this problem
by allowing multiple participants to collaboratively calculate an agreed-upon function,
while ensuring that each participant can only obtain its own computation results. That
is, secure multiparty computation effectively protects data privacy as each participant
cannot infer the input or output data of any party from the interaction data during the
computation. However, its efficiency is relatively low because of the need for multi-party
collaborative computation. Despite its computation overhead, SMPC is well-suited for
large-timescale tasks that can tolerate latency. In power flow analysis scenarios, SMPC
enables multiple parties to jointly perform computations without revealing their respective
private inputs [122]. Meanwhile, federated learning integrated with SMPC and differential
privacy techniques ensures data privacy protection while maintaining prediction accuracy,
facilitating short-term load and renewable generation forecasting in smart grids [123].

Homomorphic encryption preserves data privacy from a cryptographic viewpoint,
which is more suitable for one-sided outsourced calculations, but usually with complex
computation [124]. The core value of homomorphic encryption is realized through end-to-
end ciphertext computation throughout the entire process. For example, calculating total
regional load from encrypted meter readings, or executing economic dispatch algorithms
without decrypting individual generator bids. Here, we mainly focus on investigating
the homomorphic encryption-based privacy preservation method, protecting the data
privacy security of CPPSs during the collection, transmission, and computation processes.
Homomorphic encryption is a special encryption technique that allows computation to be
performed on encrypted data, preventing data privacy leakage during the communication,
storage, and computation processes of various applications. Depending on the types and
complexity of the supporting operation, homomorphic encryption can be categorized
into partially homomorphic encryption, somewhat homomorphic encryption, and fully
homomorphic encryption.

Partially homomorphic encryption is researched to protect the privacy of CPPSs.
For example, an ElGamal-based [125] and an elliptic curve ElGamal-based homomor-
phic encryption algorithm were proposed to protect the privacy of real-time electricity
consumption data through homomorphic addition operations [126]. Moreover, Paillier
cryptography-based homomorphic encryption algorithms were designed to perform ad-
dition computation on encrypted power data to achieve privacy preservation [127-131].
An edge-assisted mobile crowd sensing method based on bilinear pairing and homo-
morphic encryption was proposed to protect privacy via homomorphic multiplication
operations [132]. However, the partially homomorphic encryption supports only one
specific type of mathematical operation (either addition or multiplication), although the
number of operations is not limited.

To support multiple types of operation, somewhat homomorphic encryption is stud-
ied to allow for a limited number of addition and multiplication operations on ciphertext.
A privacy preservation method using bilinear pairing was investigated in relation to
smart grids, which can execute homomorphic addition and multiplication operations [133].
An encrypted data sharing scheme based on the Boneh-Goh—Nissim cryptosystem was
researched, which executes a one-time multiplication and infinite additions on cipher-
text [134]. A somewhat homomorphic encryption cryptosystem based on the confused
modulo projection theorem was studied, allowing the server to complete blind data process-
ing without seeing the effective information of the user data [135]. Apart from data privacy,
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somewhat homomorphic encryption is used to protect image information privacy [136].
Somewhat homomorphic encryption has already demonstrated its significant potential in
specific scenarios, capable of supporting a limited number of homomorphic addition and
multiplication operations. However, the limitation of somewhat homomorphic encryption
lies in its ability to handle only circuits of limited depth, which restricts its application in
complex computational tasks, such as optimizing and predicting of CPPSs.

To overcome the above limitation, fully homomorphic encryption is developed to pro-
tect data privacy. It can support computations of arbitrary depth, meaning that arbitrarily
complex calculations can be performed on encrypted data without decrypting intermediate
results. Gentry proposed the first fully homomorphic encryption scheme based on an
ideal lattice, which eliminates noise by bootstrapping [137]. It allows an arbitrary number
of addition and multiplication operations and resists quantum attacks. Since then, ho-
momorphic encryption has triggered significant interest, and novel constructions of fully
homomorphic encryption have been proposed following Gentry’s idea, including Brakerski-
Gentry—Vaikuntanathan [138], Fan—Vercauteren [139], Cheon-Kim-Kim-Song [140] and
torus fully homomorphic encryption [141]. These representatives rely on the hard problems
of learning with errors or ring learning with errors with the advantages of high security,
low computation complexity, and strong adaptability. For example, a Brakerski-Gentry—
Vaikuntanathan-based fully homomorphic encryption algorithm was proposed to protect
sensitive user data in smart grids [142]. A multiidentity fully homomorphic encryption
scheme based on learning with errors was presented for edge-enabled smart grids, which
ensures the computation security in edge nodes [143].

5. Challenge Issues

This article addresses the challenge of insecure information interaction and privacy
leakage in CPPSs under cyber attacks. From the perspective of active defense, we review
cryptography-based security authentication and privacy-preservation methods. However,
several unsolved challenges remain in this area, which are summarized below.

5.1. The Intersection of Cryptography and Networked Control for CPPSs

As CPPSs evolve toward intelligence and distribution, the in-depth integration of
networked control and cryptography has become critical to ensuring system security.
Post-quantum cryptography [144], as a core technology for resisting quantum computing
attacks, will reconstruct the security control paradigm of power systems when combined
with control theory. This direction faces multiple challenges in the future.

There is an inherent contradiction between the high computational complexity of post-
quantum cryptographic algorithms and the real-time requirements of power control [145].
Encryption of control signals must be deeply coupled with control algorithms. In dis-
tributed cooperative control, for example, encryption operations may alter the temporal
characteristics of control signals, increasing bandwidth usage and affecting the dynamic
response speed of algorithms such as load frequency control. This necessitates collaborative
optimization through lightweight design of encryption protocols and adaptive adjustment
of control parameters.

5.2. Scalability of Blockchain in CPPSs

Although blockchain-based security mechanisms can ensure secure information inter-
action among multiple subregions in CPPSs, the introduction of diverse entities (e.g., energy
aggregators and integrated energy service providers) and new services (e.g., virtual power
plants and electric vehicles) diversifies interaction patterns, resulting in new characteristics
of data exchange such as large volume and frequent interactions. Traditional blockchain
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technology faces severe network congestion when transaction data volume increases sig-
nificantly, leading to high delays in power data authentication processes. Therefore, it is
crucial to investigate how to achieve blockchain scalability, which refers to the ability of the
blockchain network to expand efficiently when handling more transaction data. To achieve
this high performance, sharding [146] and consensus mechanism optimization [147] tech-
niques can be adopted, guaranteeing the scalability of blockchain. Enhancing blockchain
scalability will enable the network to process larger volumes of transaction data while
maintaining high performance and better satisfying the real-time requirements of CPPSs.

5.3. Convergence of Cryptography and Artificial Intelligence

Combining cryptography, the cornerstone of information security, with increasingly
evolving artificial intelligence (AI) technologies can provide powerful data protection capa-
bilities. Cryptography has evolved from the Al-unaware cryptography stage, where it was
vulnerable to Al attacks, to the Al-embedded cryptography stage, where Al techniques are
applied to basic encryption and decryption components, and finally to the development of
the fusion of the two. For example, a neural network learning method is exploited to accel-
erate core data processing procedures in quantum key distribution systems [148], while
a reinforcement learning framework is adopted to realize intelligent dynamic matching
of quantum-safe cryptographic schemes for resource-limited terminal environments [149].
Despite these benefits, Al-embedded cryptography in CPPSs faces concrete risks from
adversarial machine learning. Attackers can craft imperceptible perturbations to power
data, misleading Al-based cryptanalysis or key management systems and potentially com-
promising encryption and authentication processes. Such threats are particularly critical in
CPPSs, where compromised cryptographic operations could propagate into the physical
domain and affect control decisions. ‘In the future, “quantum Al-enabled cryptography”
may become an important development direction to further optimize the performance of Al
decision-making and machine learning algorithms for more complex problems, especially
with further research in the fields of quantum-inspired neural networks and quantum-
inspired reinforcement learning. In addition, Al technology will also play a key role in
the development of post-quantum cryptographic algorithms; for example, deep learning,
machine learning, generative Al, and other technologies will provide technical support
in strengthening the ability of cryptographic systems to cope with attacks by quantum
computers, and further enhance the ability of the field of cryptography to cope with rapid
changes in technology.

6. Conclusions

With the rapid development of the smart grid, CPPSs face increasingly complex
security threats and privacy preservation challenges while providing intelligent power
management. In this paper, we systematically review the application of cryptography in
CPPS security authentication and privacy preservation, and analyze the cyber attacks (e.g.,
false data injection attack, data replay attack, and man-in-the-middle attack) in CPPSs,
as well as the scenarios in which generation, transmission, distribution, and consumption
are susceptible to cyber attacks. We not only review the information security authentication
within a single subdomain, but also include information cross-domain security authenti-
cation among multiple subdomains. In addition to information security authentication,
this paper also summarizes cryptography-based privacy-preserving methods and presents
the applicability and limitations of different cryptographic schemes in the smart grid en-
vironment. Three future research directions are also highlighted for information security
interaction in CPPSs to promote potential interest in this research direction.
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