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Abstract: Today’s cars can share data with other cars, automakers, and service providers. Shared
data can help improve the driving experience, the performance of the car, and the traffic situations.
Among all data-collection techniques, blockchain technology offers an immutable and secure solution
to support data collection in the automotive industry. Despite its advantages, collecting auto data
with blockchain still faces several challenges. Thus, the purpose of this study was to conduct a review
of published articles that have addressed the challenges of adopting blockchain for data collection in
the automotive industry. This paper allowed us to answer the predefined research question: “What
are the challenges of using blockchain for data collection in the automotive industry as presented in
the published literature?” The review included articles published from 2017 to January 2022, and
from the screened records, 13 articles were analyzed in full-text form. The founded challenges were
categorized into seven categories: connectivity, privacy, security attacks, scalability, performance,
costs, and monetizing. This review will help researchers, car manufacturers, and third-party suppliers
to assess the applicability of the blockchain for data collection.

Keywords: blockchain; automotive industry; data collection; security attacks; cost; efficiency; connectivity;
latency; monetizing

1. Introduction

The collection of vehicle data is a promising technology. In recent years, car manufac-
turers have benefited from Internet connections, cameras, and sensors integrated into the
current cars to gather valuable information about cars. In addition, the number of vehicles
connected to the Internet will increase over time; according to Statista, this number will be
more than 400 million cars by 2025, compared with 237 million in 2021 [1]. As the number
of connected cars grows rapidly, the amount of data collected will increase respectively.
It is estimated that these data make connected vehicles safer, more fuel-efficient, more
environmentally friendly, and better to navigate the roads and avoid traffic congestion [1].
In addition, these data are expected to enable better diagnosis of vehicles, maintenance, and
other car services. Therefore, the technology that collects data has attracted great attention
from academics and automotive companies to provide their customers with better services
and options.

Despite all of these advantages, communication between automobiles is still insecure,
and there are still several security gaps, such as privacy and reliability of data [2]. This is
due to the inability of the traditional security methods used to collect and transfer data [3].
The collection of vehicle data also faces a number of serious ethical issues, such as where it
is stored, how it is processed, and who is authorized to access it. In addition, we must take
into account the sensitivity of the data collected; for example, the location might breach the
customer’s privacy [4].

A blockchain is a distributed database of all digital events and transactions imple-
mented and shared among participating entities [5]. To avoid security vulnerabilities and
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the technical and ethical limitations of traditional methods, blockchain, with its attractive
functionality, offers solutions to various security problems [5–8]. In addition, it offers a
secure option for the collection of automotive data [9–20]. These characteristics have been
described by Reference [8], as follows:

• Decentralized: It does not require a centralized node to record, store or update data;
instead, data can be recorded, stored, and updated in a distributed manner.

• Transparent: Data recording is transparent for each node, even when updating data,
and this is why blockchain can be trusted.

• Open Source: People can use blockchain technologies to create any application, and
records can be checked openly.

• Autonomy: All system nodes can securely transfer or update data, and no one
can intercede.

• Immutable: Records will be kept indefinitely and can only be modified if 51% of the
nodes are controlled simultaneously.

• Anonymity: The transport of data and even transactions can be anonymous, with only
the addresses being know.

Although the use of blockchain for data collection is growing rapidly in academia and
industry, several technical, ethical, and security challenges are reported [9–21]. Among
all of these challenges are privacy [21], transaction latency, minimal throughput, difficult
commit processes, and scalability [9]. To the best of the authors’ knowledge, this is the
first scholarly article to review the state-of-the-art blockchain adoption challenges for data
collection in the automotive industry. Reference [2] carried out a review to analyze the
ability of blockchain technologies to be used in the automotive industry. However, this
review focused solely on a business administration and cybersecurity perspective by ex-
amining the challenges faced by key stakeholders in adopting blockchain. Furthermore,
this review did not address the challenges of data collection in this sector. The review
conducted in Reference [7] considered only solutions to address the privacy challenges
that evolve from the network level in conventional blockchains. Although Reference [8]
conducted a survey of the general challenges of blockchain adoption for governments and
organizations, this survey was a general survey, and it did not examine the data-collection
challenges in the automotive industry. Other researchers in this field have sought to con-
sider blockchain solutions for the collection of data in the automotive sector. However,
some of these solutions have not been implemented or tested in the real world [12,17,18,20],
or are not yet usable [14] and even simply descriptive [13]. Furthermore, other solutions are
vulnerable to cyber-attacks [11,16]. Even a solution that uses lightweight blockchain does
not consider the security and scalability aspects [15], and the real-time application to solve
Vehicle-to-Everything communication (V2X) does not take these features into account. [10].
However, the purpose of this review was to conduct a review of published articles that
have addressed the challenges of adopting blockchain for data collection in the automotive
industry. Thus, this review classified these challenges into seven categories, namely connec-
tivity, privacy, security attacks, performance, costs, and monetizing. Therefore, the review
aims to summarize these challenges to help researchers and car manufacturers assess the
applicability of blockchain use to collect data in the automotive sector.

The rest of the paper is organized as follows. The Methods section describes the
methodology used to search and filter articles. The Results section focuses on analyzing
and presenting the findings obtained from the selected articles. In addition, we present the
important findings, limitations, and future directions of research. Finally, the last section is
the conclusion.

2. Methods

This study set out to answer the following research question:
“What are the challenges of using blockchain for data collection in the automotive

industry as presented in the published literature?”
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This research question was used to determine the content and structure of the review,
to design strategies, to locate and select primary studies, to critically evaluate studies, and
to analyze their results.

2.1. Search Method

A review of the literature concerning the adoption of blockchain technology to collect data
from automobiles was conducted by using Springer, IEEE, MDPI, and Google Scholar. The
following combinations of keywords were used to find relevant data (“data collection” AND
blockchain AND vehicle AND privacy), (“driver data” AND blockchain AND automotive
AND privacy), (blockchain AND cars), (blockchain AND automotive AND data collection),
(blockchain AND driver data), and (automotive AND data AND blockchain). Relevant papers
were also located by reviewing the references of previously found papers (backward search)
and finding newer publications that contained the cited article (forward search).

2.2. Criteria

The articles were reviewed to meet four basic criteria: the study was written in
English, published from 2017 to 2022, the article focused on blockchain, the study focused
on automotive industry solutions, and the study used diverse data-collection methods.
Studies that did not focus particularly on the blockchain were not focused on data collection
(i.e., data from driver or vehicle) and did not focus on vehicles were all excluded.

2.3. Information Extraction

Information concerning challenge types, solutions, and study design characteristics
was extracted from the articles. The information collected for each study concerned mainly
blockchain solutions objectives, cases such as Vehicle-to-Vehicle or Vehicle-to-Human
communication, privacy orientation, monetization of data collection, and security attacks.
We have also taken note of the findings of the research and the conclusions drawn by the
authors. To determine eligibility and extract answers to the research question, the three
authors independently reviewed each of the relevant articles. Any differences between
the three authors were resolved by discussion and agreement. This process was carried
out by using the NVivo 12 analysis tool to facilitate the organization and analysis of
unorganized data and to make better decisions. The characteristics of NVivo—in this
case, the queries—serve for thematic analysis and the creation of notes, as well as the
familiarity with the terms. The discrepancy between the codification of the three authors
was minimal and resolved effectively. The articles and references were handled by using
Mendeley software.

2.4. The Review Process

The selection process for the review was as follows: The first step was to search for
databases on the topics to be addressed. The search terms mentioned above were used
in these databases. Once the duplicates were deleted, the three authors of the article
proceeded to a meticulous reading, and the definitive ones were selected according to the
above criteria. To ensure up-to-date information, filtering by publication date was used,
so articles published before 2017 were deleted, except for Google Scholar (where stricter
filtering methods were chosen due to numerous results, exactly to show articles only from
2021 onward). To ensure the validity and reliability of the materials, a second filter rule
was chosen, which requires the material to be an article or book. After applying all filters,
results for each database were as follows: Springer 4553 articles, IEEE 36 articles, MDPI
17 articles, and Google Scholar 2286 articles. Relevant articles have also been discovered
by reviewing references to previously identified articles (backward search) and finding
newer works that incorporated the cited material (forward search). A total of 6843 records
were screened for title and abstract, and 6789 were excluded. A total of 54 articles were
evaluated for the full-text review, and 41 were excluded, because 22 articles did not focus
on the automotive industry, 9 articles were not available in full text, and 8 did not mention
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data collection. Thirteen articles were included as a valid source of data for this article. The
number of articles that were located, evaluated, included, or excluded is shown in Figure 1.
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2.5. Characteristics of Research Studies

A total of 8 out of the 13 articles proposed blockchain solutions, such as a new model,
framework, algorithm, or scheme (see Table 1). Five articles were literature reviews. A total
of 12 of the 13 articles were published in 2019 and 2021, while only one was published in
2017 (see Figure 2).
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Table 1. List of relevant studies.

Ref Year Objective(s) Techniques/Algorithms Limitations

[8] 2021 Offer architecture for collecting traffic data with a
focus on security and latency.

Deep Reinforcement Learning DRL algorithm
empowered with Spatial Crowdsourcing

System.

The offered solution has been tested only in a
simulated environment and should move into a real

test environment with real equipment.

[12] 2021

Introduce a framework for storing data from the
Internet of Vehicles by using blockchain technology

to follow the General Data Protection Regulation
(GDPR).

Blockchain-based solution updated to fulfill the
GDPR law.

The proposed architecture has not been tested either
in reality or in simulation.

[15] 2021
Come up with a method of using a blockchain to

solve the privacy problem and forgery of black-box
image data.

Lightweight blockchain consensus algorithm
This blockchain lightweight solution is not facing the

scalability and security topics, essential in the
automotive industry.

[17] 2021 To resolve issues in terms of the secure and reliable
sharing of sensory data in vehicular fog.

2-DNF cryptosystem with an identity-based
signcryption scheme

The solution is not implemented and tested in the
real environment.

[18] 2021
Offer a framework for Intelligent Transportation

Systems (system for smart control of the traffic) by
using blockchain technology.

The DRL-enabled algorithm is based on
Blockchain.

The proposed system has been tested only in
simulations, not in a real environment.

[9] 2020

Propose and implement proof-of-concept of
architecture in which each car generates and sends
reports, including the messages received from its
neighbors, to the network infrastructure, which
collects and stores the received reports through

multiple blockchains based on geographical area.

The BIOFOCAL architecture is used to store
and validate the CAMs that are exchanged

between connected vehicles.

The article does not analyze the security in the
architecture offered. Their solution is just based

locally.

[10] 2020
To adapt blockchain technology for real-time

application (RTA) to solve Vehicle-to-Everything
(V2X) communications problems.

Ethereum Blockchain, proof of work (PoW). The proposed blockchain system does not explain
how it ensures the scalability of the solution.

[14] 2020
Present a blockchain-enabled AVSN framework to

safeguard content delivery and investigate
reputation models of CAVs and RSUs

Blockchain-based algorithm with PoR
consensus protocol.

The solution depends on how to shard blockchain.
Currently, all proposed algorithms and systems are
under development, thus making the solution not

usable at the current time.

[16] 2020
Develop a mechanism to offer personalize rental

products and insurance products based on
blockchain technology

PoS consensus with Bloom filter.

Security attacks are not considered in the paper; they
were proposed as future work but not developed.
There is no specific application to the automotive

industry that is currently suggested.
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Table 1. Cont.

Ref Year Objective(s) Techniques/Algorithms Limitations

[11] 2019
To propose a framework based on a permissioned

blockchain that allows them to guarantee both driver
data protection and evidential property of data.

Permissioned blockchain Ethereum, PoA
(Metamask/Geth).

There is the risk of different cyberattacks, such as
signal sniffing and possible malicious manipulation.

[19] 2020 Compare two possible solutions for car-sharing
based on the Ethereum network.

Ethereum based blockchain, the Blockchain
proof of concept (POC) with ZoKrates and Indy

technologies.

One of the designed systems expects a connection to
blockchain databases maintained by the government.
Implementation of blockchain by the government is

expected to take a long time.

[13] 2019

Describe privacy and security concerns about
collecting drivers’ data, but also showing their

usability and a way that blockchain technology can
assure the security of the data.

No solution, but as a future work, Reference
[13] suggested a solution to offer various

parties clear, safe, and trustworthy transactions
of vehicle-collected data.

The article did not propose any specific platform,
system, or solution.

[4] 2017
Proposal of blockchain architecture to protect the

privacy of users and increase the security of
vehicular ecosystems.

Changeable public keys technique in
Lightweight Scalable Blockchain (LSB).

The blockchain solution does not offer a real
implementation and does not go beyond possible use

cases with specific actuation.
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3. Results

At each level of the selection process, the number of studies identified, screened, and
included or rejected is shown in Figure 1. The review includes a total of thirteen articles.
Table 1 shows more detailed information on the research included in this review, as well
as the objectives, methods, limitations, and challenges of each manuscript contained in
the review.

The reviewed articles showed different challenges. These challenges should be con-
sidered when using blockchain for data collection in the automotive industry. We used
the technology, organization, and environment (TOE) paradigm [22] to characterize the
challenges. Researchers have utilized this approach extensively to analyze the adoption
of information technology. The technological, organizational, and environmental aspects
are all utilized in this framework to define technological advancement adoption decisions.
The technological perspective defines the technological attributes that are related to the
adopting organization, such as its security, scalability, performance, and cost-effectiveness.
The organizational perspective implies the organizational attributes and assets of the or-
ganization, such as auditing, trust, and organizational readiness, that are important to
the acceptance of technology. In the environmental setting, the environmental attributes
in which the organization performs its essential services, such as monetizing, laws and
regulations support, infrastructure support, and connectivity, are analyzed. This review
focused on technological and environmental perspectives to categorize the challenges for
adopting blockchain for collecting data in the automotive industry, as stated in the selected
articles. Table 2 presents these categories and related articles that are included in each of
these categories. Challenges related to technological characteristics obviously dominate the
results from the articles. Security, performance, scalability, and cost-effectiveness are identi-
fied as the key technological challenges. It is interesting to note that security, the main force
of blockchain technology, is still the main aspect questioned by many researchers. However,
more details about these challenges are presented in the Results and Discussion sections.

Table 2. Categories of reviewed articles.

Aspects Challenges Description Authors

Technological

Privacy
Protection of personal data and information collected

from vehicle systems, such as location data and
financial information.

[4,10–12,18]

Security attacks
Security vulnerabilities in the vehicle’s systems

(hardware or software components) or any flaws in
the connection.

[4,5,9–11,18,19]

Scalability The impact of blockchain use on data collection in the
automotive industry from a scalability angle. [4,9,10,16,18]

Performance The efficiency of the proposed solutions for
data gathering. [4,9,10,16,18–20]

Cost The transaction, services, and data-gathering costs. [4,9–13,16,19]

Environmental

Connectivity How a vehicle can be connected to its surroundings
and communicate with them. [9–11]

Monetizing
The different alternatives to monetize data collection

in the automotive industry thanks to
blockchain technology.

[4,9–11,13,15,16,19]

3.1. Connectivity

Despite the benefits of blockchain, this technology suffers from significant drawbacks,
such as transaction latency, minimal throughput, and difficult commit processes [9]. In
addition, the time it takes to update a transaction onto a blockchain is the major source
of worry [10]. This is due to the significant amount of processing required to commit
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a transaction to the ledger for all agents [9]. To solve this issue, some of the solutions
considered bulk report commits. That is, when a predetermined number of reports have
been gathered, then a transaction is issued that causes numerous reports to be stored in
the blockchain at the same time for the cost of a single commit [9]. Another approach is,
instead of having a single blockchain layer in charge of communication over a broader
territory, distinct blockchain levels inside smaller regions would make it easier for a limited
number of cars by focusing on minimizing message size to increase transaction speed [10].
In Reference [10], receiving data from a blockchain once or hundreds of times had no
significant impact on the execution time. However, storing data takes a long time, since the
message must be mined before it can be added to the smart contract. In Reference [18], a
large number of devices could connect simultaneously to the same base station to upload
data when cluster heads uploaded messages to their nearest base stations.

Most of the proposed solutions have been tested and have shown significant im-
provement in blockchain technology, particularly with respect to the processing time. In
Reference [4], the processing time associated with validating blocks decreased when using
the Lightweight Scalable Blockchain (LSB) instead of the Bitcoin blockchain. In Refer-
ence [15], using a blockchain consensus algorithm instead of the PBFT (Practical Byzantine
Fault Tolerance) algorithm reduced the time of uploading and downloading from 46 to
17 ms.

Another challenge to consider is that, as vehicles are fast-moving objects, there is not
always a good connection with the receiver. In Reference [11], The researchers focused on
the calculation of the 4G network in Italy. Even if the best case cannot be reached most of
the time, we can certainly assume a bandwidth of 5.5 MB per second, which is sufficient for
their solution, where the average message size is less than 5.5 MB [11]. In Reference [10], a
hybrid system was proposed, either via Wi-Fi or via mobile Internet (3G/3G+/4G). Before
transferring data to the server, the system in Reference [10] captured data locally. However,
this method was shown to be an ineffective method of data collection when the connection
is weak or unstable.

One of the connectivity challenges for the Internet of Vehicles (IoV) is latency, which is
often faced in offering real-time cloud services to vehicular cloud subscribers, considering
that all models targeted at improving the security and efficiency of the system require
additional communication protocols [10]. In order to reduce latency, fog computing can
be employed to provide real-time services to vehicular cloud subscribers [10]. To link
them to vehicular clouds, the proposed method used single-hop mobile links (i.e., I2V
TCP/IP-based) and Networked Fog Centers (NetFCs) at the network’s edge. As a result,
the vehicle service delivery time is reduced, and the overall efficiency is increased [10].

Other connectivity challenges in the IoV, especially in the Vehicle-to-Infrastructure
(V2I) and Vehicle-to-Vehicle (V2V) communications, are to guarantee high-speed, reli-
able connectivity, and accurate recording and collecting of data. However, in one of the
13 selected articles, Reference [10], the authors developed a blockchain-enabled Internet of
Things (IoT) system by using a real-time application (RTA), adopting blockchain technology
to overcome Vehicle-to-Everything (V2X) communication issues. The proposed solution cre-
ated secure communication and built an entirely decentralized cloud computing platform.
Furthermore, it improved connectivity by ensuring an easy data trade between different
actors of intelligent transportation systems. However, the proposed approach might be
built to include a reputational assessment mechanism for untrustworthy data sources [10].

As the blockchain is a perfect addition to vehicle communications, since it can increase
interoperability, privacy, reliability, and scalability of the underlying infrastructure [23],
in the context of resource management, blockchains can be used to perform spectrum
sharing and store all spectrum usage and lease requests [23]. In addition, it can provide the
necessary incentive for devices to share and exchange resources, as the current protocols
do not include incentives to do so. The use of blockchain to collect vehicle data can offer
rewards whenever devices share their power or data, thus allowing for a more cooperative
and reliable network environment [23]. Furthermore, this reward approach can be used for
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spectrum sharing, where a reward can be granted each time a user leases one spectrum
to another, fostering spectrum efficiency and creating a more collaborative setting [23].
Moreover, by motivating cars to exchange power or information, blockchain can be utilized
in the field of Vehicular-to-Anything (V2X) communication [23]. Furthermore, how to
ensure secure communication between automobiles and public key infrastructures is a vital
part of V2X communication (PKI). Blockchain can be employed as the infrastructure to
enable private and secure communications to PKI, as well as communication between PKIs
from various vendors [23].

Reference [23] dove deeper into the topic of blockchain-enabled resource sharing and
spectrum management to overcome connectivity challenges. Based on this, Reference [23]
argued that sixth-generation (6G) network-blockchain-enabled resource management, spec-
trum management, computing, and energy trading will be the key factors behind future
application scenarios including autonomous vehicles and unmanned aerial vehicles (UAVs).
In order to enable the blockchain resource and spectrum management, these resources
are assumed to be in a pool of resources in which a spectrum is dynamically assigned,
network slices are maintained, and infrastructure is virtualized [23]. On the basis of this
proposed framework, blockchain can allow the sharing of resources between devices, such
as computing power, energy, data, and spectrum lease.

3.2. Privacy

The role of privacy in collecting, storing, managing, and analyzing data from vehicle
sensors is significant. In the European Union’s regulatory discussion, privacy issues and
regulation are a timely and pressing topic. The General Data Protection Regulation (GDPR)
and all national laws that recognize, apply, or develop it have had a significant impact on
both the provision of technological services and on the general attitude toward personal
data [12]. Data, such as driving behavior, direction, trip data, fueling data, breaking and
accelerating behavior, location, and so on, contain private information that can be used
to identify the driver. Furthermore, because the data acquired from automobiles depend
on the driver, data collected from a vehicle raise privacy problems. At the same time,
because data collection can benefit various industries, the data acquired from vehicles are
unavoidable, regardless of privacy concerns [13].

In the past, the only option to collect data was to rely solely on central authorities,
putting individuals at risk, as the proper control of personal data did not belong to them [13].
However, the traditional security and data-protection methods used in smart cars were
ineffective [13,24–27]. New methods were subsequently proposed; for example, current
smart car architectures rely on centralized brokered communication models, in which all
vehicles are identified, authenticated, authorized, and connected via central cloud servers.
However, as many vehicles are coupled, it is unlikely that this model will be scaled. In
addition, cloud servers will remain a bottleneck and a single point of failure that can cause
the entire network to go down [4]. Most of the current secure communication architectures
either ignore the privacy of users, for example, sending all car data without the owner’s
permission, or reveal noisy or summarized data to the requester [4]. Therefore, in some
smart-car applications, the requester needs accurate vehicle data to provide individualized
services [4].

Blockchain technology, with its attractive features, allows for the transparent manage-
ment of personal data and allows for end-users and service providers to fully control the
data obtained. This will attract more users to participate in data collection [4]. In addition,
the usage of a blockchain and distributed ledgers transforms the way registry maintenance
is performed by providing several benefits, including complete distribution and replication,
fairness, reliability, openness, and responsibility-sharing [12]. Furthermore, blockchain is
critical for tackling the privacy and security challenges on Internet-of-Vehicles networks
(IoV) [10].

All the proposed data-collection solutions from the reviewed articles used hashing
solutions for keeping the privacy and anonymity of data in the blockchain [4–20], where the
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integrity and security of data stored on blockchain are dependent on cryptographic hashing.
In Reference [10], security is ensured through encryption, whereas integrity is achieved by
ensuring that signatures are updated when data are modified. Therefore, using asymmetric-
key pairs to sign information made it not reputable and only available to stakeholders and
authorities with a legitimate interest; for example, when authorized by judges, authori-
ties may disclose it within the legal limits to share responsibilities, ensure and verify the
inalterability of information, and reduce risks and protection costs without disclosing infor-
mation [12]. Furthermore, anonymity and unlinkability can be accomplished by constantly
changing pseudonyms (i.e., public keys) in different transactions to mask the genuine
identities of drivers [14]. However, very few articles consider the GDPR Act. However,
one of the critical issues for blockchain developers in ensuring full GDPR compliance is to
comply with the right to rectification (Article 16) and the right to be forgotten (Article 17);
this means that the users have the right to seek the rectification of their data and delete their
data in certain circumstances. Even if the user does not request it, personal data must be
erased when “the personal data are no longer necessary regarding the purposes for which
they were acquired or otherwise processed” (Article 17) [12]. The solution for modification
and data deletion was proposed by Reference [12]; data modification can be allowed by
adding a block with updated information into blockchain, and similarly for data deletion
by deleting the key, making encrypted blocks unreadable. However, this solution might
cause privacy concerns—for instance, if the encryption is hacked—so even blocks with
deleted private keys will become readable again. In Reference [20], the task assignment
protocol was proposed that ensures the privacy of both sides, and the mechanism based
on DRL was used to improve both privacy and performance. Since workers are analyzed
and evaluated, according to the score, malicious workers will be discovered and will not be
able to access private data.

3.3. Security Attacks

Vehicles and other automotive products are packed with sensors, computer systems,
network entities, and other electromechanical devices. Examples of such systems are
found in References [28–40]. This may constitute a security breach with respect to the data
collection by these systems. One of these systems is the black box. Various possible attacks
on the black box, which is placed by the insurance company in the vehicle, can be made,
such as signal sniffing, encrypting the data before sending them. In addition, malicious
attacks can be avoided by using the fingerprint as a hash code [11]. However, those
attacks are not all the possible security attacks that can lead to low security in the vehicle
systems. In Reference [11], the authors did not consider other types of attacks involving
data collection in a black box, meaning that their solution is not optimal from a security
perspective. In addition, the authors of Reference [15] used a lightweight blockchain in
their investigation of the black box, without taking into account the possible attacks it may
receive, except that the memory that can be attacked, making it a worse option for data
collection from a cyber-security perspective. On the other hand, in the case of Reference [16],
active attacks on the vehicle or driver on data integrity are considered, and the system
is safe against chosen-ciphertext attacks, as well as against k-collision attack algorithm
(KCAA). However, the system must be protected against collusion [17].

Some reviewed articles take the solution from a cyber-attack scenario. For example,
Reference [4] laid the foundation in this context: if data are not collected securely, accidents
may occur to drivers and passengers. Another example is the linking attack, which is
avoided by blockchain data encryption. When the attacker wants to perform an attack on
the cloud software, the vehicle collects the data and identifies another hash that quickly
detects the infiltrator. In addition, the distribution of fake software updates is considered
by requiring the primary key from the real provider [4]. However, one of the key attacks
is the Distributed Denial of Service (DDoS) attack; based on a key pair in a key list, the
attacker transactions would not generate correspondence in the key list. As a result, it
would drop without affecting the target node [4]. Reference [18] also studied this attack;
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the authors offered a broader view of data attacks, providing a comprehensive view
on which the automotive industry can rely for its services. In addition, the solution of
Reference [10] proposed a system for common attacks, such as Man-in-the-Middle (MITM)
and DDoS, but without specifying the solution. However, the article has a full list of attacks
and their requirements, such as injection, broken authentication, data exposure, using
components with known vulnerabilities, or parameter attacks, among others [10]. This is a
very comprehensive set that allows the automotive sector to spot a variety of threats. Cyber-
attacks on connected cars are also a concern, as they can compromise physical security. The
authors of Reference [13] were aware of this and described a blockchain approach based
on security for data collection; it focused on the possibility of the driver, vehicle, driving,
and traffic data being attacked by the previously mentioned attack methods. However, a
specific applicable solution was recommended by the authors for future work.

The solution proposed by Reference [9] did not offer any vision of security beyond that
settled by the blockchain itself. However, data-collection solutions must consider offering
the users a valuable verification method to collect data between cars. An example is the
carpooling service solution that was proposed by Reference [19]. It seems, however, that
data-sharing security is poorly studied [14], and it is included often as a future direction of
research. Regarding the Internet of Vehicles, the possible attacks are collusion and Sybil;
the technical study in Reference [20] could support them and adapt them to the black-box
usage, also in a complete view from Reference [12], where the possible corruption of data
is analyzed with insurance. Additionally, active attacks can be made to vehicle sensors
to violate data integrity with exhausting attacks trying different values [17]. It should be
noted that the way to detect malicious vehicles or attackers is when data collected values
are too high or too low, leading to incoherence in the blockchain [18].

3.4. Performance

This review showed that not all of the proposed solutions have been tested; however,
the solutions that passed the test stage showed good performance results. In Reference [19],
experiments were run on an Intel Core i7-4600U CPU 2.10 GHz machine with 8 GB RAM,
Windows 10 (Enterprise Edition), with a focus on comparing two proposed solutions: Indy
and ZoKrates. Both technologies require about the same amount of time to onboard. When
compared to ZoKrates, Indy generates proofs and credentials 60 times quicker and verifies
them five times faster. The most common operation in the system is proof verification.
Because it is calculated off-chain in Indy, the performance benefit would be significant in
(near) real-time applications. When equivalent use cases are explored, Indy-based systems
are intrinsically more efficient and performant [19].

In Reference [9], experiments were run by using Docker containers hosted on a private
university cloud running on Ubuntu 16.04. The first test focused on the performance
of inserting and retrieving data traces within the blockchain. They examined a single
organization (a mobile network provider) with two peers and one orderer. The latency for
both insertion and query rose linearly with the quantity of data to insert/query, because
the auxiliary database eliminated the need to scan the whole blockchain to get a specific
item [9].

In Reference [17], experiments were conducted on a desktop with an Intel 3.4-GHz pro-
cessor, 8-GB RAM, and a Windows 7 platform. The assessments were primarily concerned
with the computational overhead imposed by cryptographic processes. They compared the
suggested plan to the existing approach and demonstrated the computing overhead of the
entire system as the number of cars increased from ten to forty. The suggested technique
significantly lowered the computational cost involved [17].

To test the performance of the private Ethereum Blockchain, the authors in Refer-
ence [10] set up a server with Core i7-000 and 64-GB RAM. The result of the perfor-
mance test showed that their solution receiving data from blockchain needed between 1 to
10 milliseconds; 10 milliseconds was needed when the server received a thousand requests.
According to this result, there is no significant difference between receiving data from a
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blockchain one or a hundred times. On the other hand, storing data in a blockchain requires
more time. To process the data, the server takes less than 2 s when it is just one message,
but for a 500-message-long list, the process time grows to up to 90 s. As a result of their
performance testing, it is not recommended to store more than 25 messages at once [10].

An experiment to test the delay time for downloading and uploading video files into
the blockchain using a consensus algorithm was performed by [15]. Three RaspberryPi
4 B((Broadcom BCM2711, Quad-core Cortex-A72) were used in the experiment. The result
shows, that the proposed blockchain consensus algorithm for both upload and download
took a delay time that did not affect performance, with a linear increase of the delay and
the rise of the size did not have a significant effect on the delay.

On the other hand, the experiment in Reference [20] used a virtual machine for testing
by Hyperledger Fabric1.2, running on a physical machine with Intel Core i5 CPU@3.2 GHZ,
16 GB RAM, and Windows 7 system. For virtual software, VMware Workstation 14 Pro
with 4 GB virtual memory and two allocated processors with 40 GB of Ubuntu system
were used. The first part of the experiment focused on performance results of single-chain,
double-chain, and triple-chain, with a focus on CPU utilization ratio. The experiment
showed that the throughput of the triple-chain structure is improved by 37–100% than the
double-chain and single-chain [20]. The second experiment focused on the effects of worker
credit on performance. The results show that a large amount of high credit workers are
comparable to the SAT solution. However, in practical application, most of the workers do
not have a high score, so the solution is more suitable for practical use. The last experiment
focused on the comparison of fixed block size and different block sizes. Each scheme’s
throughput improves as the block size grows, but not always. Because latency restricts the
maximum number of transactions in a block, even if block size grows and more transactions
may be carried in a block, the throughput does not increase indefinitely [20]. According
to the aforementioned findings, the suggested solution’s throughput is optimal under
various factors, demonstrating the efficacy of dynamically picking the relevant blockchain
parameters, as this is more suitable for actual applications [20].

Reference [18] ran experiments on a Windows 10 64-bit operating system on a physical
machine with an Intel Core i7-8700 processor, with 3.2 GHz frequency, NVIDIA GeForce
GTX 1050, and 16 GB RAM, to test the performance of their proposed solution. The results
showed that, due to the time limitation of transactions in the pool when Q (the number of
transactions in the transaction pool) rises, the algorithm likes to choose more active miners
to converge to an ideal performance improvement rate (PIR) and select more transactions
to construct a block, while roadside units (RSUs) are fixed [18]. However, when Q is fixed,
the number of active miners grows in lockstep with the number of RSUs, but the block size
varies only a little. When Q grows, the blockchain latency increases for a certain number of
RSUs, since more active miners and greater block sizes result in a larger delay. When Q is
fixed, the blockchain latency grows as the number of RSUs increases, and the number of
active miners increases the delay. The final result of the experiment is that the proposed
solution may significantly cut the time spent queuing [18].

Reference [17] conducted experiments by using a computer with an Intel Core i7-8700
processor with 3.2 GHz frequency, 8 GB RAM, and Windows 10 Enterprise operating system.
The experiment compared the efficiency of the proposed scheme (solution using Bloom
filter) with the one that does not use Bloom filter. In the classic system, the computing
cost was proportional to the increase in both speed and time-slot length. The result of the
experiment showed that the proposed algorithm that uses the Bloom filter is, in some cases,
almost 10 times faster than the traditional scheme.

3.5. Scalability

The blockchain has many challenges to face, and scalability is considered the greatest.
Vehicle sales have grown substantially from 2005 to 2020 [21], as well as the technology
inside them. Using blockchain for data collection in the automotive industry has various
implications from a scalability angle. In the Vehicle-to-Everything (V2X) communication
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with the limited computer and networking resources of the vehicle, efficiency is desired, so
network scalability is important [10], but in practical analyses and tests, the data-gathering
load increases the execution time and the power usage exponentially. Therefore, it is not
a viable option for data collection, due to its inadequate scalability; thus, the message-
receiving function should be improved. Reference [9] investigated scalability thanks to
the separate ledgers, but the increase in the amount of data collected creates problems.
In the simulation, a linear GPU and CPU usage was observed that did not seriously
affect scalability, and the time was raised by 11%. In addition, in Reference [9] complete
comprehensive statistics were provided that facilitate understanding of the situations and
open doors for future improvement.

In recent efforts, network innovations have been used to improve the scalability of
blockchain. However, these technologies are still in the early stages of development, and
the question of how to construct lightweight and scalable blockchain networks remains
a major concern [14]. The offered idea is to fragment data and collect them in parallel.
In addition, other solutions are using the lightweight blockchain approach that has a
scalability orientation; for example, Reference [15] considered the Lightweight Consensus
Algorithm for Scalable IoT Business Blockchain to reduce the delay time. The Lightweight
Scalable Blockchain from Reference [4] manages the blockchain dynamically, so as not to
overload it with accumulated data; Reference [4] serves also as a basis for the previously
mentioned articles on the lightweight blockchain.

Reference [11] recommended including the scalability in the black-box solution studies
to satisfy the need for automotive companies to gather data with a vision for their use
in large networks and systems. Although Reference [17] mentioned performance tests
regarding scalable transactions, this study was not further developed. However, it is
recommended to develop scalability in transactions from a data-collection angle. Unfortu-
nately, the rest of the articles, References [12,17–20], did not consider the scalability in their
solutions, thus putting their solutions at a disadvantage compared to other solutions.

3.6. Cost

The transaction costs should not be ignored when blockchain technology is used in
the automotive data-collection process and its services. This section explores the range of
different costs taken into account in the selected articles. As indicated by Reference [11], the
memory consumed by each action and type of data has been studied. However, this study
did not refer to the cost of blockchain transactions to collect data. Based on the Ethereum
network, the cost of creation and implementation was analyzed [10]. The Get Message
function has no additional cost, because mining is not required when receiving messages
from blocks, and the smart contract does not require any alterations. However, the cost
arises when the information is processed, consuming 136 gas each byte; this gives a clear
understanding of how much each transaction consumes (ETH in this case) [10].

Reference [9] considered when there are a lot of data to store, making the storage very
costly, and the acquired data are stored simultaneously in a single commit, which incurs
a transaction cost; however, this technique lowers the transaction cost. In addition, the
use of a simulation in this study gave more validity and reputation. Moreover, the cost of
centralized content administration for many dispersed connected automobiles may be too
expensive, as the number of connected vehicles keeps increasing over the years [18]. It,
therefore, used the different vehicles connected to the decentralized network to split the
costs generated by the blockchain, reducing the signature from 320 bits to 160 bits in length.
Reference [17] described the cost in bytes of the data-gathering step, but it did not address
how it affects the blockchain.

Presently, Reference [13] is not considering costs from the service provider’s perspec-
tive; this makes the cost of the service provider’s vehicle data acquisition unknown. It is
recommended that a cost study be carried out to give more visibility to the industry. Refer-
ence [4] was a groundwork which should be a starting point for many other researchers.
Following Reference [17], a similar situation to Reference [11] was found, as the cost was
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addressed, but not from the context of blockchain use. Reference [19] differentiated be-
tween the types of transactions but not their cost; with this information, it would be more
complete. The same applies to Reference [12]. The rest of the authors did not consider cost
in their manuscripts.

3.7. Monetizing

Thanks to digitalization, innovation, and new technologies, such as the blockchain, the
automotive industry is growing rapidly. This section describes the different alternatives to
monetize data collection in the vehicle industry, thanks to blockchain technology. As settled
by [4] blockchain technology offers several advantages in automotive applications over
conventional modes. Those applications are remote software updates where distributed
data exchange offers scalability and privacy. Insurance to control the data and verify it
supposes a groundwork for [11,15]. Electric vehicles benefit from the privacy of informa-
tion and security of payments and car-sharing services the same benefits as above and
distributed authorization. Considering [11] insurance firms and police departments may
use the data collected by sensors to reconstruct accidents or events in general. The way of
monetization in this manuscript surrounds insurance companies, by using a black box that
collects data from the car to the insurance company. The suggested system can encrypt,
pseudonymize, and secure drivers’ data before transmitting it from the car to a remote
server [11]. Consequently, this option is, therefore, a safe and innovative solution for the
vehicle insurance market. Joined [15] where an answer to black-box limitation is made, and
the purpose of identifying who is to blame for road accidents and how to avoid them with
focus on the image. The merger of these two studies is a breakthrough for vehicle insurers.
Moreover, Reference [17] offered a solution that focused on insurance. A proof-of-stake
concept was used to verify the extracted data; this is a very innovative system that can be
of great interest to insurers.

The Internet of Vehicles could efficiently tackle a variety of traffic and road safety issues,
hence reducing fatal crashes. Reference [10] ensured data interchange between various
participants in intelligent transportation networks. It could be used in several automotive
sectors, such as vehicles and infrastructures, as well as communications between them; as
future work, it can provide function as payment in tolls, charging, or parking. The data
collected by the vehicles are used in a variety of ways throughout the enterprises [13]. These
are solutions for insurance, vehicle management and maintenance, Original Equipment
Manufacturers, urban planning, and road traffic. This article offers a variety of solutions
based on the types of data collected, but it does not elaborate on them; thus, future
work would enrich our understanding by exploring the uses in automation. In light
of Reference [9], a blockchain architecture was proposed for vehicular applications in
Vehicle-to-Vehicle communication that focuses on the messages between them; thanks to
its proof of concept, it can be implemented by car manufacturing companies. Following
Reference [18], there is no viewpoint in specific industry usage; thanks to the simulation, it
can offer possibilities to car producers in regard to the safe sharing of data between cars, as
in Reference [9]. As stated in Reference [20], the reinforcement blockchain system offers
a real application to exchange data between cars to avoid accidents and improve driving
regulations; this can be used by regulatory departments. The car-sharing service idea from
Reference [4] is related to the BWM Group’s car-sharing solution from Reference [19]; in the
future, BWM could be implemented in the real world to take advantage of the competitors.
In Reference [12], the framework proposed follows the GDPR laws for IoV [22–26] but does
not show any specific application. It can be used to follow the law for car producers in
gathering data from autonomous or connected vehicles. The study in Reference [16] does
not have any reference to any use in industry, but in dealing with connected vehicles and
infrastructures, it can have the same real-world applications as in Reference [9]. Moreover,
the framework for Intelligent Transportation Systems can be used to not only collect data
in traffic management systems but also in other industries and contexts [18], thus giving a
broader vision from 5G in data collection, using the blockchain approach.
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4. Discussion

The purpose of the current study was to conduct a review of published articles that
describe the challenges of using blockchain technology for data collection in the automotive
industry. Accordingly, this review investigated gaps in the proposed solutions for data
collection. In addition, it offers practical suggestions to improve the data-collection pro-
cess, taking into account the unique requirements and experiences of automotive industry
stockholders. The following trends emerged: using mass messages to ensure good latency,
changing public keys for driver anonymity, adapting security systems against security at-
tacks, analyzing blockchain costs to know the feasibility of a solution, offering different uses
in production and services for the automotive industry, and using segmental data collection
to make the process more scalable and usable in a real context with large networks.

Connectivity is one of the most important challenges for data collection, because
vehicles are fast objects and are not guaranteed to always be strongly connected to the
Internet. This review showed that the selected articles proposed several solutions to
this problem; these solutions combine the connection via the 3G/4G/5G mobile network
and Wi-Fi with the possibility of short-time local data storing and guarantee quality and
reliability of data sharing. However, future research could focus more on using public Wi-Fi
networks or using connections from other cars as another possible solution for uploading
data to the blockchain. Although it is proven that the use of bulk messages to shorten the
time of loading and processing of data in the blockchain is an effective, secure solution and
could be tested in a real-world example, only one article introduced a solution to ensure
good connectivity and latency by this method.

This review showed that, although researchers have focused on solutions that preserve
privacy in blockchain data collection, few have considered the GDPR; for example, only one
article proposed a solution that allows the right to rectification and the right to be forgotten.
However, the importance of compliance with all data-collection laws seems obvious, as
vehicle data are collected worldwide. In addition, it is necessary to focus more on solutions
that allow for data deletion when requested by the driver, especially as blockchain is built
as an immutable solution.

Security attacks, which are the main challenge for data collection, should be studied
in their entirety, as in Reference [10]. More specifically, researchers should classify attacks
and carry out more tests and simulations for possible attacks (i.e., DDoS, MITM, collusion,
and data exposure). This will improve integrity and provide a secure basis for the future
expansion of data extraction. Moreover, if all types of attacks on large car networks are
not avoided, conflicts and threats to traffic flow can be generated. In addition, insurance
companies would also be affected and could allow fraud if the data were not verified
biometrically. However, further work on possible anti-attack methods is needed.

This review revealed that nine of the thirteen proposed solutions have performed
performance tests. The test results proved that blockchain technology could be used for
data collection in the automotive industry. However, four articles [4,11–13] did not perform
any tests or simulations to verify their solutions. Therefore, these solutions should be tested
in simulations to ensure that they are usable. In addition, the other proposed solutions can
be moved to the small-scale testing phase in the real world.

Scalability is a key factor in achieving sustainability in the automotive industry. In
addition, potentially large vehicle networks must be scalable, as the number of connected
vehicles increases. However, it still implies a limitation in the data-collection research
area, because scalability has not been widely researched in the selected articles. Therefore,
future research should consider scalability technologies, such as parallel data collection and
segmentation, as in Reference [18], but combined with the concepts of a light blockchain, as
in References [4,15], to minimize the consumption.

Since the intended purpose of this review was to assess the applicability of blockchain
data collection, it is necessary to estimate the cost of blockchain solutions. Unfortunately,
as shown in Figure 3, only four estimated the project’s technological costs; Reference [10]
analyzed a reasonable and affordable technical cost, but it was the only one that specified



J. Cybersecur. Priv. 2022, 2 272

the costs in monetary units. As scalability is one of the major challenges facing the auto-
motive sector, researchers should consider the cost of blockchain technology to address
this challenge.
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The automotive industry offers a variety of services and products, and within this
industry, there are various suppliers and manufacturers. The blockchain data-collection
applications investigated by the authors can be classified as follows: solutions for insurance
companies [16] and the proof-of-stake proposal [11,15] that the black box deceives with
groundwork. In addition, Internet-of-Vehicles applications or traffic issues and communi-
cation between vehicles, with limitations on their actual application of data collection, are
very new and difficult to apply quickly in the industry. The researchers are recommended
to implement measures in applications that have short-term benefits for the automotive
industry and to implement and monitor their consequences.

5. Challenges and Future Directions

The literature search was carried out through the use of the following databases:
Springer, IEEE, MDPI, and Google Scholar. Although of these databases cover several areas
and cover many individual databases, such as ScienceDirect, SCOPUS, and Web of Science,
this decision may have influenced the number of relevant articles obtained. The use of
other databases might have increased the number of articles analyzed and could have
contributed to the improvement of the overall analysis. In addition, the research strategy
was considered to limit the number of irrelevant articles (articles published many years
ago, articles that are too general, or articles that do not focus on research goals). In addition,
only articles in English were included. These options may have ruled out relevant articles,
such as articles written in languages other than English.

These restrictions may have had a significant impact on the number of records obtained
and may have had some effect on the retrieval of relevant papers. As a result, the small
number of papers reviewed and the eligibility of varied studies constrained our study.
They may also have influenced data extraction and analysis. However, these constraints
had no significant impact on the discussion and conclusions.

This review allowed us to answer the predefined research question: “What are the
challenges of using blockchain for data collection in the automotive industry as presented in
the published literature?” Thus, this review focused on the challenges of using blockchain
for data collection rather than delving deeply into the various mechanisms and solutions
to address them, paving the way for further reviews to discuss and classify the latest
techniques and mechanisms used to improve data collection through blockchains, such
as blockchain-enabled resource sharing and management. In addition, future research
focusing on the connection itself is needed, where cars can use a mobile network, Wi-Fi,
and connections from other cars to reduce the time, where there is no connection at all.
Moreover, further research should consider the following: scalability, given the increase in
connected vehicles; the design of fully secure algorithms, so as to avoid fake data; and the
costs of energy-intensive blockchain technology in its transitions.

As this review focused on technological and environmental perspectives to categorize
the challenges of adopting a blockchain for data collection in the automotive industry, a
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further review is needed to include organizational features, such as auditing, trust, and
organizational readiness.

6. Conclusions

The role of blockchain in data collection is critical and has expanded in recent years.
The key contribution of this review is to provide a clear picture that summarizes what has
already been written about the challenges of using blockchain for data collection in the
automotive industry. The review identified the most important and relevant studies in
the field, providing details on the topics that have promoted more academic attention and
detailing blockchain adoption challenges for data collection in the automotive industry
sector. The methodology chosen to answer the research question was a literature review.

Our study question was as follows: “What are the challenges of using blockchain for
data collection in the automotive industry, as presented in the published literature?” To
address this question, we classified the challenges into the following seven areas: connectiv-
ity, privacy, security attacks, scalability, performance, cost, and monetization. This review
showed that the cost of using blockchain in data collection has been partly considered in
the design of most of the current solutions in the analyzed publications. In addition, nine
out of thirteen articles conducted tests to verify the performance of the solutions, and all
tests show that the proposed blockchain frameworks are a significant improvement over
conventional solutions. In addition, this study showed that only one solution meets the
requirements of the GDPR Act, such as the right to be forgotten and the right to update
data. Therefore, future research should focus on how to use blockchain technology and
fulfill the requirements declared in the GDPR. In the connectivity area, bulk messages ap-
peared to be a big improvement in latency in blockchain technology. Thus, future research
focusing on the connection itself is needed, where cars can use a mobile network, Wi-Fi,
and connections from other cars to reduce the time, where there is no connection at all.
Moreover, further research should consider the following: scalability, given the increase in
connected vehicles; the design of fully secure algorithms, so as to avoid fake data; and the
costs of energy-intensive blockchain technology in its transitions.
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