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Abstract

This study provides a foundational review of work-based learning (WBL) opportunities
offered by colleges and universities to students in higher education cybersecurity (CS)
programs in the United States, with the goal of mapping the WBL practices across institu-
tional and program contexts. Integrating WBL into CS curricula is widely recognized as
an effective way to strengthen essential skills and address employer concerns about the
gap between academic preparation and labor market needs. We first outline the charac-
teristics of institutions and CS programs offering WBL. Next, we examine the range of
WBL experiences designed to enhance students’ professional competencies. Finally, we
explore characteristics of the partnerships between higher education and industry that
support these initiatives. Using a status survey approach, we collected responses from
92 higher education institutions offering CS programs. We analyzed the data using descrip-
tive statistics and linear regression models to explore patterns of association between the
type and number of WBL opportunities available to students, institutional characteristics
related to the total number of WBL offerings, and program features associated with WBL
intensity across Awareness, Exploration, and Direct Experience levels of intensity. Find-
ings reveal a diverse array of WBL opportunities, with notable growth across credential
levels. Notably, certificates and associate degrees place particular emphasis on WBL. Both
institutional characteristics and program features explain, albeit partially, the number of
WBL opportunities implemented and the intensity levels of those WBL. However, results
also indicate an ambivalent connection to employers, despite their critical role in providing
hands-on, problem-solving experiences. Based on these insights, we recommend expanding
WBL beyond internships, strengthening institutional–industry partnerships, and fostering
employer engagement through structured WBL collaboration models. These strategies aim
to improve workforce readiness and create a more inclusive, scalable system of experiential
learning in cybersecurity education.

Keywords: work-based learning; cybersecurity education; experiential learning; problem-
based learning; employer engagement; workforce development; community colleges;
universities; certificates; associate degrees

1. Introduction
As emerging technologies like artificial intelligence, quantum computing, and the

Internet of Things reshape society and industries, higher education institutions are seeing
growing enrollment in technology-related majors that prepare students for these new
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digital realities. One of them is cybersecurity (CS), a field that has been growing out of
concerns to protect private information and financial assets, safety in many industries, and
attacks from foreign governmental institutions and other entities. The Center for Strategic
& International Studies [1], for example, keeps records of significant cyber incidents that
have taken place since 2006. The development of newer technologies and advanced
automation, specifically artificial intelligence (AI) and machine learning (ML), has become
more relevant to cybersecurity and thus has pushed the need to incorporate them into
cybersecurity education programs [2].

Interest in cybersecurity has also affected a growing labor market. Although estimates
of the actual number of jobs that need to be filled vary, it has been calculated that in the
United States alone, there is a staffing gap that fluctuates from over half a million as of
2023 [3] to more than 750,000 openings [4,5]. The global needs surpass 4 million jobs
currently unfilled. These estimates align with the findings of a survey conducted with IT
managers in Australia, France, Germany, Israel, Japan, Mexico, the UK, and the US, which
found that 82% of employers agreed that there was a “large shortage” of cybersecurity
skills in their companies [6].

In the last decade, different efforts have been taken to respond to the new reality
surrounding cybersecurity, and specifically to reduce the job gap. Colleges and universities
are part of those initiatives and have created new programs granting degrees in cybersecu-
rity at all levels. In their efforts, they have developed close relationships with businesses
and industry to support the preparation of future professionals in the field and ensure
their employability.

A critical issue in preparing the future workforce in cybersecurity is the actual en-
gagement of students in the field, which provides them with hands-on experiences in
real-life situations. To cover such needs, many of those schools have turned to work-based
learning (WBL) to further prepare those professionals and to better align coursework and
curriculum with industry needs. Institutions of higher education have access to a large
number of WBL options that they can offer to students, in a range that includes those
that require very little exposure (site visits) and contact with employers to those that de-
mand more time commitment and carry potential monetary compensation (internships
and apprenticeships).

In this introductory study, we explored the work-based learning opportunities that
colleges and universities offer to further prepare cybersecurity professionals, position-
ing the analysis as a foundational effort to map WBL practices across higher education
cybersecurity programs.

2. Work-Based Learning in Higher Education
2.1. Review of Existing Literature

Research on the offerings and types of WBL in higher education cybersecurity pro-
grams is, to the best of our knowledge, essentially nonexistent, both in the United States
and in other countries. This deficit may affect the advancement of the knowledge of cyber-
security workforce education. It also presents serious challenges in understanding what
and where efforts are placed to truly strengthen the CS workforce’s readiness. Work-based
learning activities cover a wide variety of types, varying by students’ (and companies’)
involvement in actual work activities and their time commitment. There are several frame-
works that explain the WBL continuum [7–9]. Using an adapted version of the FHI 360
framework [8], the most common WBL can be further classified into levels of intensity
that reflect one end of the spectrum of WBL activities, with less involvement and time
commitment, to the other end, which requires more direct participation and greater time
commitment. The available WBL can then be placed on the following levels of intensity:
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(1) Awareness (which includes Industry speaker series, Worksite visits, Job shadowing),
(2) Exploration (including Practicum/workplace projects, Senior design projects, Capstone
experience), and (3) Direct Experience (which includes Internship and Employee mentor-
ships). This categorization is helpful to understand and predict the WBL that may be more
effective in the preparation of a CS workforce with skills that respond to the needs of the
labor market. While WBL targeting Awareness helps students learn, WBL in the Direct
Experience will be more effective in developing and strengthening the technical and soft
skills the CS workforce needs.

Most of the current studies on the connection between WBL and CS, however, do not
take that perspective. A number of studies have highlighted, in rather general terms, the
importance and need to establish a clear connection between WBL and the CS curriculum
in higher education, but it is noticeable the absence of a more detailed examination of
what those WBL activities are or how they relate to the CS curriculum in institutions of
higher education. Mukherjee, Le, Chow, and Susilo [10], for example, have argued that
work-integrated learning must be embedded in the CS curriculum, allowing for application-
based learning opportunities that include hands-on tasks. Others, like Bartone, Wagner,
and Pauli [11], argue for moving away from knowledge based on the traditional academic
theory model, although they recognize that experiential learning remains underdeveloped
and inconsistently implemented in the cybersecurity field. A report by Crawford [12]
further stresses the need for WBL in CS programs and calls for employers to focus hiring
practices on the skills developed by potential employees, rather than relying exclusively
on college degrees. Examining CS programs in the United Kingdom, Prickett and his
colleagues [13] discuss several components of those programs, including curriculum and
quality assurance, but they don’t address WBL or its implementation.

2.2. The Benefits of WBL in Higher Education

The wide variety of WBL types, along with vocational coursework, allows students
to have diverse experiences and views of the world of work and to engage in education
through work [14]. Therefore, students will have exposure to a broad array of learning
experiences, from career exploration activities and job shadowing that do not require task
involvement but rather observation, to more specialized training and participation that do
require task involvement, such as internships [15]. In the U.S. higher education system, the
time commitment also depends on the type of WBL students participate in, ranging from
one hour attending a speaker series to months completing an internship. Students can also
participate whenever those WBL opportunities are available, but for associate, bachelor’s,
and master’s degree programs, the most common form of WBL, internships, is usually
completed during the Summer break, although individual programs may plan internships
differently, and companies may expect a different time to completion. In those institutions,
WBL is an additional requirement, and, as a general rule, it does not replace a semester’s
worth of courses nor any graduation requirements (such as a thesis or dissertation).

In general, the main purpose of work-based learning, according to Cahill [15], is to
develop “hands-on experiences in a work environment that provide training paths to em-
ployment or support career advancement” (p. 6). Although WBL has been conceptualized
in various ways, reflecting its multifaceted nature, different forms, and different perspec-
tives on its core purpose, it should not be viewed solely as a mechanism for developing
technical skills. While WBL enables students to apply job-specific competencies, it also
fosters a broader understanding of the world of work, deepens knowledge of business and
industry, and in the process promotes the development of personal and social competen-
cies [16]. Expanding on this idea, Stasz and Stern [17] identify five overarching purposes
of WBL:
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(1) enhancing students’ motivation and academic achievement; (2) increasing
personal and social competence related to work in general; (3) gaining a broad
understanding of an occupation or industry; (4) providing career exploration
and planning; and (5) acquiring knowledge or skill related to employment in
particular occupations or more generic work competencies. (p. 2)

In an education system often criticized for its lack of alignment with real-world
demands, WBL offers a critical approach to bridge this gap by providing students with
opportunities to gain practical experience in authentic work environments. While WBL has
long existed in higher education, recent years have seen a resurgence of interest among
those institutions to adopt WBL [18]. This renewed focus is driven by multiple factors,
including the growing expectation for higher education institutions to engage with an
“increased number and variety of communities [. . .] each of [which] has its particular
demand,” a phenomenon described as their “third mission” [19] (p. 304) [20]. Additionally,
those institutions are responding to technological advancements, economic integration,
and the increasing diversity of the workforce. Collectively, these dynamics underscore the
need for deeper collaboration to foster skill development [21].

Work-based learning enables students to apply the knowledge acquired through
coursework in real-world professional contexts. As such, WBL serves as a strategic ap-
proach to strengthen students’ professional preparation, ultimately benefiting both society
and the economy [22]. By fostering the development of work-related skills, WBL “promotes
a high level of work role identification and efficacy, which in turn positively influences
their successful transition into the work environment” [23] (p. 10). Beyond applying aca-
demic knowledge, WBL helps students cultivate additional competencies, including those
learned from working with others and those related to other social aspects of learning, like
interpersonal skills and collaboration—i.e., soft skills and employability skills [24,25]. Fur-
thermore, Lester and Costley [26] highlight that WBL participants not only gain expertise
and technical skills but also experience “increased confidence, a propensity to reflect and to
want to understand, and a hunger for further learning and development” (p. 568).

The labor market benefits of WBL participation are also well documented. Students
who complete paid internships are more likely to secure employment with higher wages
within a year of graduation [27], achieve greater job success, and report higher career
satisfaction. They also tend to earn higher average salaries both overall and within their
respective industry [28]. Similarly, WBL participants generally earn higher incomes than
non-WBL participants [29,30], including those engaged in internships or mentorships.
Additional advantages include assuming greater workplace responsibilities, enhanced
competence and assuredness, reduced stress, and improved recognition [26]. Work-based
learning is also associated with an increased likelihood of full-time employment [31].

2.3. Expanding WBL in Higher Education

With the push to support the challenges of the new economy, federal and state policies
have turned, too, to higher education institutions to expand work-based learning, including
2-year degree programs. Reported by Wilson and Mehta [32], of particular importance are
the WBL expansion initiatives allocating “direct resources for state staff or other organiza-
tions to support the growth of work-based learning” (p. 5). In 2024 alone, 46 states had
adopted policies towards promoting industry partnerships to engage in work-based learn-
ing [33]. The result of different policies and initiatives is that more programs in community
colleges and universities offer or require work-based learning as a critical component of a
student’s preparation.

Given the significant benefits it provides to students, colleges and universities now re-
gard WBL as a fundamental component of higher education curricula [18]. This burgeoning
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interest has resulted in a substantial expansion of WBL at the higher education level in the
U.S., therefore augmenting WBL adoption in a growing number of degree programs and
types, including STEM [34], business [35,36], and teacher preparation [37], among others.

One of the few comprehensive research studies about WBL in higher education is that
of Bragg and her colleagues [38], who examined the characteristics associated with WBL in
about 500 two-year colleges in the country. Some of their findings indicate that (1) there
were few curriculum and program areas that WBL was linked to; (2) only about 1/5 of
students in technical programs took part in WBL; (3) WBL was absent from manufacturing
and high tech programs—contrary to the recognition that those were the areas in most need
of such approach; (4) nursing, and business programs appeared to have more structured
WBL offerings, and (5) programs in the surveyed colleges tended to gravitate around a
reduced set of WBL options: professional/clinical, cooperative education, school-based
enterprise, apprenticeship, and youth apprenticeship.

Three decades later, some of those facts have certainly changed. According to Aliaga
et al. [39], most of the programs in 2-year college degrees now require a form of WBL, cov-
ering all occupational areas in the career and technical education career clusters spectrum;
more technology programs require a WBL, although health-related programs still lead
those requirements; and clinical still appears to be the leading form of WBL followed by
capstone, practicum and internships at least in the state where their study was conducted.

However, regardless of the WBL educational and labor outcomes benefits, and in spite
of the WBL supporting policies and changes introduced over the past decades, only 21% of
students participated in WBL [40], only one-fifth of adults completed a WBL program, and
only 14% participated in WBL as part of a higher education program [41]. A survey by the
National Survey of College Internships [42] reports that internship participation among
students at 2-year institutions was 13%, compared to 36% among those attending 4-year
institutions. This is significant because these numbers are similar to the data reported
by Bragg et al. [38] for 2-year colleges, who indicated that in 1995, an average of 18%
of students in vocational education participated in WBL in most of the institutions that
were surveyed.

2.4. Critical Partnerships for a Successful WBL

There is little doubt that, for WBL to be relevant and successful, cooperation among
educational institutions, businesses, and other partners is essential. Bremer and Madzar [43]
advocated and encouraged employer participation, suggesting that various efforts could
be undertaken in this direction to overcome business representatives’ reluctance. In a study
conducted in Massachusetts, businesses support internships as a potential source of skilled
talent, an approach shared not only by colleges but also by policymakers and students [44].

Stevens [45] reported that internships with crucial partners in cybersecurity programs
have resulted in students’ enhanced communication and technical skills. The benefits of
business participation are countless; above all, the possibility of creating a skilled workforce
that directly impacts those businesses. Similarly, Atkinson [46] has pointed out that work-
based learning requires the involvement of employers and industry for the successful
preparation of the workforce.

However, Reeve and Gallacher [47] have warned that these partnerships come with
some challenges, because of the limited interest they may have to engage in these types of
relationships with universities, and because of the differences in understanding concerning
learning and knowledge they may have. To counter those potential obstacles in developing
WBL partnerships, it has been suggested those relationships require clear information,
ongoing communication, flexibility with approaches, committed and skilled teachers who
support students, engaged students, the involvement of intermediary organisations to
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arrange and facilitate activities, and the commitment of business and education leaders
to drive work-based learning and work-integrated learning in their communities and
companies [46].

3. The Higher Education Cybersecurity Curriculum and the Need
for Practical Experience

Although cybersecurity is a relatively recent field of study, higher education institu-
tions have increasingly launched initiatives to develop and prepare the future CS workforce
and strengthen the skills of students and professionals to address the existing employment
gap. However, the role of higher education in meeting labor market demands appears to
lag behind industry needs. Employers have questioned the availability and “relevance of
cybersecurity-related education programs,” expressing their concerns that those programs
do not meet “the needs of their organizations” [48] (p. 20) [49]. This disconnect highlights
a gap between what students learn and the skills expected in real-world settings [50].
Companies also note the absence of metrics or rankings “to help employers understand
what programs, certifications, and degrees are the most effective” [51] (p. 3), while college
curricula often operate in silos [52], failing “to provide a holistic solution to the root causes
of the skills gap” [10] (p. 1). Furthermore, inconsistencies in program focus and institu-
tional arrangements persist among colleges and universities [53]. Preparing students for
CS careers requires not only foundational concepts but also interdisciplinary content [54].
As Nizich [55] notes, “there will be specific areas of expertise that will inevitably need to
be either attained or learned” (p. 100)—such as AI, data science, cognitive psychology,
and law.

In the relationship between higher education and the CS industry—as with other
sectors—higher education institutions are expected to prepare graduates with the knowl-
edge and skills necessary to support organizational goals. However, employers consistently
express concern that graduates lack both practical experience and essential soft skills [51].
Universities face persistent challenges in providing CS students with hands-on learning
opportunities that strengthen their readiness and professional roles [56]. In many cases,
institutions struggle to implement practical approaches such as work-based learning due
to limited industry partnerships and resource constraints [50]. As a result, graduates of-
ten enter the workforce “unable to apply their theoretical knowledge to various real-life
situations” [57].

In the critical field of CS, an essential consideration is that professionals should pos-
sess soft skills that are transferable across roles rather than being role-specific [58]. This
flexibility is fundamental in an industry characterized by constant change and evolving
responsibilities. Notably, the type and level of soft—or employability—skills demanded
by the cybersecurity sector are shifting at an unprecedented pace [59]. Existing litera-
ture on the required soft skills in CS consistently highlights teamwork, problem-solving,
and communication [54,60,61], alongside analytical thinking, troubleshooting ability, in-
tegrity, resilience under pressure [62], and critical thinking [55]. The strong link between
experiential learning and positive career outcomes has prompted institutions to prioritize
internships as a key curricular component [55]. Recent recommendations advocate for
expanding experiential learning to include work-like experiences that allow students to
apply theoretical knowledge while developing hands-on technical skills [49]. Furthermore,
integrating internships and other experiential learning opportunities into the CS curricula
has been widely suggested [63]. These practical competencies are indispensable in the
cybersecurity industry and are most effectively cultivated through structured work-based
learning experiences [58].
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4. Using Experiential Learning and Project-Based Learning to Explain
the Strengthening of the Workforce Readiness in CS Through WBL

We grounded our study on the theories of project-based learning (PBL) and experiential
learning (EL). EL and PBL are purposely used as interpretive lenses to contextualize
observed patterns in WBL implementation. PBL, as defined by Barrows [64], emphasizes
student-centered learning through inquiry-driven approaches to solve complex, real-world
problems. This methodology fosters critical thinking and self-efficacy—skills essential for
addressing contemporary cybersecurity challenges such as data breaches [65] and emerging
threats enabled by technologies like artificial intelligence and machine learning [66]. By
engaging students in collaborative problem-solving, PBL equips students with self-directed
inquiry, effective communication, and lifelong problem-solving abilities [2,67], making
it a robust framework for preparing graduates to meet the evolving demands of the
cybersecurity job market.

Experiential learning (EL) theories [68] position students in direct engagement with
authentic work environments. According to these theories, learning occurs through active
participation, experience, and practice within real-world contexts [24,69]. As in problem-
based learning (PBL), EL emphasizes context-driven, active learning by fostering the
development of both conceptual knowledge (theory) and applied technical skills (prac-
tice) to meet the unique demands of the workplace, such as those in the cybersecurity
sector. Through internships, apprenticeships, worksite visits, industry speaker series, job
shadowing, mentorships, and simulation labs, students acquire practical skills in real time,
aligning their training with workforce expectations. Integrating these theories provides a
framework for understanding how students not only grasp cybersecurity concepts but also
apply them effectively in practice.

The blending of PBL and EL is anchored in core components such as problem design,
collaboration, and skill development, all of which are essential for preparing students in
CS. First, problem design in PBL involves presenting learners with authentic, real-world
challenges—such as mitigating phishing attacks, conducting vulnerability assessments, or
responding to data breaches [2,65]. EL builds on this by situating these tasks in authentic
work environments, enabling students to apply theoretical knowledge while addressing
industry-relevant problems [68]. Collaboration is central to both approaches: PBL empha-
sizes teamwork among peers, whereas EL extends this interaction to include coworkers,
mentors, supervisors, and industry professionals. Finally, skill development encompasses
both the critical thinking cultivated through PBL and the hands-on technical competencies
reinforced by EL, such as threat detection and incident response.

The integration of PBL and WBL spans multiple dimensions, forming a cohesive
and promising learning continuum. Mentorship, for example, shifts from facilitators
guiding inquiry in PBL to industry professionals offering coaching and feedback in WBL.
Reflection, another critical component, is embedded in both approaches: PBL encourages
students to analyze their problem-solving processes, while WBL reinforces workplace
lessons through performance evaluations. Finally, assessment bridges the two models, with
formative, performance-based evaluations ensuring that theoretical understanding aligns
with technical proficiency.

This framework responds to the growing demand for skilled professionals in the
cybersecurity sector. According to the Bureau of Labor Statistics [70], employment for
Information Security Analysts is projected to increase by 29% through 2034—a rate far
above the average for all occupations. Meeting this demand requires training approaches
that move beyond traditional instruction and foster real-world competence, which is
achieved through work-based learning.
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By integrating the conceptual depth of PBL with the practical rigor of EL and WBL,
the framework equips students to address current cybersecurity threats while remaining
adaptable to emerging challenges. It also promotes diverse pathways, including Non-
Traditional Training Programs (NTTPs). Through this holistic approach, students develop
critical thinking, soft skills, technical expertise, and industry readiness—essential for
success in the rapidly evolving cybersecurity landscape.

5. Research Problem, Purpose, and Research Question
In recent years, interest in developing a skilled cybersecurity workforce has grown

significantly, prompting studies that explore various aspects of cybersecurity education.
From the perspective of professionals in the field, a persistent question remains: how can
we better prepare future practitioners for critical roles in cybersecurity? This shared concern
between industry and higher education has led to an expansion of cybersecurity programs
and the integration of work-based learning into curricula. However, limited research exists
on the types of cybersecurity work-based learning opportunities offered by colleges and
universities to enhance students’ preparation and improve their employability.

The purpose of this study was to provide a foundational understanding of how work-
based learning opportunities are implemented and offered in colleges and universities in
the field of cybersecurity in the United States. Specifically, the study aims to map the scope,
types, and intensity of WBL practices across programs and institutional contexts, and to
examine how institutional and program characteristics are associated with these practices.
To achieve this, we first examined the spectrum of WBL offered to students to support their
professional development. Next, we analyzed the key institutional characteristics of the
available WBL opportunities. Finally, we examined some characteristics of the business
and industry partnerships with CS programs in colleges and universities. Our findings are
based on a survey conducted with colleges and universities across the United States.

The research questions for this study were:

1. What is the scope and types of work-based learning opportunities within cybersecurity
programs at colleges and universities?

2. To what extent do higher education institution characteristics predict the number of
work-based learning opportunities they offer through their cybersecurity programs?

3. How effectively do cybersecurity program features explain the use of direct experience
across differing levels of intensity of work-based learning?

4. What views do colleges and universities have regarding employers’ involvement in
work-based learning opportunities in cybersecurity programs?

6. Method
This is a foundational study that utilized a cross-sectional survey research design to

map work-based learning (WBL) practices across cybersecurity programs at U.S. colleges
and universities. We followed a descriptive or status survey approach [71], which is in-
tended to yield valuable insights into practices [72]. The primary goal was to document the
prevalence, distribution, and characteristics of WBL opportunities rather than to examine
trends, test causal relationships, or evaluate effectiveness. As is typical of foundational de-
scriptive surveys, we attempted to provide a snapshot of current practices at a single point
in time to describe an educational phenomenon [72]. Descriptive research is particularly
important in the evolving field of cybersecurity [10,73,74] and is central to understanding
a real cyber system [75]. Descriptive research is also more relevant for studying the con-
nection between WBL in CS, as very few studies have addressed this issue before, even
though a massive skills shortage exists in this rapidly evolving technological landscape.
Our goal was to transform reality into data [76] and thus use compelling data to further
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the understanding and knowledge of WBL in CS. We considered that descriptive studies
are essential for understanding and addressing the complex challenges in cybersecurity
education and workforce preparation, as they provide data in a field that still lacks a
universally accepted curriculum, thereby laying the groundwork for hypothesis-driven
causal analyses. In addition to descriptive statistics, we also conducted linear regression
models to test associations between variables.

6.1. Instrument

The instrument used in this study was created to examine the availability and char-
acteristics of work-based learning opportunities in college and university cybersecurity
programs. This effort marked a first step toward a deeper understanding of WBL, which is
widely regarded as a critical component in preparing students for cybersecurity careers.
After its initial development, the survey was reviewed by a panel of experts to assess item
relevance and ease of response. No major revisions were required. The finalized version
was uploaded to an online platform designed for seamless distribution to potential respon-
dents, who then completed the instrument entirely online. The instrument was developed
in the context of the apprenticeship sub-group of the National Initiative for Cybersecurity
Education (NICE). NICE is a collaborative network of professionals from industry, higher
education, and state and federal agencies, all working to advance cybersecurity education
and strengthen the workforce pipeline in this field.

6.2. Participants

For this study, we intentionally focused on collecting data from higher education
institutions in the United States. Given the limited existing research on the landscape
of WBL opportunities within higher education cybersecurity programs, our goal was to
develop a more comprehensive understanding of the types of WBL experiences available to
students in those programs. To achieve this, we selected participants from both community
colleges (primarily offering certificates and 2-year associate degrees) and universities (which
usually offer 4-year degrees, including bachelor’s and graduate degrees). By focusing on
higher education institutions, we excluded other key stakeholders directly connected to
these programs, namely industry partners and students. Only higher education institutions
were included in the study, as they share more common characteristics across programs.

6.3. Sample

An invitation to participate in the study was sent to members of the different NICE
networks—higher education, K-12, and apprenticeship sub-groups—the primary target
audiences. The request was sent to individuals in 247 institutions. Additionally, the
invitation was shared with the Center of Academic Excellence (CAE) network, which
distributed it to their affiliates; however, the number of recipients and participants from
that group is unknown. Two follow-up reminders were sent over a 60-day period to
encourage participation.

A total of 94 responses were collected during the survey period, of which 92 were
deemed usable. Respondents represented 33 different states. California had the highest
number of responses, with 10, followed by Alabama with 7. New York, Texas, and Virginia
each provided 6 responses. Colorado, North Carolina, and Wisconsin each accounted for
5 responses, while Maryland, Michigan, and Nebraska contributed 3 each. Colleges from
other states submitted one or two responses.
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7. Results
7.1. Characteristics of Programs and Institutions

To address Research Question 1, we first described the participant institutions and
the CS programs they offered. Colleges and universities offering these programs were
classified using the Carnegie Classification of Institutions of Higher Education [77].

Table 1 shows the distribution of cybersecurity programs by institution type among
the study participants. Among the participating institutions, 44% were colleges and 22%
were universities. Community colleges primarily offer entry-level programs, offering a
higher number of certificates (N = 40) and associate degrees (N = 48) in CS. In contrast,
universities regularly offered advanced education, providing bachelor’s (N = 29) and
master’s (N = 34) programs. Overall, certificates (N = 57) and associate degrees (N = 53)
were the most common CS programs offered, highlighting how community colleges and
universities complement each other in meeting diverse career and workforce needs. In those
institutions, students had varying options for declaring a cybersecurity focus. The most
common option was to select a track, emphasis, or concentration within a cybersecurity
major (28%), followed by declaring cybersecurity as their primary major (13%).

Table 1. Cybersecurity Program and Institution of Higher Education Type (N = 91).

Cybersecurity
Program

Institution Type

Community
College University Total

Certificate 40 17 57
Associate 48 5 53
Bachelor’s 6 29 35
Master’s 0 34 34

Total 97 82 179

We also examined two distinguishing components that reflect the advancement of
cybersecurity education: whether the institution was designated as a Center of Academic
Excellence (CAE) and whether it hosted a Cybersecurity Center (CSC). In addition, we
analyzed whether the cybersecurity program incorporated opportunities to earn Industry-
Recognized Credentials (IRC), which validate specialized knowledge and skills in specific
areas. Notably, 67% of responses came from institutions designated as Centers of Academic
Excellence (CAE) in Cybersecurity, a recognition jointly awarded by the National Security
Agency (NSA) and the U.S. Department of Homeland Security. Institutions earn CAE
designation by meeting rigorous criteria and may choose to specialize in one or more focus
areas [78]. Our findings indicate that CAE designation and the presence of a CSC are
similarly distributed across certificate and associate programs, as well as in bachelor’s and
master’s degrees. In contrast, embedding IRC attainment is most prevalent in certificate
and associate programs, where workforce readiness is a primary focus. In the United States,
IRCs are certifications issued by businesses or industry groups that demonstrate a person’s
specific job skills. IRCs are validated by employers and serve two main purposes: demon-
strating competence for entry-level jobs and boosting marketability by demonstrating the
knowledge and skills students have learned [79].

7.2. Scope and Types of Work-Based Learning in Cybersecurity Programs

We also examined the types, frequencies, and mechanisms by which work-based
learning is integrated into cybersecurity education.

According to survey participants, the total number of WBL offered by programs
was: certificate programs, 55; associate degrees, 52; bachelor’s degrees, 35; and master’s
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degrees, 33. These data indicate that WBL opportunities span all levels of higher education
credentials, with certificates and associate degree programs accounting for the majority of
offerings, which, in turn, point to a stronger emphasis on WBL at foundational levels, where
workforce preparation is prioritized. In contrast, bachelor’s and master’s programs include
fewer WBL. Overall, participants reported 175 distinct WBL activities across programs.

The survey included a list of WBL commonly available in higher education settings.
In total, eight WBL types were included in the analyses: Industry speaker series; worksite
visits; job shadowing; employee mentorships; practicums/workplace projects; intern-
ship/cooperative education; senior design projects; and capstone experience.

Data reported in Table 2 show that internships/cooperative education is, not surpris-
ingly, the most common form of work-based learning offered by responding institutions,
largely in associate degree programs. It is followed by industry speaker series, capstone
experience, and worksite visits. Associate degree programs offered a wider variety of WBL
opportunities than the other programs. Certificate and master’s programs show a more
balanced distribution of WBL types, with a slight emphasis on industry speaker series and
capstone experiences. Notably, neither of these program types includes job shadowing
opportunities. The total of 266 WBL activities indicates programs incorporate a wide variety
of WBL types for students, rather than focusing on a single approach. Colleges generally
offered a mix of WBL opportunities, though the number and type varied by institution. For
example, associate degree programs reported a combined 120 WBL activities, followed by
institutions offering bachelor’s degrees that participated in the study.

Table 2. Frequency of Work-Based Learning by Program Type.

Work-Based Learning
Program

Total
Certificate Associate Bachelor’s Master’s

Industry speaker series 9 27 8 9 53
Worksite visits 6 18 4 6 34
Job shadowing 0 8 3 0 11

Employee mentorships 4 8 5 4 21
Practicums/workplace

projects 6 10 5 6 27

Internship/cooperative
education 7 31 12 7 57

Senior design projects 7 2 6 7 22
Capstone experience 8 16 9 8 41

Total 47 120 52 47 266

Notably, institutions with a Cybersecurity Center tend to offer a broader range of
WBL opportunities than those without one. Internships/cooperative education is the most
prevalent WBL opportunity among institutions that hold a Center of Academic Excellence
designation or host a Cybersecurity Center.

7.3. Institution Characteristics and Work-Based Learning Offerings

As noted above, different types of institutions offer various forms of work-based
learning within their cybersecurity programs. However, the extent to which WBL is
incorporated depends on institutional characteristics and the degree to which institutions
are connected to labor market needs [80].

To address Research Question 2, we employed a linear regression model to examine
the influence of institutional characteristics on the total number of WBL activities im-
plemented by cybersecurity programs (dependent variable). The independent variables
included: (1) whether the program had a cybersecurity center, (2) whether the program
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held a CAE designation, (3) the number of full-time tenure faculty, (4) the number of full-
time staff, and (5) whether the curriculum included preparation for industry-recognized
credentials (IRCs).

The results presented in Table 3 indicate that some institutional factors would predict
the WBL implementation in bachelor’s and master’s degree programs at universities, but
not necessarily in college-level programs that offer certificates and associate degrees. For
bachelor’s programs, the CAE designation is the most influential predictor of the number of
WBL experiences offered. In contrast, for master’s-level programs, increases in the number
of full-time tenure-track faculty are associated with a higher total number of WBL activities.
In both cases, the presence of a CAE designation and greater numbers of full-time faculty
likely signal a stronger institutional commitment to enhancing program quality.

Table 3. Impact of Institutional Characteristics on the Total Number of Work-Based Learning Oppor-
tunities Implemented, by Program Type. Linear Regression Standardized Coefficients.

Cybersecurity Program Total Number of WBL

Institutional Characteristic Certificate/Associate
Degree

Bachelor’s
Degree

Master’s
Degree

Cybersecurity Center −0.027 −0.033 0.231
CAE Designation −0.070 0.403 ** 0.163

Number of Full-Time Tenure Faculty −0.198 0.290 0.679 *
Number of Full-Time Staff −0.012 −0.151 −0.295

IRC −0.219 −0.205 0.200

Adjusted R2 −0.085 0.206 0.244

N 41 32 30
* Statistically significant at p < 0.01. ** Statistically significant at p < 0.05.

7.4. The Intensity of WBL Opportunities Offered

As indicated above, our results show that cybersecurity programs at U.S. institutions of
higher education offer a wide variety of WBL opportunities. To address Research Question
3, we examined the intensity of WBL implemented in these programs. For this analysis,
we grouped the eight WBL types listed in Table 2 into the three levels of intensity reported
above: Awareness, Exploration, and Direct Experience.

The purpose of this analysis was to understand how program features influence
the level of WBL intensity adopted. To do so, we conducted a linear regression anal-
ysis to identify program features associated with the number of WBL implemented at
each intensity level (dependent variable). The program characteristics included as in-
dependent variables were: (1) the total number of formal requirements each program
established with businesses to implement WBL, (2) the number of companies participat-
ing in WBL at the time of the survey (organized into five groups), and (3) the age of the
cybersecurity program.

Our findings indicate that the number of participating businesses had varying effects
on WBL intensity (Table 4). Notably, programs working with smaller groups of companies
(1–6 or 6–10 companies), as well as those collaborating with more than 20 companies,
exhibited increases in the number of WBL activities across all intensity levels throughout
all programs. Importantly, the number of participating companies does not predict WBL
activity within a single intensity category; rather, it influences all three levels, though to
different degrees. However, only programs partnering with 6–10 companies and those with
more than 20 companies showed significant associations with WBL at the Direct Experience
level, which includes internships and mentorships.
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Table 4. Impact of Program Features on the Intensity of Work-Based Learning Opportunities, by
Number and Program Type. Linear Regression Standardized Coefficients.

Program Certificate Programs Associate Degree Bachelor’s Degree Master’s Degree

Feature Number of WBL Implemented by Intensity Level

Awa a Expl b Exp c Awa Expl Exp Awa Expl Exp Awa Expl Expe

Require-
ments 0.035 −0.979 0.175 0.072 −0.097 0.279 ** 0.172 −0.121 0.083 0.050 −0.049 −0.064

Business
1–5 0.477 * 4.616 * 0.313 ** 0.305 ** 0.446 * 0.054 0.413 ** 0.583 * 0.179 0.228 0.379 ** 0.061

Business
6–10 0.397 * 2.386 ** 0.227 *** 0.352 ** 0.315 ** 0.223 *** 0.360 ** 0.514 * 0.507 ** 0.506 ** 0.656 * 0.655 *

Business
11–15 0.354 ** 0.902 0.200 0.407 * −0.030 0.159 0.526 * 0.452 * 0.047 0.470 ** 0.352 *** 0.064

Business
16–20 0.143 1.496 0.191 0.034 0.440 * 0.219 *** 0.089 0.425 * 0.330 *** −0.103 0.335 ** −0.032

Business
20+ 0.261 ** 2.713 * 0.284 ** 0.238 *** 0.277 ** 0.277 ** 0.534 ** 0.637 * 0.492 ** 0.669 * 0.629 * 0.624 *

Program
Age −0.007 −0.198 0.279 ** −0.046 0.080 0.255 ** −0.040 0.089 * 0.068 −0.097 0.114 −0.261

Adj R2 0.360 0.298 0.334 0.267 0.375 0.435 0.267 0.449 0.166 0.177 0.409 0.283

N 53 52 34 31

a Awareness: Industry speaker series; Worksite visits; Job shadowing. b Exploration: Practicum/workplace
projects; Senior design projects; Capstone experience. c Direct Experience: Internship; Employee mentorships.
* Statistically significant at p < 0.01. ** Statistically significant at p < 0.05. *** Statistically significant at p < 0.10.

Another important finding is that the number of formal business requirements was
statistically significant only for predicting WBL at the Direct Experience level within
associate degree programs. This is noteworthy because a foundational principle of high-
quality WBL is the need for structured, well-designed experiences to support student
success [8,9,81]. What is also revealing is that program age was associated only with the
number of Direct Experience-level WBL opportunities in certificate and associate degree
programs. This finding is particularly informative, as it may indicate that a focus on Direct
Experience WBL is associated with the expansion of CS programs at the certificate and
associate degree levels to address the evolving nature of CS.

While several program features show statistically significant associations with WBL
intensity, particularly the number of participating businesses and, in some cases, formal
requirements and program age, the overall explanatory power varies considerably across
program types and intensity levels (R2 ranging from 0.166 to 0.449). This pattern suggests
that WBL intensity is not determined by a single dominant factor but rather reflects mul-
tifactor, context-dependent dynamics that differ across certificate, associate, bachelor’s,
and master’s degrees. Programs appear to tailor their WBL approaches based on their
specific contexts, with business partnerships playing a particularly important role across
multiple intensity levels, though the strength and nature of these relationships vary by
credential type.

7.5. Institutions’ Views of Employer Engagement in Work-Based Learning

We also assessed the responsiveness of critical partners—employers—to supporting
WBL to address Research Question 4. To do so, we gathered institutions’ views of employer
responsiveness. Strong partnerships with business and industry are essential for successful
WBL implementation, and the cybersecurity sector is no exception. Table 5 presents em-
ployer responsiveness to WBL participation across program types, measured on a 5-point
scale, where higher average scores indicate greater responsiveness. Overall, employer
responsiveness appears moderate across all programs. However, bachelor’s and master’s
CS programs report a slightly higher level of employer responsiveness, while associate and
certificate programs show somewhat lower levels of responsiveness.
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Table 5. Employers’ Responsiveness to Participation in Work-based Learning by Program (N = 92).

Program Mean Response Standard Deviation

Certificate 3.33 1.205
Associate 3.34 1.159
Bachelor’s 3.74 1.172
Master’s 3.76 1.062

We also examined whether employers’ responsiveness to participate in WBL oppor-
tunities varied by business size. Table 6 presents the test of association results about the
relationship between company size and the types of WBL programs implemented. Com-
panies with fewer than 100 employees primarily partner with certificate and associate
programs, showing less involvement with bachelor’s programs and minimal participation
in master’s programs. In contrast, larger companies with more than 500 employees exhib-
ited broad, nearly balanced responsiveness across all program types, including institutions
offering certificates and associate degrees. Companies in the mid-size ranges (101–300 and
301–500 employees) follow a similar balanced pattern, though with slightly less consistency
across program levels.

Table 6. Company Size and Work-based Learning by Program. Test of Association (N = 92).

Program
Business Size

Total χ2 (df)
<50 51–100 101–300 301–500 >500

Certificate 10 9 7 6 26 58 1.299 (4)
Associate 11 10 8 5 19 53 8.825 (4) **
Bachelor’s 3 5 2 5 20 35 5.132 (4)
Master’s 0 3 2 5 24 34 18.429 (4) *

Total 24 27 19 21 89 180
* Significant at p < 0.01. ** Significant at p < 0.10.

We previously emphasized the importance of business and industry partnerships
for the successful implementation of WBL. Building on that premise, we examined why
companies choose to participate in WBL in cybersecurity programs and the challenges
they encounter. In Table 7, we present the top 10 reasons, as identified and reported
by higher institutions, for employer engagement in cybersecurity WBL. The top three
reasons are primarily labor-market-related—a trend consistent across most program types,
with certificates showing slightly higher figures. Other related motivations include access
to pre-screened candidates, opportunities for part-time or short-term hiring, or meeting
training requirements for employment. Overall, workforce needs emerge as the dominant
reason. While contributing to the community is also an important factor, it ranks lower in
comparison. Quite noticeably, improving student education also ranks low. However, only
their interest in hiring is statistically significant, indicating that their reason for participating
in WBL is directly associated with their interest in the labor market supply.

Perceived reasons for non-participation, as reported by participant higher educa-
tion institutions, are noteworthy (Table 8). Leading the list—often appearing in multiple
forms—are financial constraints, such as lack of staff, time, and money, uncertain future
business decisions, lost productivity, uncertain economic climate, insurance costs, and stu-
dent wages, along with lack of state or federal government support, and rigidity of existing
regulations. A second major category of perceived obstacles concerns limited knowledge
of WBL or uncertainty about how to collaborate effectively with higher education institu-
tions on WBL initiatives. Finally, a third group of concerns centers on distrust of student
participants, citing limited availability, the risk of leaving after training, unreliability or
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immaturity, and a lack of basic skills. Our data reveal that large companies most commonly
express those negative issues. Nevertheless, only three items were statistically significant
and therefore directly related to their views on discouraging factors: lack of staff, time, and
money for WBL; lack of state or federal government support; and a negative perception of
the program’s quality. They seem to be critical aspects for higher education institutions
to consider.

Table 7. Higher Education Institutions Understanding of Employers Reasons for WBL Participation.
Top 10. Test of Association.

Reasons
Programs

Certificate Associate Bachelor’s Master’s Total χ2

Local or community-wide job shortage 42 32 26 24 124 1.126
Opportunity to test potential employees 33 33 24 25 115 2.545

Access to pool of qualified workers 34 29 25 26 114 1.177
Contribution to community 23 21 17 15 76 0.933
Part-time/short-term hiring 24 21 11 9 65 3.011 *

Access to pre-screened applicants 20 16 13 11 60 0.637
Improve student education 15 16 7 4 42 0.821

Encouragement from industries 10 11 4 4 29 0.498
Required training for hiring 7 6 2 1 16 2.237

Government subsidies 5 4 3 2 14 0.844
Reduction in benefits expenses 4 2 4 4 14 0.036

Certificate (N = 58), Associate (N = 53), Bachelor’s (N = 35), Master’s (N = 34). * Significant at p < 0.10.

Table 8. Higher Education Institutions’ Understanding of Employer’s Discouraging Factors to Engage
in Work-Based Learning. Test of Association.

Discouraging Factors Programs

Certificate Associate Bachelor’s Master’s χ2

Lack of staff, time, and money for WBL 36 36 27 25 4.165 *
Lack of knowledge about WBL 24 25 11 15 0.645

Lack of knowledge or obstacles in working with
the institution 15 13 10 9 0.062

Students not always available 10 7 12 9 0.539
Possibility of leaving after training 13 9 6 6 1.614

Lack of interest in WBL 10 11 5 6 0.539
Uncertain future business decisions 8 8 6 6 0.078

Lost productivity for trainers 7 7 6 7 2.063
Employee resistance 10 6 6 4 1.252

Uncertain economic climate 7 8 5 4 0.002
Insurance issues 7 9 3 3 0.131

Lack of state or federal government support 10 8 2 2 6.577 *
Rigidity in existing local, state, or federal regulations 9 10 2 1 0.847

Students unreliable or immature 7 4 6 3 0.233
Lack of cooperation among institutional partners 6 5 5 3 0.056

Students lack basic skills 4 5 4 3 0.640
Negative attitudes towards WBL 4 5 2 2 0.113

Negative perception of the quality of the program 5 5 1 0 3.099 **
Students’ wages are too costly 3 4 1 1 0.021

Opposition from unions 1 0 1 1 0.593
Certificate (N = 58), Associate (N = 53), Bachelor’s (N = 35), Master’s (N = 34). * Significant at p < 0.05. ** Significant
at p < 0.10.

We also explored whether there was an association between the perceived reasons
companies had to participate in WBL in those CS programs, and the discouraging factors,
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for which purpose we conducted a correlation analysis using the Spearman Rho test on the
top six reasons under each category (Table 9). Because they point to two different types
of views, we wanted to analyze if their monotonic relationship was negative, meaning
that as the views of the reasons they had to participate would increase (items 1–6) the
discouraging factors would decrease (items 7–12). Surprisingly, wherever the relationships
were statistically significant, the correlation between the two groups of items was always
positive, contrary to what we would have expected. This finding may point to the continued
value of participating in WBL despite the challenges companies may face in engaging with
higher education institutions.

Table 9. Correlation Analysis of Reasons to Participate and Discouraging Factors. Spearman Rho.

1 2 3 4 5 6 7 8 9 10 11 12

1 1.000 −0.083 0.058 0.076 0.152 0.108 0.009 0.185 ** 0.014 0.040 0.082 −0.019
2 −0.083 1.000 −0.032 −0.101 0.134 0.083 0.130 −0.084 0.130 −0.020 0.016 −0.020
3 0.058 −0.032 1.000 −0.027 −0.032 0.197 0.221 * 0.061 0.094 0.051 −0.026 0.051
4 0.076 −0.101 −0.027 1.000 0.096 −0.029 0.008 0.008 0.101 0.010 0.147 0.120
5 0.152 0.134 −0.032 0.096 1.000 0.241 * 0.037 0.172 0.211 * −0.015 0.182 ** 0.043
6 0.108 0.083 0.197 ** −0.029 0.241 * 1.000 0.245 * −0.091 0.095 −0.040 −0.142 0.078

* Significant at p < 0.05. ** Significant at p < 0.10. Reasons to participate: 1 = Job shortage; 2 = Test potential
employees; 3 = Access to qualified workers; 4 = Contribution to community; 5 = Hiring; 6 = Access to pre-screened
applicant. Views of employers’ discouraging factors to participate: 7 = Lack of staff, time, money; 8 = Lack of
knowledge about WBL; 9 = Lack of knowledge of institution; 10 = Students not always available; 11 = Students
leaving after training; 12 = Lack of interest in WBL.

8. Discussion
This study provides a foundational, descriptive, data-driven map of how work-based

learning is integrated into U.S. cybersecurity (CS) programs. Rather than offering causal
explanations, it establishes an empirical baseline of how WBL is currently structured, dif-
ferentiated, and implemented across credential levels, institutional missions, and industry
contexts, to address industry concerns about the development of soft and technical skills
among the workforce [49,50]. In a rapidly evolving field where programs vary widely in
curricular focus and local labor-market conditions, such mapping is a necessary precursor
to theory testing and intervention design. By documenting variation in WBL scope, form,
and intensity, this study clarifies what WBL looks like in practice and where meaningful
differences emerge.

Our data portrays a broad WBL landscape across CS programs. Examining WBL is
critical for understanding its role in students’ acquisition, development, and strengthening
of essential skills, as well as its broader implications for higher education institutions,
the economy, and industry partners. Three patterns stand out. First, WBL availability is
increasing, signaling sustained interest in workforce readiness. Second, programs employ
a diverse set of WBL formats, suggesting deliberate efforts to strengthen both technical and
professional competencies. Third, WBL is widely implemented across institution types and
credential levels—sub-baccalaureate through master’s—indicating that it is not confined to
traditionally workforce-oriented programs.

Certificate and associate programs account for the largest share of WBL offerings, con-
sistent with workforce education priorities and experiential learning theory [62]. Authentic
workplace contexts can accelerate skill development by linking instruction to real problems
and professional expectations [2,64]. Across all credential levels, internships dominate
WBL provision and align closely with employer expectations for hands-on participation.
By contrast, the limited use of job shadowing and mentoring suggests missed opportunities
for earlier exposure, informal learning, and developmental support throughout students’
academic trajectories.
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Regression results add nuance to WBL, both in terms of the total number of WBL
offered by institutions and the intensity of WBL. While institutional characteristics do
affect the number of WBL implemented, they seem to be associated with larger, more
structured institutions, i.e., universities. The more important results, however, relate to
WBL intensity. Program features were more strongly associated with Direct Experience WBL
(e.g., internships and mentoring) in certificate and associate programs than in bachelor’s
and master’s programs. Program age was particularly relevant for sub-baccalaureate
credentials, suggesting that more immersive WBL may require time to develop—often
evolving from early reflection-oriented activities toward more structured, high-commitment
direct experiences [26,68].

Across models, institutional characteristics showed limited predictive power relative
to those for program features, suggesting that WBL implementation depends less on
fixed institutional structures and more on curricular design and industry connectivity [26].
This pattern highlights institutional agency: community colleges can implement robust
WBL even without extensive research infrastructure, while research universities may
leverage established partnership networks and quality frameworks (e.g., CAE designation)
to encourage applied learning and authentic problem-solving.

Importantly, the absence of strong, consistent linear relationships between single insti-
tutional characteristics or program features and WBL intensity should not be interpreted as
weakness. Instead, it suggests that WBL adoption is context-dependent and multifactorial,
shaped by combinations of conditions—such as credential level, labor markets, employer
networks, faculty capacity, and program maturity—rather than any single factor. In this
sense, the regression results reinforce the descriptive findings by indicating heterogeneity
in implementation pathways rather than uniform adoption mechanisms.

Employer engagement emerges as a central lever: across credentials, the number of
business partners is consistently and positively associated with exposure-, reflection-, and
direct experience-based WBL implementation [25,82]. This indicates that mandating WBL
alone is insufficient, as meaningful experiential learning requires strong, diverse partner-
ships and institutional scaffolding to support placements and quality experiences [18,23].
Our findings align with the importance and value of varied contexts for learning through
experience, while, from a PBL standpoint, they underscore the importance of multiple
industry partners in providing diverse and authentic problems for students to solve [64,68].

Industry partnership and commitment enable students to develop advanced problem-
solving skills beyond the classroom [2,51] and gain exposure to emerging technological
developments [59,66]. However, Institutional reports reveal mixed employer perspectives.
Larger firms appear more responsive across WBL types, likely reflecting greater capac-
ity [83] and more formalized talent pipelines [84], while small- and mid-sized employers
remain underrepresented, pointing to the need for scalable partnership models that lower
participation barriers.

At the same time, (keeping in mind these are the perspectives of higher education insti-
tutions), employer attitudes can be ambivalent: firms may value WBL for recruitment and
workforce needs [85], yet they express distrust, uncertainty, or concerns about operational
burden. Correlational analysis suggests that even when firms cite barriers, e.g., limited
resources, limited understanding of WBL, limited knowledge of the college or university,
or their views on students’ behaviors past their WBL experience, they may still participate
due to workforce needs—underscoring the importance of relationship-building and clearer
communication about the value and structure of school–industry partnerships.

Finally, experiential and problem-based learning serve as interpretive lenses, not causal
frameworks, in this study. Experiential learning is particularly well-suited to explaining
workforce development in cybersecurity because the field depends on both technical

https://doi.org/10.3390/jcp6020040

https://doi.org/10.3390/jcp6020040


J. Cybersecur. Priv. 2026, 6, 40 18 of 24

proficiency and situational judgment [11]. In this sense, experiential learning helps clarify
why students who participate in WBL gain an advantage in the workforce [86], because
their knowledge is reinforced and enriched by experience [18]. The fact that participating
higher-education institutions have embedded WBL into their formal curricula demonstrates
a purposeful effort to strengthen the cybersecurity workforce through experiential, practice-
based education. A core principle of PBL is that learners take on the role of active problem-
solvers, integrating knowledge across multiple domains to produce concrete, meaningful,
and tangible outcomes. In a field such as cybersecurity, project-based experiences provide
students with the context and opportunity to apply theoretical concepts to real problems,
enabling them to develop critical thinking, collaboration, teamwork, and other essential
skills required for success in this complex, highly interconnected profession [87]. It also
helps explain how students cultivate adaptability as they confront shifting challenges and
continuously refine their approaches.

The WBL patterns documented—authentic contexts, progressive involvement, and
applied problem solving—reflect how these learning approaches manifest in cybersecurity
education. Together, they help explain why WBL can strengthen both technical proficiency
and situational judgment, and they provide a coherent foundation for future research on
which forms of WBL work best, for whom, and under what conditions.

9. Conclusions
Colleges and universities play a critical role in preparing students for careers in cyber-

security. However, to remain effective, these institutions have recognized the imperative to
integrate work-based learning into their curricula, thereby addressing concerns raised by
business and industry.

Our first conclusion is that higher education institutions in the United States are
making a deliberate effort to respond to labor market demands for a well-prepared cyber-
security workforce. This is evidenced by the widespread inclusion of WBL opportunities in
cybersecurity program curricula across most levels of higher education. The findings of
this research underscore the pivotal role of higher education in equipping students with
applied, cybersecurity-relevant skills through the strategic implementation of WBL that ad-
dresses the rapidly evolving needs of the field. Confronting real-world challenges—such as
data privacy violations, hacking incidents, and other forms of security breaches—requires
competencies cultivated through experiential learning approaches that emphasize critical
thinking, problem solving, and the application of knowledge in authentic contexts.

The second conclusion is that the diversity of institutional settings—ranging from
community colleges to universities—combined with the assorted cybersecurity program
features, enables the implementation of nearly all forms of WBL. Institutional characteristics
and program-level features are central to understanding both the number and intensity
of WBL opportunities available in cybersecurity programs. The observed differences
help explain why certificate and associate degree programs often report substantial WBL
activity despite having fewer formal resources: their close alignment with local industry
partners may facilitate hands-on, practice-oriented learning through frequent interactions
and employer-embedded activities. In contrast, bachelor’s and master’s programs appear
to rely more heavily on institutional structures—such as accreditation frameworks, faculty
capacity, and formalized industry partnerships—to support experiential and project-based
learning that integrates theory, structured reflection, and advanced problem-solving.

A third conclusion concerns the somewhat ambivalent perspective of participant insti-
tutions regarding the engagement of businesses and industries in WBL. While companies
seek to participate in WBL initiatives to address workforce shortages, they simultaneously
encounter a variety of obstacles that hinder or discourage their involvement. Moreover,
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while businesses and industries are largely driven to participate in work-based learning
alongside cybersecurity programs by labor market demands, they place comparatively less
emphasis on supporting students’ further development. A related concluding remark is
that, despite those differing views, our analysis indicates that companies still regard WBL
as a critical mechanism for addressing their workforce needs.

As cybersecurity becomes increasingly vital to national and global infrastructures,
the demand for hands-on, practice-oriented learning will continue to rise. Colleges and
universities are uniquely positioned to meet this need through expanded work-based
learning opportunities and strong partnerships with industry. To strengthen the talent
pipeline, institutions must broaden access to diverse WBL models, foster collaboration
between faculty and employers, and remain agile in addressing the evolving needs of
both students and the cybersecurity workforce. By embedding experiential learning at
the heart of cybersecurity education, higher education can play a pivotal role in shaping a
future-ready workforce—one that not only tackles today’s challenges but also anticipates
those of tomorrow. In doing so, institutions will help safeguard innovation and security
while preparing graduates to lead in an increasingly complex digital landscape.

Taken together, these findings underscore the value of foundational, mapping-oriented
research for understanding how work-based learning is variably implemented across cyberse-
curity programs before explanatory or evaluative models can be meaningfully applied.

10. Implications
Our study adds to a very limited body of literature on work-based learning in cyberse-

curity higher education by examining not only the types of WBL offered but also how they
are distributed across program types. These findings provide preliminary data for future
research and highlight the value of integrating Experiential Learning and Problem-Based
Learning to understand WBL implementation, proposing a conceptual model in which
students progress from scenario-based learning to industry-based application.

This work aligns with national efforts to strengthen the cybersecurity workforce
pipeline, including the National Initiative for Cybersecurity Education (NICE) frame-
work [87], which outlines seven categories and 50 related occupations requiring varied
education and training. As the framework increasingly emphasizes WBL in workforce
preparation, our study contributes to this broader effort in cybersecurity education.

Although limited to cybersecurity, the results offer insights for institutions seeking to
enhance student experiences and may inform research in other fields where WBL provides
similar benefits. The study contributes conceptually by showing how WBL, experiential
learning, and problem-based learning form a cohesive framework for preparing cyberse-
curity professionals. It extends Kolb’s experiential learning theory to digitally mediated
environments and enriches project-based learning theory by underscoring employer collab-
oration as essential to authentic problem-solving.

Practically, the findings encourage higher education institutions to design programs
that balance technical training with applied, industry-informed experiences. Strengthening
employer partnerships through co-designed curricula, shared supervision, and pathways
from internships to employment can enhance the relevance of CS programs. Expanding
WBL beyond traditional internships—through micro-projects, simulations, and virtual
mentorships—can also increase access, especially for smaller organizations and nontra-
ditional learners. Policymakers can support these efforts by developing incentives and
frameworks that reduce barriers to employer participation and promote equitable access.
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11. Limitations and Future Research
This study has several limitations. Although geographically diverse, the sample

may not represent all programs or WBL practices, and the U.S.-only focus limits gener-
alizability beyond the U.S. Reliance on institutional self-reporting may also affect data
accuracy. While the data do not capture the most recent developments in cybersecurity
education or workforce policy, they offer a useful baseline for future evaluations and
longitudinal analysis.

The study does not include perspectives from industry partners and students—two
key stakeholders in WBL—creating opportunities for future research to examine employer
commitments, student experiences, and the overall impact of WBL on learning and em-
ployment outcomes. While higher education institutions’ views of industry participation
are valuable, relying solely on them introduces potential attribution bias.

An emerging area not addressed in this study is the integration of artificial intelligence.
Future research should explore how AI tools are incorporated into curricula, how AI-
enabled technologies shape WBL experiences, and how to teach responsible and secure AI
use in cybersecurity contexts. Models that capture how AI transforms experiential learning
and industry collaboration will be critical as the cybersecurity field evolves.

Further research is needed on how WBL is embedded within programs, the quality and
outcomes of specific WBL experiences, and stakeholder perceptions of their effectiveness.
Mixed-methods and longitudinal studies could illuminate how WBL practices adapt to
emerging technologies such as AI, cloud security, and quantum computing. Comparative
international work could also clarify how cybersecurity WBL varies across educational
systems and inform global standards.

The results of this study have both practical and theoretical implications for advancing
cybersecurity education and workforce development.
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