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Abstract

The growing reliance on cyber deception as a defensive mechanism has revealed persistent
limitations in existing deception infrastructures, particularly in their ability to scale, adapt,
and provide continuous observability under realistic adversarial workloads. Conventional
honeypot deployments are predominantly monolithic and statically configured, which
constrains their responsiveness to dynamic attack conditions and limits their applicability
in contemporary distributed environments. This work presents a microservice-oriented
cyber deception platform that reconceptualizes deception infrastructure as a composition
of loosely coupled, independently deployable services. The platform integrates container-
ized honeypots, a lightweight API-driven orchestration layer, and a centralized telemetry
pipeline to enable rapid instantiation, dynamic reconfiguration, and high-resolution moni-
toring of attacker interactions. Unlike prior approaches that treat deployment, orchestration,
and monitoring as separate concerns, the proposed design explicitly unifies these compo-
nents within a single, measurable system architecture. To support principled reasoning
about system behaviour, the paper introduces first-order analytical models that characterize
deployment latency, resource utilisation, telemetry throughput, and operational cost as
functions of attacker concurrency. These models are not intended as exact predictors, but as
tractable abstractions that enable interpretation of system performance and guide capacity
planning. Model parameters are empirically derived and validated through controlled
experimentation. Evaluation is conducted within a reproducible cyber-range environment
using scripted adversarial workloads that emulate reconnaissance, authentication attempts,
and sustained interactive sessions. The results indicate that containerised deployment
reduces instantiation latency to approximately 1.2 s under warm-start conditions, com-
pared to tens of seconds for virtual machine-based baselines. Resource utilisation exhibits
approximately linear scaling under moderate concurrency, while the telemetry pipeline
sustains ingestion rates exceeding 18,000 events per minute without observable loss. Stress
testing further reveals that telemetry processing, rather than orchestration, constitutes
the primary scalability bottleneck. These findings suggest that microservice-based archi-
tectures can provide a viable and extensible infrastructure substrate for cyber deception,
supporting both operational deployment and integration with higher-level adaptive and
learning-based defence mechanisms. The contribution of this work lies not in introducing
new deception strategies, but in enabling their practical realisation through a scalable and
observable system design.
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1. Introduction

Cyber deception has emerged as a significant defensive approach for mitigating ad-
vanced cyber threats by misleading adversaries, diverting malicious activity, and enabling
the collection of high-fidelity behavioural intelligence. In practice, such threats often mani-
fest as multi-stage and automated attack campaigns involving reconnaissance, exploitation,
and sustained interaction with target systems. Traditional deception mechanisms, includ-
ing honeypots and decoy services, have been widely used to observe attacker behaviour
and delay compromise of production environments [1-3]. However, the increasing scale,
automation, and adaptability of modern attacks have exposed fundamental limitations
in existing deception deployments, particularly in terms of scalability, observability, and
operational flexibility.

Early honeypot systems were typically deployed as standalone or monolithic envi-
ronments, manually configured and statically bound to specific network contexts [1,4].
While effective in controlled or small-scale settings, such approaches do not readily support
rapid reconfiguration, elastic scaling, or continuous monitoring under dynamic attack
conditions. Consequently, deception assets are frequently underutilised or quickly identi-
fied and bypassed by adversaries employing reconnaissance and environment validation
techniques [5,6]. These limitations become more pronounced in contemporary enterprise
and cloud environments, where infrastructure is inherently dynamic and attacker activity
may involve large numbers of concurrent connections driven by automated tooling.

Recent research has highlighted the need for deception infrastructures that can operate
effectively under realistic threat models, supporting both scalability and adaptability [6-8].
In parallel, advances in containerisation and microservice architectures have transformed
the design of distributed systems by enabling modularity, rapid deployment, and fine-
grained resource management [9,10]. These paradigms have been widely adopted in cloud-
native applications and, to a limited extent, in security tooling, including containerised
honeypots (e.g., Docker-based deployments) and modern telemetry mechanisms such as
eBPF-based monitoring. However, existing approaches typically address these capabilities
in isolation and do not provide a unified framework that integrates scalable deployment,
orchestration, and observability within a single, analytically grounded system.

A further limitation of many deception platforms lies in their insufficient support for
real-time telemetry and behavioural monitoring. Effective cyber deception requires not only
the deployment of convincing decoy environments but also the ability to capture, process,
and analyse large volumes of interaction data generated by attackers [3,7]. In the absence
of robust telemetry pipelines, behavioural evidence may be lost, delayed, or rendered
unsuitable for downstream analysis and decision-making. Although centralised logging
frameworks such as the ELK (Elasticsearch-Logstash—Kibana) stack have demonstrated
strong capabilities for high-throughput data ingestion and visualisation in other security
domains [11], their integration into cyber deception platforms has received comparatively
limited empirical evaluation, particularly under adversarial workloads.

Motivated by these gaps, this paper presents a microservice-oriented cyber deception
platform designed to support scalable deployment, dynamic orchestration, and real-time
telemetry collection of containerised honeypots. The proposed approach reconceptualises
deception infrastructure as a composition of loosely coupled services spanning virtualisa-
tion, container management, orchestration, telemetry, and monitoring layers. This modular
design enables rapid instantiation and reconfiguration of deception assets, fine-grained
control over resource utilisation, and continuous visibility into attacker interactions. The
platform is implemented using widely adopted virtualisation and container technologies
and evaluated within a controlled cyber-range environment to ensure reproducibility and
experimental rigor.

https:/ /doi.org/10.3390/jcp6040117


https://doi.org/10.3390/jcp6040117

J. Cybersecur. Priv. 2026, 6, 117

3 0f27

In addition to the system architecture and implementation, this paper introduces first-
order analytical models to characterise key operational properties of the platform, including
deployment latency, resource utilisation, telemetry throughput, and operational cost under
varying attacker loads. These models are intended as tractable abstractions that support
reasoning about system behaviour and capacity planning, rather than exact predictive
tools. Their parameters are empirically derived and validated using controlled experiments,
enabling alignment between analytical insights and observed system performance.

This work is complementary to existing research on adaptive and Al-driven cyber
deception, including closed-loop frameworks that integrate detection, deception, and
behavioural attribution. While such approaches focus on autonomous decision-making,
they implicitly assume the availability of a scalable and observable execution substrate.
The contribution of this paper lies in providing that substrate: a deployable, measurable,
and extensible microservice-based infrastructure that enables the practical realisation and
evaluation of higher-level adaptive defence mechanisms.

Contributions

This paper makes the following contributions to the design and evaluation of scalable
cyber deception systems:

e A microservice-oriented architecture for cyber deception platforms.
We present a modular system architecture that reconceptualises traditional monolithic
honeypot deployments as a composition of loosely coupled microservices spanning
virtualisation, container management, orchestration, telemetry, and monitoring layers.
This design enables independent scaling, improved fault isolation, and flexible system
evolution, addressing structural limitations of tightly coupled deception systems.

e Containerized honeypot deployment with API-driven orchestration.
We design and implement a lightweight control plane that exposes programmatic inter-
faces for the lifecycle management of containerised honeypots, including deployment,
reconfiguration, and teardown. This abstraction decouples deception strategy from
infrastructure control, enabling integration with external decision-making components
such as adaptive or learning-based controllers.

e Integrated real-time telemetry and observability pipeline.
We develop a centralised telemetry architecture capable of high-throughput ingestion,
indexing, and visualisation of behavioural data generated by attacker interactions.
The proposed pipeline provides continuous visibility into both system-level metrics
and adversarial activity, enabling operational monitoring, forensic analysis, and data-
driven evaluation of deception effectiveness.

e  Formal analytical models for performance and scalability.
We develop analytical models that characterize key operational properties of the plat-
form, including honeypot deployment latency, CPU and memory utilisation, telemetry
ingestion throughput, and operational cost as a function of attacker concurrency.
These models provide a principled basis for reasoning about scalability limits, capacity
planning, and performance trade-offs in practical deployments.

e  Empirical validation within a controlled cyber-range environment.
We conduct a systematic experimental evaluation within a controlled cyber-range envi-
ronment using reproducible adversarial workloads. The evaluation includes a baseline
comparison with virtual machine-based honeypot deployment, as well as stress testing
to identify system bottlenecks. The results demonstrate significant improvements in
deployment responsiveness, predictable resource scaling, and sustained telemetry
ingestion under concurrent workloads.
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e A deployable foundation for higher-level adaptive defence mechanisms.
By focusing on scalability, observability, and measurable system behaviour, the pro-
posed platform provides a practical foundation for higher-level adaptive and au-
tonomous defence mechanisms. In particular, it enables integration with reinforcement
learning-based controllers, behaviour-driven attribution systems, and closed-loop de-
ception frameworks that require responsive and observable execution environments.

The remainder of this paper is organised as follows. Section 2 reviews related work
on cyber deception platforms, container-based security systems, and telemetry-driven
monitoring. Section 3 presents the architecture of the proposed platform. Section 4 in-
troduces the analytical performance models. Section 5 describes the implementation and
experimental setup. Section 6 reports and analyses the experimental results. Section 7
discusses limitations and practical implications, and Section 8 concludes the paper and
outlines directions for future work.

2. Related Work

Cyber deception has been extensively studied from the perspectives of attacker en-
gagement, strategic interaction, and behavioural intelligence extraction. However, com-
paratively less attention has been devoted to the infrastructure-level design of deception
systems, particularly in terms of scalability, orchestration, and observability under real-
istic adversarial workloads. This distinction is critical, as the effectiveness of deception
strategies is inherently constrained by the capabilities of the underlying system used to
deploy and monitor deception assets. Existing research can be broadly categorised into
three intersecting domains: (i) honeypot-based deception frameworks, (ii) containerisation
and microservice-based system design in security contexts, and (iii) telemetry-driven moni-
toring and data collection infrastructures. While each of these domains has contributed
to important building blocks, they are typically addressed in isolation, resulting in sys-
tems that either lack deployment flexibility, provide limited observability, or fail to scale
under concurrent attack conditions. Honeypot-based systems have historically focused
on interaction fidelity and behavioural data collection, often at the expense of scalability
and automation. Conversely, modern containerised and cloud-native approaches enable
rapid deployment but frequently abstract away operational constraints, providing limited
insight into system performance under adversarial load. Similarly, telemetry frameworks
offer high-throughput data ingestion and analysis capabilities, yet their integration into
deception platforms remains largely ad hoc and insufficiently evaluated. As a result, there
remains a gap between functional deception capabilities and operationally viable infras-
tructure, particularly in environments characterised by high concurrency, dynamic reconfig-
uration requirements, and continuous monitoring demands. This gap motivates the need
for a unified architectural approach that explicitly integrates deployment, orchestration,
and telemetry within a measurable and scalable system design. The following subsections
examine these research directions in detail, with a focus on identifying architectural and
methodological limitations that inform the design of the proposed microservice-oriented
cyber deception platform.

2.1. Honeypots and Deception Frameworks

Cyber deception has traditionally been grounded in the use of honeypots and decoy
systems to attract, monitor, and analyse malicious activity while isolating adversaries
from production assets. Early foundational work conceptualised honeypots as controlled
environments designed to lure attackers and collect behavioural data for forensic analysis
and defensive intelligence generation [1,2]. High-interaction honeypots, in particular,
provide realistic system environments that allow adversaries to execute commands and
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interact with services, thereby enabling detailed observation of tactics, techniques, and
procedures. However, this increased behavioural fidelity comes at the cost of higher
deployment complexity, increased resource consumption, and elevated operational risk [3].

Subsequent research extended these concepts toward distributed and coordinated
deception infrastructures. Large-scale honeynet architectures and systems such as Hon-
eyGrid demonstrated that multiple deception assets could be deployed across network
environments to improve visibility into widespread and automated attacks [4,5]. While
these approaches improved coverage and data collection, they were typically built upon
tightly coupled system designs, custom management scripts, and static configurations. As
a consequence, their ability to scale dynamically or adapt to changing attack conditions
remained limited. In particular, the reliance on manual configuration and bespoke or-
chestration mechanisms constrained responsiveness and introduced operational overhead,
making such systems difficult to manage in dynamic environments.

More recent work has shifted the focus from passive observation toward active and
adaptive cyber deception. Approaches based on game theory, signalling models, and rein-
forcement learning have been proposed to optimise deception strategies by dynamically
selecting actions in response to observed attacker behaviour [6-8]. These methods demon-
strate the potential for intelligent and context-aware deception; however, they frequently
abstract away the underlying system infrastructure. In many cases, deployment, reconfigu-
ration, and monitoring of deception assets are treated as negligible-cost operations, which
does not reflect practical constraints in real-world environments.

This abstraction introduces a critical disconnect between deception strategy design and
system-level feasibility. Without scalable, observable, and automatable infrastructure, the
effectiveness of adaptive deception strategies may be significantly limited by deployment
latency, resource constraints, and insufficient visibility into attacker interactions. As such,
despite advances in behavioural modelling and decision-making, existing work provides
limited guidance on how to realise these capabilities within a deployable and measurable
system architecture.

These limitations highlight the need for a re-examination of cyber deception from an
infrastructure-centric perspective, in which deployment, orchestration, and observability
are treated as first-class design concerns rather than implicit assumptions.

2.2. Microservices, Containers, and Cyber-Ranges in Security Research

In parallel with developments in cyber deception, containerisation and microservice
architectures have fundamentally transformed the design of modern distributed systems.
Microservice-based approaches decompose applications into independently deployable
components, enabling elasticity, fault isolation, and rapid system evolution [9,10]. Container
technologies such as Docker provide lightweight virtualisation with fast startup times and
consistent execution environments, making them particularly well suited for dynamic and
large-scale deployments.

Within the cybersecurity domain, these technologies have been increasingly adopted
across a range of applications, including malware analysis sandboxes, intrusion detection
systems, and cyber-range platforms [11-13]. Cyber-ranges, in particular, leverage virtu-
alisation and containerisation to emulate realistic enterprise environments, supporting
controlled experimentation, training, and evaluation of defensive techniques. Their ability
to provide isolation, repeatability, and flexible environment configuration makes them a
natural foundation for evaluating adversarial scenarios under controlled conditions [14].

However, the application of these paradigms to cyber deception infrastructures re-
mains comparatively underdeveloped. Existing work on containerised honeypots — includ-
ing widely used Docker-based deployments — primarily focuses on simplifying deploy-
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ment and improving reproducibility, rather than addressing broader architectural concerns
such as orchestration, scalability under concurrent attack workloads, and system-wide
observability. In many cases, containerisation is used as a replacement for virtual machines
without a corresponding rethinking of system design, resulting in deployments that remain
logically monolithic despite their container-based implementation.

Furthermore, while microservice architectures inherently support modularity and
independent scaling, their adoption in cyber deception systems has been limited and insuf-
ficiently evaluated. Few studies provide systematic analysis of how microservice-based
decomposition impacts deployment latency, resource utilisation, or operational overhead
in adversarial environments. Even fewer integrate container orchestration, API-driven
control, and telemetry pipelines into a cohesive framework that enables both operational
deployment and performance analysis [15-17].

This gap is particularly significant when considering the requirements of modern
deception systems, which must operate under high concurrency, adapt dynamically to
evolving attack conditions, and provide continuous visibility into attacker behaviour.
Without an explicit architectural integration of deployment, orchestration, and observability
mechanisms, containerisation alone does not resolve the core limitations of traditional
deception platforms [18].

These observations suggest that the challenge is not merely the adoption of con-
tainer technologies, but the design of an integrated system architecture that lever-
ages microservices, orchestration, and telemetry in a coordinated and measurable man-
ner. Addressing this gap is central to enabling scalable and operationally viable cyber
deception infrastructures.

2.3. Telemetry and Security Monitoring

Observability constitutes a fundamental requirement for effective cyber deception, as
the utility of deception systems extends beyond merely misleading adversaries to enabling
the collection, analysis, and interpretation of high-fidelity behavioural evidence. In this
context, telemetry pipelines serve as the primary mechanism through which attacker inter-
actions are captured, processed, and made available for downstream analysis, including
threat hunting, behavioural modelling, and attribution.

Centralised telemetry and logging frameworks have been widely adopted in security
operations, intrusion detection, and incident response workflows. Platforms such as
the ELK (Elasticsearch-Logstash—Kibana) stack provide scalable ingestion, indexing, and
real-time visualisation capabilities, supporting high-throughput processing of security
events [19,20]. These systems have demonstrated effectiveness in handling large volumes
of log data across distributed environments and have become a de facto standard for
operational monitoring in many security contexts.

Prior research has leveraged telemetry-driven approaches in areas such as network in-
trusion detection, large-scale log analysis, and threat intelligence generation. These studies
highlight the importance of scalable ingestion pipelines, efficient indexing mechanisms,
and real-time analytics for processing high-volume security data streams. However, within
the domain of cyber deception, the integration of telemetry frameworks remains compara-
tively underdeveloped and often ad hoc in nature. In many cases, logging is treated as a
secondary concern, with limited consideration given to ingestion capacity, latency, data
integrity, or resource overhead under adversarial workloads [21].

This lack of systematic integration introduces several practical challenges. First,
high-interaction deception environments can generate substantial volumes of behavioural
data, particularly under concurrent or automated attack scenarios. Without carefully
designed ingestion pipelines, telemetry systems may experience saturation, leading to
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delayed processing or data loss. Second, the absence of formal performance modelling
makes it difficult to reason about scalability limits or to provision resources appropriately.
Third, insufficient validation mechanisms may result in incomplete or inconsistent datasets,
undermining the reliability of subsequent analysis [22,23].

Consequently, despite the availability of mature telemetry technologies, there remains
limited empirical understanding of how such systems perform when tightly coupled with
cyber deception infrastructures, particularly under sustained adversarial load. This gap
is significant, as telemetry bottlenecks can directly impact the fidelity of behavioural data
and, by extension, the effectiveness of deception-based defence strategies.

Table 1 illustrates that existing cyber deception platforms exhibit varying levels of in-
teraction fidelity and deployment flexibility but generally lack integrated high-throughput
telemetry, fine-grained orchestration, and principled performance modelling. Traditional
honeypot and honeynet systems are constrained by rigid architectures and limited scalabil-
ity, while cloud-based or service-oriented approaches often prioritise functionality over
transparency and analytical rigour.

Table 1. Comparative summary of representative cyber deception infrastructures.

System Architecture Scalability Telemetry Automation Key Limitations

Early honeypots (e.g., Honeyd) Monolithic Very limited Basic logs Manual Static; easily fingerprinted

High-interaction honeypots VM-based Limited Local detailed logs Scripted High overhead; poor scalability

Honeynets/HoneyGrid Distributed Moderate Central log Custom scripts Tight coupling; slow
aggregation reconfiguration

Cloud-based honeypots Cloud VM Good Provider logging Cloud APIs Coarse control; limited

transparency

Deception-as-a-Service Service-oriented Good Daslr}bogrd Vendor APIs Limited customisation
monitoring

Adaptive deception frameworks Abstracted Assumed Implicit Algorithmic Infrastructure overhead ignored

Proposed platform Microservice + containers  Elastic Centralised ELK REST API Requires container stack

In contrast, the approach proposed in this paper explicitly treats telemetry as a first-
class architectural component, integrating high-throughput data ingestion with orchestra-
tion and analytical modelling. By combining containerised deception assets, API-driven
control, and a validated telemetry pipeline within a unified framework, the proposed
platform enables both operational observability and systematic evaluation of system per-
formance under adversarial conditions [24].

2.4. Interpretation and Research Gap

The comparison in Table 1 reveals a consistent structural limitation across existing
cyber deception systems. Traditional honeypot and honeynet-based frameworks provide
high interaction fidelity and valuable behavioural data, yet they are constrained by rigid
architectures, manual configuration, and limited scalability. More recent cloud-based
and service-oriented approaches improve deployment flexibility and accessibility, but
often do so at the expense of transparency, fine-grained control, and analytical rigour. At
the same time, adaptive deception frameworks advance the state of the art in strategy
selection and attacker engagement, but typically abstract away the underlying system
infrastructure, implicitly assuming that deployment, orchestration, and monitoring can be
achieved without significant cost or constraint.

Taken together, these observations highlight a fundamental gap between deception
capability and infrastructure realisation. While substantial progress has been made in mod-
elling attacker behaviour and designing adaptive strategies, comparatively little work has
addressed how such strategies can be deployed, scaled, and observed in practice under
realistic adversarial conditions. In particular, three limitations emerge consistently across
prior work: (i) the absence of modular and scalable system architectures that support
dynamic reconfiguration, (ii) the lack of integrated, high-throughput telemetry pipelines

https:/ /doi.org/10.3390/jcp6040117


https://doi.org/10.3390/jcp6040117

J. Cybersecur. Priv. 2026, 6, 117

8 of 27

capable of sustaining concurrent attacker interactions, and (iii) the limited use of formal or
empirical methods to characterise performance, scalability limits, and operational cost.

This gap is not merely architectural but methodological. Without explicit performance
modelling and systematic evaluation, it remains difficult to reason about the feasibility and
effectiveness of deception systems beyond small-scale or controlled deployments. As a
result, many existing approaches provide limited guidance for capacity planning, perfor-
mance optimisation, or integration with higher-level adaptive defence mechanisms [25].

This paper addresses these limitations by introducing a microservice-oriented cyber
deception platform that explicitly integrates containerised deployment, API-driven orches-
tration, and centralised telemetry within a unified and analytically grounded framework.
Unlike prior work that treats these components independently, the proposed approach
considers them as interdependent elements of a single system, enabling both operational
deployment and principled analysis of system behaviour. By focusing on scalability,
observability, and measurable performance, this work provides a deployable infrastruc-
ture substrate that complements existing research on adaptive and intelligence-driven
deception, and supports the practical realisation of next-generation autonomous defence
systems [26,27].

3. System Architecture

This section presents the architecture of the proposed microservice-oriented cyber
deception platform, which constitutes the central contribution of this work. The design
is guided by the need to support scalable deployment, dynamic reconfiguration, and con-
tinuous observability of deception assets under realistic adversarial workloads. Unlike
conventional deception systems, where deployment, control, and monitoring are often
tightly coupled or implicitly managed, the proposed architecture explicitly separates these
concerns and treats them as independent but interacting system components. At a high
level, the platform adopts a layered architectural model that decomposes functionality
across virtualization, containerization, orchestration, telemetry, and monitoring subsys-
tems. This separation is not purely conceptual; it enables independent scaling, clearer
responsibility boundaries, and improved fault isolation across system components. In par-
ticular, the architecture is designed to ensure that deployment operations, behavioral data
collection, and system observability can evolve and scale without introducing bottlenecks
or tight coupling between subsystems. A key design principle underlying the architecture
is the explicit decoupling of deception strategy from infrastructure management. Deception
actions, such as the deployment or reconfiguration of honeypots, are exposed through a
programmatic control interface, while the underlying infrastructure handles resource allo-
cation, container lifecycle management, and telemetry integration. This abstraction enables
the platform to support both manual operation and integration with higher-level control
logic, including adaptive and learning-based decision systems. Furthermore, architecture
treats telemetry as a first-class component rather than a secondary logging mechanism.
Behavioral data generated by attacker interactions is continuously captured, processed,
and made available for analysis through a centralized pipeline, ensuring that system ob-
servability is maintained even under high-concurrency conditions. This design directly
addresses limitations identified in prior work, where insufficient integration of telemetry
leads to incomplete or delayed behavioral insight. The following subsections describe each
architectural layer in detail, including the virtualization environment, containerized decep-
tion services, orchestration and control mechanisms, telemetry pipeline, and monitoring
components. Together, these elements form a cohesive and extensible system architecture
that supports both operational deployment and systematic performance evaluation.
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3.1. Architectural Overview

The proposed platform is structured as a composition of loosely coupled services
deployed within a controlled cyber-range environment. To provide a formal abstraction of
the system, the platform can be represented as the tuple:

p={Vv,C,O, T, M}, (1)

where (V) denotes the virtualisation layer, (C) the containerisation layer, (O) the orchestra-
tion and control plane, (T) the telemetry pipeline, and (M) the monitoring and visualisation
subsystem. This abstraction provides a concise representation of the system structure while
emphasising the separation of concerns across functional domains.

Each component of (P) is designed with clearly defined responsibilities and interfaces,
enabling independent scaling and evolution. The virtualisation layer ((V)) provides an
isolated execution environment for the cyber-range, supporting controlled deployment of
attackers and deception nodes. The containerisation layer ((C)) encapsulates deception
assets as lightweight, reproducible services. The orchestration layer ((O)) manages the
lifecycle of these services, including deployment, scaling, and reconfiguration. The teleme-
try pipeline ((T)) is responsible for the collection, processing, and storage of behavioural
data generated by attacker interactions, while the monitoring subsystem ((M)) provides
real-time visualisation and system-level observability.

From an operational perspective, the system can be interpreted as a dataflow pipeline
driven by adversarial interaction. Attacker-generated traffic enters the virtualized network
environment ((V)) and is directed toward containerised honeypots ((C)), where interac-
tions are captured and logged. These interaction events are then propagated through the
telemetry pipeline ((T)), where they are ingested, indexed, and made available for analysis.
The monitoring layer ((M)) provides a continuous view of both system performance and
attacker behaviour, while the orchestration layer ((O)) dynamically adapts the deployment
of deception assets in response to observed conditions.

This layered and formally defined structure enables the system to support dynamic
reconfiguration and high-concurrency operation while maintaining clear boundaries be-
tween deployment, control, and observability functions. It also provides a foundation for
analytical modelling (Section 4), where system behaviour can be reasoned about in terms
of interactions between these components rather than as an opaque monolithic system.

Figure 1 illustrates this architecture from a layered perspective, highlighting the flow
of attacker traffic through the virtualised environment and the corresponding propagation
of telemetry data across system components.

Figure 1 provides a layered representation of the proposed system architecture, il-
lustrating both the structural decomposition of the platform and the flow of adversarial
interaction through its components. Attacker-generated traffic enters the cyber-range
environment and is directed through the virtualised network infrastructure, where it
is routed toward containerised honeypot services deployed within the containerisation
layer (C). These honeypots capture detailed interaction data, which is subsequently prop-
agated through the telemetry pipeline (T) for ingestion, processing, and indexing. The
telemetry subsystem ensures that behavioural events are collected in a structured and
high-throughput manner, enabling downstream analysis without introducing significant
latency or data loss. The monitoring and visualisation layer (M) provides real-time visibil-
ity into both system performance and attacker activity, exposing metrics and behavioural
insights through dashboard interfaces. The orchestration and control layer (O) operates
orthogonally to the data flow, managing the lifecycle of containerised deception assets,
including deployment, scaling, and reconfiguration in response to observed conditions.
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This separation between control logic and data processing enables dynamic adaptation
without disrupting ongoing telemetry collection or system stability.

Overall, the architecture emphasises a clear separation of concerns across the virtuali-
sation (V), containerisation (C), orchestration (O), telemetry (T), and monitoring (M) layers.
This design supports scalable deployment under concurrent adversarial workloads, contin-
uous observability of system behaviour, and modular evolution of individual subsystems
without introducing tight coupling or performance bottlenecks.

Attacker Traffic

v

Cyber-Range Environment

CE=NEE= Virtualization Layer (V) s ;
VMs & Networks @ 3 E
Containerized Honeypots (C) ‘ '
0 :
Dionaea : '
Honeypot ; i
-
S :
T e !
Telemetry Pipeline (T) | ’
"Logstash —P= Elasticsearch . _,:_ _________
Monitoring and Visualization (M) 3
"Logstash ---’= Elasticsearch ---p KKlbana 4.3 _________

Figure 1. Layered architecture of the proposed microservice-oriented cyber deception platform.

3.2. Virtualisation and Cyber-Range Environment

The virtualisation layer ((V)) provides the foundational execution environment for
the proposed cyber deception platform, enabling controlled deployment, isolation, and
repeatable experimentation. The system is instantiated within a dedicated cyber-range
constructed using commodity virtualisation technology, which allows adversarial activity
to be safely emulated without exposure to production infrastructure. This approach en-
sures both experimental control and operational safety, which are essential for evaluating
deception systems under realistic conditions.

The cyber-range emulates a simplified enterprise network topology comprising three
primary components: (i) attacker virtual machines, which generate adversarial traffic;
(ii) a management virtual machine, which hosts orchestration and telemetry services; and
(iii) a dedicated deception subnet, which contains containerised honeypots. This separation
reflects common enterprise network structures while maintaining clear boundaries between
functional domains.

Network segmentation is employed as a core design mechanism to enforce isolation
between attacker, management, and deception components. Segmented virtual networks
are interconnected through controlled routing paths, enabling realistic communication
flows while preventing unintended lateral movement or compromise of management ser-
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vices. Ingress and egress points are explicitly defined and monitored, allowing adversarial
interactions to be contained, observed, and analysed without risk to the host system or
external networks.

From an experimental perspective, the cyber-range supports systematic and repro-
ducible evaluation. Virtual machines, network configurations, and system states can be
reset to predefined baselines between experimental runs, ensuring consistency across trials
and reducing variance caused by residual system artefacts. This capability is critical for
validating analytical models (Section 4) and for performing comparative performance
evaluation under controlled attacker workloads.

While higher-performance virtualisation platforms (e.g., KVM-based environments)
may offer improved scalability in production deployments, the use of commodity virtual-
isation in this work prioritises reproducibility, portability, and ease of replication across
research environments. This design choice reflects a trade-off between experimental acces-
sibility and raw performance, and does not constrain the architectural generality of the
proposed platform.

Figure 2 illustrates the cyber-range deployment used to host the system. The en-
vironment consists of logically segmented virtual networks connecting attacker virtual
machines, a management node hosting orchestration and telemetry components, and
a deception subnet containing containerised honeypots. Controlled communication
paths ensure realistic attacker interaction while preserving strict isolation of control and
monitoring infrastructure.

Attacker VIM(s)

APl / Control
Channel

Attacker VIMI(s)

Controlled
ingress

I..LEE* ------- [ Dec?ption Subnet J ————————— > 7
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Figure 2. Cyber-range deployment and segmented virtual networking.

3.3. Containerised Deception Services

At the core of the platform, the containerisation layer ((C)) hosts the deception services
responsible for interacting with adversaries and generating behavioural data. In contrast
to traditional virtual machine-based honeypot deployments, the proposed system utilises
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lightweight containerisation to encapsulate each deception asset as an independent and
reproducible service instance.

Each containerised honeypot provides a specific deceptive capability, such as interac-
tive shell access (e.g., SSH-based environments), network service emulation, or malware col-
lection. High-interaction honeypots, including implementations such as Cowrie and Dion-
aea, are deployed within container environments to enable realistic attacker engagement
while maintaining controlled execution boundaries. This approach preserves behavioural fi-
delity while significantly reducing the overhead associated with full-system virtualisation.

The use of containers provides several key advantages from a systems perspective.
First, container instantiation incurs substantially lower latency compared to virtual machine
deployment, enabling rapid scaling and dynamic reconfiguration in response to changing
attack conditions. Second, containerisation supports fine-grained resource management
through mechanisms such as CPU and memory constraints, allowing individual honeypot
instances to be scaled, limited, or isolated according to operational requirements. Third, con-
tainers provide a consistent and portable execution environment, ensuring reproducibility
across experimental runs and deployment platforms.

From an architectural standpoint, modelling each honeypot as an independent service
enables heterogeneous deception deployments, in which multiple honeypot types can
coexist and be managed concurrently. This heterogeneity is essential for increasing attack
surface diversity and reducing the likelihood of fingerprinting by adversaries. Further-
more, the decoupling of deception services from the underlying infrastructure allows the
orchestration layer (Section 3.4) to dynamically manage the lifecycle of these containers
without modifying their internal behaviour.

Despite these advantages, containerisation introduces trade-offs that must be explicitly
considered. In particular, while containers provide lightweight isolation, they do not offer
the same level of security isolation as full virtual machines, and may expose detectable
artefacts that can be exploited by sophisticated adversaries. The proposed architecture
mitigates these risks through network segmentation at the virtualisation layer and con-
trolled interaction boundaries, ensuring that compromise of individual containers does not
propagate beyond the deception environment.

Overall, the containerisation layer provides a flexible and scalable mechanism for
deploying deception services, enabling rapid instantiation, heterogeneous composition,
and controlled resource allocation. These properties are essential for supporting dynamic
cyber deception under high-concurrency adversarial workloads.

3.4. Orchestration and Control Plane

The orchestration layer ((O)) provides centralised control over the lifecycle and config-
uration of containerised deception assets through an API-driven control plane. This layer
is responsible for coordinating all operational aspects of honeypot management, including
deployment, configuration, scaling, and termination. By exposing these operations through
a set of well-defined RESTful interfaces, the system enables programmatic and consistent
control of deception infrastructure across varying operational contexts.

A key design objective of the orchestration layer is the explicit decoupling of deception
strategy from infrastructure execution. Rather than embedding decision logic within the
deployment mechanisms, the platform abstracts container lifecycle management behind
a lightweight orchestration service. This abstraction allows external components—such
as rule-based controllers, adaptive systems, or reinforcement learning agents—to issue
high-level commands (e.g., deploy, scale, reconfigure) without requiring direct interaction
with the underlying container runtime. As a result, the platform supports both manual
operator-driven workflows and fully automated orchestration pipelines.
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From a systems perspective, the orchestration service performs several coordinated
functions. Upon receiving a deployment request, the control plane validates input pa-
rameters, selects appropriate container images based on requested honeypot types, and
invokes the container runtime to instantiate new service instances. Resource constraints
and network configurations are applied during this process to ensure isolation and con-
trolled exposure. Once instantiated, containers are automatically registered with the
telemetry pipeline, enabling immediate collection of interaction data and integration into
monitoring workflows.

The orchestration layer also supports dynamic scaling and reconfiguration in response
to observed system conditions. For example, additional honeypot instances can be deployed
under increased attacker load, or existing instances can be reconfigured to expose different
services or interaction profiles. Termination operations allow unused or compromised
instances to be removed without disrupting the overall system.

Figure 3 illustrates the orchestration workflow implemented by the platform. External
clients or control agents interact with the FastAPI-based orchestration service through
RESTful endpoints, initiating lifecycle operations that propagate through the container
runtime and telemetry subsystems. This workflow ensures that newly deployed deception
assets are immediately observable and controllable, maintaining consistency between
deployment state and monitoring visibility.
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Figure 3. Fast API-based orchestration workflow for containerised honeypots.

By providing a unified and programmatic control interface, the orchestration layer
enables dynamic and adaptive cyber deception while preserving system stability and
observability. This capability is essential for supporting high-concurrency environments
and for enabling integration with higher-level autonomous defence mechanisms.

3.5. Telemetry Collection and Data Pipeline

The telemetry layer ((T)) is responsible for the capture, transport, processing, and
storage of behavioural data generated through attacker interactions with deception assets.
Within the proposed architecture, telemetry is treated as a first-class system component,
ensuring that all interactions with containerised honeypots are systematically recorded and
made available for analysis with minimal latency.
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Each containerised honeypot generates both structured and unstructured logs captur-
ing session-level activity, including authentication attempts, executed commands, network
interactions, and temporal metadata. These logs are emitted in real time and forwarded to
a centralised ingestion pipeline, which is designed to support high-throughput processing
under concurrent adversarial workloads.

The telemetry pipeline follows a stream-oriented architecture that decouples data
producers (honeypots) from downstream consumers (storage and analytics systems). Log
events are first collected by an ingestion service (e.g., Logstash), where they undergo
parsing, normalisation, and enrichment before being indexed in a scalable storage backend
(e.g., Elasticsearch). This design enables continuous data flow without requiring direct
coupling between honeypot instances and storage systems, improving both scalability and
fault tolerance.

From an operational perspective, the pipeline is designed to handle bursty and poten-
tially adversarial data generation patterns. Under conditions of high interaction rates—such
as automated scanning or brute-force attacks—log generation can increase significantly.
The use of buffered ingestion and distributed indexing mechanisms ensures that data is
not lost under transient load spikes, although increased ingestion latency may be observed
at extreme throughput levels.

To ensure data integrity and completeness, each log event is assigned a unique identi-
fier, enabling validation of ingestion correctness and detection of potential data loss during
processing. This capability is particularly important for experimental evaluation, where
accurate measurement of telemetry throughput and system performance is required.

The centralised storage of telemetry data supports multiple analytical use cases, in-
cluding real-time monitoring (via the monitoring layer, (M)), retrospective forensic analysis,
and integration with external analytics frameworks. By providing a unified and scalable
telemetry infrastructure, the platform ensures that behavioural evidence is preserved and
accessible even under sustained and concurrent attacker activity.

Despite these capabilities, the telemetry pipeline represents a potential scalability
bottleneck within the overall system. As demonstrated in Section 6, ingestion throughput
is ultimately constrained by processing and indexing capacity, highlighting the importance
of careful resource provisioning and system tuning in high-load scenarios.

Overall, the telemetry layer enables continuous, high-fidelity observation of attacker
behaviour, forming a critical foundation for both operational monitoring and analytical
evaluation of cyber deception systems.

3.6. Monitoring and Observability

The monitoring layer ((M)) provides real-time visibility into both system performance
and attacker activity, serving as the primary interface for observing and analysing the
behaviour of the cyber deception platform. Building upon the telemetry pipeline described
in Section 3.5, this layer aggregates, visualises, and contextualises data to support both
operational monitoring and analytical evaluation.

From an infrastructure perspective, the monitoring subsystem continuously tracks key
operational metrics, including CPU utilisation, memory consumption, container lifecycle
status, and telemetry ingestion throughput. These metrics are exposed through a centralised
visualisation interface (e.g., Kibana dashboards), enabling operators to assess system health,
identify performance bottlenecks, and verify that deception services remain responsive
under varying workload conditions. The ability to observe system-level behaviour in
real time is essential for maintaining stability in high-concurrency environments and for
diagnosing performance anomalies.
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In addition to infrastructure metrics, the monitoring layer provides visualisation of
behavioural telemetry generated by attacker interactions. This includes session timelines,
command execution traces, connection patterns, and frequency distributions of attack
events. By correlating these behavioural signals with system-level metrics, the platform
enables a unified view of both adversarial activity and system dynamics, supporting
situational awareness and exploratory analysis.

A key capability of the monitoring layer is the integration of multiple data perspectives
into a single analytical interface. For example, spikes in telemetry throughput can be
directly associated with specific attacker behaviours, such as automated scanning or brute-
force attempts, allowing operators to interpret system load in the context of adversarial
activity. This correlation is particularly valuable for validating system behaviour during
experimental evaluation (Section 6) and for identifying the onset of potential bottlenecks in
the telemetry pipeline.

From a methodological standpoint, the monitoring subsystem also supports the vali-
dation of analytical models by providing empirical measurements of system performance
under controlled conditions. Observed metrics such as deployment latency, resource utili-
sation, and ingestion rates can be compared against model predictions, enabling systematic
evaluation of model accuracy and system scalability.

Overall, the monitoring layer transforms raw telemetry data into actionable insight,
enabling continuous observability of both infrastructure and attacker behaviour. This
capability is central to the platform’s design, ensuring that cyber deception is not only
deployable at scale but also measurable, interpretable, and amenable to systematic analysis.

3.7. Design Rationale and Architectural Benefits

The microservice-oriented design of the proposed platform addresses several struc-
tural limitations identified in prior cyber deception systems, particularly with respect
to scalability, observability, and operational flexibility. By decomposing the system into
loosely coupled components, the architecture enables independent scaling of deception ser-
vices, orchestration mechanisms, and telemetry pipelines. This separation reduces resource
contention and allows system bottlenecks—such as telemetry ingestion—to be isolated and
addressed without requiring redesign of the entire platform.

A central design principle is the explicit decoupling of infrastructure management
from deception strategy. By exposing lifecycle operations through a programmatic control
interface, the platform enables external components to implement adaptive or policy-
driven behaviour without direct interaction with underlying system resources. This ab-
straction supports both manual operation and automated control, and facilitates integration
with higher-level frameworks, including reinforcement learning-based controllers and
behaviour-driven decision systems.

The integration of a centralised telemetry pipeline with real-time monitoring further
distinguishes the proposed architecture from traditional approaches. Rather than treating
logging as a secondary function, the platform incorporates observability as a core design
element, enabling continuous visibility into both system performance and adversarial ac-
tivity. This capability is essential for validating system behaviour, identifying performance
bottlenecks, and supporting data-driven analysis of attacker interactions.

From an architectural perspective, the use of containerised services introduces flex-
ibility in deployment and composition, allowing heterogeneous honeypot instances to
be instantiated and managed dynamically. However, this flexibility is accompanied by
trade-offs, including increased system complexity and the need for careful coordination
between orchestration and telemetry components. The proposed design addresses these
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challenges through clearly defined interfaces and layered separation of concerns, ensuring
that system complexity remains manageable while preserving extensibility.

Overall, the architecture provides a scalable and observable infrastructure substrate
that bridges the gap between theoretical deception strategies and their practical reali-
sation. By enabling dynamic deployment, high-fidelity data collection, and systematic
performance analysis, the platform supports both experimental research and operational
cyber defence, and establishes a foundation for future work on adaptive and autonomous
deception systems.

4. Analytical Performance and Scalability Modelling

To complement the architectural design and empirical evaluation of the proposed
cyber deception platform, this section introduces a set of analytical models that charac-
terise key performance and scalability properties of the system. The purpose of these
models is not to provide exact predictive accuracy, but to offer tractable abstractions that
enable principled reasoning about system behaviour under varying attacker workloads
and deployment conditions. In contrast to prior work, where infrastructure performance
is often treated implicitly or abstracted away, this work explicitly models the operational
characteristics of the underlying system. This approach enables systematic analysis of how
architectural design choices—such as containerised deployment, API-driven orchestration,
and centralised telemetry—impact scalability, responsiveness, and resource consumption in
practice. The analysis focuses on four core dimensions that capture the primary constraints
governing system behaviour: (i) honeypot deployment latency, (ii) resource utilisation,
(iii) telemetry throughput, and (iv) operational cost. These dimensions are selected to reflect
both system-level performance (e.g., latency and resource usage) and operational feasibility
(e.g., throughput limits and cost efficiency) in high-concurrency adversarial environments.

Each model is formulated as a first-order approximation that captures dominant
system behaviours while abstracting away lower-level implementation details. Where
appropriate, simplifying assumptions are introduced to ensure analytical tractability; these
assumptions are explicitly stated and later evaluated against empirical observations in
Section 6. This modelling approach enables alignment between theoretical analysis and
experimental validation, allowing discrepancies to be interpreted as indicators of sys-
tem bottlenecks or unmodelled effects. Figure 4 provides an overview of the analytical
framework. The models describe honeypot deployment latency as a function of parallel
instantiation, resource utilisation as a function of attacker concurrency, telemetry ingestion
as a bounded-rate process relative to pipeline capacity, and operational cost as a func-
tion of active deception instances. Together, these models provide a structured basis for
analysing scalability limits, identifying performance bottlenecks, and supporting informed
deployment and capacity planning decisions.

4.1. Honeypot Deployment Latency Model

Rapid deployment of deception assets is essential for timely attacker redirection and
engagement. Let T; denote the deployment latency of a single containerised honeypot
instance. This latency can be decomposed into the following components:

Td = Tpull + Tinit + Thet, (2)

where Tpun represents the time required to retrieve the container image, Tinit denotes
container initialisation and configuration time, and Tyt captures network setup and service
exposure overhead.
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When deploying # honeypot instances in parallel, the effective deployment latency T‘(ln)
is influenced by shared resource contention. Assuming bounded orchestration overhead
and sufficient parallelism, the deployment latency can be approximated as:

Tl(l") ~ T+ p(n), ©)

where p(n) models additional overhead introduced by concurrent container scheduling
and resource allocation. For moderate values of #, p(n) remains small, enabling near-linear
scaling of deployment operations.

Deployment Latency Model Resource Utilisation Model

@Td =TutTme+p(n) ____, %

Parallel honeypot instantiation u) = Z: (a,c; + B,m,)

CPU and memory consumption
under attacker load
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Figure 4. Analytical models for deployment latency, resource utilisation, telemetry throughput, and
operational cost.

4.2. Resource Utilisation Model

System resource utilisation is modelled to assess scalability under concurrent attacker
workloads. Let U,(t) and U, (t) denote CPU and memory utilisation at time ¢, respectively.
These quantities can be expressed as:

Ue(t) = YN wiey, () = YN By, )

where N(#) is the number of active attacker sessions at time ¢, ¢; and m; represent the per-
session CPU and memory demands, and «;, B; capture workload-dependent scaling factors.

This formulation reflects the fact that resource utilisation increases approximately
linearly with the number of concurrent sessions, subject to system-level constraints. The
model provides a basis for identifying saturation points beyond which additional attacker
load may degrade system performance.

4.3. Telemetry Throughput Model

Telemetry collection is a critical requirement for behavioural analysis and attribution.
Let Ringest denote the telemetry ingestion rate (events per unit time). This rate can be

expressed as:

Ringest = Z:i(? Ai, ®)
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where A; is the event generation rate associated with attacker session i. The telemetry
pipeline has a finite maximum capacity Rmax, determined by ingestion, indexing, and
storage capabilities.

To ensure lossless telemetry capture, the following condition must hold:

Ringest < Rmax- (6)

This constraint enables identification of safe operating regions for the platform
and informs decisions regarding horizontal scaling of telemetry services under high
attacker concurrency.

4.4. Operational Cost Model

Operational cost is modelled to capture the trade-off between deception effectiveness
and resource expenditure. Let C(n) denote the cost of operating n active honeypot instances
over a given time horizon. The cost function can be expressed as:

C(n) =Co+Y ;| (veCi + Ymm; + 7s), 7)

where Cj represents fixed infrastructure overhead, 9. and 7, are cost coefficients for
CPU and memory consumption, respectively, and <5 captures storage and telemetry
processing costs.

This formulation enables analysis of cost scalability and supports optimisation of
deployment strategies under resource and budget constraints.

4.5. Model Implications

Collectively, the analytical models provide insight into how deployment latency,
resource utilisation, telemetry throughput, and cost scale with attacker concurrency and
deception intensity. The models highlight the importance of modularity and parallelism in
maintaining low deployment latency, as well as the need for sufficient telemetry capacity
to preserve behavioural evidence under load.

These analytical results guide system configuration and inform the experimental
evaluation presented in subsequent sections. In particular, the models enable validation of
empirical results against theoretical expectations, strengthening confidence in the platform’s
scalability and operational viability.

5. Implementation

This section describes the concrete implementation of the proposed microservice-
oriented cyber deception platform. The implementation is designed to reflect realistic
deployment conditions while preserving experimental control, reproducibility, and opera-
tional safety. Widely adopted open source technologies are used throughout to facilitate
replication and integration into existing security infrastructures.

5.1. Platform Implementation

The platform is deployed within a controlled cyber-range environment hosted on
a dedicated physical server running a Linux-based operating system. Virtualisation is
provided using VirtualBox, which is used to instantiate multiple virtual machines corre-
sponding to different functional roles, including attacker nodes, a management node, and
a deception subnet. This virtualisation layer enables the emulation of an enterprise-like
topology while preserving strict isolation from production networks.

Containerised deception services are implemented using Docker. Each honeypot
instance is packaged as a self-contained container image, encapsulating its operating

https:/ /doi.org/10.3390/jcp6040117


https://doi.org/10.3390/jcp6040117

J. Cybersecur. Priv. 2026, 6, 117

19 of 27

environment, dependencies, and configuration. High-interaction honeypots are used
to maximise behavioural fidelity, allowing attackers to perform realistic reconnaissance,
authentication attempts, and post-compromise actions. The use of containers enables rapid
instantiation and termination of honeypots, supporting the low deployment latency and
elastic scaling assumed in the analytical models.

The orchestration layer is implemented as a lightweight microservice using FastAPI.
This service exposes RESTful endpoints that provide programmatic control over the lifecy-
cle of honeypot containers, including deployment, configuration, scaling, and teardown
operations. Incoming API requests are validated and mapped to container runtime op-
erations, allowing both human operators and automated controllers to trigger decep-
tion actions. This design decouples strategy selection from infrastructure management
and provides a uniform interface for integration with higher-level adaptive or Al-driven
decision components.

5.2. Telemetry and Monitoring Infrastructure

Telemetry collection and monitoring are implemented using a centralised logging and
analytics pipeline based on the ELK stack. Each containerised honeypot generates detailed
interaction logs, including session identifiers, command histories, network connection
metadata, and timing information. Log forwarding agents within the deception subnet
ship these events to a dedicated ingestion service, where they are parsed, normalised, and
forwarded for indexing.

Elasticsearch is used as the primary storage and indexing backend for telemetry data.
It supports efficient querying, aggregation, and correlation across large volumes of events
generated under sustained attacker activity. Kibana dashboards provide real-time visuali-
sation of both behavioural telemetry and system health metrics, including CPU utilisation,
memory consumption, container status, and telemetry ingestion rates. These dashboards
are used during experiments to verify that the platform operates within expected perfor-
mance bounds and that no telemetry loss occurs under the evaluated workloads.

The telemetry pipeline is configured to support high-throughput ingestion with low
end-to-end latency, ensuring that attack interactions are captured and made available for
analysis in near real time. This implementation directly supports the telemetry throughput
and capacity constraints modelled analytically in Section 4 and underpins subsequent
experimental evaluation of ingestion performance.

5.3. Security and Isolation Considerations

Given the use of high-interaction honeypots, security and isolation are critical design
concerns. Multiple layers of containment are employed to mitigate the risk of attackers lever-
aging deception assets to compromise the underlying infrastructure or external systems.

At the coarse-grained level, virtual machines provide isolation between attacker hosts,
the management node, and the deception subnet. Attacker traffic is restricted to the
deception subnet and is prevented from directly accessing management services or the
host operating system. Within the deception subnet, each honeypot runs as an isolated
container with its own namespace and resource limits, enforced by the container runtime.

Network-level controls are applied to restrict outbound connectivity from honeypot
containers, preventing them from being used as stepping stones for further attacks. Only
strictly necessary communication channels for telemetry forwarding and orchestration are
permitted. Resource limits for CPU and memory are configured per container to reduce
the risk of resource exhaustion attacks. Together, these measures ensure that the platform
can support realistic attacker interaction while maintaining the safety and stability of the
host environment.
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5.4. Reproducibility and Deployment Portability

The platform is implemented with reproducibility and portability as explicit design
goals. Virtual machine configurations, network topologies, and container specifications are
defined using declarative configuration files and version-controlled artefacts. This enables
the entire environment to be reinstantiated from a clean baseline, supporting repeatable
experiments and consistent performance evaluation.

Snapshotting capabilities within the virtualisation layer are used to restore the cyber-
range to a known initial state between experimental runs, eliminating residual state that
could bias results. Container images are built from scripted definitions, ensuring that
honeypot behaviour is consistent across deployments and over time.

The reliance on widely adopted open source technologies—VirtualBox for virtuali-
sation, Docker for containerisation, FastAPI for orchestration, and ELK for telemetry and
monitoring—facilitates replication of the platform by other researchers and practitioners.
Furthermore, the modular microservice architecture allows individual components to be
replaced or extended without redesigning the entire system. For example, alternative
honeypot images, orchestration frameworks, or telemetry backends can be integrated with
minimal changes to the surrounding infrastructure.

6. Experimental Evaluation

This section presents an empirical evaluation of the proposed microservice-oriented
cyber deception platform. The evaluation focuses on deployment latency, resource scalabil-
ity, and telemetry throughput under varying attacker workloads. Experimental results are
analysed in relation to the analytical models introduced in Section 4 to assess consistency
between theoretical expectations and observed system behaviour.

6.1. Workloads and Methodology

Experiments are conducted within the controlled cyber-range environment described
in Sections 3 and 5. Attacker workloads are generated using scripted adversarial activi-
ties designed to emulate common reconnaissance and exploitation behaviours, including
port scanning, authentication probing, and sustained interaction with deception services.
These workloads generate realistic interaction patterns while ensuring repeatability across
experimental runs.

To evaluate scalability, experiments are executed under three attacker concurrency
levels: 1, 5, and 20 concurrent attacker sessions. Each configuration is repeated multiple
times, and all metrics are aggregated across runs to reduce variance introduced by transient
system effects. Prior to each run, the cyber-range is reset to a known baseline state to
eliminate the residual state and ensure consistent initial conditions.

Performance metrics are collected continuously during each experiment. Deployment
latency is measured as the elapsed time between submission of a honeypot deployment
request and the point at which the honeypot becomes reachable by attacker traffic. Resource
utilisation metrics include host CPU and memory consumption. Telemetry performance
is assessed by measuring the rate at which attacker-generated events are ingested and
indexed by the telemetry pipeline.

6.2. Deployment Performance

Deployment latency is a critical metric for deception platforms, as delayed activation
of honeypots can reduce the effectiveness of attacker redirection and engagement. Figure 5
illustrates the measured deployment latency as a function of the number of concurrently
deployed honeypot instances.
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Figure 5. Deployment latency scaling with parallel honeypot instances.

Figure 5 shows the mean deployment latency observed when deploying increasing
numbers of honeypot containers in parallel. Deployment time remains within a narrow
range, even as concurrency increases, indicating that orchestration overhead grows mod-
estly and does not dominate overall latency.

Empirically, single-instance deployment completes in approximately 1.2 s, while
parallel deployment of multiple instances incurs only incremental additional delay. This
behaviour is consistent with the analytical latency model presented in Section 4.1, in which
the overhead term p(n) remains small relative to container initialisation and network setup
costs. The results confirm that the platform supports rapid elastic deployment of deception
assets, enabling near real-time response to be detected threats.

6.3. Resource Scalability

To assess resource scalability, CPU and memory utilisation are measured under in-
creasing attacker concurrency. Figure 6 presents the mean CPU and memory consumption
observed for 1, 5, and 20 concurrent attacker sessions.

Figure 6 illustrates how CPU and memory utilisation scale as the number of concurrent
attacker sessions increases. Both metrics exhibit approximately linear growth with attacker
concurrency, remaining within acceptable bounds for the evaluated workloads.

At low concurrency, resource utilisation remains minimal, reflecting the lightweight
nature of containerised honeypot instances. As attacker concurrency increases, CPU and
memory usage grow predictably, without abrupt saturation or instability. This trend aligns
with the resource utilisation model described in Section 4.2, where utilisation scales with
the number of active sessions N(t). The absence of nonlinear growth or sudden spikes
indicates that the platform maintains stable performance under moderate to high load.
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6.4. Telemetry Throughput and Integrity
Effective deception requires not only engaging attackers but also capturing high-
fidelity behavioural telemetry. Figure 7 shows the telemetry ingestion rate as a function of
attacker concurrency.
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Figure 7. Telemetry ingestion rate relative to estimated maximum throughput.

Figure 7 plots the mean telemetry ingestion rate under increasing attacker concur-
rency. The ingestion rate increases proportionally with attacker activity and approaches
approximately 18,000 events per minute at the highest evaluated load, remaining below
the estimated maximum sustainable throughput.

No telemetry loss was observed during the experiments, indicating that the ingestion
pipeline maintains sufficient capacity under the evaluated conditions. These results corrob-
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orate the throughput constraint Ringest < Rmax introduced in Section 4.3 and demonstrate
that the telemetry infrastructure supports sustained high-interaction deception without
compromising data integrity.

6.5. Engineering Comparison and Practical Implications

From an engineering perspective, the experimental results highlight several practical
advantages of the proposed platform. Compared to traditional virtual machine-based
honeypot deployments, which often require tens of seconds or minutes for instantiation, the
containerised microservice approach achieves substantially lower deployment latency. This
responsiveness is critical for integration with adaptive or automated deception controllers
that rely on timely infrastructure reconfiguration.

Furthermore, the predictable scaling behaviour observed in resource utilisation and
telemetry throughput enables informed capacity planning. Operators can estimate the
maximum number of concurrent attacker sessions supported by a given deployment and
provision resources accordingly. The integration of centralised telemetry and monitoring
provides real-time observability, reducing operational uncertainty and enabling rapid
diagnosis of performance bottlenecks.

7. Discussion

The experimental results demonstrate that the proposed microservice-oriented cyber
deception platform achieves a favourable balance between responsiveness, scalability, and
observability. Rather than optimising a single performance metric, the platform is designed
to support adaptive deception strategies that require timely infrastructure reconfiguration,
sustained attacker engagement, and reliable behavioural evidence collection. The discus-
sion below interprets the empirical findings in the context of these objectives and situates
them within the broader cyber deception literature.

A central finding of the evaluation is the consistently low deployment latency achieved
by the containerised orchestration approach. Mean deployment times of approximately
1.2 s, with minimal variance across repeated runs, indicate that deception assets can be
instantiated rapidly enough to support near-real-time attacker redirection. This capability
addresses a common limitation of traditional virtual machine-based honeypot deployments,
where instantiation delays can undermine the effectiveness of dynamic deception strategies.
The observed latency behaviour aligns closely with the analytical deployment model
introduced in Section 4, suggesting that orchestration overhead remains bounded and
predictable even under parallel deployment scenarios.

Resource scalability results further support the suitability of the platform for sustained
operation under increasing attacker concurrency. CPU and memory utilisation scale ap-
proximately linearly with the number of concurrent attacker sessions, without evidence
of abrupt saturation or instability. This predictable scaling behaviour simplifies capacity
planning and reduces operational risk, enabling defenders to provision resources based on
expected attack volumes. Importantly, the absence of nonlinear degradation suggests that
container isolation and lightweight orchestration introduce minimal overhead relative to
the interaction workload itself.

Telemetry throughput and integrity represent another critical dimension of deception
effectiveness. The ability to ingest and index up to approximately 18,000 events per
minute without telemetry loss demonstrates that the platform can support high-interaction
deception at scale. Centralised observability, implemented through the telemetry pipeline,
enables real-time monitoring of both attacker behaviour and system health. The modest
resource overhead introduced by monitoring confirms that observability can be achieved
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without significantly compromising performance, reinforcing the practicality of the design
for operational environments.

Beyond raw performance metrics, the results highlight the importance of infrastruc-
ture design in enabling higher-level deception and analysis objectives. Stable deployment
latency, predictable resource scaling, and reliable telemetry ingestion together form a neces-
sary substrate for adaptive and autonomous deception strategies. Without such guarantees,
higher-level decision-making mechanisms—such as reinforcement learning-based con-
trollers or probabilistic attribution engines—may be constrained by infrastructure delays
or incomplete data. The results therefore support the argument that scalable infrastructure
is a foundational requirement for intelligence-driven cyber deception.

From a broader perspective, the findings contribute to ongoing discussions in the cyber
deception literature regarding the trade-offs between realism, scalability, and operational
safety. High-interaction honeypots are often criticised for their resource demands and
deployment complexity. The results presented here demonstrate that, when combined
with containerisation and microservice architectures, high-interaction deception can be
deployed elastically and observed comprehensively, mitigating many of these concerns.
This observation challenges the assumption that scalable deception must rely on low-
interaction or heavily abstracted decoys.

Overall, the discussion underscores that effective cyber deception cannot be treated
solely as a problem of strategy selection or attacker modelling. Instead, it requires a tightly
integrated infrastructure that supports rapid reconfiguration, sustained interaction, and
high-fidelity data collection. The proposed platform demonstrates that such integration is
achievable using contemporary virtualisation, containerisation, and telemetry technologies,
providing a practical foundation for next-generation autonomous defence systems.

8. Limitations

While the proposed cyber deception platform demonstrates strong performance and scal-
ability within the evaluated experimental setting, several limitations must be acknowledged.

First, the experimental evaluation is conducted within a controlled cyber-range en-
vironment. Although this setting enables repeatable experimentation and precise mea-
surement, it cannot fully capture the complexity and variability of production enterprise
networks. Real-world deployments may exhibit higher background noise, heterogeneous
legitimate traffic, and more diverse attacker behaviours, which could influence observed
performance metrics. Nevertheless, the relative trends observed in deployment latency,
resource scaling, and telemetry throughput are expected to generalise, as they are driven
primarily by architectural and orchestration design choices.

Second, attacker workloads used in the experiments are scripted and reproducible by
design. While these workloads emulate common reconnaissance and interaction patterns,
they may not fully represent highly adaptive or stealthy adversaries that dynamically alter
behaviour in response to perceived deception. The platform is designed to support such
scenarios, but their systematic evaluation remains an open area for future work.

Third, the analytical models introduced in Section 4 intentionally abstract certain
system dynamics to maintain tractability. For example, resource utilisation and telemetry
throughput are modelled as aggregate functions of attacker concurrency, without explicitly
capturing fine-grained scheduling effects or transient spikes. While the empirical results
demonstrate strong alignment with the models under tested conditions, more detailed
modelling may be required for extreme-scale deployments or highly bursty workloads.

Fourth, the current implementation focuses on infrastructure-level performance and
observability rather than end-to-end adversarial outcomes. While the platform enables rich
behavioural telemetry capture, the present evaluation does not directly quantify improve-

https:/ /doi.org/10.3390/jcp6040117


https://doi.org/10.3390/jcp6040117

J. Cybersecur. Priv. 2026, 6, 117

25 of 27

ments in attacker deception effectiveness or intelligence extraction beyond infrastructure
metrics. Such analyses depend on higher-level deception strategies and analytical pipelines
that build upon the platform rather than the platform itself.

Finally, the telemetry and monitoring infrastructure relies on the ELK stack, which
introduces its own scalability characteristics and resource overheads. Although the
observed overhead is modest in the evaluated environment, large-scale deployments
may require additional tuning, sharding, or alternative telemetry backends to maintain
performance guarantees.

These limitations do not detract from the core contributions of this work but instead
delineate the scope within which the results should be interpreted. They also highlight
clear directions for future research and system extension.

9. Conclusions and Future Work

This paper presented a microservice-oriented cyber deception platform designed to
support scalable, observable, and rapidly reconfigurable deployment of high-interaction
deception assets. By integrating virtualisation, containerisation, API-driven orchestration,
and centralised telemetry, the platform addresses key limitations of traditional monolithic
deception systems, including high deployment latency, limited scalability, and insufficient
observability. The proposed architecture provides a practical infrastructure substrate for
adaptive and autonomous deception strategies.

Analytical models were introduced to characterise deployment latency, resource utili-
sation, telemetry throughput, and operational cost as functions of attacker concurrency and
deception asset scale. These models provide a principled basis for capacity planning and
performance reasoning. Empirical evaluation within a controlled cyber-range environment
demonstrated close alignment between analytical expectations and observed behaviour.
The results showed consistently low deployment latency, predictable resource scaling under
increasing attacker load, and reliable high-throughput telemetry ingestion without data loss.
Together, these findings validate the feasibility of deploying high-interaction deception in-
frastructures that remain responsive and observable under realistic adversarial workloads.

Beyond infrastructure performance, the platform establishes a foundation for
intelligence-driven cyber defence. By enabling rapid deployment of believable deception
assets and reliable collection of high-fidelity behavioural telemetry, the system supports
downstream analysis tasks such as attacker behaviour modelling, technique attribution,
and adaptive deception control. In this sense, the platform complements existing research
on deception strategies and learning-based controllers by providing the operational capa-
bilities required to realise such approaches in practice.

Several directions for future work emerge from this study. First, integration with
adaptive decision-making mechanisms, including reinforcement learning and partially
observable Markov decision process (POMDP) models, would enable closed-loop optimisa-
tion of deception strategies based on observed attacker behaviour. Second, the platform
can be extended to distributed and cloud-native environments, supporting orchestration of
deception assets across heterogeneous infrastructure and geographic regions. Third, the re-
alism of deception environments may be enhanced through automated content generation
and dynamic service emulation, increasing resilience against sophisticated adversaries ca-
pable of identifying static decoys. Furthermore, experimental evaluation by incorporating
more fine-grained attacker workload characterisation, including session duration distri-
butions, interaction frequencies, action sequencing patterns, and event generation rates
will improve reproducibility and enable more detailed behavioural analysis of adversarial
interactions within the proposed cyber deception platform. Finally, tighter integration
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with security operations platforms and incident response workflows could operationalise
behavioural insights for real-time defence, threat hunting, and decision support.

In summary, this work demonstrates that scalable and observable cyber deception is
achievable using contemporary microservice architectures and telemetry technologies. By
focusing on infrastructure design, analytical modelling, and empirical validation, the paper
contributes a deployable and extensible foundation for next-generation autonomous cyber
defence systems.
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