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Abstract

In this work, we present a systematic framework to optimize robust 1-D chaotic maps,
focusing on expanding the uninterrupted chaotic region and enhancing chaotic properties
throughout the entire parameter space. To achieve these objectives, we propose three
distinct techniques, each involving systematic manipulations of chaotic seed maps. These
manipulations include shifts and operations such as multiplication and division, which
result in significant improvements in their chaotic characteristics. The effectiveness of the
proposed methods is demonstrated through a comprehensive analysis using bifurcation
plots, the maximum Lyapunov exponent, the correlation coefficient, Shannon entropy, the
average Lyapunov exponent, and the chaotic ratio. The results illustrate the attainment of
an extensive and uninterrupted chaotic range, alongside enhanced chaotic behavior due to
the application of shifted maps. Additionally, in this work we also investigate the impact
of combining general shifted maps with halfway-shifted maps, showing that their product
leads to further improvements in chaotic properties and their division widens the chaotic
ratio. In the last proposed method, the combined product division (CPD) maps achieve the
highest overall performance, attaining a maximum Lyapunov exponent of 1.3567 and an
average Lyapunov exponent of 1.3498, while maintaining a perfect chaotic ratio (CR = 1)
across the entire parameter space. To demonstrate hardware feasibility, some of the pro-
posed maps were also implemented on an FPGA, and the results were compared with
MATLAB R2022b simulations. The close match between the two validates the practicality of
implementing these chaotic systems in hardware. The proposed techniques have potential
applications in areas such as random number generation, chaos-based cryptography, and
secure communication, among others. To prove this, the optimized maps are leveraged
to design a chaos-based pseudo-random number generator (PRNG) that passes statisti-
cal tests including NIST SP 800-22 (all 15 sub-tests passed) and TestU01 (38/38 Rabbit,
17/17 Alphabit, 102/102 BlockAlphabit), validating cryptographic-grade randomness.

Keywords: nonlinear dynamics; chaotic system; discrete map; security; robust chaos;
FPGA; PRNG

1. Introduction

Nonlinear dynamic systems have garnered significant interest across various scientific
and technological fields in recent years. Chaos theory, a key component of nonlinear
dynamics, has seen extensive application in disciplines ranging from mathematics and
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physics to computer science, meteorology, ecology, astronomy, and economics since its
inception [1]. Chaos is characterized by aperiodic behavior in deterministic nonlinear
dynamic systems that are highly sensitive to initial conditions, a phenomenon often termed
the “butterfly effect”. This implies that small variations in the starting state of a system can
lead to dramatically different outcomes, despite the deterministic nature of these systems,
which allows for repeatable aperiodic sequences under consistent system parameters.
Unlike stochastic systems, which also display aperiodic behavior but through random
processes, chaotic systems are entirely deterministic [2]. The unique properties of chaotic
systems make them particularly useful in various security applications, such as pseudo-
random number generators (PRNGs) [3,4], image encryption [5,6], mitigation of side-
channel attacks [7,8], and enhancing hardware security through physical unclonability [9].

In the field of chaotic systems, they can be categorized by the timing of their governing
equations (either continuous-time or discrete-time) and by the dimensionality of their state
variables (either one-dimensional or multi-dimensional). For instance, one-dimensional
discrete-time maps, such as the logistic [10], sine [3], and tent maps [10], are characterized
by a single equation that evolves the state variable at discrete time intervals. In con-
trast, a system like the Lorenz system [11] exemplifies multi-dimensional continuous-time
chaotic systems, which are defined by three interlinked ordinary differential equations
continuously evolving multiple state variables. Conversely, the Hennon map [12], another
multi-dimensional system, progresses through discrete time steps, illustrating the diversity
within chaotic systems.

Multi-dimensional chaotic systems are typically capable of generating complex, high-
entropy chaos which is beneficial for robust applications; however, they also demand
greater computational resources and increased system complexity, presenting significant
implementation challenges [13]. For example, in [14] Yalcin et al. presented several classi-
cal and quantum chaotic maps and implemented them on an FPGA for pseudo-random
number generation; however, the approach relies on a multi-stage model-based workflow,
HDL generation, and fixed-point hardware realization, which increases the implementation
complexity relative to lightweight one-dimensional chaotic constructions. The study by
Damaj et al. [15] confirms that multi-stage chaotic implementations are not lightweight:
increasing the discretization order and precision raises the need for intermediate vari-
ables, arithmetic units, larger FPGA area, and higher power consumption, thereby making
such designs less attractive for resource-constrained applications. On the other hand,
one-dimensional discrete-time chaotic systems are favored for certain applications due to
their minimal computational requirements and ease of hardware implementation. These
systems traditionally employ classic mathematical functions, such as the logistic or tent
maps. Their simplicity facilitates straightforward implementations, but this comes with
limitations in terms of security because the predictability of these systems can be compro-
mised. The constrained chaotic behavior inherent to these maps can lead to predictability,
especially as operational conditions or parameter values shift, potentially driving the
system from chaotic to non-chaotic states (fixed points or periodic orbits) [16]. In [17],
Nazish et al. emphasized that although one-dimensional chaotic maps are simple and
hardware-friendly, their chaotic behavior is typically confined to narrow parameter in-
tervals and may collapse into periodic or non-chaotic states under parameter variation
or finite-precision implementation, which limits their suitability for secure applications.
In [18], Alawida et al. show that 1-D chaotic maps remain lightweight and straightforward
to implement, but their security is weakened by constrained chaotic behavior and limited
unpredictability, which can compromise their suitability for robust cryptographic use.

To address these security vulnerabilities and enhance the utility of one-dimensional
maps in secure applications, researchers are investigating ways to expand the chaotic
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range and functionality. This is accomplished through various innovative approaches,
such as dynamically altering control parameters [3,19], integrating multiple foundational
chaotic maps [10,20], or applying discrete wheel-switching techniques [21]. Other strategies
include the sine transformation of multiple map combinations [22], as well as advanced
modulation and coupling methods [23], and the use of exponential chaotic models [24].
These methodologies aim to enrich the system’s operational variability and complexity,
thereby increasing the difficulty for potential attackers to decipher or predict the system’s
dynamics, enhancing its applicability in security-sensitive environments.

While the aforementioned techniques enhance chaotic performance—either by ex-
panding the chaotic window or increasing chaotic entropy—they often come with added
complexity and overhead. Cascade-type constructions, for instance, have been shown to
preserve chaos and yield Lyapunov exponents that combine contributions from subsys-
tems [10], and can broaden the chaotic parameter range under favorable configurations.
However, these improvements are not always uniform across the entire parameter space,
and the extent of chaotic enhancement in cascaded maps has been shown to depend
strongly on the choice of parameters and their permutation across subsystems [25], which
can limit their reliability in applications requiring consistent chaos across the full parameter
range. In [26], Ul Islam et al. proposed a novel one-dimensional Exposine Chaotic Map
(ECM) and its hardware-efficient approximation, the Approximate Exposine Chaotic Map
(AECM), to broaden the chaotic range and improve sensitivity, entropy, and unpredictabil-
ity for secure applications. However, because the map combines sine and exponential
nonlinearities, the direct implementation is computationally expensive, so the authors had
to introduce Taylor-Padé approximation and a lookup-table-based realization to reduce
hardware complexity and runtime overhead. In [27], Li et al. proposed a one-dimensional
complex discrete hyperchaotic map aimed at strengthening the chaotic properties needed
for secure applications. Their design improves dynamical complexity, unpredictability,
and sensitivity to initial conditions, making it more suitable for cryptographic use than
many conventional 1D maps. However, the added nonlinear structure also brings practical
trade-offs, including greater implementation complexity and hardware overhead, which
they address through a hardware-oriented realization strategy. In [28], Silva et al. pro-
posed a hardware-efficient chaotic PRNG based on a Sugeno-approximated sine map and
posit arithmetic to improve randomness and mitigate dynamical degradation in digital
implementations; however, the enhanced robustness comes with a practical trade-off, since
the design relies on approximation, perturbation, and non-native posit arithmetic, which
introduces implementation complexity and conversion overhead in hardware. In [29],
Sarra et al. introduced the 1D-Powered Chebyshev Quadratic Map (1D-PCQM) to enhance
nonlinearity, widen the chaotic window, and improve cryptographic robustness. At the
same time, the use of a hybrid multi-map encryption framework and dynamic switching/d-
iffusion increases algorithmic complexity and computational overhead, reflecting the usual
trade-off between stronger chaos and practical efficiency. In [30], Alexan et al. proposed
a secure and efficient multi-image encryption scheme that integrates a 5D hyperchaotic
system, a dynamically generated S-box, Langton’s Ant, and Arnold’s Cat Map to enhance
confusion, diffusion, and permutation while maintaining real-time efficiency. They re-
ported strong resistance to statistical, differential, and randomness-based attacks, but their
design trades off increased algorithmic complexity, memory usage, and dependence on
precise chaotic parameter synchronization for improved security. These studies highlight
the need for alternative approaches that can deliver strong and reliable chaotic behavior
without incurring significant trade-offs.

Furthermore, while several works have demonstrated FPGA implementations of
chaos-based PRNGs, these implementations are often tied to specific map structures with
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limited chaotic range. For instance, Garcia-Bosque et al. [31] proposed a chaos-based bitwise
dynamical PRNG based on the logistic map implemented on a Virtex 7 FPGA using 32-bit
fixed-point precision, dynamically changing the chaotic parameters to prevent short-period
orbits and improve randomness. Yalcin et al. [14] implemented classical and quantum
chaotic maps on FPGAs for pseudo-random number generation using a multi-stage model-
based workflow. De la Fraga et al. [32] demonstrated hardware implementation of PRNGs
based on chaotic maps, including Bernoulli, tent, and zigzag maps on FPGAs, validating
randomness using the NIST SP 800-22 test suite. More recently, Luo et al. [33] proposed a
high-speed PRNG based on an n-dimensional non-degenerate chaotic system with FPGA
implementation. Hasan et al. [16] further demonstrated FPGA implementation of flipped-
product chaotic maps for PRNG applications, validating their entropic properties against
software simulation. However, these implementations are often constrained by narrow
chaotic windows, limited parameter flexibility, or high hardware overhead, motivating the
need for a more robust and generalizable hardware-compatible chaotic framework.

In this study, we introduce four advanced strategies for constructing more robust
chaotic systems. The first approach involves individual adjustments of each 1D seed
map based on specific control parameter values, after which these modified curves are
aggregated to create the comprehensive map. The second technique modifies each seed map
by performing a half-shift and then multiplying this adjusted map by its original shifted
form. These two were reported in our previous work [34]. While these operations share a
structural similarity with cascade-type constructions [10], in that both combine multiple
maps to enhance chaotic properties, the key distinction lies in the systematic use of the shift
parameter b and the modular operation, which ensures consistent chaotic performance
across the entire parameter space, a property not consistently achieved by existing cascade
methods. Building on this foundation, a third technique, the halfway-shifted division,
involves dividing one of the two maps by their cumulative total. In the fourth and most
complex method, we integrate both product and division techniques, termed Quarterway-
Shifted Product Divider maps, where halfway-shifted product maps undergo further
division. We assess the efficacy of these newly proposed maps through various methods
such as bifurcation plots, both individual and average Lyapunov exponents, and the chaotic
ratio. Our analysis demonstrates that these shifted maps sustain a broader and more
consistent chaotic window than their original counterparts over the complete parameter
spectrum. Remarkably, the Quarterway-Shifted Product Divider maps show the most
superior performance.

The remainder of the paper is organized as follows: Section 2 introduces the traditional
seed maps, with particular emphasis on the log and tent maps. Section 3 outlines the various
performance parameters used to evaluate chaotic behavior. Section 4 presents the newly
proposed chaotic systems and analyzes their performance in comparison to the traditional
maps. Section 5 details the results obtained from FPGA implementation. In Section 6,
the application of the proposed maps in pseudo-random number generation is explored,
and their effectiveness is validated using two different statistical test suites. Finally, Section 7
provides the concluding remarks and summarizes the key contributions of the work.

2. Traditional Seed Maps

In this section, we review two well-known one-dimensional chaotic maps: the logistic
map and the tent map. These maps are used as seed functions in generating the new chaotic
maps discussed in subsequent sections. For the sake of consistency and ease of comparison,
we consider the normalized versions of these chaotic maps, where all their domain, range,
and parameter values are confined within the interval [0, 1].
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The transfer curve illustrates the relationship between the input and output of a map
for various values of the control parameter. To understand how the control parameter
influences the behavior of a dynamical system, a bifurcation diagram is often used. In this
diagram, the steady-state output values corresponding to a range of control parameter
values are plotted. This visualization helps in understanding the system’s transitions,
especially the period-doubling process. As the control parameter is varied, the system
progresses from a stable fixed point to a periodic regime and eventually into a chaotic region.
To quantify the chaotic nature of the output, the Lyapunov exponent (LE) is commonly
used. A positive LE indicates that the system exhibits chaotic behavior. In this context, we
explore the characteristics of these two maps by analyzing their transfer curves, bifurcation
diagrams, and Lyapunov exponent plots.

2.1. Logistic Map

The logistic map is a classic example of a one-dimensional chaotic map. It is mathe-
matically defined as follows:

Xiy1 = L(x;) = 4rx;(1—x;) (1)

Here, x; represents the state of the system at time step i, and r is the control parameter
that determines the behavior of the system. The parameter r lies within the range 0 < r < 1.
The logistic map is frequently used due to its simplicity and its ability to exhibit complex
and unpredictable behavior under certain conditions.

The equation shows that the next value of x is derived by applying the function L(x;)
to the current state, which involves a nonlinear interaction between the current state and
the control parameter. The system’s evolution is sensitive to initial conditions, making it
a hallmark of chaotic dynamics. The transfer curve, bifurcation, and Lyapunov exponent
plots of the log map are shown in Figure la—c. As can be seen, the logistic map has chaotic
properties at r € [0.89,1].
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Figure 1. (a) Transfer curve, (b) bifurcation diagram, and (c) LE of logistic map.

2.2. Tent Map

The tent map is another simple yet powerful chaotic map used to generate chaotic
behavior in systems. It is mathematically defined as follows:

when x; < 0.5
when x; > 0.5

2rx;

2r(1 —x;) @)

Xipn = T(xi) = {

In this map, the control parameter r lies in the range 0 < r < 1. The behavior of the

tent map depends on whether the current state x; is less than or greater than 0.5. If x; < 0.5,

the function behaves as a straight line with slope 2r, and if x; > 0.5, the map flips over and

behaves as a descending linear function. The tent map is known for its simplicity and can
also produce chaotic sequences, particularly when the control parameter r is large.
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The piecewise nature of the tent map leads to distinct behaviors in different regions
of the domain, providing an interesting contrast to the continuous logistic map. This map
is widely used in studies of chaotic dynamics due to its ease of computation and clear
bifurcation patterns. The transfer curve, bifurcation, and Lyapunov exponent plots of the
log map are shown in Figure 2a—c. As can be seen, the tent map has chaotic properties at
r € [0.5,1].
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Figure 2. (a) Transfer curve, (b) bifurcation diagram, and (c) LE of tent map.

3. Performance Parameters for Chaotic Maps

To generate a discrete-time sequence, the process begins by initializing an oscillator
with an initial value, followed by running the feedback loop iteratively. After discarding a
few initial iterations, the steady-state sequence values are recorded. To assess the chaotic
behavior of the resulting sequence, two methods are used: (i) a qualitative approach,
visually inspecting the sequence through a bifurcation diagram; and (ii) a quantitative
evaluation of chaotic entropy using three established metrics—the Lyapunov exponent (LE),
correlation coefficient (CC), and Shannon entropy (SE). The performance of the proposed
chaotic maps in the sections below are thoroughly evaluated by examining their bifurcation
diagrams, Lyapunov exponents, average Lyapunov exponent, chaotic ratio, correlation
coefficient, and Shannon entropy.

3.1. Bifurcation Diagram

The bifurcation diagram provides valuable insight into the evolution of output values
in a chaotic oscillator as the control parameters are varied. It tracks the system’s transition
from periodic behavior to chaos as the control parameters change, highlighting the bifurca-
tion points along the way. For instance, Figure 1b and Figure 2b present two-dimensional
bifurcation diagrams for the logistic and tent maps, respectively, where regions marked in
dark red represent chaotic behavior. In contrast, other parts of the diagram exhibit stable
fixed points or periodic oscillations, forming repetitive and predictable patterns. In our
study, we used the shifting parameter b as the bifurcation parameter and examined how
the output values change with variations in b.

3.2. Lyapunov Exponent

The Lyapunov exponent (LE) is a key measure of the sensitivity of a chaotic system to
its initial conditions. In chaotic systems, even small differences in initial conditions can lead
to exponentially diverging trajectories over time. The Lyapunov exponent, denoted as A,
serves as a crucial and widely used tool for quantifying this sensitivity. For a discrete-time
chaotic system, the Lyapunov exponent is defined as shown in Equation (3):

n

1
A= lim =Y In|f(x)] 3)
=0

n—eo 1 =
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The value of the Lyapunov exponent (A) is negative when the system exhibits fixed
points or periodic orbits. On the other hand, for chaotic attractors, the Lyapunov ex-
ponent is positive [2]. For instance, Figure 1c plots the LE of the logistic map and tent
map, respectively.

3.3. Correlation Coefficient

A key characteristic of chaotic systems is their extreme sensitivity to small changes in
the initial conditions, such as slight variations in the initial state or parameter values. This
sensitivity is often quantified using a well-known metric called the correlation coefficient
(CC). Equation (4) presents the formula for Pearson’s CC, which is used to determine the
correlation between two sequences X and Y:

c, — ElX—px)(Y —py)]
Ox0y

(4)

In this equation, E[-] denotes the expectation operator, while y and ¢ represent the
mean and standard deviation, respectively. If the CC value is close to +1 or —1, it indicates a
strong correlation between the sequences X and Y. Conversely, a CC value near 0 suggests
that the two sequences are minimally correlated. To assess the dependence of the system on
its initial state, two sets of steady-state data sequences are generated from the same chaotic
system with a given control parameter, but with slightly different initial conditions. The CC
is then calculated using the formula in the equation mentioned. For a chaotic system, even
the smallest variation in the initial state results in two vastly different sequences, leading
to a CC value close to 0. In contrast, for a non-chaotic system, the sequences will be very
similar, and the CC will be close to +1 or —1.

3.4. Shannon Entropy

The Shannon entropy (SE) is a measure commonly used to quantify the uncertainty
present in a random process. If the range of values for a signal X is divided into n equally
spaced bins, the SE can be expressed as

SE = — iPr(x,')logzPr(x,«) (5)
i=1

In this equation, Pr(x;) represents the probability of the signal value falling into
the i-th bin. SE serves as a tool to assess the randomness of a discrete-time sequence.
In this study, we set n = 219 = 1024 and use Equation (5) to calculate the SE for each
control parameter over 14,000 steady-state iterations. The theoretical maximum value
of SE is log, n = log, 1024 = 10, which occurs when the sequence values are uniformly
distributed over the entire range [0, 1]. The SE value increases with the degree of ergodicity
in the sequence.

3.5. Chaotic Ratio

In addition to the standard metrics described above, we introduce the chaotic ratio
(CR) as a measure specific to the proposed shifted maps. Unlike the seed maps, where
chaotic behavior is evaluated over the control parameter r, the proposed maps fix r at 7max
and instead vary the shift parameter b € [0,1]. The CR is therefore defined as the fraction
of shift parameter values for which the Lyapunov exponent is strictly positive (A > 0):

Yy 1[A(D) > O]

R =
C N,

(6)
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where 1[-] is the indicator function, N, is the total number of shift parameter values
evaluated over b € [0,1], and A(b) is the Lyapunov exponent computed at each value of b
with r fixed at 7,,,5x. A CR value of 1 indicates that chaotic behavior (A > 0) is sustained
at every evaluated value of b, while lower values indicate the presence of non-chaotic
windows within the parameter range. So, CR = 1 does not imply uniform chaotic density
across the parameter space—the degree of chaotic spread may still vary across the range
of b, with some regions exhibiting a narrower chaotic attractor than others while still
maintaining A > 0.

4. Proposed Chaotic Systems

This section presents four distinct methods for generating chaotic maps that enhance
chaotic behavior and extend the range of chaotic windows. Starting with the logistic
and tent maps as seed maps, we apply various transformations to improve their chaotic
properties. The first method involves shifting these seed maps to create modified versions
with better chaotic behavior. In the second method, we combine the maps by applying
a halfway shift followed by multiplication, resulting in a new variant with improved
dynamics. The third method introduces division between the shifted and halfway-shifted
maps, further refining the chaotic behavior. Finally, the fourth method involves dividing
two halfway-shifted product maps from the second method, yielding a more complex
and chaotic system. Throughout these transformations, the chaotic ratio and Lyapunov
exponent (LE) values exhibit significant improvements, demonstrating the efficacy of the
proposed techniques in enhancing the chaotic properties of the maps.

4.1. Shifted Map

In the proposed approach, we consider a one-dimensional chaotic map with a single
control parameter, f(r, x), where the evolution is given by x;,1 = f(r,x;), and the map’s
domain is [I, h]. The goal is to determine the value of r, referred to as rmax, for which the
Lyapunov exponent reaches its maximum. Using this value of rmax, we define the shifted
one-dimensional map with a parameter b as follows:

she(b,x) = f(rmax, (x=b—1) mod (lr—1))+1) 7)

The domain of the map remains [/, h], and the range of the shifted parameter is [0, 1 — [].
In this work, the seed maps are normalized such that ! = 0and & = 1, so the general
expression ((x —b — 1) mod (h —1)) + I simplifies to (x — b) mod 1. Since the modular
operation (x — b) mod 1 is a bijection on the domain [/, ], the derivative of the shifted map
with respect to x satisfies

%shf(b,x) — F(fmae, (x—b) mod 1) ®)

The derivative structure of the shifted map is therefore identical to that of the original
seed map evaluated at 7,4y, regardless of the value of b. For maps with a uniform derivative
structure, such as the tent map, this results in a constant LE across the entire range of b,
as confirmed by the shifted tent map results, where Max_LE = Avg LE = 0.6931 and
CR = 1. For maps with more complex derivative profiles, such as the logistic map, the LE
remains near A (aqx) across a significantly broader range of b compared to the original
unshifted map, resulting in a wider chaotic window.

In this work, we consider two simple normalized seed maps: the logistic map L(r, x)
and the tent map T(r, x), which are summarized in Table 1.
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Table 1. Mathematical expressions for the two shifted maps.

Map Name Mathematical Expression
Shifted logistic Ls(b,x) = L(1,(x —b) mod 1)
Shifted tent Ts(b,x) =T(1,(x —b) mod 1)

The maximum Lyapunov exponent (LE) values are consistently observed at a control
parameter value (C;,Cr) = 1 for all two maps. Subsequently, by applying a shift
determined by the parameter b, and varying b, we obtain the final shifted versions of these
maps. The mathematical expressions for the shifted maps are provided in Table 1.

Figure 3a,b illustrates the transfer curves of the shifted maps. Theb = 0and b =1
curves are identical due to the periodicity of the shift, so the b = 1 curve visually overlaps
and hides the b = 0 curve in Figure 3. Figures 4a—d and 5a—d present the performance
parameters of the shifted logistic and shifted tent maps, respectively, including the 2-D
bifurcation diagrams (BDs), Lyapunov exponent (LE), correlation coefficient (CC), and Shan-
non entropy (SE), where each parameter is evaluated by varying the control parameter b.
In the BD plots, the introduction of shifted dynamics significantly enlarges the dark red
regions, indicating a substantial increase in chaotic behavior compared to the original seed
maps. The LE plots reveal that for the shifted logistic map, LE values are generally positive
across a wide range of b, while the shifted tent map consistently achieves its maximum
positive LE values throughout, signifying strong chaotic dynamics. The CC plots and SE
plots for both shifted maps further validate these findings; they show near-zero values
across a broad parameter range, confirming enhanced chaotic behavior. These observations
are consistent with the corresponding BD and LE plots and demonstrate that the shifted
maps exhibit chaotic operation over a much wider range than their original counterparts.

1

£0.5

X
0
0
X X
n n
(a) Shifted Log (b) Shifted Tent
Figure 3. Transfer curves of different shifted maps.
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Figure 4. Performance parameters of shifted log.
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Figure 5. Performance parameters of shifted tent.

4.2. Halfway-Shifted Product Maps

Shifting the seed maps leads to improvements in chaotic behavior compared to the
original maps. However, the desired chaotic properties, such as achieving the highest Lya-
punov exponent (LE) values across the entire window, are not yet fully realized. To address
this, we introduce an additional enhancement in the proposed method by performing a
halfway shift on each map, which further contributes to the development of a more robust
chaotic map.

In this approach, we first apply a halfway shift to one of the seed maps (either the
logistic or tent map). Then, we combine the resulting map with one of the previously
shifted maps. The product of the halfway-shifted map and the shifted map is calculated
as follows:

Ifw = h—1 = 1,then

1 w
fs&n (r1,12,b,x) = Z-fs(rl,b,x)'gs(rz,b+ E,x) )

Here, A is a constant value, 71 and r, are dependent on which maps we are using.
For log maps, we know the highest Lyapunov exponent is found at #; = 1 and for tent maps
2 = 0.99. Or we can simply write it as follows:

1 w
HSP, (b, x) = 1 fs(b,x) - gs(b+ E,x) (10)
Applying the product rule, the derivative of HSP s, with respect to x is

%Hspfg(b,x) _ Hf;(b,x) ~gs<b+ ;x> +fa(b,x) .g;<b+ ;xﬂ (11)

Since both f; and g; are normalized maps with outputs in [0, 1] and both operate at rmax,
the cross-terms in the product rule consistently amplify the derivative magnitude compared
to either individual shifted map alone. This amplification is reflected in the significantly
higher LE values observed in the HSP maps (approximately 1.31-1.34) compared to the
individual shifted maps (approximately 0.69). The half-period offset of % between the
two component maps ensures complementary phase coverage across the parameter space,
maximizing this amplification effect. It should be noted however that the product operation
introduces a trade-off: while the maximum LE is substantially increased, the chaotic ratio
decreases to approximately CR = 0.77-0.78, which motivates the further enhancements
discussed next.

This results in four possible combinations. Three notable combinations, namely, LsLj,,
LsTy,, and T;Tj,, are highlighted. The mathematical expressions for these halfway-shifted
product maps are provided in Table 2.
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Table 2. Mathematical expressions for the three halfway-shifted product maps.

Map Name Mathematical Expression
Halfway-shifted product LL  HSP;1(b,x) = (1/A) * Ls(b,x) * Ly (b +1/2,x); A = 0.5625
Halfway-shifted product LT ~ HSPrr(b,x) = (1/A) x Ls(b,x) x Ts(b+1/2,x); A = 0.385
Halfway-shifted product TT ~ HSPrr(b,x) : (1/A) x Ts(b,x) * Ts(b+1/2,x); A = 0.246

Figure 6a—c shows the transfer curves of the halfway-shifted product (HSP) maps. As
with the shifted maps, the b = 0 and b = 1 curves coincide, so the b = 1 curve overlaps and
hides the b = 0 curve in Figure 6. Figures 7a—d, 8a—d and 9a—d present the performance
results of three HSP variants: log-log (HSP LL), log-tent (HSP LT), and tent-tent (HSP TT).
Each figure includes a 2-D bifurcation diagram (BD), Lyapunov exponent (LE), correlation
coefficient (CC), and Shannon entropy (SE) plotted against the control parameter b. In the
BD plots, we can see that the chaotic regions are significantly wider than in the original
and shifted maps, indicating stronger chaotic behavior. The LE plots show mostly positive
values for all three variants, meaning that the systems remain chaotic over a large range
of b. The CC plots are close to zero across wide intervals, and the SE plots show high
entropy values—both signs of unpredictable and complex behavior. Altogether, these
results confirm that the HSP maps produce more consistent and stronger chaos than the
earlier versions, making them more suitable for applications requiring high randomness
and complexity.

(a) HSPLL (b) HSP LT (c)HSP TT

Figure 6. Transfer curves of different halfway-shifted product (HSP) maps.
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Figure 9. Performance parameters of HSP TT.

4.3. Halfway-Shifted Division

The chaotic behavior improves significantly with the halfway-shifted product method
compared to the previously discussed maps, and the chaotic ratio also increases. However,
chaos still does not persist across the entire parameter window. To achieve this, we
introduce another enhancement to our previous method by incorporating the division
approach between the maps.

In this step, we combine one shifted map and one halfway-shifted map and perform
division between them, as follows:

Ifw; = fs(r,b,x) and wy = gs(rp, b+ w, x), then

w1
HSDy,(r1,72,b,x) = ——— 12
re(r1,72,b,x) ——— (12)
The normalization structure wlzilZUZ ensures the output is always bounded in (0,1).

The derivative of the HSD map with respect to x takes the form:

0 W wy — wywh
et St R et}
< HSDy, = 2 (13)
x (w1 +wy)
where w| = aa% and w) = aa% The cross-derivative structure wjw, — w1} sustains non-

zero sensitivity to initial conditions across the full range of b. The half-period offset between
wy and wy ensures that when one component is in a periodic region of its parameter space,
the other is in a complementary chaotic region, and the division operation blends their
outputs in a way that eliminates periodic windows-which is why all the HSD variants
consistently achieve a perfect chaotic ratio (CR = 1) across the entire parameter space.

This results in four different combinations: HSDy | (halfway-shifted division log-log),
HSDir (halfway-shifted division log-tent), HSDr (halfway-shifted division tent-log),
and HSDrr (halfway-shifted division tent-tent). For completeness, we note that each pair
corresponds to a distinct ordering of the seed maps within the division structure, thereby
producing slightly different dynamical responses while preserving the overall construction.
The corresponding mathematical expressions for these halfway-shifted division maps are
provided in Table 3, which lists the exact functional forms used in our analysis.

Table 3. Mathematical expressions for the halfway-shifted division maps.

Map Name Mathematical Expression

Halfway-shifted division LL HSDy (b, x) = Ls(1,b,x)/(Ls(1,b,x) + Ls(1,b + 0.5,x))
Halfway-shifted division TL HSDry (b, x) = T5(0.99,b,x)/(Ts(0.99,b,x) + Ls(0.99, b + 0.5, x))
Halfway-shifted division TT HSDrr(b,x) = T5(0.99,b,x)/(T5(0.99,b, x) + T5(0.99,b + 0.5, x))

Figure 10a—c illustrates the transfer curves of the halfway-shifted division (HSD) maps.
The same periodicity applies here, so the b = 0 curve is hidden beneath the overlapping
b = 1 curve in Figure 10. Figures 1la—d, 12a-d and 13a—d display the performance
parameters for three HSD variants: log-log (HSD LL), tent-log (HSD TL), and tent-tent
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(HSD TT). These figures include the 2-D bifurcation diagram (BD), Lyapunov exponent
(LE), correlation coefficient (CC), and Shannon entropy (SE), all plotted with respect to
the control parameter b. The BD plots show a remarkably large spread of chaotic regions
compared to not only the original and shifted maps but also the halfway-shifted product
(HSP) maps. The LE plots maintain high positive values across almost the entire range of b,
indicating strong and sustained chaotic behavior. In addition, the CC plots hover close to
zero, and the SE plots remain consistently high, both pointing to enhanced unpredictability
and information richness. These combined results demonstrate that the HSD maps deliver
superior chaotic performance across all evaluated metrics, surpassing the behavior of
earlier designs and making them highly effective for chaos-based applications that demand
strong randomness and complex dynamics.

(a) HSDLL (b) HSD TL (c) HSD TT
Figure 10. Transfer curves of different halfway-shifted division (HSD) maps.
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Figure 11. Performance parameters of HSD LL.
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Figure 12. Performance parameters of HSD TL.
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Figure 13. Performance parameters of HSD TT.
4.4. Combined Product Divider

In the halfway shifted division maps, the desired chaotic ratio value 1 is achieved but
in the process the maximum LE value decreases to around 0.6709 for the halfway-shifted
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division log-log. Moreover, the highest LE is not achieved throughout the whole window,

which can be realized from the average LE values. So a third type of enhancement is

introduced. Initially, we consider two halfway-shifted products, and then apply the division

operation between them. This approach results in 16 possible combinations, as there are

four options for each of the two products, leading to a total of 4 x 4 = 16 combinations.
Let the halfway-shifted product of functions f and g be defined as

1 1
HSPyo(r1,72,b,x, A1) = A fs(r,b,x) - gs(r2, b+ E,x) (14)
Similarly, the halfway-shifted product of functions / and k is defined as

1 1
HSPy(73,74,b,x, Ay) = A “hs(r3, b,x) - ks(rg, b+ E,x) (15)

Next, we define the combined product divider (CPD) as follows:

w1
w1 + wo

CPng?hk(br x) = (16)
where w; = HSPfg(rl,rz, b,x, A1) and wp = HSPp(r3, 74, + }I,x).
When the same map combination is used for both w; and w; (i.e., fg = hk), the scaling
factors A; and Aj; cancel in the division:
% P(b,x) P(b, x)

CPD(b,x) = ~ : T = i (17)
ZP(b,x)+ZP(b+1,x) P(b,x)+P(b+Z,x)

where P(b,x) = fs(b,x)-gs(b+ %, x) is the unnormalized product, showing that the CPD
map’s chaotic properties are independent of the choice of scaling factor A. Furthermore,
the quarterway shift of 1 applied to w; is motivated by the frequency-doubling effect
of the product operation: since the HSP map has twice the oscillation frequency of the
individual shifted maps (as seen in the transfer curves in Figure 14), a quarterway shift
achieves the same complementary half-period offset between w; and w, that the halfway
shift achieves between the component maps in the HSP. This ensures that the division in
CPD benefits from the same periodic-window elimination mechanism as the HSD maps,

while simultaneously inheriting the high LE amplification from the HSP structure.
1

X .
by Tk by .
= 0.5 & 0.5 \ / \ /
\
0 - 0
0 0.5 1 X 0 0.5 1
xn xn xn
(a) CPD LL-LL (b) CPD LT-TL (c) CPD TT-LL

Figure 14. Transfer curves of different combined product division (CPD) maps.

The scaling factors A1 and A, can be chosen as they were for the HSP. However, even
when A; = Ay = 1, the system should function correctly, and we can compare the global
metrics across the different combinations. The corresponding mathematical expressions for
some of these combined product division maps are provided in Table 4.

HSPpL (b, x)

CPDyL(b,x) = HSP; 1 (b, x) + HSP;; (b + 0.25, x)

(18)
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Table 4. Mathematical expressions for the combined product division maps.
Map Name Mathematical Expression
Combined product division LL-LL  CPDy; (b, x) = HSPLL(b,giPPLIgg’bLlfgb+0-25,x)
Combined product division LT-TL  CPDy;_rr(b,x) = HSPLT(b,x})Ii%gl(’l;?(b T075)
Combined product division TT-LL  CPDrr_r1(b,x) = HSPTL(b,ST;IEgL’: 2b+0-25IX)

Figure 14a—c illustrates the transfer curves of the combined product division (CPD)
maps. As before, the b = 0 curve coincides with and is hidden by the b = 1 curve in
Figure 14 due to the same shift periodicity. Figures 15a—d, 16a—d and 17a—d show the
performance characteristics of three CPD variants: log-log (CPD LL-LL), log-tent to tent-log
(CPD LT-TL), and tent-tent to log-log (CPD TT-LL). Each figure presents the 2-D bifurcation
diagram (BD), Lyapunov exponent (LE), correlation coefficient (CC), and Shannon entropy
(SE), plotted against the control parameter b. Among all the proposed systems, the CPD
maps exhibit the most ideal and robust chaotic behavior. The BD plots are fully saturated,
showing an uninterrupted and dense chaotic regime across the entire parameter space.
The LE plots maintain uniformly high positive values throughout, confirming strong and
persistent sensitivity to initial conditions. The CC values remain close to zero across
the full b-range, and the SE values are consistently at their maximum, indicating perfect
unpredictability and information complexity. These combined observations establish CPD
maps as the most reliable and effective chaotic systems among all the proposed designs,
ideal for high-security and high-randomness applications.
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Figure 15. Performance parameters of CPD LL-LL.
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Figure 16. Performance parameters of CPD LT-TL.
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Figure 17. Performance parameters of CPD TT-LL.
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The quantitative analysis in Table 5 reveals a clear evolution in chaotic map per-
formance through successive enhancements. Beginning with the base maps, the shifted
tent demonstrates ideal chaotic consistency (CR = 1) with Lyapunov exponents (LEs) of
0.6931, outperforming the shifted logistic map’s lower average LE (0.5069) and partial
chaos (CR = 0.5145). The halfway-shifted product maps achieve dramatic LE amplifi-
cation (1.3178-1.3342) at the cost of reduced chaotic consistency (CR = 0.7702-0.7842),
with HSP LT reaching the highest max LE (1.3342). This trade-off is resolved in halfway-
shifted division maps, which restore perfect CR (1) while maintaining moderate LE values
(0.6709-0.6931), particularly in the HSD TT variant, matching the shifted tent’s ideal CR
with improved avg LE (0.6931). The ultimate enhancement comes from the combined
product division maps, which simultaneously deliver both the highest chaotic intensity
(max LE up to 1.3567 in CPD LL-LL) and perfect consistency (CR = 1), representing a
96% max LE increase and 166% avg LE improvement over the base maps.

Table 5. Performance parameter values for different chaotic maps.

Parameter ShL ShT HSPLL HSPLT HSPTT HSDLL HSDLT HSDTT CPDLL-LL CPDTT-LL
Max LE 0.6918 0.6931 1.3178 1.3342 1.3221 0.6709 0.6931 0.6931 1.3567 1.3324
Avg LE 0.5069 0.6931  1.1068 1.0910 1.0770 0.6364 0.6031 0.6931 1.3498 1.3200
CR 0.5145 1 0.7842 0.7842 0.7702 1 1 1 1 1

To place the proposed maps in the context of existing chaos enhancement methods,
Table 6 compares the performance of the best proposed variant, CPD LL-LL, against rep-
resentative existing approaches using three key metrics: maximum LE, average LE,
and chaotic ratio. The seed maps (logistic and tent) serve as the baseline, while the cascade
chaotic system (ccs) [10] and the dynamic parameter-control chaotic system (DPCCS) [3]
represent well-established chaos enhancement methods, and the enhanced flipped-product
chaotic system (EFPCS) [16] represents a recent study in the field.

Table 6. Performance comparison with existing chaotic map methods.

Method Max LE Avg LE CR
Logistic map 0.694 0.388 0.098
Tent map 0.693 0.393 0.49
CCs [10] 1.27 0.788 0.143
DPCCS [3] 0.683 0.45 1
EFPCS [16] 1.326 0.949 1
CPD LL-LL (proposed) 1.3567 1.3498 1

Data for logistic map, tent map, CCS, and DPCCS are taken from [16].

Table 6 compares the proposed CPD LL-LL map against representative existing approaches
using maximum LE, average LE, chaotic ratio, and FPGA realizability. The results demonstrate
that the proposed CPD maps achieve the highest maximum LE and average LE among the
compared methods while simultaneously maintaining a perfect chaotic ratio (CR = 100%) and
FPGA hardware validation, confirming superior overall chaotic performance.

5. FPGA Implementation Results

To validate the hardware feasibility of the proposed chaotic maps, we implemented
the designs on a Nexys A7 FPGA board and executed the full evaluation flow on hardware.
The Lyapunov exponent (LE), used as the primary metric for chaotic behavior, was mea-
sured across 21 bifurcation-parameter values, with the parameter sweeping from 0.00025 to
1 in non-uniform steps.
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In the FPGA implementation, a fixed-point format with n + 1 binary bits (n : 0) is
used, where the binary point is placed after the nth bit. Choosing n = 64 yields a uniform
high resolution of 2% across the entire range. This format reduces overhead com-
pared to the IEEE-754 floating-point standard, which supports a significantly wider range
([—2 x 21023, 1-2 x 21023]) but achieves a resolution of (%) due to its 52-bit mantissa [35].

The core Verilog implementation of the shifted tent map is presented in Listing 1.
The module is parameterized with a 64-bit fixed-point representation (BIT = 64), where
the integer value 1 is encoded as a left-shifted constant (65°b1«BIT). The shift operation is
realized through fixed-point arithmetic: first, 1 is added to the input state x, and then the
shift parameter b is subtracted, effectively implementing the modular shift (x —b) mod 1.
The modular wrap-around is achieved implicitly through bit truncation, where only the lower
BIT bits of the result are retained (lines 40-41), naturally enforcing the [0, 1) domain boundary
without requiring explicit conditional logic. The control parameter r is set to its fixed-point
equivalent of 0.99, which corresponds to the maximum Lyapunov exponent condition for the
tent map. Finally, the shifted state is passed to the tent map submodule, which computes the
next state x_n, with multiplication by 4 handled internally within the submodule.

Listing 1: Core Verilog implementation of the Shifted Tent map.

1/module shifted_tent #(parameter BIT"="64) // MNodule parametrization

2 (

3 // Inputs

4 input [BIT : 0] x,

5 input [BIT : 0] b,

6 // Outputs

7 output [BIT : 0] x_n

8 )3

9

10 reg [BIT : 0] one”=7"65’b1<<BIT;

11 wire [BIT+1 : 0] one_plus_x;

12 wire [BIT+1 : 0] m;

13 wire [BIT : 0] m_final;

14 reg [BIT : 0] r~="65"
»b11111101011100001010001110101110000101000111101011100000000

15 00000; // fized-point representation of 77=70.99

16

17 assign one_plus_x"="one + Xx;

18 assign m"="one_plus_x - b;

19 assign m_final [BIT - 1 : 0]~="m[BIT - 1 : 0]; // bit truncation

for mod operation

2 assign m_final [BIT]"="1’b0;

21

2 tent ul(m_final, r, x_n);

2 // this includes multiplication by 4

24| endmodule

For reference, the comparative results against a MATLAB simulation are shown in
Figures 18a,b and 19a—c, where the close agreement between the hardware and software
confirms the practicality of the proposed implementations.
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For the shifted maps, the LE values obtained from the MATLAB simulations and
FPGA implementations match exactly. A similar level of agreement is observed for the
halfway-shifted product map T-T. However, small discrepancies appear in the LE values of
the other two halfway-shifted maps, LL and LT. These differences are primarily due to the
numerical representation: the FPGA implementation relies on a fixed-point system, while
the MATLAB simulations use the 64-bit IEEE-754 floating-point format [36]. Although the
observed differences are minimal, they are amplified by the inherent sensitivity of chaotic
systems to small perturbations, often resulting in divergent behavior over time. However,
these variations are not considered critical, as neither implementation is inherently superior
in accuracy. In fact, the FPGA implementation provides even higher resolution within
the intended range, reinforcing the practicality and robustness of the proposed maps for
high-resolution, hardware-based application.

The hardware cost of implementing the proposed chaotic maps using a 64-bit floating-
point representationon the Nexys A7 FPGA board is evaluated through a detailed resource-
utilization analysis in Tables 7-9. In particular, we account for core components such as slice
look-up tables (LUTs), logic LUTs, slice registers, DSP blocks, memory LUTs, and bonded
IOBs, together with power metrics that include both total on-chip power and dynamic
power consumption. Taken together, these tables provide a comprehensive summary of
resource and power usage across all the proposed chaotic map variants, offering a clear view
of the implementation cost and its distribution among the major architectural elements.

Table 7. FPGA resource utilization summary for shifted maps and halfway-shifted product maps.

Logic Utilizing ShL ShT HSP LL HSP LT HSPTT
Slice registers (126,800) 505 505 505 505 505
Slice LUTs (63,400) 7062 7228 16,340 20,572 20,557
DSPs (240) 27 36 72 81 90
Memory LUTs (19,000) 8 8 8 8 8
Logic LUTs (63,400) 7054 7220 16,332 20,564 20,549
Bonded IOB (210) 5 5 5 5 5
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Table 8. FPGA resource utilization summary for halfway-shifted division maps and combined
product divider maps.

Logic Utilizing HSDLL HSDLT HSDTT CPDLL-LL CPDTT-LL
Slice registers (126,800) 505 505 505 509 509
Slice LUTs (63,400) 24,989 24,570 25,040 28,585 45,146
DSPs (240) 54 63 72 72 162
Memory LUTs (19,000) 8 8 8 8 8
Logic LUTs (63,400) 24,981 24,562 25,032 28,577 45,138
Bonded IOB (210) 5 5 5 5 5

Table 9. Power utilization summary for different chaotic maps.

Power Utilizing ShL ShT HSPLL HSPLT HSPTT HSDLL HSDLT HSDTT CPDLLLL CPDTTLL
Total on-chip power(W) 0.336  0.349 0.603 0.664 0.672 0.885 0.965 0.938 0.811 1.483
Dynamic power(W) 0.239  0.251 0.504 0.565 0.573 0.785 0.865 0.838 0.712 1.381

The results clearly indicate that for each map—whether shifted, product-based,
division-based, or hybrid—the utilization of logic and memory resources remains well
below the maximum capacity of the target FPGA device. For instance, slice LUT usage
remains under 72% even for the most complex combined product division (CPD) maps,
and DSP block usage is modest across all implementations. Furthermore, power consump-
tion also remains within acceptable limits, with dynamic power peaking at 1.381 W for
the CPD TT-LL map, which is still within operational thresholds for modern low-power
FPGA platforms. These findings underscore the efficiency and scalability of the proposed
designs. Despite the increased chaotic complexity introduced by the shifted and cascaded
map structures, the resulting hardware implementations remain lightweight.

6. Application: Pseudo-Random Number Generator

High-quality pseudo-random number generators (PRNGs) are crucial components in
information security and cryptographic applications [37,38]. The deterministic aperiodicity
and sensitive dependence on initial conditions inherent in chaotic systems have been widely
exploited to generate sequences that exhibit apparent randomness [31,39,40]. Owing to their
enhanced chaotic characteristics, the proposed shifted, HSP (halfway-shifted product), HSD
(halfway-shifted division), and CPD (combined product division) maps offer promising
avenues for constructing high-quality PRNGs. In this work, we present a novel PRNG
design leveraging HSD and CPD maps. As a representative example, we demonstrate the
results using the tent-tent map configuration; however, the general structure can be readily
adapted to any of the proposed maps.

A schematic of the proposed PRNG is presented in Figure 20. It consists of two parallel
chaotic oscillators: one based on the HSD tent-tent map and the other on the CPD tent-tent
map. At each iteration, the 64-bit outputs from both oscillators are truncated to retain
the least significant 10 bits, which are subsequently XORed to produce the final 10-bit
output, achieving a throughput of 10 bits per iteration. The XOR operation combines
the two independent chaotic streams to reduce any residual patterns in the individual
outputs and improve the overall randomness of the final sequence. The bitstreams were
generated through MATLAB simulation by iterating the mathematical expressions of the
proposed maps and extracting the resulting numerical sequences for statistical evaluation.
The effectiveness of the proposed PRNG was validated through two standard statistical
randomness test suites, namely, NIST and TestU01.
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Figure 20. Schematic of the proposed PRNG.

6.1. NIST SP 800-22 Test Suite

The NIST Special Publication 800-22 test suite provides 15 statistical sub-tests de-
signed to evaluate the randomness of binary sequences [41]. In our analysis, we generated
100 independent bitstreams, each initiated from a distinct initial condition, with every
bitstream containing 1 million bits. The significance level was set at 0.01. According to the
NIST criteria, a sequence comprising 100 million bits (i.e., 100 bitstreams) passes a given
sub-test if at least 96 out of the 100 streams produce p-values greater than 0.01.

Additionally, the suite segments the 100 p-values into 10 equally spaced intervals
between 0 and 1, and evaluates the uniformity of their distribution using a chi-squared
(x?) test. A sequence is considered uniformly distributed if the p-value resulting from
the x?2 test (denoted as Pvaluer) is greater than or equal to 0.0001. The NIST test results,
summarized in Table 10, indicate that both the HSD and CPD sequences generated using
the TTf-based PRNG successfully pass all 15 sub-tests.

Table 10. NIST test results and p-values (* shows average of multiple tests; ** sample Size is 65 binary

sequences).
NIST TEST Pass Rate (%) p-Value
Frequency 99 0.43
Block frequency 99 0.88
Cumulative sums * 100 0.77
Runs 98 0.75
Longest runs of ones 100 0.79
Rank 100 0.28
FFT 99 0.19
Non-overlapping template * 99.53 0.46
Overlapping template 100 0.16
Universal 100 0.88
Approximate entropy 97 0.92
Random excursion ** 64.62 0.42
Random excursion variant ** 64.72 0.28
Serial * 100 0.51
Linear complexity 99 0.35

6.2. TestU01

TestUO1 is a widely adopted library for empirical statistical testing, implemented
in ANSI C [42]. For this evaluation, we employed three standard test batteries: Rabbit,
Alphabit, and BlockAlphabit. The tests were conducted on sequences with bit lengths of
220 and 2%,

The Rabbit battery includes 38 sub-tests for 22’and 40 sub-tests for 230, while Alphabit
consists of 17 sub-tests. BlockAlphabit extends Alphabit by applying the same 17 tests
across six blocks, totaling 102 sub-tests. A sequence is deemed to pass a sub-test if the
resulting p-value falls within the interval [0.001, 0.999].

Table 11 summarizes the pass rates for each test battery across both sequence lengths.
The results confirm the strong statistical quality of the bitstreams generated using HSD and
CPD with tent-tent-based PRNGs.
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Table 11. TestUO1 results.

Bit Length Rabbit Alphabit Block Alphabit
220 38/38 17/17 102/102
230 39/40 17/17 101/102

7. Conclusions

This study introduces an innovative approach to enhancing the robustness of chaotic
systems using the logistic and tent maps as representative seed maps. The proposed
methods involve strategically shifting the seed maps to improve chaotic performance, fol-
lowed by multiplication and division operations to further augment the system’s behavior.
The chaotic characteristics of the system were evaluated using bifurcation plots, Lyapunov
exponent analyses, correlation coefficient, Shannon entropy, average Lyapunov exponent
values, and chaotic ratios. The results demonstrate that the proposed system successfully
maintains a continuous chaotic window across the entire operational range, unlike the
individual seed maps, which exhibit limited chaotic windows. Moreover, the introduc-
tion of halfway-shifted product maps, such as logistic-logistic, logistic-tent, and tent-tent
combinations, yields noticeable improvements in the system’s performance.

Building on this foundation, the halfway-shifted division maps offer even better
performance by increasing the chaotic ratio and reducing structural symmetry, result-
ing in stronger chaotic properties. Furthermore, the combined product division maps
demonstrate the most significant improvements, delivering a chaotic behavior that spans
the entire parameter space while maintaining high entropy and a consistently positive
Lyapunov exponent.

To assess hardware feasibility, selected proposed maps were also implemented on an
FPGA platform. The Lyapunov exponent values obtained from the hardware implementa-
tion were closely aligned with those from MATLAB simulations, thereby confirming the
practical applicability of the designs. In addition, the correspondence between hardware
and software results remained consistent across operating points and parameter sweeps,
which strengthens the overall validation. Despite minimal variations attributable to fixed-
point and numerical representation formats, the FPGA-based results demonstrated that
high-resolution and resource-efficient implementation of the proposed chaotic maps is both
feasible and effective for real-world applications, providing a clear path from algorithmic
development to deployable hardware.

The expanded chaotic window, enhanced entropy, and hardware realizability of the
proposed methods make them highly suitable for practical use in secure communication,
cryptographic systems, and other applications where robust and resilient chaotic behavior
is essential.
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