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Abstract

Small and Midsized Manufacturers (SMM) face challenges as they adopt digital technolo-
gies to transform their production environment. A Manufacturing Execution System (MES)
requires timely accurate data from shop floor processes to efficiently control production
operations. An Industrial Internet of Things (IloT) platform of sensors provides MES
software with operational information through a communications network to enable data-
driven decision-making. A midsized manufacturer in southeastern Pennsylvania provides
comprehensive thermoformed and injected molded products for diverse markets. Their
production equipment includes light and heavy gauge thermoforming, polymer calendar-
ing, and Computer Numerical Control (CNC) part trimming equipment supported by air
compressors, vacuum pumps, and water chillers. This project partnered a manufacturer
with researchers to deploy engineering and information science students to access, catalog,
and characterize shop floor Programmable Logic Controllers (PLC) inputs and outputs.
Utilizing this critical PLC data, the expert lead team determined quality-critical parameters,
machine counters, and fault codes essential for process optimization.

Keywords: IoT education; engineering education; experiential learning; smart manufacturing;
automation pyramid

1. Introduction

The objective of this work was to develop and validate a structured framework for
preparing a manufacturing shop floor for digital transformation within small and mid-
sized manufacturer (SMM) environments. The framework was designed to improve core

manufacturing capabilities: production-line characterization, machine instrumentation,
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and Programmable Logic Controller (PLC) data acquisition, to enable real-time monitoring
and data-driven decision-making.

The goals of this research were to (1) address the common barriers to technology
adoption faced by SMM, such as limited data infrastructure, system integration challenges,
and resource constraints, (2) establish a secure and scalable data architecture by incorporat-
ing cybersecurity principles based on established standards, (3) provide an experiential
learning opportunity for students to seek hands-on opportunities to increase practical skills
in smart manufacturing, data analytics, and industrial systems.

Student participation supported implementation of the framework and provided a
practical workforce-development context, but the study’s main contribution is the indus-
trial method itself: a transferable sequence for production-line characterization, sensor and
I/0O cataloging, tag mapping, data-architecture design, network integration, cybersecurity
planning, and dashboard development. Ultimately, the 8-step framework developed in this
study is intended to serve as a transferable model that can be applied to similar manufac-
turing environments to support broader adoption of digital transformation practices.

The primary contribution of this study is not the invention of new isolated Industry 4.0
tasks, but the validation of a structured and transferable implementation framework that
sequences those tasks into a practical shop-floor preparation process for SMM. Although
individual activities such as line mapping, sensor cataloging, data storage design, wireless
networking, cybersecurity planning, and dashboard development are established practices,
this study contributes a validated method for integrating them into one staged workflow
that can be executed with limited resources and adapted to different production environ-
ments. The framework was validated through its application in a live manufacturing pilot,
where each step produced concrete technical deliverables and partial or full implementa-
tion evidence. The resulting evidence shows that the framework can be replicated across
additional lines because its steps are modular, ordered by dependency, and supported by
standard industrial methods rather than site-specific custom software.

2. Background
2.1. Barriers to Technology Adoption in SMMs

Why is digital transformation challenging for SMMs? There are significant hurdles
SMMs face in adopting Industry 4.0 technologies, despite the widely recognized benefits of
digital transformation. Existing literature consistently identifies a combination of technical,
organizational, and economic barriers that limit the implementation of smart manufacturing
systems at the shop floor level.

There are several critical technical barriers that hinder such digital transformation
that are primarily centered on infrastructure limitations, data management challenges, and
system complexity. For example, there exist legacy systems and infrastructure constraints.
Many SMMs rely on outdated, rigid equipment with limited processing power and in-
sufficient digital infrastructure. This creates an environment where the modernization
process for the shop floor is inherently slow and difficult [3,4]. Another technical barrier is
data reliability and fragmentation. Disconnected systems and inconsistent data collection
most often lead to unreliable inputs and poor decision-making, thus limiting the value
of advanced technologies [4,5]. Interoperability and Lack of Standards can also cause
issues, as there can be an absence of common standards and reliance on proprietary vendor
systems that create integration challenges and costly vendor lock-in [3,6]. There is also
increased connectivity exposure for SMMs to cyber risks, while complex and sometimes
opaque technologies reduce trust and slow adoption [7,8]. And finally, organizations wish-
ing to conduct such a transformation face a shortage of skilled workers in data analytics,
automation, and digital systems that hinders implementation and long-term success [4,6,9].
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SMM owners most often operate with tighter budgets than their larger counterparts;
thus, upgrading equipment, software, and infrastructure is difficult because of limited
access to capital [9,10]. There is also uncertainty about the return on investment (ROI). For
example, uncertainty about which Industry 4.0 technologies are most appropriate for each
industrial sector continues to concern managers and render investment decisions in these
technologies challenging [11].

Economic barriers are widely regarded as the most critical constraints to smart man-
ufacturing adoption, as they directly limit a firm’s ability to address technological and
organizational challenges. High initial capital investment in equipment, software, and
digital infrastructure presents a significant obstacle, particularly for SMMs with limited
financial flexibility [7]. Uncertainty as regards Return on Investment (ROI) further discour-
ages adoption as benefits are often not immediately clear, difficult to quantify, and relatively
slow to materialize [8,11]. Insufficient financial resources and budget constraints restrict
SMMs’ capacity to undertake high-risk, large-scale transformation projects [8]. Addition-
ally, ongoing maintenance and operational costs, including system upkeep, training, and
upgrades, create continuous financial pressure [6,9,12]. Challenges with external funding,
such as limited government incentives and delays in funding allocation, further hinder
progress [8].

2.2. Secure and Scalable Data Architecture

What does a technically sound solution look like? The successful implementation of
Industry 4.0 technologies in manufacturing depends on the development of secure and
scalable data architectures that enable seamless communication across different levels of
the automation hierarchy. Essentially, the structure should contain these components:

IT architecture: Underpins digital transformation by enabling integration across tech-
nologies. A clear reference architecture ensures flexible, service-oriented systems, typically
structured in layers: edge, infrastructure, platform, and application [3,7,10].

Scalability and processing power: Advanced data-driven technologies like Al and Big
Data demand capabilities beyond legacy systems. Cloud-enabled architecture provides
enhanced processing power and storage for real-time data analysis, while also enabling
scalable expansion through software rather than costly hardware upgrades [3,10,13,14].

Security and trustworthy environments: As operational networks connect to the
internet, cybersecurity becomes essential. Effective architectures embed security across all
layers to ensure a trustworthy environment that protects data, safeguards trade secrets,
and maintains reliable operations [3,4,7,8,10,14].

Seamless communication across the hierarchy: Industry 4.0 shifts from rigid, isolated
architectures to integrated data systems. Vertical integration enables two-way information
flow between shop floor devices and management, while enhanced connectivity supports
real-time monitoring and links physical and virtual systems [2,5,6,10,11,13].

2.3. Experiential Learning in Smart Manufacturing

How do we prepare employees to implement that solution? In parallel with techno-
logical advancements, there is an increasing need to develop a workforce equipped with
practical skills in smart manufacturing, data analytics, and industrial systems. The sources
emphasize a significant Industry 4.0 skills gap, where current workforce capabilities fall
short of evolving demands [7,15]. There is a growing need for practical, hands-on training
alongside theoretical knowledge, particularly in areas like smart manufacturing technolo-
gies, data analytics, and industrial systems integration [16]. As digital transformation
advances, specialized technical and problem-solving skills become increasingly critical,
making continuous upskilling essential for organizations to remain competitive [8].
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3. Methods

This study used a single-site, applied case-study design to validate an eight-step
framework for preparing a manufacturing shop floor for digital transformation in a small
and midsized manufacturer (SMM). The partner company was selected because it was
actively pursuing IloT-enabled monitoring, had a thermoforming production environment
with recurring manual data collection practices, and had leadership support for a pilot
implementation that could generate both technical deliverables and educational outcomes.
The selected production area included multiple thermoforming machines with legacy
sensing and control infrastructure, making it a representative environment for evaluating a
staged digital-transformation preparation method. The study focused on one pilot line and
related equipment, with additional machines added as the work progressed when access
and downtime permitted.

3.1. Case Study Protocol

The project followed a structured case-study protocol organized around the eight-step
framework. The protocol was executed over a staged implementation timeline in which
process mapping preceded sensor cataloging, sensor cataloging preceded I/0O and logic
mapping, logic mapping preceded data-structure design, and connectivity, cybersecurity,
and dashboard design followed as the data pipeline matured. Field activities were coordi-
nated with production schedules so that mechanical upgrades, wiring, and controls work
were completed during approved downtime windows.

The implementation scope included seven thermoforming machines in the pilot area,
including Sencorp machinery (SencorpWhite, Hamilton, OH, USA). The pilot line was
chosen because it had clear production flow, identifiable analog-to-digital upgrade oppor-
tunities, and a direct need for continuous machine-data capture. The PLC environment
used Siemens equipment (Siemens, Munich, Germany) with the existing operator interface.
These platforms were retained during the pilot to minimize disruption and to ensure that
the method could be evaluated under realistic SMM constraints rather than through a
wholesale system replacement.

Interns and project staff cataloged 1000 sensors and I/O points across the pilot scope.
For 148 key parameters, the team recorded the signal type, address, voltage or current range,
manufacturer/model, measurement range, and sinking /sourcing configuration when avail-
able. Tag mapping was completed by matching PLC addresses and sensor labels to process
functions and then tracing each signal to its corresponding equipment state, machine
sequence, or quality-related process variable. The resulting mapping was documented in
tables and logic diagrams for review by plant experts and controls personnel.

Data storage was designed as a staged repository structure for machine sensory data
and derived reporting tables. The structure separated raw acquisition data, mapped
machine tags, transformed reporting tables, and dashboard-ready outputs to preserve
traceability from device-level signals to production metrics. Where relevant, naming
conventions and table relationships were aligned with the manufacturer’s MES or IoT
platform requirements.

Quality-critical parameters were defined through expert consultation using three
criteria: (1) the parameter had a demonstrated relationship to product quality, throughput,
or equipment performance; (2) the parameter could be observed consistently with available
sensors or controllable logic; and (3) the parameter could support operational decision-
making, troubleshooting, or future analytics. Parameters were excluded if they lacked
actionable value, could not be measured reliably, or duplicated another signal already
captured in the data model. Table 1 summarizes the structured protocol described.

https:/ /doi.org/10.3390 /jmmp10070257


https://doi.org/10.3390/jmmp10070257

J. Manuf. Mater. Process. 2026, 10, 257

50f17

Table 1. Case Study Structured Protocol.

Method Component

Purpose in the Study

Evidence Produced

Site and line selection

Identify a representative SMM pilot
environment with legacy shop-floor
infrastructure and management support

Selected thermoforming pilot area with
staged access for implementation

Process mapping

Document the production sequence
before instrumentation

Flowcharts of manufacturing operations

Sensor and I/O cataloging

Inventory measurable machine signals
and control points

PLC I/0 catalog and sensor specification
table

Tag mapping and logic tracing

Link physical signals to machine states
and process outputs

Logic diagrams and signal-to-function
mapping

Quality-critical parameter
selection

Prioritize variables for monitoring and
analytics

Expert-reviewed list of actionable
parameters

Data architecture design

Define a secure, scalable repository for

Data model/repository schema

machine data

Network integration

Enable machine-data transfer from the

shop floor Wireless IIoT network deployment

Cybersecurity planning

Embed security-by-design principles

into the data pipeline NIST-aligned cybersecurity architecture

Dashboard development

Present operational metrics for

. Prototype monitoring dashboards
supervisory use

Undergraduate interns participated as part of a university-industry fellowship model
that supported data collection, documentation, and prototype development under faculty
and company supervision. Their participation enabled completion of the implementation
tasks, but the present study does not evaluate educational outcomes using pre/post test-
ing, reflection instruments, or formal competency rubrics. Accordingly, the educational
component is treated as an implementation context and partnership benefit rather than a
primary dependent variable.

Undergraduate interns initially documented a production line process as a pilot by
creating a flow chart that itemized the manufacturing steps involved. With the discrete steps
defined, various machinery sensors were cataloged. Each sensor’s identification included
the quantity being measured, the manufacturer, model number, measurement range, digital
or analog input, voltage range, current range, and sinking or sourcing configuration. The
sensor input next was correlated to the various process outputs, including input and output
addresses, as well as logic and sequencing.

Production process outputs were categorized similarly to the inputs. The voltage and
current of each output were quantified, along with the manufacturer and model number.
The logic between inputs and outputs was summarized using flow and logic diagrams,
while the characterization of the input sensors and the outputs was summarized in charts.

Electromechanical and information science interns examined the available cataloged
input/output parameters with guidance from the manufacturer’s numerous process experts
from the production facility. Consultation was also made on the proper storage mechanism
and database structure for data acquired. The data was then analyzed to determine quality-
critical machine parameters, counters and fault codes predictive of machine health, and
additional data-driven analytics influencing process optimization.

A local IIoT network was integrated into the pilot production line to automate data
collection from machinery sensor devices. The setup of such a network involved the instal-
lation of appropriate wireless network access points and connections to the manufacturer’s
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corporate network for data storage and analysis. Analysis of the streaming data was
displayed on dashboards to provide supervisory feedback on production line metrics.

The information sciences students also assisted with the deployment of wireless
devices on machinery and consultation on the proper security of the IoT network through
supervisory control and data acquisition (SCADA) cybersecurity protocols and standards.

The improvement process results will be extended to additional production lines using
the proven implementation framework. After the preparation phase is completed, the
manufacturer is planning to adopt digital transformation across this entire facility as well
as at other production locations.

3.2. Project Leadership and Supervisory Structure

The undergraduate fellowship and manufacturer professional partnership was orga-
nized under an industry-led supervisory model anchored by two senior company profes-
sionals with complementary and non-overlapping responsibilities. The Industrial Systems
Engineer and leader of the Advanced Manufacturing Engineering (AME) Department
served as project lead and primary intern supervisor. Her technical focus was machine
data identification: working with controls engineering teams to identify relevant machine
data points and perform the tag mapping necessary to route sensor signals into the man-
ufacturer’s digital infrastructure. The Director of Analytics and Digital Intelligence was
responsible for ensuring that the resulting data tables were consistent, correctly mapped,
and governed in a manner that would allow the broader organization to use the data
reliably and with integrity. Together, they structured the fellowship into two parallel
technical tracks—electromechanical instrumentation and cybersecurity and manufacturing
data analytics—each contributing to the manufacturer’s overarching Industry 4.0 transfor-
mation. Regular communication among the supervisors and the student interns ensured
that controls-level tagging decisions and data governance requirements remained aligned
throughout the fellowship period.

3.3. Operational Technology Tasks—Machine Instrumentation and Sensor Integration

The electromechanical intern pair employed a staged systems-engineering method-
ology to advance the manufacturer’s machine data acquisition capabilities across its ther-
moforming production lines. Their approach for future sensor integration began in an
environmentally clean room used for fabricating medical products that housed three sim-
pler light-gauge thermoformer units and progressed to a more complex upgrade effort on a
fourth unit. On the fourth unit in this production area, the interns designed and executed
a mechanical installation enabling pressure and vacuum transmitters to replace analog
gauge readings previously captured manually on paper. All work followed a deliberate se-
quencing discipline: mechanical components were installed first, cabinet wiring was staged,
labeled, and verified as non-powered, and all electrical work was reserved for scheduled
windows of machine downtime to ensure safe execution. The upgrade was scoped for
integration with the manufacturer’s IoT platform, with Human Machine Interface (HMI)
and PLC programming designated as a downstream controls-team deliverable following
transmitter wiring completion.

3.4. Information Technology Tasks—Cybersecurity Architecture and Manufacturing
Data Analytics

The information sciences intern pair pursued parallel but complementary methodolog-
ical tracks within the manufacturer’s digital transformation program. The Cybersecurity
Architecture intern grounded his work in established industry frameworks—the NIST Cy-
bersecurity Framework, CISA guidelines, and the MITRE ATT&CK for ICS matrix—to sys-
tematically identify vulnerabilities within the manufacturer’s Operational Technology (OT)
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environment. His methodology extended from governance document authorship through
quantitative risk modeling, culminating in the development of a Physics-Aware Digital
Twin built on a cloud data warehouse using ensemble machine learning algorithms (Ran-
dom Forest, XGBoost) and temporal feature engineering applied to hundreds of thousands
of raw PLC sensor reads. The Manufacturing Data Analytics intern employed a reverse-
engineering methodology to deconstruct existing data visualization reports, mapping data
structures to reconstruct equivalent reporting dashboards within the manufacturer’s IoT
platform. Both interns operated with a high degree of technical autonomy, supplementing
their undergraduate coursework with independent research into vendor-specific tooling
and industrial data standards.

3.5. Implementation Applicability

Validation of the framework was based on implementation evidence rather than
statistical testing. A step was considered validated when it produced a usable technical
artifact, such as a flowchart, I/O catalog, logic diagram, data table structure, wireless
network deployment, cybersecurity architecture, or dashboard prototype. Each artifact
was reviewed with company personnel for functional accuracy and fit with the existing
production environment. The framework was considered transferable because the sequence
of tasks was driven by implementation dependencies common to SMM environments, not
by proprietary software or unique machine hardware.

This methods protocol was designed to be repeatable across SMM environments
because it begins with production characterization and progresses through increasingly
specific layers of instrumentation, data modeling, network integration, cybersecurity, and
visualization. While the exact equipment, software, and database choices may differ from
site to site, the implementation logic remains consistent: understand the process, identify
measurable signals, map those signals to functional outputs, structure the data, secure the
network, and present the results in usable dashboards. The detailed intern-role descriptions
are supportive context rather than the primary method and can be found in the Appendix A
as Tables A1-A4 without loss of methodological clarity.

4. Results

This research utilized a multi-step implementation framework using the traditional
automation pyramid (Figure 1) as its conceptual model. Conceptually aligned with the
functional hierarchy described in ANSI/ISA-95 (IEC 62264-1) [17,18], the automation
pyramid spans machine-level sensing and control through manufacturing execution to
enterprise management, and the proposed framework progresses across these levels to
support digital transformation. Table 2 describes the implementation framework that was
validated. The manufacturer improved their data-driven decision-making in using digital
technologies to satisfy customers’ demanding expectations.

This implementation framework corresponds to all levels of the automation pyramid,
from machine sensing and control (Steps 2-3) to SCADA /IoT data acquisition (Steps 5-6)
and MES/ERP functions for process management and production monitoring (Steps 1, 4,
and 8). Cybersecurity (Step 7) supports all levels, creating an integrated architecture for
digital transformation.

The electromechanical interns advanced machine data acquisition capabilities through
targeted upgrades on multiple thermoforming systems. Mechanical upgrades on three pro-
duction lines enhanced sensor integration and future digital data collection. Analog gauges,
previously recorded on paper, were converted to pressure and vacuum digital transmitters,
positioning the machinery for integration with a data collection system once tags are as-
signed. This upgrade directly supported the project’s goals of improving data availability

https:/ /doi.org/10.3390 /jmmp10070257


https://doi.org/10.3390/jmmp10070257

J. Manuf. Mater. Process. 2026, 10, 257 8of 17

for machine learning, advanced troubleshooting, and process optimization, while also
establishing a scalable approach for similar systems across the clean room and light-gauge
thermoforming areas. Following cabinet wiring, the controls team programmed the HMI
and PLC to interpret transmitter signals and push the data to the server. Upon successful
validation of the upgrade, this standardized approach will be expanded to additional
light-gauge lines, further reinforcing the project’s educational and operational impact.

"MES: Shop S

ERP (Enterprise Resource Planning)

MES (

N

Transactions to ERP:
* Production schedules (Job Orders and Transactions), Material
tracking & traceability, and Quality control

ing i Y ): Connecting Shop Floor Job ]

loT SCADA

Real-time monitoring and control of production processes.
+ Visual interface for to manage operations to the Production Lines

loT: SCADA (Supervisory Control and Data Acquisition)
PLCs & Sensors.

Machine Control Level:
PLC

Machine Sensor Level:
Sensor & Gauges

PLCs (Programmable Logic Controllers) that manage real-time
machine control and automation.

Sensors and actuators that interact directly with machinery,
collecting data and controlling processes.

Figure 1. Implementation Levels Corresponding to Automation Pyramid (adapted from [13]).

Table 2. Implementation of Framework Steps.

Framework Step

Concrete Deliverable

Validation Criterion

1. Characterize the production
line

Process flowchart for thermoforming,
trimming, and packaging operations

Flowchart accurately reflected
observed machine sequence and was
reviewed with plant personnel

2. Catalog machinery sensors

PLC I/0O catalog with sensor type,
range, manufacturer, voltage/current,
and sinking/sourcing configuration

I/0 list matched machine
documentation and field verification

3. Chart process outputs
correlated to inputs

Logic diagrams linking inputs, outputs,
and sequencing

Logic diagrams were consistent with
ladder logic and operator review

4. Identify quality-critical
parameters

Expert-validated list of quality-critical
and machine-health variables

Experts confirmed which signals were
actionable for throughput, quality, and
maintenance

5. Establish data repository

Database/data-table structure for
machine sensory data and reporting

Repository design supported reliable
storage and downstream analytics use

6. Install wireless data-acquisition
network

Local IIoT network with access points
and device connectivity

Devices connected reliably to the
corporate/plant network for data
transfer

7. Implement cybersecurity by
design

NIST-aligned cybersecurity plan,
access-control approach, and risk
assessment

Security architecture reviewed against
OT/ICS requirements and potential
vulnerabilities

8. Design displays for production
monitoring

Prototype dashboards for production
metrics and KPI visualization

Dashboards displayed operational
data in a usable supervisory format

The undergraduate interns supported the manufacturer’s digital transformation
through complementary efforts in cybersecurity and manufacturing data analytics. Tasks
focused on strengthening the cybersecurity posture of industrial control systems (ICS) and
IoT-enabled manufacturing equipment. This work developed a comprehensive cybersecu-
rity policy tailored specifically to the manufacturer’s operational technology environment,
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drawing from existing internal documentation and the updated NIST Cybersecurity Frame-
work. A developed risk matrix used an algorithm-driven tool to quantify cybersecurity
risk by combining severity and likelihood scores informed by recent industry incidents
and the manufacturer’s current mitigation strategies. This analysis identified the need for
improving network anomaly detection, a formal incident response protocol, and a crisis
management plan. A second focus supported the migration of operational reporting to the
manufacturer’s new MES platform. Reports currently used by operations and production
were reverse-engineered to map Intelligent Data Object (IDO) data structures to recreate
these reports within the new MES environment. This effort ensured continuity of reporting,
reduced disruption during system transition, and provided hands-on experience with
manufacturing data models, analytics logic, and cross-functional collaboration between IT
and operations. Figure 1 illustrates how this work was reflected in the automation pyramid.

4.1. Project Leadership—Execution

The supervisory model produced a cohort whose collective output spanned machine
instrumentation, cybersecurity governance, procurement strategy, and manufacturing
analytics—a breadth of Industry 4.0 application that benefited directly from the joint
academic-industry supervisory structure. Controls engineering and tag mapping work
provided the foundational data identification layer upon which the electromechanical and
information sciences intern-tracks depended, while oversight of data table consistency and
governance ensured that the data flowing from newly instrumented machines would be
correctly structured and usable across the organization. Structured onboarding—including
safety orientation, production floor familiarization, and tailored job descriptions aligned
to each intern’s academic trajectory—enabled them to become productive contributors
within their first weeks. The internship approach demonstrated that close faculty-industry
coordination can yield professional deliverables of value to manufacturing operations, with
each intern’s work product becoming a documented asset in the manufacturer’s digital
transformation roadmap.

4.2. Operational Technology Tasks—Execution

By the conclusion of the fellowship period, the two interns had completed mechanical
upgrade preparations on four clean room light-gauge thermoformers. The planning and
documentation for a fifth unit was finalized and pending only the arrival of additional
hardware. The centerpiece result was the successful mechanical installation of pressure and
vacuum transmitter infrastructure for a thermoformer, a machine that had previously relied
exclusively on manual analog gauge readings. Cabinet wiring was staged, labeled, and
verified as safe for installation during the next planned downtime, positioning the machine
for full digital integration without requiring additional production interruptions. Upon
completion of control team wiring and HMI/PLC programming, this thermoforming unit
will push live pressure and vacuum data to the IoT platform server, enabling machine learn-
ing applications, advanced troubleshooting, and process optimization. The standardized
upgrade approach developed by the interns is directly scalable to additional light-gauge
thermoforming lines across the clean room and light-gauge production areas.

4.3. Information Technology Tasks—Execution

One intern produced a suite of cybersecurity governance deliverables including a
comprehensive Cybersecurity Policy tailored to the manufacturer’s OT environment, an
Incident Response and Crisis Management Plan, and a custom MITRE-mapped Risk Assess-
ment Matrix implemented as an algorithm-driven Excel tool quantifying risk by combining
severity and likelihood scores. He additionally conducted a cost-benefit analysis compar-
ing remote connection devices against the existing centralized jump box architecture and
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recommended that large-scale deployment based on cost and marginal security benefit not
be utilized. A 10-year Total Cost of Ownership procurement analysis further identified a
Zero-Trust Network Access (ZTNA) solution projected to deliver a significant cost reduc-
tion over legacy VPN hardware—a figure that represents only the procurement savings
and does not include the avoided costs of a successful intrusion through a compromised
VPN endpoint, which for a midsized manufacturer could include extended production
downtime, intellectual property theft, and regulatory exposure. His internship deliverable
was a prototype digital twin for the thermoforming line, synchronizing thermal inertia and
machine physics with developing predictive ML logic to establish an analytics framework.
In parallel, the other intern’s effort resulted in the successful mapping of data structures and
reconstruction of key operational reports within the IoT platform environment, ensuring
continuity of production reporting during the manufacturer’s system migration.

4.4. Implementation Framework Validation

The framework was validated through a real-world pilot implementation in a midsized
manufacturing environment as shown in Table 3. Validation did not consist of a controlled
laboratory comparison; instead, it relied on applied engineering evidence that the eight
steps could be executed in sequence to prepare a shop floor for digital transformation.
Validation evidence included: (1) production-line flowcharts documenting operations,
(2) cataloged PLC and sensor inputs/outputs, (3) logic and signal mapping diagrams,
(4) identification of quality-critical process parameters with process experts, (5) creation of
a data repository structure for sensory data, (6) installation of a local wireless network for
data acquisition, (7) development of a cybersecurity architecture aligned with NIST-based
security-by-design principles, and (8) prototype dashboards for production monitoring.
The pilot also demonstrated feasibility across multiple thermoforming machines, including
completed mechanical upgrade preparation and staged wiring for sensor integration.

Table 3. Validation of Framework Steps.

Framework Step

Implementation Status in Pilot

Remaining Limitations/Next Step

1. Characterize the production
line

Completed

Needs updating when line changes or
additional products are introduced

2. Catalog machinery sensors

Completed for pilot line(s)

Additional sensors will need to be added as
later phases expand coverage

3. Chart process outputs
correlated to inputs

Completed

Full PLC/HMI code integration still
depends on controls-team scheduling

4. Identify quality-critical
parameters

Completed

Predictive-model feature selection remains
to be refined after more data accumulates

5. Establish data repository

Completed at design level;
partially implemented in platform
migration

Long-term governance, naming
conventions, and retention rules still need
standardization

6. Install wireless data-acquisition
network

Implemented for pilot line

Network scaling must be tested under
larger device counts and broader facility
coverage

7. Implement cybersecurity by
design

Completed at
planning/assessment level

Requires formal incident-response drills,
continuous monitoring, and periodic
reassessment

8. Design displays for production
monitoring

Completed for pilot reporting
needs

Dashboard logic should be expanded as
additional machines and KPIs are added
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The case-study protocol produced a complete implementation chain from process
mapping through dashboard development, demonstrating that the framework is opera-
tionally feasible in a live SMM environment and can be adapted to similar facilities with
comparable legacy infrastructure. The framework is transferable because it is organized
around generic implementation dependencies common to many SMM environments: pro-
cess characterization must precede sensor mapping, sensor mapping must precede data
modeling, data modeling must precede networking and dashboarding, and cybersecurity
controls must be designed alongside connectivity. The framework therefore provides a
repeatable implementation sequence that can be adapted to different machines, lines, and
facilities without requiring the same equipment, software vendor, or database platform.

5. Discussion
5.1. Project Leadership—Reflection

The fellowship’s supervisory model offers a replicable template for university-industry
partnerships in advanced manufacturing contexts. The functional division between two se-
nior professionals proved particularly effective: one professional’s controls engineering and
tag mapping expertise ensured that the right machine data points were identified and cor-
rectly routed into the digital infrastructure, while the other professional’s governance focus
ensured that the data arriving in the manufacturer’s analytics environment was consistent,
well-mapped, and fit for organizational use. This pairing of machine data identification
with data governance represents a model worth replicating in future cohorts, as both func-
tions are necessary for digital transformation efforts to produce durable, trustworthy data
assets rather than isolated sensor streams. Academic effort was thereby translated into
durable organizational assets rather than isolated exercises. A professional’s involvement
as Director of Analytics and Digital Intelligence ensured that the machine data integra-
tion work undertaken by both the electromechanical and information sciences interns
was oriented toward the manufacturer’s enterprise data infrastructure goals, providing a
unifying strategic lens across the two technical tracks. A key insight from this structure
is that intern productivity is substantially elevated when work assignments derive from
active organizational initiatives rather than purpose-built student projects, as interns gain
authentic stakes in outcomes. Future cohorts would benefit from even earlier pre-scoping
engagement between supervisors, particularly for tracks—such as controls programming
and PLC integration—where intern progress is gated by upstream organizational decisions
including tag assignment and downtime scheduling.

5.2. Operational Technology Tasks—Reflection

The instrumentation work completed by two electromechanical interns represents
a meaningful step in the manufacturer’s transition from manual data recording to
continuous digital monitoring on its thermoforming lines. The staged methodology
they employed—mechanical installation first, electrical work deferred to verified safe
conditions—reflects sound engineering practice and constituted an important professional
competency developed within an active production environment. The scalability of their
fifth unit’s approach is particularly significant: by establishing a repeatable upgrade tem-
plate for analog-to-digital sensor conversion, the interns created a pathway for system-
atically expanding digital coverage across the manufacturer’s broader thermoforming
portfolio. Future work should prioritize completing the fifth unit’s wiring and validat-
ing the IoT platform data pipeline before expanding the template, ensuring that lessons
from this first full integration cycle inform subsequent deployments. More broadly, the
involvement of electromechanical students in OT instrumentation work highlights a valu-
able pedagogical opportunity: hands-on Industry 4.0 sensor integration is an increasingly
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critical competency for engineering technology graduates entering advanced manufactur-
ing environments.

5.3. Information Technology Tasks—Reflection

The information science track demonstrated the value of embedding students with
relevant prior domain expertise within technically demanding industry roles. One intern’s
military intelligence and security analysis background amplified the scope of deliverables
achievable within a single fellowship term, enabling him to produce research-grade artifacts,
including a Physics-Aware Digital Twin, that move the manufacturer from preventative
maintenance toward predictive maintenance. His governance deliverables, grounded in
NIST and MITRE frameworks and adapted to the manufacturer’s specific OT environment,
provided a durable cybersecurity foundation that extends well beyond the fellowship pe-
riod. The other intern’s manufacturing data analytics work addressed a practical continuity
risk that frequently accompanies enterprise system migrations: the loss of institutional
reporting knowledge embedded in legacy platforms. By reconstructing operational dash-
boards within the IoT platform before the legacy data visualization environment is retired,
the fellowship directly reduced transition risk for the manufacturer’s operations and pro-
duction teams. Together, the two IT interns’ contributions illustrate how a coordinated
cohort model—pairing security architecture with manufacturing data analytics—can ad-
dress critical digital transformation challenges facing a modern industrial manufacturer.

6. Conclusions

This study’s contribution is the validation of a repeatable eight-step preparation
framework for SMM digital transformation, demonstrated through concrete shop-floor
deliverables and a pilot implementation that can be transferred to similar manufacturing
environments. The state-related grant that partially funded this project had a set of goals
that were achieved through a partnership between academia and industry. This innovation
project provided process expert supervision for four undergraduate engineering and in-
formation science students to catalog and analyze production data in collaboration with
a Pennsylvania manufacturing company. The undergraduate interns investigated digital
technologies in the shop floor environment by immersion in an on-site manufacturing plant
to increase their interest in a manufacturing career. The manufacturing company provided
real-world applications for improving the production process of thermoformed and in-
jected molded polymer products to demonstrate to students the value of manufacturing
in Pennsylvania’s economy. The midsized manufacturer gained insight into the benefits
of Industry 4.0 productivity gains through digital transformation of production processes
to improve their competitive position in the marketplace. The Manufacturing Innovation
and Learning Laboratory at the lead author’s institution coordinates faculty expertise with
other regional manufacturers to enhance their operations with academic research and
industry best practices. The preparation plan for digital transformation validated under
this proposal is applicable to other SMMs in the southeastern region of Pennsylvania to
assist in overcoming barriers to adopting innovative technologies.

The internship collaboration also demonstrated a practical model for engaging stu-
dents in an active industrial environment while supporting a real manufacturer’s digital-
transformation objectives. Although this project created hands-on learning opportunities,
the present manuscript does not claim measured educational impact. A limitation of this
study is that student learning outcomes were not formally measured; future work could
examine educational impact using reflection logs, supervisor assessments, skills rubrics, or
pre/post competency instruments.
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While this study engaged student interns in an industry-academic partnership, such a
collaboration is not necessary to implement this framework. The interns’ roles as defined
in the appendix could be translated into employee competencies and organizational capa-
bilities that SMMs require for preparation tasks. Employees who are more familiar with
the plant, the products, and the nuances of the production processes are well positioned for
a successful digital transformation.
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Abbreviations

The following abbreviations are used in this manuscript:

AME Advance Manufacturing Engineering
CNC Computer Numerical Control

ERP Enterprise Resource Planning

HMI Human Machine Interface

ICS Industrial Control Systems

IDO Intelligent Data Object

IloT Industrial Internet of Things

170 Input/Output

IoT Internet of Things

IT Information Technology

KPI Key Performance Indicator

MES Manufacturing Execution System
ML Machine Learning

NIST National Institute of Standards and Technology
OEE Overall Equipment Effectiveness

oT Operational Technology

PLC Programmable Logic Controller

ROI Return on Investment

SCADA  Supervisory Control and Data Acquisition
SMM Small and Midsized Manufacturers
SOP Standard Operating Procedure

Appendix A

The project team for this work was composed of university faculty, company experts,
and undergraduate students. The university faculty brought functional skills in project
management, smart manufacturing technology, cybersecurity risk evaluation and mitiga-
tion, and data science methods. The company experts brought industrial experience in
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manufacturing operations, fabrication processes, engineering design, quality assurance,
automation control, and data analytics. The undergraduate students brought theoreti-
cal knowledge in electromechanical systems, networking/cybersecurity, and information
science technology. Descriptions of each recruited intern’s duties, responsibilities, and
skills are listed respectively in Tables A1-A4. This team possessed the diverse proficiency
required to prepare a production shop floor for digital transformation.

Table A1l. Machine Instrumentation Intern.

Duties

Document machine processes and create flowcharts for production lines.
Catalog PLC inputs and outputs, validating sensor specifications.

Assist in IoT hardware installation, including wireless access points.

Perform equipment testing to verify sensor data collection.

Collaborate with IT team to ensure data accuracy and dashboard integration.

Responsibilities

PLC1/0 Cataloging:

O  Document sensor inputs/outputs (analog/digital, voltage, current, manufacturer/model).
O Validate wiring diagrams and ladder logic as part of system mapping.

Equipment Flowcharting:

O  Create detailed process maps of production lines for thermoforming, trimming, and
packaging equipment.

Shop-Floor Hardware Setup:

O  Assist in wireless access point installation, IoT sensor mounting, and shop-floor
equipment calibration.

System Validation:
O  Perform field tests to ensure accurate data collection from shop-floor equipment.
Cross-Functional Collaboration:

O  Partner with IT interns to verify sensor data accuracy for production floor data collection
dashboards.

Skills

PLC Programming and Microcontrollers
SolidWorks 2025 Sp02 (Certified)

Electrical Systems and Circuit Design
Manufacturing Materials and Processes
Hands-On Installation and Troubleshooting
Leadership (Eagle Scout Coordinator)

Table A2. Sensor Integration Intern.

Duties

Develop machine logic diagrams from PLC ladder logic.

Support retrofitting and upgrading shop-floor controls for IoT integration.
Assist in installation and configuration of IoT devices for data collection.
Validate machine sequencing and safety interlocks.

Troubleshoot technical issues during IoT rollout and integration.

Responsibilities

Logic Diagram Development:

O Translate PLC ladder logic and relay logic into easy-to-reference diagrams for IoT
integration.

Machine Retrofit Support:

O  Recommend necessary upgrades (sensors, switches, PLC configurations) for data
acquisition.
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Table A2. Cont.

Controls Testing:

O Assist engineers in validating safety interlocks and machine sequencing logic.

IoT Device Configuration:

O  Support deployment and configuration of edge devices collecting machine data.
Hands-On Training;:

O  Act as an on-site technical liaison to troubleshoot and document issues during rollout.

Skills

PLC Programming (RSLogix 500)

Ladder Logic Circuit Design

Electrical and Mechanical Systems

SolidWorks (Certified)

Team Collaboration and Mentorship (SAE Treasurer)

Table A3. Cybersecurity Architecture Intern.

Duties

Design security architecture for IoT network and production floor data entry flows.
Implement NIST-based cybersecurity measures for SCADA and IoT integration.
Conduct vulnerability assessments and secure wireless access setup.

Draft implementation plan for predictive maintenance using IoT data.

Support development of scalable data structures for machine learning applications.

Responsibilities

IoT Security Planning:

O  Design security architecture for IoT network connections and production floor data
collection system data flows using NIST standards.
O  Define user permissions, access control, and encryption for data acquisition devices.

API/Data Integration:

O  Support development of secure data transfer protocols between shop-floor devices, loT
gateways, and dashboards.

Network Vulnerability Assessments:

O  Conduct vulnerability scans and review wireless network performance for scalability and
safety.

Documentation and SOP Development:

O  Author technical guidelines for future IoT platform rollouts, ensuring cybersecurity
protocols are embedded.

ML Roadmap Development:

O Draft an implementation plan for predictive maintenance and process optimization using
IoT machine data.

Data Structure Design:

O  Collaborate with other interns to ensure collected data is structured for ML training
(time-series datasets, labeling).

Prototyping;:

O  Build analytics models (Python 3.13.5/ML libraries) for anomaly detection or downtime
prediction.

Scalability Plan:

O Outline system scaling steps for multi-plant deployment post-pilot.

Skills

Cybersecurity, Threat Intelligence, Incident Response
SIEM, Wireshark, Palantir, Databases, APIs

OSINT and Advanced Network Analysis

Project Management (Google Certified)
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Table A4. Manufacturing Data Analytics Intern.

- Assist with migration of Power Bl dashboards to a shop floor data collection system.
- Develop and document calculation logic for KPIs, OEE, and throughput metrics.

Duties - Support ETL process planning for clean data flow from PLC/IoT devices.

- Create technical documentation for dashboard formulas and data models.
- Test and validate IoT connectivity between shop-floor devices and dashboards.

e Dashboard Migration and Data Modeling:

O  Map and restructure existing Power Bl dashboards and datasets for integration with a
shop floor data collection system.

O  Develop standardized calculation logic for KPIs, OEE, downtime, and throughput
metrics.

e Data Pipeline Setup:

O  Assist with ETL (Extract, Transform, Load) process planning to ensure clean data flow
from PLC/IoT devices into shop floor data collection system.

Responsibilities e  System Documentation:

O  Create clear reference documents for data structures, transformation logic, and
dashboard formulas.

e IoT Connectivity Testing:

O  Support networking setup and connectivity checks for wireless access points and
shop-floor data collection devices.

e Collaboration:

O  Work closely with IT/Engineering interns to validate data accuracy against machine
readings.

- Database Management (SQL)
- Data Analytics (Power BI)

Skills - Wireless and Computer Networking

- Computer Hardware
- Project Management
- Microsoft Office Suite: Word, Excel, PowerPoint, Outlook

References

1. Vrana, ],; Singh, R. Modeling digital penetration of the industrialized society and its ensuing transfiguration. Digit. Soc. 2023,
2,54. [CrossRef]

2. Vrana,]; Singh, R. Digitization, Digitalization, Digital Transformation, and Beyond. In Handbook of Nondestructive Evaluation 4.0,
2nd ed.; Meyendorf, N., Ida, N., Singh, R., Vrana, J., Eds.; Springer: Cham, Switzerland, 2025; pp. 145-170.

3. Ponnoju, S.; Bruch, J.; Ashjaei, M; Satka, Z. Software-defined Automation in Industrial Production: Drivers of Transformation.
IOP Conf. Ser. Mater. Sci. Eng. 2026, 1342, 12032. [CrossRef]

4. Zhang, N.; Ye, ].; Zhong, Y.; Chen, Z. Digital Transformation in the Chinese Construction Industry: Status, Barriers, and Impact.
Buildings 2023, 13, 1092. [CrossRef]

5. Intalar, N.; Chumnumporn, K.; Jeenanunta, C.; Tunpan, A. Towards Industry 4.0: Digital transformation of traditional safety
shoes manufacturer in Thailand with a development of production tracking system. Eng. Manag. Prod. Serv. 2021, 13, 79-94.
[CrossRef]

6.  Alcécer, V,; Rodrigues, C.; Carvalho, H.; Cruz-Machado, V. Tracking the maturity of industry 4.0: The perspective of a real
scenario. Int. J. Adv. Manuf. Technol. 2021, 116, 2161-2181. [CrossRef] [PubMed]

7. Ahlskog, M.; Granlund, A.; Badasjane, V.; Bruch, J.; Sauter, B. Approaching digital transformation in the manufacturing industry
challenges and differing views. Int. J. Manuf. Res. 2023, 18, 415-433. [CrossRef]

8.  Sayem, A.; Biswas, P.K,; Khan, M.M.A.; Romoli, L.; Dalle Mura, M. Critical Barriers to Industry 4.0 Adoption in Manufacturing
Organizations and Their Mitigation Strategies. |. Manuf. Mater. Process. 2022, 6, 136. [CrossRef]

9. Bello, K.A.; Kanakana-Katumba, M.G.; Maladzhi, RW. ADOPTING SMART MANUFACTURING: SPECIFIC NEEDS AND

CHALLENGES OF SMALL, MEDIUM, AND MICRO ENTERPRISES (SMMES). S. Afr. |. Ind. Eng. 2024, 35, 245-256. [CrossRef]

https://doi.org/10.3390 /jmmp10070257


https://doi.org/10.1007/s44206-023-00084-w
https://doi.org/10.1088/1757-899X/1342/1/012032
https://doi.org/10.3390/buildings13041092
https://doi.org/10.2478/emj-2021-0033
https://doi.org/10.1007/s00170-021-07550-0
https://www.ncbi.nlm.nih.gov/pubmed/34248244
https://doi.org/10.1504/IJMR.2023.135647
https://doi.org/10.3390/jmmp6060136
https://doi.org/10.7166/35-3-3101
https://doi.org/10.3390/jmmp10070257

J. Manuf. Mater. Process. 2026, 10, 257 17 of 17

10.

11.

12.

13.

14.

15.

16.

17.

18.

Zhou, J.; Wang, G.; Diao, Z. Enabling digital transformation of traditional enterprises through industrial internet platforms: A
study from an ecosystem perspective. Eng. Constr. Archit. Manag. 2026, 33, 413-434. [CrossRef]

Baierle, I.C.; da Silva, ET.; de Faria Correa, R.G.; Schaefer, J.L.; Da Costa, M.B.; Benitez, G.B.; Benitez Nara, E.O. Competitiveness
of Food Industry in the Era of Digital Transformation towards Agriculture 4.0. Sustainability 2022, 14, 11779. [CrossRef]

Dohale, V.; Ambilkar, P; Bilolikar, V.; Narkhede, B.E.; Kumar, A.; Kumar, A. Evaluating circular economy and smart technology
adoption barriers in the Indian textile and apparel industries using neutrosophic ISM. Ann. Oper. Res. 2025, 355, 211-251.
[CrossRef]

Liu, J. A Study on the Dynamic Mechanism and Synergistic Effects of Enterprise Participation in University-Industry Collaboration
(UIC) Under Digital Transformation: Based on Symbiosis Theory. Syst. Pract. Action Res. 2026, 39, 5. [CrossRef]

Wahlgérd, M.; Chari, A.; Muhammad, A.S.; Johansson, B.; Syberfeldt, A.; Stahre, J. AI-Driven Changeover Optimisation in
Discrete Manufacturing: A Production Line-Based Analysis of Technology Readiness in Bearing Production. IOP Conf. Ser. Mater.
Sci. Eng. 2026, 1342, 12028. [CrossRef]

Speicher, T.; DeFranco, J.; Stricker, C.; Kumara, S.; Bilén, S. Digital twin technology for engineering education: An experiential
learning case study. Ind. High. Educ. 2026, 1-10. [CrossRef]

Tihinen, M.; Pikkarainen, A.; Joutsenvaara, J. Digital Manufacturing Challenges Education—SmartLab Concept as a Concrete
Example in Tackling These Challenges. Future Internet 2021, 13, 192. [CrossRef]

Vrana, J.; Singh, R. Value Creation in NDE 4.0: What and How. In Handbook of Nondestructive Evaluation 4.0, 2nd ed.; Meyendorf,
N., Ida, N,, Singh, R., Vrana, J., Eds.; Springer: Cham, Switzerland, 2025; pp. 171-200.

ISA-95; Enterprise-Control System Integration. International Society of Automation: Research Triangle Park, NC, USA, 2026.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

https://doi.org/10.3390 /jmmp10070257


https://doi.org/10.1108/ECAM-01-2024-0083
https://doi.org/10.3390/su141811779
https://doi.org/10.1007/s10479-023-05651-5
https://doi.org/10.1007/s11213-025-09754-x
https://doi.org/10.1088/1757-899X/1342/1/012028
https://doi.org/10.1177/09504222261443589
https://doi.org/10.3390/fi13080192
https://doi.org/10.3390/jmmp10070257

	Introduction 
	Background 
	Barriers to Technology Adoption in SMMs 
	Secure and Scalable Data Architecture 
	Experiential Learning in Smart Manufacturing 

	Methods 
	Case Study Protocol 
	Project Leadership and Supervisory Structure 
	Operational Technology Tasks—Machine Instrumentation and Sensor Integration 
	Information Technology Tasks—Cybersecurity Architecture and Manufacturing Data Analytics 
	Implementation Applicability 

	Results 
	Project Leadership—Execution 
	Operational Technology Tasks—Execution 
	Information Technology Tasks—Execution 
	Implementation Framework Validation 

	Discussion 
	Project Leadership—Reflection 
	Operational Technology Tasks—Reflection 
	Information Technology Tasks—Reflection 

	Conclusions 
	Appendix A
	References

