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Abstract

This study examined the complex interplay of demographic characteristics, behavioral
patterns, and technological factors that contribute to digital fraud victimization within
the context of a developing economy, focusing specifically on Thailand. Utilizing data
collected from 1200 respondents and applying binary logistic regression analysis, the re-
search identified key predictors of fraud exposure, including age, income, student status,
use of portable devices, and social media engagement. A paradoxical finding emerged:
stronger perceived digital security was associated with higher fraud risk, indicating that
overconfidence in platform safeguards may unintentionally increase vulnerability. Inter-
estingly, users’ perceptions of digital security—such as confidence in identity verification
and password protocols—were positively associated with fraud victimization, indicating
potential cognitive biases and overconfidence in digital environments. The findings re-
vealed a high prevalence of fraud experiences among participants, highlighting the gap
between perceived and actual digital safety. These results emphasized the urgent need for
user-centered fraud prevention measures, enhanced digital literacy, and targeted public
awareness campaigns. The study contributes to the broader understanding of cybersecurity
challenges in emerging markets and offers policy-relevant insights for strengthening digital
financial resilience.

Keywords: digital fraud; victimization; cybersecurity; behavioral risk; demographic
characteristics; behavioral patterns; technological factors

JEL Classification: D18; D91; O33; K42

1. Introduction

The rapid digitalization of financial services has fundamentally transformed the man-
ner in which individuals and businesses engage with monetary transactions, delivering
unprecedented convenience, efficiency, and accessibility. Globally, the widespread adoption
of mobile banking, e-wallets, and online payment platforms has significantly advanced
financial inclusion, particularly in developing economies where conventional banking in-
frastructure remains underdeveloped or geographically inaccessible. These digital financial
innovations reduce barriers to entry, lower transaction costs, and enable broader partic-
ipation in formal financial systems, thereby contributing to economic development and
social inclusion (Kandpal et al., 2025; Ly & Ly, 2024; Nwoke, 2024). Thailand exemplifies
this trend, having undergone a remarkable digital transformation within its financial sector.
This progress has been catalyzed by strategic government policies such as the National
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e-Payment Master Plan and the implementation of the PromptPay system, which enable
real-time interbank transfers and facilitate seamless digital payments across diverse popu-
lation segments. The rapid proliferation of smartphones and improved internet penetration
has further accelerated the uptake of digital financial services. Concurrently, the emergence
of fintech enterprises and collaborations between traditional financial institutions and
technology firms have diversified the financial ecosystem, expanding access to innovative
products ranging from microfinance to automated investment platforms (Teerapunyachai
& Bawornkitchaikul, 2024; Ungratwar et al., 2025; Warokka et al., 2025).

Despite these advancements, the proliferation of digital financial services has been
accompanied by an alarming increase in digital fraud (Yoganandham & Govindaraj, 2024).
Digital fraud encompasses a wide range of illicit activities conducted via digital chan-
nels, including phishing, identity theft, fraudulent investment schemes, unauthorized
transactions, and social engineering attacks. These frauds exploit inherent vulnerabilities
in digital ecosystems, leveraging deceptive techniques that manipulate users’ trust and
behavioral patterns to gain unauthorized access to financial assets. The rapid pace of
digital adoption has often outstripped the development of comprehensive cybersecurity
infrastructure and user education, particularly in contexts where regulatory frameworks
are still evolving and enforcement mechanisms are nascent. This gap creates an environ-
ment conducive to cybercriminal activities, which are further complicated by the increas-
ing sophistication of fraud techniques, including the use of artificial intelligence (Al) for
deepfake communications and automated scam campaigns. This dynamic has resulted
in rising incidents of digital financial fraud, with significant implications for consumer
confidence, financial stability, and the overall sustainability of digital financial inclusion
efforts (Alex-Omiogbemi et al., 2024; Chayanon et al., 2025; Odufisan et al., 2025; Orosanu
& Alexandru, 2024; D. Sharma et al., 2025; Udeh et al., 2024).

In the context of Thailand, recent reports and case studies have highlighted an alarming
rise in digital fraud cases, affecting not only individual consumers but also contributing
to broader economic losses (Dangpisan, 2025; The Nation, 2025). However, empirical
investigations into the root causes of digital fraud victimization in Thailand—and similar
developing economies—remain scarce. While international research (e.g., Choi et al., 2016;
Marttila et al., 2021; Padyab et al., 2024) has identified key demographic and psychological
traits associated with cybercrime exposure, these insights may not fully translate to the
Southeast Asian context, where cultural, technological, and socioeconomic conditions differ
significantly. There is a pressing need for localized, data-driven research that captures the
lived experiences, behaviors, and perceptions of users in digitally maturing environments
like Thailand. Specifically, few studies have systematically analyzed how individuals’
demographic profiles (e.g., age, income, education), digital habits (e.g., device usage,
time online, preferred social media), and perceived digital security features (e.g., password
protocols, identity verification, alerts) intersect to influence fraud risk in developing nations.
This study seeks to fill this critical research gap by conducting a comprehensive, empirical
investigation into the predictors of digital fraud victimization in Thailand. By leveraging a
large-scale dataset of 1200 respondents and applying binary logistic regression analysis,
the research identifies statistically significant factors contributing to fraud susceptibility.
Furthermore, the study estimates the national economic impact of digital fraud, offering
policy-relevant insights that extend beyond academic theory to inform public awareness
campaigns, consumer protection strategies, and digital literacy initiatives. In doing so,
this research contributes to a nuanced understanding of the interplay between individual
behavior, perception, and technology in shaping fraud vulnerability. It also provides one
of the few large-scale, quantitative assessments of digital fraud victimization within a
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Southeast Asian developing economy, thereby addressing a notable void in the literature
and reinforcing the importance of context-specific cybersecurity research in the digital age.

2. Literature Review

As digital technologies become increasingly embedded in the financial systems of
developing economies, concerns surrounding cybersecurity and fraud have intensified.
While digital platforms offer convenience, speed, and greater access to financial services,
they also create new vulnerabilities for users who may lack adequate technical awareness
or protective tools. Digital fraud—ranging from phishing and identity theft to deceptive
financial schemes—has become a significant threat, especially in countries where digital
infrastructure outpaces cybersecurity regulation and consumer education. This literature
review synthesizes existing research across four core domains: (1) the nature and prevalence
of digital fraud in developing economies, (2) the role of demographic factors in fraud vic-
timization, (3) behavioral and technological drivers of fraud risk, and (4) user perceptions of
digital security and their paradoxical association with vulnerability. These themes provide
the foundation for understanding how multiple dimensions interact to shape individuals’
susceptibility to digital fraud, while also highlighting the gaps in current empirical research,
particularly in the context of Thailand and comparable emerging markets.

2.1. The Nature and Prevalence of Digital Fraud in Developing Economies

The proliferation of digital technologies has revolutionized financial systems in de-
veloping economies, enabling increased access to banking, payments, and investment
services through mobile and internet platforms. However, alongside these advancements,
digital fraud has emerged as a growing threat, characterized by unauthorized transactions,
phishing attacks, identity theft, and social engineering tactics aimed at deceiving users into
compromising sensitive information. Digital fraud differs from traditional forms of fraud in
its scope, speed, and technical complexity, often exploiting system vulnerabilities and low
cybersecurity awareness among users (Jimmy, 2024; Li & Liu, 2021; Yoganandham & Govin-
daraj, 2024). In developing countries, including Thailand, the risks associated with digital
fraud are exacerbated by structural challenges such as limited cybersecurity infrastructure,
uneven digital literacy, and weak enforcement of data protection laws. Chayanon et al.
(2025), Chusong et al. (2024), Lerdloompheephan (2024), and The Nation (2025) emphasize
that despite growing internet penetration and digital transaction volumes, many users
in Thailand remain unaware of the sophistication of online scams, making them prime
targets. In addition, according to national surveys and law enforcement reports, cases of
digital fraud—particularly those involving fake investment schemes and unauthorized
mobile banking access—have surged over recent years. The lack of consistent preventive
measures and limited consumer redress mechanisms further deepen the problem. These
conditions underscore the urgency of context-specific research to understand the mech-
anisms of fraud exposure in emerging digital economies. In this study, digital fraud is
viewed as a structural challenge in developing economies where rapid digital adoption
outpaces cybersecurity readiness, regulation, and user awareness. This context frames
Thailand as a high-risk environment in which widespread digital engagement coexists with
limited protective capacity.

2.2. Demographic Factors Influencing Fraud Victimization

Several demographic variables have been identified in the literature as potential pre-
dictors of fraud susceptibility. Age, in particular, has received considerable attention. Older
adults are often considered more vulnerable due to cognitive decline, limited digital fa-
miliarity, and increased trust in online systems (Ebner et al., 2023; Lazarus et al., 2025).
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Conversely, younger individuals, while more digitally native, may engage in riskier be-
haviors due to overconfidence or insufficient understanding of digital risks (Freed et al.,
2025; Holmarsdottir, 2024). Pituk et al. (2025) and Wang et al. (2025) argue that older
adults with higher socioeconomic status are frequently targeted by fraudsters, not only
because of their financial resources but also due to their social isolation and reduced ac-
cess to technical support. Income level is another salient factor. Individuals with higher
income are perceived as more attractive targets and may suffer greater financial losses,
as confirmed in previous studies (Buse et al., 2024; Costantini et al., 2017; Sugiharti et al.,
2023). Furthermore, student status also emerges as a significant predictor in some contexts.
Abah and Agada (2025) highlight that students, while digitally active, often lack awareness
of cybersecurity protocols, which increases their vulnerability. Gender, meanwhile, has pro-
duced inconsistent results in existing studies. While some researchers report that women
are more frequently victimized (Kavvadias & Kotsilieris, 2025; Whitty, 2018), others find
no significant differences (Hinduja & Patchin, 2008; Mwiraria et al., 2024), suggesting that
gender alone may not determine fraud risk but could interact with other variables such
as behavior, education, and device use. Moreover, education level, commonly assumed
to provide a protective effect (Burke et al., 2022), has also yielded mixed findings. While
higher education may improve critical thinking and awareness, some studies suggest that
even well-educated individuals can fall victim to sophisticated scams, particularly if they
are overconfident in their digital competence (Goud, n.d.; Griffith et al., 2023). In this study,
these demographic insights collectively underline the importance of viewing fraud vic-
timization as a multidimensional issue, shaped by a complex interplay of socio-economic,
behavioral, and perceptual factors, rather than attributing risk to any single characteristic
in isolation.

2.3. Behavioral and Technological Drivers of Digital Fraud Risk

Beyond demographics, behavioral patterns and technological engagement play a
critical role in shaping digital fraud exposure. Frequent internet use, high engagement with
social media, and reliance on mobile devices have been consistently linked to higher rates
of victimization (Parmar et al., 2024; Marttila et al., 2021). These behaviors expand a user’s
digital footprint, thereby increasing the number of potential entry points for fraudulent
actors. In Thailand, mobile-first behaviors—such as conducting banking or shopping
activities via smartphones—have become widespread. However, this convenience often
comes at the expense of security awareness, particularly when users click on unverified
links or download applications without proper scrutiny. Furthermore, device type has
also emerged as a key technological factor. Studies comparing Android and iOS operating
systems have shown that Android users are generally more susceptible to fraud due to the
platform’s open-source nature and less stringent app review protocols (Ahmad et al., 2013).
In contrast, the iOS ecosystem is widely regarded as more secure, largely owing to Apple’s
strict control over app distribution and stronger default privacy settings (Kollnig et al., 2022).
The present study corroborates these findings, revealing that iOS users were significantly
less likely to experience fraud compared to their Android counterparts. Additionally,
social media usage further intensifies fraud risk. Popular platforms such as Facebook and
LINE, which are heavily used in Thailand for both communication and commerce, are
often exploited for fraudulent schemes ranging from fake promotions to impersonation
scams (Lertsatitpirote & Kanyajit, 2023; Sirawongphatsara et al., 2024). Marttila et al.
(2021) found a strong association between problematic social media use and cybercrime
victimization, suggesting that both the frequency and psychological dependency on these
platforms can increase an individual’s vulnerability. These behavioral and technological
trends underscore the need for improved digital hygiene, user education, and platform
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accountability to mitigate exposure to cyber threats. In this study, behavioral routines and
technological choices are recognized as critical drivers of digital fraud risk, emphasizing
that fraud vulnerability is strongly tied to the everyday ways individuals interact with
digital platforms.

2.4. Perceptions of Digital Security and the Illusion of Protection

Users’ perceptions of digital security—how safe they believe online transactions and
platforms to be—can significantly influence their actual risk of falling victim to fraud. Many
individuals regard features such as password protection, two-factor authentication, and
real-time alerts as sufficient safeguards. While these mechanisms are indeed essential,
over-reliance on them can foster a false sense of security, leading users to engage in
risky behaviors such as clicking on unknown links or disclosing personal information.
This phenomenon, known as “risk compensation” or the “illusion of control,” suggests
that users may lower their guard in environments they perceive as secure (Arenas et al.,
2024; D’Amato & Mastrolia, 2023; Kellner et al., 2019; Youn & Lee, 2009). Interestingly,
perceptions of high security—such as confidence in identity verification protocols and alert
systems—were associated with increased odds of fraud victimization. This paradox may
be explained by a post-experience effect, wherein individuals who have previously been
scammed report heightened awareness of security features. Alternatively, it may reflect
an overestimation of one’s ability to detect threats based on superficial cues rather than
actual technical understanding. Maskall (2017) highlights that individuals often rely on the
availability heuristic—judging the likelihood of events based on how easily examples come
to mind—which can lead users to overestimate their own security. This bias reinforces
a false sense of safety, particularly when identity verification features or security alerts
are present, thereby increasing vulnerability to fraud. In addition, as Malik et al. (2024)
note, the mere presence of visible security features does not guarantee user comprehension
or cautious behavior. Perceptions of digital convenience—such as the ability to transact
anytime and anywhere—can also diminish user vigilance. While users value speed and
accessibility, they may overlook subtle warning signs or fail to verify the authenticity of
transactions. This trade-off between usability and safety presents an ongoing challenge
for digital platform designers and policymakers. As Lunn (2024) emphasizes, effective
fraud prevention requires not only robust technical infrastructure but also user-centric
design that actively encourages informed, reflective, and cautious digital behavior. In
this study, users’ perceptions of digital security are shown to contribute to vulnerability
through overconfidence and risk-compensation behaviors. Even when security features are
present, misplaced trust and cognitive biases may lead individuals to underestimate actual
threat levels.

2.5. Conceptual Framework and Hypothesis Development

Figure 1 presents the conceptual framework illustrating the multidimensional predic-
tors of digital fraud victimization, integrating demographic, behavioral, and perceptual
determinants within a coherent theoretical structure.

The model in Figure 1 posits that demographic attributes shape individuals’ baseline
exposure and cognitive capacity to evaluate digital risks (Koning et al., 2024; Shi et al., 2024;
Grigorescu et al., 2025). These demographic factors influence behavioral patterns, including
the frequency and nature of digital engagement, reflected in portable device usage, social
media participation, and operating system type (Marttila et al., 2021; Koch et al., 2024;
Parmar et al., 2024). In turn, these behaviors affect users’ perceptions of online safety and
convenience, encompassing beliefs about transaction speed, accessibility, and the strength
of digital security features (Hossain et al., 2024; Malik et al., 2024). Drawing on Rou-
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tine Activity Theory, the framework conceptualizes fraud victimization as a consequence
of increased exposure to motivated offenders through risky online routines (Puente &
Hernandez, 2022). Additionally, Cognitive Bias and Risk Compensation theories explain
how perceived security fosters overconfidence, prompting riskier online behavior that
paradoxically heightens vulnerability (Henkenjohann & Trenz, 2022; Ma & Chen, 2023;
Maskall, 2017). The Socioeconomic Vulnerability perspective further contextualizes how
financial capacity and life stage intersect with technology used to amplify risk, particularly
among high-income individuals and older adults (Lazarus et al., 2025; Pituk et al., 2025;
Wang et al., 2025). Collectively, this model underscores the dynamic interaction between
who users are, how they behave online, and how they perceive digital security—offering a
holistic understanding of the mechanisms driving fraud victimization in digital financial
environments. Grounded in these theoretical perspectives, the model advances eighteen
hypotheses, each representing a potential predictor of digital fraud victimization:

H1. Gender is significantly associated with digital fraud victimization.

H2. Age is significantly associated with digital fraud victimization.

H3. Education is significantly associated with digital fraud victimization.

H4. Being a student is significantly associated with digital fraud victimization.

HS5. Income is significantly associated with digital fraud victimization.

Heé. Using iOS is significantly associated with digital fraud victimization.

H7. Internet usage time is significantly associated with digital fraud victimization.

H8. Having home internet access is significantly associated with digital fraud victimization.

H9. Using portable devices (e.g., smartphones, tablets) is significantly associated with digital
fraud victimization.

H10. Social media engagement is significantly associated with digital fraud victimization.

H11. Perceived faster financial transactions (FFT) are significantly associated with digital fraud
victimization.

H12. Perceived anytime, anywhere access to financial services (AAA) is significantly associated
with digital fraud victimization.

H13. Perceived no travel costs, no queues, and no transaction fees (NTF) is significantly associated
with digital fraud victimization.

H14. Perceived convenience in money transfers, top-ups, and payments (CMP) is significantly
associated with digital fraud victimization.

H15. Perceived strong security systems (SSS) are significantly associated with digital fraud
victimization.

H16. Password required for every login (PRL) is significantly associated with digital fraud
victimization.
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H17. Identity verification for first-time transactions (IVT) is significantly associated with digital
fraud victimization.

H18. Alerts for every online transaction (AOT) are significantly associated with digital fraud
victimization.

Demographic Predictors

Behavioral Predictors Digital Fraud Victimization

Perceptual Predictors

Figure 1. Conceptual Framework.

Collectively, these hypotheses reflect that digital fraud victimization arises from an
interplay of individual characteristics, online behavioral exposure, and perceptual overcon-
fidence in digital systems.

3. Materials and Methods

This study conducted a quantitative research approach, characterized by its systematic
and empirical examination of phenomena through measurable data and statistical analysis.
This methodology involves the rigorous collection and analysis of numerical data, enabling
researchers to draw conclusions, make predictions, and identify patterns or relationships
within the data.

3.1. Questionnaire Design and Instrument Validation

In this quantitative study, a structured questionnaire was carefully developed to en-
sure alignment with the research objectives and methodological rigor. The instrument
consisted of five main sections: demographic information (e.g., age, gender, education
level, occupation, and income), digital behavior (e.g., internet usage patterns, devices and
operating systems used, and preferred social media platforms), perceived benefits of digital
transactions (e.g., convenience, cost-efficiency, and accessibility), perceived digital security
features (e.g., password protection, user authentication, and fraud alerts), and digital fraud
experience, including victimization history and financial loss. The questionnaire items
were developed from established literature on digital financial behavior, cybersecurity, and
fraud victimization, with adaptations made to suit the Thai context. Variable selection
was theory-driven, reflecting prior evidence on cybercrime, demographic vulnerability,
behavioral exposure, and digital-security perceptions. All variables specified in the con-
ceptual framework and hypotheses (H1-H18) were included in the full model to prevent
omitted-variable bias and support both exploratory and confirmatory aims. No automated
selection methods were applied; inclusion was based solely on theoretical and empiri-
cal relevance. A content validation process was conducted to ensure relevance, clarity,
and cultural appropriateness of each item. A pilot test was conducted with a sample of
30 participants to assess clarity, identify ambiguities, and ensure respondent comprehen-
sion. Based on feedback from the pilot, several revisions were made: technical jargon was
simplified, response categories were expanded to improve inclusiveness, and the item
sequence was reorganized for better logical flow. Redundant or ambiguous items were
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removed to enhance conciseness and internal consistency. Additionally, the reliability of the
measurement scale was evaluated using Cronbach’s alpha, which yielded a value of 0.896.
This indicates a high level of internal consistency among the scale items, suggesting that the
data collection instrument is reliable and robust. In general, a Cronbach’s alpha coefficient
ranging from 0.70 to 0.79 is considered acceptable, values between 0.80 and 0.89 denote
good reliability, and coefficients approaching 0.90 reflect strong internal consistency (Arof
et al., 2018; Phuangsuwan et al., 2025). Therefore, the obtained alpha confirmed that the
scale effectively measures the intended constructs with minimal random error, ensuring
the credibility of the study’s findings.

3.2. Sample Selection

To examine the relationship between individual characteristics, digital behavior pat-
terns, perceptions of digital transaction benefits and security, and the probability of experi-
encing digital fraud, this study employed a hybrid sampling strategy combining stratified
and convenience sampling to ensure broader representativeness and methodological rigor.
The target population comprised Thai residents aged 18 years and older who had prior
experience with or exposure to online financial transactions. The minimum sample size was
determined using Cochran’s formula, based on a 95% confidence level and a 0.05 margin
of error, yielding a baseline requirement of 384 participants as recommended by Uakarn
et al. (2021). To enhance statistical robustness and account for non-responses or incom-
plete submissions, the final sample was expanded to 1200 valid and completed responses.
In the stratified phase, the population was categorized according to key demographic
criteria—age group, income level, and occupation—to ensure proportional inclusion of
major segments within Thailand’s digital user base. Within each stratum, convenience
sampling was applied to recruit respondents efficiently via digital channels. This com-
bined approach maintained the accessibility advantages of convenience sampling while
improving the demographic balance and generalizability of the results.

3.3. Data Collection

The data collection phase was systematically carried out through online platforms,
such as Facebook and LINE platforms, widely used communication applications in Thai-
land, chosen for their extensive reach and popularity across diverse segments of the popu-
lation. The mobile-friendly survey was distributed during May and June 2025, leveraging
Facebook and LINE’s broad user base to optimize participant engagement and ensure high
response rates. The timing and duration of data collection were strategically planned to
capture a wide range of digital behaviors and fraud-related experiences across different
demographic groups. Utilizing Facebook and LINE enabled efficient and real-time partici-
pation, facilitated technical support when needed, and contributed to maintaining a high
level of response quality. Following data collection, all responses were rigorously screened
for completeness, consistency, and adherence to the study’s eligibility criteria—specifically,
participants had to be Thai residents aged 18 years or older with prior experience or ex-
posure to digital financial activities. Incomplete submissions and those failing to meet
the inclusion criteria were excluded to preserve the integrity of the dataset. Only fully
completed questionnaires were retained for analysis, ensuring that the data were both ac-
curate and robust for statistical examination. This quality-control process strengthened the
reliability of the findings and supported a comprehensive analysis of the factors influencing
individuals’ likelihood of experiencing digital fraud in the Thai context.

With regard to ethical considerations, this study employed a questionnaire-based
design to collect data via an online survey distributed through online platforms. Prior to
participation, all respondents were clearly informed of the study’s objectives and assured
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that their data would be used solely for academic purposes. The research was non-medical
in nature, involved no vulnerable populations, and included only participants aged 18 years
or older. Participation was entirely voluntary, and any incomplete or withdrawn responses
were excluded from the analysis to maintain the integrity and voluntariness of the data.
Anonymity and confidentiality were strictly preserved, with no personally identifiable in-
formation collected or reported. Informed consent was obtained from all participants, who
received a transparent explanation of the study’s purpose, procedures, and any potential
risks or benefits. Data were analyzed in aggregate form and presented in a manner that pre-
cluded individual identification. In accordance with the announcement by Thailand Science
Research and Innovation (TSRI), studies in the behavioral, social sciences, and humanities
that do not affect the body, mind, cells, or genetic material, and that use anonymous in-
struments such as questionnaires, are exempt from formal ethics committee approval. As
outlined in Guidance No. 3(3), this exemption applies to research conducted anonymously,
where participants cannot be identified directly or indirectly (Phuangsuwan et al., 2024).
Therefore, this study met the criteria for exemption but nonetheless adhered strictly to
all ethical standards and regulatory frameworks, demonstrating a clear commitment to
safeguarding the rights, dignity, and well-being of all individuals involved.

3.4. Data Analysis

Before data analysis, data cleansing was performed to check for missing values, coding
errors, and logical inconsistencies. The analysis then applied descriptive and inferential
statistical techniques using Jamovi (version 2.16.17.0), an open-source platform widely used
in behavioral and social science research. Jamovi offers an intuitive interface, reproducible
syntax, and high-quality implementations of generalized linear models, ensuring trans-
parency and replicability. Descriptive statistics were first used to summarize participant
demographics, digital behavior patterns, and perceptions related to digital transaction ben-
efits and security. These summaries provided a foundational understanding of the sample’s
characteristics and behavioral trends. Multicollinearity among predictors was assessed
using Tolerance and Variance Inflation Factor (VIF) values. All predictors met acceptable
levels (Tolerance > 0.20; VIF < 5), indicating no multicollinearity concerns and supporting
the inclusion of all variables in the final model. To assess the impact of various indepen-
dent variables—including demographic attributes, internet usage habits, device types, and
perceptions of transaction safety—on a binary dependent variable (fraud experience, coded
as 1 = Yes and 0 = No), the study utilized binary logistic regression analysis, which is
particularly suitable for this study. The dependent variable—digital fraud victimization—
is dichotomous. As noted by Chatla and Shmueli (2017), logistic regression is a widely
accepted method for examining dichotomous outcome variables, making it particularly
suitable for this investigation. This technique estimated the probability of individuals
falling victim to digital fraud based on the values of multiple predictor variables. The anal-
ysis yielded odds ratios, which allowed for the interpretation of how strongly each factor
influenced the likelihood of fraud victimization. By modeling this binary outcome, the
study generated statistically robust insights into the key drivers of digital fraud exposure
in Thailand, offering evidence-based perspectives on the vulnerabilities present in a rapidly
digitizing financial environment.

4. Results

The g 0.743(AAA) + gital behavior characteristics of the survey participants were
carefully examined using data obtained from online questionnaires. This assessment
served as a vital foundation for interpreting the study’s overall results.
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Table 1 presents the general demographic and digital behavior characteristics of the
1200 respondents who participated in the study. The sample was composed of 59.6% female
and 40.4% male participants, reflecting a slightly higher representation of women in the
dataset. In terms of age distribution, the largest group of respondents (27.0%) were between
21 and 30 years old, followed closely by those over 50 years (26.8%) and those under 21 years
(21.8%). Educational attainment was relatively high, with 56.8% of participants holding a
bachelor’s degree, while 22.1% had education below the undergraduate level, and 21.1%
had attained a postgraduate degree. Occupation-wise, students represented the largest
group (34.8%), followed by government officers (28.7%), private company employees
(15.7%), and business owners (18.5%). In terms of income, 39.3% of respondents reported
earning more than 40,000 Baht per month, suggesting that the sample included a substantial
proportion of individuals with higher income levels. Regarding mobile operating systems,
users were nearly evenly split between iOS (49.4%) and Android (47.2%), with only a
small proportion (3.4%) using other systems. Internet usage behavior revealed that a
majority (66.3%) of participants reported spending more than two hours online per session,
indicating high digital engagement. The most commonly used device for accessing digital
platforms was the smartphone (83.2%), followed by computers (12.7%) and tablets (4.1%). In
terms of social media usage, Facebook emerged as the dominant platform (61.1%), followed
by Line (16.0%), X (formerly Twitter) (13.6%), TikTok (6.0%), and Instagram (3.3%). These
findings provide a comprehensive overview of the respondents” demographic profiles
and digital behaviors, offering a contextual foundation for analyzing their vulnerability to
digital fraud in subsequent sections of the study.

Table 1. General demographic and digital behavior characteristics.

General Information Frequency Percentage
Gend Male 485 40.4
ender Female 715 59.6
Less than 21 years old 261 21.8
21-30 years old 325 27.0
Age 31-40 years old 168 14.0
41-50 years old 125 10.4
Over 50 years old 321 26.8
Lower than bachelor’s degree 265 22.1
Education Bachelor’s degree 681 56.8
Higher than bachelor’s degree 254 21.1
Private company employee 188 15.7
Government officer 344 28.7
Occupation Business owner 222 18.5
Student 417 34.8

Freelancer 29 2.3
Less than 10,001 THB 232 19.3
10,001-20,000 THB 202 16.8
Income 20,001-30,000 THB 135 11.3
30,001-40,000 THB 160 13.3
More than 40,000 THB 471 39.3
. . iO0S 593 49.4
IS\A;’F;IIESOP erating Android 566 472
Y Others 41 3.4
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Table 1. Cont.

General Information Frequency Percentage
Less than 30 min 96 8.0
Internet usage time 30 min-1 h 187 15.6
8 1h-2h 122 10.1
More than 2 h 795 66.3
Computers and laptops 152 12.7
1C\1/Ios.t—used portable Tablets 49 41
evices Smartphones 999 83.2
Facebook 733 61.1
_ Line 192 16.0
Mocs;-used social Instagram 40 3.3
media X (Twitter) 163 13.6
TikTok 72 6.0
Total 1200 100.0

Table 2 summarizes participants” awareness and perceptions of digital transaction
practices, as measured by mean scores and standard deviations. Overall, the findings
indicate a high level of perceived benefit and security associated with digital financial
activities among Thai users. The item with the highest mean score was “Convenient money
transfers, top-ups, and payments” (CMP), with a mean of 4.54 and a standard deviation of
0.660, suggesting that most respondents strongly agree that digital platforms offer practical
advantages for financial transactions. Similarly, high mean values were observed for “No
travel costs, no queues, no transaction fees” (NTF) (M = 4.51), “Faster financial transactions”
(FFT) (M = 4.43), and “Anytime, anywhere access to financial services” (AAA) (M = 4.43),
all indicating broad recognition of digital convenience and efficiency. In terms of perceived
security, the results were also positive. The items “Password required for every login”
(PRL) and “Identity verification for first-time transactions” (IVT) both had mean scores of
4.26, while “Alerts for every online transaction” (AOT) followed closely with a mean of 4.25.
Notably, the item “Strong security system” (SSS) received a slightly lower but still favorable
mean of 3.92, implying that while users generally trust the security infrastructure, there may
still be some residual concerns or variability in perceived robustness. The relatively low
standard deviations across all items suggest consistency in user perceptions. Collectively,
these results highlight that respondents are well aware of both the functional and protective
features of digital transactions, which may influence their digital behavior and exposure to
fraud-related risks in meaningful ways.

Table 2. Perceptual awareness of digital transaction practices.

Perceptual Awareness of Digital Transaction Practices Mean Std. Deviation
Faster financial transactions (FFT) 443 0.687
Anytime, anywhere access to financial services (AAA) 443 0.702
No travel costs, no queues, no transaction fees (NTF) 4.51 0.705
Convenient money transfers, top-ups, and payments (CMP) 4.54 0.660
Strong security system (SSS) 3.92 0.729
Password required for every login (PRL) 4.26 0.727
Identity verification for first-time transactions (IVT) 4.26 0.730
Alerts for every online transaction (AOT) 4.25 0.805

Table 3 presents the distribution of fraud experience among the 1200 respondents and
reveals a strikingly high prevalence of digital fraud victimization. A substantial majority—
843 respondents, or 70.3%—reported having experienced digital fraud, while only 29.8%
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(357 respondents) indicated that they had never encountered such incidents. This finding
underscores the widespread nature of digital fraud in the Thai context and highlights
the growing urgency of addressing cybersecurity risks as digital financial transactions
become more common. The high rate of fraud experience suggests that despite widespread
awareness of digital transaction benefits and security features (as seen in Table 2), a sig-
nificant portion of the population remains vulnerable to fraud attempts. This pattern may
reflect gaps between perceived safety and actual protective behavior, or it may indicate that
current digital security measures are insufficient to deter increasingly sophisticated fraud
tactics. These results provide a critical foundation for deeper analysis of the variables that
predict fraud victimization, particularly within the context of individual characteristics and
digital engagement patterns explored in subsequent sections of the study.

Table 3. Fraud experience.

Fraud Experience Frequency Percentage
No 357 29.8

Yes 843 70.3

Total 1200 100.0

Subsequently, the dataset was refined through a data-cleaning process, focusing on
843 respondents who reported experiencing fraud. This targeted subset enabled a more
precise analysis of influencing factors and an in-depth examination of individuals within
the fraud experience context.

Table 4 presents the average monetary loss incurred by respondents who reported
experiencing digital fraud. Among the 843 individuals who indicated they had been victims
of digital fraud, the mean financial damage was 3236.69 Baht, with a standard deviation
of 7294.31. This wide standard deviation suggests considerable variability in the extent of
financial loss, indicating that while some victims may have suffered minor losses, others ex-
perienced significantly higher levels of financial damage. To estimate the broader economic
impact of digital fraud at the national level, the study extrapolated these findings using
demographic data from Thailand’s 2025 national statistics. With 70.3% of respondents
having experienced digital fraud, and the adult population aged 21 and over in Thailand
estimated at 55,667,452 individuals, it was projected that approximately 39,127,707 people
had encountered digital fraud. Multiplying this number by the average loss yielded an esti-
mated total economic damage of approximately 126.63 billion Baht (39,127,707 x 3236.69)
nationwide. These findings highlight not only the individual financial consequences of
digital fraud but also its substantial macroeconomic implications, reinforcing the need for
targeted digital security interventions and consumer protection policies within Thailand’s
rapidly evolving digital economy.

Table 4. Damage value.

N Mean Std. Deviation
843 3236.688 7294.313

Table 5 presents the results of the Omnibus Test of Model Coefficients, assessing the
overall significance of the logistic regression model predicting digital fraud victimization.
The chi-square value is 575.152 with 18 degrees of freedom and a p-value of 0.000, indicating
statistical significance at the 0.05 level. This confirms that the independent variables
collectively enhance the prediction of whether an individual has experienced digital fraud
compared to a model without predictors.
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Table 5. Omnibus test of the model’s performance.

Chi-Square df Sig.
Step 575.152 18 0.000
Step 1 Block 575.152 18 0.000
Model 575.152 18 0.000

Table 6 provides the model summary statistics for the logistic regression analysis,
offering insights into the model’s explanatory power in predicting digital fraud victimiza-
tion. The reported —2 Log Likelihood value is 885.803, indicating the goodness-of-fit of
the model; lower values generally suggest a better-fitting model. Two pseudo R-square
statistics are also presented: Cox & Snell R? = 0.381 and Nagelkerke R? = 0.541. While Cox
& Snell R? gives a conservative estimate of the explained variance, Nagelkerke R? adjusts
the value to range from 0 to 1, allowing for clearer interpretation. In addition, the model
yielded a Nagelkerke R? value of 0.541, indicating that approximately 54.1% of the variance
in digital fraud victimization is explained by the combined demographic, behavioral, and
perceptual predictors. Within social science research, where complex human behavior
is influenced by multiple unobserved or latent factors, a value above 0.50 is considered
notably strong. This suggests that the model not only fits the data well but also captures
key mechanisms underlying fraud vulnerability in Thailand’s digital environment.

Table 6. The model summary.

Step —2 Log Likelihood Cox & Snell R Square Nagelkerke R Square
1 885.803 2 0.381 0.541

2. Estimation terminated at iteration number 6 because parameter estimates changed by less than 0.001.

Table 7 presents the classification results of the logistic regression model, which
assesses its ability to accurately predict whether an individual has experienced digital
fraud. The classification table compares observed outcomes with predicted classifications,
using a cut-off value of 0.50 to distinguish between predicted cases of fraud victimization
(Yes) and non-victimization (No). According to the results, the model correctly predicted
64.4% of non-victims and 87.7% of victims, resulting in an overall prediction accuracy of
80.8%. This high level of classification accuracy demonstrates the model’s effectiveness
in distinguishing between individuals who have and have not experienced digital fraud
based on the selected independent variables. The relatively higher accuracy in predicting
fraud victims suggests that the model is particularly sensitive to identifying risk factors
associated with vulnerability to digital fraud. These results confirm the practical utility of
the model for predictive purposes and support its robustness in capturing the dynamics of
fraud victimization within the surveyed population.

Table 7. Classification table for back-testing.

Predicted
Observed Fraud Experience Percentage
No Yes Correct
Step 1 Fraud No 230 127 64.4
p experience Yes 104 739 87.7
Overall percentage 80.8%

Note: The cut-off value is 0.500.
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The predictive regression equation of Model (1) using the coefficients from Table 8 can
be described by the following equation:

1

P=_—— 1
1+e = @

where P is the digital fraud victimization in Thailand, and Z = —21.876 + 0.671(age) +
0.740(being a student) + 1.305(income) — 0.673(using iOS) + 0.788(portable devices) +
0.761(social media) + 1.054(FFT) + 0.743(AAA) + 0.468(SSS) + 0.687(PRL) + 1.070(IVT).

Table 8. Variables in the model.

Variables B S.E. Wald df Sig. Exp(B) Tolerance  VIF Actions
H1: Gender —0.048 0.196 0.060 1 0806 0.953 0.834 1.200 Rejected
H2: Age 0.671 0.103 42,517 1 0.000 1.956 0.321 3.117 Accepted
H3: Education 0.297 0.157 3.598 1 0.058 1.346 0.693 1.443 Rejected
H4: Being a student 0.740 0.321 5.314 1 0021 2.095 0.382 2.617 Accepted
H5: Income 1.305 0.104 156.102 1 0.000 3.687 0.394 2.541 Accepted
Heé: Using i0S —0.673 0.195 11.901 1 0.001 0.510 0.780 1.282 Accepted
H7: Internet usage 0.164 0.096 2.948 1 0.086 1.179 0.711 1.407 Rejected
H8: Home internet 0.135 0.200 0.460 1 0498 1.145 0.876 1.142 Rejected
HO: Portable devices 0.788 0.142 30.787 1 0.000 2.198 0.757 1.320 Accepted
Step1?®  HI10: Social media 0.761 0.100 57.450 1 0.000 2.141 0.822 1.217 Accepted
H11: FFT 1.054 0.252 17.468 1 0.000 2.870 0.328 3.053 Accepted
H12: AAA 0.743 0.316 5.541 1 0.019 2.103 0.265 3.768 Accepted
H13: NTF 0.264 0.255 1.072 1 0.300 1.303 0.403 2.484 Rejected
H14: CMP 0.284 0.290 0.959 1 0327 1.329 0.304 3.293 Rejected
H15: SSS 0.468 0.186 6.328 1 0012 1.596 0.487 2.052 Accepted
H16: PRL 0.687 0.218 9.930 1 0.002 1.989 0.347 2.884 Accepted
H17: IVT 1.070 0.247 18.758 1 0.000 2915 0.383 2.610 Accepted
H18: AOT 0.221 0.181 1.494 1 0222 1.248 0.397 2.518 Rejected
Constant —21.876 2.663 67.504 1 0.000 0.000 - - Accepted

2. Variable(s) entered in step 1: Gender, age, education, being student, income, using iOS, internet usage time,
home internet, portable devices, social media, FFT, AAA, NTF, CMP, SSS, PRL, IVT, AOT. Note: Variables with
p-values below 0.05 are accepted as significant predictors (Accept), while those with p-values above 0.05 are not
statistically significant (Reject). Note: Since the Constant is not a predictor variable, it is not correlated with other
predictors, and therefore Tolerance and VIF values are not computed for it.

Table 8 summarizes the logistic regression results, highlighting both significant and
non-significant predictors of digital fraud victimization among the respondents. Several
variables showed statistically significant effects at the 0.05 level, indicating a meaning-
ful influence on the likelihood of experiencing fraud, while others did not demonstrate
significant associations and therefore do not reliably predict fraud victimization.

Among demographic factors, gender (H1: B = —0.048, Sig. = 0.806, Exp(B) = 0.953) and
education level (H3: B = 0.297, Sig. = 0.058, Exp(B) = 1.346) were not significant predictors
of fraud victimization, indicating that being male or female, or holding higher educational
qualifications, does not meaningfully influence the likelihood of experiencing digital fraud.
In contrast, age (H2: B = 0.670, Sig. = 0.000, Exp(B) = 1.956), student status (H4: B = 0.739,
Sig. = 0.021, Exp(B) = 2.095), and income (H5: B = 1.305, Sig. = 0.000, Exp(B) = 3.687)
emerged as significant predictors. Older individuals were found to have nearly double the
odds of victimization, while students were over twice as likely to be targeted compared to
non-students. Higher-income individuals were almost 3.7 times more likely to experience
fraud, suggesting both increased exposure to digital financial activities and greater financial
attractiveness to scammers.

Within behavioral factors of technological usage, iOS usage (H6: B = —0.673,
Sig. = 0.001, Exp(B) = 0.510), reliance on portable devices (H9: B = 0.787, Sig. = 0.000,
Exp(B) =2.198), and social media engagement (H10: B = 0.761, Sig. = 0.000, Exp(B) = 2.141)
significantly influenced fraud risk. iOS users were less likely to be victimized, reflecting the
platform’s stronger security architecture, whereas individuals relying on portable devices
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or engaging intensively with social media were more than twice as likely to experience
fraud. Conversely, internet usage time (H7: B = 0.165, Sig. = 0.086, Exp(B) = 1.179) and
home internet access (H8: B = 0.135, Sig. = 0.498, Exp(B) = 1.145) were not significant
predictors, suggesting that general levels of online connectivity do not inherently elevate
the risk of fraud.

In terms of user perceptions, faster financial transactions (H11: B = 1.054, Sig. = 0.000,
Exp(B) = 2.870), anytime—anywhere access (H12: B = 0.744, Sig. = 0.019, Exp(B) = 2.103),
confidence in strong security systems (H15: B = 0.468, Sig. = 0.012, Exp(B) = 1.596), re-
liance on password-based login (H16: B = 0.687, Sig. = 0.002, Exp(B) = 1.989), and trust in
identity verification for first-time transactions (H17: B = 1.070, Sig. = 0.000, Exp(B) = 2.915)
were all significant predictors. These findings suggest that individuals who strongly pri-
oritize convenience or who exhibit high confidence in platform security features may
unintentionally expose themselves to greater risk, reflecting tendencies toward overconfi-
dence and risk-compensating behaviors. Meanwhile, perceptions of no travel cost, queues,
or fees (H13: B =0.264, Sig. = 0.300, Exp(B) = 1.303), convenience in payments (H14:
B =0.284, Sig. = 0.327, Exp(B) = 1.329), and transaction alerts (H18: B = 0.222, Sig. = 0.222,
Exp(B) = 1.248) were not statistically significant, indicating that these convenience- and
alert-related features alone do not meaningfully influence the probability of becoming a
fraud victim.

Overall, the combined findings indicate that fraud victimization is shaped less by
general demographics or routine digital access and more by specific behavioral, perceptual,
and technological risk factors. Significant predictors such as age, student status, income,
portable device use, social media activity, and convenience-driven attitudes all substantially
heighten vulnerability, while strong confidence in security features further amplifies risk
through overconfidence. In contrast, factors such as gender, education, internet usage time,
and basic convenience perceptions show no meaningful impact. The protective effect of
iOS highlights the role of secure ecosystems in reducing exposure. Taken together, the
results suggest that fraud risk is primarily driven by targeted behaviors and perceptions
rather than broad user characteristics, emphasizing the need for improved digital literacy,
cautious transaction practices, and awareness of social-engineering threats.

5. Discussion

This study explored the demographic, behavioral, and perceptual factors associated
with digital fraud victimization in the context of a developing economy, using Thailand as
a case study. The results offer several important insights into the profiles and experiences
of individuals who fall victim to digital fraud and highlight broader implications for public
policy, consumer protection, and digital literacy initiatives.

First, the finding that 70.3% of respondents had experienced digital fraud underscores
the alarming prevalence of this issue in Thailand’s digital economy. This high rate is espe-
cially notable considering the strong awareness levels reported regarding digital transaction
benefits and security features. While respondents widely acknowledged the convenience,
speed, and accessibility of digital financial platforms, these advantages have not necessarily
translated into safety. This disconnect between perceived protection and actual vulnera-
bility suggests that user confidence in digital systems may lead to underestimating fraud
risks—a phenomenon that aligns with previous literature on overconfidence bias in cyber-
security behaviors. Aligned with Lunn (2024), the implementation of advanced security
measures—such as encryption, Multi-Factor Authentication (MFA), and secure payment
gateways—plays a critical role in safeguarding sensitive information. However, despite
their importance, these security protocols can introduce complexity that may negatively
affect the user experience. Specifically, the additional steps required for authentication and
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transaction verification can create friction, leading to user frustration or abandonment of
the process. Balancing robust security with seamless usability thus remains a key challenge
in digital transaction design. Furthermore, as indicated by Chayanon et al. (2025) and P.
Sharma (2024), inadequate user training in identifying and reporting suspicious activity
can allow fraudsters to exploit the convenience of a system. Striking an effective balance
between security and user convenience is therefore essential. Insufficient user awareness
creates critical vulnerabilities, highlighting the need for clear guidance and user-oriented
security practices as integral components of effective fraud prevention strategies (Tripathi
& Tripathi, 2024).

The logistic regression analysis identified several significant predictors of fraud victim-
ization. Demographic factors, including age, income, and student status, were positively
associated with an increased likelihood of experiencing fraud. Older adults and individuals
with higher income levels may be targeted more frequently due to greater digital exposure
or their perceived financial worth. Consistent with Lazarus et al. (2025), digital fraudsters
often exploit age as a vulnerability, thereby reinforcing ageist practices. In this context,
ageism in cybercrime can be understood as the deliberate targeting or prioritization of older
adults as potential victims. This demographic is particularly susceptible due to a combi-
nation of physiological factors, such as cognitive decline; psychological factors, including
heightened fear of cybercrime; familial risks, such as insider fraud; and sociocultural con-
ditions, including social isolation. Cybercrimes against senior citizens are predominantly
socioeconomic in nature and typically motivated by financial gain. Similarly, Wang et al.
(2025) confirmed that older adults with higher socioeconomic status are more likely to be
targeted by digital fraud, although this does not necessarily result in actual financial loss.
Furthermore, students also emerged as a high-risk group, likely due to limited financial
resources, lack of digital security experience, and inadequate understanding of the legal
consequences of cybercrime. In line with Abah and Agada (2025), many students remain
unaware of the potential repercussions of their actions, which can lead to risky behaviors
and further increase their vulnerability to both perpetrating and falling victim to cyber-
related offenses. These findings highlight the importance of implementing targeted digital
safety campaigns and interventions that address the specific needs and vulnerabilities of
different demographic groups.

Behavioral factors also played a significant role in cybercrime victimization. Frequent
use of portable devices and social media platforms was associated with a higher likelihood
of victimization, likely because these technologies create multiple points of entry for fraud-
ulent actors. Notably, iOS users were significantly less likely to experience fraud compared
to Android users, potentially due to stricter security protocols or differing usage patterns.
These findings indicate that both device-level features and individual usage habits can tan-
gibly affect exposure to cyber threats. Consistent with Parmar et al. (2024), increased daily
mobile use, a preference for social media as the primary mobile activity, and social media
addiction were linked to a heightened risk of cyberbullying. Similarly, Griffith et al. (2023)
reported that greater engagement in online activities correlates with a higher likelihood of
cybercrime victimization. Risky online behavior and inadequate security measures further
compound this vulnerability. Marttila et al. (2021) also found a strong association between
problematic social media use and increased risk of cybercrime, with within-subjects anal-
ysis revealing that higher levels of problematic use were significantly linked to a greater
chance of being victimized. These findings underscore the cumulative impact of excessive
and irresponsible online behavior on cybercrime vulnerability, emphasizing the importance
of mindful digital engagement. Moreover, Ahmad et al. (2013) highlighted that Android
devices are more susceptible to viruses and other security threats, primarily due to their
open-source architecture and less rigorous app review process. In comparison, Kollnig et al.
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(2022) noted that the iOS ecosystem is generally more privacy-protective, offering tighter
restrictions on data sharing and third-party access. Apple’s strict control over its App Store
reduces the risk of malware, thereby enhancing the overall security of iOS devices relative
to Android.

Moreover, perceptions related to security features—such as identity verification pro-
tocols, password requirements, and alert systems—were paradoxically associated with a
higher likelihood of fraud victimization. Although this may initially appear counterintu-
itive, such heightened security awareness often arises from prior negative experiences, such
as having been previously targeted by fraud. This post-experience learning effect suggests
that security consciousness may function more as a reactive measure than a preventive one.
Additionally, awareness of phishing and other digital scams typically increases following
exposure or victimization. Another plausible explanation is that the presence of perceived
security features may foster a false sense of safety, prompting users to engage in riskier
online behaviors—a phenomenon known as “risk compensation.” This is further supported
by Arenas et al. (2024) and Kellner et al. (2019), who argue that security tools can create
an “illusion of control,” giving users a false sense of security and thereby encouraging
riskier online activity that may ultimately lead to security incidents. This underscores
the importance of designing security systems that not only incorporate robust technical
safeguards but also provide behavioral guidance and user education. Consistent with the
findings of Li and Liu (2021) and Malik et al. (2024), fear of data breaches, unauthorized
access, and misuse of personal information can lead to heightened anxiety and mistrust.
Individuals may become increasingly concerned about the safety of their digital identities,
financial data, and personal communications. As a result, they may be reluctant to engage
in online activities—such as e-commerce or social networking—that require the disclosure
of personal information. These widespread concerns about data privacy in the digital era
contribute to a sense of vulnerability and can adversely affect overall well-being.

A notable and counterintuitive finding of this study is the positive association between
perceived digital security and fraud victimization. Individuals who expressed strong confi-
dence in password requirements, identity verification mechanisms, and overall platform
security were significantly more likely to have experienced digital fraud. This paradox may
be driven by risk-compensation behavior, where users relax vigilance when they believe
security systems are robust, or by cognitive biases such as the illusion of control. It may
also reflect post-victimization learning, as individuals who have already been scammed
become more aware of security features afterward. This dynamic underscores the impor-
tance of designing security systems that promote not only technical protection but also
continuous user vigilance (Brandimarte et al., 2013; Datta et al., 2022; Maini & Sindhi, 2025;
Whitty, 2025).

Interestingly, several demographic and behavioral variables—such as gender, educa-
tion level, daily internet usage time, and perceived benefits like transaction alerts and cost
savings—were not statistically significant predictors of fraud. These findings contradict
earlier assumptions that linked demographic characteristics with differential vulnerability
to cybercrime (e.g., Buse et al., 2024; Dada et al., 2025; Kavvadias & Kotsilieris, 2025).
Consistent with this, Mwiraria et al. (2024) found no statistically significant difference in
the rates of cybercrime victimization between males and females, suggesting that both
sexes are equally at risk. Nonetheless, their research also showed that age and education
level were significantly associated with cybercrime victimization, indicating the importance
of developmental and cognitive maturity in digital risk assessment. Taken together, these
findings emphasize the complexity of cybercrime exposure and the necessity of moving
beyond oversimplified demographic generalizations. Context-specific, data-driven insights
are vital for shaping effective and equitable fraud prevention strategies.



J. Risk Financial Manag. 2025, 18, 671

18 of 22

The discussion highlights the multifaceted nature of digital fraud risk, driven by
a complex interplay of demographics, technology use, and psychological perceptions.
Addressing these risks requires a combination of technical safeguards, user education, and
behaviorally informed policy interventions. As digital transactions continue to grow in
popularity, especially in developing economies, building public resilience to fraud must
become a national priority.

6. Conclusions

This study investigated the demographic, behavioral, and technological determinants
of digital fraud victimization in a developing economy, using empirical data from Thai-
land. The results revealed that digital fraud is highly prevalent, with more than 70% of
respondents reporting personal experience with online scams. Logistic regression anal-
ysis identified age, income, student status, device usage, social media engagement, and
perceived digital security features as significant predictors of fraud vulnerability. Notably,
individuals who believed in the strength of digital security measures—such as identity
verification and login protocols—were paradoxically more likely to experience fraud, sug-
gesting a possible overconfidence effect or reactive security awareness following prior
victimization. This paradox underscores the need for policies and digital literacy initiatives
that address user overconfidence and emphasize careful, informed online behavior, even
when security mechanisms appear robust. Furthermore, iOS users were found to be signifi-
cantly less likely to fall victim, pointing to potential differences in operating-system-level
security. These findings underscore the need for a multidimensional approach to digital
fraud prevention, one that incorporates technological safeguards, behavioral education,
and user-centric design.

6.1. Research Contribution

This study contributes to the understanding of digital fraud victimization in develop-
ing economies by examining how demographic characteristics, behavioral patterns, and
technological factors collectively shape exposure to fraud. Drawing on a large dataset
from Thailand, the findings identify key predictors—including age, income, student status,
mobile-device dependence, and social media engagement—that help explain why certain
population groups are more vulnerable. A distinctive contribution is the identification of a
paradoxical effect in which stronger perceived digital security corresponds with greater
fraud victimization, underscoring the influence of cognitive biases and overconfidence
in digital environments. This insight enriches current discussions on cybersecurity by
highlighting the importance of user psychology and behavioral tendencies in shaping
actual risk.

6.2. Policy Implication

The findings underscore the urgent need for coordinated national action to reduce
digital fraud vulnerability. Public agencies should prioritize continuous digital literacy
and fraud-awareness programs, with targeted interventions for high-risk groups such
as students, young adults, and lower-income users. These initiatives should incorporate
behavioral-science principles to address cognitive biases, including the illusion of control
and risk-compensation tendencies, which can inflate confidence in platform security. Com-
munication strategies must correct misconceptions about digital safeguards by emphasizing
that technical features alone do not eliminate fraud risks. Stronger collaboration among
regulators, digital platforms, telecom operators, and financial institutions is essential to
enhance real-time detection, reporting, and coordinated responses. Financial institutions
and fintech developers should adopt secure-by-design approaches that prioritize user
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comprehension, integrate behavioral cues, and minimize opportunities for error. Addition-
ally, policymakers should update legal frameworks to address evolving scam tactics and
invest in specialized cyber-investigation capacity. Collectively, these actions can mitigate
behavioral vulnerabilities, bridge the gap between perceived and actual digital security,
and strengthen national digital resilience.

6.3. Limitations and Future Research

This study has limitations that suggest directions for future research. First, the use of
convenience sampling may limit generalizability, particularly for underrepresented groups
such as rural residents or those with limited internet access; future studies should employ
more diverse and probabilistic sampling and consider cross-country comparisons in South-
east Asia to enhance external validity. Second, reliance on self-reported data may introduce
recall and social desirability biases; integrating objective measures, such as transaction or
platform-reported data, could improve reliability. Third, the cross-sectional design limits
causal inference; longitudinal studies are needed to examine how security perceptions,
behaviors, and fraud experiences evolve over time. Finally, the absence of interaction
terms highlights the importance of exploring moderating effects between demographic,
behavioral, and perceptual variables—for example, how age or income influences the link
between perceived security and fraud risk. Addressing these limitations can provide more
nuanced, robust, and generalizable insights into digital fraud vulnerability, informing both
theory and practice in cybersecurity.
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