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Abstract: Pervasive sensing with Body Sensor Networks (BSNs) is a promising technology for con-
tinuous health monitoring. Since the sensor nodes are resource-limited, on-node processing and
advertisement of digested information via BLE beacon is a promising technique that can enable a
node gateway to communicate with more sensor nodes and extend the sensor node’s lifetime before
requiring recharging. This study proposes a Dynamic Light-weight Symmetric (DLS) encryption algo-
rithm designed and developed to address the challenges in data protection and real-time secure data
transmission via message advertisement. The algorithm uses a unique temporal encryption key to
encrypt each transmitting packet with a simple function such as XOR. With small additional overhead
on computational resources, DLS can significantly enhance security over existing baseline encryption
algorithms. To evaluate its performance, the algorithm was utilized on beacon data encryption over
advertising channels. The experiments demonstrated the use of the DLS encryption algorithm on top
of various light-weight symmetric encryption algorithms (i.e., TEA, XTEA, PRESENT) and a MD5
hash function. The experimental results show that DLS can achieve acceptable results for avalanche
effect, key sensitivity, and randomness in ciphertexts with a marginal increase in the resource usage.
The proposed DLS encryption algorithm is suitable for implementation at the application layer, is
light and energy efficient, reduces/removes the need for secret key exchange between sensor nodes
and the server, is applicable to dynamic message size, and also protects against attacks such as known
plaintext attack, brute-force attack, replaying attack, and differential attack.

Keywords: temporal encryption key; light-weight encryption; BSNs

1. Introduction

Pervasive sensing with Body Sensor Networks (BSNs) represents the latest evolution
of diagnostic tools from the traditional episodic management to continuous monitoring
of patients’ physical and physiological parameters under their natural conditions. Minia-
turized sensors attached or worn on the user’s body, along with ambient sensors, are a
new generation of computers that can be tailored to tackle healthcare management chal-
lenges. Applications that have been developed include chronic and non-communicable
disease monitoring [1-7], fall monitoring [8-10], emergency care management [11-13],
rehabilitation [14-17], fitness and lifestyle tracking [18,19], and sport performance monitor-
ing [20-22].

Wireless Body Sensor Network (WBSNs) communication technologies are mostly
focused on low cost, low power, pervasive networking, and short-range communication.
Some of the wireless technologies that support the communication between sensor nodes
and gateways are Bluetooth, Bluetooth Low Energy (BLE), Ultra-Wideband (UWB), Zig-
Bee (IEEE 802.15.4), and Z-wave. Each wireless technology has different characteristics
and supports different network topologies, frequencies, and communication ranges. To
understand the security requirements and possible attacks in a pervasive sensing system,
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we need to understand the infrastructure of the network in use as well as device communi-
cation protocols. Figure 1 depicts an overview of a BSN-based pervasive sensing system
architecture. A typical system consists of three network modules: (1) personal area network
(BSN), (2) local area network, and (3) global network. The personal area network is the
network of sensor nodes (e.g., motion, EMG, and ECG) for measuring/monitoring physical
and physiological parameters of a patient. The sensory data or the derived information
will be collected and forwarded to the local area network via the sensor gateways. The
received data will then be transmitted to a server (local or cloud) via the internet gateway.
Users (patients and/or caretakers) are allowed to configure and receive sensor feedback
for patient monitoring and further data analysis at the client side through an application
software. The sensitive medical data that are collected by IoT devices requires privacy and
security to protect the data at different levels of access in the local and public cloud [23].

Personal Area Network Local Area Network Global Area Network
‘/ E)O\ﬂx o= — Server
"o | a—
/ ’c_) \\Q\ <_—€h2 Internet —l>] W  Database
O =@ —= | —> 7] Remote

\ \O,‘V : Qx@ Devices

(@] Sensor Node @ Node Gateway €5 Internet Gateway h\ Wireless Communication

Figure 1. Overview of a typical pervasive sensing architecture.

In general, network attacks can be broadly classified as passive or active [23,24]. In
passive attacks, the main goal of intruders is to monitor, learn, and exploit the information
in the system (e.g., eavesdropping and traffic analysis). In active attacks, the main goal of
intruders is to break into the network to alter system resources (e.g., message corruption,
data modification, and replay attack) or interrupt its operation (e.g., resource exhaustion).
Some of the possible network attacks are as follows:

e  Eavesdropping [25-29]: attackers can capture data packets wirelessly sent from sensor
nodes to understand and use the information;

e Data corruption [26,27,29,30]: attackers may delete partial or entire data making
processing such data packets a waste of resources;

e  Data modification [26,27,29]: attackers modify/remove partial or entire data in the
data packets;

e  Replay attack [30,31]: attackers eavesdrop and intercept data packets and fraudulently
delay or resend them, causing confusion and additional resource consumption;

e Denial of Service (DoS) [30,32]: attackers transmit traffic to overload a machine or
network to make services unavailable for legitimate users;

o  Tracking attack [25]: attackers identify messages from the same origin in order to
collect information about an individual or to trace messages for personal information
such as the sender’s location;

e Impersonation attack [27,29,33]: attackers introduce themselves as one of the legitimate
nodes in a network or in a communication protocol.

While other parts of the network can be protected with generally well-known solutions,
security design for sensor nodes is more challenging. Since a BSN’s sensor nodes constantly
share and transmit sensitive physiological, physical, and/or environmental information
related to an individual to other devices in close proximity (a few meters) and eventually
to the cloud, the privacy and security of the data is a major concern [34-39]. In addition,
the miniaturized sensors have limited resources in terms of computation, battery power,
memory, and network bandwidth [24,40].

To address the resource constraint issues, on-node processing and advertisement of
digested information can be used instead of streaming raw data out of sensor nodes. With
on-node processing and connectionless communication, network bandwidth and battery
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consumption on the sensor node can be significantly reduced. Compared to classic Blue-
tooth, BLE beacons transfer small amount of data at a regular time intervals, thus consume
much less power. In the past, BLE beacons were often used for proximity marketing or
tracking applications. The data packet usually contains an ID with spatial data, status of the
beacon (e.g., beacon temperature, battery status), and in the case of Eddystone beacons, a
URL. However, the trend is changing. The low-power feature of BLE beacon advertisement
is a promising enabling technology for secured transmission of digested sensing data in
wearable and IoT applications. It allows sensor nodes to last weeks, months or even a year
with a button cell depending on the transmission rate.

In the past, most studies on beacon security focused on protection of the sender’s
identity [41-45]. To our knowledge, apart from Google’s Eddystone [43] which applies
the Advanced Encryption Standard (AES) for data encryption in Eddystone-TLM (for
broadcasting telemetry information about the beacon), there is limited or no other work
on secured light-weight encryption of data transmitted via BLE beacon. The problem
with AES is that it is not suitable for implementation on resource-constrained sensor
nodes [46]. Several light-weight data encryptions for IoT applications have been previously
proposed [46-50]; however, they mostly rely on a fixed encryption key, fixed block size,
and key management.

Dynamic encryption [51] can enhance data security by changing the cipher on every
data transaction. BRISK [46], proposed by Dwivedi, uses a cipher with simple operations
but varying cipher specifications selected from a given small pool. The algorithm is de-
signed targeting resource-constrained applications such as RFID tags. Unlike RFID, which
can hold data up to a few thousand bytes, BLE allows a device to broadcast 25~28 bytes of
data (manufacture specific data) depending on the advertising type [52]. BLE beacons may
carry sensory information in a small packet broadcasted at a regular time interval. The
length of the data embedded in each data frame is relatively small and varied depending
on the application or platform. Most existing light-weight encryption algorithms use a
fixed-sized cipher block (i.e., 32, 64, 128 bytes) and require padding unused space for data
encryption. To generate the encrypted data that fits the beacon payload, the block size may
need to be reduced, affecting the security of the encryption.

To enable secure data transmission via BLE beacon, this paper proposes a Dynamic
Light-weight Symmetric (DLS) encryption algorithm for security enhancement of the
existing data encryption algorithms with dynamic temporal encryption keys with small
additional overhead. The contributions of this study are as follows:

o A light-weight cryptography for secure data transmission via BLE beacon that applies
dynamic temporal encryption key generation on top of existing symmetric encryption
algorithms for further security enhancement;

e  Two levels of security for secret key generation based on fixed-node secret key and
random numbers obtained periodically from the server (adjustable security level by
changing the number of bits of random numbers and counters);

e  Support dynamic size of messages without requiring padding (thus saving more
energy compared to a standard block cipher) and yielding cyphertext with the same
size as the input message;

Demonstration of its application across baseline encryption algorithms;
Demonstration of its application on beacon data encryption by assessing its perfor-
mance when implemented in a miniaturized sensor node.

This paper is organized as follows. Section 2 provides a background review of some
well-known symmetric encryption algorithms and existing encryption algorithms for sensor
networks. Section 3 describes the proposed dynamic light-weight symmetric encryption
algorithm. Section 4 demonstrates the experimental setup, results, and cryptanalysis. A
comparative analysis between the proposed algorithm and some of baseline symmetric
encryption algorithms in terms of memory consumption, processing overhead, power
consumption, avalanche effect, key sensitivity, and randomness is presented. Section 5
concludes the paper.
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2. Background and Related Work

In general, cryptographic algorithms can be broadly classified in two categories:
asymmetric key cryptography and symmetric key cryptography [53]. Asymmetric key
cryptography (public key algorithm) uses a key pair, namely, a public key and a private
key. A public key that is used for data encryption is available to everyone. A private key,
on the other hand, is used for generating a digital signature and decrypting the data which
is encrypted by the public key. Symmetric key cryptography (secret key algorithm) uses
the same key both for data encryption and decryption. Symmetric key algorithms typically
consume less resources and are less complicated to implement compared to asymmetric
encryption algorithms [53-56], making them more suitable for resource constrained systems.
Symmetric key algorithms can be classified into stream cipher and block cipher. In stream
cipher, the plaintext is converted to ciphertext one bit or byte at a time. In block cipher,
the plaintext is broken down into fixed size block (i.e., 64 bits) before the conversion is
performed. Although stream cipher is usually faster and requires fewer resources, block
cipher is generally more secure and more popular, as it is highly analyzed and studied by
cryptographers.

In 1994, the Tiny Encryption Algorithm (TEA) [57] was proposed by Wheeler and
Needham based on the 64- or 32-round FN-structure. It uses a 64-bit cipher block and a
128-bit encryption key. TEA is one of the most efficient encryption algorithms in terms of
memory consumption and processing time. Therefore, it can be easily implemented and
integrated with embedded systems [53]. However, TEA is susceptible to attacks such as a
related-key attack. eXtended TEA (XTEA) [47] was proposed to improve the security of
TEA with a more complex key-schedule, shift rearrangement, XORs, and additions.

In 2011, Wenling and Zhang [58] proposed a light-weight block cipher called LBlock.
LBlock uses 32 rounds on a 64-bit block cipher with an 80-bit encryption key length for
encrypting plaintext. The LBlock round function uses SPN with small 4 x 4 S-boxes for the
confusion layer and a 4-bit word permutation layer for diffusion. The 4-bit oriented struc-
ture of LBlock makes it optimal for software and hardware implementation. SIMON [59],
proposed by Ray Beaulieu et al., is a 2n-bits FN-based block cipher with an encryption key
length of nm-bits. The number of rounds for encryption can be varied from 32-72 rounds,
depending on the block and encryption key size. In each round, simple operations such
as bitwise XOR, AND, and circular shift are applied to the block. SIMON is vulnerable to
attacks such as the key recovery attack [60] and differential fault attack [61].

In 2016, Bansod et al. [62] proposed PICO, a compact and ultra-light SPN-based block
cipher, which uses a large number of active S-boxes in fewer rounds to provide protection
against linear and differential attacks. Another SPN-based cipher called SKINNY [63] uses
64- or 128-bit block cipher with 1, 21, and 3n (where n is size of block cipher) encryption key
lengths. The number of rounds varies from 32-56 depending on the block and encryption
key size. The S-box in SKINNY is designed to be compact, and a sparse diffusion layer
with light key scheduling is used. SKINNY is vulnerable to attacks such as the differential
faults attack [64] and impossible differential attack [65]. Li et al. [66] proposed QTL, a
light-weight block cipher that improves the slow diffusion in traditional FN structures by
changing all the block messages in each round. The fast diffusion of SPNs has improved
the security of QTL; however, it is still not secure against differential and linear attacks [67].

In 2017, GIFT [68] was proposed to overcome the weakness of PRESENT. Based on
PRESENT, it introduces permutation in conjunction with the Difference Distribution Table
(DDT)/Linear Approximation Table (LAT) of the S-box [68]. GIFT is still vulnerable to
attacks such as the related key attack [69], a side channel attack, and chosen plaintext
attack [70]. Usman et al. [49] proposed the Secure IoT (SIT) algorithm for light-weight
encrypted communication between IoT devices. SIT uses a mixture of FN and uniform
SPN to encrypt a cipher block with a key size of 64 bits. SIT uses five-round encryption
with five different keys. To improve the energy efficiency in each round, 4-bit mathematical
functions are used to apply confusion and diffusion in the block cipher. LiCi [71], proposed
by Patil et al., is a FN-based block cipher with a small footprint area that uses only 1153 GEs
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(Gate Equivalents). The design of the key scheduling is inspired by PRESENT. It uses 4-bit
S-boxes with operations such as XOR and left and right circular shift for data encryption.

In 2019, Sehrawat and Gill [50] proposed a FN-based block cypher called BRIGHT
for resource-constrained IoT-enabled applications. It supports 64-bit and 128-bit block
ciphers with an encryption key size ranging from 80 to 256 bits. It uses 32 to 37 rounds for
encrypting a plaintext, depending on the cipher block and encryption key sizes. In each
round, BRIGHT uses addition, rotation and XOR (ARX) operations, pre-key whitening, and
a round of premutation to achieve fast diffusion and small code size. Aboshosha et. al. [72]
proposed the Simple Light-weight Encryption Algorithm (SLEA), which uses compact
S-boxes for achieving confusion and diffusion. It uses operands such as XOR, addition, and
subtraction operations in each round to encrypt the data.

There are several recent research studies on light-weight cryptography algorithms.
Thabit et al. performed a validation study on a new light-weight cryptographic algorithm
(NLCA) [73] with general symmetric algorithms such RC4, HIGH, SF, AES, SIT, and DES for
data transmission in cloud services. The results show that NLCA has the smallest execution
encryption/decryption time and lower memory usage. However, there was no report on its
performance on a sensor device with limited computational resources. Kumar V G et al. [74]
proposed the BRISI light-weight algorithm, which is based on ARX (Addition-Modulo
Rotation and XOR) operation, FN-structure, and a combination of BRIGHT and SIMON
algorithms. Sophia et al. [75] proposed a fused secure and fuzzy combination framework
over AES to improve privacy against unauthorized unknown access.

Many studies have focused on novel key generation methods. Mousavi et al. [76]
proposed a hybrid model by using ABC (Artificial Bee Colony), ECC (Elliptic-Curve Cryp-
tography), and SHA256 (Secure Hash Algorithm 256) to enhance data security in IoT
applications. By generating a private key using an ABC genetic algorithm, encryption
execution time was 52.31% lower than the RSA-AES method and total throughput could be
increased over 50% both for encryption and decryption. Al-Husainy et al. [77] proposed
a light-weight cryptography algorithm using the deoxyribonucleic acid (DNA) sequence
for generating random encryption keys. This algorithm demonstrates better performance
compared to AES in terms of execution time and immunity for statistical attacks. Sivasan-
gari et al. [39] proposed the SPECG encryption algorithm, which generates a unique 256-bit
encryption key based on ECG data and applies RC7 [78] for data encryption. Key gen-
eration using either a genetic algorithm or a DNA sequence can exhaustively consume
computation resources and may not be suitable for on node implementation.

BRISK [46] is a FN-based block cipher that provides extra security with a dynamism
concept. Designed for resource-constrained devices, instead of selecting a cipher from a
large pool of ciphers [51], BRISK uses the same cipher with varying specifications selected
from a small pool (e.g., number of rounds and cipher components) during encryption for
each session. It uses a block size of 2n (where word size n is 16 bit) with an encryption
key size of 80 bit. BRISK uses four S-Boxes with a size of 4-bit for confusion, and a 16-bit
permutation layer for diffusion. The simple operations make it energy-efficient. However,
relying on the small pool of specifications for encryption, an attacker might use a dictionary
attack to achieve the necessary parameters to decrypt the transmitted messages.

Table 1 summarizes some of the existing light-weight block-based symmetric key
encryption algorithms. Most of the existing encryption algorithms provide security for
connection-oriented communication. To enhance the security of the network, a schedule
for exchanging an encryption key is frequently required.
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Table 1. Summary of some of the existing light-weight symmetric block cipher algorithms based on
substitution—permutation network (SPN) and Feistel network (FN).

Block Size Number of

Encryption Algorithm Tech Key Size (bits) (bits) Rounds Possible Attacks
TEA [57], 1994 FN 128 64 32,64 Equivalent keys attack [79]
Related-key rectangle
XTEA [47], 1997 FN 128 64 32,64 attack [80]
PRESENT [48], 2007 SPN 80,128 64 31 Saturated, weak key, and
linear attacks
LBlock [58], 2011 FN 80 64 32 Saturated attack [81]
Key recovery attack [60],
SIMON [59], 2013 FN 64-256 32-128 32-72 differential fault attack [61]
PICO [62], 2016 SPN 128 64 32 -
Differential faults
SKINNY [63],2016 SPN n, 2n, 3n 64,128 32-56 attacks [64], impossible
differential attacks [65]
QTL [66], 2016 FN 64,128 64 16,20 Differential and linear

cryptanalysis attack [67]

Related key attack [69], side
GIFT [68], 2017 SPN 128 64,128 28, 40 channel attack, and chosen
plaintext attack [70]

SIT [49], 2017 SPN, FN 64 64 5 -
LiCi [71], 2017 FN 128 64 31 -
BRIGHT [50],2019 FN 80-256 64,128 32-37 -
SLEA [72], 2019 FN 2n n m
NLCA [73], 2021 SPN, FN 128 128 10-20 -
SPECG [39], 2021 FN 256 256 0-255 -
BRISK [46], 2021 FN 80 2n 32 -

3. Dynamic Light-Weight Symmetric Encryption Algorithm

This section describes the proposed dynamic light-weight symmetric encryption algo-
rithm and the parameters used for algorithm evaluation. The algorithm was designed for
connectionless communication between sensor nodes and node gateways. The algorithm
involves three types of keys, i.e., the master key, the node secret key, and the temporal
encryption key. The master key and device information will be used to generate node
secret keys for each device. Instead of scheduling encryption key exchange, a temporal
encryption key can be dynamically generated from a node secret key, a counter, and a
random number. Details of the proposed light-weight symmetric encryption algorithm are
as follows.
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3.1. Key Generation

Master key generation: a master key can be generated by passing a random long string
through a hash function (e.g., MD5, SHA-1, or SHA-2), as shown in Figure 2. A master key
can be shared among a group of sensors. The master key(s) must be kept in a secure place
and only authorized people can have access to the key(s).

Hash
Function

Long String —> —> Master Key

Figure 2. Master key generation.

Node secret key generation: Figure 3 shows an overview of the node secret key
generation and management process. A node secret key for each sensor can then be
obtained by applying a hash function on a string of a master key and a unique sensor’s
information (e.g., MAC address). The node secret key can be generated for each device and
stored at the server for encryption key generation as messages arrive from each node. On
the sensor side, the node secret key can be generated and preloaded onto the sensor node
(e.g., embedded in sensor firmware) or periodically obtained from the server.

Server Key Management Table
MAC Addr |Node Secret Key

Master Key —> Hash
MAC Addr ——>| Function

—> Node Secret Key —>

Embedded in Sensor Firmware

Figure 3. Node secret key generation.

Temporal encryption key generation: To prevent brute-force attacks and message
replay, the proposed algorithm uses different encryption keys for ciphering consecutive
messages. These “temporal” encryption keys are generated by applying a hash function on
a concatenation of a node secret key, a random number, and a counter value, as depicted
in Figure 4. Each message will be encrypted with different temporal encryption keys,
which are changed with respect to the updated counter value. The hash function used
for generating temporal encryption keys must use as little resources as possible. The
possible combinations of temporal encryption keys depend on the number of bits used
for counter representation. For instance, if a sensor broadcasts messages at a rate of 1 Hz,
the temporal encryption keys will be reused after 12 and 194 days with 20-bit and 24-bit
counters, respectively. Reuse of temporal encryption keys (i.e., after 12 or 194 days) is
vulnerable to a key replay attack. Attackers could recover the temporal encryption key
using pairs of known plaintexts and known ciphertexts and create a dictionary table of the
temporal encryption keys associated with the counters. Implementing key management
on the miniaturized sensor node can be computationally expensive. With constraints on
power consumption, a light-weight mechanism such as random number exchange between
the node and the server is used. The node random number can be updated and exchanged
between the sensor and server before the exhaustion of the counter number, so that the
temporal encryption key will never be reused.
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Plaintext
Node Secret Key ——>
Node Random Num — > Hash Temporal Encryption
Function | Encryption Key
C
ounter 6
e e e e e eeeeceaa e £>| Counter Ciphertext

Figure 4. Temporal encryption key generation and message encryption.

3.2. Message Encryption/Decryption

The security of the proposed dynamic light-weight encryption algorithm relies on
the generation of a unique encryption key for each message transmission. To address
the resource constraint issue at the sensor node, a simple XOR function is used for data
encryption at the sensor. The advantages of XOR encryption are (1) very low resource
requirement and (2) suitability for different data sizes (no restriction on block size as in
most block cipher symmetric algorithms). In addition, since the sensor may use only a
part of a temporal encryption key to encrypt a message, it is more difficult for attackers to
regenerate the keys and/or recover the messages. The sensor sends the counter value along
with the ciphertext to a sensor gateway. The sensor gateway encapsulates the received
information along with additional information (e.g., timestamp, RSSI, and sensor MAC
address) and securely forward the packet to the server.

At the server, when an encrypted message is received, a sensor’s specific information
(i.e., MAC address) is used to look up the node secret key associated with the source node.
The server uses the node secret key, the random number, and the counter value in the
received packet to generate a temporal encryption key with a hash function. The temporal
encryption key can then be used for decrypting the ciphertext. Figure 5 shows the message
decryption process when a packet is received at a server.

Received Packet at Serv:/_7

Timestamp| RSSI| MAC Addr Counter Ciphertext
S — ——
MAC Addr |Node Secret Key $
— T I
_ —> Node Secret Key =~ —>> Has!\ = rem:o;aK Decryption [—{> Plaintext
Node Random Num ——> Flngtion cryption Rey

Server Key Management Table

Figure 5. Server/cloud decryption process.

3.3. Evaluation Parameters

To evaluate the performance of the proposed DLS encryption algorithm, the following
security criteria and performance metrics are considered:

3.3.1. Security Criteria

e  Avalanche effect: in cryptography, the avalanche effect is a desirable property. It refers
to changes in the output of the algorithm (ciphertext) when a small change is made (i.e.,
flipping a single bit) either on an encryption key or a plaintext. The avalanche effect
can be measured using Equation (1). A good cipher should always have at least 50%
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change in ciphertext bits with even a one-bit change in a plaintext or an encryption
key [82]. This implies that the encryption algorithm can resist most possible attacks.

Number of changed bits in ciphertext

Avalanche Effect (AE) =
valanche Effect (AE) Number of bits in ciphertext

x 100 1)

e Randomness: a randomness test can be used to determine the randomization in
ciphertexts based on their diffusion characteristics. To pass the randomness test, there
should not be any form of input/output relation in the cipher. The distribution of the
number of zeros and ones in ciphertexts can be observed to check the randomness in
ciphertexts.

3.3.2. Performance Metrics

e  Memory consumption (byte): more memory used by an application running on a
sensor usually leads to higher power consumption. In this study, memory usage is
measured in terms of code size and RAM in use for encrypting a plaintext.

o  Execution time (second): the time required to encrypt a plaintext. Longer execution
time implies higher power consumption and a delay in data transmission. In a real-
time system with a low data latency requirement, encryption with lower execution
time is preferred.

e Power consumption (mV /hr): a sensor with low power consumption has a longer
battery-life and does not require frequent recharging.

4. Experiments and Results
4.1. Experiment Setup

The proposed DLS encryption algorithm adds additional security on top of existing
light-weight encryption algorithms and does not change the core functions of the encryption
algorithms used. To evaluate the performance of the proposed DLS encryption algorithm
over light-weight encryption algorithms, we implemented the proposed DLS encryption
algorithms using TEA, XTEA, PRESENT, and MD?5 as hash functions for the temporal
encryption key generation step. To generate temporal encryption keys, we used a 128-bit
node secret key and a 64-bit input generated based on a concatenation of the sensor MAC
address and a 16-bit counter, as shown in Figure 6. Seven algorithms were compared,
namely, (1) PRESENT, (2) XTEA, (3) TEA, (4) DLS over PRESENT (DLS-PRESENT), (5) DLS
over XTEA (DLS-XTEA), (6) DLS over TEA (DLS-TEA), and (7) DLS over MD5 (DLS-MD5).
All the encryption algorithms were implemented on a 64-bit processor in C language. The
experiments were performed on a MacBook Air with a 1.7 GHz dual-core Intel Core i7
processor and 4 GB of RAM.

Node Secret Key ——>

Hash Temporal
Function Encryption iey
MAC Addr —> . —>

Function
Counter e

Figure 6. Temporal encryption key generation using a symmetric encryption algorithm (i.e., XTEA).

In another experimental setting, the TEA, XTEA, and DLS over XTEA (DLS-XTEA)
algorithms were implemented on the AiR (Autonomous intelligent Recognition) node [83]
for power consumption evaluation. The AiR node, as shown in Figure 7, is a miniaturized
wearable activity and behavior monitoring sensor for elderly care, fall prevention, and
chronic disease management. The sensor is embedded with a motion sensor, a 70 mAhr
Lithium-ion battery, and the nRF51822 chipset, which supports the use of Bluetooth Low
Energy (BLE) for wireless communication. In our study, the AiR node performed on-node
processing and broadcast a 15-byte data packet via advertising channels at a rate of 0.5 Hz.
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The data packet contained 48 bits of inferred user information, a 16-bit counter, and zero-
paddings. Since the advertising channel is not designed for sensitive data transmission, an
encryption algorithm was applied for data protection. To measure power consumption,
the on-board function was used to obtain the voltage level. The same AiR node was fully
charged and kept in the controlled environment for all the experiments. To ensure a similar
starting voltage level, data collection started when the battery voltage was reduced to
4.1 volts and left for 48 h before the battery voltage level was reassessed. A fixed secret
key of 128 bits was used for encrypting a 64-bit plaintext. For smaller data sizes, the input
requires padding with random numbers. In our study, the 48-bit data were padded with
random numbers to make a plaintext of 64 bits.

Figure 7. AiR node for monitoring activity and behavior parameters of patients.

4.2. Experimental Results
4.2.1. Security Criteria

In this section, we evaluate if the seven algorithms pass the strict avalanche criterion,
i.e., plaintext sensitivity test, key sensitivity test, and randomness test.

Plaintext Sensitivity Test: Table 2 demonstrates a specific example of how the avalanche
effect is measured when a one-bit change is made on a plaintext. The seven encryption
algorithms were applied using a 128-bit node secret key on a plaintext and its one-bit
modified version. The number of bits changed between the two ciphertexts were calcu-
lated by the sum of their XOR result. For each algorithm, the process was repeated over
50,000 random plaintexts. Table 3 shows a summary of average number of bits changed
and avalanche effect due to a one-bit change over all the random plaintexts (The 128-bit
secret encryption key is fixed to 0x000041A7 10D63AF1 60B7ACD9 3AB50C2A). The results
show that approximately half of the ciphertext bits are changed and ~50% avalanche effect
values are obtained on average for all algorithms.

Key Sensitivity Test: An algorithm is key sensitive if retrieving a plaintext is not possi-
ble even with a one-bit change in the original encryption key. To measure key sensitivity,
the avalanche test is used to observe the changes in ciphertext [50]. Table 4 demonstrates a
specific example of how the avalanche effect is measured when a one-bit change is made
on the encryption key. Table 5 shows the summary of the average number of bits changed
and the avalanche effect due to a one-bit change over all the random encryption keys (The
plaintext is fixed to 000000000 00000000). The results show that approximately half of the
ciphertext bits are changed and ~50% avalanche effect values are obtained on average for
all algorithms.
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Table 2. Avalanche effect calculated when a one-bit change is made on a specific plaintext.

Encryption Algorithm Plaintext Ciphertext Bits Changed Avalanche Effect
0x1089e85d 077ed1be o
PRESENT 0x4c07946e f36dac79 36 56-25%
0xC0037A37 6BC98019 o
XTEA 0x4EQF748A 96239243 33 51.56%
0xDF6F3D7E 722BCE66 o
TEA 0xB1218894 9A57CB71 3 53.12%
0x00000000 4431B782 0 xefbc5£36 d12fc516 o
DLS-PRESENT 0%00000000 4431B783 0% d486981b 2836795¢ 3 54.68%
0x6AB29657 EZDBE6C5 o
DLS-XTEA 0x 168FF88F 16114132 3 60.00%
0x8cefad414 fa32ba72 o
PLSTEA 0x0548e8bc d1b1505e 2 45:31%
0xc665c7f4 d0f0993a o
DLS-MD5 0x£39b4a36 9ef7d0cd 3 54.68%
Table 3. A summary of average number of bits changed and avalanche effect measured over 50,000
random plaintexts.
Encryption Algorithm Average Bits Changed Average Avalanche Effect
PRESENT 32.01 50.01%
XTEA 32.00 50.00%
TEA 31.96 49.95%
DLS-PRESENT 31.98 49.98%
DLS-XTEA 32.01 50.01%
DLS-TEA 32.00 50.00%
DLS-MD5 31.98 49.97%
Table 4. Avalanche effect calculated when a one-bit change is made on a specific encryption key.
Encryption Algorithm Encryption Key Ciphertext Bits Changed Avalanche Effect
0xa6096f79 60a39158 o
PRESENT 0x cbb6a496 0748710 4 64.06%
0x322E8C81 A941DA47 o
XTEA 0x47892894 E99202F3 37 46.87%
TEA 0x000041A7 10D63AF1 0xE7239A15 7C4601DD 25 39.06%
60B7ACD9 4431B782 0x95AB191E CCD20FC3
0x5611add9 e3cf63ec o
DLS-PRESENT 0x000041A7 10D63AF] 0%00af538 ddeb18660 39 60.93%
60B7ACD9 4431B783 0x9fe73cda 5046966¢ o
DLS-XTEA 0% £69477¢6 27cc670b 3 54.68%
0x3dda8056 4c345547 o
DLS-TEA 0xabb8187c 2aal5d37 2 39.06%
DLS-MD5 0x fe3ba2d6 43541e23 25 39.06%

0x6b05a37d 40778e7b
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Table 5. A summary of the average number of bits changed and the avalanche effect measured over
50,000 random encryption keys.

Encryption Algorithm Average Bits Changed Average Avalanche Effect
PRESENT 32.03 50.04%
XTEA 32.01 50.01%
TEA 32.00 50.01%
DLS-PRESENT 31.97 49.96%
DLS-XTEA 31.97 49.95%
DLS-TEA 31.99 49.98%
DLS-MD5 31.97 49.96%

Randomness Test: Table 6 shows the average number of ones and zeros resulting from
the ciphertexts generated during the plaintext sensitivity and key sensitivity experiments.
The average number of zeros and ones for a cipher block of 64 bits in each experiment
was approximately ~32 bits (i.e., ~50% chance of occurrences for both zeros and ones) for
all seven algorithms. The results indicate that there is no pattern (unpredictable) in the
ciphertexts. Therefore, even with simple XOR encryption with temporal encryption keys,
DLS will generate very secure ciphertext.

Table 6. Average number of zeros and ones in 64-bit ciphertext block when there is a single-bit change
in plaintext (plaintext sensitivity) and key (key sensitivity).

E . Plaintext Sensitivity Key Sensitivity
ncryption
Algorithm Average Number of Average Number of
Zeros Ones Zeros Ones
PRESENT 31.97 32.02 32.02 31.97
XTEA 31.97 32.02 31.98 32.01
TEA 31.99 32.00 31.97 32.02
DLS-PRESENT 31.99 32.00 31.99 32.00
DLS-XTEA 31.99 32.00 32.01 31.98
DLS-TEA 32.00 31.99 32.00 31.99
DLS-MD5 31.97 32.02 32.01 31.98

4.2.2. Resource Consumption

Figure 8a,b show memory consumption (code size and RAM), and execution time
during the encryption process, respectively. The results show that the TEA encryption
algorithm uses the lowest resources, while DLS-MD5 uses the highest memory resources
compared to other algorithms. Applying DLS over TEA, XTEA, and PRESENT adds
on average an additional ~694 bytes to the code size, ~2% more RAM, and ~3% longer
execution time compared to the original encrypting algorithms.

4.2.3. Power Consumption

From the above results, we observe that (1) DLS-XTEA adds only slight overhead
compared to TEA in a trade of higher security, (2) DLS-MD5 uses 2.27 times more memory
resources and has a 2.37-times longer execution time compared to DLS-XTEA, and (3) DLS-
PRESENT uses 1.6 times more memory resources and has a 13.5-times longer execution time.
Taking the data latency, security, and memory constraints into consideration, DLS-XTEA
appears to be a suitable candidate for enhancing security in pervasive sensing applications
and was explored further for power consumption evaluation. Table 7 shows the power
consumption required for encrypting a plaintext on an AiR node. The results show that
DLS-XTEA uses approximately 8.83% and 5.66% more battery power compared to the TEA
and XTEA algorithms, respectively. The AiR node with DLS-XTEA implementation can
continuously broadcast data at a rate of 0.5 Hz for 7 days without recharging.
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Figure 8. The average resource consumption for different encryption algorithms. (a) Code size and
memory, and (b) Execution time.

Table 7. The power consumption on an AiR node for different encryption algorithms.

Encryption Scheme DLS-XTEA TEA XTEA
Power consumption (mV /hr) 6.16 5.66 5.83

4.3. Cryptanalysis

In this section, we will analyze the strength of the proposed DLS encryption algorithms
against different types of attacks.

Brute-force attack (exhaustive search): this type of attack checks all possible keys until
the correct key is founded. In symmetric encryption algorithms, a secret key size will
determine the feasibility of this attack. The number of attacks for a key with a length of k

will be 2F to break the ciphertext with the algorithm complexity of O (2") . Our proposed

DLS encryption algorithm uses temporal encryption keys for encrypting messages. The
temporal encryption key is generated by using a random number and a counter. Since the
random number of length r is secret, the brute-force attack for DLS encryption algorithm

with the encryption key of size k will have the complexity of O (Z’k ) . The brute-force attack

must finish within a short period of time (repeated counter duration).

Replay attack: the attacker delays or reuses the same messages transmitted to a
receiver; since messages are correctly encrypted, the receiver might treat the messages
as correct requests. Our proposed DLS can detect and prevent replay attacks. Since the
DLS encryption algorithm uses a unique temporal encryption key for encrypting each
transmitted message, and each message include a timestamp and a checksum, the receiver
can detect and prevent the replay attack using the information.

Differential attack: when ciphertexts show non-random behavior, attackers can find
the relationship between plaintexts and ciphertexts to recover the encryption key. The
experiment result in Section 4 shows that our proposed DLS encryption algorithm achieves
~50% SAC on average and the distribution of zeros and ones on ciphertext is ~50%. Since
our proposed algorithm uses a different temporal encryption key to encrypt each message,
it would be difficult to recover the relationship between plaintext and ciphertext.

Eavesdropping: the rate of message transmission and the size of ¢ determines the
time period attackers require to collect all the ciphertext from a specific node for further
analysis. With the specific node secret key (and node random number), the strength of the
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encryption algorithm is further enhanced, as collecting messages from a different node will
not directly contribute to the analysis of the secret key of another node.

Data modification/data corruption: when a bit in the ciphertext is modified, ~50%
of bits in the decrypted message will also be modified and make the decrypted message
uninterpretable. Malicious attackers may also modify counter values in the packet, causing
synchronization problems. The server can detect data modification/data corruption when
the decrypted message falls out of the expected pattern. Prevention of such attacks, how-
ever, needs to be handled with other security schemes (e.g., adding authentication to the
communication).

Known plaintext attack: an attack model where both the plaintext and ciphertext
are known to attackers [84]. DLS uses different temporal encryption keys per message,
which are both secret and random. As a result, encrypting a number of the same plaintext
will give different unpredictable ciphertext every time. Even if the attacker can recognize
the temporal encryption key, only one key is compromised. It is very difficult to work
backwards to retrieve the random numbers and node secret keys.

Denial of Service (DoS): An attack model where attackers transmit traffic to overload a
machine or network to make services unavailable for legitimate users. In BSNs, wireless
sensors normally have a short range of communication (a few meters) to the sensor gateway.
The other parts of network, such as connections between gateways and the server, are
protected with standard security techniques, which are not within the scope of this study. If
the server detects a problematic sensor—for example, the sensor’s transmission rate being
too high—the specific sensor can be blocked at the gateway where the attack is detected.
Unless the messages are from the same gateway, which means the attacker is in the vicinity
of the sensor node, the original node will not be affected.

Secret key generation in DLS is designed to have two levels of security. The node secret
key is fixed and embedded in the firmware. Physical security can be achieved by sealing
the circuit with some coating material. This makes the node secret key extremely difficult
to retrieve, since when the attacker opens the coating, the circuit will also be destroyed. The
random number, on the other hand, is changed periodically. The random number is a part
of the key dynamic that helps to prevent dictionary attack and replay attack of the secret
key. If the random number is compromised, the node secret key still provides another layer
of security.

In the proposed DLS algorithm, the level of security can also be adjusted as needed by
changing the numbers of node random number bits and counter bits. To achieve higher
security, node random number bits can be increased and counter bits can be reduced (which
causes the exchange of random numbers with the server to avoid repeated use of keys
and counter combinations for data encryption). This increases the total bits of secret key
(node secret key bits + node random bits) and decreases the time duration opportunity,
determined by the number of counter bits, to break the key. To compromise the security
of the DLS algorithm, attackers need to recover the random number as well as the node
secret key.

In dynamic key cryptography, each dynamic key is used to encrypt only one message.
This makes it extremely difficult to analyze encrypted messages for common patterns to
break the cryptography. However, in the case that the same known plaintext is repeatedly
sent, attackers have a higher chance to derive dynamic encryption keys and eventually
use a dictionary attack to derive the secret key. Once the secret key is known, attackers
will be able to derive the next dynamic encryption keys in the sequence and break the
cryptographic system.

The length of the counter and the speed of the message transmission determines how
fast the dynamic encryption keys in the sequence are used up. As in other dynamic key
cryptography, the risk of hijacking is higher when the counter is repeated. Therefore, the
secret key needs to be updated, for example, by exchanging the node random number with
the server regularly to avoid reusing dynamic encryption keys. Secure key exchange with
the server to generate a new dynamic key sequence can incur considerable overhead and
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power consumption. A possible trick is to perform key exchange between a sensor node
and a server during the charging period. The key exchange with the server can either be
implemented on the charging device and the key transferred to the sensor node during
charging, or charging is used to trigger the key exchange (during charging the node should
have sufficient power to complete the task).

5. Conclusions and Discussion

In this paper, we proposed a Dynamic Light-weight Symmetric (DLS) encryption
algorithm for secure data transmission via BLE beacon. We implemented our proposed
algorithm on AiR nodes that utilize an advertising channel to transmit the on-node pro-
cessed data to the cloud server. The proposed algorithm can use any light-weight hash
function or light-weight encryption algorithm to generate temporal encryption keys for
plaintext encryption on the sensor node. The temporal encryption keys are dynamically
generated from the node secret key, the counter, and a node random number. The number
of bits in the random number and counter can be adjusted to obtain the needed security
level. The random number can be exchanged between the node and the server periodically
to avoid reusing temporal encryption keys. In addition, we demonstrated the use of a light-
weight encryption algorithm as a hash function instead of a standard hashing algorithm
(such as MD5) to further optimize computational resources. The experiment results show
that the proposed DLS algorithm over existing light-weight hash functions or symmetric
encryption algorithms is able to satisfy the test for strict avalanche criterion (i.e., ~50%),
the plaintext sensitivity test, key sensitivity test, and randomness test with a marginal
increase in resource usage. Applying DLS over TEA, XTEA, or PRESENT adds an average
of ~694 bytes to code size, uses ~2% more RAM, and requires a ~3% longer execution time
compared to the original encrypting algorithms. Experimental results on an AiR node show
that DLS-XTEA uses approximately 8.83% and 5.66% more battery power compared to
the TEA and XTEA algorithms, respectively. It only adds a small amount of overhead to
the existing base encryption algorithms to effectively protect the data against attacks such
as brute-force attack, replay attack, differential attack, and known plaintext attack. The
proposed encryption algorithm is light, energy-efficient, and suitable for implementation
at the application layer to achieve a significantly higher level of security for pervasive
sensing applications.
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