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Abstract

Slowloris is a well-known application-layer Denial of Service (DoS) attack that is challeng-
ing to detect due to its low-rate nature, allowing it to blend with legitimate traffic and
remain unnoticed. Our hypothesis is that deliberate prolongation of the pre-authentication
stage in stateful protocols induces unnecessary CPU utilization. In this study, we repurpose
Slowloris as an energy-oriented (E-DoS) attack that exploits pre-authentication statefulness
of the most prevalent remote access protocols, the Secure Shell Protocol (SSH) and File
Transfer Protocol (FTP). We employ a Raspberry Pi-based experimental setup with different
software implementations of the mentioned protocols to validate our hypothesis. Our
experiments confirm the susceptibility of SSH and FTP to Slowloris E-DoS attacks, and
we quantify the consequential impact on power consumption. We find that the Slowloris
E-DoS attack exhibits an asymmetrical nature, causing a disproportionate computational
demand on victim systems compared to the resources invested by the attacker. The results
of this study indicate that battery-powered single-board computers (SBCs) are critically
affected by these attacks due to their limited power availability. This research demonstrates
the importance of understanding and mitigating Slowloris E-DoS vulnerabilities in the SSH
and FTP protocols, offering valuable insights for enhancing security measures. Our findings
show that millions of SBCs worldwide may be at risk and highlight a deeper structural
weakness: the stateful design of widely deployed protocols can turn service availability
into an energy liability. This systemic risk extends beyond SSH and FTP, with implications
for IoT devices and backends that depend on stateful communication protocols.

Keywords: Raspberry Pi Security; protocol security; IoT power consumption; low-rate DoS;
E-DoS attack; SSH; FTP; slowloris attack

1. Introduction
Denial of Service (DoS) attacks aim to degrade the quality of the targeted service or

cause a complete outage by depleting the crucial resources required to run the service. These
resources include network and system aspects, such as bandwidth, number of connection
slots, CPU usage, and available memory. A distributed variant of DoS attacks, where the
attacks are simultaneously launched from many sources, is called Distributed Denial of
Service (DDoS) and presents an even more severe threat than the DoS attacks. In the context
of the expanding Internet of Things (IoT) paradigm, which refers to the interconnected
network of physical devices embedded with sensors and software for data exchange, the
impact of such attacks can disrupt network functionality and degrade service quality [1].
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As IoT devices become more integrated into critical infrastructure, the potential for DoS
and DDoS attacks increases significantly due to the high level of connectivity involved [2].

Some of the most challenging-to-detect DoS attacks are low-rate due to their ability to
blend with legitimate traffic and remain under the radar on the network level [3]. Among
such attacks is an application layer attack called Slowloris [4], which creates and maintains
many connections with the targeted service indefinitely. The attack initiates incomplete
requests and periodically sends keep-alive headers to prevent the server from releasing the
connections. Therefore, Slowloris keeps the victim’s threads assigned to the connections
busy, making the server unable to handle new connections once it runs out of threads. Once
the server cannot process new connections, there is a service outage for legitimate users.
Slowloris is known for its effectiveness and stealthy nature, allowing it to go undetected by
many traditional defense mechanisms [5]. Such properties form an ideal attack vector for
the potential adversaries.

There is a grey area between the legitimate operating state and the service outage
state of the targeted service caused by DoS attacks. Inside that area is an ongoing DoS
attack where the service is still available. If the attacker intentionally keeps the attack
inside this area, an Energy-oriented DoS (E-DoS) attack may occur [6]. The goal of E-DoS
attacks is to maximize the victim’s power consumption, which in the case of IoT may
last indefinitely, as the attacks are often discovered only after service outage [7]. In the
case of targeting a battery-powered device, such an attack would result in an outage of
all services once the battery is drained. Additionally, the increased frequency of battery
replacements significantly raises operational costs, which may occur up to 50 times more
often, as demonstrated in Narrowband-IoT devices by a decrease in battery lifespan from
17 years to just four months [8].

In this study, we exploit and analyze an E-DoS vulnerability in the ubiquitous remote
access protocols called Secure Shell Protocol (SSH) and File Transfer Protocol (FTP). Ac-
cording to Shodan [9], there are currently over 26 million devices on the public internet
across the globe using SSH protocol and 3.3 million using FTP. SSH and FTP can serve
multiple users simultaneously, and they rely on username and password authentication
by default, which makes them an ideal target for Slowloris attacks. To exploit this, we
set up corresponding SSH and FTP servers on a community-accepted, widely available
off-the-shelf device, Raspberry Pi 4B.

The Raspberry Pi is a series of small, single-board computers (SBC) developed by the
Raspberry Pi Foundation [10]. Raspberry Pi’s appeal lies in its affordability, compact design,
General Purpose Input/Output pins, low power demand, and extensive software support.
There are also many battery packs available for it to allow for remote deployment. Therefore,
Raspberry Pi finds applications across various fields and industries. Its compact form factor
and low power consumption make it ideal for embedded systems and applications, where
it can monitor environmental data, control appliances, or facilitate communication between
devices [11]. Raspberry Pi commonly utilizes the Raspbian operating system, a Debian-
based Linux distribution optimized for the platform. It is also important to mention
Raspberry Pi security concerns, as it is vulnerable to many threats, among which our study
focuses on DoS attacks. The Raspbian operating system lacks built-in virus protection and
an intrusion detection system (IDS), making it susceptible to DoS attacks [12]. Raspberry
Pi sales increase annually as nearly 50 million devices were manufactured up to mid-2023
(Figure 1). In 2023, the manufacturer was set to reach consistent production of a million
devices a month [13]. Hence, we opted for Raspberry Pi in this study to experimentally
validate our hypothesis, as the results may impact millions of users as well as other Linux-
based SBCs using the same software.
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Figure 1. Cumulative Raspberry Pi production numbers [14–17].

In this paper, we repurpose Slowloris as an E-DoS attack targeting the most common
remote access protocols, and we explore its impact on the victim’s power consumption.
Our study encompasses a widely adopted hardware device, the Raspberry Pi, used by
millions worldwide, utilizing the ubiquitous software implementations of the SSH and
FTP protocols. Therefore, our study is representative of real-world scenarios affecting a
substantial user base. The main contributions of this paper are the following:

• We identify an E-DoS threat that potentially affects millions by repurposing the
Slowloris DoS attack. Furthermore, we empirically showcase and analyze this difficult-
to-detect threat that arises from the vulnerabilities in the FTP and SSH application-
layer communication protocols.

• We experimentally validate the hypothesis using a Raspberry Pi SBC and quantify the
identified threat’s effects on the victim’s power consumption.

• Based on the obtained results, we propose mitigation strategies urging both the
industry and the research community to investigate E-DoS attacks further.

2. Background and Related Work
This section explains common terminologies and discusses the related work covering

DoS, DDoS and E-DoS attacks, Slowloris attacks, FTP and SSH protocols, and their vulnera-
bilities. Additionally, we discuss the characteristics and prevalence of the hardware and
software covered by this study. The need to address DDoS attacks against IoT devices is
critically emphasized in recent research. IoT devices, due to their limited computational re-
sources, are particularly vulnerable to DDoS attacks, making effective defense mechanisms
essential [18]. Furthermore, detection of attacks against authentication protocols is still an
open issue [19]. These statements can be further extended to E-DoS attacks alike since they
can be interpreted as limited-intensity DoS and DDoS attacks.

2.1. E-DoS Attacks

E-DoS attacks’ effects in a cloud environment were demonstrated in [6], where, in
addition to power consumption, these attacks caused the occupation of additional cloud
resources, resulting in increased operational costs. The adverse effects of network-based
DoS attacks causing fraudulent energy consumption were explored in [20]. The attacks
affected energy costs, increased greenhouse gas emissions, and caused increased operating
temperatures. Increased temperatures reduce the chip’s lifetime determinism in compu-
tational operations and require more power to dissipate the heat. In the case of batteries,
high temperature also reduces capacity and lifespan. The authors also suggested SSH as a
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potential threat that could be exploited to cause high CPU usage while pointing out that
the CPU could be the biggest driver of power consumption. The E-DoS effects regard-
ing power consumption in common IoT devices were assessed in [21]. The IoT devices
exposed to high-rate DoS attacks exhibited high power consumption, demonstrating a
linear dependency of power consumption as a function of the DoS attack rate. Al-Haidari
et al. demonstrate that DoS attacks aiming to maximize economical damage can cause
cloud service costs to surge up to 15 times higher than normal, by exploiting the cloud’s
scalability to generate excessive resource usage and financial strain [22]. In this paper, we
explore the relation between the DoS attack rate and power consumption of a Raspberry Pi
4 model B while targeting the FTP and SSH protocols with a low-rate attack.

In spite of the authors addressing the E-DoS threats and identifying some vulnera-
bilities, further research is needed to explore this topic comprehensively as we argue that
E-DoS vulnerabilities are more prevalent than previously thought. Compared with prior
E-DoS studies, our work focuses on a different attack surface. Existing literature has exam-
ined E-DoS attacks in cloud environments, network-based attacks that increase energy cost,
and high-rate DDoS/E-DDoS effects on IoT and smart-home devices. In contrast, this paper
studies a low-rate application-layer attack that exploits pre-authentication statefulness in
SSH and FTP services. We focus on shedding light on a vulnerability potentially affecting
millions of devices worldwide (Table 1). We argue that a difficult-to-detect low-rate DoS
attack is sufficient to exploit the identified vulnerability, thus posing a potent threat.

Table 1. Prevalence of online devices (rounded) with selected software according to Shodan.

Protocol/Software Number of Devices

SSH 26,000,000

FTP 3,350,000

proftpd 815,000

vsftpd 538,000

OpenSSH 54,000

Dropbear 365,000

Raspbian 154,000

Raspbian and SSH 81,000

Raspbian and FTP 200

It should be noted that Shodan may not always accurately identify the specific software
implementing SSH and FTP protocols, potentially resulting in lower numbers displayed in
Table 1 than the actual prevalence. Considering the widespread deployment of protocols
such as SSH and FTP, understanding their specific vulnerabilities is crucial in the context of
E-DoS attacks. Therefore, a thorough examination of these protocols and their associated
vulnerabilities is essential for a comprehensive understanding of the E-DoS threats.

2.2. SSH

Commonly known as SSH, Secure Shell Protocol is a protocol that provides secure
access to remote systems over an unsecured network. The protocol was designed to replace
previous less secure protocols, such as telnet. It was formalized in 2006 via RFCs 4250 [23],
4252 [24], 4253 [25], and 4254 [26]. A Request for Comments (RFC) is a publication in
a series from the principal technical development and standards-setting bodies for the
Internet, primarily the Internet Engineering Task Force (IETF). SSH typically operates using
port 22, and its presence can be easily discovered using widely available free tools such
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as nmap [27]. DoS attacks against SSH have been known for a while, and there are many
suggested measures when configuring the SSH servers to protect against them [28]. These
include logging connection attempts and limiting the number of simultaneous connections
as well as connections per user. Additionally, it is recommended to introduce a short
timeout for the negotiation phase, during which the server and the client agree upon the
encryption algorithm. Proposed network IDS solutions usually do not take protocol-specific
behavior into consideration, thus disregarding idle unauthenticated users as a potential
threat [29].

In the initiation of an SSH connection, a preliminary handshake occurs. This hand-
shake entails the server’s initial effort to establish key exchange (kex) algorithms to define
the encryption method for the connection. Subsequently, agreement on the host key and
cipher algorithms is reached, followed by exchanging host keys. This means that every
connection is encrypted, even before authentication takes place, implying that each new
connection consumes additional CPU time because of the encryption process. Without a
password parameter in the connection, the server defaults to public-key authentication.
The connection is terminated if no key is provided (along with no password parameter).
Over 65% of SSH servers on the public internet allow password authentication [30], which
is the least secure option due to susceptibility to brute-force attacks [31]. In our use case,
we also examine attacks against an SSH server that only allows key access to see whether
it will drop the connections or keep them alive, as maintaining the connections is crucial
for the E-DoS attacks to work. In addition to SSH, we also examine FTP, another prevalent
stateful communication protocol with its own set of vulnerabilities relevant to our study.

2.3. FTP

FTP is a simple file transfer protocol that was developed in 1971 and formalized in
RFC 114 [32]. FTP operates in a client-server topology where clients send requests to the
server and send or receive files. TCP usually establishes two connections, one for control
and another one for data transfer, typically utilizing ports 21 and 20, respectively. Upon
successful authentication, the control connection is established and the client receives a list
of directories and file names. Papers concerning FTP and SSH security typically discuss
authentication exploits [33] and brute force attacks [31,34], while omitting DoS and DDoS.

Similarly to SSH, FTP is a stateful protocol that requires a persistent connection and
allows serving multiple users simultaneously, making it a good candidate for the Slowloris
vulnerability. Unlike SSH, FTP traffic is not encrypted, thus requiring less CPU usage to
maintain connections. While FTP does not support key-based authentication, there are
more secure versions of the protocol such as FTP Secure (FTPS) and SSH File Transfer
Protocol (SFTP). However, according to Shodan, only around 36 thousand devices host
SFTP servers, and less than 2000 host FTPS, so we omitted these protocols from our study.
Building on the vulnerabilities of SSH and FTP, we proceed to examine vulnerable hardware
platforms that commonly use these protocols.

Both FTP and SSH protocols are stateful by design, requiring servers to allocate
resources before authentication is completed. This asymmetry between client and server
work creates a potential attack surface, which we investigate in the remainder of the paper.

2.4. Raspberry Pi

Raspberry Pi is a massively used device serving a wide range of applications. However,
by default, it is vulnerable to malware, man in the middle, and DoS attacks [12]. Raspberry
Pi hardware is designed in such a way as to reduce production cost rather than increase
security. The device is also physically insecure, as it is easy to manipulate the environment
if there is physical access. Moreover, default usernames, passwords, and insecure services
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pose an additional security challenge [35]. Overall, in the default environment, Raspberry
Pi presents a threat to the entire network in which it operates. Although SSH is disabled by
default on Raspberry Pi, it is still a ubiquitous way of access. Raspberry Pi 4 model B utilizes
a Quad-core Cortex-A72 (ARM v8) 64-bit processor operating at 1.8 GHz frequency [36].
In our study, we experimentally validated the hypothesis on a Raspberry Pi. However,
our study is not limited to the chosen device since the same principles apply to numerous
Linux-based SBCs utilizing the same protocols and software implementations.

Prior work has also examined Raspberry Pi from the perspective of power modeling.
Kaup et al. [37] measured an old Raspberry Pi Model B and showed that its power
consumption can be approximated using CPU and network utilization, reporting a clear
linear dependency between CPU load and power draw. While their work was not security-
oriented and focused on normal operating conditions rather than attack traffic, it provides
useful background for interpreting how increased computational and networking activity
can translate into increased energy consumption on Raspberry Pi platforms.

Considering Raspberry Pi’s susceptibility to various attacks, it faces an even greater
challenge defending against stealthy threats like the Slowloris attack. This warrants a
detailed examination of how Slowloris can exploit the aforementioned vulnerabilities in
such devices and be repurposed as an E-DoS attack.

2.5. The Slowloris Attack

Slowloris is a low-rate DoS attack that has traditionally been challenging to detect due
to its ability to blend with legitimate traffic and remain undetectable. The attack consists of
two main parameters: the number of open connections and the period between sending
the keep-alive headers, commonly known as the sleep parameter. Many authors explored
ways to combat Slowloris attacks [38–40], but these detection methods are often difficult to
implement. Slowloris attack is not known for consuming many system resources, and in
cases of attacks against HTTP(S), its impact is barely noticeable [41]. However, handling
SSH and FTP requests typically requires more CPU usage than HTTP(S) due to the need
for maintaining session persistence and connection states. This study examines the relation
between the set Slowloris parameters and measured power consumption to assess their
importance in conducting E-DoS attacks. The goal is to emphasize the severity of the threat
by showing that low-rate DoS attacks can cause substantial power consumption while
remaining undetectable.

To our knowledge, nobody has considered repurposing Slowloris as an E-DoS at-
tack. In our study, we identify two application-layer protocols where Slowloris’ impact
on the victim’s hardware substantially differs from what was previously known. We ar-
gue that Slowloris attacks against stateful protocols cause an increase in CPU usage and
consequently power consumption, turning this DoS attack into an E-DoS one.

3. Methodology and Experiment Setup
To assess the impact of E-DoS attacks against SSH and FTP, we launch Slowloris

attacks with different parameters while keeping track of the upload speed on the attacker
side and power consumption on the victim’s end. Figure 2 shows the threat model used
in the experimental setup in which we used Raspberry Pi 4 model B as a victim device,
and Figure 3 provides a detailed picture of the actual test setup. Linux-based SBCs are
often utilized in various applications, including battery-powered ones in IoT, where they
typically do not operate at high CPU usage for prolonged periods.
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Figure 2. Threat model. The attacker accesses Raspberry Pi over Ethernet through a router, while the
victim device is powered by a 5.1 V source and monitored with an ammeter.

Figure 3. The experimental setup showing a Raspberry Pi connected to a source through a digital
multimeter. The laptop in the background displays the recorded measurement logs, while the thermal
imaging camera used for temperature observations is visible in the foreground.

3.1. Experimental Setup and Measurements

Raspberry Pi utilizes Raspbian OS with default settings, assuming default package con-
figurations on Raspbian unless explicitly stated otherwise. We tested two software imple-
mentations of each SSH (OpenSSH [42], Dropbear [43]) and FTP (vsftpd [44], proftpd [45]).
While conducting the attacks, we measured the current flow using a digital multimeter
PeakTech 4090. The multimeter exhibits ± 15 mA absolute and ± 0.8% relative error while
measuring DC current. We multiplied the measured current by the constant voltage of
5.1 Volts to obtain the power consumption. The attacker PC and Raspberry Pi are connected
to a router via a 1 Gbps Ethernet connection. Additionally, we used a thermal imaging
camera (FLIR TG165-X) to assess the thermal impact on the device. By default, Raspberry
Pi arrives without a CPU heat sink, but we glued one to ours to avoid possible damage.

3.2. Experiments

To evaluate the impact of the Slowloris attack, we conducted two types of experiments
for each of the aforementioned implementations of the FTP and SSH protocols. One
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for external observations only and the other with the addition of the internal, on-device
measurements, where we additionally measured CPU usage remotely. In both cases, the
attacks lasted for five minutes each, for every tuple of the parameters. The evaluated attack
parameter space consisted of nine socket-count settings (1, 10, 100, 200, 300, 400, 500, 1000,
and 2000) and four sleep values (0, 1, 2, and 5 s), selected to represent a broad range of
Slowloris attack intensities, resulting in 36 attack configurations per experiment. After
each five-minute attack session, we left the Raspberry Pi idle for five minutes to allow it
to cool down before the next run. To obtain the baseline power consumption, we allowed
regular and undisrupted device operation, during which no attacks occurred and only the
necessary Raspbian system processes were active.

3.2.1. External-Only Observations

In this series of experiments, we measured the victim’s current and the attacker’s
upload speed, using average measured values as a reference. To cause unnoticeable E-
DoS, we aimed to preserve service availability while maximizing power consumption.
Therefore, we were occasionally trying to access the server to assess service availability
throughout the attack process. Moreover, we conducted attacks under three different
SSH modes and two FTP access options. Specifically, we tested SSH and FTP access with
password authentication enabled, SSH access restricted to key-based authentication only,
and SSH and FTP access configured with an IP whitelist, allowing only a predefined set
of IP addresses to connect. More precisely, in the case of the whitelist configuration, we
attempt the attack from an IP address that is not allowed. We took a thermal image of the
Raspberry Pi during the final minute of each attack run.

3.2.2. Mixed Observations

In the second series of experiments, we repeated the attacks using the same parameter
combinations as in the external-only observations, but additionally collected internal
measurements from the victim device. Specifically, we accessed the Raspberry Pi remotely
via OpenSSH and used psutil [46] to monitor CPU utilization in real time and to record
average CPU usage during each attack run. OpenSSH was selected for remote access
because it provided stable operation throughout the measurements and allowed us to keep
the monitoring procedure consistent across all tests. The purpose of this experiment was to
quantify the contribution of CPU activity to the observed increase in power consumption.
Since the attacks considered in this study are low-rate, we expected CPU usage rather
than network throughput on the victim side to be the primary driver of the additional
energy demand, in line with prior Raspberry Pi power-modeling work [37]. For this reason,
internal CPU measurements were used to validate the hypothesis that increased power
consumption during the attacks is primarily associated with sustained CPU load.

We conducted the mixed-observation experiments separately from the external-only
observations to avoid influencing the primary power measurements with the monitoring
software and the remote access session. Thus, the external-only observations were used
to assess the attack’s effect on power consumption with minimal interference, whereas
the mixed observations were used to explain the same effect in terms of CPU utilization.
Although the thermal images qualitatively indicate increased CPU activity, the additional
CPU measurements were necessary to quantify its extent and to identify the attack configu-
rations that maximize CPU load and, consequently, power consumption.

4. Results
This section presents the relation between the Slowloris attack’s parameters, and the

observed measurements. We begin with external measurements and by measuring the
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baseline power consumption while no malicious activity occurs on the victim device and
proceed with conducting the attacks. Based on the current measurement of 0.468 Amperes,
we estimate the baseline power consumption to be around 2.39 watts. To emphasize
the increase in power consumption in our graphs, we subtracted the baseline power
consumption from the measurements obtained through further experiments. This allowed
us to clearly illustrate the net impact of the Slowloris attacks on power usage.

In the first iteration, we used password authentication on the victim-end SSH and FTP
servers. Subsequently, we tried SSH with key-based authentication, where we observed
the same detrimental effects of the attacks. In the case of whitelist access, there were no
detrimental effects due to refused connections. Therefore, we can conclude that the attack
is feasible only if the SSH and FTP servers respond to connection requests.

To illustrate the way Slowloris functions, we present the upload speed pattern of the
Slowloris attack with 200 concurrent connections and different sleep intervals, emphasizing
the periodic communication nature (Figure 4). The number of connections influences
bandwidth by contributing to higher upload speed values. In contrast, the sleep parameter
affects the duration of the displayed periods.

Figure 4. Upload speed on the attacker side caused by Slowloris attacks utilizing 200 connections
and different timeout intervals.

In terms of software implementation, Dropbear SSH server showed excellent resistance
against Slowloris due to a hard-coded limit of five unauthenticated users per IP address
and 30 in total [47]. Such a small number of allowed connections was insufficient to launch
an impactful low-rate attack or cause a service outage. It is worth noting that CPU usage
and power consumption spiked by roughly 40% with just five simultaneous connections,
but only with the sleep parameter set to 0, resulting in a high-rate attack requiring more
than 1.5 Mbps of upload speed. Therefore, stopped testing Dropbear due to the hard-coded
limitations, making any further Slowloris tweaking attempts futile.

OpenSSH on the other hand, does not have connection limitations in the default
settings and has consequently allowed for extensive E-DoS attacks to take place. OpenSSH’s
implementation exhibited resilience against Slowloris showing no signs of service outage,
thus allowing E-DoS attacks to remain unnoticed and last indefinitely. It is worth noting
that OpenSSH settings allow manually adjusting the maximum number of unauthenticated
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connections [48]. In Figure 5a–c, we present the relations between the Slowloris attack
parameters and measured the attacker’s upload speed as well as the victim’s induced power
consumption. In Figure 5a, the decision to use the square function for the ratio between
measured power and upload speed, rather than a linear function, was made to emphasize
the significance of changes in power consumption relative to changes in upload speed.

Regarding the FTP software implementations, vsftpd could not maintain service
availability even against attacks of low intensity. Due to continuous crashes that required
manual restarts, we discontinued further testing E-DoS attacks because of the lack of attack
persistence. However, proftpd was more resilient, allowing for uninterrupted service and
even faster response time than SSH, allowing for a two to three times faster process of
building and renewing connections. The results of E-DoS attacks against proftpd are shown
in Figure 5d–f. Both vsftpd and proftpd allow for limiting the overall number of maximum
connections and connections per IP, but without discriminating between authenticated and
unauthenticated ones.
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Figure 5. Induced power and upload speed measurements as a function of Slowloris parameters,
where the attack is targeting an OpenSSH SSH server (a–c) and a proftpd FTP server (d–f). The
color maps indicate value intensity, with red representing higher values and blue representing
lower values.

As shown in Figure 5c,f, when sleep time is set to zero, with a low number of con-
nections, Slowloris turns into a high-rate attack, causing the highest power consumption
(Figure 5b,e). Without a sleep interval and an increasing number of connections, send-
ing keep-alive headers consumes more time, making it impossible to achieve an infinite
real-time loop of keep-alive messaging that caused the attack rate to spike. Hence, these
anomalies are present only when there is a small number of concurrent connections. There-
fore, as this study focuses only on low-rate attacks, we excluded these few outliers from
Figure 6, which shows an approximately linear relation between the rate of Slowloris
attack and the induced power consumption. Regarding finding the optimal attack strategy,
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the best tuples of parameters are in the dark red area in Figure 5a,d since they induce
the highest power consumption in relation to the invested bandwidth, which has to be
minimized to remain undetected by the IDS. Table 2 summarizes our findings regard-
ing E-DoS susceptibility of the most prevalent software implementations of the FTP and
SSH protocols.

Table 2. E-DoS Susceptibility of FTP and SSH protocols’ software implementations.

Software (Version) E-DoS Susceptibility Comment

OpenSSH (9.6) True The most vulnerable software under
default settings.

Dropbear (2024.84) Partially true

Due to the default unauthenticated
connections limit, attacks have to be of
high-rate (1.5 Mbps or more) for only a
40% increase.

vsftpd (3.0.3-13) False Crashes even during low-intensity
attacks.

proftpd (v1.3.8b) True Less affected than OpenSSH.
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Figure 6. The impact of Slowloris attack upload speed (source end) on power consumption at the
victim end.

Regarding CPU Usage during the separate tests, we observed real-time peaks ranging
from 5% to 100%, increasingly proportional to the attack intensity. The peaks significantly
affected power consumption and co-occurred periodically with the renewal of the estab-
lished connections (keep-alive messages). We were unable to notice the difference in power
consumption between external-only and combined measurement methods. The difference
appears to be negligible due to the minimal impact of running SSH and psutil on the
overall power consumption, and it may also fall within the measuring instrument’s margin
of error. Figure 7 shows CPU utilization changing as a function of Slowloris upload speed,
exhibiting approximately linear dependency. We observed a strong correlation between
CPU usage and power consumption, with a coefficient of 0.987 for SSH and 0.996 for
FTP. Additionally, as the intensity of the attacks increases, whether through shorter sleep
intervals or more connections, periods between the peaks begin to shorten, eventually
causing constantly high CPU utilization.

These results are consistent with the expected protocol behavior: shorter sleep intervals
and larger numbers of maintained connections force the server to refresh unauthenticated
state more frequently, reducing idle time between bursts of activity and driving CPU usage
upward. This interpretation is also in line with prior Raspberry Pi power-modeling work,
which reported an approximately linear dependence between CPU utilization and power
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consumption [37]. Although that study considered an older Raspberry Pi model and benign
workloads rather than attack traffic, it supports our interpretation that the increased energy
demand observed here is primarily driven by sustained CPU activity. The stronger effect
observed for SSH is consistent with the additional cryptographic overhead of handling
encrypted pre-authentication sessions, whereas FTP shows a milder but still clear impact.
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Figure 7. The impact of Slowloris attack upload speed (source end) on CPU usage at the victim end.

Additionally, we use thermal imaging as a qualitative illustration of how the Rasp-
berry Pi looks before and during the attack (Figure 8). The images show the additional
heat generated when the device is exposed to continuously high CPU load. This indicates
that the CPU works harder, thus converting more energy into heat, as it consumes addi-
tional power. In Figure 8a, power consumption is at the baseline of 2.39 watts, while in
Figure 8b, calculated power consumption is around 4.30 watts. For a compact SBC such
as Raspberry Pi, prolonged operation under such heavy CPU load is undesirable. The
results unequivocally identify the CPU as the primary source of power consumption during
the attacks.

Figure 8. Thermal image of Raspberry Pi before (a) and during a Slowloris attack (b).

5. Discussion and Future Work
SSH and FTP both suffer from statefulness-induced asymmetries because the protocol

requires servers to maintain expensive pre-authentication state of the unauthenticated
connections, while the attacker can cheaply extend that state for a long time. Our experi-
ments demonstrate how these asymmetries translate into disproportionate CPU and energy
consumption under Slowloris attack traffic. The results unambiguously confirm that the
tested FTP and SSH protocol implementations under default settings are highly susceptible
to Slowloris E-DoS attacks.
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The experiments in this study were conducted on a Raspberry Pi 4 Model B, which we
selected as a representative and widely used SBC for experimental validation of the hypoth-
esis. The purpose of this setup was to demonstrate the feasibility of repurposing Slowloris
as an E-DoS attack in a realistic IoT-oriented environment, rather than to claim identical
quantitative effects across all hardware platforms. Absolute power consumption, CPU
utilization, and thermal response may vary across devices depending on their hardware
characteristics. Prior Raspberry Pi power-modeling work has reported the same general
trend that higher CPU utilization leads to higher power consumption under controlled
workloads. Our results extend this observation to an attack setting, where the additional
CPU and energy cost is driven by sustained handling of unauthenticated connections.
However, the underlying issue highlighted in this work arises from the protocol/software-
level handling of unauthenticated state in SSH and FTP services, and is therefore not
specific to Raspberry Pi itself. In this sense, the presented results should be interpreted as a
proof of concept showing what is possible when such stateful behavior is subjected to a
Slowloris attack.

In servers resilient against the attacks, the vulnerability against Slowloris E-DoS attacks
manifests in increased CPU utilization and, consequently, power consumption and device
temperature. The results also reaffirm that Raspberry Pi is vulnerable to DoS attacks due
to lacking in-built defense mechanisms. Knowing how difficult it is to detect low-rate
application layer attacks such as Slowloris and the number of Raspberry Pi and other
Linux-based devices that use the same software, the obtained results strongly suggest there
are potentially millions of devices on the public internet vulnerable to the presented E-DoS
threat. Within these devices, battery-powered ones could be critically affected because
prolonged E-DoS attacks lead to power outages and total service outages. Furthermore,
high operating temperatures decrease batteries and chips’ lifespan, contributing to extra
costs in addition to ones imposed by more frequent battery changes and charging.

Despite Slowloris being a recognized DoS threat for over a decade, it still poses a
formidable challenge. The results show that this attack exhibited low-rate properties
while causing computational asymmetry on the victim’s end. Asymmetry implies that
the attacker, with minimal effort, can impose substantial computational demands on the
victim’s resources. This characteristic underscores the potency of such attacks with minimal
investment from the attacker’s side. In our case, Slowloris exhibited low-rate asymmet-
rical application-layer DoS attack properties. Since FTP does not involve encryption,
new connections pose a lesser burden on the CPU and allow for faster responses, lead-
ing to higher bandwidth and lower CPU usage than attacks against SSH due to lesser
computational asymmetry.

Approximately linear relation between the invested upload speed and caused power
consumption allows for fine-tuning of the DoS attack to avoid detection by the IDS. In
the case of the SSH and FTP protocols, the results show that one of the possible solutions
lies in zero-trust security policies [49], such as IP address whitelists that prevent any
unnecessary traffic, including malicious. While we know many other application-layer
E-DoS vulnerabilities could exist, the same solution applies in numerous other instances
where public access is not necessary. There are also additional protocol-specific DoS
countermeasures, such as limiting the maximum number of concurrent unauthenticated
connections or connections per IP. General countermeasures include logging the service
events and system behavior [28,49]. While such measures may thwart or reduce the
impact of attacks in some scenarios, they may also be ineffective against DDoS attacks.
Nevertheless, orchestrating DDoS attacks demands more significant resources than DoS
attacks, requiring multiple attack sources, thus increasing the associated costs, which could
act as a deterrent.
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In the future, we plan to expand this research and assess the vulnerability of E-DoS
attacks on other devices, services, and operating systems and ways to protect against them.
These attacks affect various systems, such as cloud environments and IoT infrastructure.
E-DoS attacks have the potential to significantly impact victims’ power consumption,
prompting a need to explore this research area further.

6. Conclusions
In this study, we examined the ramifications of the Slowloris E-DoS vulnerability

within the context of the SSH and FTP protocols. We empirically verified its effects using
a widely available off-the-shelf Raspberry Pi SBC. By exploiting this vulnerability, which
entails executing a DoS attack to intentionally increase the victim’s power consumption
rather than cause an immediate service outage, we investigated the correlation between
the invested upload speed and induced power consumption. The results show that with
minimal effort, a single attacker can repurpose Slowloris to cause a low-rate asymmetrical
application-layer E-DoS attack, resulting in up to 80% increased power consumption at
the cost of just 500 Kbps. Moreover, the relation between the measured upload speed
and power consumption is approximately linear, allowing the attacker to fine-tune the
upload rate to evade detection mechanisms. The resilience of the ProFTPD and OpenSSH
implementations of the FTP and SSH protocols under default settings against Slowloris
enables uninterrupted service availability, thus allowing E-DoS attacks to remain unnoticed.

Our findings reveal a deeper structural weakness: stateful protocols that maintain
pre-authentication state for unauthenticated users create inherent asymmetries, where an
inexpensive attacker action results in disproportionately high server resource consumption.
In SSH, this vulnerability is further exacerbated by the computational overhead of encrypt-
ing each unauthenticated connection. We suggest applying zero-trust security policies and
limiting the maximum number of concurrent unauthenticated connections as the most
effective countermeasure. The key findings of this study expose a vulnerability potentially
affecting millions of devices on the public internet. Beyond SSH and FTP, similar unauthen-
ticated connection handling is common in other stateful protocols used in IoT backends and
edge systems, making it an important design consideration for future secure deployments.
In summary, the stateful design of widely deployed protocols can turn service availability
into an energy liability. This study lays the groundwork for deeper investigations into
E-DoS threats, urging researchers and industry alike to bolster security measures and pave
the way for future advancements in E-DoS protection strategies.
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