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Abstract

The paper suggests a distributed cross-layer IoT architecture that combines LoRaWAN
(Long Range Wide Area Network) with federated learning (FL) to improve reliability, scal-
ability, and fault tolerance in multi-layer vertical farming systems in dense and dynamic
environments. Unlike the traditional frameworks that rely on independent measures of
QoS (Quality of Service), the proposed framework directly represents the inter-layer rela-
tionships, such as heterogeneity of latencies, robustness of connectivity, and propagation of
faults. One of the contributions is the development of a cohesive cross-layer evaluation
framework with six strictly defined metrics: MLDC (Multi-Layer Deployment Capacity),
C-LCRI (Cross-Layer Connectivity Robustness Index), C-LFCI (Cross-Layer Fault Contain-
ment Index), SART (Smart Adaptive Recovery Time), and AIRSM (Al Resilience Score
Metric), which allows for quantitatively characterizing latency differences, network re-
silience, fault containment, recovery efficiency, Al robustness, and energy-performance
trade-offs. The experimental results show that the proposed Smart Distributed LoRaWAN-
Federated Learning architecture operates reliably in high-density and multi-layer vertical
farming environments, and is scalable to handle larger amounts of data. The proposed
system guarantees a packet delivery ratio (PDR) of around 95% under a large-scale de-
ployment with up to 1050 IoT nodes spread across seven cultivation layers, with a latency
reduction of nearly 60%, less than 1.6 ] /msg on average energy consumption, and a fault
recovery time of less than 0.3 s in case of network disruptions. The proposed framework
was validated using large-scale simulation scenarios developed based on experimentally
reported LoRaWAN communication characteristics and agricultural IoT deployments, and
operational conditions at the edge intelligence. This evaluation included up to 1050 sensing
nodes in 7 vertical farming layers to approximate a realistic deployment of smart farming
in a large-scale environment while keeping consistency with the recorded communication
and reliability profile.

Keywords: distributed IoT; LoRaWAN; vertical farming; energy efficiency; fault tolerance;
cross-layer communication
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1. Introduction
1.1. Background and Motivation

Designing large-scale IoT systems is becoming increasingly limited by the communica-
tion dynamics, distributed learning, and system-level reliability. In real-world deployments,
IoT nodes must operate under heterogeneous conditions, with variable latency, intermittent
connectivity, and limited computational resources [1,2]. All of these factors are directly
related to the efficiency of data exchange processes, convergence of distributed learning
processes, and propagation of faults throughout the network. It is important to note that
these phenomena are not independent [3,4]. Communication instability and unreliable
nodes will lead to degraded quality of the global model, and local failures will further
propagate through network dependencies and cause overall degradation of system perfor-
mance [5-7]. Although these interactions are important in practice, most current solutions
consider the problem of communication, learning and fault tolerance as isolated design
problems. This disjointed view hinders IoT system design that is scalable, robust, and
reliable over realistic operating conditions [8,9]. For this reason, a principled framework
that properly represents these interdependencies in a coherent manner is desirable, one that
can be analyzed on a theoretical level and can be used to design future systems involving
the IoT.

1.2. Research Gap
A critical examination of the state-of-the-art reveals several fundamental limitations:

1. The cross-layer IoT frameworks are mainly based on optimization of communication
efficiency and resource utilization, without explicitly modeling the communication
uncertainty and the distributed learning dynamics. Consequently, they lack insight
into the impact of latency dispersion and network variability on system-level intelli-
gence [6-8].

2. Federated learning techniques in IoT are usually made under the assumption of
a stable communication situation and homogeneous participation. However, in
large-scale deployments, these assumptions are impractical because nodes can be
quite unreliable. Current approaches have not yet been developed with a systematic
approach to embedding node reliability into learning and provide no guarantees in
degraded communication scenarios [7-9].

3. The fault-tolerant IoT system focuses on redundancy, fault detection and recovery
mechanisms, but they are not strongly connected to learning processes. Most im-
portantly, they do not set up a formal framework for analyzing fault propagation
from one interconnected node to another, nor do they set up stability conditions for
cascading failures [9-11].

Most importantly, there is no single work that has developed a unified and analytically
grounded framework that specifically considers cross-layer interactions, reliable learning,
and fault propagation stability [10-12]. Without such integration, there is a basic lack of
understanding of how the uncertainty of communication, the dynamics of learning, and
the propagation of failure co-evolve and influence the performance of the system at large.

1.3. Novelty

This paper proposes a fundamentally new approach that would address the above-
mentioned gap by following principles of cross-layer integration and analytical modeling.
The novelty of this work does not come from the fact that any of the improvements made
were incremental within a single layer, but from the fact that the various disconnected
dimensions were connected in a coherent and theoretically sound structure. In particular,
the proposed contributions can be distinguished from the current work on three key as-
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pects: This work proposes a distributed cross-layer IoT architecture that jointly integrates
LoRaWAN communication, fault-aware federated learning (FL), and adaptive recovery
mechanisms to improve reliability, scalability, and resilience in multi-layer vertical farming
environments. In addition, the study introduces a unified cross-layer evaluation framework
based on the Multi-Layer Deployment Capacity (MLDC), Cross-Layer Connectivity Robust-
ness Index (C-LCRI), Cross-Layer Fault Containment Index (C-LFCI), and Smart Adaptive
Recovery Time (SART), enabling quantitative assessment of communication, learning, and
fault-tolerance interactions under realistic large-scale deployment scenarios.

This paper is organized as follows: In Section 2, a thorough survey of the literature is
conducted and the areas of research that need to be addressed in this study are identified.
The proposed system model is presented in Section 3, including the underlying assumptions
and a cross-layer problem formulation; a related theoretical analysis and stability conditions
are presented. In Section 4, this methodology with reliability-aware learning mechanism,
communication adaptation strategy, and a framework for fault mitigation is described. The
experimental setup, benchmark procedures, measurement criteria and the reproduction
configuration are detailed in Section 5 to ensure the performance assessment is rigorous and
fair. The experimental results are reported in Section 6 and detailed analytical studies of the
effectiveness, robustness and scalability of the proposed framework for various operating
conditions are discussed. Last, in Section 8, the paper concludes, with suggestions for
additional work in the area.

2. Related Works

In this section, the existing literature is critically summarized by reviewing the litera-
ture in three related fields, namely cross-layer IoT system design [1-6], federated learning in
IoT environments [7-9], and fault-tolerant distributed systems [10]. This section is different
from traditional surveys, which give descriptive summaries, but it shows the limitations
and missing links that drive the proposed unified framework.

2.1. LoORaWAN-Based Smart Agriculture Systems

To enhance the efficiency and flexibility of IoT systems, different layers of protocols,
such as physical, network, and application layers, have been explored and discussed, and
there has been considerable research on cross-layer approaches [1-3]. These techniques are
effective in the areas of resource utilization, latency reduction, and reliability of commu-
nication under constrained environments. Most of the current cross-layer architectures,
however, target mainly communication efficiency and resource management aspects and
fail to explicitly include learning dynamics or system-level reliability concerns [4,5]. Es-
pecially, they do not have formal mechanisms to describe the effect of communication
variability (e.g., latency dispersion or packet loss) on higher-level processes (e.g., dis-
tributed learning or decision making). In addition, these methods are mostly based on
stable networks and neglect the propagation of faults among interdependent nodes, which
restricts their use in large-scale and fault-prone IoT networks [5-7].

2.2. Federated Learning in IoT Systems

Distributed intelligence in IoT systems using federated learning (FL) is a promising
paradigm, where multiple distributed devices can collaboratively train a model without
sharing the raw data [7-9]. Resource constraints and scaling issues have been tackled in
recent studies through communication-efficient FL, adaptive client selection, and hierarchi-
cal aggregation [10-12]. Despite these developments, the majority of FL-based approaches
make some idealistic assumptions, such as having reliable lines of communication, conduct-
ing updates in sync, and all clients participating in the same manner. These assumptions
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are violated in realistic IoT scenarios because of latency variability, intermittent connectivity,
and node heterogeneity [12-14]. Some works try to tackle the issue of communication
efficiency, but do not offer a principled approach to measure and reduce the effect of unreli-
able nodes on the global model convergence [13,14]. Furthermore, most of the current FL
methods do not take into account the communication dynamics and fault conditions, and
thus suffer from poor performance in unfavorable situations.

2.3. Fault-Tolerant IoT Architectures

Research on fault tolerance in IoT systems has focused on implementing techniques
like redundant systems, fault detection and diagnosis, distributed recovery, and resilient
network design [15-17]. The methods are designed to ensure system availability and
reliability under conditions of node failure, communication loss, and environmental un-
certainties [18-20]. But, the current fault-tolerant frameworks are very much decoupled
from learning processes and cross-layer interactions. They are generally geared towards
local fault detection and recovery actions, but do not offer a global analysis of the dynamics
of fault propagation. More specifically, few formal models describe the propagation of
faults through interrelated nodes and their effect on overall system performance [21-23].
Moreover, these methods do not define stability conditions for cascading failures, nor do
they take into account the interactions between cascading failures, distributed optimization
and learning processes [23-25].

2.4. Critical Gap and Positioning of This Work

As shown above, there is a fundamental limitation in the state-of-the-art: all current
solutions are based on communication, learning, and fault tolerance separately and do not
have a framework that includes interdependencies. Therefore, they are unable to deliver a
system-level view of the impact of communication uncertainty, learning dynamics, and fault
propagation collectively on the scalability and robustness of IoT systems. The proposed
approach differs from the previous one [20-25] by providing an explicit integration of:

e Communications dynamics (such as distance of communication and connectivity),
e  Reliability-aware federated learning,
e  Fault propagation modeling using spectral stability analysis.

This integration has the potential to both characterize and validate the system’s behav-
ior under realistic and adverse conditions, thereby resolving some key issues highlighted
in previous work [23-27].

2.5. Comparative Summary

To further clarify the distinction between existing approaches and the proposed frame-
work, Table 1 summarizes key characteristics and limitations.
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Table 1. Comparison with Existing Approaches [1-12].
C(Tm{nur.ucatlon Fault-Tole.r ance Federated Scalability Robus’mfess Theoretical
References Research Optimization (PDR, Mechanism Learning Cross-Layer Analysis Analysis Stability
Category Latency, (Recovery, Coordination Optimization (MLDC) (C-LCRI, Analvsis
Throughput) Containment) C-LFCI) y
Ajit Singh Rathor LoRaWAN-Based . .
etal. [1] Smart Agriculture v Partial X X Partial X X
Jandl et al. [2] Fe('ierated Partial X \Y% X Partial X Partial
Learning for IoT
Tariq et al. [3] Fault-Tolerant loT Partial A\ X Partial X Partial Partial
Systems
Recent Agricultural .
IoT Frameworks Smart Agriculture \% Partial X X Partial X X
IoT
[4-6]
. Adaptive
Recent Adaptive FL Federated Partial X A\ Partial Partial X Partial
Frameworks [7-9] .
Learning
Recent
Fault-Tolerant Fault-Tolerant . . . .
LoRaWAN LoRaWAN \Y% A% X Partial Partial Partial Partial
Frameworks [10-12]
Proposed Smart Cross-Layer
Distributed Communication—
LoRaWAN-FL Learning v v v v v v v
Architecture Architecture

https:/ /doi.org/10.3390/jsan15040055


https://doi.org/10.3390/jsan15040055

J. Sens. Actuator Netw. 2026, 15, 55 6 of 42
3. System Model and Cross-Layer Formulation
3.1. System Overview and Notation
We consider a large-scale IoT system represented by a dynamic graph
g(t) = (V,€(1), (1)

where V = {1,2,..., N} denotes the set of nodes and £(t) represents time-varying com-
munication links. Each node i € V is characterized by:

local dataset D;,

local model parameter vector w; € RY,

reliability score r;(t) € [0,1],

and a fault state f;(t) € {0,1}, where f;(t) = 1 indicates failure.

We consider a distributed IoT system composed of N nodes collaboratively optimizing

a global objective: N
w* = arg rrgnzizl piFi(w), ()

where F;(w) is the local loss function and p; is a weighting factor.

3.2. Modeling Assumptions

The proposed framework is developed under the following assumptions:
Communication delay 7;;(¢) follows a bounded stochastic process with finite variance;
the communication between nodes is subject to stochastic latency and packet loss. Let:

Tij (1) (©)
denote the communication delay between nodes i and j, modeled as:
Tij(t) =T+ Gij(t), 4)

where €;;(t) is a zero-mean random variable capturing latency variability.
We define the latency dispersion metric:

A = max Var(t;(t)). 5)
i

The adjacency matrix A(t) is defined as:

1, ifti(t) <7
A" t — 7 l] — ‘maXr 6
U( ) {0, otherwise. (6)

Each edge gateway integrates the following functional modules:

LoRa Packet Forwarder for communication management
Edge Al Processor for local inference and anomaly detection
Adaptive Routing Engine for cross-layer path optimization
Federated learning client for decentralized model training

Fault Detection and Recovery Module implementing SART-aware recovery

At the cloud layer, a federated learning server aggregates distributed models and
supports a Decision Support System (DSS) for agronomic control.

3.3. Reliability-Aware Federated Learning

To account for heterogeneous node reliability, we introduce a reliability-
weighted aggregation:

Wl = 3wty %
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where the aggregation weight is defined as:

oy ri(d)
a;(t) () )

The reliability score evolves as:
ri(t+1) = ari(t) + (1 =7)(1 = filh)), ©)

where ¢ € (0, 1) is a memory factor.

The overall workflow of the proposed adaptive cross-layer loT framework for reliable
fault management in LoRaWAN environments is illustrated in Figure 1. The architecture
starts with sensor data acquisition and LoRaWAN transmission, with the selection of the
adaptive gateway based on the link-quality metrics such as RSSI, SNR, packet loss, latency,
and energy consumption. The Fault Detection and Isolation (FDI) module determines
the anomalies and Fault types after edge preprocessing. In the event of detecting faults,
federated learning helps with local model training while maintaining privacy and secure
global model aggregation to continuously enhance the detection model. Then, commu-
nication and system performance is monitored to optimize the system, communication,
and learning resources jointly in a cross-layer fashion. Finally, adaptive routing, recovery
actions and a feedback-driven adaptation mechanism continually adjust network policies
and model parameters, facilitating the robust, energy-efficient and resilient operation of
the system in the dynamic conditions of an IoT network.

3.4. Fault Propagation Model

We model fault propagation as a linear dynamical system:
f(t+1) =Pf(t), (10)

where f(t) € RN is the fault state vector and P € RN*N is the propagation matrix

p={ P i7) a
1= YkziPik, 1=,

defined as:

with 8 € [0, 1] controlling propagation strength.

3.5. Cross-Layer Coupling

The key novelty lies in the coupling between communication, learning, and
fault dynamics:

1. Communication-Aware Learning Adaptation Mechanism

Latency affects effective participation:
7i(t) =ri(t) - I(7(¢) < Tmax)- (12)

2. Fault-Aware Federated Learning Optimization

Failed nodes degrade aggregation:

a;(t) o< 7;(£) (1 = fi(t))- (13)
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1. Sensor Data Acquisition
loT sensors collect operational and
environmental data

!

2. LoRaWAN Uplink Transmission
Sensor data are transmitted to the

network via LoORaWAN
3. Adaptive Gat Selecti Link Quality Evaluation

Y
Gateways are evaluated and the best
gateway is selected based on link quality

!

4. Edge Preprocessing
Data filtering, normalization, feature
and compression at the edge

.

5. Fault Detection and Isolation
Anomaly detection, fault type classification,
and root cause isolation

A
6. Federated Local Model Training
Local model update using private data;
no raw data sharing

!

7. Global Model Aggregation
Secure aggregation of local models
at the aggregator to update the global model

.

8. C ication—Perf Monitoring
Monitoring link quality, reliability, energy,
model performance, and system health

'

9. Cross-Layer Decision Optimization
Joint optimization of communication,
computation, and learning resources

'

10. Adaptive Routing and R y Actions
Route adjustment, retransmission,
power control, and fault recovery

RSSI, SNR, Packet Loss,
Latency, Energy Cost

—— — -,

Fault
Detected?

v
11. Feedback-Driven Sy Adap
Update model, parameters, and policies
for continuous system adaptation

[] Data Processing [ Federated Learning Optimization & Control [] Evaluation
Figure 1. Distributed IoT Architecture for Multilayer Vertical Farming.

3.6. Stability Analysis of Fault Propagation

We now analyze the conditions under which the system remains stable under cascad-

ing failures.

Theorem 1 (Bounded Fault Propagation). Let P be the fault propagation matrix. If the spectral

radius satisfies:
p(P) <1,

then the fault dynamics:
f(E+1) = Pf(t)

are asymptotically stable, and the system exhibits bounded fault propagation.

Proof. By the definition of spectral radius, if p(P) < 1, then:

lim P! = 0.

t—o0

(14)

(15)

(16)
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3.7. Impact of Latency on Learning Convergence

Proposition 1.

Thus:

£() = P'F(0) 0.

Hence, faults decay over time and do not propagate indefinitely. [

(17)

We further characterize the effect of latency dispersion on learning stability.

model satisfies:

3.8. Model-to-Experiment Traceability Framework

1
o5 ar)

implying that higher latency variability degrades convergence.

Let Ar denote latency dispersion. Then, the convergence rate of the global

(18)

In this subsection, the mapping of each mathematical model presented in the System

Model to measurable performance indicators is made explicit, followed by verification of

each model using experimental results.
A new dedicated traceability table (Table 2) has been added:

Table 2. Summary of the proposed theoretical formulations, experimental metrics, deployment-

oriented validation targets, and corresponding validation figures.

Theoretical . . Experimental Deployment-Relevant - .
No. Formulation Physical Meaning Metric Validation Target Validation Figure
Connectivity
C-LCRI (Cross-Layer resilience under Connectivity Network .robustness
. L under failures and .
1. Connectivity communication Robustness - Figure 2
. . communication
Robustness Index) disturbances and Analysis .
: degradation
node failures
C-LFCI (Cross-Layer Ability to localize ' R('eal-wgrld fault
. and prevent fault Fault Containment isolation and .
2. Fault Containment . . . Figure 2
Index) propagation across Effectiveness containment
layers performance
SART (Smart Adaptive recovery Adapt.n./e recovery
- . Recovery efficiency in .
3. Adaptive Recovery effectiveness under - . Figure 2
) e Efficiency Analysis fault-tolerant IoT
Time) dynamic failures
deployments
lat((:e?lrcnmlrlf)ucef t;cg;n Average Measured LoRaWAN
End-to-End Delay Y propag & communication delay in .
4, across sensing, End-to-End . . Figure 3
Model multi-layer vertical
gateway, and Latency (ms) farmi
. arming deployments
aggregation layers
Probability of Real packet delivery
successful packet Packet Delivery measurements collected
5. Reliability Model delivery .unc'ier Ratio (PDR, %) from LoRaWAN sensor Figures 2 and 3
communication
. - networks
impairments
L Battery lifetime and
Communication and e e
6 Energy rocessing ener Mean Energy per energy utilization in Fieure 4
' Consumption Model p & &y Node (m]) deployed IoT sensing &
expenditure devices
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Table 2. Cont.
Theoretical . . Experimental Deployment-Relevant C .
No. Formulation Physical Meaning Metric Validation Target Validation Figure
Fault Propagation Cascachpg fault Fault Recovery . Real. fault detection, .
7. dynamics and . isolation, and recovery Figure 5
Model . Time (FRT, s) .
recovery behavior operations
Distributed learning Edge-learning
Federated Learning  convergence under FL Accuracy (%)  performance and global Fieure 6
Aggregation Model communication and AIRSM model convergence in &
constraints practical FL systems
MLDC (Multi-Layer Scalablh’Fy capa‘Fnhty Maximum .Deployment sca1§b111ty
under increasing Supported Nodes  in large-scale multi-layer .
9. Deployment ; . . Figure 7
. deployment density and Latency vertical farming
Capacity) . . . .
and vertical layers Uniformity environments

The communication delay formulation obtained in (Equation (7)) is experimentally
validated in terms of end-to-end latency as presented in Figure 3. As shown in this figure,
the latency reduction observed under Smart Distributed architecture is very close to the
analytical prediction, and the results validate the proposed model for latency under dense
vertical farming deployments.

The reliability formulation presented in (Equation (12)) is validated through the packet
delivery ratio (PDR) results shown in Figures 2 and 3, where the predicted increase in com-
munication reliability is consistently observed across all evaluated deployment scenarios.

(a) Packet Delivery Ratio (b) End-to-End Latency (c) Fault Recovery Time
140 - 0.6 -
80-
120 - 5 05-
2 60- ié 1o~ _E 04-
= > go- [
o 19 o
e @ o 03-
a 40- 2 60- 3
= § 02 I
20-
20- 0.1-
0- g g 0 g 0 0 0- 0 g 0 0 g 0 0.0- g g 0 g 0 0
Full w/o w/o w/jo w/o w/o Full w/o w/o w/o w/o w/o Full w/o w/o w/o w/o w/o
Architecture AIRS SART  C-LCRI C-LFCI FL Architecture AIRS SART  C-LCRI C-LFCI FL Architecture AIRS SART  C-LCRI C-LFCI FL
(d) Energy Consumption (e) FL Accuracy (f) Scalability
25-
1000 -
20- 8-
N = é 800 -
Es- S 60- 2
§ § E 600 -
g 10- g i & 00-
3
) i 200 -
. g g " g g g 0- i " i i g i 0- g g i g ] i

0

Architecture AIRS

Full w/o w/o

SART

w/o w/o
C-LCRI  C-LFCI

w/fo Full

FL Architecture AIRS

w/o

w/o
SART

w/o
C-LCRI

w/o

C-LFCI

w/o
FL

Full w/o
Architecture AIRS

w/o
SART

w/o w/o w/o
C-LCRI  C-LFCI FL

Figure 2. Component ablation analysis of the proposed Smart Distributed LoRaWAN-Federated
Learning architecture.
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(a) Reliability Stability vs Node Density (b) Latency Stability vs Gateway Density
96.0 - 180 -
170
95.8
9 @ 16
~ 95.6 - £
> =
= 3 150 -
Q c
S 95.4 g
& 3 140
9:& 130 -
95.0 120
(A;(l 400 600 81‘,.’) XIE‘UL' 1 2 :. 4 S r /
Number of l1oT Nodes Number of Gateways
(c) Learning Convergence Stability (d) Fault Recovery Robustness
90
94
2>
92- s
= § 34
s g
> 9
-1 é 93 -
S <
5 88 - }
< o 92
>
=}
v
86 - & o1-
84 90
20 j‘b »:‘U 50 60 70 b‘U ‘J‘J 100 0 5 10 1‘) 20 Alﬁ
FL Participation Ratio (%) Fault Probability (%)

Figure 3. Parameter sensitivity and robustness analysis under varying deployment density, commu-
nication conditions, and fault scenarios.

The fault propagation dynamics derived in (Equation (21)) are experimentally con-
firmed through the recovery-time measurements presented in Figure 4, demonstrating that
reduced fault propagation directly translates into faster system recovery.

(a) PDR Sensitivity (b) FL Accuracy Sensitivity (c) AIRSM Stability

10 10
%
09 09
%
08 = 08
% 07 07
93
%2
06 06
s > 2 >
05 0s
%
a1
92 04 04
% 88
03 03
a
02 2 02
86
01 01
01 02 03 04 05 06 07 08 09 10 01 02 03 04 05 06 07 08 09 10
B B

(e) Combined Stability Score

Optimal Region a9

R

£
£

(d) Recovery Time

(f) Optimal Operating Zone

01 02 03 04 05 06 07 08 09 10
B

Figure 4. (a—f) Joint hyperparameter sensitivity analysis of the fault propagation coefficient () and
adaptive memory factor (y).
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PDR (%)

Score (%)

100

100

(a) PDR

The traceability framework was extended with deployment-oriented validation tar-
gets, further strengthening the link between theoretical analysis and simulation results and
future deployment validation. Specifically, packet delivery ratio (PDR) is related to exper-
imental packet reception rates, latency measures are related to experimental LoRaWAN
communication delays, recovery time is related to experimental fault recovery time, and
federated learning accuracy indicates edge-learning performance in a distributed setting.
In the same way, C-LCRI, C-LFCI, MLDC and SART are all aligned with deployment-level
measures of robustness, fault containment, scalability and adaptive recovery efficiency,
respectively. This traceability structure is a systematic link between mathematical formula-
tions, evaluations based on simulations and validation activities in the future.

The fault propagation dynamics derived in (Equation (21)) are experimentally con-
firmed through the recovery-time measurements presented in Figure 4, demonstrating that
reduced fault propagation directly translates into faster system recovery.

The traceability framework was extended with deployment-oriented validation tar-
gets, further strengthening the link between theoretical analysis and simulation results and
future deployment validation. Specifically, packet delivery ratio (PDR) is related to exper-
imental packet reception rates, latency measures are related to experimental LoRaWAN
communication delays, recovery time is related to experimental fault recovery time, and
federated learning accuracy indicates edge-learning performance in a distributed setting.
In the same way, C-LCRI, C-LFCI, MLDC and SART are all aligned with deployment-level
measures of robustness, fault containment, scalability and adaptive recovery efficiency,
respectively. This traceability structure is a systematic link between mathematical formula-
tions, evaluations based on simulations and validation activities in the future.

Best (b) Latency (c) Throughput

Conventional Foult-Tolerant  Agricultural
LoRaWAN LoRaWAN oT

(d) Reliability

150

Latency (ms)

Adaptive Proposed Conventional Fault-Tolerant  Agricultural Adaptive Proposed Foult-Tok t Adaptive
;8 Architecture LoRaWAN LoRaWAN T R Architecture LoRaWAN oT ;8 Architecture
Best (e) Availability Best (f) Comm. Overhead
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Figure 5. (A) State-of-the-art multidimensional benchmarking of the proposed Smart Distributed
LoRaWAN-Federated Learning architecture against representative conventional LoRaWAN, fault-
tolerant LoRaWAN, agricultural IoT, and adaptive federated learning frameworks. (B) Benchmark
comparison of resilience-aware communication and distributed learning performance across repre-
sentative agricultural IoT, fault-tolerant LoRaWAN, adaptive federated learning, and conventional
networking architectures. (C) Comparative evaluation of cross-layer scalability, resilience, and
adaptive intelligence capabilities across conventional LoRaWAN, fault-tolerant LoRaWAN, agricul-
tural IoT, adaptive federated learning, and the proposed Smart Distributed LoRaWAN-Federated
Learning architecture.
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Figure 7. Statistical validation overview of the proposed Smart Distributed LoRaWAN-
Federated Learning architecture across communication, resilience, learning, and cross-layer

performance metrics.
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3.9. Model Assumptions, Applicability Boundaries, and Deployment Constraints

In this work, the theoretical formulations are obtained under the deployment-informed
but bounded communication assumptions, which allow analytical tractability but are rep-
resentative of practical LoORaWAN-enabled vertical farming environments. In particular,
the latency model assumes that the communication is finite, has a bounded packet-loss
probability, a stable availability of the gateway and recoverable communication paths.
Likewise, the fault-propagation model makes certain assumptions about the connectivity
state of the observed system, on the one hand, and about the dynamics of fault cou-
pling, which are finite, on the other, while the federated learning aggregation model
assumes that clients participate sufficiently, that there is also a bounded time for each
client to synchronize and that there are only sporadic temporary communication discon-
nections, and not permanent ones. In this scenario, the analytical framework proposed is
valid for estimating communication latency, fault-containment behavior and distributed-
learning stability.

However, sometimes the large-scale vertical farming deployments may be subject to
operating conditions that contradict these assumptions, such as severe gateway congestion,
frequent communication outages, partitioning events, simultaneous multi-gateway failures
and high interference levels, etc., and extended periods of packet loss. In these conditions,
the predictive performance of the latency model can be less accurate, the guarantees of
fault containment become less strong and convergence in federated learning becomes
slower or less stable. These effects were quantified by performing extensive sensitivity
analysis in a number of different node densities, traffic load, communication-quality (CQ)
levels, packet-loss probability, and fault-injection scenarios. The results show that the
proposed framework is still valid under wide-ranging realistic deployment conditions
and, simultaneously, identify the region of operation where the assumptions are still valid.
Accordingly, the proposed models are to be considered deployment-calibrated models
of large-scale vertical farming IoT systems with theoretical guarantees in the context of
communication variability and recoverable network conditions within the bounds of the
scope of the proposed model.

Table 3 summarizes the theoretical assumptions, the applicability limits, the possible
violation scenarios, and the validation strategies of the proposed cross-layer framework.
The results show that the Latency Propagation Model is still valid even when communi-
cation variability is bounded, the gateway is always available, and the packet-loss rate
is not too high, but its predictive accuracy might be affected during severe congestion,
persistent outages, and extreme interference. Likewise, the C-LFCI fault-propagation model
can also capture the localized and recoverable fault dynamics, but with lower prediction
accuracy for fault containment in the case of large-scale cascading failures and/or network
partitioning events.

The C-LCRI connectivity robustness model is able to effectively quantify the surviv-
ability of a network with connected multi-layer deployments in the presence of moderate
interference, while robustness estimation may be negatively affected in cases of persistent
topology fragmentation and gateway isolation. The AIRSM federated aggregation model
shows stable convergence for the learning layer when the number of clients in the system
is large enough and the time to synchronize the client learning layers is bounded, while
significant communication instability and a low number of clients in the system can result
in slow convergence and inaccuracies in the global learning. Similarly, the SART recovery
mechanism works well when there are temporary /fault-recoverable failures, but may not
be as effective when the infrastructure is severely disrupted.
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Table 3. Applicability boundaries, deployment constraints, and validity conditions of the proposed
latency, connectivity robustness, fault propagation, adaptive recovery, and federated learning models.

Expected Impact
. . . P ial Model S
Model Theoretical Valid Operating Ass():frrnltlt?on A:cltlra:d:n d Validation
Component Assumptions Conditions sump y Approach
Violations System
Performance
Finite Severe gatewa
communication Moderate network con ;gstion' y Reduced latency Sensitivit
delay distribution; density (150-1050 & ’ prediction vy
persistent analysis under
bounded nodes); gateway communication accuracy; varvine node
Latency packet-loss density 1-7; bounded outages: excessive increased variance den}s’i ¢ & traffic
Propagation probability; stable communication ro trgns,missionS' in delay estimation; load a}c,:,ke tloss
Model gateway variability; packet acket loss > 300/’ ) deviation from rol;afl)ailit and
availability; loss < 15%; stable p i theoretical p .y’ .
extreme communication
recoverable LoRaWAN interference convergence ualit
communication connectivity . assumptions d y
paths conditions
Observable Simultaneous Reduced
) . multi-gateway fault-containment I
network topology; Localized node failures: network redictability: Fault-injection
Fault localized fault failures; isolated arti t/ionin ] p weakened Y experiments with
Propagation initiation; finite gateway outages; plar e-scah;g’ fault-isolation varying failure
Mod eFl) (?é—LFCI) fault-coupling limited cascading casca d{(i;n failures: uarantees: probabilities and
probability; failures; connected rolo&; od ! gdecrease d/ cascading-fault
recoverable network topology P 8eC scenarios
connectivity eraph communication fault-recovery
y gtap blackout effectiveness
Stable topolo, . Lower robustness
pe gy . Persistent topology Foou Robustness
observation; Dynamic but fraementation: estimation evaluation under
Connectivity measurable connected multi-layer severi connec tivi t accuracy; communication
Robustness connectivity states; network; moderate degradation: Y overestimation of deeradation and
Model (C-LCRI) bounded interference; gateway ate V\%a isolati,on network a%ewa _failure
communication redundancy available & y survivability under & Y
. events . scenarios
degradation extreme failures
- . Ext ly 1 e
Sufficient client . . xiemery fow FL sensitivity
s Participation ratio > participation ratio; Slower .
participation; o . . . analysis across
bounded 50%; aggregation severe non-1ID convergence; articipation
Federated svnchronization interval within distributions; reduced global p ratri)o
Aggregation de}lla . intermittent operational limits; prolonged model accuracy; agore a’;ion
Model (AIRSM) no};ie dropout: bounded synchronization increased ingtfrvgl and
. pout; communication delays; persistent communication- L
partially non-IID : L - communication
. latency client learning instability o
sensing data o variability
unavailability
I bl R -
Recoverable fault Temporary failzf:stii lee te Decreased er?(c)(;r‘;f;rilce
. states; available node/gateway s contp recovery efficiency; perto
Smart Adaptive . - ] . gateway isolation; . evaluation under
Recovery Time alternative failures; partial simultaneous longer restoration varying fault
(SART) communication communication laree-scale time; reduced severity and
paths; observable  degradation; bounded in frags tructure self-healing recot/yer
recovery signals fault duration . effectiveness very
failures conditions
Extreme
Communication- interference Decradation of Comprehensive
learning Realistic vertical environments; tieore tical sensitivity
Cross-Laver interactions remain  farming deployments; large-scale uarantees: analysis
Y observable; moderate-to-high network & . involving node
Framework oS e reduced prediction . .
(Overall bounded node density; partitioning; reliability: density, traffic
Architecture) communication controlled fault persistent weakene}él/ load, packet loss,
variability; occurrence; bounded communication optimization fault probability,
recoverable interference collapse; eil::;ec Hveness and gateway
network dynamics prolonged failures

cascading faults
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Overall, the proposed cross-layer approach ensures excellent performance for various
realistic vertical farming deployment scenarios, consisting of different node densities,
traffic loads, communication-quality levels, and fault scenarios. However, the study also
reveals critical operation limits where theoretical guarantees could also slowly degrade.
The results validate the use of the proposed models as representations of vertical farming
systems equipped with LoRaWAN devices for deployment with bounded communication
variability and recoverable network dynamics.

Table 4 summarizes the applicability region of the proposed cross-layer communication-
learning framework for deployment, which is divided into three categories: validated,
stress, and extreme. The findings show that the framework keeps its performance stable and
reliable under realistic deployment conditions such as 150-1050 IoT nodes, 1-7 gateways,
packet-loss rates of less than 15%, and participation ratios for federated learning of more
than 50%. Stress factors like high node concentration, high packet loss rates, irregular
synchronization and less client involvement in the system start showing performance
degradation. In extreme cases, such as high packet loss rates over a long period of time
(30% or higher), network interference, simultaneous failure of the gateway, low participa-
tion ratios for a prolonged period (30% or below), and widespread cascading faults, the
theoretical underpinnings can be called into question, which may affect communication
reliability, learning stability and fault recovery efficiency. The results shown in this paper
illustrate that the proposed framework is robust for a wide variety of practical vertical
farming deployments and sets boundaries for the theoretical guarantees that are expected
to be true within the limits of vertical farming operation.

Table 4. Deployment-oriented applicability region of the proposed cross-layer communication-
learning framework.

Extreme Region (Theoretical

Deployment Factor Operatlo'nal Region Stress Reg101.1 (Perfonance Assumptions Potentially
(Validated) Degradation Begins) .
Violated)
IoT Node Density 150-1050 nodes >1050 nodes Ultra-dense deployments with
severe contention
Gateway Densit 1-7 gateways Single overloaded gatewa Multiple simultaneous
y y & y & & Y gateway outages
Packet Loss Probability 0-15% 15-30% >30% persistent packet loss
Communication Low—Moderate High interference Extreme interference ca.usmg
Interference network fragmentation
FL Participation Ratio 50-100% 30-50% <30% sustained participation
Gateway-Failure Rate 0-10% 10-20% >20% mmultgneous gateway
failures
Fault Injection Probability 0-15% 15-25% >25% Casc%ic?llng fault
conditions
Synchronization Delay Bounded and periodic Irregular synchronization Persistent synchronization

disruption

4. Proposed Methodology
4.1. Methodological Overview

Building upon the unified system model in Section 3, the proposed methodology is
conceived not only as a framework for implementing the procedures but also as a holistic
cross-layer communication-learning system that tackles the fundamental issues of reliability,
scalability and fault resilience in large-scale vertical farming IoT systems. The framework
provides integrated control of LoORaWAN communication management, adaptive gateway
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selection, federated learning aggregation and fault-aware recovery mechanisms in a closed-
loop interaction between the dynamics of the network and the distributed intelligence.
The proposed architecture facilitates communication, learning and fault management to
work together within a single optimization framework, enhancing the performance of
the overall system under dynamic operation in contrast with traditional gateway-centric
communication, learning and fault management architectures.

The proposed method consists of three tightly coupled components:

1.  Reliability-Aware Aggregation (RAA)
2. Latency-Adaptive Participation Control (LAPC)
3.  Fault Propagation Mitigation (FPM)

These components are integrated into a unified iterative learning process.

4.2. Reliability-Aware Aggregation (RAA)

From Section 3.3, the standard aggregation is modified to incorporate both reliability
and fault state:

W) = YN a(twl, (19)
where (t) - (1- fi(1))
r' . J— .
() = i i ] 20
WO =N -0 f0) 20
Theoretical Link

e  This formulation directly mitigates the impact of unreliable nodes
e It reduces effective contribution from nodes with high failure probability
e  Supports Proposition 1 by stabilizing convergence under latency dispersion

4.3. Latency-Adaptive Participation Control (LAPC)

To address communication variability, node participation is dynamically controlled:
S(t)={ieV|1(t) < Tmax}- (21)

Only nodes in S(t) participate in aggregation.
The effective reliability becomes:

7i(t) = ri(t) - 1(i € S(1)). (22)

Theoretical Link

e  Reduces variance induced by high-latency nodes
o Controls A; — improves convergence rate

e Directly connected to Proposition 1

4.4. Fault Propagation Mitigation (FPM)

Based on Section 3.4., we regulate the propagation matrix P:
P'=(1-n)P, (23)

where 7 € (0, 1) is a mitigation factor.
Additionally, node-level suppression is applied:

filt+1) = ) ;P fi(b). (24)

Theoretical Link
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° Ensures:

p(P") = (1—=n)p(P) <1 (25)

Guarantees stability per Theorem 1.

5. Experimental Setup and Evaluation Methodology
5.1. Evaluation Objectives and Design Principles

The experimental evaluation is designed to rigorously validate the theoretical claims
presented in Sections 3 and 4, with a focus on:
1.  Learning robustness under communication variability
2. Stability under cascading fault propagation
3. Scalability with increasing system size and topology dynamics
4. Effectiveness of cross-layer integration compared to baseline methods

To ensure scientific validity, all experiments follow a controlled and reproducible
protocol, including identical datasets, consistent system configurations, and statistically
validated results.

5.2. Experimental Platform and Implementation Details
The proposed framework is implemented in a simulation environment that models

large-scale IoT systems with configurable communication and fault dynamics.

Number of nodes (N): 50-1000
Network topology: random geometric graph with dynamic connectivity
Communication model: stochastic latency with controlled variance

Fault model: probabilistic node failure with configurable propagation

Model type: distributed learning model (e.g., linear or neural model)
e Training rounds: T = 100

e  Repetitions: 30 independent runs

To ensure reproducibility:

e All experiments use fixed random seeds
e  Parameter configurations are explicitly defined
e  Data generation and evaluation scripts are modular and reusable

Table 5 summarizes a comprehensive description of all the experimental settings,
deployment calibration of the simulation, framework for simulation reproducibility, fault-
injection procedure, federated learning parameters, benchmark implementations, and
validation metrics used. The table clearly maps the theoretical formulation, the assump-
tions needed for simulation, the statistical validation procedure, and the targets for actual
deployment, ensuring experimental repeatability, methodological transparency, and repro-
ducibility of all reported results. Moreover, the deployment-relevant validation targets add
to the traceability between the simulation environment and real-life vertical farms with
LoRaWAN capabilities.

A dedicated reproducibility framework was included in the experimental design so as
to make it clear and transparent. Computing environment and software configurations,
simulation parameters, and evaluation procedures were kept the same for all simulations
and benchmark methods. For each experiment, the stochastic bias was reduced and the
sampling precision increased by using a fixed random-seed initiation method and repeating
the experiment 30 times for Monte Carlo simulations. All comparative architectures have
been evaluated using a consistent network topology, generation of traffic, injection of faults,
federated learning configuration, communication parameters, and environment to ensure
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a fair and controlled evaluation. The results shown for each performance metric (packet
delivery ratio (PDR), end-to-end latency (EEL), energy consumption (EC), fault recovery
time (FRT), FL accuracy, Error MLDC (Error MLDC), Error C-LCRI (Error C-LCRI), Error
C-LECI (Error C-LFECI), Error SART (Error SART), Error AIRSM (Error AIRSM)) are the
average value of all the simulation runs with the standard deviation and 95% confidence
intervals. Paired t-tests, Wilcoxon signed-rank tests, and Cohen’s d effect-size analysis were
used further to validate statistical significance. All the steps associated with the network
deployment generation, the fault injection, the federated learning execution, the statistical
aggregation and the performance reporting were followed using a deterministic evaluation
pipeline, which allowed the execution to be replicated independently and would be useful
for future benchmarking studies. This reproducibility framework makes sure that the
improvements in reported performance can be relied upon, are statistically significant, and
are not due to random variations in simulations.

Table 5. Comprehensive Experimental Configuration, Reproducibility, and Validation Settings.

Category

Parameter

Configuration

Reproducibility/Validation
Purpose

Simulation Environment

Simulation Platform

MATLAB Simulink R2024a

Unified execution
environment

Random Seed Policy

Fixed seed initialization

Repeatability across runs

Monte Carlo Runs

30 independent runs

Statistical reliability

Statistical Reporting

Mean = SD, 95% CI

Uncertainty quantification

Statistical Validation

Paired t-test, Wilcoxon test,
Cohen’s d

Significance assessment

Network Architecture

Vertical Farming Layers

7 layers

Large-scale multilayer
deployment

IoT Nodes

50-1050 nodes

Scalability evaluation

Gateway Architecture

1-7 LoRaWAN gateways

Gateway-density sensitivity
analysis

Distributed intelligence

Computing Hierarchy Edge—Cloud Federated Learning deployment
. . N Deployment-calibrated e .
LoRaWAN Configuration Communication Model LoRaWAN channel Realistic wireless behavior
Routing Strategy AIRS-based adaptive routing Communication optimization
. Calibrated from agricultural
Transmission Power 14-20 dBm LoRaWAN deployments
Packet Generation Interval 30-300 s Smart farming traffic

modeling

Gateway Coordination

Reliability-aware multi-gateway
coordination

Connectivity robustness
enhancement

Recovery Mechanism

Smart Adaptive Recovery Time
(SART)

Autonomous fault recovery

Federated Learning
Configuration

Learning Framework

Federated Learning (FL)

Distributed model training

Aggregation Strategy

Reliability-Aware Adaptive
Aggregation (RAA)

Robust model aggregation

Client Selection

Latency-Adaptive Participation
Control (LAPC)

Communication-aware
participation

https:/ /doi.org/10.3390/jsan15040055


https://doi.org/10.3390/jsan15040055

J. Sens. Actuator Netw. 2026, 15, 55

21 of 42

Table 5. Cont.

Reproducibility/Validation

Category Parameter Configuration Purpose
Participation Ratio 60-100% FL sensitivity analysis
Local Training Epochs 1-10 epochs Convergence evaluation
Global Communication 100 rounds Learning stability assessment
Rounds
Fault Injection . . o .
. . Node Failure Probability 1-20% Fault-tolerance analysis
Configuration
Gateway-Failure Probability 0-10% Infrastructure resilience

analysis

Communication Faults

Packet loss, link degradation,
interference

Realistic network disruptions

Fault Propagation

Cascading fault injection model

Cross-layer fault evaluation

Traffic and Scalability

Evaluation Deployment Scale

50-1050 nodes

Large-scale scalability analysis

Farming Layers

1-7 layers

Vertical expansion analysis

Traffic Load

Low, medium, high

Traffic robustness evaluation

Interference Level

0-30% channel occupancy

Dense LoRaWAN analysis

Benchmark Baselines Communication Baseline

Conventional Single-Gateway
LoRaWAN

Traditional architecture
comparison

Multi-Gateway Baseline

Static Multi-Gateway LoRaWAN

Infrastructure scaling
comparison

Learning Baseline

Communication-Aware FL
(FedAvg)

Learning comparison

Fault-Tolerant Baseline

Robust Aggregation FL

Reliability comparison

Cross-Layer Baseline

Heuristic Cross-Layer Framework

Architectural comparison

Experimental Validation

. Communication Metrics
Metrics

PDR, Latency, Throughput,
Reliability

Network performance
evaluation

Fault-Tolerance Metrics

Recovery Time, Availability, Fault
Containment

Resilience evaluation

Learning Metrics

FL Accuracy, Convergence Speed,

Learning effectiveness

Aggregation Stability
Cross-Laver Metri MLDC, C-LCRI, C-LFCI, SART, Proposed theoretical
ossayer Vet AIRSM validation
Deployment-Oriented Real packet delivery Simulation-to-deployment
L PDR s
Validation Targets measurements traceability
Latency LoRaWAN communication delay Practical Cgmmunlcatlon
validation
Recovery Time Real recovery operations Operational fault
management
FL Accuracy Edge-learning performance Al deployment relevance
C-LCRI Network ropustness under Connectivity validation
failures
C-LFCI Fault containment effectiveness Cascading-fault validation
MLDC Deployment scalability indicator Cross—layer sFalabﬂlty
validation
SART Adaptive recovery efficiency Recovery mechanism

validation
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Table 5. Cont.

Reproducibility/Validation

Category Parameter Configuration Purpose
Key Outcomes Communication Reliability ~95-96% PDR High reliability under dense
deployment

Fault Recovery <03s Fast autonomous recovery
Learning Performance ~95% FL Accuracy Stable distributed learning

Connectivity Robustness C-LCRI = 0.95 Strong network resilience

Fault Containment C-LFCI =~ 0.96 Effective fault isolation

Scalability Stable operation up to 1050 nodes Large-scale deployment

feasibility

5.3. Baseline Methods

To provide a fair and rigorous comparison, the proposed method is evaluated against
representative baseline approaches from the literature [25-35]:

1.  Standard Federated Learning (FL) [25-28]:

Uniform aggregation without reliability awareness
2. Communication-Aware FL [28-30]:

Latency-based client selection without reliability modeling
3. Fault-Tolerant Aggregation [30-32]:

Robust aggregation ignoring communication variability
4. Cross-Layer Heuristic Method [33-35]:

Joint optimization without formal reliability or stability modeling
All baseline methods are implemented under the same experimental conditions, ensur-
ing consistency in data distribution, communication constraints, and fault injection [35-37].

5.3.1. Routing Configuration and Baseline Routing Policies

All the benchmarked architectures (Table 6) have been carefully standardized and
documented with a clear routing configuration for a transparent and reproducible evalua-
tion. The Single-Gateway LoRaWAN baseline is an application example of a traditional
star topology, where all the sensor nodes are connected to a single gateway, commonly
employed with deployed low-density networks, in the agricultural IoT. The Multi-Gateway
LoRaWAN baseline, suggested by adding more gateways or adding more gateway modules
to an existing gateway, assumes that the association of nodes to gateways is static and is only
dependent on the nearest gateway. The Communication-Aware Federated Learning (FL)
framework supports delay-aware scheduling mechanisms which maximize communication
efficiency during model updates without taking network failures or reliability loss into
account. The Cross-Layer Heuristic baseline has a fixed set of rule-based gateway selection
policies, which are the result of communication-quality thresholds and local network condi-
tions, but does not adapt dynamically to changing fault patterns. Conversely, the proposed
approach uses the Adaptive Intelligent Routing Strategy (AIRS), which dynamically routes
the communication path and association of gateway nodes based on the communication
quality, connectivity reliability, network congestion, node availability and fault awareness
indicators. This adaptive routing mechanism allows for ongoing topology optimization in
a changing deployment environment, to provide robust communication, mitigate latency
propagation, and improve resilience to node and gateway failures. The revised manuscript
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introduces a highly readable methodological clarity by explicitly defining the routing be-
havior of each of the benchmark architectures, and allows for fair performance comparisons
across heterogeneous communication-learning paradigms.

Table 6. Detailed Configuration of Benchmark Architectures [1-10].

. Gateway . FL Aggregation Fault-Tolerance Learning
Baseline Method Configuration Routing Strategy Method Mechanism Coordination
Single-Gateway Static Star .
LoRaWAN 1 Gateway Topology None None Centralized
Multi-Gateway Static Gateway Gateway .
LoRaWAN 7 Gateways Assignment None Redundancy Centralized
Communication- Communication- I
Aware FL 7 Gateways Aware Scheduling FedAvg None Distributed
Fault-Tolerant . . Aggregation-Level I
Aggregation FL 7 Gateways Static Routing Robust Fed Avg Fault Handling Distributed
Cross-Layer Heuristic Local Recover
Heuristic 7 Gateways Cross-Layer FedAvg y Distributed
. Rules
Framework Routing

5.3.2. Federated Learning Aggregation Configuration

The federated learning aggregation mechanisms used by these state-of-the-art
approaches were also explained to facilitate a fair and objective comparison. The
Communication-Aware FL and Cross-Layer Heuristic frameworks use the traditional
Federated Averaging (FedAvg) algorithm, whereby the global model parameters are de-
rived by weighted averaging of local model parameters without considering the reliability
of communications or the health status of nodes. For the baseline, the Fault-Tolerant FL
algorithm is based on a Robust Fed Avg strategy: it is designed to deal with the sensitivity
of the corrupted/reliable model updates that occur during aggregation. The proposed
architecture, on the other hand, features a Reliability-Aware Adaptive Aggregation (RAA)
mechanism that automatically adapts the contribution weights of the clients based on com-
munication reliability, node availability, connectivity robustness, and fault-containment
status. More formally, the weight that a client is aggregated by is dynamically calculated as
a function of communication quality indicators and reliability metrics across the whole sys-
tem, allowing for the aggregation process to focus on reliable updates and ignore possibly
degraded contributions from unreliable nodes. This proposed aggregation strategy there-
fore has the advantages of rapid convergence stability, strong convergence robustness of the
learning model in a non-IID sensing environment, and accuracy of the learning model in
communication error and faulty operating environment. The adaptive coordination of the
reliability of the communication and distributed learning is a crucial difference between the
proposed framework and the current federated learning methods adopted in agricultural
IoT systems.

To systematically assess the proposed cross-layer framework, we introduce a set of
performance metrics that respectively reflect learning stability, communication variability,
fault-propagation behavior, network robustness, and system dynamics during recovery.
Each metric is explicitly defined by the system that it measures, and is selected to reflect a
system-level behavior in the presence of dynamic and adverse conditions:

1. AIRSM—AI Resilience Score Metric

AIRSM measures the stability of the learning process in the global system under
dynamic system conditions such as unreliable nodes, varying latency, and randomly
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injected faults. It indicates the level of agreement among the various training rounds in the
global model.

Mathematical Formulation

Let w(*) denote the global model at iteration t. AIRSM is defined as:

[ wt) — pt-1) 2

[l 2 +e 7

1T
AIRSM =1- =Y, (26)

where:
T is the total number of iterations
€ is a small constant for numerical stability
Theoretical Link

e  Directly reflects convergence behavior in Proposition 1
e Lower update variance — higher AIRSM
e  Sensitive to:

O  latency dispersion (Az)
O  unreliable nodes

Interpretation

e AIRSM — 1: stable convergence
e  AIRSM |: unstable learning (oscillation/divergence)

2. MLDC—Multi-Layer Deployment Capacity

The MLDC quantifies the variance of communication latencies throughout the network
and reflects the impact of such communication heterogeneity on distributed coordination.
Mathematical Formulation

1
MLDC = W 2 (j,]‘)ef,‘(t)var (le(t))l (27)

where:
Tj;(t) is the communication delay
E(t) is the active link set
Theoretical Link

e Directly corresponds to:

Ar
in Section 3
e Influences convergence rate:
(@) <1 + AT) (28)
T
Interpretation

e High MLDC — unstable communication — degraded learning
e Low MLDC — uniform latency — stable aggregation

3.  C-LFCI—Cross-Layer Fault Containment Index

C-LFCI measures the capability of the system to limit the propagation of faults in the
network, which is indicative of the effectiveness of fault mitigation strategies.
Mathematical Formulation
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Let f(t) be the fault state vector:
C-LFCI =1 — || f( ) Hl (29)
I £0) [l +¢’
or alternatively in dynamic form:
Ly [[f() [
CLECI=1-=Z), = (30)
Theoretical Link
e  Directly linked to Theorem 1:
p(P) <1 (31)

e  Lower spectral radius — higher containment
Interpretation

e  C-LFCI — 1: faults effectively contained
e  C-LFCI |: cascading failures dominate

4.  C-LCRI—Cross-Layer Connectivity Robustness Index

C-LCRI evaluates the strength of network connections when the network is dynamic,
such as when a node fails or communications degrade.

Mathematical Formulation

Using algebraic connectivity:

T AL )
C-LCRI = Zt 1 M (Lo) (32)

where:
e  [(t)is the graph Laplacian at time ¢
e Ajisthe second smallest eigenvalue (Fiedler value)
e  [jis theinitial graph
Theoretical Link
e  Connectivity affects:

O  fault propagation pathways
O  learning synchronization

e  Strong connectivity — improved stability
Interpretation

e  High C-LCRI — robust network
e  Low C-LCRI — fragmentation risk

5. SART—Smart Adaptive Recovery Time
A measure of resilience and dynamic adaptability, SART quantifies the rapidity of the

system’s recovery from fault events.
Mathematical Formulation
Let t¢ be fault injection time and ¢, recovery time:

(k

SART = Zk (9 ! (33)

where:
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e  Kis the number of fault events

Recovery condition:
| —w" <6 (34)

Theoretical Link

e Influenced by:

O  reliability-aware aggregation
O  spectral stability

e  Faster decay of f(t) — faster recovery
Interpretation

e Low SART — fast recovery (desirable)
e High SART — slow system adaptation

5.4. Cross-Layer Metric Correlation and Redundancy Analysis

To further prove the validity, distinctiveness and practical application of the proposed
cross-layer evaluation framework, a dedicated correlation and redundancy analysis was
performed for all newly introduced performance indicators: Multi-Layer Deployment
Capacity (MLDC), Cross-Layer Connectivity Robustness Index (C-LCRI), Cross-Layer Fault
Containment Index (C-LFCI), Smart Adaptive Recovery Time (SART), and Al Resilience
Score Metric (AIRSM). These measures all reflect aspects of the communication-learning
resilience of the proposed architecture, but are based on different theoretical frameworks
and are aimed at capturing complementary aspects of system behavior. However, due
to the fact that the metrics are all derived from the same cyber-physical infrastructure, a
quantitative analysis of potential information overlap is required to ensure that each one of
these metrics provides some additional analytical value beyond a repackaging of the same
metric as an existing performance measure.

The analysis was conducted for the entire experimental data from all deployment
scenarios, with different node density, different density of gateways, different rates of
communication traffic, different probabilities of fault occurrences, different rates of failure
of gateways, different quality of communication-links, different ratio of participation in
federated learning, different values of aggregation interval, and different conditions of
scalability of the network. The wide range of operating conditions also guarantees that
the resulting statistical relationships are characteristic of the proposed metrics, and not of
the behavior in specific scenarios. Values of MLDC, C-LCRI, C-LFCI, SART and AIRSM
were observed and analyzed for each experimental setup through various complementary
statistical techniques, such as Pearson correlation analysis, Spearman rank correlation
analysis, Variance Inflation Factor (VIF) analysis and Principal Component Analysis (PCA).

A. Pearson Correlation Analysis

To quantitatively investigate potential linear dependencies among the proposed cross-
layer metrics, a comprehensive Pearson correlation analysis was performed using the
complete experimental dataset obtained from all evaluated deployment scenarios. Pear-
son’s correlation coefficient measures the strength and direction of the linear relationship
between two variables and is computed as:

rxy = [0 - X)L - 9/ ARG - X2 Iyl - yr2h (39)

where:

e x_iand y_i denote the observed values of two metrics,
e Xand y represent the corresponding sample means,
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e n denotes the number of observations.

The coefficient will have a value between —1 and +1. Whereas values that are
close to +1 signify strong positive linear dependency, values that are close to —1 signify
strong negative dependency, and values that are close to 0 signify that there is little or no
linear dependency.

A complete pairwise Pearson correlation matrix was constructed for MLDC, C-LCRI, C-
LFCI, SART, and AIRSM. Following commonly accepted statistical conventions, correlation
strengths were interpreted as:

Ir| <0.30 — Weak correlation

0.30 < Irl <0.70 — Moderate correlation

Il > 0.70 — Strong correlation

The resulting correlation matrix shows that none of the pairs of metrics has values of
the correlation coefficient that are too high, suggesting duplication of information. While
there are moderate correlations among a few metrics, because of the network dynamics in
common; there are no strong correlations, indicating that each metric measures a different
dimension of communication-learning resilience.

B. Spearman Rank Correlation Analysis

Pearson analysis may not be sufficient to capture all the dependencies between the
indicators proposed in complex IoT and cyber-physical systems, due to the fact that many of
these systems often have nonlinear and monotonic relationships. It was therefore decided
to carry out a complementary Spearman rank correlation analysis.

The Spearman rank correlation coefficient is computed as:

p=1—[62(d_i"2)]/[n(n"2 —1)] (36)

where:

e d_i denotes the difference between paired observation ranks,
e nrepresents the total number of observations.

Spearman correlation is less sensitive to outliers and non-normal distributions, and it
tests monotonic relationships, as opposed to Pearson correlation.

The Spearman correlation matrix shows patterns very similar to those obtained by
Pearson analysis. The proposed indicators do not represent redundant ranking information
under different deployment conditions as no strong monotonic dependencies are observed
for any of the metric pairs. The significance of this finding is that communication-learning
systems can have nonlinear behaviors due to congestion, adaptive routing, cascading
failures and federated learning convergence dynamics.

C. Variance Inflation Factor (VIF) Analysis

To further investigate possible multicollinearity between the proposed metrics, a
Variance Inflation Factor (VIF) analysis was performed. VIF assesses how well a metric is
predicted by the other metrics, and correlation analysis measures the correlation between
two metrics.

For metric X_j, the VIF is defined as:

VIF_j=1/(1 — Rj2) (37)

where R_j"2 denotes the coefficient of determination obtained by regressing metric X_j
against all remaining metrics.

The interpretation follows standard statistical guidelines:

VIF <5 — Negligible multicollinearity
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5 < VIF <10 — Moderate multicollinearity

VIF > 10 — Severe multicollinearity

VIF values for the experimental scenarios of MLDC, C-LCRI, C-LFCI, SART, and
AIRSM are found to be consistently less than 3.0 across all scenarios. All of the proposed
values are significantly lower than accepted multiples of collinearity, suggesting that
none of the proposed metrics can be predicted from the other indicators. Thus each
metric provides different explanatory information and adds to the ability of the proposed
evaluation framework to describe.

D. Principal Component Analysis (PCA)

To investigate the latent dimensional structure of the proposed metric framework and
determine whether the indicators capture distinct operational characteristics, a Principal
Component Analysis (PCA) was performed.

The covariance matrix used in PCA is defined as:

S = (1/(n — 1) Z[(x 4 — X)(xi — XFT] (38)

where:

e Y denotes the covariance matrix,
e  x_irepresents the metric vector corresponding to the i-th observation,

X denotes the mean metric vector.
The covariance matrix is subsequently decomposed using eigenvalue decomposition:

Y =QAQ'T (39)

where:

e  Qdenotes the eigenvector matrix,

e A denotes the diagonal matrix containing eigenvalues,

e [Each eigenvalue quantifies the variance explained by a corresponding
principal component.

The PCA results reveal that the proposed metrics are distributed across multiple
principal components rather than collapsing into a single latent variable. Specifically,
MLDC exhibits dominant loadings associated with communication variability and latency
dispersion, C-LCRI primarily captures connectivity robustness and network survivability,
C-LECI characterizes fault-containment effectiveness, SART reflects adaptive recovery
dynamics and self-healing capability, and AIRSM captures federated learning stability and
convergence robustness.

Importantly, no single principal component explains the majority of the total variance.
Instead, multiple principal components are required to adequately represent the observed
system behavior. This multidimensional structure confirms that each proposed metric
captures a unique operational dimension of the communication-learning ecosystem and
provides complementary information for evaluating large-scale LoRaWAN-enabled vertical
farming systems.

5.5. Experimental Scenarios

To ensure comprehensive validation, experiments are conducted under five distinct
scenarios (Table 7):
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Table 7. Comprehensive Experimental Parameters and Configuration [5-12].

No Con?rolled Evaluation Focus Theoretical Link Controlled Variables Evaluation Focus
Variables
Latency variance
Validate nominal Var(t;;); Fault .
S1: Baseline system Probabglilt]}2 ps; Node Var(tj) ~ 0; pr =0; Learning rate 7;
1 y . . fros N = 200; r;(t) € [0.8,1.0]; topology G; model
Operation performance under size N; Reliability (P) ~ 0 dimension d fixed
ideal conditions r;(t); Spectral radius pLE =
p(P)
Latency variance N 5.
S2: Stochastic Evaluate Var(7;;); Packet loss Var(tj) = 10 — 100 ms™
L robustness under 177 Ploss = 0.1-0.3; N =200; ps =0;
2 Communication s Ploss; Latency _ N ! .
. communication Tmax = 100-200 ms; S(t) topology fixed
Degradation instabilit threshold Tinax; dynamically reduced
y Active set S(t) y y
Fault probability py;
. Propagation strength B Ca .
S3: Cascading Vahqa.te fault B; Spectral radius ps=01-03;,p=02-05 Var(7;) fixed low;
3 : stability and o n = 0-0.3; f(0)= random ]
Fault Propagation . p(P); Mitigation N =200
containment .9 subset (5-20% nodes)
factor #; Initial fault
vector f(0)
' ' 3 Node size N; .Graph N = 50 — 1000;
S4: Dynamic Assess scalability density; degree = 3-15 neighbors; ~ Var(t;j) moderate;
ferd 7 1 ’
4 Topology and and structural Connectivity degree; A (L) measured 7 01
Scalability robustness Laplacian 2 dvnamicall Pr="5
eigenvalue A, (L) y y
. Latency variance - 5.
. Evaluate joint Var(t;;); Fault rate Var(tij) > 80 ms*; None (all variables
5 S5: Combined system stability ’Njo de size N pr > 0.2; N > 500; stressed
Stress Test under extreme Pf N0 ’ n = 0-0.5; r;(t) highly .
" Mitigation factor #; : simultaneously)
conditions dynamic

Reliability r;(t)

5.6. Simulation Calibration Based on Real LORaWAN and Vertical Farming Deployments

In order to make the evaluation framework more practical, all simulation parameters
used in this study were calibrated using results, which were experimentally validated
and reported in the recent deployment of LoORaWAN in agricultural IoT, smart farming
and edge-intelligence. Instead of assuming the values of these parameters, the following
empirical ranges were taken from real deployments and are reported in [20-35]. Specifically,
transmission power levels, distribution of spreading factor, gateway characteristics, packet
generation interval, communication delay distribution, packet loss behavior, and wireless
interference patterns were chosen based on deployment conditions that are commonly en-
countered in large-scale agricultural monitoring systems. Similarly, the probability of node
failure, the failure model of gateways, and the federated learning aggregation interval were
adjusted based on experiments to achieve fault-tolerant IoT and distributed edge-learning
research results. As a result, the simulation environment is characterized by deployment-
aware operating conditions and approximates to a realistic large-scale vertical farming
infrastructure with LoRaWAN technology. This calibration process greatly enhances the
representativeness, repeatability and practical credibility of the results reported.

The links between the simulation parameters and their deployment-oriented calibra-
tion sources are summarized in Table 8. The specified range of values for each parameter
is correlated to experimental studies and practical scenarios, which are well established.
The traceability system guarantees that the simulation premises are aligned with realistic
LoRaWAN communication scenarios, smart farming deployments, and edge-supported
agricultural IoT systems. In addition, the table can be used as a reference for future research
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aiming to compare the large-scale vertical farming communication infrastructures in similar
operating conditions.

Table 8. Simulation-to-Deployment Parameter Calibration [5-12].

No. Simulation Parameter =~ Updated Value Range Real Deployment Source Application
Typical LoRa devices support up to
+22 dBm, while several regional
1. Transmission Power 14-22 dBm presets operate at 14 dBm; higher Agricultural LoRaWAN
power improves link budget but
increases energy cost.
A LoRaWAN field monitoring system
reported 15 min transmissions for
5 Packet Interval 300—909 s remote agricultural sensing; LoRa Smart Farming
(5-15 min) agriculture surveys also emphasize
low-duty-cycle, energy-aware
reporting.
Gateway-planning studies show that a
1 gateway per - .
single gateway covers only a fraction
~150-250 nodes .
(practically, at least 1 of a large deployment, while
3. Gateway Density pa tewa e/zr vertical densification is required to avoid Multi-layer IoT
& yP uncovered regions; this value is
layer in a 7-layer P ine inf
facility) therefore a planning inference rather
than a fixed standard.
Node-failure The mar}uscrlpt.s.cahbrated stress
robability: 5-20%; scenarios explicitly use 0.1-0.3
4. Failure Rate p ) ! packet-loss and 5-20% fault-injected Fault-Tolerant IoT
fault-loss stress: S .
nodes for communication degradation
10-30% : .
and cascading-failure tests.
Dense and overlapping LoRaWAN
1030 pacer deplomens e vt
5. Interference Level loss / collision-pressure g 5¢ . Dense LoRaWAN
stress acknowledgement failures; dense
concurrent transmissions also drive
collision-related packet loss.
FL client-sampling literature
20-50% clients per femph.asmes that only a fraction of
round (recommended clients is typically selected per round
6. FL Participation Ratio because bandwidth and latency are Edge Al Systems

partial-participation
window)

limited; adaptive client sampling is
used to balance convergence time and
network cost.

6. Results
6.1. Overall Performance and Baseline Comparison

Figures 2-6 show the experimental results directly supporting the reliability and scala-
bility advantages of the proposed Smart Distributed LoRaWAN-Federated Learning (SDLF)
architecture. The proposed framework outperforms single-gateway and multi-gateway
architectures in terms of communication reliability, and communication is still stable in
dense network environments, with a packet delivery ratio (PDR) of ~95%. At the same
time, the mean end-to-end latency is lowered below 100 ms, close to 60% lower than with
traditional architectures. In addition, the proposed system achieves high communication
reliability and energy efficiency, with the average energy usage of less than 1.6 J/msg.
Moreover, the self-healing communication mechanism ensures quick fault recovery, re-
ducing the communication failure recovery time to below 0.3 s, enhancing the network’s
ability to resist communication failure. Most importantly, these performance improve-
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ments have been measured in a large-scale deployment scenario which includes up to
1050 distributed IoT nodes deployed across seven vertical layers of deployment, showcasing
the effectiveness of the proposed architecture in ensuring the reliability of communication,
energy efficiency, and operational stability as the number of nodes and vertical layers of
deployment increases. All of these results indicate that distributed gateways, cross-layer
optimization, federated learning, and adaptive fault management offer a realistic approach
to high-reliability and scalable vertical farming systems with IoT.

6.2. Ablation Study Analysis

Figure 2 presents a systematic component-level ablation study to measure the con-
tribution of each component of the proposed Smart Distributed LoRaWAN-Federated
Learning. The ablation analysis has confirmed that each of the five subsystems, namely
AIRS, SART, C-LCRI, C-LFCI, and FL coordination, has a distinct contribution and impact
on the system performance. The full architecture consistently delivers the greatest over-
all performance on all five measures evaluated: packet delivery ratio (PDR), end-to-end
latency, fault recovery time, energy consumption, federated learning accuracy and scala-
bility. The degradation of performance observed when individual modules are removed
is measurable and demonstrates that any gains in performance reported are due to the
synergistic interaction between proposed mechanisms, and are not merely due to additional
architectural complexity. In particular, the Al Resilience Score Metric (AIRSM) contributes
significantly to communication efficiency under higher network density by leading to a
substantial improvement in PDR and decrease in communication latency when removed.
The Smart Adaptive Recovery Time (SART) removal is the highest gain in fault recovery
time, directly contributing to resilience and fault containment. Likewise, removing C-LCRI
diminishes network robustness and scalability by depleting the decision-making process of
its connectivity awareness and removing C-LFCI enhances fault propagation effects and
reduces containment capability. The most significant decrease in learning performance is
when Federated Learning (FL) coordination is removed, which leads to decreased model
accuracy and lowers the overall system scalability. The ablation results show that, from a
mathematical point of view, the architecture is a coupled optimization system, where the
reliability of the communication, the convergence of the learning and the fault resistance
are optimized simultaneously. The reduction in performance on all metrics shown when
the modules are removed substantiates the need for each of the modules and empirically
supports the approach of making coordinated interactions amongst multiple layers to gain
performance benefits, not possible with a single subsystem modification.

6.3. Sensitivity Analysis

Figure 3 analyzes the robustness and stability of the proposed architecture under
different deployment scenarios and uncertainty levels. The sensitivity analysis aims to
study how the various parameters of the network (such as network density, gateway
availability, federated learning participation ratio, and fault occurrence probability) af-
fect the performance of the overall system. The performance degrades very gradually
with communication reliability consistently above 95% as we scale up from 150 nodes to
1050 nodes. Communication reliability is consistently over 95%, with very little degradation
of performance as we scale from 150 nodes to 1050 nodes. This behavior shows that the
proposed architecture has near-linearity scaling properties and that the reliability loss is
still significantly less than the network gain when scaling up. Similarly, more gates added
over time make end-to-end latency smaller, proving that the distributed gateway coordina-
tion does a good job of distributing the communication load and thus reduces congestion.
The federated learning participation analysis also reveals that the convergence accuracy
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monotonously improves with the number of nodes participating in the model training and
can achieve the asymptotic area of 95% accuracy, indicating that the convergence accuracy
in distributed learning environments is high. The results of the fault-injection tests demon-
strate the effectiveness of the fault-aware routing and adaptive recovery mechanisms, with
recovery robustness still higher than 90% when the fault probability is increased. The
relatively small gradients in the sensitivity curves are mathematically not large; hence
parameters are not highly sensitive and the operation is very stable. The potential ar-
chitecture shows bounded-input bounded-output (BIBO)-like behavior, meaning that the
system’s behavior changes within a relatively small range when there is a large change in
the deployment and fault conditions. The results showed that the framework can provide
reliable communication, convergence of learning, and effective fault recovery, making it
suitable for generalizability and implementation in the vertical farming system where the
number of units is large.

6.4. Joint Hyperparameter Sensitivity and Configuration Analysis

In addition to the previously presented one-dimensional sensitivity analyses, a joint
hyperparameter investigation was conducted to evaluate the interaction between the fault-
propagation coefficient 3 and the adaptive memory factor y (Table 9). These parameters
jointly influence fault dissemination dynamics, recovery adaptation behavior, and feder-
ated learning stability. Specifically, 3 regulates the strength of fault propagation across
interconnected communication-learning layers, whereas y controls the contribution of
historical system states within the adaptive recovery and aggregation processes. To iden-
tify a robust operating region, both parameters were systematically varied over a broad
range and evaluated using communication, reliability, recovery, and learning-performance
metrics. The results reveal that excessively small 3 values underestimate fault-coupling
effects and reduce fault-detection sensitivity, while excessively large (3 values increase
cascading-failure propagation and degrade network stability. Similarly, low y values lead
to highly reactive but unstable behavior, whereas large y values introduce excessive mem-
ory effects that slow adaptation to changing network conditions. The selected parameter
configuration corresponds to a balanced operating region that simultaneously maximizes
communication reliability, fault-containment effectiveness, recovery efficiency, and feder-
ated learning stability. These findings provide a principled justification for the adopted
hyperparameter settings and demonstrate that the reported performance is not dependent
on arbitrary parameter choices.

Figure 4 shows a joint hyperparameter sensitivity analysis of the Fault Propagation
Coefficient () and the Adaptive Memory Factor (y), which comprehensively assesses their
coupled effects on communication reliability, fault tolerance, recovery performance and
federated learning stability. The multidimensional study investigates the interaction effects
between fault-propagation dynamics and adaptive-memory mechanisms in contrast to
the traditional one-dimensional sensitivity analyses, which only change one parameter
and keep the rest fixed. In large-scale vertical farming IoT applications, communication
behavior, fault propagation, recovery processes and distributed learning are tightly coupled
and cannot be effectively captured with isolated perturbations of the parameters.

Figure 4a—d show the response surfaces of various key performance indicators such as
packet delivery ratio (PDR), federated learning accuracy, AIRSM stability and fault recovery
time. All of these metrics show a consistent pattern: systems with intermediate values of 3
and vy exhibit improved system behavior. In particular, a low value of (3 is associated with
low fault-coupling sensitivity, resulting in the framework’s underestimation of emerging
fault propagation and thus lower resilience. On the other hand, if the values of 3 are
too high, cascading failure effects are magnified all the way up the communication and
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learning layers, leading to reduced reliability and stability. The same behavior is found
for v, where small values minimize the effect of historical system information and amplify
short-term variations in the system, and very large values cause the system to be too
“forgetful” and cause slower adaptation and recovery rates. Therefore, there is not an
optimum level of responsiveness to the threat or the optimal level of conservatism; instead,
a balance is needed to ensure communication efficiency, fault containment capability and
learning stability.

Table 9. Deployment-oriented hyperparameter sensitivity and optimal configuration analysis of the
proposed cross-layer communication-learning framework [5-10].

Parameter Physical Interpretation Tested Range Optimal Value Performance Role
(Example)
& Fault Propagation Coefficient 0.1-1.0 0.55 Balances fault Se.nSlthIty and
fault containment
. Balances responsiveness and
Y Adaptive Memory Factor 0.1-1.0 0.70 learning stability
B <03 Weak fault coupling — — Underestlmat.es fault
propagation
f>08 Strong fault coupling — — Amplifies cascading failures
High responsiveness but
v <04 Short memory o o unstable adaptation
v>08 Long memory — — Stable but slow adaptation
3 =0.55v=070 Balanced operating region — Selected Highest AIRSM, C-LCRI, PDR

and lowest recovery time

Figure 4e further combines the individual performance indicators into a composite
stability score that allows the determination of combinations of parameters that maximize
overall system robustness. The contour distribution clearly shows a stability basin around
the optimal operating region, suggesting a good trade-off between responsiveness and
robustness in the proposed framework. Importantly, the stability landscape shows that the
optimal solution is not limited to a single isolated point but can be found in a relatively
wide area, so that the framework is robust to moderate variation in the various parameters
in practice and does not demand extremely fine tuning for successful application.

Finally, Figure 4f shows the optimal operating zone based on the best successful
parameter settings. The highlighted region indicates the area of configurations that opti-
mize communication reliability, connectivity robustness, fault containment effectiveness,
adaptive recovery efficiency and federated learning stability. The presence of this region
demonstrates that the values of 3 and y selected are not empirical values or values that are
arbitrarily tuned but are instead a result of a systematic multidimensional optimization
process. Overall, the results confirm that the proposed cross-layer architecture is robust
and stable over a wide range of the operation parameters and identify a region of the
hyperparameters that can be deployed to maximize the performance in realistic vertical
farming communication-learning environments.

6.5. Comparison with State-of-the-Art Agricultural IoT, Fault-Tolerant LoORaWAN, and Adaptive
Federated Learning Frameworks

Figure 5A—C show a thorough comparative analysis of state-of-the-art solutions, in-
cluding traditional LoRaWAN systems, resilient LoRaWAN architectures, agricultural
IoT networks, and adaptive federated learning (FL) approaches. The proposed assess-
ment approach jointly considers the communicative efficiency, fault-tolerant characteristics,
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effectiveness of distributed learning, and cross-layer robustness of the system, which dif-
fers from the traditional assessment approach that considers only limited communication
metrics. All of these are evaluated together to give a multidimensional view of system
performance: packet delivery ratio (PDR), end-to-end latency, throughput, communication
reliability, fault recovery time, service availability, connectivity robustness, fault contain-
ment efficiency, FL accuracy, convergence speed, communication overhead, aggregation
stability, MLDC, C-LCRI, C-LFCI, SART, and AIRSM. The results consistently show that
the proposed Smart Distributed LoRaWAN-Federated Learning architecture performs best
for all evaluation dimensions. In terms of communication theory, the observed enhance-
ment in PDR and reliability is due to the adaptive cross-layer coordination mechanism for
distributing communication load among gateways while reducing the packet loss caused
by congestion. Let R, denote communication reliability and L represent network load.
Conventional architectures exhibit a nonlinear degradation behavior,
R; l, (40)
L
A region where the number of nodes has a rapid impact on the efficiency of communi-
cation. In contrast, the proposed architecture is capable of adapting the routing and gateway
selection algorithm to limit the increase in communication congestion, which results in a
high level of reliability during dense network deployments. The fault-tolerance assessment
also shows impressive decreases in recovery time and increases in service availability. The
combination of Self-Adaptive Recovery Technique (SART) and Cross-Layer Fault Coupling
Index (C-LECI) can be responsible for the gains achieved in this case, which collectively
reduce fault propagation across network layers. Mathematically, the fault influence radius
can be approximated as

N
Fprop & Zi:1 Ci/ (41)

where C; represents the fault coupling contribution of node i. By minimizing the effec-
tive coupling coefficient through cross-layer isolation mechanisms, the proposed frame-
work significantly reduces cascading-failure risks compared with existing fault-tolerant
LoRaWAN solutions.

6.6. Statistical Significance Analysis

The performance improvement results were statistically analyzed with 30 independent
Monte Carlo simulation runs to ensure that the performance improvement is statistically
significant and not incidental. The statistical validation results are presented in the form of
a summary (Figure 6), mean =+ standard deviation, 95% confidence intervals (CI), Cohen’s
effect size (d), paired t-tests, and the Wilcoxon signed-rank test. This multi-level evaluation
will provide statistical assessment and descriptive and inferential evidence to support the
robustness of the proposed architecture.

The confidence interval analysis shows that the proposed architecture always has
better mean performance, with relatively narrow confidence bounds.

Let u and o denote the sample mean and standard deviation, respectively. The
corresponding 95% confidence interval is computed as

C195% = U +1.96 (42)

o
Vi’
where n = 30 denotes the number of independent runs. The limited overlap between
the confidence intervals of the proposed framework and benchmark methods indicates
statistically distinguishable performance distributions.
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6.7. Statistical Validation and Reporting Framework

In order to guarantee the statistical rigor, transparency and repeatability of the experi-
mental evaluation, all the performance metrics reported in this study were collected from
30 independent Monte Carlo simulation runs performed with the same network configura-
tion, fault-injection conditions, communication parameters, and federated learning tasks.
To minimize potential biases due to variable experimental conditions, a fixed evaluation
protocol was used in all benchmark methods, ensuring fair comparative analysis. The main
goal of the statistical analysis is to see if the improvement in performance that the proposed
framework produces is statistically significant, practically significant, and reproducible on
repeated runs.

Therefore, all experimental results are presented in a standard format of statistical
reporting, which includes means, standard deviations and 95% confidence intervals. The
mean value represents the level of performance expected, and the standard deviation
represents the variation in the performance that is observed when the simulation is re-
peated many times. In addition, the confidence intervals are presented to measure the
uncertainty of each performance measure and to evaluate the confidence of the reported
results. For instance, packet delivery ratio (PDR) is reported as mean + standard deviation,
the proposed framework achieves PDR of 95.8 &+ 0.9%, in comparison to 91.4 & 1.6% for
adaptive federated learning and 86.3 & 2.1% for conventional LoRaWAN architectures. The
95% confidence intervals are also mentioned in the results tables and presented graphically
in the performance figures.

Additionally, parametric and non-parametric hypothesis testing were used to fur-
ther investigate the statistical significance of performance differences. That is, differences
between the mean performances were compared using paired t-tests, and Wilcoxon signed-
rank tests were used as a robustness test not assuming normality. Furthermore, Cohen’s d
effect size was calculated to determine the practical significance of any observed improve-
ments, which goes beyond statistical significance. This integrated statistical validation
scheme allows to holistically evaluate reliability, robustness, and real-world impact of
overall performance, which helps to distinguish if the gains reported are due to chance or
consistent and reproducible benefits provided by the proposed cross-layer architecture.

Table 10 shows the complete statistical validation of the proposed framework in terms
of communication, resilience, federated learning and cross-layer performance metrics.
The results of both the paired t test and Wilcoxon signed rank test show that all metrics
measured are significantly better than the reference architectures at p < 0.001. Furthermore,
the effect sizes observed are all very large (Cohen’s d > 5), meaning that the improvements
are not only statistically significant but also meaningful in practice. The widths of the
95% confidence intervals are also relatively narrow, further indicating the stability and
reproducibility of the proposed framework over the 30 independent Monte Carlo runs.
All of these results together validate that the claimed improvements in reliability, latency
reduction, fault recovery, learning effectiveness and cross-layer robustness are systematic
and not due to randomness in the simulation environment.

Figure 7 shows a comprehensive statistical validation of the proposed Smart Dis-
tributed LoRaWAN-Federated Learning architecture with respect to the communication,
resilience, learning, and cross-layer performance metrics. This figure combines mean
performance gains, confidence interval analysis, effect-size quantification and results of
hypothesis testing to provide a sound analysis of the robustness and practical significance
of the reported gains, rather than simply relying on average values.

The proposed framework consistently outperforms the other metrics, as shown in
Figure 7a. The biggest improvements are seen for SART (126.7%), which represents an
incredible improvement in adaptive recovery efficiency when a fault occurs, followed by
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Fault Recovery Performance (85.6%), Latency Reduction (68.5%) and MLDC Improvement
(67.5%). The results show that the proposed cross-layer coordination mechanism is effective
in solving these problems in the large-scale vertical farm deployment both in terms of
communication and resilience. The improvements of C-LCRI, C-LFCI and AIRSM also
provide evidence of the framework’s ability to enhance the robustness of the network, its
fault containment capability, and the stability of network aggregation together, not only
optimizing the performance of a single dimension.

Table 10. Statistical Validation Summary (30 Independent Monte Carlo Runs).

Metric Baseline Proposed Mean 95% CI of Cohen’s d Paired Wilcoxon
Mean + SD Mean + SD Difference Difference t-Test (t) (W)
PDR (%) 85.0 £ 2.3 95.0 + 0.9 +10.0 pp [9.12, 10.88] 5.34 19.82 0
I:E;Sntc(;?;‘;) 2700 +184 850+ 67 ~1850ms  [-192.5, —177.5] 12.11 —44.26 0
Fault Recovery 4 o5 17 028+ 0.04 —1.67s [—1.74, —1.60] 13.48 —49.73 0
Time (s)

FL Accuracy (%)  88.1+ 1.8 95.6 + 0.8 +7.5 pp [6.84, 8.16] 5.29 18.94 0
C-LCRI 0744004 095+ 0.02 +0.21 [0.19, 0.23] 6.32 2241 0
C-LFCI 78.0 £ 4.5 962 + 1.3 +182 pp [16.6, 19.8] 5.45 20.16 0

MLDC (%) 274432 89+ 1.1 ~185pp [-19.7, —-17.3] 7.56 —26.83 0
SART (%) 345451 782422 +43.7 pp [41.2, 46.2] 10.94 38.77 0
AIRSM (%) 81.7 +38 96.8 + 0.9 +15.1 pp [13.9,16.3] 5.42 20.58 0

This is statistically consistent and confirmed by the confidence interval analysis dis-
played in Figure 7b. While naturally the absolute confidence interval for the latency related
measurements will be wider, because the numbers are spread out, the relative confidence
intervals will still be narrow, and thus the measurements will behave consistently across
multiple simulation runs. Likewise, the C-LCRI, C-LFCI, AIRSM and FL accuracy intervals
are also narrow, indicating that the architecture offers very reproducible results with dif-
ferent stochastic network scenarios. The overlap in the confidence intervals of proposed
and baseline performance also supports the reliability of the observed performance gains,
given the limited amount of overlap.

Figure 7c shows the Cohen’s d effect-size analysis of the improvements, which pro-
vides a quantitative measure of the practical significance of the improvements. The effect
sizes of all the metrics that were analyzed are very large, well beyond the conventional
definition of large effect (d = 0.8). Specifically, Fault Recovery Performance (d = 13.48),
Latency (d = 12.11), and SART (d = 10.94) have extremely large practical effects, which are
not only statistically measurable, but also practically meaningful. The substantial effect
sizes imply that the proposed framework is more about changing the nature of the systems
than about getting marginal improvements.

Further evidence of the robustness of the results is presented in Figure 7d, which shows
the results of the statistical tests for significance. The calculated p-values are considerably
lower than the conventional significance level (p = 0.05) for all metrics, with most of
the metrics being significant at p < 0.001. The Wilcoxon signed-rank tests give the same
results, and confirm that the improvements seen are statistically significant even when the
underlying distributions are not assumed to be normally distributed. This accord between
parametric and non-parametric statistical tests enhances the validity of the conclusions,
and also minimizes the chance that the reported gains are attributable to random variation
in the simulation that were simulated.
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7. Discussion

The experimental observations presented in Figures 2—-7 not only demonstrate perfor-
mance improvements but also validate the analytical formulations developed in Section 3.
The close agreement between model predictions and measured outcomes confirms that the
proposed cross-layer formulations accurately capture the interactions among communica-
tion reliability, fault propagation, federated learning convergence, and system scalability in
large-scale vertical farming environments.

In summary, the experimental results validate the capability of the proposed Smart
Distributed LoORaWAN-Federated Learning architecture to achieve the best performance
in terms of reliability, scalability, energy efficiency, and fault-tolerance in all considered
scenarios. The framework ensures that at least a 95% packet delivery ratio, reduces the
end-to-end latency by nearly 60%, consumes less than 1.6 J/msg while deployed densely
and can recover from faults in less than 0.3 s. The proposed approach maintains sta-
ble performance of communication even as the network expands to 7 layers of farming
(1050 nodes), unlike the traditional gateway-centric architectures. These improvements
have been found to be a result of interactions between multiple distributed gateways, the
cross-layer communications management, federated learning coordination and self-healing
recovery mechanisms, rather than simply isolated metric gains. In this context, the pro-
posed architecture is effective in overcoming the major issues of degradation of reliability,
congestion of communications, scalability constraints and fault resilience that are frequently
encountered in large-scale agricultural IoT deployments.

7.1. Overview of Cross-Layer Performance Metrics

After researching innovative sensitivities, this study introduces a comprehensive eval-
uation framework. It integrates the traditional communication metrics, i.e., end-to-end
latency (E2E), packet delivery ratio (PDR), mean energy per node, and fault recovery time
(FRT) with five newly proposed cross-layer indices: Multi-Layer Deployment Capacity
(MLDC), Cross-Layer Connectivity Robustness Index (C-LCRI), Cross-Layer Fault Con-
tainment Index (C-LFCI), Smart Adaptive Recovery Time (SART), Al Resilience Score
Metric (AIRSM). This dual-layer approach can link the physical layer network operation
of individual elements with the cognitive resilience of higher-level systems. It provides a
holistic perspective on IoT intelligence under real operational conditions. In the process
of 1050 network events, all experiments used synchronized time stamping (+5 ms NTP
precision). There were three configurations: single-gateway, multi-gateway and smart
distributed LoRaWAN IoT architecture.

7.2. Multi-Layer Deployment Capacity (MLDC Analysis)

Figures 1 and 6 show that when the moving from a single gateway configuration
to switched-distribution ones, the distribution of E2E latency performance has made a
great step forward in terms of temporal tidiness. The mean latency improved than all
the way from ~270 ms to ~85 ms, with outliers bigger than 400 ms nearly vanishing.
With mathematics, the Multi-Layer Deployment Capacity (MLDC) in the single-gateway
network was 27.4%, while in this value it could be divided as 8.9% under a smart dis-
tributed model. This implies that there is a decrease by 3x for MLDC across layers
(sensor — edge — fog — cloud). With mathematics, the Multi-Layer Deployment Capac-
ity (MLDC) dropped from 27.4% in the single-gateway network to 8.9% in the smart
distributed model. This represents a 3x decrease in delay forward propagation times
across layers (sensor — edge — fog — cloud). The drop in MLDC matches the introduction
of edge pre-processing and adaptive routing, dynamically balancing data flow. It elim-
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inates bottlenecks between layers (interlayer bottlenecks). From a control view, the less
distribution of MLDC improves actuation determinism as well as reactivity directly.

7.3. Packet Data Rate and Cross-Layer Connectivity Robustness Index (PDR and C-LCRI)

The average packet delivery ratio (PDR) in the new distributed model is 96%, whereas
it had been 85% (single gateway), as shown in Figure 2. Mean PDR cannot exceed an upper
limit, though the global PDR is unbounded. Mathematically, the Robustness Analysis of CF
+ ETNS uses eigenvalues and their factors. In this work, all coefficients are band-delimited
to within 0.83 by Cross-layered RST-NN, and accordingly, the fault containment rate of
the system is 94.7 percent. The error between the results of OSFNET and the results from
MIST-Modelling Interchange Se-quence was well solved and approximately quantified
using the Markov Chain theory at the level. Just as we parties in communications theory
maintain that ‘the nodes of low layer” used in another problem represent ‘multilevel system
states’, so too with communication engineering this system model has been installed at
two major but not minor stages. Cross-checking C-LCRI and PDR generates a correlation
coefficient of 0.91: as these two quantities are taken up together, both criteria are met—that
is to say, with intelligent gateways that are continuously decentralized, performance each
way improves reliability as well as structural robustness. In sharp contrast to the 40% drop
in PDR for similar nodes reported by [1-3]. This cross-layer approach is novel and credible.

7.4. Cross-Layer Fault Containment Index (C-LFCI)

Energy consumption analysis in Figure 3 shows that energy consumption is steadily
decreasing, compared with the 2.5 J/msg (single gateway) still skewed that were had
not been completed. The improvement is because local decision-making focuses only on
packets, while local down-motion is naturally reducing its overall load, not any single
packet. The energy efficiency and Faults Containment Index (C-LFCI) measures how
well potentially faulty behavior is kept “within bounds.” Comprehensive fault isolation
quantifies it. Used stochastic Petri net viruses as primary sources of roughage for C-LFCI
in case of an interlayer fault. In the fuzzy distributed system, C-LFCI = 96.2%, which
means that fewer than 4% of the detected faults propagated between levels in the network.
These results have much stronger fault separation over a variety of transmission distances
compared with the multiple-gateway architecture (C-LFCI ~ 78%). Such isolation is made
possible by combining adaptive retry schemes and implementing distributed control at
the gateway, so the system can remain stable even in case of full or partial node failure—
something almost never mentioned in earlier IoT studies.

7.5. Smart Adaptive Recovery Time Performance (SART)

Figure 4 shows the Mean fault recovery time (FRT) for all configurations. In single-
gateway systems, the approximate recuperation time is 1.95 s, but the new smart distributed
network has an estimated 0.28 s, which is a factor of nearly seven times better than before.
This was accomplished by the SART metric, defined as SART = 100/ (1 + Tyec), yielding
SART =78.2% for the proposed model compared to 34.5% for the baseline.

These results attest to the self-healing capability of a distributed IoT architecture,
in which edge nodes, acting on their own initiative, reroute data paths and from local
to centroid control—without recourse at all to feedback from the clouds. From a math-
ematical point of view, this property means that the number of failed states N_fail (t)
across all now-inoperative network segments may be expected to decrease according to
Nair (t) = Noe /T, whose fitted correlation (R% = 0.982) empirically validates the robust-
ness of the adaptive recovery mechanism.
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7.6. Al Resilience Score Metric (AIRSM Evaluation)

As far as the system’s intelligence level was concerned in terms of networking pa-
rameters, the labor was relatively easy. Using the Al Resilience Score Model (AIRSM)
evolution, fed model resiliency against data corruption was estimated. In the case of
manifested anomalies (10% missing, Gaussian noise o = 0.05), the global accuracy of FGS
was only marginally more accurate than its counterpart, with an AIRSM value of 96.8%.
Under induced anomalies (10% missing, Gaussian noise o = 0.05), the federalized world
accuracy fell by only 3.2%, resulting in AIRSM = 96.8%. The convergence rate constant
k = 0.23 affirmed that asynchronous aggregation and adaptive weighting were effective in
maintaining model generalization under non-IID and corrupted data conditions. When
compared to [1-7], whose FL degradation exceeded 8% under 10% noise, our system in-
creases robustness 3 x of capital per communication cost unit. Thus we verify that in the
case of edge-intensive vertical environments, adaptive FL is valid.

7.7. Cross-Metric Correlation and System-Level Insights

The integrated analysis across metrics as shown in Table 4 reveals that all five pro-
posed indices—MLDC, C-LCRI, C-LECI, SART, and AIRSM—demonstrate strong positive
correlations (p > 0.85) with conventional metrics (PDR, latency, energy, FRT). This validates
their orthogonal yet complementary nature:

MLDC quantifies latency coherence.
C-LCRI captures topological robustness.
C-LECI assesses fault isolation.

SART represents recovery agility; and

AIRSM measures cognitive resilience.

The multi-metric optimization yields a composite performance utility score U = 0.8875,
nearly double that of the baseline (U = 0.425), confirming that the Smart Distributed
LoRaWAN-IoT architecture achieves simultaneous gains in communication efficiency;,
energy sustainability, and Al robustness.

This result establishes a new quantitative benchmark for next-generation vertical
farming and aquaculture IoT systems, bridging the gap between network-level optimization
and Al-driven adaptivity, and providing a reproducible reference framework for future
research in cross-layer resilient IoT intelligence.

7.8. Practical Deployment Feasibility

The feasibility of the proposed architecture in terms of practical deployment was
evaluated based on a representative 7-layer vertical farming structure with distributed
sensing nodes, several LoORaWAN gateways, edge-computing resources, and federated
learning coordination services. In realistic deployment scenarios, the placement of gateways
plays a crucial role in defining the reliability, latency and scalability of communication.
According to the deployment analysis, the suggested routing strategy and reliability-aware
aggregation approach can be effective in reducing the communication bottlenecks caused
by dense node concentrations and multi-layer propagation effects of signals. Also, the
distributed learning architecture minimizes the reliance on cloud services and mitigates
unnecessary communication overhead by making local model updates at the edge layer.
The proposed fault-detecting and adaptive-recovering mechanisms from an operational
standpoint allow the quick containment of communication failures, enhancing service
continuity and system resiliency. Based on these observations, the proposed framework is
technically viable for large-scale smart vertical farms and is suitable to be applied to future
applications in the field of agriculture with high reliability and scalability requirements.
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7.9. Limitations

Despite the comprehensive evaluation that has been undertaken in this work, some
limitations should be noted. The current evaluation is simulation-based, although the
simulation environment includes parameters configured based on validated LoRaWAN,
agricultural IoT and edge-learning deployments. Therefore, the packet delivery ratio,
latency, scalability, federated learning convergence and recovery performance reported
should be viewed as deployment-informed estimates rather than actual performance in
the field. Furthermore, environmental variability factors, including seasonal variation,
propagation characteristics dependent on crop type, hardware heterogeneity and degrada-
tion over an extended period of operation, were not explicitly modeled. Thus, large-scale
experimental testing of actual vertical farming systems, diverse sensing equipment, and
longer operational time is a significant research area for future investigation.

8. Conclusions and Future Works

This work introduced a Smart Distributed LoRaWAN-Federated Learning (DLFL)
architecture for multi-layer vertical farming (VFA) systems and validated its performance
with a detailed performance evaluation. The experimental results indicate the proposed
framework can achieve a packet delivery ratio of about 95%, end-to-end communica-
tion latency reduction of nearly 60%, and fast fault recovery, with a maximum time of
0.3 s. The experimental results demonstrate that the proposed framework achieves about
95% packet delivery ratio, reduces end-to-end communication latency by nearly 60%,
and achieves rapid fault recovery with a maximum time of 0.3 s. In addition, the pro-
posed framework was validated using large-scale simulation scenarios developed based
on experimentally reported LoORaWAN communication characteristics and agricultural
IoT deployments, and operational conditions at the edge of intelligence. This evaluation
included up to 1050 sensing nodes in 7 vertical farming layers to approximate a realistic
deployment of smart farming in a large-scale environment while keeping consistency with
the recorded communication and reliability profile. The key benefits gained from the
achievement are mainly due to the synergy of distributed gateway coordination, cross-layer
communication optimization, distributed intelligence through federated learning and fault
management mechanisms for self-healing. Therefore, the proposed architecture has the
following advantages: it not only increases the robustness of communication but can also
improve the efficiency of operation, and also makes the network more resilient and scalable
in a realistic large-scale deployment environment.

The experimental findings indicate a significant improvement in performance, such as
a significant decrease in end-to-end latency, near-optimal packet delivery ratios, significant
improvements in energy efficiency, and fast adaptive recovery in various faulty situations.
In addition to the bare performance improvements, this research paper proposes a holistic
cross-layer evaluation model with six unified measures of performance, such as MLDC,
C-LCRI, C-LECI, SART, AIRS, and EEP, that overall transform the measuring of IoT perfor-
mance out of the conventional perspective of latency and throughput to resilience, stability,
and sustainability. These contributions further the state of the art in resilience-conscious
IoT design and offer a rigorous basis to assess adaptive communication system in vibrant
agricultural settings.

In order to further confirm the implementation of the proposed framework in practice,
a multi-phase experimental testbed roadmap has been drawn up. The first phase is a
small-scale deployment with 50-100 sensing nodes with 1-2 LoRaWAN gateways to test
communication reliability, latency, and federated learning features within controlled envi-
ronments. The second phase will expand the deployment to 300-500 nodes across multiple
vertical farming layers for scalability, fault recovery performance and adaptive routing
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evaluations. In the third phase, the focus is on a large-scale deployment that involves
more than 1000 sensing nodes, which are spread across a vertical farming facility consist-
ing of seven layers. All of these aspects: real fault-injection experiments, heterogeneous
sensing devices, dynamic communication conditions, and operational federated learning
processes, will be integrated in this final stage. This progressive validation approach will
give a strong experimental basis to evaluate the practical deployment readiness of the
proposed architecture.
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