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Abstract

The development of large artificial intelligence models relies on the integrity and accuracy
of training data. Malicious contamination of training data introduces false information.
This information becomes fixed as parameter bias during model training. Consequently,
it affects judgment logic and model output. Therefore, data contamination has become a
primary method for attacking the security of large models. Despite this threat, legal regula-
tions concerning data poisoning lack systematic research. This paper employs a normative
analysis method. It systematically reviews regulatory rules regarding data poisoning.
These rules are found within Chinese criminal and data security laws. Current legislation
primarily enforces general data security duties. It also relies heavily on accountability after
an incident occurs. This approach makes early intervention difficult. Risks often evolve
into model defects and cause damage before effective measures are taken. Therefore, the
main contribution of this paper is moving beyond the current retrospective regulation
model. We advocate establishing a risk control mechanism for the entire training process.
This mechanism spans from prior review to continuous monitoring and subsequent ac-
countability. Furthermore, it clearly divides the responsibilities among four main entities.
These entities include data providers, model developers, service providers, and regula-
tory agencies. This mechanism helps resolve practical difficulties associated with data
poisoning. These challenges include multiple participants, complex causal relationships,
and unclear responsibilities. The proposed framework responds to the genuine needs of
data security. It aligns with the governance goal of improving hierarchical and classified
security supervision. Ultimately, it provides a feasible analytical framework for protecting
training data.

Keywords: data poisoning; data security; artificial intelligence; risk prevention and control

1. Introduction
As large AI models are widely deployed in critical sectors, including finance, health-

care and government administration, security risks triggered by data poisoning have
become increasingly prominent. Once a compromised model is put into practical use,
erroneous information will spread continuously through model outputs. These vulnera-
bilities are no longer hypothetical. In March 2026, the annual consumer rights broadcast
by China Central Television exposed a clandestine industry known as generative engine
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optimization. Vendors seeded the open web with fabricated promotional articles. Within
hours, a fictitious product became the standard answer recommended by mainstream
artificial intelligence models (Xinhua News Agency 2026; OECD.AI 2026). Beyond China,
the Kremlin-aligned Pravda network has published millions of falsified articles. These
publications specifically target the training and retrieval data of artificial intelligence chat-
bots. One audit revealed that leading chatbots repeated these narratives in approximately
one third of the tested answers (Sadeghi and Blachez 2025). Independent academic stud-
ies further demonstrate the fragility of these systems. Replacing a mere 0.001 percent of
tokens in a medical training corpus measurably increases harmful outputs. Meanwhile,
the compromised model continues to perform normally on standard benchmarks (Alber
et al. 2025). Such consequences range from misleading public perceptions at a minor level
to endangering national security in severe cases. Research on risk prevention and control
against data poisoning therefore carries urgent practical significance.

Existing scholarship on data poisoning can be divided into two principal strands:
technical research and legal research. Technical studies have developed a relatively mature
account of the mechanisms through which poisoning attacks occur, as well as the methods
by which they may be detected, thereby providing essential technical support for risk pre-
vention and control (Steinhardt et al. 2017; Khraisat et al. 2025). In contrast, legal research
remains comparatively underdeveloped. Relevant discussions are often subsumed within
broader debates on artificial intelligence governance and cybercrime. In the field of AI
governance, scholars have advocated the establishment of legally binding quality standards
for training data (Chen et al. 2017). Others have proposed amending the Convention on
Cybercrime to incorporate specific provisions on data poisoning or adopting a dedicated
international treaty addressing AI-related crime. At the domestic level, legal scholarship
has focused primarily on the criminal-law characterization of data-poisoning conduct,
especially the interpretive application and regulatory viability of existing computer-crime
offences (Li and Cao 2025; Khraisat et al. 2025). More recent studies have begun to examine
civil liability and administrative supervision in this context. These studies address eviden-
tiary difficulties, causation, risk allocation, and regulatory duties, while exploring possible
pathways for strengthening the legal governance of data poisoning (Liu et al. 2025).

The existing literature nevertheless presents several significant limitations. First, al-
though prior studies address the quality of training data, they tend to emphasize general
data-quality control rather than malicious contamination through poisoning. These risks
arise from distinct sources. Quality defects typically arise from negligence. Conversely,
poisoning necessitates a motivated adversary. Section 2.1 elucidates the actors responsible
for documented poisoning incidents. Second, existing research often subsumes data poi-
soning within conventional categories of cyberattacks, without sufficiently elucidating its
distinctive attributes or the mechanisms through which its risks are transmitted (Shafahi
et al. 2018). Its potential harms therefore remain inadequately examined (Chu and Liu
2025). Third, prevailing criminal-law studies generally follow a paradigm that extends
existing offences to novel technological problems, rather than developing an independent
evaluative framework tailored to data poisoning. This approach is insufficient. It fails
to analyse the causal chains specific to AI model training with adequate precision and
exposes clear deficiencies in the attribution of liability. Taken as a whole, the current body
of research remains predominantly technology-oriented and pays insufficient attention
to legal governance. It relies heavily on ex post regulatory logic, while neglecting front-
end governance concerns such as risk identification, prior prevention, and continuous
monitoring. This imbalance is especially problematic. Few studies have systematically
examined data poisoning from the perspective of risk prevention and control (Yan et al.
2025). Nor has a full-chain regulatory framework been established to cover critical stages
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such as contamination detection, traceability, remediation, and consequence management.
Consequently, existing research cannot fully address the governance challenges posed by
data poisoning.

Beginning with the concept and inherent characteristics of data poisoning, this paper
analyses the liabilities and obligations of four categories of stakeholders from the per-
spective of risk prevention and control. They include data providers, model developers,
service providers, and regulatory authorities. It argues that the prevention and control of
data-poisoning risks should extend across the entire development process of large AI mod-
els. The proposed framework comprises three core components: prior review, continuous
monitoring, and ex post accountability. By clarifying the responsibilities and obligations of
all relevant actors, the framework safeguards each stage of AI model training and remedies
deficiencies in existing regulatory rules. It also reorients governance from post-harm re-
sponse to pre-risk intervention. In doing so, it enables effective intervention before model
defects materialize and reduces the security risks generated by data poisoning (People’s
Daily 2025). It may also provide a robust analytical foundation for improving the security
governance of AI training data.

2. The Concept and Features of Data Poisoning
2.1. The Concept of Data Poisoning

Data poisoning is an adversarial attack aimed at the training data of AI models, in
which the attacker pollutes the training data in order to control or damage the algorithmic
model (Sudhakar 2024). The cost of this attack is low. The attacker only needs to mix
malicious data disguised as normal samples into the process by which the model takes
in data, or to directly alter existing data, so that the model learns wrong patterns during
training. This can have a deep effect on model performance, on decision accuracy, and even
on system safety (Carlini 2021).

The AI Safety Governance Framework 1.0 issued in China lists data poisoning as an
important kind of AI data security risk. It points out that data poisoning mainly takes
the form of an attacker altering data, injecting wrong or misleading data, and polluting
the probability distribution of the training data, which then weakens the accuracy and
trustworthiness of the model (National Technical Committee 260 2024; Biggio and Roli
2018). By the way it is carried out, data poisoning can be roughly divided into active
poisoning and passive poisoning. The former means that the attacker actively injects or
alters samples in the training set to pollute the model. The latter means that the attacker
spreads false information to pollute samples that may be drawn into training and, in this
way, pollutes the model (Yang et al. 2024; Hartle et al. 2025). Data poisoning happens
in the training stage, and by injecting malicious data, it changes the learning process of
the model and affects the very base on which the model forms its judgement (Chen et al.
2021). Research shows that mixing only zero point zero one per cent of false text into the
training set raises the harmful content in the model output by eleven point two per cent
(Ministry of State Security of the People’s Republic of China 2025). The main target of a data
poisoning attack is the data used for model training. Its effect is not limited to the model
itself (Bursztein 2018). Given the wide use of large AI models today, once a model outputs a
polluted result, it may affect public understanding and may further affect national security.

Recent events elucidate the perpetrators and motivations behind data poisoning.
Foreign actors affiliated with state governments execute poisoning campaigns to exert
geopolitical influence. The Pravda network supports the Kremlin by flooding the open
web with fabricated articles. These articles specifically target chatbot training and retrieval
data. Audits reveal that leading chatbots repeat these narratives in up to one third of
tested responses (NewsGuard 2025). Scholars continue to debate whether this phenomenon
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demonstrates successful manipulation or highlights deficiencies in credible data (Alber
et al. 2025). Business competitors and marketing vendors also manipulate data to secure
commercial advantages. For example, generative engine optimization vendors in China
planted fabricated product claims. Mainstream large models subsequently presented these
claims as standard answers (Xinhua News Agency 2026; OECD.AI 2026). Furthermore, a
court recently held the operators of an artificial intelligence tool liable for unfair competition
(Hangzhou Intermediate People’s Court 2025). This tool generated massive volumes of
false consumer experience posts. Current or former employees constitute a third category
of perpetrators. Their lawful access to data pipelines facilitates manipulation without re-
quiring external intrusion. Publicly attributed cases remain scarce. This scarcity inherently
reflects the covert nature of the risk (Metcalf and Churilla 2026).

2.2. The Essential Features of Data Poisoning

Unlike traditional network attacks and ordinary data security problems, data poison-
ing has three essential features, which are the indirect nature of the attacking act, the covert
and spreading nature of the actual harm, and the composite nature of the legal interests it
harms (Ma 2025).

Aggressive data poisoning is an indirect adversarial technique. Attackers embed
camouflaged samples into large language model conversational agents through legitimate
data pipelines, disrupting the model’s inherent reasoning mechanisms (Carlini 2021). This
causes the system to deliver inaccurate responses during user consultations and profes-
sional diagnostic evaluations. At present, such attack vectors are currently predominantly
deployed within commercial settings, with healthcare, professional service consultation and
other sectors as secondary targets. In the commercial field, attackers such as commercial
promoters or competitors inject falsified retrieval data into AI training corpora to mislead
models into recommending fictitious or low-quality products (Xinhua News Agency 2026;
OECD.AI 2026). This tactic can also be leveraged to generate fabricated user feedback data
(Hangzhou Intermediate People’s Court 2025). And in the healthcare sector, malicious
actors target large medical language models by deliberately implanting misinformation
into their training datasets via legitimate open internet channels, enabling low-cost indirect
adversarial attacks (Alber et al. 2025). It is evident that unlike traditional cyberattacks that
rely on external network intrusion, system resource occupation or direct data destruction,
data poisoning sabotages the fundamental construction of AI models. It contaminates core
data at the data collection and training stages, thereby fundamentally compromising the
overall operational performance of models (An and Lu 2018).

The attacking act of data poisoning is indirect. The attacker injects disguised samples
through lawful channels of data flow and changes the judgement logic of the model from
inside the model. The attacker does not directly delete or modify system functions, and
unlawful intrusion into the system is not a necessary condition. Traditional network attacks
usually concern the availability of the external network, the use of system resources, or
direct damage to data, while data poisoning changes the inner judgement logic of the
model in a basic way (An and Lu 2018).

The harm of data poisoning is covert and shows up late, and it clearly tends to spread.
The pollution effect hides within huge amounts of training data, and the harm and the act
are separated in time and space. The link between the act and the harmful result is weak,
which sets up an obstacle for the traditional idea of result-based liability. Poisoned samples
are very close to normal samples in their statistical features, and ordinary detection methods
can hardly screen them out one by one, so the cost of finding them rises sharply (Raghavan
et al. 2022). Even if defenders put in large resources, they can only check suspicious
data within a limited range. The remedy for the result is hard to reverse. Malicious data
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becomes part of the model parameters and is hard to find by ordinary cleaning methods,
and repair often means discarding and rebuilding the whole model. At the same time, a
polluted model passes its defect to many downstream systems through transfer learning,
and poisoning in one place may move the whole model chain (Pankajakshan et al. 2024).
This spread may also set off a chain reaction. In the medical field, a diagnostic model
affected by poisoning may be used as the base of other medical models, which causes the
range of misdiagnosis to keep growing and may even endanger public health (Koh and
Liang 2017).

The legal interests harmed by data poisoning are composite. The legal interest harmed
by active data poisoning is the computer system that the large model stands for, or the
data used to complete or to make up that computer system; that is, the computer system
in a broad sense. If the view shifts to the poison data itself, or to passive data poisoning,
the legal interest harmed by the false information that the poison data carries extends to
the public right to know. When the matter touches a major disaster or another field where
information carries high importance, the legal interest harmed by the poison data builds
up layer by layer as the model passes it on. It reaches from the data security and the truth
of information of a single system to public order and national security.

These features add up together. They make the existing rules built around traditional
harm fall short when they face data poisoning, and they bring a challenge to the regulation
of data poisoning under current laws.

3. An Analysis of the Regulation of Data Poisoning Under Current Laws
and Regulations

At present, the rules that target data poisoning are scattered across texts of different
legal levels, and a special and unified regulatory system has not yet taken shape. The
relevant rules include the Criminal Law and the basic laws in the data field, and they
also cover administrative regulations, departmental rules, various policy documents, and
national standards, forming a regulatory network of crossing levels. Yet these rules were
made at different historical stages and were meant to answer the risk concerns of particular
periods. Their objects of regulation, their logic of regulation, and their means of regulation
all differ, and there are weak links between them. More important, the current rules all
target the review and regulation of data sources and output content, while the regulation of
whether the data itself has problems is relatively lacking. It is therefore necessary to stand
on the essential features of data poisoning, sort out the relevant rules in a systematic way,
and examine their actual regulatory effect.

3.1. The Regulation of Data Poisoning Under Current Laws and Regulations

The Criminal Law, the Data Security Law, and policy documents step in from different
angles, which are after-the-fact punishment, data governance, and risk identification. Yet
the focus of each kind of rule is not the same, and their coverage of the risk chain of data
poisoning is not complete.

3.1.1. The Regulation of Data Poisoning Under the Criminal Law

The Criminal Law has not set up a special clause that gives a unified evaluation of
data poisoning. Instead, it regulates the conduct by interpreting and applying existing
offences according to the specific attack setting.

For active poisoning, scholars mainly discuss the application of the crime of damaging
a computer information system (Zhai and Li 2025). This crime punishes the act of interfer-
ing, in violation of state regulations, with the functions of a computer information system
and thereby causing the system to fail to run normally (National People’s Congress of the
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People’s Republic of China 2020, art. 286). Data poisoning interferes with the running
of an AI system by injecting and altering data, so on its plain meaning there is room to
bring it within this crime. The difficulty in application lies in whether the drop in model
performance and the bias in decisions can be treated as the system failing to run normally
(Ma 2025). If the attacker first intrudes into the target system or accesses the training data
beyond authority, the act may also touch the crime of illegally intruding into a computer
information system and the crime of illegally obtaining computer information system data
(National People’s Congress of the People’s Republic of China 2020, art. 285). However, the
focus of the aforementioned type of crimes is the taking of data, which runs in the opposite
direction from poisoning, whose core act is injection and alteration. The intrusion-type
crimes are usually evaluated on their own only when the poisoner uses real technical means
to break through protection and intrude into the system (Cai 2026). These crimes mainly
regulate the act of intruding into a system or obtaining data without authority, and their
focus is not the alteration and pollution of data. For this reason, unless the actor carries out
an intrusion, such as breaking through the protective measures of the system in order to
poison, these crimes can hardly evaluate data poisoning itself. When the poisoning targets
a particular firm or a particular production or business activity, the crime of damaging pro-
duction and business operations and the crime of harming business reputation and product
reputation have room to apply. The former regulates the act of damaging production or
business by other methods, and the latter punishes the act of fabricating and spreading false
facts that harm business reputation (National People’s Congress of the People’s Republic
of China 2020, arts. 276 and 221). For passive poisoning, the false content produced by a
polluted generative system may be spread through the network and disturb public order.
It can then be regulated through the crime of fabricating or intentionally spreading false
information (National People’s Congress of the People’s Republic of China 2020, art. 291-1).
Providers and deployers may bear a safety management duty but fail to act or act poorly
(Pi 2026). The crime of refusing to perform the information network security management
duty can then hold them liable for their neglect (National People’s Congress of the People’s
Republic of China 2020, art. 286-1).

Overall, although existing crimes can address the harms caused by data poisoning
from different perspectives, their regulation remains fragmented and subject to significant
limitations. No single crime can fully cover all the harm of data poisoning, and incon-
sistencies in legal evaluation and regulatory gaps are hard to avoid in the application of
different crimes.

Improving the criminal regulation of data poisoning requires the establishment of
criteria for protected legal interests, causation assessment, and liability attribution that are
consistent with the characteristics of AI systems. With respect to protected legal interests,
existing crimes address different types of harms, including computer system disruption,
unauthorized access, dissemination of false information, and damage to business opera-
tions. However, the legal interests protected by these crimes and their focus of evaluation
do not fully correspond to the distinctive risks associated with data poisoning. Regarding
causation, the traditional approach in cybercrime, which relies primarily on direct and ob-
servable harmful consequences, should be appropriately adjusted. The assessment should
focus on whether the poisoning conduct has materially altered the state of training data,
whether such alteration has further affected model performance or outputs, and whether
these effects have ultimately resulted in concrete harm. Regarding liability attribution,
existing crimes are primarily based on the direct conduct of individual actors and clearly
identifiable harmful consequences, making them insufficient to address the multi-actor and
distributed-risk characteristics of the AI ecosystem. Data poisoning may involve multiple
actors, including attackers, data providers, model developers, and AI service providers.
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Attackers who directly conduct data contamination should bear corresponding liability
where the elements of a crime are satisfied. By contrast, the liability of data providers,
model developers, and AI service providers should be assessed based on their degree of
control over data quality, model training, and system operation, as well as whether they
have violated relevant security management obligations.

3.1.2. The Regulation of Data Poisoning Under the Data Security Law

The Data Security Law regulates data poisoning mainly through the security protection
duty of data processors. The law requires data processors to set up and improve a whole-
process data security management system, to take technical measures and other necessary
measures to ensure data security, and to turn the upkeep of data security into a legal duty
(Standing Committee of the National People’s Congress 2021, art. 27).

First, with regard to the role of firms in the flow of data, the law places the duty to
keep data complete and usable on every stage of processing activity. It requires processors
to take management responsibility for the whole life cycle of data collection, storage, use,
processing, and transmission. Poisoning pollutes the training set and directly damages
the completeness of the data, so it falls within the scope of the data security protection
duty. Second, the Data Security Law requires processors to strengthen risk monitoring
and to take remedial measures at once when data security defects and vulnerabilities are
found, which extends the duty of risk control into the middle stage of processing activity
(Standing Committee of the National People’s Congress 2021, art. 29).

The focus of the Data Security Law is on visible security risks such as data leakage,
alteration, and loss, and it lacks a special mechanism to deal with hidden pollution that
is injected through lawful channels and lies within huge numbers of samples. This gap
is most clear when facing the hidden poisoning of the training stage. The precision of
the regulation needs to be raised, and the basis for holding the poisoner liable is rather
weak, which makes it hard to identify the responsible party and allocate responsibility
with precision.

3.1.3. The Regulation of Data Poisoning Under Normative Documents

Apart from the laws and regulations above, normative documents mainly take
providers and developers of AI services as their object and form a supplementary regulation
of data poisoning.

The Interim Measures for the Management of Generative Artificial Intelligence Ser-
vices require that the source of training data be lawful, and they make clear the safety
management responsibility of large model providers and deployers (Cyberspace Adminis-
tration of China 2023, art. 7). This shows the position of China in encouraging technical
innovation while carefully guarding against data security risks. The Provisions on the
Management of Algorithmic Recommendation of Internet Information Services require
algorithm providers to bear a filing duty and the necessary duties of disclosure and expla-
nation. They also require providers to keep technical documents and use records that can
be supervised. Yet they do not set a unified and workable standard for the degree to which
explanation should reach (Cyberspace Administration of China 2021; art. 7; Cyberspace
Administration of China 2023, art. 17). The Regulations on the Management of Network
Data Security stress that data processors should carry out annual risk assessment and set up
an internal control system that matches the scale and importance of their data processing.
This gives a normative basis for the self-risk assessment of large model suppliers. At the
level of policy documents, the White Paper on Artificial Intelligence Data Security treats
data poisoning as a sub-concept of data pollution. It defines data poisoning as the act
of adding disguised data and malicious samples into training data, damaging the com-
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pleteness of the data and thereby causing bias in the decisions of the model, which gives
textual support for the recognition of the concept (China Academy of Information and
Communications Technology 2019). The AI Safety Governance Framework issued by the
National Technical Committee on Cybersecurity Standardisation points out by way of
listing that data poisoning mainly appears as training data being altered and as wrong or
misleading data being injected. Its later version further puts forward a governance path of
improving risk classification and exploring risk grading and dynamic adjustment, but the
framework still stays at the level of exploratory principle statements.

The features of this kind of rule are that it is flexible and timely and can fit the real need
of fast technical change. Yet its binding force is relatively limited, and it mainly depends
on the self-management of firms and the supervision and enforcement of administrative
authorities. When a rigid constraint is not enough, the compliance motive of market actors
is easily weakened, and some actors may tend to take a strategy of minimum compliance,
which then reduces the control function of these documents.

3.2. The Legal Dilemma in Governing the Risk of Data Poisoning

Current rules lack a prior review of whether the training data itself is true and reliable,
lack ongoing monitoring of how poison data changes the model during training, and
lack after-the-fact regulation of the harm and responsibility once the harm appears. The
dilemma in preventing and controlling data poisoning thus shows up mainly in the three
stages of before, during, and after.

3.2.1. The Missing Prior Review of the Data Itself

Current rules lack a prior review of the authenticity and reliability of the data itself
before it enters the training set. The focus of regulation falls on the lawfulness of the data
source and the compliance of the generated content. There is no independent step to check
whether the training data has been polluted by human action. The Interim Measures for the
Management of Generative Artificial Intelligence Services require providers to improve the
quality of training data, but this duty stays at the level of principle and lacks a workable
review standard and sample verification process (Cyberspace Administration of China 2023,
art. 7). The Regulations on the Management of Network Data Security require processors
that provide generative AI services to strengthen the security management of training data.
Yet the management points to network data security in a broad sense and does not reach
the real identification of poison data (Network Data Security Regulations 2024, art. 19).
Distorted training data is the source of false model output, and prior review should be
carried out with training data at its centre (Xie and Wu 2026). The current arrangement
leaves the check on data authenticity to firms to do by themselves. Without a mandatory
standard and outside verification, the compliance input of firms is easily kept low, and
finely disguised poison samples can pass self-review and enter the training set. Prior review
is therefore absent. The authorities need to add the duty of prior review of training data at
the level of rules, and make clear the subject, the content, and the method of review.

3.2.2. The Blank in Ongoing Monitoring of Data Training

The training process lacks ongoing monitoring aimed at poisonous data, and the
causal link between the poisoning act and the abnormal behaviour of the model is hard
to establish in law. It is not transparent which data a model learns which behaviour from,
and the training process that cannot be explained limits any account of how data affects
output and blocks the tracing of the working mechanism (Y. Wang 2025). Current rules
do not require developers to set up continuous monitoring of data access and data flow
in the training stage, and they do not require keeping log records that allow tracing back.
Once the records of the middle stage are missing, the link between the injection of poison
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and the drop in model performance cannot be restored. The finding of a causal link lacks a
clear legal standard, and the harmful result is hard to trace to a specific poisoning act. A
legal judgement of cause needs a chain of facts that can be restored, and the lack of ongoing
monitoring and log records makes that chain hard to rebuild. To prove that poisoning did
happen and to trace the abnormality of the model to poisoning need full evidence, and
the burden of proof falls on the harmed side, which raises the cost of seeking a remedy
(Ding 2024). The blind spot of regulation falls exactly on the training stage, and the actual
effect of poison data on the model lacks a visible record and a traceable mark. Ongoing
monitoring is therefore missing.

3.2.3. The Insufficient After-the-Fact Regulation of Data Poisoning

After the harm appears, current law lacks a workable after-the-fact mechanism for
damage assessment and accountability. First, the mechanism for damage assessment and
remedy is missing. After it is confirmed that the model problem comes from data pollution,
current rules have no matching standard for damage assessment. There is also no firm
requirement for emergency isolation, data tracing, and model repair. These often depend
on the conscience of the firm, the range and degree of the harm are hard to measure, and
the remedy therefore lacks a basis. The newly enforced national standard sets technical
requirements for identifying and filtering poison data in the training stage, but its focus is
still on detection and cleaning, and it puts too little effort into assessment and accountability
after the harm occurs (Standardization Administration of China 2024). Faced with harm
that cannot be measured, the harmed side often cannot get a remedy that matches it. Second,
the responsible party is hard to identify. Data poisoning involves several stages, namely
data providers, model developers, and service providers, the lines of rights and duties are
blurred and crossed, and it is often impossible to find out at which stage the pollution arose
(Li and Xue 2025). Current law has not made targeted arrangements for the duty of care of
the parties at each stage. After the harm occurs, it is therefore hard to lock onto the party
that should bear responsibility and hard to weigh the degree of fault of each side. Once the
chain of responsibility breaks, the allocation of fault behind a single poisoning act loses
its support.

The present state of results-based regulation and difficult accountability can hardly
answer the real risk of data poisoning. The step in of criminal law takes the appearance
of a serious harmful result as its premise, and the risk built up by poisoning before and
during training often falls outside criminal evaluation. Current rules put more effort on
the two ends, data source and generated content; put less effort on the training stage in
the middle; and lack a matching response for handling harm after it appears. As a result,
the chain from poison data entering the training set to causing harm lacks early control
and effective response. Administrative regulation leans towards formal filing and review
and does not verify the training act itself enough, so it can hardly achieve continuous
identification and feedback (J. Zhang 2023). The timing of regulation is late, its basis leans
towards results, and accountability often comes to nothing. The three together make it
hard for the law to step in before the risk turns into a model defect, and hard to give a
matching remedy and punishment after the harm occurs. The failure of accountability
weakens the deterrence of the rules, and the poisoner may use unclear responsibility to
escape punishment. These gaps show that relying on after-the-fact punishment can hardly
reach the risk that poisoning buries in the training stage. The focus of governance needs to
move forward, and the legal mechanism should be rebuilt from the angle of risk prevention
and control.
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4. Building a Legal Mechanism for the Prevention and Control of Data
Poisoning Risk

The risks posed by data poisoning have attracted increasing attention among govern-
ments and regulators worldwide. Although neither the European Union nor the United
States has established a dedicated legal regime specifically addressing data poisoning, both
have incorporated it into broader AI governance frameworks (Wang and Qi 2025). The
EU Artificial Intelligence Act adopts a risk-based approach by classifying AI systems used
in areas such as biometrics, education, and the administration of justice and democratic
processes as high-risk and imposing quality requirements on their training datasets. The
United States has not enacted a comprehensive federal AI statute but primarily relies on
voluntary guidance issued by the National Institute of Standards and Technology (NIST).
For example, Adversarial Machine Learning: A Taxonomy and Terminology of Attacks
and Mitigations classifies data poisoning as a type of adversarial machine learning attack
and incorporates it into AI risk identification, assessment, and management (NIST AI
100-2e2025, NIST 2025, sct. 3.2). Although the EU and the United States have adopted
different regulatory approaches, both emphasize risk management, offering useful insights
for the legal regulation of data poisoning.

Against this background, the prevention and control of data poisoning risk needs
to start from three sides, which are prior review, ongoing monitoring, and after-the-fact
accountability, and these match four kinds of parties, namely data providers, model de-
velopers, model service providers, and regulators. The requirement of data authenticity
assurance can be brought into the current AI governance framework through interpretation
and amendment of the law (Zhao 2025). The three stages then link into a control chain that
covers the whole training process.

4.1. The Prior Review Mechanism for Data Poisoning

The prior review mechanism requires data providers to bear the duty of checking the
authenticity and reliability of the data that enters the training set. Although the current
Interim Measures for the Management of Generative Artificial Intelligence Services require
providers to improve the quality of training data at the level of principle, this duty lacks
a workable check standard and sample verification process. For this reason the check on
authenticity has long depended on the conscience of the firm (Cyberspace Administration
of China 2023, art. 7). The direction of legal interpretation is to break the broad requirement
of improving data quality down into review steps that can be carried out, so that the
check duty of the provider has a clear boundary. Data providers should screen the source
of samples at every stage of collection, cleaning, and labelling. They should use hash
fingerprint comparison, spot checks of data, and quality assessment to make sure the data
source is trustworthy, and start tracing at once when a risk is found (Cao et al. 2025). For
malicious data disguised as normal samples and for abnormal data distribution, providers
need to identify and remove them precisely before the data flows into training, in line with
the features of poisoning, checking layer by layer from collection and feeding to training
(Liu et al. 2025). Once polluted samples flow into the training set, they are hard to remove,
and the cost of finding them rises sharply as training goes on, so setting the checkpoint
before the data enters training can block the risk at a lower cost. Prior screening therefore
takes on the function of protection at the source. Keeping a record of the review becomes
the starting point of prior control.

The carrying out of the review duty depends on a clear assignment of responsibility.
Under the Data Security Technology Rules for Data Classification and Grading, a data qual-
ity responsibility system should be truly set up. The duties of data producers, processors,
and users in data quality management should be made clear, and a traceable arrangement
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of responsibility should be formed (Standardization Administration of China 2025). On
this basis, data providers become the main responsible party in prior review, bearing the
duty to check the authenticity of the data they supply and giving a verifiable account of its
source. The rights and duties involved in data quality assurance need to be set out at the
institutional level so that the review standard has a unified basis (Su 2025). The setting of
the review standard can refer to practice abroad. The EU Artificial Intelligence Act requires
high-risk systems to carry out strict filtering at the data input stage and to guard against
the injection of malicious data through a data source tracking mechanism. In this way data
is checked for entry before it is put to use (European Commission 2024). The rules of China
can take in the practice of prior filtering, set the check of the data source as a mandatory
duty of providers, and change the present state in which the check on authenticity is left
entirely to firms. Mandatory checking and administrative supervision work together to
turn the review standard from an advice into a constraint. The introduction of a mandatory
duty narrows the room for disguised samples to pass self-reviews and keeps polluted
samples out of the training set (Peng and Zuo 2024). Prior review thus turns from broad
safety management towards the real identification of poison data.

4.2. The Ongoing Monitoring Mechanism for Data Poisoning

Model developers control key stages of AI development, including training data
processing, model construction, and safety testing. They should therefore assume ongoing
monitoring obligations commensurate with their degree of control at different stages of
AI development and operate within a corresponding accountability framework. Drawing
on the regulatory approach of the Artificial Intelligence Act, developers should establish
technical monitoring, log-keeping, pre-deployment security review, and incident response
mechanisms throughout the training process. They should also designate key responsible
persons at critical stages, including data collection, cleaning, labeling, and training, so as to
ensure the timely detection, effective control, and traceability of data poisoning risks.

Ongoing monitoring should not be understood merely as a technical recommendation,
but as a continuing security obligation imposed on relevant actors throughout the AI
development process. Its purpose is not only to detect and mitigate data poisoning risks
through technical means, but also to provide the factual basis necessary for causation
analysis and liability attribution. Where relevant actors fail to fulfil reasonable monitoring
obligations or fail to establish necessary monitoring, log-keeping, or incident response
mechanisms, they may incur regulatory liability. Where such failures result in serious
harm and satisfy the applicable legal requirements, they may also give rise to civil or
criminal liability.

The ongoing monitoring mechanism requires model developers to set up technical
monitoring during the training process. The lack of transparency in the training process
makes the link between the injection of poison and the abnormality of the model hard to
restore, and the blind spot of regulation falls on the training stage. Developers should
carry out continuous monitoring of training parameters, training samples, and the running
state of the model, stop training at once when abnormal behaviour is found, and look
for suspicious signs while tracing and reducing loss (Xu and Zhang 2025). Continuous
monitoring covers the swings in training loss, the shift in gradient distribution, and the
abnormality in model output, which gives a chance to notice the injection of poison hidden
among huge numbers of samples. The density of monitoring needs to match the intensity
of training. Foundation model providers bear a system security protection duty, take
technical responsibility for the resistance of training data to pollution, and build the safety
requirement into the inner stage of model construction (Xie and Wu 2026). Developers
stand at the core technical position of the AI system, and their duty to guard against
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poisoning bears directly on the safety and steadiness of the model, so the strength of the
duty should match the technical control power of the developer (Carlini and Wagner 2017).

The monitoring of data access and data flow needs a complete keeping of logs. De-
velopers need to set up continuous records of data access and data flow in the training
stage, save logs that allow tracing back, and keep a factual basis for attribution between
the injection of poison and the abnormal output. The Artificial Intelligence Act requires
high-risk systems to set up technical documents, event logs, and use records, and it stresses
that they be traceable, auditable, and accountable (Zhang and Ji 2026). The governance
framework of China can take in the requirement of keeping records, setting data sheets,
logs, and lineage records as the legal materials of developers and thus keep a trace of
evidence (Sun 2024). The EU takes model providers as the core duty bearers, sets duties
of record-keeping and pre-market compliance assessment for high-risk systems, and lets
the training process undergo outside review (Wang and Qi 2025). Legislation abroad
builds a dynamic monitoring mechanism into the development stage, tracks the flow of
data throughout the process, and keeps assessing data security, offering a sample that the
middle stage can learn from.

Ongoing monitoring also includes the handling after an abnormality is found and the
review before the model goes online. For a model that has finished training, developers
should carry out safety testing with model reverse engineering and neurone activation
analysis to identify hidden trigger patterns (Tong et al. 2026). Trigger patterns hide within
the model parameters, ordinary testing can hardly expose the marks of pollution, and
safety testing needs to look deep inside the model and observe abnormal activation paths.
The content of a model update needs to be on the record, and the model can go online
only after smart algorithms and human review (Susskind 2022). A version management
system and an online review mechanism can prevent an unreviewed model from going
online at will and polluting other models, and keep an abnormal model isolated from the
chain of spread (R. Zhang 2025). Online review acts as a gate before the model enters
application, a model that does not pass review is kept out of the chain of spread, and the
pollution cannot spread to other systems through model reuse. Developers should set a
key responsible person at every stage of data collection, cleaning, labeling, and training,
let the key responsible person check stage by stage, and hold the risk of poisoning within
the training process (Kumar et al. 2024). Setting a key responsible person brings the broad
responsibility of the firm down to a specific post, so once poisoning appears it can be traced
to the gatekeeper of the matching stage. Ongoing monitoring thus fixes the factual marks
needed to restore the cause.

It should be clarified that the designation of a gatekeeper does not mean that all legal
consequences arising from data poisoning should be attributed to the individual employee
occupying that position. By identifying key responsible persons, the ongoing monitoring
mechanism facilitates the timely detection of risks, the preservation of evidence, and the
traceability of harmful events, thereby providing an important basis for causation analysis
and the allocation of liability among multiple actors. However, given the multi-actor
nature of AI development, data poisoning may result from a combination of organizational
management, technical design, data governance, and security management failures. It
would therefore be inappropriate to regard individual employees as the sole bearers of
legal responsibility. AI enterprises, as the principal organizers of AI development and
deployment, should bear corresponding governance responsibilities, while regulatory
authorities should perform supervisory functions through compliance oversight and risk
assessment. The liability of individual employees should be determined in light of their
specific duties, degree of control, and any breach of applicable security obligations. The
allocation of liability for data poisoning should take into account each actor’s contribution
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to the materialization of the risk, degree of control, and breach of legal obligations, so that
responsibility remains proportionate to the actor’s role.

4.3. The After-the-Fact Accountability Mechanism for Data Poisoning

The after-the-fact accountability mechanism targets the emergency handling and
the accountability after the harm appears, and it falls on two parties, the model service
provider and the regulator. First, when the model outputs an abnormal result, the service
provider should take emergency isolation, data tracing, and model repair in time, so as to
avoid the harm or stop it from growing. The current Interim Measures require providers,
when they find unlawful generated content, to take measures such as stopping generation,
stopping transmission, and removal, and to report to the competent authority (Cyberspace
Administration of China 2023, art. 14). The service provider faces users and the output
end directly and stands at the place that first notices an abnormal result, and the speed
of emergency handling directly decides how far the harm spreads. The service provider
should also set up internal data security management rules, screen suspicious data, test
abnormal samples, report poisoning events in time, and fix the emergency process as a
daily system (C. Wang 2025). Data tracing checks layer by layer along the flow of data to
locate the polluted samples and the node of injection, while model repair rolls the model
back to a version not yet polluted and trains it again. Fixing the emergency process gives
firms rules to follow when an event happens, so that handling no longer depends on a
temporary judgement. A quick isolation mechanism stops malicious data from spreading
further along the model chain and buys time for later repair.

Second, regulators need to add industry rules and set up a mechanism for damage
assessment and accountability. The assessment standard and the basis for accountability
after the harm occurs are still missing, so the remedy lacks support. Experience abroad
takes damage assessment and reporting as a legal step after an incident, and firms need to
assess how badly the incident has damaged the completeness of data and the performance
of the system, and report to the competent authority (European Union 2016). Damage
assessment needs to measure the range of samples reached by the pollution, the number of
downstream models affected, and the actual impact on public understanding, so that the
remedy gains a measurable basis. Regulators can set damage assessment as a mandatory
requirement through departmental rules and make clear the subject, the content, and
the time limit of the assessment. Operators of critical information infrastructure should
carry out safety testing and risk assessment on a regular basis, and this arrangement of
regular assessment can extend to the harm checking of high-risk models (Cyberspace
Administration of China 2021, art. 17). Data poisoning involves several stages, namely data
providers, model developers, and service providers, and a clear definition of the duty of
care of the party at each stage helps to lock onto the party that should bear responsibility
after the harm occurs (Zheng 2024). Industry rules and departmental rules need to be
improved to fill the gap in the current remedy, and to turn assessment and accountability
from the conscience of the firm into a legal procedure.

The carrying out of accountability needs reliable support for tracing and a varied
arrangement for sharing the burden. Technologies such as blockchain offer novel technical
solutions for accountability. For example, blockchain records data usage through a dis-
tributed ledger. This ledger cannot be altered. This immutability enhances the technical
reliability of data tracking. It also provides evidence to detect the extent of pollution
(Zheng et al. 2018). However, researchers must note the limitations of these new solutions.
Blockchain technology cannot verify external data independently. It must rely on oracles
to transmit information. This transmission connects facts from the physical world with
smart contracts. Therefore, an attacked oracle will automatically execute distorted inputs
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on a massive scale. This causes erroneous liquidation, data manipulation, and inequality
among participating entities (Eskandari et al. 2021; Caldarelli and Ellul 2021). Consequently,
practical applications should configure verification across multiple nodes. Systems should
also include hardware heterogeneity and fault substitution mechanisms (Zhang et al. 2016).
Methods like random task allocation can reduce the probability of manipulated oracle
results (Alyukov et al. 2025). Cryptographic data commitments, symbolic analysis, and
satisfiability modulo theories provide further support. Solvers use these tools to analyze
smart contract execution results. This analysis occurs when oracle inputs deviate from
expected values. The system then identifies safety parameters and automatically generates
protection conditions (Zhang et al. 2020; Deng et al. 2024). Integrating multiple technical
solutions avoids significant technical dilemmas. A single centralized data processor strug-
gles to cover the entire process. This integration also clarifies rights and obligations. These
responsibilities often become ambiguous during interactions among multiple parties. The
burden should therefore be divided among the parties in a reasonable way as the risk passes
on (Li and Xue 2025). Cybersecurity insurance can take part in data quality assurance, and
after the duty bearer takes out insurance, the third-party services offered by the insurer
and partner institutions ensure data quality, so that the risk is spread across society (Zhou
2024). The taking out of insurance spreads the harm that a single firm can hardly bear over
a wider range and gives the harmed side a steady source of remedy. Regulators can also
lead the building of a data quality sharing alliance, set up a blacklist of poison samples,
and share the results of identification within the industry (Chen et al. 2024). The blacklist
gathers the scattered results of identification into a shared resource for protection, so that
newly appearing poison samples can be blocked within the industry in time. After-the-fact
accountability thus extends from plain punishment to a complete arrangement of damage
assessment, burden sharing, and industry cooperation, and together with prior review and
ongoing monitoring, it forms a control mechanism that covers the whole training process.

5. Conclusions
Data poisoning leverages data circulation and large AI model training to covertly

solidify contamination into model defects. Its hazards go beyond the scope of technical
security and may impair national decision security, public information order and social
public interests. Though China’s current regulatory system lays down rules for full process
security management and risk monitoring of data processing activities, the overall frame-
work still focuses on damage prevention and control after harm occurs. It lacks targeted
risk prevention and control mechanisms for the stage before training data is imported
into models. Therefore, regulators must move beyond the traditional regulatory logic
centred on post-harm mitigation, shift regulatory focus to an earlier stage and establish a
full process governance framework covering prior review, ongoing monitoring and after-
the-fact accountability. Article 27 of the Data Security Law of the People’s Republic of
China requires all entities conducting data processing activities to formulate and improve
full-process data security management systems and implement necessary measures to
safeguard data security (Bi and Zhang 2025). Article 29 obligates enhanced risk monitoring.
Entities must take immediate remedial actions once risks including data security flaws and
vulnerabilities are identified.

At the prior review stage, the authenticity and reliability of training data shall be
included within the scope of statutory data security protection obligations. Data providers
shall bear clear verification duties so that access screening of training data does not fully
rely on enterprises’ self-assessment and internal management. At the ongoing monitoring
stage, model developers shall undertake continuous monitoring and other corresponding
duties based on their degree of control over training operations and risk management
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capacity. Regulators shall specify statutory retention periods for relevant records and official
review standards to ensure all large AI model training activities remain under supervisable
conditions (Zhou and Zhao 2026). At the after-the-fact accountability stage authorities shall
refine institutional arrangements for risk reporting, damage assessment and liability pursuit.
Liabilities shall be reasonably allocated according to each stakeholder’s control capacity
and degree of fault. Prior review, ongoing monitoring and after-the-fact accountability
form an interconnected system. This framework expands governance of data poisoning
beyond isolated case handling after damages emerge to cover the complete timeline of
risk generation and proliferation. Under this framework the authenticity and reliability of
training data cease to be mere technical benchmarks for model development. They evolve
into legally binding security obligations that run through data provision model training
and service delivery.

In conclusion, establishing a dedicated risk prevention and control mechanism for
data poisoning fills gaps in regulatory provisions governing training data protection. It
also enables legal intervention against artificial intelligence risks to take effect at an earlier
stage with updated regulatory approaches. Large AI models have become core technical
infrastructure supporting information production, social governance and national decision-
making. Authentic and reliable training data serves as the fundamental prerequisite for
trustworthy model operation. Legislation shall respond timely to the formation logic of
technology-related risks, embed data security obligations into every link of model training
and deployment and maintain a reasonable balance between technological innovation and
security safeguards.
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