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Abstract

Background: Traceability has gained significant importance in supply chain (SC) networks,
especially driven by the growing need for transparency, regulatory compliance and con-
sumer assurance. Although blockchain technology addresses several traditional traceability
challenges, granularity, interoperability and integration with existing Enterprise Resource
Planning (ERP) systems remain open problems. Methods: In this paper, we propose an
integrated blockchain-enabled framework aimed at granular traceability in SC networks.
The proposed framework supports the tokenization of the Bill of Materials (BoM) and
introduces append-only versioned tokens that capture state evolution across SC stages.
Security and privacy are managed through a baseline Role-Based Access Control (RBAC)
policy, while EPCIS GS1 event modeling supports standardized data exchange between ERP
middleware and the blockchain layer. To examine its applicability, we implement a proof-
of-concept prototype and apply the framework to an illustrative wheat SC scenario. Results:
Finally, we provide a controlled performance and feasibility analysis based on a private
Ethereum/Ganache environment. Conclusions: The results should be interpreted as proof-
of-concept evidence of technical feasibility rather than as production-grade validation.

Keywords: supply chains (SC); granular traceability; blockchain; tokens; Enterprise
Resource Planning (ERP)

1. Introduction

Supply chain (SC) traceability has attracted significant attention during the last years.
SC traceability assures the growing consumer demands for transparency and authenticity,
especially in globalized SC networks [1]. Its importance could be attributed to several
factors, such as the need for regulatory compliance, quality assurance, consumer safety,
and protection from counterfeit products and SC attacks. All these requirements are further
exemplified in the case of safety-sensitive sectors such as food or pharmaceuticals, where
traceability is of critical importance [2]. A key aspect of SC traceability systems is the
supported granularity level of traceable units. From a theoretical point of view, granularity
refers to the level of detail at which events are recorded and products are identified through
a traceability system across the SC. Practically, granularity answers "how fine or coarse
the trace is”: for example, item vs. batch, step vs. process, address vs. city, and hourly vs.
daily updates. Arguably, finer granularity means smaller traceable units across the SC,
more precise event links, richer context, and more frequent updates for the information
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attributed to traceable goods, at the cost of handling larger volumes of data. A useful
way to understand granularity in the context of SC networks is across core identification
elements and their levels, such as stakeholder, process, traceable asset, transport, location,
etc. [1]. Formally, some frameworks proposed in the literature quantify granularity by
combining precision, breadth and depth into indicators such as external/internal trace
units, one-to-one vs. many-to-many ID conversions, information content, update frequency,
and forward/backward tracking distance [1]. An important aspect in SC granularity is
the trade-off between the cost incurred (resources required) and the level of granularity
(information precision). Obviously, finer granularity means smaller units, richer quality
of traceability data, stronger process control, and the ability for range-limited recalls that
improve product safety [3]. At the same time, it leads to increased costs in terms of data
capture, storage, system maintenance, and staff workload [4].

Traceability relies on sound information exchange mechanisms in SC networks; thus,
information sharing and interoperability of traceability-related information remain pivotal
in SC contexts [5]. Since traceability and visibility (real-time situational awareness) are
both based on information sharing, without shared information across actors, neither accu-
rate backward tracking nor forward tracking is possible in SC networks [6]. In addition,
information sharing reduces transaction costs, aligns decision-making and enables better
coordination of time-sensitive processes, especially for traceability purposes [7]. Enterprise
Resource Planning (ERP) systems provide a transaction-based, integrated platform for syn-
chronizing orders, inventory and shipments. This structured integration enables traceability
by ensuring consistency of identifiers as lots and batches and by serving as an operational
system of record within each organization. By embedding traceability data (batch numbers,
dates, and quality attributes) in ERP workflows, firms can optimize replenishment, reduce
bullwhip effects, and quantify the monetary value of policy coordination [8]. Therefore,
traceability without information sharing is meaningless, as data must flow upstream and
downstream of the SC to reconstruct the product’s path and make quick and cost-effective
decisions in recalls, quality assurance and compliance.

Recent empirical studies further support the strategic relevance of blockchain-enabled
traceability and digital information processing in supply-chain contexts. Rashid et al. [9]
shows, using structural equation modeling, that blockchain-enabled supply-chain practices
positively affect supply-chain performance through the mediating effects of supplier trust,
traceability and transparency. Similarly, [10] demonstrate that information processing
capability and digital supply-chain practices positively influence supply-chain risk man-
agement and resilience. These findings reinforce the view that traceability should not
be treated only as a technical recording mechanism but also as a broader information-
processing and trust-building capability that supports coordination, risk management and
supply-chain performance.

Motivation: Despite the widespread adoption of ERP systems, end-to-end granular
traceability and cross-organizational interoperability remain open challenges, especially in
complex and globalized SC networks. Heterogeneous data schemes, the lack of global iden-
tifiers, asynchronous state updates, and weak auditability hinder accurate tracking across
stages and complicate data exchange among disparate ERPs. Blockchain technology has
emerged as a key enabler for the establishment of sound SC traceability mechanisms [11],
as it may support traceability of information exchange and interoperability among different
ERP systems.

Blockchain technology is particularly effective in managing trusted information shar-
ing in modern SCs [12]. Blockchain-enabled traceability provides operational assurance
across SC by recording transactions and product movements in an immutable shared ledger
that all stakeholders can verify in real time, strengthening provenance, authenticity and
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regulatory compliance while reducing fraud and manipulation [13-15]. The transparency
achieved by blockchain-enabled applications in SC networks improves accountability and
helps assign responsibility for failures, mitigating moral hazards in logistics and elevating
delivery standards. It also supports sustainability reporting by monitoring environmental
and social impacts throughout the SC [16]. Empirically and from an operational perspective,
these characteristics lower recall costs, improve credibility with consumers and increase
the efficiency of coordination among partners [14,17]. However, despite recent advances,
most blockchain-based SC traceability implementations fail to take into account aspects
of granularity, a key determinant for reliable and operationally meaningful traceability
solutions in SC networks [1].

Contribution: To address these granularity and interoperability limitations, this paper
proposes an integrated blockchain-enabled traceability framework that supports standard-
ized, middleware-mediated data exchange between ERP systems and a blockchain-based
integrity layer. The approach leverages a Bill of Materials (BOM)-driven tokenization
model, where append-only versioned tokens represent components, stakeholders and
processes across successive supply-chain stages. This design supports high-resolution
traceability from raw materials to the final product while limiting on-chain duplication
by anchoring references and hashes rather than full operational payloads. The framework
enforces a baseline Role-Based Access Control (RBAC) policy and integrates the EPCIS/GS1
standard to support semantic interoperability across the supply-chain network.

The specific key contributions of this work are as follows:

* A BOM-Driven Token Architecture for Granular Traceability: We introduce a multi-layer
model utilizing three token classes—Stakeholder (SH), Product (PD), and Process
(PC)—minted per transformation stage k (where k = 1... K represents the sequential
steps in the supply chain). These tokens are cryptographically linked and synthesized
into a final synthesized token (STY), establishing a granular, state-aware, and compos-
able provenance record.

e Middleware-Supported ERP Interoperability and Data Integrity: We define an integration
pipeline using Express]S-based middleware APIs, Prisma ORM for database abstrac-
tion, and EPCIS/GS1 event standardization to reconcile data between simulated ERP
systems and the blockchain layer. This validates the architectural integration pattern,
while direct integration with commercial ERP platforms remains future work.

*  An Append-Only Versioned Smart-Contract Blueprint: We develop and deploy a suite of
smart contracts on private Ethereum (Ganache) that support event-driven, append-
only updates with historical verifiability. This preserves previous token states and
provides RBAC-governed access without destructive state modifications.

*  Proof-of-concept Validation Through an Illustrative Wheat Supply-Chain Scenario: We
demonstrate the technical feasibility of the framework through a wheat supply chain
scenario and controlled prototype measurement. The evaluation confirms determin-
istic rule execution and prototype-level synchronization, while production deploy-
ment, commercial ERP integration and large-scale benchmarking are identified as
future work.

The remainder of this paper is structured as follows. Section 2 discusses in detail
relevant blockchain-based traceability solutions in the broad agricultural domain along with
critical technical determinants of blockchain-enabled solutions in SC traceability. Section 3
presents the proposed blockchain-enabled traceability framework using a use case scenario.
Section 4 presents the implementation details of the proposed framework, along with
performance and security analysis. Section 5 outlines the broad managerial implications of
the proposed framework and further exemplifies its vital contribution compared to similar
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approaches presented in the literature and also outlines several limitations as fruitful areas
for future research. The paper ends with some concluding remarks and key takeaways.

2. Literature Review

We review two key streams in the literature for blockchain-based SC traceability
mechanisms. The first stream covers blockchain-based traceability solutions in the wide
agriculture domain, with a special focus on traceability solutions for seeds and crops. While
our proposed framework is fundamentally domain-agnostic, we place special emphasis
on the agricultural and food supply chains, as they represent one of the most demanding
environments for granular traceability and serve as the primary case study for our evalua-
tion. The second stream examines the critical determinants of blockchain-enabled solutions,
such as the use of tokens, granularity frameworks and the EPCIS standard.

2.1. Blockchain-Enabled Traceability Studies in Wheat/Grains SC Management

In the case of seed SC traceability, the authors in [18] present SeedChain, a blockchain-
driven framework that leverages Ethereum blockchain technology to create a decentralized
application (DApp) for tracking seeds from breeders to farmers. Some of the key technical
aspects include the use of Non-Fungible Tokens (NFTs) linked to approved seeds, which
enable farmers to verify the origin and quality of their purchases. In the case of soybean
SC, [19] addresses the issue of asymmetric information by proposing a blockchain solu-
tion. The authors use smart contracts to automate the agreement, reducing the reliance
on intermediaries and increasing the efficiency of the soybean SC. In the case of SC crop
production, [20] introduces a blockchain-enabled solution for SC crop production, focusing
on improving traceability and transparency from planting to harvest and distribution.
Existing studies mainly focus on blockchain-enabled supervision, multi-chain coordina-
tion and IoT-assisted traceability mechanisms [21]. These approaches demonstrate the
applicability of blockchain in agricultural ecosystems but primarily emphasize transac-
tion integrity and visibility rather than dynamic traceability granularity or compositional
product transformations.

The application of blockchain technology in the wheat SC has been explored in a
limited number of studies. The work of [22] introduces a blockchain-based model that
integrates NFC tags, loT devices, and smart contracts to create an end-to-end traceability
solution, ensuring that all transactions from seed supply to consumer purchase are securely
recorded. In the case of grain and oil SC, [23] explores the integration of blockchain with
data fusion analysis, focusing on enhancing traceability and safety. The work in [24] intro-
duces a reliable traceability model for the grain and oil SC, integrating blockchain with
machine learning to detect anomalies and improve data accuracy. Recent studies have
increasingly shifted from simple provenance recording toward adaptive and quality-aware
traceability architectures. For example, [25] examine blockchain-facilitated quality traceabil-
ity in geographically indicated agricultural products, highlighting the role of blockchain in
coordinating inspection mechanisms, supplier incentives and quality assurance processes.
Finally, [26] proposes a blockchain-based solution for managing strategic grain reserves. It
utilizes Hyperledger Fabric to create a decentralized and tamper-proof ledger that records
all transactions related to the procurement, storage and distribution of grain reserves.

Although the aforementioned studies demonstrate the growing applicability of
blockchain technology in agricultural and grain-oriented supply chains, most existing
approaches primarily focus on transaction immutability, provenance recording and product
visibility within isolated traceability workflows. In contrast, limited attention has been
given to dynamically adjustable traceability granularity, compositional token synthesis
across successive product transformations, and interoperability with heterogeneous ERP
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ecosystems through standardized EPCIS-compliant event orchestration. Moreover, existing
implementations rarely provide a unified framework capable of simultaneously integrating
process-aware tokenization, stakeholder accountability and bi-directional synchronization
between enterprise systems and blockchain infrastructures.

2.2. Literature Review on Granularity Frameworks, Tokens and EPCIS in Blockchain-Enabled SC
Traceability Solutions

The integration of EPCIS with blockchain has emerged as a solution to improve SC
traceability, transparency and security across industries. For example, [27] introduces a
blueprint-based tokenization system that captures EPCIS events, such as creation, aggre-
gation and transformation, and translates them into blockchain tokens. This approach
allows tracking complex transformations in dynamic SCs while ensuring an immutable
event history. Similarly, [28] focuses on security by introducing a continuous authentication
mechanism for storing essential traceability information on the blockchain while main-
taining detailed data for product monitoring throughout the supply chain. In addition,
the work in [29] emphasizes compliance, particularly in halal product traceability. Their
framework leverages smart contracts within the EPCIS and blockchain system to automate
halal compliance verification throughout the SC, ensuring transparency while addressing
global halal standardization challenges. Finally, [30] utilizes Hyperledger Fabric to store
essential traceability data on the blockchain, while larger datasets remain in the off-chain
EPCIS repository. This architecture reduces blockchain overhead while maintaining high
levels of security and data integrity.

Recent research increasingly explores tokenized representations of physical assets to
support fine-grained and verifiable traceability across supply chain networks. In these
approaches, blockchain tokens act as digital proxies of products, batches or components,
enabling immutable provenance tracking, compositional transformations and life-cycle-
aware monitoring. This transition reflects a broader shift from static provenance recording
toward dynamic and process-aware traceability architectures. Literature also emphasizes
importance of token standards and scalability in blockchain-based traceability systems.
For instance, [31] introduce a token-based system for supply chain environments, where
each workpiece is tracked as it moves through production. The work of [32] discusses
theoretical design of modular, blockchain-based traceability systems, emphasizing token
standardization to ensure interoperability across systems and industries. Finally, [33] apply
NFTs in SC management by enabling secure and trustworthy digital representations of
physical goods. This supports better traceability and transparency, particularly in complex
SCs where maintaining the integrity of product history is essential.

Another important research direction concerns interoperability between blockchain
infrastructures and enterprise information systems. Several studies recognize EPCIS-
compliant event modeling, semantic interoperability and middleware-driven synchro-
nization as critical requirements for scalable enterprise deployment. EPCIS-based ar-
chitectures allow blockchain systems to maintain standardized event semantics while
supporting integration with heterogeneous ERP platforms and distributed operational
environments [12,30,34].

Beyond purely technical traceability architectures, recent empirical supply-chain stud-
ies also highlight the organizational relevance of blockchain, traceability and digital infor-
mation processing. [9] examines the relationship between blockchain-enabled supply-chain
practices and supply-chain performance and shows that supplier trust, traceability and
transparency mediate this relationship. This finding is relevant to blockchain-based trace-
ability systems because it links technical capabilities such as shared records and visibility
with organizational outcomes such as trust and performance. In a complementary di-
rection, [10] examines digital supply chains and information processing capability from

https://doi.org/10.3390/logistics10070152


https://doi.org/10.3390/logistics10070152

Logistics 2026, 10, 152

6 of 34

a supply-chain resilience perspective, showing that digital supply-chain practices and
visibility-oriented information processing support risk management and resilience. These
studies do not propose granular tokenization, EPCIS-compliant event orchestration or
ERP-blockchain middleware integration; however, they strengthen the managerial motiva-
tion for architectures that improve trusted information sharing, traceability visibility and
risk-aware coordination across supply-chain actors.

Granularity is another critical factor in ensuring precise tracking and verification
across blockchain-enabled SCs. Several studies highlight its role in enhancing transparency,
accountability and operational trust. The work presented in [35] discusses how different
levels of granularity can be adapted to the needs of various stakeholders, ensuring that
traceability information remains accessible at the appropriate level of detail. Similarly,
[1] argues that traceability granularity should be dynamically adjusted according to factors
such as product type, operational risk and regulatory requirements. A common theme
across recent studies is the need for compositional and token-based mechanisms that
support both fine-grained and generalized traceability depending on SC requirements.
For instance, [36] emphasizes the importance of adjusting granularity through the def-
inition of batch sizes, while [27] discusses token-based models that map object-related
events at different levels of granularity. More recent studies further examine the implica-
tions of component-level versus product-level tracing, highlighting that traceability depth
significantly affects visibility, coordination efficiency and scalability in multi-stage SC
environments [37].

Another significant aspect of granularity concerns the management of large volumes of
traceability data. Towards this direction, [38] proposes a space-efficient logging mechanism
that supports high traceability granularity without overwhelming storage resources. Simi-
larly, [39] proposes a hybrid framework utilizing IPFS to support large-scale data produced
in agricultural supply-chains. Recent research also highlights the need for fine-grained
traceability architectures capable of balancing operational visibility with scalability and
synchronization overhead [40]. Granularity is also explored in domain-specific SCs such
as halal [41], grain and oil [42] and carbon footprint traceability [43]. Although existing
approaches demonstrate the importance of granular traceability, most current solutions
primarily focus on isolated provenance recording or static token representations. Limited
attention has been given to dynamically adjustable granularity mechanisms that preserve
semantic interoperability, process-aware transformations and synchronized integration
with heterogeneous ERP environments.

2.3. Open Issues Identified in the Literature and Positioning of Our Work

Existing work on blockchain-based SC traceability exhibits several structural lim-
itations. First, none of the existing approaches concurrently addresses the following:
(i) fine-grained traceability with token-based representations, (ii) EPCIS-compliant event
modeling, and (iii) open integration interfaces with existing ERP systems. Second, al-
though some studies adopt EPCIS standards, they typically fail to account for traceability
granularity, treating events as isolated records rather than as components of a coherent,
evolving process. Third, most token-based models rely on rigid abstractions—such as batch-
or NFT-level representations that under-specify process semantics, including accountability
(who performed an action and under what conditions). As a result, granularity is often
defined in an ad hoc manner that fails to remain consistent across transformation stages.

The framework proposed in this paper attempts to go beyond these limitations through
a generalizable second-layer architecture that preserves existing ERP infrastructures while
adding a blockchain-based composition and verification layer for provenance. Metadata
flow between ERP-like systems and the blockchain layer through middleware APIs, Prisma
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ORM and containerized services, enabling prototype-level synchronization for orders,
inventory and customer records. A compositional token triad, Stakeholder Token (SH),
Product Token (PD), and Process Token (PC), is minted at each transformation and synthe-
sized into a Synthesized Token (STy) that encapsulates lineage references, actors, materials,
parameters and timestamps. RBAC policies regulate access to blockchain-enabled func-
tions, while smart contracts automate token creation, updates and linkage. We deliver
a reproducible proof-of-concept implementation and an illustrative wheat SC scenario,
demonstrating the technical feasibility of dynamic granularity and EPCIS-oriented inter-
operability under controlled conditions. Therefore, our approach provides a pipeline for
SC traceability where we (a) account for established granularity requirements from the
literature, (b) translate these requirements into a technical and operational framework,
and (c) demonstrate feasibility through a wheat SC proof of concept, from which we derive
context-specific managerial implications.

As shown in Table 1, prior studies address important but partial aspects of blockchain-
enabled supply-chain traceability. Some works focus on EPCIS-compliant event modeling,
while others emphasize tokenization, traceability granularity or enterprise-system interop-
erability. However, the comparison indicates that these capabilities are usually examined
separately. In particular, token-based approaches rarely provide EPCIS-compliant event
semantics and ERP synchronization, while EPCIS-oriented studies generally do not sup-
port dynamic token-based granularity across product, batch and component levels. This
study addresses this gap by integrating tokenization, EPCIS-based event semantics, dy-
namic traceability granularity and ERP interoperability within a unified blockchain-enabled
supply-chain traceability framework.

Table 1. Comparison of prior blockchain-enabled supply-chain traceability studies.

Study Tok. EPCIS  ERP gr 5:1‘1 Main Focus
[36] Partial No No Partial ~ Batch-level traceability and product transformation tracking.
[35] No No No Yes Granularity-aware blockchain traceability for stakeholder-specific visibility.
1 No o No No Yes R etional ek and segulatory requirements
[30] No Yes Partial Partial EPCIS-blockchain architecture with off-chain repository support.
[38] No No No Yes Space-efficient logging for highly granular traceability data.
[42] No No No Yes Blockchain-enabled traceability framework for grain and oil supply chains.
[43] No No No Yes Carbon-footprint traceability and environmental information tracking.
[41] No No No Yes Granular traceability framework for halal supply chains.
[27] Yes Yes No Yes iziz?éiﬁz?ozftffiii ge.Vents for blockchain-based traceability and
28] No No No No ?:f;rrfl jtril((;ln?nmterrupted authentication mechanism for traceability
[12] No Yes Partial Partial EPCIS-based blockchain interoperability and enterprise synchronization.
[29] No Yes No Partial ﬁﬂiﬂ:ﬁg?;_rad_based halal compliance verification using EPCIS and
[32] Yes No No No Token standardization and modular blockchain traceability design.
[34] No Yes Partial Partial Event-driven EPCIS-compliant blockchain integration and interoperability.
[33] Yes No No No NFT-based digital representation of physical supply-chain assets.
[37] No No No Yes Product-level and component-level traceability depth and visibility.
[40] No No No Yes Fine-grained traceability architectures and scalability trade-offs.
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Table 1. Cont.

Study

Tok. EPCIS

Dyn.

ERP Gran.

Main Focus

[31]

Yes No

No Yes Token-based workpiece tracking in production environments.

[39]

Hybrid blockchain—IPFS architecture for large-scale agricultural traceability

No Yes data.

Blockchain and machine learning-based drug traceability in the

No Partial pharmaceutical supply chain.

[5]

Blockchain-based traceability framework for the manufacturing and textile

No Partial .
supply chain.

This
study

Unified framework integrating tokenization, EPCIS semantics, dynamic

Yes Yes traceability granularity and ERP interoperability.

3. Proposed Framework
3.1. High Level Description

In this paper, we propose a general framework based on blockchain and the use of to-
kens, for product traceability combined with additional information about their production
processes along a SC. The high-level architecture and general operation of the proposed
framework are illustrated in Figure 1. As shown in the figure, the framework builds on
existing infrastructure, essentially acting as a second-layer solution. By using blockchain
technology, data integrity is ensured throughout all phases of the SC. The system follows an
interconnected process; for each phase that contributes to the product transformation, a to-
ken is created that incorporates the relevant information. The tokens at each intermediate
product are tracked in the blockchain, leaving an irrevocable record of each transformation.

Building on the framework introduced in [45], traceability granularity is defined as
the joint resolution at which (i) product units, (ii) supply-chain processes and (iii) partici-
pating stakeholders are uniquely identified, monitored and recorded within the traceability
information model. Granularity therefore emerges from the combined specification of prod-
uct characteristics, process observability and stakeholder engagement, rather than from
any single system parameter. Traceability granularity is determined by (i) the size of the
traceable unit, (ii) the frequency and type of recorded events, and (iii) the scope of process
and stakeholder attributes bound to each traceable state. In the sequence, we elaborate
on the proposed granularity scheme. The notations used in the proposed framework are
shown in Table 2.

Table 2. Notation used in the proposed framework.

Symbol

Meaning

Description

SH
PD
PC
TP;
STy

Stakeholder Token Represents the identity, role and accountability attributes of a supply-chain actor.

Product Token
Process Token

Represents a product, sub-product, batch, lot or traceable product unit.
Represents transformation, storage, transport or processing events.

Traceability Token at stage i Generic token instance associated with a specific supply-chain stage.
Synthesized Token Aggregated provenance token for the final product or composed product state.

Multiple stakeholders, such as manufacturers, suppliers, and distributors, participate
in tasks that transform, store or move the product. These transformation processes are
recorded at each stage, and the traceability record is progressively extended until the final
product is produced. The final product, labeled as "Product X" in Figure 1, is linked to all
intermediate components and stages. The synthesized token STy does not duplicate all
intermediate payloads; instead, it aggregates verifiable references to the relevant component
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Token creation

tokens and their version histories, enabling reconstruction of the product’s provenance
when needed.

Token
synthesization
k
STy = ) TP;=TP, + TP, + TP; + -+ TPy Synthesgfd Token
i=1 X

Blockchain

Token creation Token creation Token creation

TP, TP, TP, TPy
Product R T s
meta-data Sub-Product 1 Sub-Product 2 | Sub-Product 3 Sub-Product K
”””””” / TR TR TR
[ Group A H Group B H Group C ]—> *[ Group N
i ) I \ ] X I
L StakeholderA; 1 L StakeholderB; 1 L StakeholderC, i I~ StakeholderN;
! 1 ! 1
i Stakeholderd, - ! StakeholderB, - i StakeholderC, — ! StakeholderN,
1
: StakeholderAs I | StakeholderB3 ; \ StakeholderCs : StakeholderN3
' Ve L '\\ ........
Cy Ny N,
ERP
N3

Figure 1. High- level architecture.

Formally, each traceability token TP;, shown in Equation (1), is modeled as a tuple
consisting of immutable identity attributes, an initial state, and an append-only sequence
of version records. Each version v, shown in Equation (2), cryptographically links to
its predecessor and to the corresponding EPCIS event, ensuring both temporal ordering
and data integrity across token updates. Algorithm 1 formalizes the notion of traceability
granularity as an explicit constraint on how product units, process events and stakeholder
attributes are recorded throughout the supply chain.

TP, = {1, MY, {0, ..., of}) )

of = (t H(F "), Hiew), ) @

In order to enable the storage and transfer of information between the individual
phases, the framework creates tokens (in each phase) which are stored on the blockchain.
As illustrated in Figure 1, as the product evolves through the different phases, new to-
kens are created that are bound to the previous ones, thus maintaining continuity in the
traceability chain. In particular, for each sub-product a distinct token (T'Py, TP, ..., TPx) is
created, in correlation with each stage of the SC, in which the relevant information is stored.
During the process of embedding the information in the tokens, metadata is extracted from
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the stakeholders” ERP systems, which contain critical information: for example, stakeholder
specific data and processing details. Where applicable, these ERP-resident records are
stored automatically from IoT sensor streams (e.g., temperature, humidity, geolocation)
through gateways into the EPCIS/ERP pipeline and then anchored on-chain. In particular,
all traceability updates are encoded in EPCIS-compliant events, which act as a standardized
execution layer between the ERP systems and the blockchain. Each movement or transfor-
mation of the product is first expressed as an EPCIS event with validated business steps and
dispositions, and only then is it anchored on-chain through token updates. This approach
ensures that blockchain state transitions follow globally standardized supply-chain process
approaches while preserving interoperability among heterogeneous ERP systems.

Algorithm 1 Granularity-Constrained Token Updates via EPCIS Events

Require: traceable unit size u, granularity policy G = (u, &, p, Aproc, Aspp), EPCIS event
stream {e}, caller 1., mapping policy IT
Ensure: append-only token histories {vi‘} consistent with G and EPCIS semantics, or RE-
JECT
1: function APPLYGRANULARITY(G, {e}, uc, IT)

2 for all EPCIS eventsedo > (i) EPCIS semantic admissibility (type — operation)
3: (op,0) < MAPEPCISTOOPERATION( (e, 1, IT) > Algorithm 2
4 if (op,0) = REJECT then

5 return REJECT

6 end if

> (ii) Granularity constraints: event type and frequency
if e.type ¢ € or ~ SATISFYFREQUENCY (¢, p) then
: return REJECT
9: end if

> (iii) Token instance resolution from unit size u
10: TP; + RESOLVETOKEN(u, ¢) > create or retrieve the token for this traceable unit
> (iv) Attribute-scope constraint: only scoped fields may enter A
11: A < EXTRACTUPDATESET(e, 0p, 6)
12: if ~SCOPEOK(A, Aproc, Agp) then
13: return REJECT
14: end if
> (v) Append-only versioned update (no destructive modification)
15: T < GETTOKEN(TP;)
16: if T = @ then
17: return REJECT
18: end if
19: vy < T.history[end]
20: Ukyq < (t, H(vg), H(e), A)
21: APPENDVERSION(TP;, vy 1)
22: end for
23: return true

24: end function

Finally, the product is represented by a synthesized token STy, which is the result of
the binding of all tokens from each phase through a process known as token synthesis.
A detailed and unchangeable record of every phase of the SC to the final product is provided
by this synthesized token, which includes all the information from the previous phases.

3.2. System Assumptions

The design of the framework for multi-token-based tracing relies upon specific as-
sumptions that are critical to ensure its functionality, scalability and security.

We assume that each SC stakeholder either owns an ERP system or has access to an
ERP-connected data-entry mechanism, such as a cooperative-managed portal, lightweight
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web/mobile interface, middleware gateway, or third-party logistics platform. Larger actors
may connect directly through ERP APIs, while actors with limited resources may partic-
ipate through simplified interfaces that generate standardized EPCIS events. Therefore,
the framework does not require all stakeholders to operate full-scale ERP systems, but it
does require that traceability-relevant events are captured in a structured and authenticated
manner. It is also assumed that each stakeholder is securely connected to the blockchain
network. This is required for token generation, token storage, and retrieval at each trans-
formation stage. The blockchain network must be decentralized and distributed to ensure
availability at any moment in the event of partial network failures, hence eliminating any
single point of failure.

Another basic assumption is the possibility of uniquely identifying each SC product
and sub-product. Uniqueness is important for the exact mapping of each SC stage to its re-
spective token in the blockchain. The framework depends on standardized and universally
understood identification standards, which will be adopted by all stakeholders. In partic-
ular, we adopt the well-established EPCIS standard (integration details are provided in
Section 3.3). The framework requires metadata obtained from ERP systems, IoT gateways
or data-entry interfaces to be sufficiently accurate and consistent for traceability purposes.
However, this is a critical operational assumption rather than a property guaranteed by
blockchain itself. We assume that the blockchain network can linearly grow to handle the
growing number of tokens and transactions related to the SC complexity and the increase
in stakeholders. The network must support this expansion while upholding performance
and security criteria. It is presumed that the framework’s implementation adheres to all
pertinent legislative mandates regarding data storage, privacy, and traceability within the
SC. Stakeholders must ensure that their utilization of the blockchain network and data
management procedures adhere to industry norms and regulatory requirements, especially
in areas with rigorous data protection rules.

3.3. Blockchain and Tokenization Model

The methodological approach of the Tokenization Model extends the research pre-
sented in [45]. The BOM works as a hierarchical inventory that includes a detailed record
of all the elements, by-products, stakeholders and processes involved in the production of
the final product. Based on this model, each element of the SC is accurately represented
and easily traceable. In the proposed framework, this is achieved by using three unique
categories of tokens: stakeholder token (SH), product token (PD) and process token (PC), as
visualized structurally in Figure 2.

Semantic interoperability is enforced by mapping these token types to predefined sub-
set of EPCIS event types. Specifically, ObjectEvent governs the creation and state updates of
PD tokens, TransformationEvent triggers the synthesis or mutation of PC tokens during mate-
rial transformations, and AggregationEvent governs the composition and decomposition of
compound products within the BOM hierarchy. This semantic coupling can be expressed as
a function that maps EPCIS event types (e.types) to admissible blockchain token operations
Algorithm 2 formalizes the semantic coupling between EPCIS events and blockchain token
operations. Only events that satisfy predefined semantic and structural constraints are
allowed to trigger state transitions, while all others are deterministically rejected.

The structural integration of these tokens is visualized in Figure 2, which illustrates
the subtokenization model where SH, PD, and PC tokens are generated and linked at each
supply chain stage. This hierarchical approach ensures that both static stakeholder data
and dynamic product/process attributes are captured with high granularity.
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Algorithm 2 Mapping EPCIS Events to Token Operations

Require: EPCIS event ¢, caller u, mapping policy I1
Ensure: token operation op with parameters 6 or REJECT
1: function MAPEPCISTOOPERATION(e, u, IT)
2: AUTHORIZE(u, e)
VALIDATEEPCIS(e)
if e.type ¢ dom(IT) then
return REJECT
end if
for all f € Il[e.type].requiredFields do
if e[f] is undefined then
return REJECT
10: end if
11: end for
122 op < Il[e.type].operation
13: 0 < EXTRACTPARAMS(e)
14: if CHECKSEMANTICRULES(e, op, 0) = false then
15: return REJECT
16: end if
17:  return (op,0)
18: end function

Figure 2 illustrates an example of the tokenization process based on a generic SC
consisting of five stakeholder groups: Raw Material Suppliers, Transportation Providers,
Warehousing, Manufacturers, and Distributors. The graphic depicts the creation process of
the three token types (SH, PD, and PC) at each phase. For each stakeholder group, STs are
created to represent the identification and function of the relevant entities. At the same time,
PD tokens are created to capture and record the status and characteristics of the items or
by-products as they move from one phase of the SC to the next. Simultaneously, PC tokens
are generated to record and track information about the processes the products undergo,
such as transport, warehousing, and various transformation/processing procedures. In the
process, as products flow between phases through the SC—from raw material to final
distribution—these tokens are accumulated into a composite token in which the products’
details are recorded, ensuring traceability and transparency throughout the transport
process to the end-user.

Although SH, PD and PC tokens are designed to evolve over time in order to reflect
successive supply-chain events, mutability in the proposed framework is deliberately
constrained and formally governed. In particular, token identifiers, ownership bindings,
cryptographic references to predecessor states and EPCIS event hashes are immutable once
recorded. Mutations are limited to well-defined state attributes (e.g., process parameters,
quality metrics, timestamps and status flags) and are triggered exclusively by validated
EPCIS event types. Each token update is implemented as an append-only state transition:
rather than overwriting prior information, every mutation appends a new version entry that
includes (i) a timestamp, (ii) a cryptographic hash of the immediately preceding token state,
and (iii) a cryptographic reference to the corresponding EPCIS event payload maintained
off-chain. This design establishes a chain of tamper-evident versions in which all historical
states remain verifiable and replicable. As a result, external verifiers can reconstruct the
canonical state of any token at an arbitrary time t by replaying the ordered sequence of
recorded state transitions, starting from the token’s creation event. Token synthesis operates
on these versioned tokens by aggregating their immutable lineage references rather than
mutable attributes, ensuring that synthesized tokens encapsulate complete provenance
without duplicating intermediate states. Algorithm 3 describes the synthesis of multiple
component tokens into a single aggregated token STy.

https://doi.org/10.3390/logistics10070152


https://doi.org/10.3390/logistics10070152

Logistics 2026, 10, 152 13 of 34

Process
Token (PC)

Product
Token (PD)

| Stakeholders
Token (SH)

!

Distribution
Stakeholders

Warehouse
Stakeholders

Manufacturer
Stakeholders

ffffffffffffff

Transportation
Stakeholders

00
9105 -

VO 16
&

Raw material
Stakeholders

/
o

SHR1,12,M2W1,03 ‘ PDg1,m2

Synthesized Token

Figure 2. Illustration of the subtokenization model in which stakeholder, product, and process tokens
are created at each stage of the supply chain.

Algorithm 3 Synthesizing a Token STy from Component Tokens

Require: component tokens 7 = {TPy, ..., TP,}, synthesis metadata M,
Ensure: synthesized token STy or REJECT
1: function SYNTHESIZESTA(T, My)
R+ ]
3 forall TP, € T do
4 T < GETTOKEN(TP;)
5: if T = @ then
6: return REJECT
7
8
9

end if
v; < T.history[end]
: R+ RU{(TP,H(v;))}
10: end for
11: STy < (R, My, ts < now())
12: STORETOKEN(STy)
13: return ST,
14: end function

The purpose of Algorithms 1-3 is to define the execution logic and rejection conditions
that must be preserved by the prototype implementation. Algorithm 1 specifies the admis-
sibility checks for granularity-constrained token updates, Algorithm 2 defines how EPCIS
events are mapped to blockchain token operations, and Algorithm 3 specifies the synthesis
of component tokens into a single synthesized token. These algorithms are therefore not
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treated as purely abstract specifications; their main branches are operationalized in the
middleware validation logic and in the smart-contract functions described in Section 4.
In particular, invalid EPCIS event types, missing required fields, unauthorized callers,
unresolved token identifiers and missing component tokens are expected to terminate with
a deterministic rejection rather than producing a partial or inconsistent on-chain state.

In addition, the proposed framework explicitly distinguishes between on-chain in-
tegrity guarantees and data authenticity at ingress. While blockchain mechanisms ensure
that once recorded, traceability data cannot be altered without detection, the correctness
of data entering the system depends on the trustworthiness of upstream sources, namely
ERP systems, IoT gateways and EPCIS event generators. In the current design, authenticity
at ingress is enforced through organizational trust boundaries, authenticated middleware
APIs, and ERP-level access controls rather than through decentralized oracle consensus.
This boundary is important because input authenticity is central to supply-chain traceability.
The proposed framework guarantees that once an EPCIS event hash is anchored on-chain,
subsequent tampering can be detected; however, it does not independently prove that the
original ERP record, IoT measurement or human-entered value was correct. This resid-
ual risk should be mitigated in practical deployments through authenticated data-entry
procedures, ERP audit logs, IoT device identity management, sensor calibration, random
inspections, anomaly detection and contractual accountability among participating organi-
zations. Cryptographic hashes of these events are immutably recorded in token histories,
providing tamper-evidence and post hoc verifiability, but not independent validation of
sensor or human-reported inputs. Formally, for all k > 1, we have

H(vf™1) = of prevHash 3)

H(vf~1) # of prevHash = Tampering Detected (4)

This reflects a deliberate design choice aligned with enterprise traceability deploy-
ments, where accountability is enforced through contractual, regulatory and organizational
mechanisms rather than anonymous oracle networks.

3.4. Use Case: Wheat Supply Chain

To demonstrate the feasibility of the proposed framework, this section adopts an
illustrative wheat SC scenario. The scenario is used to validate the logic of the proposed
architecture and prototype implementation; it does not rely on real transaction data from
industrial wheat supply-chain actors. Several factors make the wheat SC a suitable scenario
for demonstrating the applicability of the proposed framework. Wheat is among the most
widely consumed grains in the world, and a significant element in the diet of the world’s
billion-plus citizens. Wheat and all the products based on it, such as flour and bread, are
significant in developing and developed countries. Due to the demand, there is an immedi-
ate need to offer a consistent mechanism to ensure food quality, safety, and authenticity in
various markets.

The wheat supply chain (WSC) serves as our primary case study, involving a multi-
stage process from farming and milling to manufacturing and retail distribution (as depicted
in Figure 3). Our framework applies the SH, PD, and PC token model to each stage,
ensuring that transformation parameters (e.g., storage temperature, milling specifications)
and stakeholder accountability are immutably captured. This process culminates in a
synthesized token that encapsulates the product’s entire provenance, verifiable by end-
consumers through a QR code on the final product. Consumer QR verification is designed as
a filtered disclosure interface rather than as full access to the underlying traceability graph.
Consumers may access selected information such as product origin, batch or lot identifier,
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high-level transformation milestones, certification status, and relevant quality or safety
claims. By contrast, commercially sensitive information—including supplier contracts,
exact quantities, internal process parameters, detailed timestamps, private stakeholder
identifiers and business relationships—remains accessible only to authorized supply-chain
participants according to RBAC policies and off-chain access controls.
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Figure 3. Architecture integration in wheat supply chain.

4. System Implementation and Performance

The primary objective of this deployment is to demonstrate the efficiency of the pro-
posed blockchain-based SCM model. The model provides end-to-end product and process
traceability at all the various stages in the SC. The stakeholders are in a position to monitor
the transactions in real-time through tokenization, smart contracts, and decentralized ledger
mechanisms, and the integrity and transparency in the data are ensured. The framework
was evaluated using the wheat SC scenario described in Section 3. The implementation
should be interpreted as a proof-of-concept validation under controlled conditions. The ob-
jective is to validate the architectural feasibility of EPCIS-oriented token updates, ERP-like
middleware synchronization, RBAC-controlled smart-contract operations and provenance
reconstruction. The prototype does not constitute a production deployment and does not
include direct integration with commercial ERP platforms such as SAP, Oracle or Microsoft
Dynamics. Similarly, the private Ethereum/Ganache environment is used to isolate smart-
contract logic and application-layer behavior, not to reproduce the latency, throughput,
consensus or governance characteristics of a production blockchain network.

4.1. Main Actors and Components

The design is constructed with a role-based access control (RBAC) mechanism that
organizes users into three different groups, i.e., Administrators, Moderators, and Users,
with varying levels of permissions and interactions with the blockchain:
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*  Administrators have the highest level of access in the system. Their responsibilities
include the assignment of user permissions, revoking user permissions, enabling or
disabling user registration in the blockchain, and monitoring general system opera-
tions. Administrators can also search for orders and customers in the blockchain as
well as the local database.

*  Moderators are similar to the administrator role, although with restrictions. Moderators
cannot revoke or assign user permissions or toggle the blockchain user registration
status. However, they can search for orders and customers and retrieve the company’s
inventory in the blockchain.

*  Users have the lowest privilege level in the system. They cannot be assigned functions
for interacting with the blockchain: for example, query the blockchain or query
inventory data. Their operations are limited to basic ERP functions, with blockchain
functions completely hidden in their interface.

This RBAC model is intentionally implemented as a baseline access-control prototype.
It demonstrates how blockchain-enabled functions can be restricted according to predefined
roles, but it does not fully capture the governance complexity of real multi-firm supply
chains. In production settings, access policies would need to be extended with organization-
specific roles, contractual permissions, attribute-based access control, selective disclosure
rules and possibly channel- or consortium-specific governance mechanisms. Therefore,
the current RBAC model should be understood as a minimal enforceable access-control
layer rather than a complete supply-chain governance model.

Each role comes with specific permissions, which are enforced by application logic
built within the smart contracts published on the blockchain. Unauthorized operations
are prevented by dynamic control mechanisms for access, which check permissions before
allowing specific features or executing specific actions. The system consists of two main lay-
ers: the ERP layer and the Blockchain layer. The entire source code is fully reproducible and
has been made publicly available on GitHub (https://github.com/eeddieg/Blockchain-
Based-ERP-Interoperability-in-Supply-Chain-Management, accessed on 6 May 2026).

The ERP layer consists of the basic functions of procurement, inventory management,
order processing, logistics, and supplier relationship management. The integration between
ERP simulated data and the blockchain is supported by middleware APIs, which act as
intermediaries. The APIs support prototype-level synchronization between simulated
ERP records and blockchain events, ensuring that updates performed in the controlled
testbed are reflected consistently across the middleware, local database and blockchain
layer. A central component of the integration is the use of Prisma ORM (object-relational
mapping), which supports the management and interaction with the underlying ERP
databases. Prisma provides a high-level data abstraction of the database schema, which
supports the interaction between the middleware and the ERP system while optimizing
the database queries and the update operations. This ensures changes in the ERP system,
for example, order status changes or inventory changes, are always correctly represented
in the blockchain, ensuring data integrity and correctness.

The Blockchain layer was implemented in a private Ethereum blockchain network
using Ganache, which offers a local blockchain simulation for development and testing.
The selection of a private, permissioned blockchain for this enterprise supply chain pro-
totype is grounded in established blockchain selection methodologies (e.g., [46]). In a
multi-actor supply chain, participants are known but not fully trusted, requiring smart
contract functionality and access control without the transaction cost (gas) overhead and
public exposure typical of permissionless networks. Therefore, a private Ethereum network
fulfills the need for a shared, tamper-evident ledger while preserving privacy and mini-
mizing operational costs during prototype development. Seven smart contracts, written
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in Solidity, were deployed in the private network to automate the predefined business
rules and processes. The smart contracts govern critical operations such as order creation,
status update, token generation, and token synthesis. By embedding business rules in the
blockchain itself, smart contracts enhance the traceability of the transaction and automate
processes that otherwise require manual verification.

The system architecture consists of eleven servers for the ERP system, along with
a Blockchain network running multiple nodes in the Ganache simulation environment.
The servers, which were built with the Express]S framework, are hosts for the APIs by
which the ERP systems interact with the blockchain. All parts of the system, including ERP
servers, blockchain nodes, middleware APIs and front end, are containerized with Docker
to ensure portability, scalability and ease of deployment. Docker simplifies deployment by
wrapping each piece of the system in its own container so each of the services will run the
same, regardless of the underlying hardware or cloud environment.

The frontend was developed using NodeJS, the Vue]S framework, TypeScript,
and Bootstrap. It offers a user interface to the stakeholders for order tracking, inven-
tory status, and the interactions between the ERPs and the blockchain. The frontend
also includes synchronization tracking monitoring tools between the ERP layer and the
blockchain layer, which provide real-time visibility into the flow of products and data
throughout the SC.

4.2. Registration and Inventorying

The data exchange and processes in the proposed model establish a structured inter-
action between the blockchain and ERP systems, ensuring synchronized and transparent
operations across both layers.

The Registration and Inventorying phase is the entry point for getting the opera-
tions of a company onto the blockchain, with the purpose of having any data relevant
to the company—inventory to customer and order data—stored securely and trackable.
The process begins with the assessment of the company status in the blockchain network.
On the administrator’s first-time login, the system queries whether the company is already
registered. In the absence of such a registration, the blockchain registration process is called,
which makes the company visible and live in the decentralized network. The flow diagram
presented in Figure 4 shows the procedure.

In the process of registration, the critical company information—inventory, cus-
tomer lists, order history—gets transferred from the ERP database to the blockchain.
The blockchain ledger stores this information immutably, providing a secure, tamper-
proof record of the transactions. The synchronization is significant because the blockchain
acts as a tamper-evident shared integrity layer for selected traceability events, while ERP
systems, EPCIS repositories, middleware services and IoT gateways remain part of the
broader information infrastructure. The system also ensures that each customer in the
company’s database is registered in the blockchain. The system automatically registers
any customer yet to be registered for consistency. This is significant for the integrity of
interactions in the SC since each customer placing or receiving an order should be traceable
in full in the blockchain. Once the customer registration is complete, the system continues
to register each order pertaining to each customer. Each order is verified to determine
whether it is already in the blockchain. In the absence of it, the system registers the order,
including the details pertaining to it such as order ID, details of the products, and the
dates of the transaction. The order registering process is central in ensuring that the whole
lifecycle of each transaction, ranging from the placement of the order to its completion, is
recorded in the blockchain. This simplifies it for the internal stakeholders and the external
partners in the SC to track the status and movement of orders with precision.
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Figure 4. Sequence diagram for Registration and inventorying.

Another fundamental purpose of this phase is the inventory registration. Inventory
management in the blockchain is significant for the sake of providing the visibility of the
assets available as well as the inventory levels to the respective stakeholders. The company
inventory is automatically recorded on the blockchain, with near real-time updating of the
inventory records under controlled prototype conditions. The blockchain ensures propa-
gation of such updates to the respective participants, ensuring transparency throughout
the entire SC. The process of registration and inventorying is also tightly coupled with the
RBAC mechanism. Based on their permissions, users such as administrators and modera-
tors can see inventory and customer data locally or in the blockchain itself. Without the
required permissions by the user, the blockchain-based operations are hidden from their
interface, ensuring no unauthorized disclosure of confidential data.

4.3. Tokenization

The tokenization process of the system in general is presented in Figure 5. The process
begins with the admin login, in which the administrator initiates the workflow. After suc-
cessful login, the administrator initiates the inventory registration process.

The system verifies the company’s resources for whether or not they have been logged
onto the blockchain properly. Without the company’s resources, the system performs
the registration of the present resources, which makes them visible and accessible in the
decentralized network. The process ensures that the company’s assets are transparently
logged in the blockchain so other stakeholders such as the suppliers or consumers can see
the latest information regarding the present products. Additionally, the system retrieves
information regarding the present vendors in the blockchain. This is a significant feature,
as it allows the company to choose the suitable partners or suppliers for the completion of
their procurement requirements. Once the necessary resources are established, the system
can create a mock order to simulate the order management process. The mock order is
locally stored in the company database in order for the ERP system to maintain internal
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consistency. In addition, the system records the mock order in the blockchain. The con-
sistency between the decentralized blockchain and the local ERP data at each level of the
SC is maintained by the two-step registration. Once the mock order has been registered,
the system generates a transaction receipt with the necessary details showing the registra-
tion in the blockchain, which can be used as a verifiable proof of transaction execution. It
is also stored locally in the ERP system to maintain an internal record of the blockchain
transaction. In the current prototype, order, vendor and inventory records are represented
through simulated ERP datasets. This allows reproducible testing of the middleware and
smart-contract workflow but does not capture the full semantic complexity, customization
and integration constraints of commercial ERP systems.

Available
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Figure 5. Tokenization flow.

phase. Once the assets of the company and mock orders are inserted into the blockchain,
the data is propagated to the respective stakeholders in the SC. The propagation makes the
data fully visible and traceable such that each stakeholder in the transaction can view the
correct data. Figure 6 presents the tokenization process in detail in the proposed blockchain-
based ERP system. The tokenization call is the beginning of this phase, which invokes the
generation or retrieval of a token object as a unique identifier for a process or a product in
the blockchain. The token is the key reference for traceability in the life cycle of the SC.
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Figure 6. Basic steps of the tokenization process.

Once the token is generated or pulled out of the blockchain, the token ID is saved in
the local database (DB) in real time, mapping the token on the blockchain to the company’s
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internal ERP system. The dual storage ensures synchronization between the blockchain and
the ERP system, allowing for seamless integration with the possibility of almost real-time
synchronization between the two layers. The local DB is used as a staging area for token
operations, ensuring consistency between the blockchain records and the records in the
local area. The second operation is the creation of a Product object, which encapsulates
the relevant details of the product to be traced. The object stores critical information such
as the specifications of the product, the identifiers, and the relevant metadata required
for the identification of the product along the SC. Upon the creation of the product object,
a Stakeholder object is generated, which represents the entity handling or interacting
with the product at the specified stage in the SC. The stakeholders can be the suppliers,
manufacturers, logistics providers, or end-consumers.

Once the Stakeholder object is established, the system logs the stakeholder with the
product data so the relationship between the entity responsible for the product and the
product itself can be established. This relationship is necessary for traceability, as it can
track the product itself and the stakeholder role in the SC. The system creates an Elemental
Pedigree object at the same time, which is a record of the history of the product, including
any processes or transformations the product might have undergone throughout its lifecycle.
This object is established in order to maintain a full view of the history of the product,
with full transparency and traceability. The Process object is the other key component
in this phase, which captures any specific actions or changes made to the product, such
as manufacturing operations, quality checks, or shipping procedures. The system then
associates Product Data with the Process object, enriching the trace token with accurate
data about the lifecycle of the product. The newly created process is added to the Trace
Token, ensuring that each change or process made to the product is securely and immutably
stored on the blockchain.

The system checks at this point whether there are other processes needed. In the case
of new processes, the system creates other Process objects and associates them with the
trace token. This ensures the full lifecycle of the product—from raw material purchase to
final delivery—is comprehensively documented. Once the required product, stakeholder,
and process data are logged, the system creates an updated token event in the blockchain.
The event ensures the most up-to-date state of the token, including the related data and
transactions, is securely updated in the blockchain. The tokenization process is finalized
when the updated token event is created, completing the registration and ensuring that
the full history of the product, stakeholders, and processes is securely stored and verifiable
in the blockchain. This process operationalizes the SH, PD, and PC tokens described in
Section 3. By binding each create or update operation to a validated EPCIS event (Ob-
jectEvent, TransformationEvent, or AggregationEvent), the system ensures standardized
event capture and cross-ERP semantic consistency with minimal on-chain overhead.

4.4. Smart Contracts

For implementation purposes, we have created seven fully functional smart contracts
that integrate the system’s functions, all of which can be found on github (https://github.
com/eeddieg/Blockchain-Based-ERP-Interoperability-in-Supply-Chain-Management/ tree /
main/blockchain/contracts, accessed on 18 November 2025). Six of them (namely processes.sol,
registerCompany.sol, registerOrder.sol, registerUser.sol, stakeholders.sol and transactions.sol) act as
auxiliary contracts that ensure the registration of users, companies, stakeholders and the
automation of the related processes and transactions. The main contract is MutableTokens.sol,
which integrates all the functionality of the tokenization process. The main functionalities
of this contract are shown in Table 3 below.
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Table 3. Append-only tokens smart contract main functions.

Function Description
createToken Creates a new token with specified metadata and an associated creation timestamp.
updateToken Updates an existing token by appending a new version entry to its history.
changeStatusToken Changes the activation status of a token, enabling or disabling it as required.
Creates a new product entity including its descriptive attributes, timestamp, and hierarchi-
createProduct
cal layer.
addProcess Associates a process identifier with a token, enabling traceability of operational steps.
addStakeholder Associates a stakeholder identifier with a token, enabling traceability of involved actors.
getTokenByID Returns the complete metadata and state of a specified token.
getProduct Retrieves the stored information of a specified product.
getProcessesToken Returns the list of process identifiers associated with a given token.
getStakeholderToken Returns the list of stakeholder identifiers associated with a given token.
. Computes and returns a cryptographic hash of the token based on its attributes and block
retrieveHash . . e
data for integrity verification.
The MutableTokens contract automates the synthesis of SH, PD, and PC tokens into
a single verifiable state, as shown in the system output in Figure 7. By recording crypto-
graphic references to pre-validated EPCIS events rather than storing full event payloads,
the contract maintains auditability and semantic alignment while optimizing for on-chain
storage efficiency.
Actual Trace Token Data
token id 1
Is mutable false
L1-Company_A__orderid_8+L2-Company_A__orderid_5+L3-Company_A__orderid_7+L4-Company_A__orderid_S+L5-
e Company_A__orderid_S+L6-Company_A__orderid_S+L7-Company_A__orderid_S+L8-Company A__orderid_5
information Token for WHEAT, WHEAT_SACK, WHEAT_SACK_PALLETE_PRE, WHEAT_SACK_PALLETE_POST, FLOUR, BREAD_PRODUCT.
DISTRIBUTED_BREAD_PRODUCT, BREAD_PRODUCT_CONSUMER
= [ "1726407861328", "1726408566084", 1726408986437, "1726409123403", "1726409332070", "1726409521375",
tnestamy “1726409774175", “1726410069390" |
pedigree id [1.2.3.4.5.6,7.8]
process id [1.2.3,4,56,7,8]
stakeholder id [1.2.3.4.5.6.7.8]
owner 0x1Fd644b3b7o8be0DE0B525AA08e58020ADB4DIE
active true
hashiPFs 0x0000000000000000000000000000000 0000000 0000000000000 000000000000

Figure 7. System token output.

It is important to clarify that update operations supported by the MutableTokens con-
tract do not imply destructive modification of token state. In particular, the updateToken()
function does not overwrite existing data structures but instead records a new version
entry that is cryptographically linked to the prior state of the token. Algorithm 4 defines
the controlled mutability mechanism adopted for token updates.

Each update appends a new timestamped state snapshot to the token’s on-chain history,
while preserving all previously recorded versions. This append-only execution model
ensures that token evolution remains fully auditable, as historical states cannot be altered
or removed without invalidating subsequent cryptographic references. The retrieveHash()
function further enables independent verification by allowing external parties to recompute
integrity hashes for specific token versions and compare them against on-chain records.

To clarify how the formal logic presented in Algorithms 1-4 is connected to the
prototype, Table 4 maps each algorithmic component to the corresponding implementation
elements and exception-path checks. The validation focused on controlled application-
level and smart-contract-level failure conditions that are directly relevant to traceability
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correctness. These tests do not emulate production network failures, validator outages or
commercial ERP data conflicts; instead, they verify that invalid inputs and inconsistent
token operations are rejected without creating partial or inconsistent blockchain states.

Algorithm 4 Append-Only Versioned Update of Token TP;

Require: token identifier TP;, EPCIS event e, mutable update set A
Ensure: updated token state or REJECT

1: function UPDATETOKEN(TP;, e, A)

2: T < GETTOKEN(TP;)
if T = & then

return REJECT

end if
he < H(e)
vy < T.history[end|
hk — H(Uk)
if VALIDATEMUTABLE(A, T.mutableSchema) = false then
10: return REJECT
11: end if
12: Ugy1 < (ts, hy, he, A)
13: T.history <— T.history U {vy,1}
14: T.mutable < APPLY(T.mutable, A)
15: STORETOKEN(T)
16: return T
17: end function

The exception-path validation showed that the prototype follows a fail-closed behav-
ior: When a required condition is not satisfied, the corresponding operation is rejected and
the previous valid token state is preserved. This is particularly important for traceability
applications because failed updates, invalid EPCIS mappings or incomplete token synthesis
operations should not result in partially updated provenance records. Therefore, the algo-
rithms are connected to the implementation not only through the successful execution path
but also through explicit rejection paths that preserve state consistency and auditability
under controlled failure conditions.

Table 4. Algorithm-to-implementation mapping and exception-path validation.

Algorithm Prototype Component Tested Exception Path Expected Behavior
. I Invalid event; policy or scope violation; unresolved . .
Al Middleware validation; traceable unit Update rejected; no new version
updateToken () appended.
A2 EPCIS validator; mapping policy IT; Unagthorlzed caller; missing fields; unsupported Operation rejected; no token link-
or mismatched event
contract calls age created.
A3 Component lookup; ST, creation Mlssn'lg/mactlve token; invalid identifier; incom- Synthesis aborted; histories un-
logi plete lineage h d
ogic changed.
A4 updateToken(); hash and version Non-existent token; malformed payload; overwrite Transaction reverted; valid state

attempt; invalid previous hash

logic preserved.

4.5. System Performance and Scalability Evaluation
4.5.1. Operational Cost Analysis

Economic feasibility is critical for enterprise blockchain adoption. We evaluate the
frameworks$ operational costs by measuring gas consumption for core smart contract
functions, assuming an April 2026 gas price baseline. By utilizing event logging and
minimal on-chain data storage (storing only critical hashes while keeping bulk data in
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legacy ERPs), the system minimizes transaction overhead and maximizes scalability. To
quantify the economic impact of the suggested system, Table 5 reports USD fee estimates
for representative smart contract operations.

Table 5. Gas costs and execution costs of smart contract methods (with April 2026 ETH/USD
exchange rate).

Method Tx Gas Exec. Gas Slow (USD) Avg. (USD) Fast (USD)
createToken() 60,000 50,000 0.162 0.180 0.268
updateToken() 55,000 45,000 0.148 0.162 0.245
changeStatusToken() 30,000 25,000 0.083 0.088 0.134
createProduct() 65,000 55,000 0.176 0.194 0.296
addProcess() 40,000 35,000 0.111 0.125 0.185
addStakeholder() 42,000 37,000 0.116 0.130 0.194
getTokenByID() 20,000 15,000 0.051 0.056 0.088
getProduct() 25,000 20,000 0.065 0.074 0.111
getProcessToken() 28,000 23,000 0.074 0.083 0.125
getStakeholderToken() 30,000 24,000 0.079 0.088 0.134
retrieveHash() 18,000 12,000 0.046 0.051 0.074

We keep the intrinsic gas usage (transaction and execution gas) identical to our prior
measurement and update only the price input to reflect current market conditions. As of
April 2026, we use an ETH/USD rate of $1923.17 and three gas levels aligned with widely
used trackers: slow (0.76 Gwei), average (0.84 Gwei) and fast (1.26 Gwei). The reported USD
values are computed as USD = (Tx Gas + Exec Gas) x GasPriceGwei X 102 x ETH/USD.
It is also worth noting that fees fluctuate with network demand and ETH price and
Table 5 provides a reproducible snapshot methodology. The following gas-cost esti-
mates are reported to compare relative smart-contract execution complexity across func-
tions. They should not be interpreted as operational cost estimates for a production
blockchain deployment.

In order to calculate the efficiency of the underlying traceability mechanisms, we have
also measured end-to-end latencies using wall-clock timestamps for three main operations:
(a) ERP-to-chain commit, (b) chain-to-ERP synchronization and (c) lineage queries for k-hop
product histories. The computational complexity of a lineage query is bounded by the
number of traversed tokens and the imposed hop limit, resulting in a worst-case complexity
proportional to the explored lineage depth as depicted in (5).

Tlineage - O(min(n/k ) d)) ®)

We executed each experiment 30 times on the Ganache EVM private network, with au-
tomined enabled and the block time set at 0 s. We used multiple blockchain nodes running
on Intel i7 with 16GB of RAM machines (Santa Clara, CA, USA). We measured both the me-
dian and the 95th percentile (p95) timings to capture typical performance and upper-bound
responsiveness under feasibility conditions.

As depicted in Table 6, the median commit latency from ERP to chain was approxi-
mately ~ 90 ms (p95: 125 ms), and chain-to-ERP synchronization had a median of 65 ms
(p95: 95 ms), which is low-latency responsiveness in our deployment setting. Lineage
traversal queries where below sub-second performance even at 10 hops (median: 410 ms;
p95: 620 ms), which suffices for practical exploration of merge/split product histories.
In addition, consistency validation had 100% lineage completeness and no duplicate-ID
admissions under idempotent retries (n = 200 events). These feasibility-grade outcomes
show that the proposed stack provides both responsiveness and correctness at demo scale,
while we recognize the need for additional optimization for industrial-level throughput.
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Table 6. End-to-end execution latency under feasibility testing (private EVM, automining enabled).

Operation Path Definition Median (ms) p95(ms) n
Commit token ERP — Chain API call to on-chain commit 90 125 30
Update token ERP — Chain API call to state update 95 130 30
Emit EPCIS event ERP — Chain Event persisted on-chain 88 118 30
Sync to ERP view Chain — ERP On-chain update to UI 65 95 30
Lineage query (5 hops) ERP — Ul Query resolution (5 hops) 210 320 30
Lineage query (10 hops) ERP — Ul Query resolution (10 hops) 410 620 30

The evaluation environment (Ganache with automining enabled and zero block time)
was deliberately chosen to isolate the correctness, determinism and application-layer
overhead of the proposed ERP-blockchain integration rather than to emulate production
blockchain conditions. As a result, the reported latency figures abstract away dominant
sources of delay and variance in operational deployments, including consensus finality,
block scheduling, network propagation and mempool contention. Therefore, the reported
figures should be interpreted as proof-of-concept measurements rather than indicators of
production performance. While the framework enables dynamic control of traceability
granularity at the information-model level, assessing the throughput, backlog behavior and
performance implications of fine-grained traceability under realistic network conditions is
beyond the scope of this prototype and is left for future work.

4.5.2. Parametric Assessment of Traceability Workloads

To further assess the operational implications of the proposed framework, we conduct
a parametric evaluation of traceability workloads under increasing supply-chain complex-
ity and traceability granularity. Rather than benchmarking blockchain platforms at the
infrastructure level, the analysis focuses on the information-processing effort required to re-
solve traceability queries and recall scenarios, which constitutes a core concern in industrial
engineering and supply-chain operations. The evaluation models traceability as a work-
load reconstruction problem, where the objective is to identify affected products, upstream
sources and responsible stakeholders following a disruption or recall event. A common
parametric model is applied across alternative traceability architectures, enabling a consis-
tent comparison of how traceability effort scales as the number of transformations, actors
and traceability resolution increase.

Workload Model

Let the supply chain consist of S stages and T transformation steps, where products
evolve through aggregation, processing or splitting operations. Traceability granularity
is represented by G, corresponding to batch-, lot- or unit-level tracking, while A; denotes
the number of actors involved at transformation step i. A recall event is assumed to
affect a fraction R of downstream products, requiring backward and forward traceability
resolution. The traceability workload is evaluated along three dimensions: (i) coordination
steps required to reconstruct lineage, (ii) query latency as a function of lineage depth,
and (iii) growth of traceability data as granularity increases.
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Recall Resolution Effort

The recall resolution effort is approximated by the number of coordination or traver-
sal steps required to reconstruct complete lineage information across T transformations.
For different traceability architectures, the effort can be expressed as follows:

T

Egrp = ) A, (6)
i=1

Egpcis =T+, @)
T

Ener = Y N;, (8)
i=1

EProposed =T, )

where | denotes the number of cross-organizational joins required to correlate EPCIS event
repositories, and N; denotes the number of batch-level tokens traversed at transformation i.
In the proposed framework, recall resolution requires direct traversal of synthesized token
lineage, resulting in effort that scales linearly with the number of transformations.

Trace Query Latency

Trace query latency is modeled as a function of lineage depth k. Using the feasibility
measurements reported in Section 4.5, we approximate the end-to-end query latency
as follows:

L(k) =k-¢, (10)

where ¢ represents the measured per-hop traversal latency. For the private EVM deploy-
ment used in this study, ¢ corresponds to the median lineage traversal cost observed
in Table 3. Architectures requiring additional joins or token dereferencing incur higher
effective per-hop latency due to off-chain reconciliation or token proliferation.

Data Volume Growth and Redundancy

Traceability data growth and system redundancy are evaluated as a function of the
number of supply chain stakeholders (S), product units or tracked batches (P), and transfor-
mation processes (Pr). Traditional architectures, such as full event anchoring or NFT-per-
batch models, scale multiplicatively, generating redundancy proportional to O(S - P - Pr)
as every node duplicates complete histories or token lineages [1]. In these baseline models,
data overhead is heavily exacerbated by secondary variables: | represents the number of
cross-organizational joins required to correlate fragmented, off-chain EPCIS event repos-
itories, while N; denotes the number of individual batch-level tokens generated at each
transformation step i, leading to severe token proliferation across the network. Conversely,
off-chain centralized or EPCIS databases limit baseline redundancy to O(P - Pr) but lack
decentralized auditability. The proposed framework drastically reduces this footprint by
utilizing the synthesized token (5Ty), which aggregates cryptographic references rather
than duplicating payloads. Consequently, the on-chain data volume scales additively
as O(S + P + Pr), mitigating state explosion and token proliferation even as traceability
resolution shifts from batch-level to unit-level tracking. Specifically, in the proposed archi-
tecture, the redundancy remains exceptionally lower at the synthesized-token level because
STy stores references to data components rather than duplicating full histories on-chain.

Figure 8 illustrates the scaling behavior of recall resolution effort, trace query latency,
and traceability data growth under increasing supply-chain complexity and granularity. To
clarify the trade-offs of the proposed architecture, Table 7 compares it conceptually against
alternative traceability architectures.
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Figure 8. Parametric comparison of traceability workloads: (a) recall resolution effort versus number
of transformations Pr, (b) trace query latency versus lineage depth k, and (c) traceability data growth
as granularity increases.

Table 7. Conceptual comparison of alternative traceability architectures.

Architecture Auditability Granularity (Formula) Redundancy ERP Integration Privacy Control Icn;ﬂ;l;eli?t;a tion
Conficurable: High within one
Centralized off-chain Low-medium g : Low firm; weak across High Low
O(P-pr) .
database firms
. . . Medium-high: . . . . . .
EPCIS repository without ~ Medium Medium Medium-high Medium-high Medium
; OoP-pPry+]
blockchain
Blockchain-EPCIS with ~ High Medium-high: High Medium Medium High
. O(S-P-Pr)
full event anchoring
High for . o
Blockchain-EPCIS with  anchored Medium-high: Low Medium Medium-high High
s O(S-LN;)
off-chain payloads and  events
hashes
High for token High: Prototype-level
Proposed framework lineage and O(5+ P+ Pr) Low middleware Baseline RBAC High

event hashes

support

4.6. Security and Privacy

Security and privacy are among the most important factors in the uptake of enterprise
blockchain-based solutions, particularly in supply chain (SC) management applications.
In this section, we elaborate on the critical capabilities of the proposed blockchain-based
tracking system, which is developed specifically to address primary security requirements
such as data confidentiality, data integrity, system availability, non-repudiation, and re-
sistance to malicious attacks. For the purposes of our analysis, we rely on the STRIDE
framework. By highlighting these security and privacy features, we demonstrate how
the system supports trust, resilience, and reliable operation while safeguarding sensitive
information and enabling secure SC processes.

A token TP, maintains an append-only history T.history = {v},..., vé‘}, where each
version is defined as v¥ = (t, H(vi,‘_l), H(ex), Ax). Let GETTOKEN(TP;) return the on-
chain token state and history. Let AUTHORIZE(u, e) denote the on-chain RBAC check (or
middleware-assisted on-chain check) that returns true if and only if caller # has permission
to invoke the operation associated with EPCIS event e under policy I1. We assume that
H(-) is resistant to collisions.

4.6.1. Authorization and Access Control Mechanisms

SCs enforce RBAC, restricting the execution of fundamental functions to authorized
participants. Access control policies prevent unauthorized changes to SC records, ensuring
that only authenticated manufacturers, distributors, or regulators can execute core SC
functions. From a threat-modeling perspective, this design directly mitigates spoofing
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and privilege escalation risks (STRIDE), as each operation is cryptographically bound
to a verified identity and role. By enforcing authorization logic at the smart contract
level, the system prevents unauthorized entities from impersonating legitimate actors or
invoking restricted functions, thereby ensuring that all state transitions are attributable to
authenticated and authorized participants.

Lemma 1 (Authorization safety). Assuming that all state-transition functions in smart contracts
are guarded by AUTHORIZE(u, e) and that private keys are not compromised, no unauthorized
caller can induce a valid state transition (i.e., append a new version entry vifﬂ to any TP;).

Proof. A valid state transition requires successful execution of the corresponding smart
contract operation (e.g., createToken, updateloken). Each such operation is preceded by
AUTHORIZE(u, ), which deterministically rejects callers lacking the required role or per-
mission. Under the assumption that private keys are not compromised, an adversary
cannot generate a transaction that verifies as originating from an authorized identity and
therefore cannot pass AUTHORIZE(1, e). Consequently, the transition cannot occur. [

4.6.2. Confidentiality and Privacy

Blockchain networks use pseudonymization techniques to protect participant iden-
tities while maintaining transaction transparency. Smart contracts enforce access control
policies, maintaining business data security while enabling traceability. Manufacturers
and distributors in SCs are represented by hashed identifiers in order to preserve busi-
ness confidentiality while enabling oversight. From a threat-modeling perspective, these
mechanisms primarily mitigate information disclosure risks (STRIDE), as they limit the
exposure of sensitive business identities and transactional metadata to authorized entities
while preserving verifiability for accountability and auditing.

Proposition 1 (Bounded on-chain identity disclosure). If stakeholder identities are represented
on-chain only via hashed identifiers (e.g., ID,, — H(ID,)) and no plaintext identifiers are stored
on-chain, then the blockchain state reveals at most these pseudonymous identifiers and associated
activity patterns.

Proof. The blockchain contains only hashed identifiers by construction. As a result, direct
disclosure of plaintext identities does not occur from on-chain data alone. However, linkage
through auxiliary information (e.g., timing, transaction volumes, or counterparties) remains
possible and is not prevented by hashing. [J

4.6.3. Data Integrity and Immutability

Blockchain technology ensures strong data integrity guarantees. Transactions are
cryptographically recorded on-chain and cannot be altered without detection, render-
ing them tamper-resistant. This ensures that order placements, product status updates,
and approval records are preserved as permanent and verifiable artifacts throughout the
SC lifecycle. From a threat-modeling perspective, these mechanisms mitigate tampering
threats (STRIDE) by enforcing append-only state transitions and cryptographic linkage
between successive records.

Lemma 2 (Tamper-evident token history). Let TP; have history entries v}, ..., vf stored on-

chain. If an adversary modifies any past entry v{ (for some 1 < j < k) without rewriting
subsequent history, then verification of the chain of hashes fails, i.e., there exists £ > j such that
H(vffl) # vl .prevHash.
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Proof. Each Uf stores prevHash = H (Z)ffl). If v{ is altered to ﬁi # v{, then, under collision

resistance, H(%) # H(v]) except with negligible probability. As a result, the linkage check
failsat/ =j+1. O

Lemma 3 (Event anchoring integrity). For any recorded version vf, if the referenced EPCIS
event payload is altered off-chain from ey to & # ey, then the on-chain reference H(ey) does not
match H (&) except with negligible probability.

Proof. The version stores the event hash H(e). Any modification to the payload changes
the hash unless a collision is found. Under collision resistance, H(é,) = H(ej) occurs with
negligible probability. [

4.6.4. Availability and Resilience

Blockchain technology enhances system availability and resilience by mitigating risks
associated with denial-of-service (DoS) attacks through its decentralized architecture. Be-
cause the ledger operates across multiple distributed nodes, critical operations—such as
order placement, dispatch tracking, and ownership verification—remain functional even
in the presence of partial node failures or targeted disruption attempts. This distributed
execution model preserves continuity of service and reinforces overall system robustness.

Proposition 2 (No single point of failure in the ledger layer). In a distributed blockchain
network with N nodes, ledger availability persists under failure of up to f nodes, provided that the
remaining nodes satisfy the network’s liveness assumptions.

Proof. This property depends on the consensus protocol and deployment configuration
rather than on the tokenization mechanism itself. []

4.6.5. Non-Repudiation and Accountability

Blockchain transactions are cryptographically signed using private keys, binding each
action to its originating entity. This ensures non-repudiation and prevents participants
from denying their involvement in recorded operations. All interactions—including SC
exchanges, contractual actions, and product transfers—are immutably recorded on the
ledger, enabling traceability and accountability. From a threat-modeling perspective, this
mitigates repudiation risks (STRIDE) by providing verifiable, tamper-resistant evidence of
actions, while audit trails support post hoc verification.

Lemma 4 (Non-repudiation under signature security). Assume that the digital signature
scheme used by the blockchain is existentially unforgeable under chosen-message attacks (EUF-

CMA) and that private keys are not compromised. Then, any successfully mined token operation
k+1
i

cannot plausibly deny issuing it.

that appends v; "~ is attributable to the signer of the corresponding transaction, and that signer

Proof. Each on-chain state transition is triggered by a transaction signed with the caller’s
private key. Under EUF-CMA security, an adversary cannot forge a valid signature for an
honest user’s public key. Therefore, if the ledger accepts a transaction as signed by identity
u, it must have been produced using u’s private key. Because the ledger is append-only
and verifiable, the transaction provides persistent evidence of origin. [

Table 8 summarizes the coverage of STRIDE threat categories by the proposed mecha-
nisms and formal guarantees. The STRIDE analysis provides a structured threat-modeling
assessment of the proposed framework. The lemmas and propositions specify the security
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properties expected under standard cryptographic assumptions and correct implementa-
tion of the access-control logic. In real deployments, practical security testing will require
formal smart-contract verification, penetration testing or production security certification.

Table 8. STRIDE threat coverage by system mechanisms and formal guarantees.

STRIDE Threat Mitigation Mechanism Formal
Spoofing Role-based access control enforced by SC and cryptographic identities Lemma 1
Tampering Append-only token history and cryptographic hash chaining Lemma 2
Tampering On-chain anchoring of EPCIS event hashes Lemma 3
Repudiation Digitally signed transactions and immutable ledger Lemma 4
Information Disclosure Pseudonymized on-chain identities and access-controlled data exposure  Proposition 1
Denial of Service Decentralized ledger replication and consensus-based availability Proposition 2
Elevation of Privilege Smart-contract-level authorization checks bound to predefined roles Lemma 1

5. Discussion

In this paper, we presented a blockchain-based framework to offer advanced granu-
larity features in SC traceability while taking into account interoperability requirements
among disparate ERP systems. The proposed solution relies upon a relatively lightweight
traceability mechanism versatile enough to accommodate multiple traceability scenarios
in real-life applications. The solution also uses append-only tokens and smart contracts,
which are designed to support product, stakeholder, and process traceability throughout
the SC. The use of append-only tokens allows tracking complex product transformations
while addressing limitations of previous approaches that were either redundant or difficult
to scale. By elevating EPCIS from a passive interoperability format to a semantic control
layer that constrains token mutations through standardized event types and business steps,
the framework strengthens process correctness, interoperability and auditability without
increasing on-chain complexity. We provided a proof-of-concept prototype implementation
of the proposed framework in the wheat SC and demonstrated its practicality and impact
on SC transparency, trust and efficiency.

The implementation details provided for the proof-of-concept wheat SC showed how
blockchain technology can be designed to track agricultural products from production to
consumer. Using a tokenization model based on the BOM, the framework is designed to
capture data at each stage of the SC, aiming to enable provenance and authenticity, while
supporting standardized data sharing through EPCIS. The RBAC mechanism ensures that
only relevant stakeholders can access the required information without compromising data
security, a key concern in globalized multi-stakeholder SC environments. Arguably, this
research provides a solid foundation for addressing long-standing issues related to SC
data consistency, process transparency and operational efficiency through a secure solution
adaptable to different industries.

The proposed framework differs from similar studies by combining three pivotal ele-
ments: (1) EPCIS-driven standardization, (2) dynamic granularity control and (3) advanced
tokenization using append-only tokens into a unified system for ERP interoperability in
SC management. Unlike many existing studies that address these aspects in isolation, our
approach integrates EPCIS to capture standardized SC events, granularity mechanisms to
tailor the level of traceability detail based on contextual needs and a tokenization model
that tracks product transformations and stakeholder interactions. This unified approach
enhances data consistency and transparency while bridging the interoperability gap among
disparate ERP systems and stakeholders.

Although other studies outline important approaches for defining granularity levels
and structuring blockchain-based traceability through immutable tokens, our research
operationalizes these concepts within a tangible use-case scenario. The integration of
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EPCIS ensures ERP interoperability while append-only tokens and smart contracts achieve
dynamic end-to-end traceability. In addition, the proposed framework resolves several im-
pediments flagged in the literature, including limited ERP integration, lack of shared iden-
tifiers and insufficient support for reproducible deployments. Through the bi-directional
ERP-ledger synchronization pipeline, the BOM-aligned SH/PD/PC tokens and the fine-
grained on-chain RBAC model, the framework significantly extends existing theoretical
and operational approaches.

A comparison with related studies further substantiates the orchestration of the pro-
posed framework, particularly regarding token usage. Although recent studies demonstrate
the potential of tokenization for traceability, most remain limited to static asset representa-
tion or conceptual prototypes. For example, [47] introduced a compositional token logic
but relied on immutable tokens and lacked support for dynamic granularity or ERP inter-
operability. Similarly, many tokenization schemes rely on immutable ERC-721/1155 assets,
forcing re-minting during transformations and fixing granularity upstream the SC [48].
In contrast, our second-layer design uses append-only SH/PD/PC tokens with synthe-
sis, ERP/EPCIS anchoring and on-chain RBAC to preserve lineage, capture process state
and dynamically adjust granularity without token proliferation. While Harish et al. [33]
introduced digital asset tokens for logistics financing, their approach does not model
the transformation logic required for material traceability. To our knowledge, no prior
study combines append-only compositional tokens, EPCIS interoperability and dynamic
granularity control within a unified operational system.

The proposed framework also introduces several innovations regarding granularity.
Within the framework, granularity is treated not as a fixed system property but as a con-
trollable information-processing variable that mediates the trade-off between traceability
precision, interoperability and operational cost. Alamsyah et al. [41] proposed a trace-
ability system structured around fixed compliance checkpoints, while Zhang et al. [42]
improved traceability resolution through trusted identification mechanisms but maintain a
uniform granularity level across stages and users. Similarly, Haouari et al. [49] advance
transportation transaction storage without addressing ERP interoperability, lifecycle-aware
granularity or fine-grained on-chain access control. In contrast, our framework leverages
elemental and compound append-only tokens integrated with EPCIS to encode SC events
and transformations with fine-grained or coarse-grained detail as required. This design en-
sures traceability information remains configurable and aligned with operational practices
and ERP systems.

5.1. Managerial Implications and Generalization

The proposed blockchain-based ERP interoperability framework improves SC manage-
ment by increasing transparency, efficiency, and trust among stakeholders. By leveraging
blockchain’s immutable and decentralized nature, the framework is designed to ensure
that transactions, product transformations and stakeholder interactions are recorded on a
secure and tamper-proof ledger. However, it should be noted that these practical indus-
try benefits and the scalability of the system remain to be fully validated in real-world
settings. This level of transparency addresses one of the most critical challenges in SC
management, namely verifying the origin and authenticity of products. The wheat SC
use case demonstrated that such an approach improves accountability throughout the SC,
from raw material suppliers to distributors and end customers.

Apart from high-level managerial implications, the proposed solution also contributes
to operations management practice. The framework converts SC traceability data into
stateful records since each event (who/what/when/where /how) is bound into specialized
tokens and later synthesized into an auditable product pedigree. Therefore, SC granularity
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becomes an adjustable mechanism and logisticians gain precise access to key information
across the SC. For high-risk or high-value products, managers may “zoom in” to lot/item
level and capture additional process details, whereas for routine products they may “zoom
out” to the batch level with fewer events. Since these decisions are configuration-based
(token scope, event frequency, and RBAC) on top of existing ERP systems, traceability
detail can be adjusted without rebuilding operational infrastructures. In this way, ERPs
remain the operational system of record while blockchain acts as the composition and
verification layer. The integration of blockchain with existing or legacy ERP systems also
promotes operational efficiency by streamlining information exchange among stakeholders.
Traditional SC operations often struggle with data silos and inconsistencies, especially
when multiple ERP systems are involved. The proposed framework can help mitigate
these barriers through tokenization and smart contracts that automate processes such
as inventory management, order tracking and quality control. This automation reduces
manual interventions, minimizes errors and may reduce reconciliation effort and support
more timely transaction processing under appropriate deployment conditions. At the
same time, increased granularity reallocates accountability by binding product states
and transformations to specific actors and standardized events, thus narrowing liability
attribution in cases of non-compliance or quality failure. The combination of EPCIS-
standardized events and immutable token histories also shifts regulatory inspection from
retrospective documentation toward continuous event-driven auditability. However, higher
granularity and supporting infrastructure introduce non-trivial information capture and
governance costs. As such, managers should treat granularity not merely as a technical
parameter but as a strategic governance variable shaping data sovereignty, regulatory
oversight, risk exposure and cost allocation across the SC.

Finally, the proposed framework can be generalized and adapted across multiple
industries. Its modular design and transparency make it suitable for domains such as
healthcare, agriculture and manufacturing where traceability, accountability and data
integrity are critical. Furthermore, the platform’s open-source implementation fosters
collaboration and allows researchers and practitioners to extend or customize the frame-
work according to sector-specific requirements. The proposed solution can therefore be
adapted by preserving the logic of the second-layer architecture, EPCIS event model, ERP
anchoring, RBAC and token synthesis while adapting sector-specific identifiers, payloads
and granularity policies.

5.2. Limitations and Future Research

While the proposed blockchain-based ERP interoperability architecture delivers signifi-
cant contributions, several limitations must be acknowledged to contextualize its scope and
guide future research. First, in the presented proof-of-concept prototype implementation,
the ERP layer is simulated through Express]S-based middleware, Prisma ORM and local
databases to demonstrate the feasibility of the integration pattern. To fully evaluate the
schema’s heterogeneity, customization, data conflicts, failure recovery mechanisms and
organizational constraints on real ERP ecosystems, further validation is required through
direct connectors to commercial ERP platforms.

Second, the performance evaluation relies on a private Ethereum environment with
automining and zero block time, which is suitable for isolating contract and application-
layer behavior but does not capture production blockchain constraints. Future work should
evaluate the framework under realistic block times, concurrent workloads, multi-node
deployments, and alternative permissioned blockchain configurations.

Third, the framework does not eliminate the “garbage-in, garbage-out” problem.
Blockchain anchoring ensures tamper-evidence after data have been recorded, but it does
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not independently verify the correctness of ERP records, IoT measurements or human-
entered data at the point of entry. This limitation is especially relevant in agricultural
supply chains involving small farmers, cooperatives and heterogeneous data-entry prac-
tices. Future deployments should combine authenticated middleware APIs, ERP audit
trails, IoT device attestation and contractual accountability mechanisms.

Fourth, GDPR and data-erasure requirements remain challenging in blockchain-based
traceability systems. The proposed architecture minimizes exposure by storing personal
or commercially sensitive payloads off-chain and anchoring only hashes or references
on-chain. Nevertheless, immutable on-chain references may still create legal and technical
tensions with rectification and erasure rights. Therefore, GDPR compliance should be
treated as a combined architectural, organizational and legal governance issue rather than
as a problem solved solely by off-chain storage. Techniques such as redactable ledgers,
chameleon hashes, privacy-preserving commitments and zero-knowledge proofs represent
promising directions for future research.

6. Conclusions

In this paper, we have presented a second-layer blockchain-enabled traceability frame-
work that could be integrated with ERP-oriented middleware to support verifiable SC
traceability and provenance. The framework uses a BOM-aligned approach, an append-
only versioned token system consisting of Stakeholder Tokens (SH), Product Tokens (PD),
Process Tokens (PC) and a Synthesized Token (5Tx) to represent product lineage through
the lifecycle. This approach supports dynamic granularity and controlled access to prove-
nance information, while EPCIS-standardized events provide a common semantic layer
between ERP-like systems and blockchain-based integrity anchoring. A reproducible im-
plementation is provided using private Ethereum/Ganache, smart contracts demonstrated
with a wheat SC use case. By maintaining core functionalities while adjusting payloads,
the proposed framework is adaptable across various sectors and versatile enough to accom-
modate different SC operational requirements and traceability prerequisites. The benefits
of the proposed framework include, among others, policy-driven granularity determinants,
automated assurance reporting, faster dispute resolution, improved coordination and effi-
cient operationalization of tasks like product recall. Compared to previous models, this
solution offers a unified, ERP-interoperable approach that addresses transformation and
governance issues.
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