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Abstract

Autonomous driving systems rely on a sophisticated pipeline of artificial intelligence
models to perceive, predict, and plan in dynamic environments. This review presents a
systematic analysis of the machine learning and deep learning models underpinning vehicle
autonomy, spanning classical convolutional neural networks (CNNs) for object detection
and semantic segmentation to recurrent and Transformer-based architectures for trajectory
prediction and motion planning. It also provides a critical examination of the autonomous
vehicle sensor stack, including cameras, LiDAR, radar, ultrasonics, and GNSS/IMU as
data acquisition systems, highlighting modality-specific AI challenges such as monocular
depth estimation, 3D point cloud processing, and radar Doppler interpretation. The
evolution of perception and decision-making pipelines is reviewed, contrasting modular
architectures with end-to-end learning paradigms that directly map raw sensor data to
control commands, and discussing their trade-offs in interpretability, safety assurance, and
robustness to rare edge cases. We further survey specialized hardware accelerators and
heterogeneous automotive SoCs designed to meet stringent real-time and power constraints.
Industrial strategies are compared, including multi-modal sensor fusion and vision-centric
approaches based on large-scale imitation learning. Finally, we identify open challenges
related to robustness under adverse conditions, domain shift, causal ambiguity, and the
need for interpretable and certifiable AI in safety-critical autonomous driving systems.

Keywords: autonomous driving; deep learning; sensor fusion; knowledge extraction;
computer vision

1. Introduction
Autonomous driving systems are a major application of machine learning because they

require the extraction of actionable knowledge from high-dimensional, real-time sensor
data and its conversion into safe driving decisions. The field has advanced rapidly because
of progress in perception, prediction, planning, and embedded computing, but reliable
deployment is still limited by challenges in robustness, interpretability, and validation [1–6].
The Society of Automotive Engineers (SAE) J3016 standard provides a useful framework for
describing the progression from Level 0 to Level 5 automation and for positioning current
systems within this broader technological landscape, as shown in Figure 1 and Table 1.
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Figure 1. SAE J3016 automotive automation standard [7].

Table 1. SAE-defined Levels of Autonomous Technology. Adapted from SAE [8].

Level Definition Description

Level 0 No Autonomous Technology Vehicles can help drivers with basic activities, including acceleration,
braking, and steering.

Level 1 Driver Assistance Vehicles can manage the direction or speed, but not both, while the
driver must take full responsibility for driving

Level 2 Partial Automation
Vehicles may accelerate, brake, and steer; operations can be conducted

simultaneously; however, the driver must maintain control of the vehicle
the entire time.

Level 3 Conditional Automation Vehicles can do autonomous driving in some conditions, but drivers
must always be ready to take control

Level 4 High Automation Vehicles are self-driving and do not require a human operator, but the
driver can interfere in specific situations.

Level 5 Full Automation
Vehicle are entirely autonomous in all situations. Passengers only need to
provide information about the location of the vehicle. Steering wheels

and pedals are unlikely to be available

Advanced Driver Assistance Systems (ADAS) support drivers in tasks such as navi-
gation and parking by using camera-based sensors without fully taking over the driving
process. Their purpose is to reduce accidents by analyzing traffic conditions, congestion,
road hazards, and other environmental factors. At the core of most ADAS platforms is a
hardware accelerator responsible for interpreting the vehicle’s surroundings and identify-
ing potential risks. These systems typically rely on four main perception sensors: LiDAR,
radar, cameras, and ultrasonic sensors. The data collected from these sensors are processed
through the accelerator and fused to detect nearby objects, including pedestrians, vehicles,
lane markings, and traffic signs, before being passed to the braking, steering, and throttle
control. This overall workflow is illustrated in Figure 2 [9].

Recent advances in the field have been largely propelled by breakthroughs in deep
learning models and the availability of specialized hardware accelerators [10–12]. Au-
tonomous vehicles rely on a diverse sensor suite to capture a multi-modal representation
of their environment [13,14]. Machine learning algorithms are then tasked with fusing this
heterogeneous data to perform critical knowledge extraction tasks such as object detection,
scene understanding, localization, and path planning. This evolution from traditional
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rule-based systems to end-to-end learning paradigms marks a significant shift in how
intelligent vehicles interpret and navigate the world.

Figure 2. ADAS General Processing Structure [9].

This review provides a critical examination of the machine learning and knowledge
extraction techniques that underpin modern autonomous driving systems. Rather than
offering only a descriptive survey, we analyze the autonomous stack from a data-centric
perspective, compare modular and end-to-end architectures, and examine how leading
industry players translate these ideas into practical systems. We also identify the main
technical barriers that still prevent reliable deployment, with particular attention to model
robustness, interpretability, and rare long-tail scenarios [15,16].

The main contribution of this paper is a structured and critical synthesis of autonomous
driving from the perspective of machine learning and knowledge extraction. Specifically,
we: (i) organize the sensor and software stack according to the role of each component in the
data-processing pipeline; (ii) compare classical modular pipelines with end-to-end learning
frameworks; (iii) review the hardware and simulation tools used to train and validate these
systems; and (iv) identify the open problems that still prevent reliable Level 4 and Level 5
autonomy, especially long-tail edge cases, adverse-weather robustness, and explainability.

The remainder of the paper is organized as follows. Section 2 reviews the sensor
stack. Section 3 discusses computing platforms. Section 4 presents the artificial intelligence
pipeline. Section 5 examines autonomous driving simulators. Section 6 examines industry
case studies. Section 7 discusses challenges and future directions, and Section 8 concludes
the paper.

While numerous surveys exist on autonomous driving, most focus either on percep-
tion algorithms [17–19], sensor technologies [20–22], or high-level system architectures in
isolation [23–25]. In contrast, this review adopts a unified, data-centric perspective that
jointly analyzes sensing modalities, AI architectures, system-level design choices, and
industrial deployment strategies. Additionally, this work emphasizes the fundamental
trade-offs between modular pipelines and end-to-end learning approaches, supported by
recent advances such as transformer-based sensor fusion methods and simulation-based
validation frameworks. This integrated perspective is particularly relevant given the cur-
rent divergence in industry practices (e.g., vision-centric vs. multi-modal approaches),
making a consolidated critical analysis both timely and necessary.

2. Review Methodology
This review follows a structured literature selection methodology to ensure coverage

of the most relevant and recent advancements in autonomous driving. Publications were
collected from major scientific databases, including IEEE Xplore, Scopus, ScienceDirect,
and arXiv, focusing on works published between 2018 and 2026 to capture recent trends in
deep learning and autonomous systems.
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Keywords used during the search included “autonomous driving,” “sensors fusion,”
“deep learning,” “transformers,” “end-to-end driving,” and “autonomous vehicle simula-
tion.” Priority was given to highly cited papers, benchmark datasets, and industrial reports.

3. Sensor Stack
The perception system of an autonomous vehicle begins with data acquisition. No

single sensor modality is sufficient for safe operation in complex driving environments,
so modern autonomous systems rely on a complementary sensor stack in which each
modality compensates for the weaknesses of the others [26]. This multi-modal design is
essential for redundancy, robustness, and reliable perception in safety-critical driving tasks.
The core data acquisition technologies include cameras, LiDAR, radar, and supporting
localization sensors such as GNSS and IMU. Table 2 summarizes how sensor choice varies
across common ADAS applications.

Table 2. Sensors used in ADAS and Their Applications.

ADAS Application Primary Sensor(s) Main Fucntion

Surround view monitoring Camera (multiple
wide-angle cameras) Provides a 360◦ view around the vehicle

Park assistance Camera, Ultrasonic Detects nearby obstacles during parking maneuvers

Blind spot detection Radar, LiDAR Detects vehicles in adjacent lanes outside driver
visibility

Rear collision warning Radar, LiDAR Monitors approaching vehicles from the rear
Rear cross-traffic alert Radar, camers Detects crossing vehicles when reversing
Automatic Emergency Braking
(AEB)

Radar, LiDAR,
Camera

Detects imminent collisions and automatically applied
brakes

Pedestrian detection Camera, LiDAR Identifies pedestrians and vulnerable road users

Collision avoidance Radar, LiDAR,
Camera Detects obstacles and assists in avoiding collisions

Traffic sign recognition Camera Recognizes traffic signs and speed limits

Adaptive cruise control (ACC) Radar, LiDAR,
Camera Maintains safe distance from preceding vehicles

Lane departure warning (LDW) Camera Detects lane markings and warns drivers of
unintended lane departure

Lane Keeping Assist (LKA) Camera, Radar Provides steering assistance to keep vehicles centered
within lanes

Forward Collision Warning (FCW) Radar, Camera Warns drivers about potential frontal collisions
Driver Monitoring Systems (DMS) Infrared Camera Monitors driver attention and fatigue

3.1. Cameras: The Semantic Sensor

Cameras are the most ubiquitous perception sensors in autonomous driving because
they are inexpensive and provide dense, high-resolution color and texture information
that closely resembles human vision [27,28]. They are the primary source of semantic
knowledge for machine learning models, especially for object classification, traffic light
recognition, lane marking detection, and drivable-area segmentation. Table 3 lists com-
monly used camera models in the autonomous vehicle industry, while Table 4 summarizes
representative stereo camera specifications.

The main limitation of camera-based perception is that it is inherently 2D. Depth
estimation must be inferred rather than directly measured, which makes monocular per-
ception difficult and computationally expensive [29,30]. In addition, camera performance
degrades under poor lighting, glare, rain, and fog, creating a major robustness challenge
for vision-based systems [31,32]. This is one reason the industry remains divided between
camera-centric strategies and multi-modal designs. Tesla Vision is a prominent exam-
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ple of the former, having shifted away from radar and LiDAR in favor of a vision-first
architecture [33].

Table 3. Commonly used cameras in the autonomous vehicle industry.

Video Camera Name/Type Optimal Environment Field of View

Aspect 360 (Surround view camera) Clear weather, parking, low-speed
maneuvers 360◦

Teledyne FLIR CMOS (RGB automotive camera) Clear weather, daytime 80◦ × 64.4◦

Lepton Thermal (LWIR) −10 ◦C to +65 ◦C incl. fog and low light Diagonal: 63.5◦

Horizontal: 50◦

ZF’s S-Cam4 (Tesla) Aptina
AR0132/AR0136A/OmniVision OV10635 All conditions except dense fog 48◦

Automotive HDR RGB Camera (e.g., ON Semi
AR0231AT) High dynamic range scenes, daylight to dusk 120◦

Monocular Front-facing Camera Highway and urban driving 30◦–60◦

Fisheye Camera Close-range perception, surround view 180◦–200◦

Stereo Vision Camera (e.g., ZED, Mobileye) Depth estimation, structured environments 90◦

Near-Infrared (NIR) Camera Night-time driving with IR illumination 40◦–60◦

Event-based Camera (Dynamic Vision Sensor) High-speed motion, high-contrast scenes ∼120◦

Table 4. Representative stereo camera specifications

Model Baseline (mm) HFOV (◦) Range (m) Resolution (MP) FPS (Hz)

Intel RealSense D455 [34] 95 86 0.4–20 3.0 30–90
Intel RealSense D435 [35] 50 86 0.1–10 3.0 30–90

Carnegie MultiSense S21B [36] 210 68–115 0.4+ 2.0–4.0 7.5–30
Carnegie Robotics KS21 [36] 210 135 0.5–20 2.3 30
Carnegie Robotics S27 [37] 270 91 1.4–30 2.3 30

Roboception RC Visard 160 [38] 160 61 0.5–3 1.2 0.8–25
Stereolabs ZED 2 [39] 120 110 0.3–20 4.0 15–100
Stereolabs ZED 2i [40] 120 110 0.2–20 4.0 15–100

3.2. LiDAR: The Geometric Sensor

Light Detection and Ranging (LiDAR) sensors provide precise geometric information
by emitting laser pulses and measuring their return time to build a detailed 3D point
cloud of the environment [9]. This makes LiDAR a cornerstone of many Level 4 systems
because it supports high-precision mapping, localization, and 3D object detection. Table 5
summarizes commonly used LiDAR models and their specifications.

LiDAR has two major advantages. First, it provides direct distance measurements
with high spatial accuracy. Second, as an active sensor, it is less dependent on ambient light
and can operate in darkness. Its main limitations are cost, data volume, and sensitivity to
adverse weather, especially fog and heavy rain. The high dimensionality of LiDAR point
clouds also requires specialized neural architectures, such as PointNet- and voxel-based
models, for efficient processing [41]. These constraints explain why LiDAR is often used
together with cameras and radar rather than as a standalone modality.
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Table 5. Commonly used LiDARs in the autonomous vehicle industry [42].

LiDAR Accuracy Range/Field of View Power Consumption

Ouster OS-0 ±1.5–5 cm 50 m/90◦ 14–20 W
Luminar IRIS 1 cm 500 m/120◦ 15 W
Velodyne Alpha Prime ±3 cm 245 m (best at 150 m)/360◦ 22 W
Teledyne CL-90 1 cm 176 to 600 m/64–90◦ 60 W
RoboSense RS-LiDAR-M1 ±5 cm 200 m/120◦ 18 W
Hesai Pandar40P ±2 cm 200 m/360◦ 18 W
Livox Tele-15 ±2 cm 500 m/15◦ 12 W

3.3. Radar: The Robust Sensor

Radar is a cornerstone sensor technology in autonomous vehicles because it can
estimate distance, velocity, and angle by emitting and receiving reflected radio waves.
It is especially valuable in adverse weather and poor lighting, where optical sensors are
less reliable. Automotive radar systems are commonly deployed in the 24 GHz, 60 GHz,
77 GHz, and 79 to 81 GHz bands [43]. Their use can be grouped into four main classes.

• Short-Range Radar (SRR): Used for parking assistance, blind spot detection, and
collision avoidance at distances below 100 m with a wide field of view.

• Medium-Range Radar (MRR): Used for lane change assistance and cross-traffic alerts
at intermediate distances of 100 to 200 m.

• Long-Range Radar (LRR): Used for adaptive cruise control and forward collision
warning at ranges of up to 300 m.

• 4D Imaging Radar: Extends conventional radar by adding elevation information, which
improves scene understanding and supports higher-resolution environmental modeling.

Radar offers three main benefits. It is robust in rain, fog, dust, and darkness. It provides
direct velocity estimation through the Doppler effect. It is also generally less expensive than
LiDAR. However, radar has lower angular resolution, limited object classification ability,
and is susceptible to false positives and frequency interference in dense traffic. Because of
these limitations, radar is best viewed as a complementary modality for motion estimation
and redundancy rather than a standalone perception sensor. Table 6 shows some of the
commercial radars and their corresponding power consumption.

Table 6. Representative automotive radar sensors and their characteristics

Model Power (W) Radar Type Typical Application

Continental ARS 408-2 6.6 Long-range radar Adaptive cruise control, forward collision warning
Bosch LRR3 4.0 Long-range radar Highway driving, object tracking
Aptiv SRR2 6.0 Short-range radar Blind-spot monitoring, lane change assistance
Aptiv MRR 4.5 Medium-range radar Cross-traffic alert, surrounding vehicle detection
smartmicro UMRR-0A
Type 29

3.7 Medium-range radar Industrial and autonomous vehicle perception

3.4. Supporting Sensors for Localization

While cameras, LiDAR, and radar perceive the external environment, localization
sensors estimate the vehicle’s own state. GNSS and IMU are the most important supporting
sensors in this category [44]. GNSS provides a global position reference, while the IMU
measures acceleration and angular motion. Together, they support vehicle localization,
especially when fused with other sensors to reduce drift and improve robustness in tunnels,
urban canyons, and other GNSS-degraded settings. Table 7 lists example GNSS receivers,
and Table 8 lists example ultrasonic sensors used in autonomous vehicles.
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Table 7. Comparison of GNSS receivers for autonomous driving applications [45].

Model Power (W) Frequency Positioning Mode Typical Use Case

u-blox LEA-6T 0.5 L1 Standalone GNSS Basic vehicle navigation
Trimble BD992 0.7 L1/L2 RTK GNSS Precision positioning and surveying
NovAtel OEM729 0.9 Multi-band GNSS + INS Autonomous vehicle localization
AsteRx-m3 Pro+ 1.8 Multi-band Multi-constellation RTK Lane-level positioning and HD mapping

Table 8. Representative ultrasonic sensors used in autonomous vehicles and their characteristics [45].

Model Power (W) Typical Application

Continental USR2-3P 0.5 Parking assistance and obstacle detection
NXP Semiconductors FXAS21002 0.7 Short-range environment sensing
STMicroelectronics VL6180X 1.0 Proximity sensing and object detection
TE Connectivity SENSONICS USI-60 2.0 Vehicle maneuvering and obstacle avoidance

Ultrasonic sensors are mainly used for short-range tasks such as parking and low-
speed maneuvering. They are low-cost and useful for near-field detection, but they have
limited range and are sensitive to interference. For this reason, they are usually treated as
supporting sensors rather than core perception sensors.

3.5. Sensor Fusion and Industry Configurations

The central machine learning problem in the sensor stack is not only sensing but also
fusion. Camera data provide semantics, LiDAR provides geometry, radar provides velocity
and all-weather robustness, and GNSS/IMU provide vehicle state [46]. The challenge
is to combine these heterogeneous streams into a single representation that is accurate,
low-latency, and fault-tolerant. Fusion can be implemented at the raw data level, feature
level, or decision level, and each strategy involves different trade-offs in complexity, latency,
and interpretability [22,47].

As highlighted by Matos et al. [48], the reliability of autonomous driving systems is
closely linked to the robustness of their sensing components. Ultrasonic sensors are suscep-
tible to interference-induced range estimation errors, whereas radar systems may produce
false detections due to signal reflections and mutual interference among radars operating
at similar frequencies. LiDAR sensors can experience perception degradation in adverse
weather conditions and inaccuracies caused by highly reflective surfaces. Camera sensors
are particularly affected by lighting variability and image degradation resulting from rain,
fog, or snow, which can reduce object detection accuracy and lead to misinterpretation by
perception algorithms. GNSS-based localization systems face challenges including timing
errors, signal jamming and spoofing, multipath effects, and satellite orbit uncertainties, all
of which contribute to localization errors. Furthermore, IMUs inherently suffer from drift
and cumulative error growth, reducing localization accuracy during prolonged operation.
These limitations highlight the importance of sensor fusion techniques to improve the
reliability and robustness of autonomous vehicle perception and localization systems [48].

Leading companies adopt different sensor philosophies, reflecting an ongoing debate
about the best data acquisition strategy for autonomous driving. These configurations show
the trade-off between cost, richness of sensing, and redundancy, see Table 9 for more details.

Overall, the sensor stack should be viewed as the data foundation of autonomous
driving rather than as a list of hardware components. Its value lies in how effectively the
vehicle converts raw sensory input into reliable information for perception, prediction,
and planning.
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Table 9. A comparative overview of sensor suite configurations from leading autonomous vehicle de-
velopers.

Company/Platform Camera
Count

LiDAR
Count

Radar
Count

Ultrasonic
Count Primary Philosophy

Waymo (6th Gen) 13 4 6 Yes Multi-modal fusion for maximum
redundancy

Tesla (Hardware 4) 8 0 1 12 Vision-centric, end-to-end learning

Baidu (Apollo RT6) 12 8 – – Dense LiDAR and camera suite for
robotaxis

WeRide (Sensor Suite 5.0) 12 7 (solid-
state) – – Modular, lightweight design for

various vehicles

Pony.ai (PonyAlpha X) 7 4 4 0 Multi-modal fusion with strong LiDAR
and radar focus

3.6. Critical Comparison of Sensor Modalities

Although each sensor modality offers distinct advantages, their integration reflects
fundamental trade-offs rather than complementary strengths alone. Cameras provide rich
semantic understanding but struggle with depth estimation and adverse weather [49].
LiDAR delivers precise geometric information but at high cost and with sensitivity to
environmental conditions such as fog and rain. RADAR offers robustness and velocity
estimation but lacks sufficient resolution for fine-grained object classification.

A key tension in current system design lies between cost-efficiency and redundancy.
Vision-only systems, such as Tesla’s approach, reduce hardware cost and complexity but
place significant reliance on learned depth estimation and large-scale data [50]. In contrast,
multi-modal systems used by Waymo and Baidu emphasize safety through redundancy
but incur higher computational and economic costs.

Recent research trends suggest a hybrid trajectory, where multi-modal systems are
optimized using learned fusion techniques. For example, transformer-based fusion models
enable more efficient integration of heterogeneous sensor inputs, potentially reducing
reliance on expensive sensors while maintaining robustness [51].

3.7. Sensory System Summary

This section demonstrated that autonomous vehicle perception relies on the com-
plementary strengths of multiple sensing modalities rather than on any single sensor
technology. Cameras provide rich semantic understanding, LiDAR offers precise geometric
information, radar contributes robust velocity estimation and all-weather operation, while
GNSS/IMU systems support localization. The analysis reveals a fundamental trade-off
between sensing richness, redundancy, and cost. Vision-centric approaches offer lower
hardware complexity but rely heavily on learning-based inference, whereas multi-modal
systems provide stronger redundancy and robustness at increased operational and com-
putational cost. Consequently, the future of autonomous driving is likely to depend not
on selecting a single dominant sensor but on developing more efficient sensor fusion
architectures that maximize information gain while minimizing cost and complexity.

4. Computing Platforms
High-performance, low-latency processing is the backbone of every autonomous driv-

ing system. The perception, prediction, and planning pipeline must ingest multi-modal
sensor streams, execute deep-learning inference, and produce deterministic actuation com-
mands within a tight real-time budget. To meet these demands, modern autonomous
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vehicles rely on heterogeneous computing platforms that combine general-purpose proces-
sors with specialized accelerators [6,9].

4.1. General-Purpose CPUs and GPUs

Central Processing Units (CPUs) provide the flexibility required for system orchestration,
sensor-data pre-processing, and safety-critical control loops. Multi-core ARM Cortex-A family
or x86-64 cores are common in production vehicles because they support rich operating
systems such as Linux and QNX and allow rapid software updates [6]. However, CPUs
alone are not efficient enough for the computational burden of modern convolutional neural
networks, especially when perception workloads must operate in real time.

For this reason, Graphics Processing Units (GPUs) are commonly integrated to acceler-
ate deep-learning inference. Their large degree of parallelism makes them well suited to
image processing, feature extraction, and tensor-heavy workloads. High-end automotive
GPUs, such as NVIDIA Ampere-based devices used in the DRIVE Orin family, include
thousands of CUDA cores and Tensor Cores that support mixed-precision computation
and high-throughput matrix operations [9]. In practice, CPUs and GPUs are often used
together, with the CPU handling system-level tasks and the GPU handling the bulk of
neural inference.

4.2. Domain-Specific ASICs and Accelerators

Although GPUs offer strong flexibility, the demand for lower latency and better energy
efficiency has driven the adoption of domain-specific accelerators. Field-Programmable
Gate Arrays (FPGAs) provide a semi-customizable solution that allows engineers to tailor
data paths, precision formats, and parallelism to specific neural network models. This
makes FPGAs attractive for quantized or lightweight deep networks, where custom hard-
ware mapping can significantly improve efficiency [52].

Application-Specific Integrated Circuits (ASICs) represent the most specialized end of
the spectrum. These chips are designed for narrow classes of workloads, often focusing
on matrix and vector operations used in deep learning. Their key advantage is that they
deliver high performance at low power consumption, but this comes at the cost of flexibility.
Once fabricated, an ASIC cannot be easily repurposed for new models or new workloads,
which makes it best suited to stable, high-volume deployment scenarios [9,53].

In autonomous vehicles, ASICs are especially important for dedicated vision pipelines,
neural-network inference, and sensor-specific pre-processing. They are often used when the
objective is to maximize throughput while staying within strict thermal and power budgets.

5. Artificial Intelligence Pipeline
Artificial intelligence is the software core of modern autonomous driving systems.

Machine learning models extract patterns from sensor data, deep learning models perform
perception on complex unstructured inputs, and generative methods can support synthetic
data creation and scenario augmentation. In practice, the autonomy stack is usually
organized as a modular pipeline in which perception, prediction, and motion planning
are executed sequentially, with each stage contributing a distinct representation of the
driving scene.

As shown in Figure 3, the classical AI pipeline transforms raw multi-modal sensor
inputs into safe vehicle actions. The pipeline first constructs an environmental model,
then forecasts the future behavior of other agents, and finally computes a trajectory for the
ego-vehicle. This structure remains widely used because it is interpretable and allows each
module to be tested separately.
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Figure 3. High-level block diagram of the classical sequential AI pipeline for autonomous vehicles.

5.1. Perception

Perception is the foundational layer of the AI pipeline. It processes raw data from
cameras, LiDAR, and radar to build a structured, machine-readable representation of the
surrounding world [54]. Because errors at this stage propagate to all downstream modules,
perception quality has a direct impact on the safety of the complete system. Deep learning,
especially convolutional neural networks, has largely replaced classical computer vision
methods in this domain [2].

The main perception tasks are object detection and semantic segmentation. Object
detection identifies and localizes relevant road users and infrastructure, including vehicles,
pedestrians, cyclists, traffic lights, and signs. Semantic segmentation provides a denser
understanding of the scene by assigning labels to every pixel or point, which is essential
for identifying the drivable area and understanding the scene context [55]. State-of-the-art
systems increasingly rely on multi-sensor fusion to improve robustness against the failure
modes of individual modalities.

The large volume of sensor data also makes perception a hardware challenge because
these models must run in real time on embedded automotive platforms.

5.2. Prediction and Motion Planning

Once perception established what is in the environment and where it is located, the
next stages must determine what those objects are likely to do and how the ego-vehicle
should respond [56]. Prediction is therefore responsible for forecasting the future motion of
dynamic road users such as vehicles and pedestrians. Early systems often relied on simpler
temporal models, while modern approaches use learned predictors that estimate multiple
likely future trajectories for each actor, together with their associated probabilities.

Motion planning uses the predicted scene evolution and the current environmental
model to compute a safe, legal, and comfortable path for the vehicle [57]. This problem can
be divided into global planning, which determines the overall route, and local planning,
which selects immediate tactical actions based on the current scene [58,59]. In most systems,
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local planning is formulated as an optimization problem that balances collision avoidance,
traffic-law compliance, and passenger comfort. Search-based approaches, such as state
lattices, further discretize the problem into a graph-search formulation [60].

The output of this stage is a trajectory that can be executed by the vehicle control
system through steering, acceleration, and braking commands.

5.3. End-to-End Learning

The classical modular pipeline is contrasted with the end-to-end learning paradigm.
In this approach, a single neural network maps raw sensor inputs directly to vehicle control
outputs, such as steering angle and acceleration, thereby collapsing perception, prediction,
and planning into one learned model [33]. This approach is most closely associated with
Tesla’s Full Self-Driving philosophy, which relies on large-scale fleet data and imitation
learning to learn driving behavior from examples.

Recent advances in end-to-end autonomous driving have been significantly influenced
by transformer-based architectures that improve multi-modal reasoning. A representative
example is TransFuser [61], which introduces a transformer-based sensor fusion mecha-
nism that integrates camera and LiDAR features using attention across multiple spatial
resolutions. Unlike traditional geometric fusion approaches that rely on local feature pro-
jections, TransFuser captures global context and interactions between distant objects, which
is critical in complex urban scenarios with dense traffic.

Experimental results demonstrate that such attention-based fusion mechanisms sub-
stantially reduce collision rates by up to 48% compared to prior fusion approaches while
improving overall driving performance. This highlights a key evolution in autonomous
driving models: the transition from convolution-based feature extraction to attention-based
architectures capable of modeling global scene relationships.

The main attraction of end-to-end learning is its ability to capture complex driving
behavior that may be difficult to hand-engineer into a modular system. However, the
approach also introduces major limitations that are central to the current debate in au-
tonomous driving. Large neural networks are difficult to interpret and debug, which
complicates safety validation. Their performance can also degrade in rare long-tail scenar-
ios that are not adequately represented in the training data. In addition, these models may
learn spurious correlations instead of true causal relationships, which creates serious risks
when they encounter unfamiliar situations.

For these reasons, the industry remains divided between modular architectures, which
emphasize explicit safety constraints and interpretability, and end-to-end or hybrid ap-
proaches, which emphasize data-driven generalization.

Table 10 highlights a fundamental trade-off: modular pipelines prioritize interpretabil-
ity and safety assurance, while end-to-end systems emphasize scalability and data-driven
generalization. Hybrid architectures that combine these strengths are increasingly viewed
as the most promising direction.

Table 10. Comparison of Modular vs. End-to-End Architectures.

Criterion Modular Pipeline End-to-End Learning

Interpretability High Low
Data Requirements Moderate Very High
Robustness High (with redundancy) Sensitive to data bias
Safety Validation Easier Difficult
Scalability Moderate High
Error Isolation Possible Not Possible
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5.4. Datasets for Autonomous Driving

Publicly available datasets are essential for training and evaluating autonomous driv-
ing systems, and the most widely used ones are summarized in Table 11 [62]. These
datasets cover perception, mapping, prediction, and planning tasks, and they differ in
sensor setup, geography, and traffic conditions. They are indispensable for benchmark-
ing model performance and improving generalization across urban, rural, and highway
environments.

Table 11. Publicly available datasets for autonomous driving research [62].

Dataset Problem Space Sensor Set Up Location Traffic Condition

NuScenes 3D object detection, tracking,
online vectorized map creation Camera, radar, lidar, GPS, IMU Boston, Singapore Urban

KITTI 3D object detection, tracking,
SLAM Camera, lidar, GPS, IMU Karlsruhe,

Germany Urban, Rural

Udacity 3D object detection, tracking Camera, lidar, GPS, IMU Mountain View,
USA Rural, Urban

Cityscapes Semantic segmentation Camera, lidar, GPS, IMU Switzerland,
France Urban

Ford 3D object detection, tracking Camera, lidar, GPS, IMU Michigan Urban

Daimler
pedestrian

Pedestrian detection,
classification, segmentation, path
prediction

Mono and stereo camera Europe, China Urban

BDD 2D/3D object detection, tracking,
semantic segmentation Camera USA Urban, Rural

Oxford 3D tracking, 3D object detection Camera, lidar, GPS, IMU Oxford Urban, Highway

The datasets used in the field are typically grouped according to the tasks they sup-
port, including perception, mapping, prediction, and planning, as shown in Figure 4 [63].
Their diversity is useful, but it also means that many benchmarks remain biased toward
well-structured driving scenes, leaving rare edge cases and difficult weather conditions
underrepresented.

Figure 4. Timeline of dataset on autonomous driving.
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Figure 5 shows the distribution of sensor modalities across commonly used public
autonomous-driving benchmark datasets. Each dataset is counted once for each sensor
modality it officially provides. The statistics reflect trends within widely adopted bench-
marks rather than an exhaustive census of all released datasets. The datasets included
are KITTI, Cityscapes, BDD100K, ApolloScape, Mapillary Vistas, nuScenes, Waymo Open
Dataset, Argoverse, Argoverse2, PandaSet, SemanticKITTI, KAIST Multispectral, FLIR
ADAS, DSEC, and MVSEC.

Figure 5. Distribution of sensor modalities across commonly used public autonomous driving
benchmark datasets.

5.5. Evolution of AI Architectures

The evolution of AI models in autonomous driving reflects a shift from task-specific
architectures toward unified and data-driven frameworks. Early systems relied heavily on
convolutional neural networks (CNNs) for perception tasks such as object detection and
segmentation. These were later extended with recurrent architectures, including LSTMs, to
capture temporal dependencies for trajectory prediction.

More recently, transformer-based architectures have emerged as a dominant paradigm
due to their ability to model long-range dependencies and multi-modal interactions. Com-
pared with CNNs, transformers provide greater representational flexibility but at a higher
computational cost. This trade-off has driven research into efficient attention mechanisms
and hybrid architectures.

Finally, end-to-end learning systems represent a further abstraction, integrating per-
ception, prediction, and planning into a single model. While these systems offer scalability
and improved generalization, they remain challenging in terms of interpretability and
safety validation.

5.6. Architectures Summary

This section examined the evolution of artificial intelligence architectures for au-
tonomous driving, from modular perception—prediction-–planning pipelines to mod-
ern end-to-end learning systems. While modular approaches remain advantageous for
interpretability, debugging, and safety validation, end-to-end methods offer increased
scalability and the ability to learn complex behaviors directly from large-scale datasets.
Recent transformer-based architectures further enhance multi-modal reasoning by cap-
turing long-range contextual dependencies that were difficult to model using traditional
convolutional networks. However, no single paradigm currently satisfies all requirements
of safety, robustness, explainability, and generalization. The current research landscape
therefore points toward hybrid architectures that combine the transparency of modular
systems with the learning capacity of data-driven approaches.
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6. Autonomous Driving Simulators
Simulation platforms are essential tools in autonomous vehicle development because

they enable repeatable, scalable, and safe testing in virtual environments that would be
impractical or unsafe to reproduce on public roads. They are used for perception validation,
planning evaluation, sensor testing, and scenario generation, and they play a central role
in bridging the gap between offline development and real-world deployment. In practice,
the simulator landscape is divided into open-source platforms, which are widely used
in academic research, and proprietary commercial platforms, which are often used for
industrial-scale validation.

6.1. Open-Source Simulators
6.1.1. AirSim

AirSim, developed by Microsoft, uses the Unreal Engine to provide high-fidelity visual
and physical simulation for autonomous driving and robotics research [64]. Its modular
architecture supports customizable environments, vehicle dynamics, sensor models, and
hardware-in-the-loop testing, which makes it useful for perception and control experiments.

6.1.2. CARLA (Car Learning to Act)

CARLA is an open-source simulator jointly developed by Intel Labs and the Computer
Vision Center for the development, training, and validation of autonomous systems [65].
Built on Unreal Engine 4, it supports photorealistic urban scenes, configurable traffic,
pedestrians, weather conditions, and a broad sensor suite, making it one of the most widely
used benchmarks for autonomous driving research.

6.1.3. Baidu Apollo Simulator

The Apollo ecosystem includes an integrated simulator for testing autonomous driving
systems within its platform [66]. It provides open interfaces for vehicle hardware, sensors,
and computing specifications, and a cloud-based data pipeline that supports large-scale
model training and virtual validation before deployment.

6.1.4. Autoware

Autoware is an open-source autonomous driving software stack built on the Robot
Operating System (ROS) [67]. Its modular architecture includes dedicated components for
perception, localization, planning, and control, and it is designed to support integration
with real vehicle hardware for both simulation and on-road testing.

6.1.5. Gazebo

Gazebo is a general-purpose 3D robotics simulator used for testing autonomous
vehicles and other robotic systems. It supports multiple physics engines, such as DART,
ODE, and Bullet, and includes models for sensors such as cameras and LiDAR, which
makes it useful for robotics-oriented autonomy research [68].

6.2. Proprietary and Commercial Simulators
6.2.1. CarCraft

CarCraft is Waymo’s proprietary simulation platform and is used exclusively for
training and validating autonomous driving software. It is designed for large-scale scenario
generation and closed-loop testing, allowing Waymo to accumulate extensive virtual
driving experience by continuously creating and modifying traffic situations [69,70].
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6.2.2. Ansys Autonomy

Ansys Autonomy supports real-time closed-loop simulation with multiple sensors,
traffic objects, and dynamic environments. It provides physically accurate 3D scene model-
ing and can import high-precision maps such as OpenStreetMap to generate road networks
for testing [71].

6.2.3. Cognata

Cognata is a cloud-based simulation platform that uses digital-twin concepts and deep
learning to generate high-fidelity driving scenarios. It is designed to accelerate autonomous
vehicle commercialization by enabling large-scale validation across diverse conditions,
with a customizable library of scenes that users can modify [72].

6.2.4. MATLAB/Simulink

MATLAB v R2024a and Simulink provide the Automated Driving Toolbox, which
offers tools for perception development, sensor fusion, high-definition map access, and
ADAS prototyping [63]. Their strength lies in their broader engineering ecosystem, making
them useful for algorithm development, validation, and rapid integration with control and
signal-processing workflows.

6.3. Critical Perspective

Overall, simulation platforms are indispensable because they support safe testing,
repeatability, and long-tail scenario generation. Open-source tools are especially valuable
for research flexibility and benchmarking, while proprietary platforms are stronger in terms
of scale, fidelity, and industrial validation. The main limitation across all simulators is
the sim-to-real gap, meaning that performance in virtual environments does not always
transfer directly to real-world driving conditions [63,69].

Recent work has also highlighted limitations in existing simulation environments,
particularly their tendency to assume idealized perception and control conditions. For
instance, the SimLKAS framework introduces a more realistic simulation-based evalua-
tion approach for lane-keeping systems by incorporating perception uncertainties, lateral
deviations, and environmental variability.

Unlike traditional simulators such as CARLA, which often assume perfect lane de-
tection and near-ideal vehicle trajectories, SimLKAS models real-world imperfections,
including noisy sensor inputs and driver-like trajectory variations. It also enables the
systematic generation of diverse scenarios (e.g., rain, fog, and nighttime conditions), al-
lowing quantitative assessment of performance degradation under different factors. This
demonstrates an important trend: simulation is evolving from simple testing environments
toward data-driven validation platforms that explicitly model uncertainty and system
failure modes, which is essential for safety-critical applications.

Simulation has become an indispensable component of autonomous driving develop-
ment by enabling safe, repeatable, and large-scale evaluation of complex driving scenarios.
Open-source simulators provide flexibility and accessibility for research, whereas com-
mercial platforms offer higher fidelity and industrial-scale validation capabilities. Despite
their importance, current simulation frameworks remain limited by the sim-to-real gap,
whereby successful performance in virtual environments does not necessarily guarantee
equivalent behavior in real-world conditions. Recent trends toward uncertainty-aware and
validation-focused simulation frameworks indicate a growing recognition that realistic
safety assessment requires not only scenario diversity but also accurate modeling of per-
ception errors, environmental variability, and rare edge cases. Consequently, simulation
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should be viewed as a complement to, rather than a replacement for, real-world testing
and validation.

7. Industry Landscape and Leading Approaches
The autonomous vehicle industry is not advancing along a single technological path.

Instead, leading companies are pursuing different combinations of sensor configuration,
software architecture, and deployment strategy, creating a real-world comparison between
sensor-rich modular systems and vision-centric end-to-end approaches [73,74]. These
differences are not only technical choices but also reflections of each company’s safety
philosophy, target operational design domain, and commercialization strategy.

7.1. Waymo: The Multi-Modal Redundancy Approach

Waymo is one of the clearest examples of a safety-first, multi-modal strategy. Its
platform is built around sensor redundancy, modular perception, and explicit planning and
control layers, which together support interpretable and verifiable autonomy [75,76]. In this
architecture, perception estimates the surrounding scene, prediction forecasts the behavior
of other agents, and planning computes a safe trajectory under explicit constraints.

Perception in Waymo-style systems relies on deep learning models that process camera,
LiDAR, and radar data to detect and track vehicles, pedestrians, traffic lights, and lane
structure in real time. Prediction modules then estimate future trajectories by combining
motion history with scene context, while planning and control apply rule-based logic and
optimization to produce safe, comfortable vehicle motion. The strength of this approach
is that each stage can be validated independently, which improves interpretability and
safety assurance.

7.2. Tesla: The Vision-Centric, End-to-End Strategy

Tesla follows a different philosophy centered on camera-only perception and end-to-
end learning. The core idea is to use large-scale fleet data and neural networks to map raw
visual input directly to driving decisions, rather than relying on a fully modular perception-
prediction-planning stack [33,74]. This strategy prioritizes scalability and data-driven
generalization, but it also places greater pressure on the vision system to handle adverse
weather, poor lighting, and rare edge cases.

Tesla’s hardware strategy still reflects a strong emphasis on compute redundancy and
real-time inference. The FSD computer integrates multiple processing elements, includ-
ing CPUs, GPUs, neural-network accelerators, and camera interfaces, to support sensor
preprocessing and post-processing. However, the important architectural point for this
section is not the exact chip specification but the fact that Tesla couples a vision-centric
sensing philosophy with tightly integrated onboard computing. That combination is what
differentiates it from multi-modal modular competitors.

7.3. Leaders in China’s Rapid Deployment

China has emerged as a major autonomous driving market, with companies such as
Baidu, WeRide, and Pony.ai advancing rapidly under supportive regulation and strong
commercialization pressure [77]. These firms generally retain multi-modal sensing, but
they differ in how much emphasis they place on LiDAR density, fusion strategy, and
platform integration.

7.3.1. Baidu Apollo

Baidu Apollo is a leading robotaxi platform in China and has deployed Apollo Go in
several major cities [78]. Its vehicles use multi-modal sensor suites that combine cameras,
radar, and multiple LiDAR units to support robust 3D mapping, localization, and object

https://doi.org/10.3390/make8070199

https://doi.org/10.3390/make8070199


Mach. Learn. Knowl. Extr. 2026, 8, 199 17 of 24

detection. Compared with Tesla’s vision-centric model, Baidu’s approach remains closer to
the redundancy-oriented philosophy used by Waymo.

7.3.2. WeRide

WeRide combines multi-sensor fusion with high-definition maps and a proprietary
middleware layer to support scalable autonomy [41]. Its system is designed for reliable
localization in challenging urban settings such as tunnels, bridges, and dense city streets. A
notable feature of its approach is the use of dual fusion pipelines, one vision-centric and
one LiDAR-centric, which improves resilience when one modality is degraded.

7.3.3. Pony.ai

Pony.ai also follows a multi-modal strategy, combining cameras, LiDAR, and
radar with heterogeneous onboard computing to support both performance and redun-
dancy [79,80]. Its architecture reflects a pragmatic production strategy: use multiple sensing
modalities, pair them with dedicated computing resources, and maintain enough flexibility
to operate across different vehicle platforms and operating environments.

7.4. Operational Design Domain Comparison

These companies also differ in their operational design domains, which helps explain
why their technology choices diverge. Waymo is strongest in carefully mapped and highly
controlled urban environments, Tesla targets broad consumer deployment with driver-
supervised automation, and the Chinese robotaxi companies often focus on geofenced
commercial deployment in selected cities, Table 12 shows the characteristics for selected
companies’ AVs.

Table 12. ODD characteristics for selected autonomous vehicle companies [81].

Vehicle
Company Country Environment Operational

Conditions Driving Scenarios

Waymo Driver United
States

Sunny, light
rain/snow

Moderate traffic
density

Lane changes, highway
merging/exiting, multi-lane highways,
rural roads, daytime/nighttime,
dynamic route planning

Tesla Autopilot United
States Clear weather

Limited traffic
density, specific
speed ranges

Lane markings, driver supervision
required

Baidu Apollo China
Clear weather,
limited traffic
density

Daytime, nighttime

Highways and city streets in specific
zones, lane changes, highway
merging/exiting, traffic light and stop
sign recognition, intersection
navigation, low-speed maneuvering

WeRide China Clear weather Daytime, nighttime

Limited-access highways and urban
streets, lane changes, highway
merging/exiting, traffic light and stop
sign recognition, intersection
navigation, automated
pick-up/drop-off

Pony.ai China
Diverse weather,
including heavy
rain/snow

High traffic density,
frequent stops and
turns

Narrow city streets, residential areas,
parking lots, low speeds, geo-fenced
zones, pedestrian and cyclist detection
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Overall, the industry does not yet agree on a single best architecture for autonomy.
The current landscape suggests three competing paths: redundant multi-modal sensing,
vision-centric end-to-end learning, and hybrid systems that combine the interpretability of
modular pipelines with the scale of neural learning.

8. Challenges and Outlook
Despite remarkable progress, the path to reliable Level 4 and Level 5 autonomy

remains blocked by major technical, legal, and societal challenges. Overcoming these
barriers is essential if autonomous vehicles are to deliver their promised gains in safety,
efficiency, and mobility.

8.1. Safety Validation and Edge-Case Handling

The foremost challenge is demonstrating that an autonomous system is safer than a
human driver. This requires more than functional competence because safety claims must
be supported by statistically meaningful evidence. Since rare crashes are difficult to observe
at the scale required for on-road validation, companies rely heavily on simulation and large-
scale virtual testing to evaluate performance under controlled but diverse conditions [82,83].

However, simulation cannot eliminate the reality gap. Virtual environments may
approximate physics and traffic behavior, but they cannot fully reproduce the complexity
of real-world driving [84]. This limitation becomes especially important for edge cases,
which are rare, unexpected, and often unusual scenarios that fall outside the training
distribution. These cases may involve unusual debris, ambiguous road geometry, or
unpredictable human behavior. Because it is impossible to enumerate every possible
driving situation, robust autonomy depends on generalization, diverse data collection, and
scenario generation rather than exhaustive rule coverage [85].

Interpretability is another major obstacle. End-to-end deep learning models can be
powerful, but their internal decision-making is often difficult to inspect. This black-box
behavior complicates debugging, certification, and regulatory approval because developers
and authorities need to understand why a system produced a specific action [86].

8.2. Cybersecurity and Privacy

As connected cyber–physical systems, autonomous vehicles are exposed to security
threats that go beyond traditional automotive risks.

• Cybersecurity Threats:
Autonomous vehicles can be targeted through sensor spoofing, communication hi-
jacking, software exploitation, and adversarial attacks against perception models. A
defense-in-depth strategy is therefore required, including secure coding, encryption,
penetration testing, redundancy, and continuous monitoring to detect and respond to
malicious behavior.

• Data Privacy: Autonomous vehicles collect large volumes of sensitive data, including
high-definition camera imagery, precise location history, and potentially in-cabin
information. This creates important privacy concerns, especially when such data are
used for training, validation, or fleet learning. Clear rules for data collection, storage,
and access are necessary to maintain public trust.

8.3. Regulatory Gaps and Public Acceptance

The technical progress of autonomous driving has outpaced the legal and social
frameworks needed to govern it. A major challenge is the lack of harmonized regulations for
testing, deployment, and certification. In the United States, regulation remains fragmented
across states, which creates a complex compliance landscape for companies operating at a
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national scale. Liability is also unresolved: if a crash occurs, responsibility may rest with
the owner, the manufacturer, the software developer, or some combination of the three.

Public acceptance remains equally important. Many users still express concern about
system failure, cybersecurity, and the loss of human control. Building trust will require
transparent reporting, clearly stated operational limits, and repeated demonstrations of
real-world reliability.

8.4. Formal Safety Validation Frameworks

A major limitation in current autonomous driving systems is the absence of standard-
ized, scalable safety validation frameworks. While traditional automotive safety relies on
standards such as ISO 26262 [87], these were not designed for data-driven AI systems.

Recent research emphasizes the need for simulation-based verification and validation
(V&V) frameworks that can systematically evaluate system behavior across diverse oper-
ational scenarios. For example, simulation-based frameworks such as SimLKAS enable
controlled experimentation under rare and extreme conditions that are difficult to capture
in real-world testing.

This shift toward scenario-based testing and data-driven validation reflects a broader
trend in safety-critical AI systems: moving from empirical validation to statistically
grounded safety guarantees.

8.5. Future Trends

Addressing these challenges will require continued innovation across models, data,
and infrastructure.

• Advanced AI Paradigms: Researchers are exploring foundation models for driving
and modular end-to-end planning frameworks. These approaches aim to improve
generalization while preserving some of the interpretability and safety benefits of
modular systems.

• Data Engines and Continuous Learning: Leading companies are building data en-
gines that create a feedback loop between real-world operation, scenario mining, and
model retraining. This allows systems to improve over time by focusing on the most
informative and difficult cases.

• Infrastructure and Connectivity: Vehicle-to-Everything (V2X) communication and
smart infrastructure can extend awareness beyond onboard sensors. By exchanging
information with other vehicles and traffic infrastructure, autonomous systems can
improve coordination, anticipate hazards earlier, and increase traffic efficiency.

Overall, the central challenge facing autonomous driving is not the absence of sensing,
computing, or learning capabilities but the integration of these components into systems
that can be trusted under the vast diversity of real-world conditions. The comparison of
current industrial and academic approaches suggests that future progress will depend
less on incremental improvements in individual algorithms and more on achieving robust
generalization, explainable decision-making, scalable validation, and regulatory acceptance.
These challenges collectively make autonomous driving one of the most demanding safety-
critical applications of artificial intelligence.

9. Conclusions
This review examined the artificial intelligence and machine learning foundations

of modern autonomous driving systems, with emphasis on the sensor stack, computing
platforms, AI pipeline, simulation tools, industry strategies, and open challenges. Across
the stack, the central theme is clear: autonomous driving is not a single-model problem
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but a multi-layered systems problem that requires robust sensing, efficient computation,
reliable prediction, and safe decision-making.

Our analysis showed that no single sensor modality is sufficient on its own. Cameras,
LiDAR, radar, GNSS, IMU, and ultrasonic sensors each contribute complementary informa-
tion, making sensor fusion a core requirement for reliable perception. At the same time,
industry practice is still split between modular, multi-modal systems such as Waymo’s and
vision-centric, end-to-end strategies such as Tesla’s, while companies like Baidu, WeRide,
and Pony.ai pursue hybrid approaches that balance redundancy with scalability.

The classical AI pipeline remains important because modular perception, prediction,
and planning stages are easier to interpret, validate, and debug. End-to-end learning
offers a powerful alternative, especially when large-scale fleet data are available, but it
also introduces significant concerns related to interpretability, causal ambiguity, and rare
edge cases. As a result, the current state of the field suggests that neither paradigm is
universally superior, and future progress will likely come from hybrid systems that combine
the strengths of both.

On the hardware side, autonomous vehicles are increasingly built on heterogeneous
systems-on-chip that integrate CPUs, GPUs, and domain-specific accelerators to satisfy
real-time and energy-efficiency constraints. Simulation platforms such as CARLA, AirSim,
Gazebo, CarCraft, Cognata, and MATLAB/Simulink have also become indispensable for
training, validation, and scenario generation, but they cannot fully eliminate the sim-to-real
gap. For this reason, real-world deployment still depends on careful validation across both
virtual and physical environments.

Several major challenges remain unresolved. Safety validation for Level 4 and Level 5
autonomy requires stronger statistical guarantees than current road testing can provide.
Cybersecurity, privacy, regulation, and public acceptance also remain critical barriers to
large-scale deployment. These issues make clear that autonomous driving is not only a
technical challenge but also a legal, ethical, and societal one.

Looking ahead, foundation models, modular end-to-end planning, continuous learn-
ing from fleet data, and vehicle-to-everything communication are likely to shape the next
phase of development. The most successful autonomous systems will be those that com-
bine the performance of deep learning with the interpretability, redundancy, and safety
assurance of modular design. Progress toward full autonomy will depend on coordinated
advances in algorithms, hardware, simulation, regulation, and trust.
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