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Abstract

Deep neural networks (DNNs) have significantly advanced machine perception and rea-
soning; however, their lack of transparency in decision-making continues to pose a major
challenge, particularly in high-stakes domains such as healthcare, finance, and law. This is
especially concerning with the black-box nature of convolutional neural networks (CNNs),
where the rationale for making a decision can be as important as the decision itself. This
paper is driven by a question that is easier to ask than to answer: how can CNNs be
made to explain themselves? To answer the question, we wrote a PRISMA-compliant
systematic review of 154 studies published between 2017 and 2025. These studies were
selected from 4421 studies retrieved through Web of Science, Scopus, IEEE Xplore, and
ACM Digital Library. CNN-specific taxonomy was developed. This taxonomy organizes
explainable artificial intelligence (XAI) methods on four axes: explanation timing, model
dependency, output type, and target component. We found that there is a huge bias in
the field regarding post hoc visual methods. Grad-CAM is the most widely cited visual
explanation methodology, and within the model-agnostic framework, LIME and SHAP
prevail. This research was also the first to analyze standard assessment methods. It was
found that out of the 154 studies in the review, 98 used objective methods to evaluate
fidelity, stability, or sensitivity. Conversely, fewer than ten of them used human-centered
methods to evaluate how tasks were performed, how the users trusted the method, or
how the users were prepared to interact with the system. We argue for a dual-reporting
convention under which metrics should be reported together at least once, as per the
family of metrics. The third contribution is an evidence-based challenge map, where we
outline four issues: absence of standardized benchmarks, post hoc mechanism scalability
limitations, vulnerability to adversarial perturbations, and the persistent gap between the
technical descriptions and human understanding. For each challenge, we propose concrete
directions: integrating causal reasoning, adopting participatory evaluation design, and
building hybrid transparent architectures. We offer this review as a practical roadmap for
researchers and practitioners working toward more explainable deep neural networks.

Keywords: explainable AI; deep neural networks; convolutional neural networks; post hoc
explainability; systematic review

1. Introduction
These days, artificial intelligence (AI) has demonstrated its potential to revolutionize

technological advances, societal changes, and industrial advancements, meeting or exceed-
ing the performance level of humans in terms of accuracy. AI is a multidisciplinary field of
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computer science dedicated to creating systems and algorithms that can perform tasks typi-
cally associated with human intelligence, such as reasoning, learning, and decision-making.
Within AI, deep learning (DL) uses architectures, namely DNNs, to process data and gen-
erate predictions. However, DNNs often operate as ’black boxes,’ making it difficult to
understand the processes behind specific decisions. This lack of transparency underscores
the critical need for explainability in AI, given that these technologies are increasingly
deployed in high-stakes applications. By enhancing the interpretability of DNNs, we aim
to bridge the gap between complex model behavior and user comprehension, fostering
trust and accountability in AI systems. These models are designed to carry out opera-
tions, such as speech recognition [1], language translation [2], and decision-making, that
have historically required human intellect. AI techniques are created using algorithms
and models that allow them to learn from inputs. One of the principal goals of AI is to
replicate human intelligence through systems capable of adapting and enhancing their
output without requiring specific programming. The capacity to learn from experience
and modify behavior accordingly is a pivotal goal of AI systems, making them adaptable
and proficient in addressing several tasks in multiple domains [3]. AI is fundamentally
considered an attempt to develop machines capable of thinking, learning, and acting with
intelligence, transforming industries and altering how we engage with technology in every-
day routines. This technological advance is partly due to the appearance of a new subset of
machine learning (ML), termed deep learning (DL), where numerous neuronal parameters
are trained to perform a particular function in a generalized manner proficiently [4]. DL
relies on a layered structure of algorithms named artificial neural networks, permitting
processing unstructured data, such as images and text, with little human intervention. The
incorporation of ML methods, such as DL, helped AI systems to deliver extraordinary
results in healthcare [5,6], speech and audio processing [7,8] and image processing [9,10].
Deep networks are considered complex and undeniably challenging to interpret because
of their extensive parameter count [11]. Despite their high validation accuracy or other
performance evaluation parameters, DL models may inherently succeed or fail in learning
representations from the data that a human might consider significant. As the complexity
of these methods increases, we see more emphasis on transparency/interpretability in
developing AI models. Understanding how deep neural network (DNN) explainability
accounts for data scientists and industrial stakeholders [12] has been a preoccupation for
researchers [13] in the last few years. Therefore, building trust in AI models remains an
open challenge. Indeed, we need to explain the AI model not only to ML experts but
also to domain experts who require a human-understandable explanation. Convolutional
neural networks (CNNs) have outperformed traditional ML models in tasks such as object
recognition and image classification. Indeed, these networks have a sophisticated archi-
tecture identified as a black box. Their internal mechanism lacks transparency. Therefore,
understanding the rationale behind certain decisions can be challenging for humans [14].
Offering explanations in CNNs can help AI stakeholders to determine whether a model
succeeds or fails. Therefore, explainable artificial intelligence (XAI) was introduced to
enhance explainability in these neural networks. We refer to these efforts as explainable
CNNs. Building explainable neural networks can deliver significant insights to end users.
Because humans prefer visual data, explaining CNNs can be simpler than other models.
Meanwhile, some difficulties regarding XAI models, such as the necessity to determine
the level of explanation supplied by CNNs and the practicality of integrating models such
as decision trees and linear regression in neural networks, have been discussed in the
literature [15]. Furthermore, offering different levels of explanations to stakeholders is
crucial [16]. For example, describing specific technical aspects for stakeholders can be in-
surmountable. Nevertheless, offering abstract explanations may reduce the transparency of
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the model and influence the end user’s trust. There are two primary ways in which abstract
explanations may affect trust. First, highly technical explanations may lead non-expert
users to simply dismiss an otherwise correct explanation and ultimately trust the system
less. Second, in the presence of abstraction, users may place trust in a system beyond
what is warranted; for example, users may not question a recommendation if they cannot
identify the features that led the model to “attend to the lesion area”. The right balance
often depends on the user and the situation. Clinicians, for example, prefer the use of
heatmaps, which provide clear localization to the feature. In contrast, stakeholders prefer
more quantitative explanations that incorporate metrics [14]. To demonstrate various levels
of explanation, we explore the explanations in tasks involving classifying images and tables.
In image classification, XAI models supply class activation maps for the interpretation of
CNN decisions. These activation maps are valuable to developers as well as end users.
XAI is universally applicable throughout the ML life cycle as seen in Figure 1. This figure
illustrates the sub-factors essential for understanding the ML model lifecycle. It highlights
the various components involved, such as data collection, model training, evaluation, and
deployment, while emphasizing the critical role of stakeholders, including end users, in
interacting with these elements. We recognize that explaining complex ML models to
stakeholders who may not possess a robust statistical background can be challenging.
Encouraging collaboration between technical teams and stakeholders throughout the ML
lifecycle can improve transparency and ensure that the models align with user needs and
expectations. This interaction not only helps to clarify how the models work but also
promotes trust and accountability in their application. To address this issue, data scien-
tists often use visualizations and simplified explanations [17] to enable stakeholders to
understand the predictions and accuracy of the models. This approach goes beyond the
promise to understand the overall decision performance of a model. Therefore, different
stakeholders [18] gain the ability to explore models that match real-world applications in
several business and economic environments.

Figure 1. Explainable machine learning life cycle [19].

Many studies have covered reviews of XAI for machine learning. Even so, there are
two major gaps in the current literature. First, these papers have not developed a classifica-
tion of XAI for CNNs that either incorporates architecture or provides an architecture-aware
classification of XAI by intrinsic or post hoc, agnostic or specific, and architecture modifica-
tion, simplification, feature relevance, or visual XAI. Second, they have not compared the
various human-centered and objective evaluation metrics in a systematic way.

In order to bridge these two gaps, the current study offers the following origi-
nal contributions based on a systematic review of 154 peer-reviewed publications from
2017–2025, which have been organized under the PRISMA framework:
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1. A CNN-specific taxonomy classifies XAI methods along four analytical dimensions:
Explanation timing differentiates intrinsic approaches, which use models whose
structures are transparent by design, such as decision trees or linear regression, where
the model itself is the explanation, from post hoc approaches, which are applied after
training to a black-box model (e.g., LIME, SHAP, Grad-CAM) to generate insights
such as heatmaps, feature attributions, or rule sets without altering the model’s archi-
tecture. Model dependency differentiates model-agnostic methods, applicable across
architectures, from model-specific methods designed for CNNs in particular. Output
type categorizes explanations as visual, rule-based, or feature attribution outputs.
Target component identifies which part of the CNN pipeline the method addresses:
the architecture, internal representations, feature relevance, or visual output.
This taxonomy is systematically applied across the 154 reviewed studies to offer a
clear and comparable view of the XAI landscape for CNNs.

2. A systematic analysis of XAI evaluation metrics that identifies objective metrics
such as fidelity, stability, and sensitivity, and human-centered metrics such as task
performance, subjective trust, and user calibration. We provide evidence that these
two groups often provide assessment results that do not agree with one another, and
we support a dual-reporting requirement that dictates the concurrent reporting of at
least one metric from each group. This enables stringent comparison of studies.

3. An evidence-based challenge map identifying a number of present challenges and
future research directions for CNN-based systems in XAI. It highlights the integra-
tion of heterogeneous explanation methods, the weak robustness of model-centered
adversarial attacks, the susceptibility of XAI strategies to adversarial attacks, and
the incorporation of causal reasoning in explanation systems. Each is provided with
a number of research avenues, including, but not limited to, hybrid modeling and
automation of the explanation pipeline.

2. Review of Explainable AI in the Industrial Domain
AI has become incredibly popular, and ML models are being used in a wide range of

industries, such as social media, healthcare, finance, and agriculture. Because of this rapid
growth, developers and professionals now urgently need to comprehend and have trust in
the choices that these models make. As a result, several XAI techniques have been created
to improve reliability and interpretability in the industrial domain.

2.1. Explainability in Vision-Based Applications

In computer vision, significant progress has been made in improving the interpretabil-
ity of AI models. For instance, an Inception-v3 model was designed to identify malicious
software using a color image display of Android applications [20]. Similarly, an XAI ap-
proach was proposed to explain fundamental AI concepts from stakeholders’ perspectives,
enhancing interpretability in practical applications [21]. Furthermore, visual analytics
techniques have been employed to elucidate the workings of neural networks, enabling a
deeper understanding of these models [22].

2.2. Financial Applications

In the financial sector, the integration of XAI has proven essential in fostering trust and
ensuring accountability in predictive models. A hybrid approach combining traditional
methods with human-interpretable explanations was implemented to improve the explain-
ability of deep learning (DL) predictions, thereby aiding business decision-making [23].
Another XAI model, applied in financial applications, has demonstrated the ability to
support transparency in complex AI-driven analyses [24].
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2.3. Agriculture and Environmental Monitoring

XAI methods have also found applications in agriculture. For example, a deep learning
algorithm was enhanced with explainability techniques to detect leaf disease classifica-
tion [25]. Additionally, interpretable neural network models were developed to control
water flux and assess water quality, showcasing the applicability of XAI in environmental
monitoring [26–28].

2.4. Healthcare Applications

The healthcare domain, where trust and reliability are paramount, has benefited
significantly from XAI advancements. For instance, explainable techniques have been
utilized to study non-melanoma skin cancers in patients [29]. In another study, XAI was
applied to X-ray imaging to improve the transparency of diagnostic processes [30]. An
explainable approach was also introduced for predicting Alzheimer’s disease [31].

2.5. Signal Processing and Forecasting

In signal processing, an XAI method using optimal data augmentation was proposed
to evaluate the quality of vehicle sounds [32,33]. In forecasting, a modified XAI model
architecture incorporating semantic and AI tools was developed to address real-world
demand prediction challenges [34].

2.6. Social Media and Audio Analysis

The application of XAI in social media includes the detection of hate speech using
deep learning mechanisms [35]. Additionally, the LIME method was employed to identify
deepfake audio, contributing to better understanding and mitigation of such threats [36].

Although the previous examples demonstrate a wide range of industrial XAI applica-
tions, this study notes that the coverage is not all-inclusive. A number of advanced XAI
models are not well covered, particularly those that make use of sophisticated methods
like Shapley values, causal inference, and counterfactual explanations. These advanced
techniques will be incorporated later in this evaluation to offer a more thorough analysis.
The use of XAI in speech processing has increased and researchers have begun looking into
the existence of interpretable representations within deep models. Recently, studies have
used layer-wise relevance propagation (LRP) to determine which input feature time points
in waveforms or time–frequency elements in spectrograms are most relevant for spoken
digit and speaker sex classification. Consonants and vowels were shown to be relevant
for distinguishing speaker traits in research that utilized integrated gradients to explain
how phonetic variations impacted speaker verification systems. To understand the internal
functioning of automatic speech recognition systems based on end-to-end models (E2E
ASR), different model-explainability techniques have been employed. Shallow E2E ASR
layers were shown to align with prominent syllables of speech and form rhythmic elements,
suggesting that E2E ASR systems may be similar to human speech processing. Finally, due
to the growth of multi-modal emotion recognition, XAI has used gradient SHAP to deter-
mine relevant features in audio, video, and text, thereby creating interpretable automated
expert systems.

3. Research Methodology
This study uses a systematic literature review (SLR) [37] to closely follow the

PRISMA [38] guidelines to mitigate selection bias while also ensuring that future studies
can be replicated and that a clear audit trail is maintained. The completed PRISMA 2020
checklist, documenting compliance with each of the 27 reporting items, is provided as
Supplementary Materials (Table S1). This systematic review was retrospectively registered
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on the Open Science Framework (OSF). The registration number is 39bd2 (available at
https://osf.io/39bd2, accessed on 5 June 2026). The review entails publications from
January 2017, the year in which LIME, SHAP, and Grad-CAM emerged and the Defense
Advanced Research Projects Agency (DARPA) XAI programme [39] began, until December
2025. It incorporates the entire span of modern XAI research in deep learning. Considering
the SLR process, our methodology is divided into the following three stages: planning,
conducting, and reporting.

3.1. Planning the Review
3.1.1. Research Questions

The review’s scope is limited to answering four specific research questions (RQ1–RQ4)
in Table 1, which, in turn, correspond to the review’s analytical sections. Thus, this
framework is constructed from evidence, not as a hypothesis.

Table 1. Research questions governing the systematic review: scope, scientific objective, and location.

RQ Research Question Scientific Objective Section

RQ1

Which intrinsic and post hoc XAI
techniques have been proposed for
deep neural networks, with
particular focus on convolutional
architectures?

Establish a comprehensive
taxonomy of explainability
methods for DNN and CNN
architectures, distinguishing
model-agnostic from model-specific
approaches.

Sections 6–8

RQ2

How do model-agnostic and
model-specific explainability
approaches compare with respect to
fidelity, scalability, and applicability
to CNN-based models?

Identify the practical trade-offs that
govern technique selection across
different deep learning tasks and
deployment constraints.

Sections 6–9

RQ3

What objective and
human-centered evaluation metrics
are employed to assess the quality
of explanations produced by XAI
methods in deep learning contexts?

Characterize existing evaluation
standards and highlight
standardization gaps that impede
cross-study comparison.

Section 10

RQ4

What are the principal limitations
and open challenges hindering the
practical deployment of XAI
techniques for DNN and CNN
architectures?

Synthesize unresolved problems
and map actionable future research
directions for the XAI community.

Section 11

3.1.2. Search Strategy

Four major databases were used: Web of Science (WoS), Scopus, IEEE Xplore, and
ACM Digital Library. These databases provide complementary coverage of computer
science, electrical engineering, and human–computer interaction. Table 2 includes the
Boolean search string, which structurally combines two thematic fields that are to be
searched across titles, abstracts, and keywords, within the years 2017–2025.

Table 2. Boolean search string applied across all four databases.

Cluster 1—XAI and Interpretability Cluster 2—Deep Learning

(“explainable” OR “interpretable” OR
“transparent” OR “XAI” OR “post-hoc” OR
“saliency” OR “attribution” OR “counterfactual”
OR “LIME” OR “SHAP” OR “Grad-CAM” OR
“class activation map” OR “attention
mechanism” OR “feature importance”)

AND (“deep learning” OR “deep neural
network” OR “DNN” OR “convolutional
neural network” OR “CNN” OR “image
classification” OR “object detection” OR
“computer vision” OR “representation
learning”)
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3.1.3. Inclusion and Exclusion Criteria

We set and established criteria before the search was conducted. These criteria were
established a priori and applied strictly; any record that breached a single exclusion criterion
was discarded regardless of its topical relevance (Table 3).

Table 3. Prespecified inclusion and exclusion criteria.

Inclusion Criteria Exclusion Criteria

Peer-reviewed journal articles or
conference papers, 2017–2025.

Book chapters, editorials, technical reports,
and opinion pieces.

Proposes, applies, or evaluates an XAI
method for DNNs or CNNs.

XAI applied exclusively to shallow models
(SVMs, random forests) without DNN
integration.

Written in English. Non-English publications.

Addresses at least one of: explainability
technique, evaluation metric, or
application domain in a deep learning
context.

Studies focused solely on accuracy
improvements with no explainability
component.

Provides reproducible experimental
details (dataset, metric, baseline).

Duplicate records; preprints without
subsequent peer review.

3.2. Conducting the Review

We searched the four selected databases using the query string defined in Table 2,
retrieving 4421 records. After removing 1195 duplicates, we independently screened titles
and abstracts, excluding records that were clearly out of scope, yielding 2335 records for
full-text review. We then assessed each full text against the criteria in Table 3, exclud-
ing 1989 records primarily due to XAI being applied to shallow models only (n = 658),
no explainability component (n = 547), and language or publication-type restrictions
(n = 784). The remaining 346 articles underwent a final quality check, retaining only
studies that clearly described their method, reported results on a named dataset, and ac-
knowledged their limitations. This yielded a final corpus of 154 articles; 93 journal papers
and 61 conference contributions spanning 2017–2025, summarized in Figure 2.

3.3. Reporting the Review

The 154 articles were characterized along two descriptive dimensions:
Domain distribution The corpus spans 11 application domains. Computer Vision

(n = 38) and Healthcare (n = 29) attract the largest share of publications, reflecting their
early adoption of DNN-based solutions and their stringent transparency requirements.
Emerging areas such as Industrial IoT (n = 10) and Social Media (n = 4) remain underrep-
resented, signaling open opportunities for future XAI research. Publications in high-stakes
domains, such as Healthcare and Finance, appear predominantly in journals, while faster-
evolving areas such as Autonomous Vehicles and Cybersecurity are more represented in
conference proceedings.

RQ mapping: Each article was tagged to one or more RQs. RQ1 (XAI techniques)
attracted the largest share (n = 89), followed by RQ3 (evaluation metrics, n = 61), RQ4
(challenges, n = 54), and RQ2 (comparative analysis, n = 48). These counts governed the
depth of treatment in each section.

The essential discussion in Sections 7–9 will be more proportional to the level of depth
added in a new method or extension offered by a given study in comparison to the level of
depth offered to the study, adding a new application domain to an existing method.
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Records identified
from databases:

(n = 4 421)
WoS: 1 102 | Scopus: 1 541

IEEE Xplore: 1 094 | ACM DL: 684

Records after du-
plicates removed

(n = 3 226)

Records removed before screen-
ing:
Duplicate records removed

(n = 1 195)
Records marked ineligible by

automation tools (n = 0)
Records removed for other

reasons (n = 0)

Records screened
(title & abstract)

(n = 3 226)

Full-text articles assessed
for eligibility
(n = 2 335)

Records excluded (n = 891)
– XAI on shallow models only:
521
– Out-of-scope domain: 312
– Non-English: 58

Reports excluded (n = 1 989)
– Wrong model type

(no DNN/CNN): 658
– No XAI component: 547
– Language / publication

type: 784

Studies included in the review
(n = 154)

Journals: 93 | Conferences: 61
Period: 2017–2025

Reports excluded (n = 192)
– Insufficient methodology

detail
– No baseline comparison
– Limitations not

acknowledged

Figure 2. PRISMA flow diagram for the systematic selection of XAI studies in deep neural networks,
spanning 2017–2025.

4. Interpretability/Explainability in AI Models: Concepts and the
Trade-Off Between Explainability and Accuracy

Something is interpretable if it can be understood without any external aids. Conse-
quently, we can say that ML models are interpretable if a human can understand them
without external techniques or aids [40]. An example of an interpretable model in ML
is the decision tree. It is a fine example to understand by traversing down all the nodes
of a tree. However, as the model becomes more complex, it loses its interpretability. A
model is explainable if it requires additional external techniques, functions, or other aids
to be understood by humans. Therefore, an explainable model is essentially a process too
complex for human comprehension. This model is considered a black-box model [41]. An
extra strategy or approach becomes very necessary to examine the black box and compre-
hend the functioning of such a model. An example of these models is the random forest,
which consists of many decision trees. To make the final prediction, all the individual trees’
predictions should be taken into consideration. To give a clear picture, Alexnet, a CNN
designed for image recognition, has an outstanding 62,378,344 parameters [42]. Therefore,
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it is impossible to understand how a model like Alexnet operates with such a huge number
of parameters. To comprehend this type of model, further exploration of other methods
will be discussed later. Model accuracy and explainability are frequently traded off.

The trade-off between explainability and performance for various machine learning
models is shown in Figure 3. Explainability is represented by the horizontal axis, which
ranges from low to high, while performance is represented by the vertical axis, which
likewise ranges from low to high.

• The top-left represents deep learning models, such as GANs, CNNs, RNNs, and
ResNet, which exhibit excellent performance but low explainability.

• Although ensemble approaches (e.g., MLPs, random forests, and XGBoost) achieve a
balance, their explainability is still limited.

• Statistical models that offer modest explainability and performance include SVMs,
KNN, and naive Bayes.

• With a minor performance trade-off, graphical models (such as Bayesian belief net-
works, Markov logic networks, and Markov models) provide better explainability.

• Although rule-based and linear models are more explainable, they are usually less
effective at complex tasks.

• An ideal model is offered as an aspirational objective—one that is distinguished by
both high explainability and excellent performance.

In deep learning applications, this illustration emphasizes the necessity of striking a
balance between interpretability and accuracy by highlighting the inherent trade-offs in
model selection.

Figure 3. Trade-off between explainability and accuracy.

5. Objectives of Explainable Artificial Intelligence
XAI aims to enhance user understanding by providing detailed insights into its internal

operations. The objectives of XAI [43], as illustrated in Figure 4, encompass various
crucial aspects:

Interpretability: Interpretability makes it possible for users, including non-experts, to
comprehend and interpret the ideas underlying the predictions and judgments made by
AI models. User comprehension tests and qualitative comments on how well the model
explains things may be used to evaluate interpretability [44–46].
Trust: Trust evaluates how consistently and effectively the model addresses problems. User
surveys and performance indicators that assess users’ confidence in the model’s predictions
are two ways of measuring trust [47–49].

https://doi.org/10.3390/make8080220

https://doi.org/10.3390/make8080220


Mach. Learn. Knowl. Extr. 2026, 8, 220 10 of 38

Transparency: Transparency is the degree to which stakeholders can understand how a sys-
tem makes decisions. It can be evaluated through user studies that examine how effectively
users understand the model’s decisions based on the provided explanations [50–53].
Reliability: Reliability evaluates how consistently a learning model produces outcomes
under comparable circumstances. Statistical techniques that measure stability, including
split-half reliability tests or the intraclass correlation coefficient (ICC), can be used to
evaluate dependability [54–56].
Causality: Causality is the study of the connections between model variables and the
effects of adjusting one on the others. To evaluate relationships, causal inference methods,
namely those obtained from statistical analysis or causal diagrams, can be used.
Privacy: To secure user data, privacy evaluates whether other parties can access the original
training data. Audits that evaluate data access restrictions and differential privacy measures
are examples of privacy metrics.
Fairness: Fairness ensures that all user groups are treated equally by evaluating ethical
issues or biases in the learning model. Statistical parity measures and disparity indices that
compare results across demographic groupings can be used to measure fairness.
Usability: Usability evaluates how well and safely the system interacts with people,
guaranteeing usability. Heuristic analyses and user experience surveys are examples
of usability testing techniques that can reveal information about user satisfaction and
interaction effectiveness.
Collaboration: Collaboration enables data scientists, domain experts, and end users to work
together, promoting a shared understanding of AI model behavior. Metrics related to col-
laborative platform use and feedback systems can be used to assess collaboration efficacy.

Figure 4. Explainable AI objectives.

6. Foundations of Explainable AI (XAI)
6.1. Core Concepts and Principles

In the world of XAI, grasping foundational elements is paramount. Explaining power
refers to the artificial intelligence’s ability to elucidate its predictions or results, enabling
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humans to understand them easily [57]. The pivotal components encompass clarity, inter-
pretability, and accountability. These components guarantee that AI models do not seem
like impenetrable black boxes but more like systems capable of clearly describing thought
processes behind decision-making activity [58].

6.2. Necessity for Clear and Interpretable AI Decision-Making in AI Models

Due to widespread adoption rates across various fields in our everyday lives, the need
for transparent AI decision-making has surged [59]. It is crucial not only to achieve accuracy
but also to maintain transparency, as well-matched explanations are needed [60]. Therefore,
considering the potential moral implications in social explanations is a humanistic strategy
that stresses resolving critical issues to promote trust.

6.3. Taxonomy of Explainability in Artificial Intelligence

Diverse approaches aim to enhance interpretability and explainability in ML models [61],
classifying them into two key categories: model-agnostic and model-specific. Model-
agnostic methods [62] are flexible approaches that can interpret and clarify predictions
across various ML models, irrespective of their architecture or complexity. LIME and SHAP
tackle the problem of explainability of complex classification models from different angles.
Perturbed samples of the input form a decision boundary and help to approximate the
prediction region for LIME. In contrast, SHAP assigns a value to each feature based on game
theory to explain the prediction made. Although both approaches regard the classification
model as a black box, they differ significantly with regard to their stability, scope, and scal-
ability, as elaborated in Section 9.2. However, model-specific techniques [63] are designed
to evaluate and clarify predictions made by a given architecture or ML model. Methods
such as layer-wise relevance propagation (LRP) are designed to provide insights into the
inner workings of neural networks. However, their effectiveness may vary depending on
the model and context [64]. These methods may require access to internal parameters or
intermediate representations for generating explanations. A detailed comparison of the two
methods is represented in Figure 5. The term ”intrinsic interpretability” [65] describes ML
models, like sparse linear models or short decision trees, considered interpretable because
of their basic structure. Using interpretation techniques after model training is known as
”post-hoc interpretability” [66]. Therefore, post hoc explanations concentrate on providing
insights following the prediction-making of the model. They help users to comprehend
model behavior and develop confidence in its judgments. Furthermore, there has been a
significant interest in the application of intrinsic explainable models to improve scientific
knowledge and open the way for new scientific discoveries [67,68].

As shown in Table 4, some earlier taxonomies for the XAI literature have differentiated
in similar but distinct ways. For example, Arrieta et al. [13] classify methods focusing
primarily on the level of transparency (intrinsic versus post hoc) and on the extent of the ex-
planation (local versus global) without considering the architecture. Meanwhile, Schwalbe
and Finzel [61], Graziani et al. [63], Yang et al. [69], and Bibal and Frenay [70] offer more ex-
tensive, model-agnostic taxonomies that encompass all of machine learning rather than just
CNNs. Vilone and Longo [71] focus on taxonomies of evaluation approaches (application-,
functionally, and human-grounded) rather than with the explanation generation methods.
Saeed and Omlin [18] are more concerned with classifying the literature with respect to
the open problems and the research agenda than with a taxonomy of methods. Unlike
the others, Clement et al. [19] position XAI methods within the context of the software
development lifecycle. Tjoa and Guan [72] propose a taxonomy that focuses on specifics of
the domain, not the architecture. Unlike the former example, their taxonomy focuses on a
specific application area (medical XAI) rather than model architecture. This demonstrates
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that domain specificity and architecture specificity serve different organizational needs and
cannot be applied interchangeably.

Figure 5. Model-agnostic vs. model-specific.

Table 4. Comparison of the proposed CNN-specific taxonomy with some prior XAI taxonomies
and surveys.

Taxonomy (Reference) Organizing Axis/Axes Scope CNN-Specific? Deployment Lookup?

Arrieta et al. [13] Transparency level (intrinsic vs.
post hoc); scope (local vs. global) General ML No No

Schwalbe and Finzel [61]
Comprehensive technical
taxonomy of XAI concepts and
methods

General ML, cross-domain No No

Graziani et al. [63] Unified technical/social
terminology for interpretable AI

General ML, technical +
social No No

Vilone and Longo [71]
Evaluation approach:
application-, functionally, and
human-grounded

Evaluation-focused,
general ML No No

Saeed and Omlin [18]
Current challenges and future
research opportunities
(meta-survey)

General ML,
challenge-oriented No No

Yang et al. [69] Approaches, limitations, and
application aspects General ML No No

Tjoa and Guan [72] XAI methods cataloged for
clinical interpretability needs

Medical-imaging domain,
not architecture-specific No No

Clement et al. [19] Software-development lifecycle
stage

General XAI,
software-engineering
focus

No No

Bibal and Frenay [70]
Interpretability of models and
representations (heuristic- vs.
user-based)

General ML No No

Present Review
Explanation timing; model
dependency; output type; target
CNN component

CNN-specific Yes Yes

All these studies individually approach axes in this review but do not bring them
together in an individual framework that speaks to CNNs. These axes include the timing of
the explanation, model dependency, the type of the output, and the targeted component of
the CNN. Specifically, whether the method modifies the architecture, simplifies it, analyzes
feature relevance, or generates a visual explanation. The added value of this taxonomy is
that it discusses all four axes together with respect to CNNs, which is something that the

https://doi.org/10.3390/make8080220

https://doi.org/10.3390/make8080220


Mach. Learn. Knowl. Extr. 2026, 8, 220 13 of 38

literature lacks. As a result, in constraining the application of this taxonomy to CNNs, a
user can effectively address a specific application constraint (for example, ‘I cannot modify
my deployed architecture’) and look through the taxonomies for available methods, which
is something the previous general taxonomies did not account for.

7. Explainability Methods in AI
7.1. Data Explainability

Data clarity in AI relates to the transparency and openness regarding how data is
leveraged for training, validating, and scrutinizing ML models that necessitate making all
decisions by an AI system driven by this underlying data clear-cut and understandable
for humans [73]. Unlike conventional explainability methods that primarily focus on eluci-
dating the internal mechanisms of models, the data transparency allows us to understand
the attributes or features of datasets used in evaluation and the quality biases that they
may contain. These aspects are essential when considering the explainability of how data
is used in AI [74]. Table 5 provides a detailed analysis of data explainability aspects. In
short, data explainability is crucial for building trust in AI systems. It also guarantees that
stakeholders can understand the foundation of the model’s predictions. It acknowledges
that a wide range of data concerns, including data quality, bias, and quality, substantially
impact the accuracy and reliability of AI outputs, going beyond the model.

Table 5. Key aspects of data explainability.

Aspect Definition Example

Data Characteristics Providing insights into the nature and
properties of the dataset.

Understanding the distribution of features,
data types, and statistical properties.

Feature Importance
Identifying and communicating the
importance of different characteristics in
affecting the predictions of the model.

Highlighting central characteristics in the
decision-making process.

Bias and Fairness
Assessing and addressing biases in the
data that might lead to unfair or
discriminatory outcomes.

Detecting and mitigating biases related to
gender, race, or other sensitive attributes.

Data Quality and Preprocessing Describing the quality of the data and any
preprocessing steps applied.

Communicating how missing values,
outliers, or other data issues were handled
before training the model.

Data Governance
Providing information about the policies,
standards, and practices governing data
collection, storage, and usage.

Documenting data sources, ownership,
and any regulations associated with the
dataset.

Temporal Aspects
Taking into account the temporal aspects
of the data and understanding how it
changes over time.

Recognizing trends, seasonality, or changes
in the dataset that may affect the model’s
performance.

Explainable Data Processing Pipelines
Documenting and explaining the steps
involved in processing and transforming
the data before it is fed into the model.

Describing feature engineering, scaling, or
any other preprocessing steps contributing
to model training.

7.2. Model Explainability

Model explainability [75] pertains to the capability to comprehend and interpret
decisions made by ML models, offering insight into how the model achieves particular
predictions or distributions, resulting in a more transparent and understandable model
performance to humans.

Diverse approaches and techniques have been used to achieve better interpretation.
Some highlights of model explainability aspects are detailed in Table 6.
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Table 6. Model explainability aspects.

Aspect Definition Example

Rule-Based Models
Models expressed as
human-understandable rules, simplifying
decision-making transparency.

Decision trees, outlining decision rules
based on input features.

Feature Importance
Identifying and ranking the importance
of features in influencing model
predictions.

Permutation importance, SHAP values,
or LIME emphasizing main features.

LIME
Using data perturbation to produce
locally accurate explanations for
individual forecasts.

Surrogate models approximating
complex model behavior for specific
instances.

Shapley Values
Determining the contribution of each
feature to the model’s output using
cooperative game theory.

Fair distribution of feature importance
considering all possible feature
combinations.

Layer-wise Relevance Propagation (LRP)
Giving input features significance scores
based on their impact on the model’s
output.

Frequently used in neural networks to
grasp feature contributions at different
layers.

Attention Mechanisms Highlighting specific input parts focused
on the model during decision-making.

Neural network attention mechanisms
visualizing influential input regions.

Counterfactual Explanations Generating alternative input scenarios
resulting in different model outputs.

Instances where changing certain features
leads to distinct predictions.

Global Surrogate Models
Training interpretable models
approximating complex model decision
boundaries.

Decision trees or linear models as
surrogates for comprehending overall
model behavior.

Model-explainability methods bridge the complexity of advanced ML models and the
need for human-understandable annotations [69]. Thus, the choice of a particular technique
is often based on the specifics of the model and the semantic requirements of a given project
or application.

7.3. Post Hoc Explainability

Although post hoc methods are a part of the model-explainability techniques discussed
in Section 7.2, we analyze them separately due to a specific characteristic that we observe
with post hoc methods and not with other model-explainability methods that we analyze in
Section 7.2 (such as intrinsic rule-based models): post hoc methods are applied externally
after model training, and do not require access to or modification of model’s internal
structure. This characteristic is important in most real-world applications when we are
explaining the use of a particular model, as it decides whether the technique can be used
on a legacy or proprietary model, which is a restriction that does not apply to the other
methods discussed previously.

Decisions or predictions can be defined after an ML model is semantically trained [76].
Specifically, the subsequent interpretive methods are applied externally to an already
trained model to clarify how the model reaches conclusions, unlike approaches aimed at
rendering the model inherently interpretable in the training phase. Table 7 summarizes
key characteristics of post hoc explainability. Widespread post hoc explainability methods
include LIME, SHAP, and Anchors [77]. Even when the model is not the main objective
during training, these methods are crucial for creating complex models and guaranteeing
that stakeholders can comprehend and trust the judgments made by the AI system.
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Table 7. Post hoc explainability aspects.

Aspect Definition Example

External Interpretability
Post hoc methods applied externally to
black-box models without altering internal
structures.

Generating explanations for complex neural
networks without modifying their architecture
or training process.

Application to Any Model Model-agnostic post hoc methods applicable
to a wide range of machine learning models.

Applying methods like LIME to explain
predictions from different types of models.

Flexibility in Explanation Types Post hoc methods offer a variety of
explanations for user flexibility.

Selecting rule-based explanations, feature
importance, or instance-based explanations
based on application needs.

Addressing Black Box Models Useful for explaining complex black box
models, such as deep neural networks.

Generating explanations for predictions from
deep learning models without intricate details
of hidden layers.

Local Interpretability Focus on providing local interpretability for
individual predictions.

LIME generates surrogate models for specific
instances to approximate complex model
behavior locally.

Useful for Legacy Systems Applicable to existing and legacy models
without retraining.

Explaining decisions made by machine
learning models trained years ago without
altering the original models.

7.4. Critical Assessment of Method Selection

The classification above provides a structure, but there are several practical issues that
need to be addressed.

Data Explainability Methods: These are necessary, but in practice, they are few. Most
of the literature centers around model-explainability methods, but data-centered methods
respond to a somewhat different problem. Most of the literature asks the question “Why
did the model make this prediction?” Data-centered methods ask “Is the data suitable
for this model?” This difference is important because, in practice, explanations based on
data that are biased or of low quality may be misleading, even if they are literally correct.
For example, a CNN that was trained on medical images may produce correct saliency
maps that indicate that the features correlated with the medical condition. However, if the
training data is biased demographically, perhaps containing only images of fair-skinned
cancer patients, this explanation will not indicate this bias.

Post hoc vs. Intrinsic Models: Post hoc methods are generally preferred in prac-
tice because they leave the model untouched, which is a critical advantage in regulated
industries where model retraining triggers costly revalidation processes. However, this
separation between model and explanation creates a fundamental tension: the explana-
tion is produced by an external system that operates independently of the model and
may therefore have its own limitations and failure modes. For example, in the medical
domain, a post hoc explanation of a model prediction may be locally accurate relative
to the model’s output while failing to surface clinically relevant features that the model
itself did not encode. Intrinsic models, while more transparent by design, often require
sacrificing predictive accuracy (see Section 4 for more detail on this trade-off). The choice
between these approaches should therefore be driven by the application’s tolerance for the
accuracy–explainability compromise.

Method selection implication: The choice among feature relevance, model sim-
plification, and hybrid approaches depends not only on technical requirements but
also on the following:

User expertise: Visual methods of explanation are suited to clinicians and radiologists.
Rule-based methods of explanation are suited to auditors and regulators. Relevant feature
methods are suited to data scientists and modelers.
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Deployment Constraints: Applications that are time-sensitive cannot afford the
computational cost of SHAP. Devices on the edge may not have the memory capacity to
accommodate gradient-based methods.

Explanation fidelity vs. simplicity: Users may find complex explanations hard to
understand, although they may be more faithful to the model.

8. Explainable AI in Deep Neural Networks
Deep neural models, especially multi-layer neural networks (NNs), have emerged as

powerful tools, leading to breakthroughs in various fields [78]. The inherent complexity
of these models, with complex architecture and multiple interconnected nodes, poses
challenges in comprehending their decision-making processes.

8.1. Complexity of Multi-Layer Neural Networks (NNs)

DL researchers have studied the complexity of multi-layer neural networks in great
detail [79]. Neural networks may tackle more difficult tasks as they get more proficient at
modeling complex relationships and capturing complex patterns. However, this enhanced
capacity is achieved at the expense of more computational complexity and overfitting risk.
The network’s capacity to generalize to previously unobserved data is greatly influenced by
the interaction among the overall number of layers, the size of each layer, and the overall
architecture. Scholars have investigated several strategies to address these difficulties,
including regularization approaches and architectural improvements.

8.2. Need for Explainability in Deep Networks

Given that multilevel NNs attain state-of-the-art performance, the demand for ex-
plainability becomes increasingly significant. The inherent ambiguity of DL models raises
concerns about their explainable, statistical, and ethical implications. Unlike classical
models, DNNs not only find the mapping between the representation and the output but
also figure out representations from unprocessed data (Figure 6). The explanation for
DNNs mainly focuses on comprehending the representations gathered by the neurons at
intermediate layers of DNNs since the deep representations learned are typically not inter-
pretable by humans [80]. In what follows, we will introduce some explainable approaches
for DNNs.

Figure 6. A deep learning pipeline vs. a typical machine learning pipeline inspired by the conceptual
illustration in [81].

8.3. Brief Overview of Explainable Deep Learning Models

In this section, we provide an overview of XAI techniques created for DNNs. In
several applications, NNs attain state-of-the-art performance as highly expressive compu-
tational models. Unfortunately, once we move beyond simple models such as single-layer
perceptrons, they do not satisfy any transparency level, since their architecture and learning
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procedure align with a complex computational pipeline. Most of these techniques can be
categorized as feature-relevant or model simplification. Rule extraction is one of the most
used methods for simplifying models. Decompositional rule extraction strategies work at
the level of individual neurons instead of the entire model. The authors in [82] present a
technique that uses NNs to generate if-else rules while simultaneously training the model.
An alternative method, called CRED [83], uses decision trees to describe the extracted
rules. A related technique that generates if-else rules layer by layer is called KT [84]. One
of the most often used methods for enhancing CRED is DeepRED [85]. The suggested
algorithm includes intermediate rules and extra decision trees for each hidden layer. It
can be compared to a divide-and-conquer strategy where the goal is to use the results of
the preceding layer to describe each layer and then aggregate them to explain the entire
network. Nonetheless, analogous methods are referred to as educational when the internal
structure of an NN is ignored. In other words, methods that do not examine the network
at the neuronal level to provide an explanation instead handle the whole network as a
black-box function. Such a technique is TREPAN [86], which combines a query and sample
strategy with decision trees. Based on a network inversion technique, an algorithm named
HYPINV [87] can generate rules in the form of hyperplane conjunctions and disjunctions.
Also, the RxREN algorithm uses reverse engineering approaches to analyze the output
and identify the individual components that lead to the final outcome [88]. The preceding
methods can be combined to create eclectic rule extraction methods. One such technique is
RX [89], which clusters a neural network’s hidden units and then extracts the logical rules
that link the input to the resulting clusters. Similar eclectic methods are used in [90] to
use algorithms from the so-called artificial immune system (AIS) [91] to derive rules from
an NN.

The rule extraction methods examined above show a similar fidelity-versus-scalability
trade-off. DeepRED and similar decompositional methods work at the level of individual
neurons. Because of this, they tend to generate rules that are more faithful to the actual
internal computations of the network. However, analyzing the network at the level of
individual neurons does not scale well with respect to the depth of the network. Non-
decompositional methods, in contrast, work at a black-box level with respect to the network.
Among pedagogical methods, TREPAN directly queries the network and fits rules to its
I/O behavior, while, among eclectic methods, RX, combines rule extraction with internal
clustering. Both methods are more scalable than decompositional methods and trade
scalability for a less direct link between the rules extracted and the internal computations
of the network.

Other methods have been proposed alongside rule extraction techniques to help clar-
ify NN decisions. To approximate the original NN with a simpler interpretable model,
interpretable mimic learning is devised in [92], which expands on concepts from model dis-
tillation. Various works, such as [93–95], explored the concept of knowledge transfer from
a complicated model (the instructor) to a simpler one (the learner). One basic observation
regarding NNs is that creating model simplification techniques becomes more challenging
as the number of layers increases, which is why feature relevance approaches have become
increasingly common in the last few years. Methods for estimating neuron-wise signals in
NNs were developed [96]. They offer a method for superimposing neuron-wise explana-
tions to generate more comprehensive explanations using these estimators. A method for
breaking down an NN’s prediction is provided in [97]. It is accomplished by dissecting a
neuron’s activity and then backpropagating its score to the input layer, producing a vector
that represents the significance of each feature. When employing NNs, another method for
assigning significance scores is DeepLIFT [98]. This approach computes the relevance of
a feature by initially comparing the activation of a neuron with a reference one and then
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calculating the difference between the two. Another popular method is presented by the
authors in [99], where they discuss integrated gradients. Analyzing the model’s behavior
while following a line joining the instance to be explained and a base instance, which serves
as a “neutral” instance, is the primary goal of this effort. Moreover, this approach has
several attractive theoretical attributes that guarantee the provided explanations, such as
completeness and symmetry preservation.

8.4. Challenges in Model Simplification and Feature Relevance with Increasing NN Complexity

As neural networks become increasingly complex, the simple modeling approach
poses a daunting challenge [100]. As NNs evolve to incorporate more layers and intricate
architectures, the development of model simplification algorithms becomes progressively
more demanding. The intricate nature of DL models, particularly when internal structures
are not considered, complicates the task of creating interpretable and transparent rules.
The challenges in simplifying these complex models highlight the need for alternative
solutions that can yield significant conclusions without sacrificing accuracy. Additionally,
the importance of feature relevance techniques in interpreting neural network decisions
cannot be overstated. Methods such as estimation of neuron-wise signals, decomposition
of NN predictions, Deep LIFT, and integrated gradients are crucial instruments for deci-
phering the intricate NN decision-making processes [101]. These techniques provide a
detailed comprehension of the contribution of individual features and neurons, enhancing
the interpretability of NNs. The ability to assign importance scores and decompose pre-
dictions contributes to a comprehensive understanding of the factors influencing model
outcomes. Therefore, the field of XAI has evolved significantly, and the combination of
previous approaches showcases a multifaceted approach toward achieving comprehen-
sive explainability.

9. Explainable AI Models in Convolutional Neural Networks
Recent studies suggest that CNNs are the most attractive deep neural networks [102].

These models excel in numerous domains, including image classification and object recogni-
tion. These models are loosely inspired by the hierarchical processing of the human visual
system, enabling them to see phenomena by moving images through their layers. However,
the lack of explanation leads to a search for clarifications to justify their predictions. Re-
search on XAI has advanced in providing knowledge and insight into neurons [72]. In this
section, we classify some methods that have attempted to improve the understanding of
CNNs. We present and discuss a classification of XAI models that modify CNN structures,
simplify CNN representations, analyze relevant features, and visualize annotations.

CNNs exhibit vigorous performance across tasks in the computer vision domain, such
as image classification, object detection, face recognition, and semantic augmentation. Their
structure allows them to mimic human behavior. As they move data through hundreds of
convolutional and pooling layers, they gradually catch the significant features of an object.
In the end, fully connected layers link these features to identify the output class scores.
Despite their outstanding achievements, the complicated architecture of CNNs restricts
their capacity to explore their internal structure and understand their decision-making
process. Consequently, there is a growing need for CNNs’ explainability in advanced ma-
chine vision fields. In this section, we examine the most recent studies about explainability
models in CNNs [103]. We classify the literature works in this context into four subclasses.

9.1. Explainable CNN Models Based on Architecture Modification

To improve the explainability of CNNs, some explainable models alter the architecture
of the entire network [104]. They can alter CNNs by replacing some parts in the network,
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like loss functions and some layers. In addition, they can also add new components, namely
deconvolutional layers or autoencoders. Many mechanisms in this category were noted in
the literature over the past few years. We focus on the most used of these models.

Dynamic-K Activation [105]: This method used a customized stochastic gradient
descent (SGD) to elucidate CNN models’ predictions and decisions. This method adopted
another optimization function called adaptive activation thresholding. The ResNet archi-
tecture was modified and trained using Dynamic-K activation. Dynamic-K outperformed
traditional ResNet in interpretability and saliency map effectiveness. However, this model
was just evaluated on the ResNet network. Thus, it remains unclear if this model can be
adapted to other CNN types. Its contribution to explainability focuses on its adaptive
activation thresholding mechanism. This was shown to result in sparser and more spatially
localized saliency maps than a standard ResNet built to achieve the same objective. We
emphasize that the architectural change was motivated by explainability and not solely
by a desire to improve performance. However, its evaluation against established saliency
baselines (e.g., Grad-CAM) was limited to one single architecture.

Residual Attention Network [106]: This method integrated attention modules within
networks, such as ResNet, to generate features that are sensitive to attention. Each attention
module, acting as a residual unit, comprised a mask branch and a trunk branch. The former
enhanced the latter using top-down and bottom-up feedforward mechanisms to highlight
output features. The latter, however, focused on feature processing. This model, including
more stacks of attention modules, improved accuracy. However, despite this improvement
in accuracy, there was a lack of analysis that deals with the scenario complexity, measuring
the alternate-off involved in adding extra stacks of residual attention to the CNN. The
contribution to explainability is the attention mask, which can be represented as a soft,
learned saliency map. However, unlike Grad-CAM, this map is associated with the trained
attention branch, so it is not possible to obtain this map for models that were not constructed
with this architecture.

ALL-CNN [107]: The authors switched out the usual max-pooling layers with large-
stride convolutional layers, where the stride size changed to 2 × 2 to optimize the network’s
complexity. The authors asserted that even though max-pooling was often used to reduce
overfitting and improve CNN regularization, it did not yield the expected benefits on
smaller datasets. Moreover, they demonstrated that using max-pooling layers was unim-
portant for training extensive CNNs. The model included deconvolutional layers and
guided backpropagation to create saliency maps. Nevertheless, choosing whether to keep
or drop off max-pooling layers is hard, as it depends on factors such as domain area, dataset
characteristics, and the overall network structure. Its contribution to explainability is not
the elimination of max-pooling, which is a choice of performance/regularization, but the
saliency generation deconvolutional and guided-backpropagation pipeline that this design
facilitates. Differing from Grad-CAM, this pipeline is only applicable to models that have
been re-trained with max-pooling removed, and not to those that have it applied post hoc.

NIN [108]: This approach chose to substitute convolutional layers and linear filters
using a smaller neural network. The authors asserted that convolutional layers have a
limited capability to seize spatial invariance. The micro-convolutional layers, known as
mlpconv layers, are made up of several fully connected layers with non-linear activation
functions. NIN followed a comparable sliding window method to convolutional layers,
allowing every mlpconv layer to generate its function map. Subsequently, the averaged
function map was transferred to processing through an average pooling layer, and the
resulting vector was sent to a SoftMax function. The authors proved that NIN had less
accuracy than state-of-the-art networks, but its saliency maps were more explainable.
Its explainability contribution is the mlpconv layers, which, compared to the standard
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convolutional layers, have function maps that are explainable at the expense of reduced
classification performance. As seen with ALL-CNN, this type of explainability is inherent
to the architecture after training, and cannot be derived post hoc, like LIME or SHAP.

Interpretable CNN [109]: This method aimed to enhance interpretability by improving
the CNN loss function. In this approach, the authors added the loss of the feature map
to all filters in the final convolutional layer. The idea was to force each filter to encode
particular item elements, eliminating the need for any additional annotations on object parts.
Therefore, the explainable CNN performed better than state-of-the-art networks in object
localization and location instability. However, the classification accuracy was lower than
state-of-the-art networks. Therefore, this method entails a compromise between exactness
and explainability. In terms of model explainability, the contribution is a modified loss
function that causes each filter to learn to encode a part of a semantic object, with no external
human annotation required. This offers a greater level of interpretability in comparison to
post hoc methods such as Grad-CAM, which provides saliency maps of features that the
network has, in some cases, learned in a highly entangled way. Classification accuracy is,
however, lower than state-of-the-art networks, which demonstrates the trade-off between
exactness and explainability.

9.2. Explainable CNN Models Based on Architecture Simplification

In this category, explainable models rely on the extraction technique to generate
policies comprehensible to various stakeholders. These models consist of applying network
distillation and compression. Researchers in this category reduce redundant functions to
simplify the CNN model. Previous studies have approached CNN interpretation by adding
hybrid models that integrate linear models into their architecture.

Decision Trees [110]: this method was attached to high-degree functions to decompose
them into semantic object elements. These decision trees quantified the effect of each filter
on the CNN output score and related each filter with a semantic object part label. However,
this model required manual labeling of item parts for each filter, which may be challenging,
specifically in medical imaging packages, in which objects are tissues and cells.

DeepKNN [111]: This model incorporated linear classifiers with every intermediate
layer in CNNs. This hybrid version used training data to assess the non-conformity
of predictions on tested inputs, ensuring that the intermediate layers at some stage in
training aligned with CNN predictions. A D-KNN classifier became linked to every layer
to identify training data points like the test input. Subsequently, the learned training inputs
were compared to the CNN output throughout check time to improve explainability. The
authors confirmed that the Deep KNN model furnished deeper insights and exhibited
more robustness than standard CNNs. However, it is crucial to acknowledge that including
a KNN classifier in each layer can impact the community’s computational performance.
Therefore, engaging in a complexity evaluation is essential to affirm the feasibility of
training CNNs with connected KNN classifiers.

LIME [112], SHAP [113]: LIME and SHAP are the two dominant model-agnostic post
hoc methods across our corpus, appearing in 61 and 74 studies, respectively. Despite their
similar goals, they differ in three practically important ways. Stability: LIME explana-
tions are known to vary across runs on identical inputs because they depend on random
perturbation sampling, a reproducibility problem documented in 12 of the reviewed stud-
ies. SHAP, grounded in cooperative game theory, produces consistent attributions and is
therefore preferred in high-stakes domains such as healthcare and finance, where expla-
nation reproducibility is a regulatory requirement. Scalability: LIME is computationally
lightweight and suitable for real-time applications, while SHAP’s exact computation grows
exponentially with feature count, making KernelSHAP approximations necessary for deep
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models. Scope: LIME provides local explanations only; SHAP can aggregate local Shapley
values to produce global feature importance rankings, giving it a decisive advantage in
model debugging and audit contexts.

In short, LIME is the practical choice when speed matters. SHAP is the rigorous choice
when consistency and global interpretability are required.

Subnet Extraction [114]: This method was introduced in the context of neural network
pruning. The authors aimed to detect semantic convolutional layers. There exist two
levels of subnet extraction: sample level and class level. The sample level extraction
guaranteed the uniformity of distinct predictions in CNNs. However, the class-level
extraction measured the network prediction within a singular class.

Self-Explaining Neural Networks (SENNs) [115]: This method used a bottom-up
mechanism to explain predictions in CNNs. It encompassed three components: a concept
encoder, an input-dependent parameterizer, and a combination function. The image was
transformed into a set of representative features. Afterward, the relevant scores were
computed to make the right prediction. Although this mechanism was considered a robust
and reliable model, there is no evidence of classification accuracy.

9.3. Explainable CNN Models Based on Feature Relevance

The primary idea behind these models lies in emphasizing the importance of fea-
tures against CNN prediction. These techniques look for important characteristics and
cluster them.

EBANO model [116]: This mechanism grouped hyper-column features selected from
high-level layers using the K-means method. Each cluster of pixels presented an inter-
pretable feature. Then, explainable features perturbed the trained input, and finally, the
mechanism provided explainable details of the classified image.

Feature Similarity [117]: This model used the K-nearest algorithm to measure feature
similarity. It distinguished features from the first pooling layer by training a CNN and
grouping them in a database. Afterward, this database of features was compared to the
extracted image using the same CNN. Nonetheless, it extracted features from the low-level
pooling layer and ignored high-level features.

DGN-AM model [118]: This scheme used a CNN to recognize features learned by
neurons. Then, the authors applied a backpropagation mechanism on the generated image
to seek the neuron with maximum activations. This model improved the CNN’s ability to
learn features on the neuron level. However, DGN-AM could depict features if the images
were standards.

DeepLIFT model [119]: This model decomposed CNN prediction with respect to the
initial image using a backpropagation mechanism through each feature. This decomposition
is referred to as an input reference relying on domain knowledge.

Feature Extraction and Reconstruction CNN (FER-CNN) [120]: This different ap-
proach attached a feedback CNN to the input image to reconstruct features hierarchically.
Two subnets made up this mechanism: an encoder for feature extraction and a decoder
for feature reconstruction. Regarding classification accuracy, the authors verified that
FER-CNN performed better than alternative techniques.

9.4. Explainable CNN Models Based on Visual Explanation

These models aim to elucidate CNN predictions by causing class activation maps or
heatmaps such as saliency maps.

Saliency maps [121]: This explainable method generated saliency maps to explain
CNN predictions. The authors considered the pixel influence on the gradient score to
classify the input image. The saliency maps were visually assessed for different categories.
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Class Activation Maps (CAMs) [122]: CAMs and one of their gradient-based succes-
sors, Grad-CAM, are the most surveyed visual explanation methods from our set (n = 47
studies). By swapping the last fully connected layer with a global average pooling (GAP)
layer, CAMs offer a form of saliency localization. However, this is a deliberate structural
edit that decreases the classification accuracy by approximately 1 to 3 % and, as noted in the
surveyed studies, imposes the limitation of its application to GAPs’ layer-less architectures.
Dissolving this constraint, Grad-CAM derives class-discriminative maps directly from
the gradients, thus making them architecture-agnostic and substantially more useful in
practical applications.

Making Visualizations [123]: These methods present a masking approach. An ex-
ample of these models is the Score-CAM model, which confirms that using gradients can
have some drawbacks, such as gradient saturation and false certainty. These drawbacks
can produce noisy saliency maps.

Intrinsic Visualization [124]: The previous visualization models were post hoc that
added an extra component to interpret CNN predictions. However, intrinsic visualization
models modified the CNN architecture to search for an explanation of network predictions.
The teacher–student model used autoencoders to explain the class prediction. It used a
network to encode the input image and another to reconstruct it.

CAM variants have known limitations that are likely to affect many studies in our
corpus that utilize these methods, despite their popularity. First, the localization quality of
CAM variants is highly dependent on the neural network architecture. CAM methods that
rely on global average pooling (GAP) and those that depend on gradients computed at a
specific convolutional layer can produce highly variable results depending on the depth
of the network and the specific target layer. Second, localization errors and saturation
of gradients affect CAM variants as noted for Score-CAM in this section, and can create
explanations that are focused on visually prominent areas that are not causally related
to the decision of the neural network. Third, there is no guarantee of faithfulness, as a
heatmap may look good, but may not represent the features that the model actually used to
make its decision. This concern is framed in the discussion of the infidelity and sensitivity
metrics in Section 10.1. Finally, like other post hoc explanation methods, CAM variants can
be affected by adversarial attacks/perturbations. In these attacks, small perturbations that
are imperceptible to humans may lead to drastic changes in the CAM saliency maps, while
related predictions of the neural network remain unchanged. This is explored more in the
challenge map in Section 11.

Table 8 illustrates a thorough comparison of the explainability methodologies under
four dimensions: complexity of computation, model access, scope of explanation, and
architecture applicability. From this comparison, some trends can be observed. First,
most methods require white-box access. LIME and SHAP are the only true black-box
methods and are therefore the only implementable methods in the absence of model
gradients and/or in the absence of intermediate representations. Second, the majority of
the methods presented provide local explanations. In the context of the table presented,
only SHAP is able to consolidate local explanations to provide a global feature importance
summary, which makes SHAP particularly useful in the context of model evaluation and
model regulations. Third, the methods presented in the table also show a clear separation
of specificity to a particular model architecture. The methods (Dynamic-K activation,
residual attention networks, ALL-CNN, NIN, interpretable CNNs, and CAMs) that require
modifications of the model architecture are specific to certain models and cannot be applied
to a model that has already been deployed. However, the other methods (LIME, SHAP,
Grad-CAM, DeepLIFT, saliency maps, EBANO, DGN-AM) are applicable regardless of the
model architecture. Lastly, the complexity of computation for these methods varies, for
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example, from methods that are lightweight and suitable for real-time inference (LIME,
saliency maps, CAMs, and Grad-CAM) to methods that are too computationally expensive
for practical use and require approximation (SHAP and DeepKNN).

Table 8. Comprehensive summary of some explainability techniques for CNN models.

Technique Approach Strengths (+)/
Challenges (−) Ref. Complexity Model Access Scope Architecture

Applicability

Dynamic-K
Activation

Modifies ResNet using
adaptive activation
thresholds.

+ Improves interpretability
and saliency maps.
− Limited to ResNet only.

[105] Medium White-box Local Specific (ResNet)

Residual Attention
Network

Integrates attention
modules within CNNs.

+ Improves accuracy and
feature focus.
− No complexity trade-off
analysis.

[106] Medium White-box Local Specific (ResNet)

ALL-CNN

Replaces max-pooling
with strided
convolutions; guided
backpropagation for
saliency.

+ Cleaner saliency maps;
reduces overfitting.
− Performance varies with
dataset.

[107] Medium White-box Local Specific (no
max-pooling)

NIN
Replaces convolutional
layers with mlpconv
micro-networks.

+ More explainable saliency
maps.
− Lower classification
accuracy.

[108] Medium White-box Local Specific
(mlpconv)

Interpretable CNN
Modifies loss to force
each filter to encode one
semantic part.

+ Localization without
manual annotation.
− Accuracy–explainability
trade-off.

[109] Medium White-box Local Specific (final
conv)

Decision Trees
Attaches semantic labels
to CNN filters via
decision trees.

+ Global, human-readable
explanations.
− Manual per-filter labeling
required.

[110] Low White-box Global Agnostic

DeepKNN
Incorporates k-nearest
neighbors into every
intermediate layer.

+ Robustness and deeper
interpretability.
− High computational
overhead.

[111] High White-box Local Agnostic

LIME
Fits a local surrogate
model on perturbed
input samples.

+ Lightweight;
model-agnostic.
− Unstable across runs; local
only.

[112] Low Black-box Local Agnostic

SHAP
Assigns feature
contributions via
Shapley values.

+ Consistent; supports global
explanations.
− Exponential cost with
feature count.

[113] High Black-box Local +
Global Agnostic

Saliency Maps
Gradient-based
pixel-influence
visualization.

+ Widely applicable; simple
to compute.
− Sensitive to gradient noise.

[121] Low White-box Local Agnostic

CAM GAP layer generates
class activation maps.

+ Highlights discriminative
regions.
− Requires GAP; reduces
accuracy 1–3%.

[122] Low White-box Local Specific (GAP)

Grad-CAM
Gradient-based maps;
no architectural
modification.

+ Architecture-agnostic;
widely applicable.
− Gradient saturation;
adversarial vulnerability.

[122] Low White-box Local Agnostic

SENN
Concept encoding and
input-dependent
parameterization.

+ Produces interpretable
features.
− Classification accuracy not
reported.

[115] Medium White-box Local Agnostic

DeepLIFT
Backpropagation
relative to a reference
activation.

+ Contrastive, fine-grained
attribution.
− Sensitive to reference
input.

[119] Medium White-box Local Agnostic

EBANO K-means clustering of
hyper-column features.

+ Interpretable pixel clusters.
− Limited generalization. [116] Medium White-box Local Agnostic

DGN-AM
Backpropagation on
generated images for
neuron-level features.

+ Neuron-level
understanding.
− Requires standardized
images.

[118] Medium White-box Local Agnostic
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10. Review of XAI Evaluation Metrics
Even though XAI research is booming and explainable models have shown promise

across many application fields, there is still a lack of standardization in evaluation method-
ologies. A plethora of strategies have been proposed and tested to address this issue. The
emergence of numerous explainability techniques has caused academics to concentrate on
their evaluation. Different evaluation metrics have been proposed and discovered in the
literature, and numerous evaluation types have been carried out. These metrics consider
not only explainability but also accessibility and content inclusion, among other elements
of explanations [125,126].

Our corpus reveals a fundamental misalignment between the evaluation and practical
application of XAI methods. Objective metrics, particularly fidelity, stability, and sensitivity,
dominate the existing literature, appearing in 98 of the reviewed studies; however, these
metrics assess proxy properties of an explanation rather than its actual utility to the end
user. By contrast, only 31 studies incorporate human-centered metrics such as task per-
formance, calibration, and subjective trust, and fewer than 10 report both metric families
in conjunction.

This disparity is particularly significant given that the two families frequently yield
conflicting assessments: a method that scores highly on fidelity may simultaneously receive
low human trust ratings, indicating that users find the resulting explanation confusing,
misleading, or inadequate for practical decision-making. As long as studies continue to
report these dimensions in isolation, the field will lack the empirical foundation required to
converge on best practices and enable principled method selection.

We recommend the dual-reporting convention, where studies report at least one
objective metric (e.g., fidelity, stability, sensitivity) and one human-centered metric (e.g.,
task performance, subjective trust, user calibration). There are three cases presented below
and summarized in Table 9. Objective (or quantitative) and human-centered (or qualitative)
metrics lead to conflicting conclusions when measured using the same method. Reporting
only one set of metrics can lead to over-claiming the study’s effectiveness or missing key
study limitations, which can be revealed using the other set of metrics.

Conflict 1—Fidelity vs. Decision Support Value: Many reviewed studies in the CAM-
family report high fidelity when estimated using objective metrics of infidelity/sensitivity.
However, in the human-centered study, it was found that participants who were shown
visual explanations did not outperform participants who were shown no visual explanation
in the prediction task. Thus, the explanation can be locally faithful to the model, but can
provide no decision support to the end user.

Conflict 2—Objective Quality vs. User Trust: In one study, rule-based explanations
were evaluated and performed poorly on the criteria of objective correctness and redun-
dancy. However, they were found to be more favorable in subjective trust when compared
to the feature attribution maps. This is because if-then rule-based reasoning better aligns
with lay users’ mental models of decision rules than heat maps do.

Conflict 3—Stability vs. Practical Utility: The instability of LIME across instances
has been noted, and it is identified as an objective weakness in relation to stability in the
reviewed literature. However, this does not always signify a decrease in utility. Particularly
in the context of exploratory model-debugging, different explanations can illustrate and
help capture different aspects of model behavior. This thus shows that the practical meaning
of an objective metric depends primarily on the use case in which it is applied.
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Table 9. Documented conflicts between objective and human-centered evaluation metrics in the
reviewed corpus.

References Objective Metric Result Human-Centered Result Type of Conflict

[127,128]
High fidelity scores reported for
CAM-family methods under
infidelity/sensitivity metrics.

Participants exposed to visual
explanations did not outperform
participants given no explanation
on a downstream prediction task.

Fidelity ̸= Decision-support value

[129–131]
Poor objective correctness and
redundancy scores for rule-based
explanations.

Higher subjective trust ratings than
feature-attribution maps; if-then
structure matches users’ mental
models more closely.

Quality ̸= User trust

[112] + corpus
Low stability scores for LIME
across runs (instability documented
in reviewed studies).

Varying explanations prove useful
in exploratory model-debugging
contexts by revealing
complementary facets of model
behavior.

Stability ̸= Practical utility

• Objective evaluations: This category includes studies that use automated techniques
and objective criteria to assess explainability techniques.

• Human-centered evaluations: These studies use a human-in-the-loop methodology
to assess explainability techniques by incorporating end users and taking advantage
of their comments or knowledgeable decision-making.

In [70], a similar dual-categorization scheme was proposed; however, the two cate-
gories were denoted as heuristic-based and user-based metrics. Model sizes and other
numerical measurements made up of mathematical objects are included in the former
category [132,133]. This clear explainability indicator is based on the idea that as the
size of a model increases, people will find it more difficult to understand. This assump-
tion was proven to be false, though. Because larger models provide more information
pertinent to categorization and smaller models are unlikely to confuse users, users per-
ceived some larger models as being more intelligible than some smaller ones. This finding
emerged from the human-centered evaluation study carried out in [134]. A different classi-
fication scheme was introduced in [71], comprising three assessment metrics categories:
application-grounded, functionally grounded, and human-grounded. The functionally
grounded and human-grounded metrics are equivalent to the user and heuristic-based
metrics suggested in [135]. By comparing the productivity enhancement of an insignifi-
cant number of users who adhere to these explanations over those provided by human
engineers, as in [136], application-grounded metrics evaluate the quality of machine-made
explanations of data-driven models. They can be combined with human-centered ones
since they include people.

10.1. Objective Evaluations

Academics proposed several metrics to formally and objectively assess the explainabil-
ity techniques. There is a general agreement in the scientific literature that simpler learning
methods, such as decision trees and linear regression, can produce conclusions compared
to more intricate methods, like neural networks, since they are inherently self-interpreting.
However, these less sophisticated methods typically do not generate models as accurate as
those produced by more sophisticated ones. Numerous variables, namely learning architec-
ture, learning algorithm, and hyper-parameter setting, affect models’ interpretability.

• Two approaches of explainability, Explain and Ime [137,138], were used to measure
the increase in sales department productivity using a few formal metrics or sales
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performance indicators. In a real-world business, the system was tested extensively,
and the sales performance metrics were tracked. The indicators corroborated the
idea that, unlike the mental models of sales experts based on their prior experience,
data-driven explanations facilitate unbiased decision-making. The forecasts based on
the Explain and Ime explanations outperformed initial sales forecasts.

• The explainability of methods creating visual explanations of a neural network trained
to identify images was evaluated using two quantitative criteria presented in [139].
The first evaluation metric, i.e., filter interpretability, takes into account six different
categories of semantics for CNN filters that need human annotation at the pixel level:
components, sceneries, materials, textures, colors, and objects. The metric calculates
the areas where these annotations intersect with the distribution of a filter’s activation
values over a heatmap. It can be said that the filter represents these semantic notions
if there are areas of overlap since the distances between an item’s parts must be nearly
invariant. The second metric, i.e., location instability, determines whether a CNN
locates the pertinent portions of the same object, shown in several images, at a virtually
constant relative distance.

• The authors in [127] suggested two substitute measurements: the first, i.e., infidelity, is
the anticipated variation between the dot product of a notable input disturbance and
the subsequent output perturbation; the second is sensitivity, measuring how much a
minor perturbation in the input examples affects a visual explanation and the ensuing
output disturbance.

• The effectiveness of rule-based explanations in [129] was evaluated by determining
the percentage of invalid rules that are said to be false. Instead, the rules that were
shown to be correct were divided into two categories: rules that were minimum and
correct and those that were redundant, i.e., they could be eliminated without affecting
the rule set’s ability to forecast the future.

• In [140], a general evaluation metric was suggested for explainability in post hoc
methods. It is based on the possibility of presenting circumstances that are artifacts, or
“counterfactual examples,” that are not justified for the classifier and independent of
prior knowledge. Such a situation may arise when a model has to predict something
beyond its training set. These examples are generated via an algorithm that uses the
lowest perturbation that alters the anticipated observation classes. Therefore, these
classes remain linked to the supplied data and prevent the creation of examples that
logically or practically reflect impossible scenarios.

• Automatically evaluating textual explanations [141] generated by explainability al-
gorithms via three automated quantitative criteria aimed at evaluating the quality
of text documents: using pre-trained word embeddings, the automatic NT transla-
tion metric (METEOR) estimates the semantic similarity between words in sentences,
and consensus-based image description evaluation (CIDE) compares sentences gen-
erated by neural networks to human-written explanations by counting “Term Fre-
quency–Inverse Document Frequency”-weighted n-grams. The last one is the bilingual
evaluation understudy (BLEU) metric, which measures sentence similarity based on
the average percentage of n-gram matches.

10.2. Human-Centered Evaluation

When explanations assist users in creating a thorough and accurate mental model of
a model’s inferential process, they are considered efficient. Numerous scientific papers
examined the extent to which one or more approaches could be explained [142]. Figure 7
provides a diagrammatic representation of a human-in-the-loop approach. Two types of
human subjects were used in these investigations. First, participants were encouraged to en-
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gage with one or more explanatory tools and provide feedback by filling out questionnaires.
Participants were randomly recruited from the general public without previous technical
or domain knowledge. Second, domain experts were asked to provide knowledgeable
evaluations of the explanations generated by these methods and evaluate the uniformity
of the explanations with the domain knowledge. Depending on the type of questions
asked of participants, the scientific papers can be divided into two groups (see Table 10).
Quantitative studies rely on closed-ended questions that are simple to analyze statistically.
However, qualitative research uses open-ended questions to gain deeper insights.

Figure 7. Overview of explainability methods and human-centered evaluation approaches in the XAI
assessment framework: qualitative (open-ended surveys) and quantitative (closed-ended surveys)
strategies used to assess machine-generated explanations across the reviewed studies [71].

Table 10. Categorization of some scientific papers aiming to evaluate explainable AI models based on
human-centered metrics.

Construction Approach Measure Type Output Format Reference

Autonomous Agents Qualitative Textual [142]
Data Clustering Qualitative Mixed [143]
Learning Systems Qualitative Textual [144]
Neural Networks Qualitative Visual [145]
Case-based Reasoning Quantitative Mixed [146]
Neural Networks Quantitative Visual [128]
ML (Model-agnostic) Quantitative Rules [131]
Rule-based-classifier Quantitative Mixed [130,147]

10.2.1. Qualitative Methods

• To evaluate end users’ situation awareness when engaging with autonomous intelli-
gent agents, the Situation Awareness-based Global Assessment Technique (SAGAT)
was proposed in [143]. The objective was to evaluate whether the explanations offered
have sufficient details to enable people to carry out their responsibilities. Users were
asked to assess the situation after simulations of representative tasks, which require
the assistance of an autonomous agent, were frozen at randomly chosen moments in
the SAGAT test.

• In [144], a qualitative evaluation of the Mind the Gap Model (MGM) approach’s
interpretability for explainability was conducted. Using the most pertinent attributes,
the MGM grouped the input dataset’s data. Participants had access to both raw data
and data clustered using the MGM and K-means. They were allotted five minutes
to draft an executive summary of each data representation, consisting of two to
three sentences. They could not summarize the raw data within the allotted time
frame; however, they could do it for the data that contained the clustering MGM
and K-means.

• The need for XAI in intelligent tutoring systems (ITSs) was investigated in [148]. In an
interactive simulation, study participants were instructed to use an ITS that offered
tools for exploring and elucidating an algorithm for constraint fulfillment problems.
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The exploration tool provided instructions to the participants through a textual hint
message. They were allowed to choose whether they wanted an explanation provided
for each hint or not.

• Three further methods, activation maximization, sampling units, and linear combina-
tion, were contrasted in [146] to produce heatmaps that highlight the key input image
elements. Activation maximization involves selecting input properties that increase
the activation of a single hidden neuron. A sampling unit calculates the likelihood
that each sample will be assigned to a class and sets the value of a neuron to one.
Finally, linear combination entails choosing the neuronal connections with the highest
weights between two adjacent layers. Rather than employing any objective criteria,
the authors subjectively contrasted these methods through a visual examination of the
heatmaps and an analysis of the connections between them.

10.2.2. Quantitative Methods

• To test the Bayesian case model (BCM) [149], participants classified sixteen recipes
that were only composed of a set of ingredients into the appropriate category (for
example, a recipe for cookies had to be categorized under the category “cookie”). The
number of recipes that were successfully classified was then counted. The BCM was
contrasted with latent Dirichlet allocation (LDA), a clustering technique focused on
identifying comparable features in the data.

• A test of GAN dissection was performed in [150] using a similar setup. Images report-
ing highlighted patches displaying the most strongly activated areas for every unit at
every intermediate convolutional layer of a DNN were shown to the participants. Each
layer received labels for various parts, objects, scenes, textures, materials, and colors.
Then, it was matched with a semantic. For instance, the semantic might comprise
this list, and images with flowers would be labeled “flower”if a DNN was trained
to identify a list of objects in input images, such as vehicles and flowers. Regarding
whether the highlighted patches were related to the label, participants were asked to
answer yes or no.

• In [145], the ability of Anchors and LIME to assist end users in projecting the predic-
tions of an image classifier was evaluated. Ten random test instances were presented
with two rounds of explanations produced by either LIME or Anchors. The partici-
pants were asked to predict which output class the classifier would assign to each of
the ten instances.

• In the human-centered experiment conducted in [128], participants were divided into
four groups and given no explanations apart from textual, verbal, visual (created with
LIME), and vocal stimuli. A 7-point Likert scale and open-ended questions were used
to obtain participants’ feedback regarding the explanations.

In conclusion, these metrics provide a comprehensive evaluation of the explainable
convolutional neural model, considering the architecture of the entire network and human
understanding. This combination is considered as a challenge to ensure efficiency and
reliability in complex neural networks.

10.3. Benchmarking Gap

Among the 154 reviewed studies, none focused on a community agreed-upon XAI
benchmark suite that is analogous to the standard accuracy benchmarks regarding com-
puter vision. Most objective evaluations are restricted to the studies’ particular datasets,
and other protocol choices are made arbitrarily. Examples include the selection of perturba-
tion strategy to apply when calculating the infidelity/sensitivity metrics, or the selection
of annotation granularity to apply for the filter interpretability metrics. The diversity in

https://doi.org/10.3390/make8080220

https://doi.org/10.3390/make8080220


Mach. Learn. Knowl. Extr. 2026, 8, 220 29 of 38

human-centered evaluations is even more pronounced in terms of participant recruitment,
task design, and sample size. The lack of common benchmarks and standardized metrics
results in most of the cross-study comparisons being estimates. For instance, the two
studies may evaluate “fidelity” independently, and thereby use different datasets and
perturbation strategies, and as a result, their conclusions would be literally incomparable.
Establishing community agreed-upon XAI benchmark suites for saliency maps, feature
attribution, rule-based and counterfactual explanations, and other XAI methods is one of
the most pressing infrastructure demands of the domain. In Section 11, we revisit the gap
and propose concrete strategies.

Table 11 puts the dual-reporting recommendation into practice. For the four
explanation-output types detailed in the previous taxonomy, it describes the most suitable
objective and human-centered metrics. An evaluation protocol designer can pick the most
suitable metric pair from this table that aligns with both the explanation type being pre-
sented and the intended use case of the evaluation. This approach avoids the problem of
using the most common metrics for the sake of using metrics.

Table 11. Recommended evaluation metrics by explanation type.

Explanation Type Recommended Objective Metric Recommended Human-Centered Metric

Saliency/visual maps Infidelity, sensitivity [127]; location instability [139] Qualitative visual-comparison studies [146]
Rule-based explanations Rule correctness and redundancy [129] Task-performance studies [145]
Feature-attribution methods Shapley-value consistency checks [113] Subjective trust/Likert-scale studies [128]
Counterfactual explanations Validity-of-counterfactual checks [140] User-comprehension studies [142]

11. Challenges and Future Directions
This review offered an overview of various progressions and facets within the field

of XAI. However, because XAI is a relatively new and expanding field, many unresolved
research and operational issues, as shown in Figure 8, will need to be taken into account as
the field develops.

The first thing that springs to mind is how various explanation models mesh with one
another. A closer examination of the proposed techniques reveals that although there is
some overlap among the different explanation types, they seem to be widely divided, each
focusing on a distinct subject. Furthermore, it is not evident how to combine them to create
a more comprehensive explanation, making it more difficult to agree on what constitutes
a comprehensive explanation or build pipelines that attempt to automate explanations.
Practically speaking, there are not many XAI techniques with effective implementations,
which may be explained by the fact that the area is still young and developing, yet it still
increases the difficulty of implementing XAI in large-scale applications. Creating more
robust model-specific strategies is another area that will attract further focus. The benefit of
this approach is that the ensuing methods could use the unique characteristics of a model
to generate explanations, likely increasing fidelity and enabling a greater understanding
of the model’s internal dynamics rather than just describing its output. In addition, since
the new algorithms do not rely on expensive approximations, it would likely be easier to
find efficient algorithmic implementations. Building trust in the explanations themselves
is a broader issue raised by this last point and needs to be addressed. As previously
indicated, current studies have demonstrated how several frequently used XAI techniques
are susceptible to adverse attacks. Hence, questions arise regarding the credibility of an XAI
technique result. Furthermore, there are other relevant questions in the literature regarding
the suitability of some of the suggested methods to handle broad explainability [131].
Hybrid models combining the expressiveness of opaque models with the interpretable
semantics of transparent models [113], where neural networks and linear regression are
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combined, represent another research area that has recently gained momentum. This
approach may facilitate the development of explainable models that close the divide
between opaque and transparent models. Finally, as XAI develops, new methods should
incorporate ideas from causal analysis [151,152], which is already a significant factor in
basic issues in other fields, such as bias and fairness in machine learning [153,154]. Thus, it
is expected to play a crucial role in the development of the XAI literature.

Generating better
Explanations

Combining explainability
methods

Improving model-specific
methods

Making
Explanations easier

Automating explanations

Improved libraries &
packages

Tackling emerging
issues

Adversarial Attacks

Tailoring explanations
for Stakeholders

Exploring New
Approaches

Causality

Models with advanced
explainability

Figure 8. Unresolved research and future operational issues in XAI.

12. Summary and Outlook
A consolidated overview of XAI methods for CNNs is provided, including their

assessments and how they are integrated and used across different fields. An overview of
intrinsic and post hoc methods is provided, which includes modification of architectures,
simplification of architectures, feature relevance, and visual explanation. Both objective
measurements and human-centered evaluation metrics are discussed. The application
domain for practical explanations, organized by methodological approach and assessment
framework, is detailed, with special attention to works published between 2020 and 2025
and a small number of prior seminal works.

Patterns show across multiple domains. In healthcare, post hoc visual explanation
methods such as Grad-CAM and its variants are utilized almost exclusively. This is
largely due to the heatmaps being directly interpretable by clinicians, as well as their
use not requiring infrastructure changes to existing diagnostic models. In computer vision,
gradient-based methods are the most prevalent in tasks that involve object detection and
image classification. In these cases, SHAP and DeepLIFT, which are methods of feature
relevance, are preferred in the context of model audits. In finance, due to the requirements of
regulations for explanation to be consistent and reproducible, the model-agnostic methods
are preferred, and due to the link to cooperative game theory, SHAP outlines the most
frequent examples. In cybersecurity and in autonomous systems, explanation methods
remain largely unexplored, and the studies considered the most use post hoc methods in
a general framework. In all areas, especially when it comes to the simultaneous review
of objective and human-centered metrics, research is still in its infancy, and there are no
standard frameworks for the comparison of explanation methods across these disciplines.

This review offers practical advice based on a systematic synthesis of XAI method-
ologies and their relevance to CNNs. Four analytical dimensions of the reviewed method-
ologies describe their explanation timing, model dependency, output type, and target
component. In some scenarios, lightweight, post hoc methods like LIME are adequate
for local interpretability, while, in other scenarios, model-specific methods like LRP or
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Grad-CAM are necessary to provide higher fidelity or architectural transparency. The
persistent gap between objective evaluation metrics and human-centered assessments is
made explicit, together with a dual-reporting recommendation to support more rigorous
and comparable evaluations across studies.

We present a perspective that attempts to address identified gaps. First, we claim
that, within the context of CNNs, the formulation of standardized XAI benchmarks is an
urgent matter because it will allow for the rigorous and scalable comparison of explanation
methods, datasets, and applications. We claim that the scalability constraints of post hoc
methods for large models need to be resolved within the context of Shapley values and/or
gradient-based attribution computing, via approximation and/or parallelization. We state
that the main design goal for explanation methods should be the robustness of adversarial
attacks, especially given the vulnerabilities of LIME and SHAP, which are among the most
popular. We also claim that the design of XAI will be enhanced with early human alignment
and coworking participatory evaluations of end users in the design of XAI, throughout
the process, rather than at the end. We also claim that the priority of the design of XAI,
along with deep hybrid architectures, should be the exploration of the transparency of
these architectures. We conclude that the design of CNNs within the scope of federated
learning, generative modeling, and multi-modal synthesis remains an important and largely
unexplored research area.

For practitioners, we outline a path from application scope to XAI method selection,
coupled with specific evaluation and assessment needs, while for researchers, we establish
a research and development agenda to help lower the barriers to the design of embedded,
transposable, and human-centered explainability across deep learning models in order to
enhance the transparency, trust, and accountability of AI systems, especially in the fields of
healthcare, finance, and computer vision.
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