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Abstract: Newer variants of the Fujisaki-Okamoto transformation are used in most candidates of
the third round of the NIST Post-Quantum Cryptography standardization call in the category of
public key encryption schemes. These transformations are applied to obtain a highly secure key
encapsulation mechanism from a less secure public key encryption scheme. Furthermore, there are
five candidates (three finalists and two alternatives) that passed to the third round of the process
and whose security is based in lattice problems. This work analyzes the different ways in which
the lattice-based candidates of the NIST call apply the Fujisaki-Okamoto transformation and the
particularities of each application. The study of such differences and their repercussion in the design
of the proposals will allow a better understanding of the algorithms. Moreover, we propose a
modification of the Kyber algorithm—the only public key encryption candidate established as a
PQC standard by NIST in its more recent publication—in order to avoid the re-encryption in the
decapsulation algorithm and, in this way, to reduce the side channel attacks vulnerability.

Keywords: Fujisaki-Okamoto transformation; key encapsulation mechanism; lattice-based cryptog-
raphy; post-quantum cryptography; public key encryption
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1. Introduction

Nowadays, no one doubts that the increase in computing power of quantum com-
puters is a real threat for current asymmetric encryption systems and protocols. Shor’s
algorithms [1] and quantum computers with enough computing power will break the
asymmetric encryption schemes whose security is based on the integer factorization or
discrete logarithm problems.

Post-Quantum Cryptography (PQC) is quickly becoming a greater need; however,
there are still several flaws in the general knowledge of how the current PQ schemes
work. The Fujisaki-Okamoto (FO) transformation (with its particular variances) defines
the structure of the final scheme and its final semantic security. In fact, there are other
factors affected by the design choices made in the application of the transformation, such as
vulnerability to side-channel attacks or the anonymity of the cryptosystem. The National
Institute of Standards and Technology (NIST) launched an international call to select PQC
standards, that is, sufficiently secure algorithms for resisting quantum computers attacks.
This call affects to two different categories or asymmetric protocols types: Public Key
Encryption (PKE)/Key Encapsulation Mechanism (KEM) and digital signature schemes.

In all the lattice-based candidates in the PKE/KEM schemes category that were in the
third round of the NIST call, a variant of the Fujisaki-Okamoto transformation is used in
order to obtain a highly secure KEM from a less secure PKE scheme. For this reason, it is
important to analyze the different ways the lattice-based candidates of this round of NIST
call apply the FO transformation and the particularities of each application. On the contrary,
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the finalist and alternative proposals related to digital signatures in such a round do not use
the FO transformation; hence, they are not part of this study. In our knowledge, an analysis
showing such differences and their repercussion in the design of the lattice-proposals
(NTRU, SABER, FrodoKEM, CRYSTALS-Kyber, and NTRUPrime) has not been made. We
can just mention the work [2], where the authors analyzed the FO transformation for the
code-based algorithms of the NIST call.

Public key encryption or asymmetric encryption is commonly used to develop hybrid
schemes, which means schemes that use symmetric and asymmetric encryption. In hybrid
schemes, the asymmetric scheme is used to perform a key exchange, and the symmetric
scheme aims to cypher a message (this process may take two steps or just only one step
for key exchange and cypher processes). Keeping in mind that symmetric encryption will
withstand the quantum threat better than the asymmetric counterpart, the attention of the
NIST standardization process focuses on public key schemes specialized in key exchanges,
which are called KEM. Newer versions of the FO transformation consist of particular KEM
constructions in which a PKE with a lower security assumption is used as the central part
of the scheme.

The FO transformation was introduced by Fujisaki and Okamoto in 1999 [3]. Originally,
this transformation used a PKE, a Symmetric Key Encryption scheme (SKE), and hash
functions to define a hybrid encryption scheme [4], with a security reduction of the security
of the PKE and the SKE. Improved versions of the FO transformation have been proposed
over the years, and they are employed to design highly secure public key encryption
schemes. Among others, Hofheinz et al. [5] proposed the PKE/KEM transformation
and some variants in order to provide tighter security proofs. They also considered a new
transformation that is secure under a quantum model. Other publications (see [6,7]) studied
the quantum security of the transformations proposed by Hofheinz et al. In any case, all
candidates included in the third round of the NIST call, in the PKE/KEM category, use the
FO transformation.

The objective of this work is to analyze and to study the use of the different versions
of the FO transformation in the NIST third round lattice-based finalist and alternative
proposals. Moreover, as there are several side-channel attacks against such proposals,
mainly based on the re-encryption process, we propose a modification of Kyber algorithm,
as an example, to reduce the efficiency of such attacks.

The rest of this paper is organized in the following way. In Section 2, the theoretical
background of lattices problems is introduced. The main side-channel attacks against
lattice-based KEM proposals are shown in Section 3. Section 4 contains the definition of the
different FO transformations and the security reduction of each one. In Section 5, the lattice-
based algorithms that are the finalist or alternatives in the PKE/KEM category of the NIST
call are studied. This study is focused on the variant of the FO transformation that is applied
and how it is applied. Section 6 introduces a structure, in particular devised for Kyber
algorithm, intended to protect the cryptosystem against side-channel attacks exploiting
the use of re-encryption. Finally, in Section 7, the applications of the FO transformation are
analyzed and conclusions are drawn on the conducted study.

2. Theoretical Notions
2.1. Notation

In this work, we will consider that a Probabilistic PKE (PPKE) is a set, 7t, composed
by three algorithms: key generation, G’, encryption, £, and decryption, D, and a couple of
sets M and C, where M is the set of possible messages and C is an optional randomness set.
In short, 1 = {G', £, D, M, C}. In the particular case when the PKE is deterministic (DPKE),
then C is not considered. Moreover, M can be omitted if it is not necessary to specify it.

A KEM is a set made of three algorithms: key generation, G, encapsulation, £c,
and decapsulation, Dc. We will denote this set by x = {G, Ec, Dc}.

The correctness of a PKE is defined as the probability of generating invalid ciphertexts,
that is, ciphertexts obtained by the encryption algorithm so that if the decryption algorithm
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takes them as input, the decryption outputs give an error (say 1). We say that a given PKE,
n = {G',&,D, M}, is perfectly correct if for any pair of public and secret keys, (pk, sk),
generated by G, for any message, m € M, and c defined as ¢ := £(pk, m), then

Pr[D(sk,c) = m|c = E(pk,m)] = 1.

A PKE 7 is said to be y-spread if for every pair of public-secret keys, (pk, sk) < G/,
and every message m < M, it is verified that the image of £ is sufficiently random, that is,

v(pk,m) = —log max Pr,. clc=E(pk,m,r)] > 1.

celm(€)

2.2. Some Security Aspects

The main reason to apply the FO transformation is to obtain schemes that provide a
strong notion of security, starting from a weaker one.
One-Way Encryption:

The One-Wayness (OW) notion of security is frequently seen as a weak definition of
asymmetric encryption security. We consider the PKE 7 = {G,&, D, M, C} and let A be an
adversary against 7. This adversary receives an encrypted message ¢ = £ (pk,m); then,
he has to make a guess on the original plaintext, and the attacker can consult an oracle
to make the guess. Depending on the oracle 0%, the attack is defined in a different way.
The advantage of the attacker is defined in the same way, independently of the oracle,
and is denoted as OW — x. For k € N, the advantage of A is defined as

Advglwﬂ:;w(k) = Pr[(pk, sk) < G,c « E(pk,m;r): AOA(C, pk) = m}

The possible oracles that can be considered provide in the following attacks:

e If A has no oracle, then the attack is defined as a One-Way-Chosen-Plaintext Attack
(OW-CPA).

e If 0% is a Plaintext checking oracle (PCO), then A is defined as a One-Way-Plaintext-
Checking-Attack (OW-PCA). This oracle works as follows: if D(sk,c’) = m' then
Pco(m’,c") = 1; else Pco(m’,c') = 0.

e If O/ isa Ciphertext validation oracle (CvVO), then A is defined as a One-Way-Validation-
Attack (OW-VA). This oracle works as follows: CVO takes c as input and calculates
m* < D(sk,c); if m* € M returns 1; else returns 0.

e If O encompasses both a plaintext checking oracle and a validation oracle, then A is
defined as a One-Way-Plaintext-Checking-Validation-Attack (OW-PCVA).

The adversary, A, is not allowed to directly ask the oracles about the plaintext m or
the ciphertext c.

Definition 1. Let ATK € {CPA, PCA, VA, PCVA}. A PKE, denoted by 7, is said to be (€, t,q)-
secure in the OW-ATK sense if for all OW-ATK adversaries, A, which runs in time at most t and
makes at most q queries to an O oracle, has

AdoQVATK(A) < e.

Strong Security Notions:

INDistinguishability under Chosen Ciphertext Attacks (IND-CCA) was established as
the target for semantic security by the NIST. Here, we introduce the formal definition of
IND-CCA and Indistinguishability under Chosen Plaintext Attacks in the Random Oracle
Model (ROM).

Let A = (A1, Ay) be an adversary against a PKE, 77, that behaves as follows. First of
all, a key pair (pk, sk) < G is generated and it is set as a random value b < {0,1} (both
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the keys and b are unknown for A). A; (A finds the way) takes the public key as input and
generates two valid plaintexts, mg, m1, and a value s

Aq(pk) = (mo,my,s).

To generate these outputs, A; can query two random oracles, H and G. Setc = £(pk, m;)
(remember that b is still unknown to the attacker). A, (A guesses the way) takes s and c as
input and makes queries to the random oracles until it is able to make a guess and outputs
b' € {0,1}. The adversary is successful if b’ = b. The advantage of A, as an IND-CPA
adversary, is defined as follows:

G, H + O; (pk,sk) «+ G;
Ado™NPCPA(A) = 2. Pr| (g, my,s) < AlGrH(pk);b +r{0,1}; | — 1
¢+ E(pk,my): A5 (s,c) = b

Definition 2. An adversary A (t,qg, qy, €)-breaks 7t in the sense of IND-CPA in the ROM if A
runs in at most time t, asks at most qq queries to G, asks at most qj, queries to H, and achieves
AdvIND-CPA(A) < e. An encryption scheme, 7, is (t,qg, qy, €)-secure in the IND-CPA sense if
there is no adversary that breaks it in that sense.

A stronger security assumption than IND-CPA is INDistinguishability under Chosen
Ciphertext Attacks. This definition of security can be defined for a general public key
encryption scheme. However, since in this work, this definition is only used on KEMs, we
presented here the KEM version (that slightly differs from the PKE one). In this case, access
is given to the adversary to a decryption oracle, in addition to the other oracles that are
the same as in IND-CPA. A decryption oracle is an oracle that takes any ciphertext and
decrypts it, but it cannot take the challenged ciphertext as a valid input. The advantage for
IND-CCA security is defined as follows.

G, H < O; (pk,sk) < G;b <+ {0,1};

IND-CCA( 4\ — 1 .
Advr (4)=2-Pr (Ko, c*) < Encaps(pk); Ky g K: AGHDPsk(s,c) = b

—1.

The final security notion considered is called Disjoint Simulatability (DS). Let Dy, be a
distribution over the message space, M, of a deterministic PKE. Then, the DPKE scheme
is D) disjoint simulatable if the ciphertext of a message that is distributed according to
Dy can be simulated by a simulator that does not know the message, and the simulated
ciphertext is invalid (i.e., it does not belong to the image of the encryption algorithm) with
overwhelming probability [6].

Generally speaking, to prove the security of a primitive, say P, under the hardness
of a given problem denoted by S, a reduction algorithm, called R, is constructed, which
uses an adversary, A, against the security of P as a subroutine and can solve the problem
S[6]. If (t,7) and (¢, r") denote the running time and success rate, respectively, of A and R,
it is said that a reduction is tight [8] if t ~ ' and r ~ r’. Tight security guarantees that to
break the security of the primitive P implies to break the problem S. Moreover, if a security
reduction is non-tight, P is not guaranteed to be hard to break even when S is [7]. Usually,
a parameter adjustment is needed to maintain the correct security reduction.

2.3. Lattice-Based Problems

Lattice-based cryptography has proven to be one of the most promising mathematical
backgrounds to post-quantum algorithms. There are two classical problems used in lattice-
based cryptography, the Shortest Vector Problem (SVP) and the Closest Vector Problem
(CVP). However, most of the NIST call candidates base their security in the Learning With
Errors (LWE) problem.

Given a lattice L, the LWE problem can be stated as follows: given pairs (a;, b;), such
that a; <—g L and b; = (s, a;) + ¢;, where ¢; <—r x is an error, sampled by an error distribu-
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tion x (Gaussian, binomial, etc.), the goal is to find the secret vector s € L. The notation
<R denotes that the elements are chosen uniformly at random. In general, if no algebraic
structure on the lattice is considered, then L = Zj. The objective of the problem is to
determine the vector s from several samples such as the following ones:

a; €7, b= (s,al) +e1,
a €Zy, by=(sa)+te,

a, € ZZ;, by = (s,a,;) +e;.

If the error e¢; is not added to the inner product of s and a;, then s can be recovered
efficiently by the Gaussian elimination method in the expression b = As, where A is the
matrix of vectors a;.

Given a ring, R, the Ring LWE problem (RLWE) is the same problem defined above,
but now, (a,b) € R x R. In general, the considered ring is R = R; = Zg[x]/(x" £1).
The structure of the ring allows simpler computation with smaller keys; however, it may
also have a higher vulnerability to attacks that can exploit such a structure. Moreover,
the Module LWE (MLWE) problem is analogous to the RLWE problem one but considering
a module structure instead of a ring structure. Finally, the Module Learning With Rounding
(MLWR) problem is a variant of the MLWE in which the small error terms are determined
from the beginning, instead of sampled, and this error is avoided by rounding from one
modulus to a smaller one.

3. Side-Channel Attacks

As mentioned above, many KEMs constructions are based on the FO transformation,
which allows building a CCA secure scheme from a CPA secure PKE scheme. The FO
transformation decrypts the ciphertext with the PKE to retrieve the message m. Later, it
re-encrypts m, in a deterministic way, to obtain a ciphertext c. In this way, any ciphertext,
¢/, that is invalid, i.e., not generated by the CPA PKE scheme, will lead to a ciphertext ¢
such that ¢ # ¢’ with a negligible probability. In the case of having an invalid ciphertext,
the CCA KEM will return either a random message that cannot be used by the adversary or
simply and error message, say L. It has been proved [3,5-7,9] that the FO transformation
is secure from a mathematical point of view, but several works have shown that this is
not completely true when side-channel attacks are considered. These physical attacks
exploit the leakage of intermediate computations to circumvent the mathematical security
of the implementation. Briefly, an adversary can perform a CCA (chosen-ciphertext attack)
against the part of the scheme that is only CPA secure.

For example, Ravi et al. in [10] demonstrated generic and practical electromagnetic (EM)
side-channel assisted chosen ciphertext attacks over LWE- and Learning With Rounding-
based PKE and KEM secure in the IND-CCA security model. They showed that such
side-channel information can be efficiently used to instantiate a plaintext checking oracle,
which provides binary information about the output of the decryption algorithm, which is
typically concealed within IND-CCA secure PKE/KEMs.

Moreover, in [11], a side-channel attack on a first-order masked implementation of
IND-CCA secure Saber KEM is presented. The authors showed how to recover both the
session key and the long-term secret key from 24 traces using a deep neural network created
at the profiling stage.

Two security games related to finding decryption failures were introduced in [12].
The first game consists of capturing the computationally hard task of using the public key
to find a decryption failure, and the second one is to capture the statistically hard task of
searching the random oracle for key-independent failures.

In [13], the authors presented a side-channel analysis against KEMs based on the FO
transformation. In this case, the attack exploits a side-channel leakage that happens when
the re-encryption is executed in the decapsulation of the KEM. In particular, the attack
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studied the use of a pseudo-random function during the re-encryption. The leakage is used
as a plaintext-checking oracle that tells whether the decryption result is equivalent to the
reference plaintext. Due to the generality and practicality of such an oracle, the proposed
attack can attain a full key recovery of various KEMs where an active attack on the under-
lying PKE is known. Ueno et al. demonstrated that the proposed attack can achieve a full
key recovery on most NIST PQC third-round PKE/KEM candidates. The algorithms in
the scope of these results are Kyber, Saber, FrodoKEM, NTRU Prime, NTRU, HQC, BIKE,
and SIKE.

Xagawa et al. in [14] investigated all NIST PQC round 3 KEM candidates from the
fault-injection attacks viewpoint: Classic McEliece, Kyber, NTRU, Saber, BIKE, FrodoKEM,
HQC, NTRU Prime, and SIKE. As we know, all KEM schemes use variants of the FO
transformation, so the equality test of re-encryption in decapsulation is critical. In fact, they
surveyed effective key-recovery attacks when the equality test can be skipped. Moreover,
as the open-source pqm4 library contains most KEM schemes (except Classic McEliece and
HQC), they show that a single instruction-skipping fault in the decapsulation processes
leads to skipping the equality test virtually for Kyber, NTRU, Saber, BIKE, and SIKE.

Xu et al. proposed in [15] adaptive EM side-channel attacks with carefully constructed
ciphertexts on Kyber, and they demonstrated that specially chosen ciphertexts allow an
adversary to modulate the leakage of a target device and enable full key extraction with a
small number of traces through simple power analysis.

Another attack against Kyber was proposed in [16]. In this paper, the authors showed
that it is possible to combine fault injections with the objective of mounting chosen-
ciphertext attacks. In fact, they presented an attack on Kyber which combines ciphertext
manipulation by flipping a single bit of an otherwise valid ciphertext with a fault that
corrects the ciphertext during the decapsulation process. Later, Hermelink et al. used the
Fujisaki-Okamoto transformation as an oracle and obtained inequalities involving secret
data, from which they could recover the private key.

More recently, Azouaoui considered the case of Kyber as an example of Simple Power
Analysis (SPA) against the re-encryption of schemes using the FO transformation and
the Differential Power Analysis (DPA) against the decryption, with shortcut formulas in
order to compare their strengths in function of the noise level [17]. They evaluated the
cost of preventing them with masking and later discuss tweaks to improve the situation
and enable a better leveling of the countermeasures. They concluded that current solu-
tions for securing KEM (such as Kyber) are unlikely to be efficient in low-noise settings
without improvements.

From the previous results, it is clear that some post-quantum KEMs are vulnerable to
Chosen-Ciphertext Side-Channel Attacks (CC-SCA). These attacks target the re-encryption
step in the FO transformation. To sufficiently protect PQC KEMs on embedded devices
against such CC-SCA, masking at increasingly higher order is required, which induces a
considerable overhead.

In [18], the authors proposed the use of a conceptually simple construction, the Encrypt-
then-Sign (£tS) KEM that reduces the impact of CC-SCA. This construction uses the
paradigm introduced by Zheng et al. [19] and analyzed by An et al. [20], and it instan-
tiates a post-quantum authenticated KEM in the outsider-security model. In particular,
Azouaoui et al. showed that a CC-SCA-protected £tS KEM version of Kyber requires less
than 10% of the cycles required for the CC-SCA-protected FO-based KEM, with the cost of
additional data/communication overhead.

4. FO-like Transformations

Several results and optimizations of the FO transformation have been proposed since
the publication of the seminal paper by Fujisaky and Okamoto [3]. Thus, Dent introduced
KEM constructions similar to those used in PQC [9]. Although Dent results are perfectly
valid today and also present tight security reductions in the ROM, those transformations are
only applicable to a deterministic and perfectly correct PKE. This was also a requirement



Mathematics 2022, 10, 2967

7 of 20

for the initial FO transformation in [3,21], where another version of the transformation,
named REAC/GEM, was described.

Probably, the most influential results in post-quantum cryptography regarding the
FO transformation are the results of Hofheinz et al. [5]. In this paper, a generalization of
Dent’s transformations was defined, drooping the imposition of deterministic and perfectly
correct PKE in some cases. Another feature of the transformations proposed in [5] is that
they highlight the need for tight security proofs, which are provided in the ROM. Finally,
in the article by Hofheinz et al., a transformation with a security reduction in the Quantum
Random Oracle Model (QROM) was defined; however, the security reduction is non-tight.

Later works, such as the one by Jiang et al. [7] and Saito et al. [6], gave proofs of
quantum resistance for certain transformations provided in [5], without considering some of
the additional structure that Hofheinz et al. applied in their work.

4.1. Obtaining a KEM from a DPKE

Given a DPKE, © = {G’,&,D}, the scheme followed to construct a KEM, x =
{G, Ec, Dc}, has been known since 2003 [9]. In this construction, the key generation algo-
rithm is the same for the DPKE and the KEM, thatis, G’ = G. The encapsulation algorithm,
Ec, generates a random plaintext, encrypts it by means of the encryption algorithm of the
DPKE, &, and considers the output of a hash function (or a key derivation function) of the
chosen plaintext as a shared secret. Finally, the decapsulation algorithm, Dc, considers the
ciphertext, decrypts it by using the decryption algorithm of the DPKE, D, and generates
the same shared secret. In this scheme, different intermediate steps are considered to obtain
strong and tight security reductions. This generic scheme is shown in Table 1, and it is
called the U transformation.

Table 1. Generic construction of a KEM from a DPKE (U transformation).

Ec(pk) Dc(sk,c)

m<«gr M m' < D(sk,c)

¢+ E(pk,m) If ¢ # E(pk,m’) then
K = H(m) return L

return (K, c) else return K = H(m')

4.2. Obtaining a DPKE from a PPKE

If a PPKE is given, it is possible to transform it by means of the so-called T transforma-
tion [5,9] into a DPKE. In this way, one can use the previous generic construction to obtain
a KEM from a PPKE by just using the T transformation.

If we consider a PPKE, 71, and a hash function, G, then the T transformation is defined
as follows:

T, Gl =n"={G", &%, D"},

which gives the following DPKE: the key generation algorithm is the same for both
PKEs, that is, G = G. The new encryption algorithm, £7, is defined by £7(pk,m) =
E(pk,m,G(m)) = ¢, where G(m) plays the role of random coins for £ in PPKE. More-
over, the new decryption algorithm, D7, decrypts a message in the same way that the
original one, i.e., m" = D(sk,c) and checks if m" = E(pk, m’, G(m')) (this computation is
a re-encryption). If the response is positive, the decryption outputs m’ = m and returns
error (denoted by L) in the other case. Table 2 contains the security reductions of the T
transformation depending on the underlying security and provides information about the
tightness of the security reductions in [5].

The T transformation has a key role in latticed-based cryptography, since several such
algorithms rely on it to be deterministic and have the security required to apply a certain
KEM construction. However, as was described before, this transformation introduced a
re-encryption component.
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Table 2. Security reductions proven in [5] for the T transformation.
Security QROM Tightness Requirements
T: OW-CPA = OW-PCA v - none
T: IND-CPA = OW-PCA v v none
T: OW-CPA = OW-PCVA v - y-spread
T: IND-CPA = OW-PCVA - v y-spread

4.3. Implicit and Explicit Rejection

The schemes proposed by Dent [9] were constructed with what is called “explicit rejec-
tion”, which is denoted by using the exponent *. This notion is related to the way in which
the KEM deals with either errors or invalid ciphertext when the encryption or decryption
algorithms of the PKE are used. In Table 1, one can see how the decryption algorithm
is executed during the decapsulation. In fact, let us suppose that the output is L, which
means there has been an error. If the transformation is designed with “explicit rejection”,
then the decapsulation automatically outputs L. On the contrary, if the transformation
is considered with “implicit rejection” (they are denoted by using the exponent *), the
decapsulation outputs H(s, ¢), which is the hash of a randomly chosen string s (in general,
s is chosen from the message set; it is defined in the key generation algorithm and is saved
as part of the secret key) and the ciphertext ¢ (sometimes a pseudorandom function is used
instead of a hash function).

In the NIST call algorithms, implicit rejection is more used than explicit rejection be-
cause the first one provides stronger security. Nevertheless, in these schemes, the secret key
is longer and the original PKE key generation algorithm must be modified. In Table 3, the
difference in the decapsulation between implicit (U#) and explicit (U') rejection schemes
can be appreciated.

Table 3. Decapsulation algorithm for U# and U transformations.

U#: De(sk, c) UL: De(sk,c)

m' < D(c,sk) m' < D(c,sk)

ifm' =1 ifm =1

return K := H(s, c) return L

else return K := H(m/, c) else return K := H(m’, ¢)

4.4. Shared Secret and Additional Hash

A classification of the U transformation, based on the definition of the shared secret,
was introduced in [5]. As we have mentioned before, the shared secret is defined by
using a randomly chosen plaintext, 1, and a hash function H. The notation used for the
transformations with shared secret, K = H(m), is a subindex ,,. In these cases, only a DPKE
algorithm can be considered. A different definition of shared secret, given in the same
paper, used the encryption of the randomly chosen plaintext, £(pk, m) = c. In this case,
the shared secret was defined as K = H(m, c¢), no subindex was used and there were no
requirements about the PKE.

In order to obtain quantum security, the use of an additional hash has been proposed
in [9] (its security proof was given in [5]). The use of an additional hash was denoted by
adding the letter Q in the notation of the transformation, and it is as follows: during the
encapsulation process, a value is defined, which is part of the output, say d = G(m). The de-
capsulation considers as input the pair (c, d), where c is the ciphertext. Then, when the
decapsulation checks if there was an error during the decryption (i.e., if £(pk, D(sk,c)) = c),
it also checks if d = G(m').
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4.5. Other Modifications

The design variations mentioned so far are the more common modifications in the
applications of the FO transformation. However, there are other modifications introduced
in the basic scheme (the transformation denoted as U). As it is further explained in Section 5,
the Kyber, SABER and FrodoKEM algorithms use the FO+ variant of the transformation,
although they introduce a change in the definition of the shared secret. This change is the
following: the shared secret is defined as K = H3(K, c), where c is the ciphertext and Kis
generated by a different hash function that takes as inputs H, (pk) and m, hence

(K, r) + Hy(Hi (pk),m). 1)

Notice that the notation for the hash functions is just based in the order in which
they are applied. In [22], K is denominated as a “pre-key” so, consequently, we say that a
transformation uses “pre-key” if it is designed in this way.

Algorithm 1 shows how the encapsulation works when the modification explained
above is applied. The use of a “pre-key” also affects the decapsulation in the same sense.
Before decrypting the ciphertext, Equation (1) is computed, and the shared secret is defined
as before K = Hj(K, ¢) (the final output of the decapsulation depends on the design of the
particular transformation). Algorithms such as FrodoKEM or Kyber also introduce changes
in the key generation process, simply including the Hj (pk) hash in the public key of the
KEM. If nothing is specified, the public key of the KEM and the underlying PKE will be
the same.

Algorithm 1 FO+' Encapsulation
m<+pr M
(K, 1’) — Hz(Hl (pk), m)
c=E(pk,m;r)
K = H3(K,¢)

return (K, ¢)

In the third-round submission of FrodoKEM [23], in regard to security, it is stated
that the theorems are still viable while using “pre-key” with just minor adjustments.
Grubbs et al. proved in [22] that the transformation FO' still provides the same security
reduction as FO# in the QROM.

Another modification of the basic scheme that Kyber [24] and SABER [25] introduced
in the transformation is what is denoted as the “nested” hashing of ciphertext in the key
generation in [22]. Again, this affects the definition of the shared secret. In this case, instead
of the ciphertext, a hash of the same ciphertext, K = H(K, F(c)) is used, in which F is a hash
function (since Kyber and SABER are the algorithms where the nested hashing is applied,
and in both algorithms, a pre-key is also used; we have followed their notation and we
write K). In their respective submissions, both algorithms established that this change does
not invalidate the previous results that ensure the security of the transformation. However,
in [22], it is argued that the same strategy that was used to prove the security of the FO*
cannot be applied here, and hence, the tightness of the security reduction cannot be assured
with this change introduced in the transformation.

If we consider the possible combinations of the presented structural aspects, we obtain
the transformations introduced by Hofheinz et al. in [5]. The composition of T and U*
transformations (* can be any of the notations introduced in Section 4) is defined as the FO
transformation in [5]. This composition is represented in Table 4 for the particular case of the
FO/ version. All the variants of the U transformation are represented in Table 5, in which
the security reduction of each transformation is also included. It also includes what can
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be found the security proofs in the QROM and the requirements of these transformations,
i.e.,, when the underlying PKE has to be deterministic or perfectly correct.

As one can see, combining Tables 2 and 5, the transformation FO# presented in [5]
has tight security reduction from IND-CPA to IND-CCA in the ROM. This is particularly
relevant, since a noticeable number of the finalist and alternative algorithms in the NIST call
use this transformation (FrodoKEM, SABER, BIKE, etc.). Hofheinz et al. also introduced the
security reductions in the QROM, and the scope turned toward these security reductions in
latter publications.

Table 4. Algorithms defining KEM# = U#[n7, H].

G Ec(pk) Dc(sk,c)
(pk',sk') + G’ m<+gr M m' < D(sk,c)
- If m= 1 and
S+pr M c < E%(pk,m,Hy(m)) £(pk,m!, Hy (') # ¢
sk := (sk',s) K < Hy(m,c) return K := Hj(s,¢)

return (pk/, sk) return (K, ¢)

else return K := Hy (m’, ¢)

Table 5. Transformations and the security proof sources.

Transformation %Sc;iv[ur 6&8% I{lgi\t,[ Sécl'{lgf\% DPKE Perf. Cor.
KEM# = U#[r, H| OW-PCA OW-qPCA [5] [7] N N

KEM* = Utr, H| OW-PCVA OW-qPVCA [5] [7] N N

KEM}; = U# [, H] OW-CPA OW-CPA, DS 5] [6,7] Y N [71Y [6]
KEM,. = U, [, H] OW-VA OW-VA [5] [7] Y N [7]

L el , OW-PCA,

QKEM;; = QU [, H, H'] OW.CPA OW-CPA [5,9] 5] N[51Y[9]  N[5]Y[9]
QKEM}; = QU# [, H, H'] OW-PCA OW-CPA 5] [5] N N

Only some of these transformations are applied to the lattice-based schemes of the

third-round NIST call; these are FO, U;,g and QU;;. All of them have tight security proofs
in the classical ROM [5]; however, the security proofs in the QROM are not tight. Only the

U, transformation has an almost tight security proof in the QROM as was given in [6].

5. FO Transformation Application in Lattice-Based Algorithms

All the finalist and alternatives of the NIST PQC call use the FO transformation. In fact,
most of the lattice-based algorithms use the FO* version presented before (see Section 4).
In the following, we analyze these proposals but not the rest of algorithms, i.e., NTRU,
SABER, FrodoKEM, CRYSTALS-Kyber and NTRUPrime.

5.1. NTRU

NTRU is a lattice-based KEM whose decisional version is reduced to the search RLWE
problem and consists in an IND-CCA secure KEM based on the NTRU DPKE. The version
of NTRU submitted to the third round is the culmination in the evolution of a family of
algorithms based on a very similar underlying PKE.

There are several variants of the NTRU cryptosystem, and the applied transformation
differs considerably on each case. Saito et al. [6] presented a version of NTRU that applies

the Uﬁ transformation, and the version of NTRU submitted to the third round of the
NIST call is quite similar to this one. The NIST version reduces the computational cost
of the decapsulation in the following way: instead of using re-encryption to check if the
decryption output is a correct plaintext as in [6], the decryption checks if the pair made of
the message and the randomness fulfils that (m,7) € M x C. If verified, then the decryption
outputs an additional value 0; else, it outputs an additional value 1. This way, during the
NTRU KEM decapsulation, there is no need to encrypt the obtained plaintext, which
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signifies an improvement in performance. The IND-CCA security of the KEM reduces to
the OW-CPA security of the DPKE [6].

Algorithms 2-4 show how the U, transformation is applied in order to define the key
generation, encapsulation and decapsulation algorithms for NTRU, respectively.

Algorithm 2 NTRU KEM KeyGen
(pk,sk') + G'(1")
s +g {0,1}2%
sk = (sk/, pk', s)
return (pk’, sk)

Algorithm 3 NTRU KEM Encapsulation(pk)

coins +g {0,1}2%

(r,m) <— Sample(coins)
c « E(pk, (r,m))
K + Hl(m)

return (¢, K)

Algorithm 4 NTRU KEM Decapsulation(sk, c)
Parse(sk) = (sk'||s)
(r,m, fail) «— D(sk',c)
K < Hy(m)
R <+ Hy(s,c)
if fail =0

return K

else

return R

5.2. SABER

SABER [25] is a lattice-based KEM based on a PKE scheme whose security relies on
the MLWR problem, in which the FO" transformation is applied to construct an IND-CCA
secure KEM. As was mentioned in Section 4.5, SABER design includes the use of pre-key
and nested hashing of the ciphertext to define the shared secret. In the submission of
this algorithm to NIST [25], the security proof from Hofheinz et al. [5] was considered.
This proof provides (tightly) IND-CCA security to SABER KEM in the ROM based on the
IND-CPA security of the underlying PKE. In the QROM, there is no tight security reduction,
but there is still a security proof by Jiang et al. [7].

Grubbs et al. [22] state that the IND-CCA security in the QROM for SABER cannot be
sustained as the security of the FO# transformation, since the use of pre-key and nested
hashing change the transformation in a significant way, and the strategies used in the
security proof are no longer applicable. However, the security proof of a variant of SABER,
called proto-SABER [26], which only uses pre-key in the definition of the shared secret, can
be adapted maintaining the same tightness as in [7].

Algorithms 5-7 show how the key generation, the encapsulation, and the decapsula-
tion work in SABER.
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Algorithm 5 SABER KeyGen
(seeda,b,8) + G’
pk = (seed 4,b)
pkh = Hi (pk)
z ¢+ {0,1}%°
sk = (z, pkh, pk,s)
return (pk, sk)

Algorithm 6 SABER Encapsulation(pk)
m g {0,1}2°
(r,K) = Hy(Hy(pk)|m)
c <« E(pk,m;r)
K = H(Hs(c)[|K)

return (¢, K)

Algorithm 7 SABER Decapsulation(sk, c)
m' « D(s,c)
(', R) = Ha (pkh )
<« E(pk,m’;1")

if c = ¢’ then
return K = H3(H;(c)|K")
else return K = H3(Hz(c)||z)

5.3. FrodoKEM

FrodoKEM is a KEM whose security is based on the LWE problem. This algorithm
is distinguished from other lattice-based algorithms because it does not use a ring or
module structure, which makes the algorithm gain security, but it loses in key length and
functionality. Currently, in the NIST proposal, FrodoKEM is considered as an alternative.
Regardless of this, NIST maintains it as the most promising alternative. The Bundesamt fiir
Sicherheit in der Informationstechnik (BSI) maintains its recommendation of FrodoKEM as
a PQC mechanism with a high security margin against future attacks. BSI considers that
FrodoKEM has not been included among the third-round finalists of the NIST PQC call
due to considerations of the efficiency of the mechanism, but there are currently no doubts
about its security [27].

In the case of FrodoKEM, the FOX" transformation is used, which is slightly different
from the FO# transformation (see Section 4.5). The first difference, which is specific to
the Frodo implementation, is that FO*' uses the same hash function to generate r and K.
Another difference between the transformation applied in FrodoKEM and FO* is the use
of a pre-key.

FrodoKEM is designed considering a hash function that takes as inputs a randomly
chosen plaintext and the hash of the public key and as output a large bit string. This bit
string is then parsed into r and k (K is generated from k and the ciphertext, which is the
pre-key modification). It is claimed that the use of a pre-key has the potential to provide
stronger multi-target security [23].

In relation to its security, in Th.5.1 of [28], it is proved that the IND-CCA security
of FrodoKEM reduces to the IND-CPA security of the underlying PKE. Similarly to other
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applications of this transformation, FrodoKEM proof of security in the QROM lies in the
results of Jian et al. [7,29]. The proof given in Th.5.8 of [23] provides a non-tight bound
for the IND-CCA security of any KEM in the QROM, which is constructed by applying
the transformation FO* to a OW-CPA secure PKE in the QROM. In [22], it is pointed out
that the security proof of Jian et al. is not compatible with the modifications made to the
transformation in the FrodoKEM submission; however, Grubbs et al. gave an alternative
security proof that maintains the same tightness.

The three algorithms defining FrodoKEM are shown as Algorithms 8-10. One can
appreciate that there is a similarity with SABER in the application of the T transformation.

Algorithm 8 FrodoKEM KeyGen
(pk,sk) « G’
s <—g {0, 1}fens
pkh = Hi (pk)
sk := (sk', s, pk, pkh)

return (pk, sk’)

Algorithm 9 FrodoKEM Encapsulation(pk)
m<—rM
(r, k) = Hy(Hy(pk)|Im)
¢+ E(pk,m;r)
K = Hs(c||k)

return (¢, K)

Algorithm 10 FrodoKEM Decapsulation(sk, ¢)
m « D(sk’,c)
(r',k") = Hy(pkh|lm)
Ky = Ha(c[[K), Ky = Hz(cl|s)
if c = E(pk,m’;1") then K’ = K,
else K’ = K}

return K’

5.4. CRYSTALS-Kyber

CRYSTALS-Kyber is another lattice-based algorithm. The security of the underlying
PKE is based on the difficulty of solving the MLWE problem. The algorithm achieves
IND-CCA security through the FO*' transformation to obtain an IND-CCA secure KEM,
whose security reduces to IND-CPA security of the PKE.

Similar to SABER, the transformation applied in Kyber introduces both pre-key and
nested hashing (see Section 4.5). In the submission of Kyber, there are not explicit results in
regard to the security reduction of the algorithm. Instead, the results of Hofheinz et al. [5]
are considered for the IND-CCA security of KyberKEM in the ROM. In particular, the
security reduction involves the FO/ transformation.

Kyber submission does not present any particular result with the security reduction of
the algorithm, although to support the IND-CCA security of KyberKEM in the ROM, the
proofs given in [5] that are applied to the FO transformation are considered.

In the QROM, the results from [5,6] are considered. It is claimed that these sources
provide a non-tight security reduction for the IND-CCA security of KyberKEM into the IND-
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CPA security of KyberPKE. However, none of these articles contain a suitable security proof
for the transformation applied in Kyber. In the Kyber submission [24], the construction of a
deterministic PKE is also considered; it is called DKyber.CPAPKE, which is supposed to be
pseudo-random in the QROM [6]. This PKE might be suitable for the U;,% transformation,
which has a tight security proof in the QROM [6].

Even if it is not considered in the same way as FrodoKEM or SABER, the results of
Jian et al. [7,29] can be applied to Kyber, giving it a non-tight security reduction in the
QROM. Although, similarly to SABER, the proof is not valid, since the algorithm applies a
nested hash, as is indicated in [22].

The hash functions G, H, and the key derivation function, KDF, are instantiated as
follows: H is instantiated with SHA3-256, G with SHA3-512 and KDF with SHAKE-256.
Note that these are not the only hash functions used in this algorithm, since the under-
lying PKE makes calls to other hash functions. More concretely, Algorithms 11-13 show
the three algorithms defining KyberKEM: key generation, encapsulation, and decapsula-
tion, respectively.

Algorithm 11 Kyber KeyGen
z +g {0,1}?%
(pk, sk') «+ G’
sk = (sK'[[pk|[H(pk) )
return (pk, sk)

Algorithm 12 Kyber Encapsulation(pk)
m' «g {0,1}2%
m < H(m')
(R,r) « H'(m||H(pk))
c+ E(pk,m,r)
K = KDF(K||H(c))

return (¢, K)

Algorithm 13 Kyber Decapsulation(sk, c)
h=sk+24-k-n/8+32
z=sk+24-k-n/8+ 64
m' < D(sk,c)

(R, ") « H'(m )

'+« E(pk,m’, 1)

if c = ¢’ return K = KDF(K'||H(c))
else return K = KDF(z||H(c))

5.5. NTRUPrime

NTRUPrime NIST submission [30] focuses much more on the PKE part of the algorithm
than in the KEM structure and, consequently, in the applied transformation. The security
claim quoted in the first round submission is due to Dent (Section 6 in [31]). Actually,
he applied transformation in the same manner as in [5] and defined it as QU%. As it
was explained in previous sections, Dent’s work has the drawback that the underlying
PKE has to be perfectly correct. The two versions of NTRUPrime (NTRU LPRime and
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Streamlined NTRU Prime) have sets of parameters that avoid decryption failures. It is
acknowledged in the NTRUPrime submission that taking these sets of parameters suppose
a worse functionality; however, it is prioritized, ensuring security over functionality.
Nevertheless, there are some changes introduced to the applied transformation in the
second round. The session key is defined as a hash with two inputs: a random plaintext
and the corresponding ciphertext, while the additional hash takes as input the public key:

K = Hy(m) ~» K= Hy(m,c); ¢ = Hy(m) ~» c1 = Ha(m, pk).

The second change that was introduced is that implicit rejection is used as an extra
security measure that makes it more difficult to recognize invalid ciphertexts. These changes
imply that the new transformation is QU+. The IND-CCA ROM security claim is based
in [32], and the security in the QROM is quoted by Saito et al. [6]. However, it is not proven
that the underlying PKE of this algorithm achieves the initial security claims in [6], i.e., DS.

In the third round, no changes were proposed to the transformation, and a tighter se-
curity proof for the Streamlined NTRUPrime KEM based on the results in [33] is presented.

6. Transformation without Re-Encryption

As we have previously commented (see Section 3), side-channel attacks that exploit the
re-encryption process in the decapsulation algorithm can be performed against the studied
KEMs. So, in order to resist these attacks, or at least to reduce the impact of CC-SCA, it is
desirable to have a KEM that does not use re-encryption. In what follows, we propose a
light modification of the Kyber algorithm.

The transformation presented by FrodoKEM, Kyber, SABER and NTRUPrime applies
re-encryption (see Section 4.5); i.e., in the decapsulation, after decrypting the message,
the obtained plaintext is encrypted and the algorithm checks if the result is equal to the
initial ciphertext. We focus our attention on Kyber, as it has been chosen to be the post-
quantum standard. In [13], the use of re-encryption is studied from the perspective of
formal security reductions.

The motivation of this proposal comes from the fact that several publications
(v.gr. [10,13,16,17]) present attacks against the re-encryption part of the FO*' transfor-
mation applied to Kyber. As explained in [17], the re-encryption process consists in running
the PKE, which in the case of Kyber is only IND-CPA, so an IND-CCA adversary may have
a significant advantage against the scheme.

Our proposal to avoid the re-encryption is to use the algorithm with an ephemeral
key set-up, which means that each key pair (pk, sk) is considered only once or for just one
key exchange. The NIST call [34] indicates that IND-CCA security is the desirable semantic
security notion that the established standard must reach. However, if the scheme is used
with ephemeral keys, then IND-CPA security is considered to be sufficient. There is a prece-
dent in this kind of practice (i.e., the implementation with ephemeral keys), for example
BIKE [35], which is a code-based algorithm that was considered as an alternative after
the second round of the NIST call, and currently, it is a candidate to be the code-based
standard in the fourth round of the call. Of course, this structure is only useful if the security
against side-channel attacks is considered a priority, since becoming lost in functionality
is plausible. Nevertheless, this new structure presents a serie of drawbacks: (1) the key
generation algorithm must be executed for every communication and (2) the possibility
of receiving messages without any prior communication is lost, which is one of the main
characteristics of public key encryption (although the KEM structure has already put this
aside from a certain perspective).

The first mentioned drawback implies, in general, a higher computational cost; how-
ever, in our proposal, this increase is negligible in the initial exchanges, since the computa-
tional cost of just the PKE is lower (and close to our proposal) than the cost of executing
the whole KEM. In fact, the re-encryption is one of the highest cost operations that the FO
transformation adds to the scheme, so it should be avoided.
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The structure of the resulting scheme, which we have denoted as KyberEph, based
on KyberPKE = {G’, &, D, M, C} is shown as Algorithms 14-16, where an additional hash
function H' is considered.

Algorithm 14 KyberEph KeyGen
z g {0,1}%°
(pk, sk') < G’
sk := (sK'l| pkl H(pk)2)
return (pk, sk)

Algorithm 15 KyberEph Encapsulation(pk)
m' g {0,1}%
m <« H(m')
(K,r) « H"(m||H(pk))

c1 < E(pk,m,r)
H'(m) = c
K = KDF(K||H(c))

return (¢ := (c1,¢2), K)

Algorithm 16 KyberEph Decapsulation(sk, c)

Parse(c) = (cq1,¢2)
h=sk+24-k-n/8+32
z=sk+24-k-n/8+ 64

m’ < D(sk,cq)

if H'(m') = ¢, return K = KDF(K'||H(c))
else return K = KDF(z||H(c))

In this proposal of the Kyber scheme, the key generation and the encapsulation
algorithms are basically the same. Not using re-encryption may suppose a problem against
other attacks, such as receiving false ciphertext. Hence, to be able to maintain the security,
the re-encryption is replaced with the use of an additional hash. This is quite similar to the
QFO transformation, where a hash of the message is added to the ciphertext, and it helps
to check if the decrypted plaintext is correct. We also considered the use of a conditional
clause that checks if the message and the randomness obtained during the decryption
algorithm execution are well defined based on how NTRU avoids re-encryption. However,
since Kyber is not a perfectly correct cryptosystem, this initial design was discarded.

Since re-encryption is not used, this means that the resulting KEM cannot rely on the
security proof (from [5]) for the T transformation. As stated before, this loss in security is
patched up using the scheme with only ephemeral keys. Then, the Kyber PKE reaches IND-
CPA security (Th.1 of [24]) in the ROM, which reduces the hardness of the M-LWE problem.
In the QROM, the Kyber submission also considers that the scheme is IND-CPA secure.

7. Conclusions and Future Work

In this work, we have analyzed and compared some variants of the transformation
applied to the NIST PQC lattice-based candidates. The importance of this transformation is
seen clearly, since it does not only apply to all lattice-based candidates in the third round of
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the NIST PQC call but also in almost every algorithm submitted to the call, and it is the
tool used by the algorithms to reach IND-CCA security.

In the particular case of the algorithms presented in this paper, there are several things
to point out. First of all, it is clear that the nature and characteristics of the PKE designed on
each submission have a considerable repercussion in the applied transformation to conform
a KEM. If the PKE is deterministic and perfectly correct, then the results of Saito et al. [6]
can be considered; if not, then the transformation FO%' seems to be the best option, since
the three algorithms in this situation have chosen it.

The fact that several algorithms use the same transformation leaves the possibility of
creating compatible implementations open, since the algorithms for the key generation,
encapsulation, and decapsulation of the KEM are all the same except for the choice of
certain hash functions. This may be applicable to FrodoKEM, Kyber and SABER.

The main open problem in this field is the search of a tight proof in the QROM
for the transformation that is used in the algorithms. Although this is an important
issue in several applications, we pointed out that having a tight security proof is not a
requirement for the transformation to provide security. Just in the case the security proof is
not tight, the parameters involved have to be adjusted to make the probability of success
of any attacker negligible. This process of adjustment to the current bounds of security is
not explained in detail in the algorithm submissions to the third round of the NIST call.
However, to be aware of the range in which each parameter can variate without supposing
a loss in the algorithm security may be of interest. There are still several open problems
that should be studied in this field, which will be proposed in later works.

Other issues that need to be addressed are the statements in [22], which are related
to the relevance of the changes introduced in the FO*" in Kyber, SABER and FrodoKEM.
Specifically, Kyber and SABER introduce the use of pre-key and nested hashing, and for
this case, neither Grubbs et al. [22] nor Xagawa [36] included a proof of security. Moreover,
Grubbs and Xagawa both study how the Fujisaki-Okamoto transformation affects the
anonymity of the KEMs submitted to the NIST call. Since we focus our scope in the security
of the algorithms, this was out of the objective of this work and may be addressed in
another work in the future. Still, it may be interesting to continue studying these results,
since in their analysis of the anonymity, the transformations with explicit rejection have
better results. This contradicts the clear tendency of the lattice-based algorithms, where all
of them apply explicit rejection, since it provides better security reductions.

The scarce use of the transformations with additional hash (QFO*) is clearly due
to the work of Jian et al. [7] and Saito et al. [6], which provided tighter security proofs
in the QROM for the U* transformations. Even in the NTRUPrime submission, that
uses additional hashes, in the modifications introduced for the second and third rounds,
the possibility of removing the additional hash is foreseen. However, this possibility has
not changed under the claim that there is no tight security proof or that the one available
considers new security definitions for the underlying PKE that have not been explored and
studied enough.

As for our proposal of using Kyber with ephemeral keys, it must be considered that
this model is in its initial state. Our main focus is to avoid possible leakages of data due to
side-channel attacks; however, other issues may be raised in this kind of implementation.
One that will be addressed in future works is how the fact that Kyber is not perfectly correct
could affect this implementation.

Finally, Table 6 summarizes the main characteristics of the lattice-based NIST algo-
rithms: transformations that are applied, underlying security in the ROM, perfect correct-
ness of the underlying PKE, deterministic PKE, source quoted for the security proof in
ROM and in QROM.
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Table 6. NIST lattice-based proposals and their main characteristics.
Name Transf. ROM (Sec.) Perf. Cor. DPKE ROM QROM
NTRU UL OW-CPA Y Y [5,6] [6]
SABER FOA() IND-CPA N N [5] 7]
FrodoKEM FO+' IND-CPA N N [5] [7]
NTRUPrime QuU# OW-CPA Y Y [31,32] [6]
Kyber FOA() IND-CPA N N [5] [7]
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The following abbreviations are used in this manuscript:

CC-SCA Chosen-Ciphertext Side-Channel Attacks

Cvo Ciphertext validation oracle

CVP Closest Vector Problem

DPA Differential Power Analysis

DPKE Deterministic Public Key Encryption
DS Disjoint Simulatability

&S Encrypt-then-Sign

FO Fujisaki-Okamoto

IND-CCA  INDistinguishability under Adaptive Chosen Ciphertext Attack
IND-CPA  INDistinguishability under Chosen Plaintext Attack

KEM Key Exchange Mechanism

LWE Learning With Errors

MLWE Module Learning With Errors

MLWR Module Learning With Rounding

NIST National Institute of Standards and Technology
ow One-Wayness

OW-CPA One-Way Chosen Plaintext Attacks

OW-PCA  One-Way Plaintext Checking Attack

OW-PCVA  One-Way-Plaintext-Checking-Validation-Attack
OW-VA One-Way Validation Attack

Pco Plaintext checking oracle

PKE Public Key Encryption
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PPKE Probabilistic Public Key Encryption
PQC Post-Quantum Cryptography
QROM Quantum Random Oracle Model
RLWE Ring Learning With Errors

ROM Random Oracle Model

SKE Symmetric Key Encryption

SPA Simple Power Analysis

SVP Shortest Vector Problem
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