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Abstract: Encrypted traffic classification is a crucial part of privacy-preserving research. With the
great success of artificial intelligence technology in fields such as image recognition and natural
language processing, how to classify encrypted traffic based on AI technology has become an
attractive topic in information security. With good generalization ability and high training accuracy,
pre-training-based encrypted traffic classification methods have become the first option. The accuracy
of this type of method depends highly on the fine-tuning model. However, it is a challenge for
existing fine-tuned models to effectively integrate the representation of packet and byte features
extracted via pre-training. A novel fine-tuning model, LAMBERT, is proposed in this article. By
introducing an attention mechanism to capture the relationship between BiGRU and byte sequences,
LAMBERT not only effectively improves the sequence loss phenomenon of BiGRU but also improves
the processing performance of encrypted stream classification. LAMBERT can quickly and accurately
classify multiple types of encrypted traffic. The experimental results show that our model performs
well on datasets with uneven sample distribution, no pre-training, and large sample classification.
LAMBERT was tested on four datasets, namely, ISCX-VPN-Service, ISCX-VPN-APP, USTC-TFC and
CSTNET-TLS 1.3, and the F1 scores reached 99.15%, 99.52%, 99.30%, and 97.41%, respectively.

Keywords: information security; encrypted traffic classification; privacy protection; fine-tuning
model; attention mechanism

MSC: 68P25

1. Introduction

With the rapid development of internet technology and increasing attention given
to data privacy [1], the proportion of encrypted traffic in internet traffic is constantly in-
creasing. Google’s recent report shows that 96% of chrome web pages have SSL/TLS
encryption enabled as of February 2024 [2]. Encryption is an important means of protecting
privacy [3], protecting users’ network traffic data from prying eyes, as well as preventing
eavesdroppers from stealing users’ passwords or application usage habits [4]. Because
traffic encryption technology hides the data payload of the application protocol, traditional
traffic classification technology based on data payload cannot analyse the encrypted field.
While providing confidentiality for information systems, privacy protection solutions based
on encryption technology also bring greater technical challenges to operators and security
management departments, such as malicious app governance [5], and network attack
behaviour detection [6]. Encrypted traffic classification is an important technology for
supporting network management and behaviour analysis [7]. For real-world encrypted
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traffic classification applications, classification can involve different scenarios, often de-
pending on the intent of the network administrator. The classification of encrypted traffic
can distinguish network traffic, user behaviour, and application services in the network
environment [8]; detect whether illegal software encodes sensitive information through the
encrypted channel [9]; help operators optimize network resource scheduling policies [10];
and assist network security departments to conduct network behaviour audits.

Encrypted traffic classification is an important part of information system privacy
protection research. It can achieve highly accurate classification results without decrypting
ciphertext [11,12]. Early encrypted traffic analysis techniques constructed packet finger-
prints by matching the readable information of IP packets [13], and classifying encrypted
traffic via statistical methods. With the development of privacy-enhanced encryption [14],
the visible fields of IP packets can be disguised by technologies such as VPN and Tor, so
they gradually lost their relevance and even become deceptive. Moreover, the encryption
protocols (e.g., TLS 1.3) are constantly changing, and the amount of visible packet header
information is decreasing [15]. Many scholars have used machine learning methods to
extract and classify the statistical features (packet size, average packet arrival time, etc.) of
encrypted traffic [11,16]. Compared with traditional statistical methods, machine learning
can process large-scale and high-dimensional data. However, the feature extraction of
machine learning requires professional knowledge and experience in the field as well as
high human resource costs. Moreover, its limited generalization ability cannot be effectively
applied to analysing complex encrypted traffic. For example, when the number of training
samples is reduced by 80%, the classification accuracy of Van Ede et al.’s model decreases
by 62.48% [17]. In response, many scholars have turned their research direction to deep
learning [18–21]. Different from traditional machine learning methods, deep learning does
not need to manually select network traffic feature sets and instead can directly use raw
traffic as the input data and automatically learn the nonlinear relationship between the
raw traffic input and expected output labels [22]. Such methods have achieved significant
performance improvement. However, they require a large number of labelled datasets
for training and cannot adapt well to emerging encrypted traffic types and classification
scenarios. For these kinds of methods, when the training samples are reduced by 90%, the
classification accuracy—for example, of Lotfollahi et al.’s model—decreases by 40.22% [17].

In recent years, pretrained models have made significant breakthroughs in natural
language processing (NLP) [23], computer vision (CV) [24], and other fields, highlighting
their great potential in artificial intelligence research and application. pre-training methods
are also widely used in network communication scenarios [17,25,26]. The pre-training based
encrypted traffic method is divided into two stages. In the first stage, the pretrained model
autonomously learns the nonlinear relationship between encrypted packets and bytes in
large-scale unlabelled encrypted traffic data and extracts the features of packets and bytes.
In the second stage, the weight parameters learned by pre-training are used to initialize
the fine-tuning model, and a small amount of labelled data is used to fine-tune the model
parameters so that the model can be quickly and accurately applied to the classification
target in various encryption scenarios. However, the rationality of the application of such
models in the field of encrypted traffic classification still needs to be studied.

In this paper, we propose LAMBERT, an improved fine-tuning model based on bidi-
rectional encoder representations from Transformers (BERT), and apply it to encrypted
traffic classification. LAMBERT uses an attention mechanism to optimize long-term byte
dependencies to classify encrypted traffic. The method includes several key steps. First,
the packet feature extraction module is used to extract the features of the token sequence
and convert them into the corresponding feature vectors. Second, the bidirectional gated
recurrent unit (BiGRU) of the long-term byte sequence modelling module is used to model
the context relationship of the feature vector sequence to capture the long-distance rela-
tionships between bytes. Then, the key enhancement module, through the self-attention
mechanism, maps the weights and learns the parameter matrix to enhance the influence of
key information to improve the loss of byte feature sequences to more accurately capture
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the implicit features between long-distance byte sequences and improve the accuracy and
generalization ability of the classification. Finally, the classification output module is used
to complete the final encrypted traffic classification task. Our proposed classification model
is not limited to any particular type of encrypted data and can handle encryption algorithms
(such as AES and CHACHA20), encryption protocols (such as SSL and TLS), and encryption
technologies (such as VPN and Tor). This is due to the fact that our model relies only on the
general characteristics of encrypted traffic, namely, the transport layer payload, to classify
it thus making it applicable to various types of encrypted communication without being
limited by the underlying encryption details.

Our main contributions are as follows:

1. We comprehensively analyse the feasibility of applying artificial intelligence tech-
niques and BERT models to encrypted traffic classification and reveal the important
impact of long-distance dependencies between byte sequences on the accuracy of
encrypted traffic classification.

2. We propose a new encrypted traffic classification model, LAMBERT, which uses the
long-term byte sequence modelling to model the long and short distances of the byte
feature sequences extracted by BERT and introduces the multiattention of the key
enhancement module to solve the problem of sequence loss between long-distance
dependencies. Furthermore, additive attention is used to reduce the dimensionality
of the features output by multiattention while retaining the original features.

3. We test the capabilities of the LAMBERT model by comparing it with ten other
advanced models using three types of typical datasets. These data include imbalanced
sample datasets (USTC-TFC and VPN-App), no pretrained datasets (USTC-TFC))
and large classification datasets (CSTNET-TLS 1.3). The experimental results show
that the LAMBERT model can achieve high accuracy on these datasets. We have
published the source code of the LAMBERT model on GitHub (https://github.com/
MysteryObstacle/Lambert, accessed on 29 March 2024).

The remainder of this paper is organized as follows. In Section 2, we review some of the
most important and recent research on encrypted traffic classification. In Section 3, we intro-
duce the paper’s motivation and goals. Section 4 introduces our proposed approach, namely,
LAMBERT. In Section 5, the experimental results are presented and analysed. Section 6
discusses the limitations of LAMBERT. Finally, we conclude the paper in Section 7.

2. Related Work

The current research methods for encrypted traffic classification can be divided into
three main categories: machine learning, deep learning and pre-training. At present, many
researchers use BERT pre-training technology for encrypted traffic classification, and our
method mainly focuses on the fine-tuning stage of pre-training. However, many research
works based on machine learning and deep learning are still representative in terms of
ideas and practical applications. Therefore, we select representative works from these two
categories to introduce and compare them with our method regarding performance in
Section 5.2.

Based on machine learning: FlowPrint [27] is the first real-time system for building
mobile application fingerprints. The framework deploys a semisupervised approach by
clustering the target network and used cross-correlation methods to measure temporal
correlations to fingerprints and classify the traffic of visible and invisible mobile applica-
tions. AppScanner [16] is a powerful and scalable framework for identifying smartphone
apps from network traffic. We comprehensively evaluate the feasibility of smartphone app
fingerprinting from several aspects, and the experimental results show that app fingerprint-
ing is not significantly affected by the device on which the app is installed. BIND [28] is
a novel encrypted network traffic data analysis method for end-node identification that
exploits the correlation in packet sequences to extract features suitable for classification. It
is suitable for website identification and fingerprint identification.

https://github.com/MysteryObstacle/Lambert
https://github.com/MysteryObstacle/Lambert
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Based on deep learning: DF [29] is a new website fingerprinting attack against Tor. The
architecture of the model is designed by using a CNN, and attacks against WTF-PADs and
Walkie-Talkie are evaluated. FS-Net [19] is an end-to-end classification model that learns
representative features from raw streams and then classifies them in a unified framework.
Moreover, it adopts a multilayer codec structure to deeply mine the potential sequence
features of flows. Deeppacket [21] adopts two deep neural network architectures (SAE
and CNN) to classify network traffic, which can not only distinguish VPN and non-VPN
network traffic but also identify end-user applications.

Based on pre-training: The current methods of applying pre-training technology to
encrypted traffic classification mainly focus on two stages: pre-training and fine-tuning.
For the pre-training stage, PERT [25] first introduces dynamic word embedding technology
into pre-training and uses it for automatic traffic feature extraction. ET-BERT [17] first
proposed two pre-training tasks, Mask BURST Prediction (MBM) and Homologous BURST
Prediction (SBP), to help the pretrained model better learn the feature representations
of packets and bytes. For the fine-tuning stage, BFCN [30] proposes the use of three 1D
CNNs to capture the byte-level local features of BERT output to improve the expression
ability of features. Bi-ETC [31] enhances the ability to capture long-distance dependencies
between byte feature sequences by introducing BiLSTM after BERT. Moreover, by copying
packet-level features to the tail of BiLSTM, the problem of forgetting packet-level features
is mitigated.

3. Motivation and Objective

Encrypted Traffic Classification of Privacy-Preserving: Encrypted traffic classification
aims to classify network traffic under the protection of various encryption technologies
(such as VPN and TLS 1.3) and can be divided according to applications and network
services. As shown in Figure 1, although the protocol header and the underlying network
fields (such as port number and IP) are readable, with the development of privacy enhance-
ment technology, these visible header fields may be deceptive. Therefore, with traditional
traffic classification methods, it is difficult to identify encrypted traffic that is obfuscated
by visible fields. Furthermore, encrypted traffic classification methods may violate users’
privacy because they perform traffic detection based on constructing packet fingerprints
in visible fields. To achieve privacy protection and improve classification accuracy, we
choose to use the encrypted payload to classify encrypted traffic. However, is it possible
to classify traffic with high accuracy without decrypting the ciphertext? We find that the
ciphertext is not completely random, but it has implicit characteristics. Sengupta et al. [32]
used the randomness difference between different ciphertexts to distinguish different ap-
plications, which showed that encrypted traffic is not completely random but that there is
an implicit feature composed of the randomness difference between different ciphertexts.
These implicit features can be used for the classification of encrypted traffic.

TCP/UDP

header

IP

header

Ethernet

header
781d 1dc3 c35f ... ad15 5a4d

TLS 

header

Readable Unreadable

Figure 1. Schematic diagram of the composition of encrypted traffic packets.

Road to BERT: Due to the great success of BERT models in the field of natural language
processing, we analyse the applicability of BERT models in the field of encrypted traffic
classification. The ciphertext in encrypted traffic is encrypted data, which are unreadable
and random [33], and have obvious differences from natural language in semantic structure.
In natural language, words or characters are organized into sentences and paragraphs
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according to grammatical rules and semantic meanings, while in cryptography, characters
or bits in plaintext are converted into ciphertext according to a certain encryption algo-
rithm. Since ciphertext is also a kind of sequence data and has implicit features, advanced
pre-training models in the field of NLP, such as BERT, can be used to learn a universal
representation of ciphertext [17,25]. Success has been achieved in this regard, and the
well-performing pretrained models have been validated through comparative trials by
analysing the differences in randomness in different ciphertexts.

Improved Fine-tuning: However, PERT, ET-BERT and other researchers directly use
the original BERT model for fine-tuning and simply use the packet features extracted by
BERT for classification while ignoring the importance of other byte features. Therefore,
when faced with new encrypted traffic classification scenarios and objectives, existing
fine-tuning models perform poorly when dealing with encrypted traffic with a large
distribution difference between pre-training data and fine-tuning data (Section 5.6). The
difficulty of current research is how to effectively integrate the implicit features between
other byte feature sequences without overwriting the original packet features to improve
the expression ability of the model. By comparing natural language with ciphertext,
we find that many literal combinations are impossible in natural language due to the
lack of actual semantics. However, the randomness of the encryption system makes any
combination of bytes possible. Therefore, we believe that it is difficult to capture the
implicit characteristics of ciphertext by analysing only the distribution of local bytes. In
addition, secure cryptographic systems are characterized by certain desirable properties,
namely, completeness [32]. Even a small change in the plaintext will affect all the bits of
the ciphertext, which means that a change in the original text will be imposed on all the
ciphertext bytes. Therefore, capturing long-distance dependencies between bytes is more
helpful for accurate classification. This is also proven by the rationality analysis of long-
distance dependencies between encrypted traffic bytes in Section 5.3. BFCN [30] attempt
to capture local byte feature sequences through CNNs, but with CNNs, it is difficult to
capture long-distance dependencies between byte feature sequences. Bi-ETC [31] realizes
the importance of long-distance dependencies between bytes. However, when BiLSTM
(bidirectional long short-term memory) is used to process byte feature sequences that are
too long, sequence loss occurs, making it difficult for the model to model the structural
information between sequence data [34]. As a result, the long-distance dependence between
bytes is still difficult to model, and our experiments in Section 5.7 also prove that this
problem has a serious impact on the classification accuracy(Figure 2).

Objective: The discussion of related research shows that the existing BERT-based
fine-tuning models for encrypted traffic have shortcomings in capturing long-distance
dependencies between bytes [35]. Through the above analysis, we find that the introduc-
tion of the long-term byte sequence modelling module and key enhancement module will
improve the capture of long-distance dependencies. Based on this fine-tuned model, the
main goal of this study is to achieve superior performance under various classification
scenarios and objectives, outperforming other state-of-the-art models on different classifica-
tion tasks (Section 5.2). In addition, compared with the original BERT fine-tuning model,
we aim to address a variety of complex data distributions, including imbalanced datasets
(Section 5.5), unpretrained datasets (Section 5.6), and datasets with large classification sam-
ples (Section 5.7). Our goal is to achieve high-accuracy encrypted traffic classification tasks
in these cases to fully demonstrate the significant advantages of our model in terms of
generalization performance and classification accuracy.
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Figure 2. Three different fine-tuning ideas.

4. Methodology
4.1. Workflow

The pre-training-based encrypted traffic classification method is divided into three
stages. The first is the data preprocessing stage, which aims to convert the original en-
crypted traffic data into unlabelled and labelled traffic data that can be input to the model
for training. Next, there is a pre-training phase, in which a large amount of unlabelled traffic
data are input into the pretrained model for learning to obtain a common representation of
encrypted traffic. Finally, in the fine-tuning stage, the pretrained model weights are used
to initialize the fine-tuning model, and a small amount of labelled traffic data is input for
fine-tuning to train and generate a model that can be used to predict traffic categories. In
this paper, we aim to further improve the accuracy and generalizability of encrypted traffic
classification by innovating a fine-tuning process based on pretrained BERT (Figure 3).

Unlabeled

Labeled

2. Pre-training

3. Fine-tuning1. Preprocessing

Raw

Classification

Generate 

pre-training 

datasets

Pre-train with 

large unlabeled datasets

Fine-tuning with 

Pre-training model

Generate 

fine-tuning 

datasets

Fine-tuning 

with little 

labeled datasets

Figure 3. Flow chart of encrypted traffic classification based on pre-training.

4.2. Preprocessing

To improve the data quality and training efficiency, retransmission and out-of-order
data packets as well as network query packets (e.g., ICMP and DNS) are filtered out,
and only IP packets are retained. Because retransmissions and out-of-order packets are
often caused by anomalous network transmissions, they can distort traffic patterns and
affect classification accuracy [21]. By removing these packets, the traffic pattern in the
training and test datasets can be ensured to be more accurate and consistent. In addition,
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network query packets are usually caused by network requests such as domain name
resolution, advertisement tracking, and statistical analysis, which are not related to the
goal of traffic classification. Reserving only IP packets can reduce the size of the dataset
and reduce unnecessary processing and analysis during training and testing, thereby
improving efficiency.

Since LAMBERT does not rely on any visible plaintext information, only the transport
layer payload of each packet is intercepted, and the remainder (e.g., Ethernet headers, IP
headers, and transport layer headers) are discarded. The payload is then converted to
hexadecimal encoding for processing to ensure data consistency and commonality and to
avoid character encoding issues. The hexadecimal payload is then encoded using a bigram
model to help capture the context between adjacent bytes.

4.3. Pre-Training Model

In the pre-training stage, the masked BURST model and same-origin BURST prediction
are adopted as the pre-training methods. However, this is not the focus of our paper [17]. In
the pre-training process, approximately 30 GB of unlabelled traffic data is used. This dataset
contains two parts: (1) 15 GB of traffic from public datasets, including ISCX-VPN-Service,
ISCX-VPN-App, CIC-IDS 2017 and 2018; and (2) 15 GB of traffic from the China Science
and Technology Network (CSTNET-TLS 1.3).

4.4. Fine-Tuning Model

Recent studies have shown that the recurrent neural network (RNN) model can effec-
tively capture the context between byte-level feature vectors output by the BERT model [31].
However, when dealing with longer sequences, BiLSTM, BiGRU and other recurrent neu-
ral networks have the problem of sequence loss [36]. To overcome this challenge, this
study proposes an innovative fine-tuning model, which improves upon the original BERT
fine-tuning model. Three attention mechanisms—self-attention, multihead attention, and
additive attention [34]—are introduced after the improved long-term byte sequence mod-
elling module structure based on BiGRU. This innovation helps to avoid the loss of key
information when dealing with long sequences. It also enables the model to more accu-
rately learn the long-distance interdependence between sequences. Furthermore, it solves
the problem of attention weight dimensionality reduction classification to improve the
performance of encrypted traffic classification [37] (Figure 4).

Classification OutputKey Enhancement
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Figure 4. Structure diagram of the LAMBERT model.

4.4.1. Packet Feature Extraction Module

The preprocessed encrypted traffic byte sequence (Section 4.2) is input into the BERT
model. BERT performs position embedding, segment embedding, and token embedding
on these section sequences to convert them into byte-level token sequences [23]. The Token
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sequence can be expressed as T = (C1, C2, . . . . . . , Cn), which refers to the special character
[CLS], which is the classification feature symbol. In encrypted traffic classification, a [CLS]
Token is a packet-level feature representation, and the corresponding final hidden state
is often used as an aggregated sequence representation for classification tasks [23]. The
remaining Ci(i ∈ [2, n− 1]) represents the i-th Token in the initial traffic byte sequence.
This set of Token sequences serves as the original input of BERT. The first set of embedding
vectors in BERT is randomly initialized, expressed Xinput = (x1, x2, . . . . . . , xn), xi ∈ Rd×1,
and the embedding dimension d is set to 768. After N rounds of transformer encoding,
packet-level and byte-level feature representations can be obtained.

Moreover, the sequence information is captured according to the byte context of the
packet and the architecture of the model, and various features are encoded to form a
byte-level feature vector. This multilevel token design enables the model to understand
and process sequence information more comprehensively and perform better in classifica-
tion tasks.

4.4.2. Long-Term Byte Sequence Modeling Module

The byte sequence output by the packet feature extraction module is a kind of time
series data, and an RNN can model this time series well. To capture this long-distance
dependence between time series data, we use BiGRU to model it. This gated recurrent
unit (GRU) is a special kind of RNN, and BiGRU helps to alleviate the vanishing gradient
problem of RNNs; moreover, its convergence speed is higher than that of LSTM, and the
difference in accuracy is smaller [38,39].

The GRU includes an update gate and an output gate, and the state of the current cell
of the model is obtained by calculating and summing the state of the previous cell. The
specific gate units in the GRU model are calculated using the following formula:

zt = σ(Wz · [ht−1, xt]) (1)

rt = σ(Wr · [ht−1, xt]) (2)

h̃t = tanh(W · [rt × ht−1, xt]) (3)

ht = (1− zt)× ht−1 + zt × h̃t (4)

where zt, rt, h̃t, and ht represent the update gate, reset gate, candidate hidden state, and
output of the GRU, respectively. Wz, Wr, and W represent the corresponding state weight
matrices. σ represents the sigmoid function. To fully obtain the context information, this
paper uses the BiGRU model, the two single-layer GRU models are superimposed in
reverse, and the output is also determined by the state of the two superimposed GRUs:

h(i)t = [
→
h
(i)

t ,
←
h
(i)

t ]. Where, h(i)t is the output information of the i-th token in the model,

and
→
h
(i)

t is the forwards GRU information of the i-th Token in the model, and
←
h
(i)

t is the
backwards GRU information of the i-th Token in the model. Therefore, the entire BiGRU
model output can be expressed as:

OGRU =
(

h(1)t , h(2)t , ..., h(T)t

)
(5)

However, BiGRU suffers from in-sequence loss when dealing with overly long byte
sequences [36], especially as the number of classification targets increases (Section 5.7).
When modelling end-to-end sequential relationships, information needs to be passed one
by one along a time step [40]. As the sequence of bytes increases, the weight updates at
each time step can lead to a gradual dilution of the previous information. This gradual
dilution may cause some parts of the sequence, especially those distant from the current
time, to lose critical information [40].
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4.4.3. Key Enhancement Module

To solve the problem of sequence loss, we introduce the key enhancement module,
which is composed of three key parts: a self-attention mechanism, a multihead attention
mechanism and an additive attention mechanism [41].

The self-attention mechanism enables the model to learn the byte relationships and
features between different time steps in the same time step and selectively assigns higher
weights to some key time steps to increase their influence. This helps the model to more
comprehensively understand the implicit characteristics of the entire ciphertext byte se-
quence and more comprehensively model the complex dependencies in encrypted traffic
data to improve the sequence loss problem of BiGRU. This approach improves the mod-
elling ability of the model for long-distance sequences. The self-attention input is a matrix
consisting of 3 vectors: (Q,K,V), where Q = Xinput ·WQ denotes the query vector matrix;
K = Xinput ·WK represents the key vector matrix; and K = Xinput ·WK denotes the value
vector matrix. The output of the self-attention is:

Attention(Q, K, V) = softmax
(

QKT
√

dk

)
V (6)

In addition, since the randomness of the encryption system increases the complexity
of long-distance dependencies, the key classification information may be distributed in
different locations and subspaces. The multihead attention mechanism allows the model to
focus on information from different representation subspaces at different locations simulta-
neously [42]. To address the complex implicit features of the encryption system, this model
adopts the multihead attention mechanism. By setting eight attention heads, the attention
weights generated by each head can capture the relevance and importance of different parts
in the sequence and then achieve more comprehensive and multiangle feature extraction at
the model level. This multihead structure helps to cope with complex relationships and
diverse features in the sequence and subsequently improves the performance of the model
in encrypted traffic classification tasks.

After the input feature vector sequence is calculated by the BiGRU network layer, we
can obtain the following output vector: OGRU =

(
h(1)t , h(2)t , . . . , h(T)t

)
. T is the length of the

sequence, and γ is the weighted average of the sequence vectors. The attention model is
constructed as follows:

α = so f tmax(wT tanh(H)) (7)

γ = HαT (8)

where H ∈ Rdw×T , dw is the dimension of the word embedding, w is the parameter vector
during training, and wT is its transpose. After the single-head attention calculation, we can
obtain a single self-attention output feature value:

h∗ = tanh(γ) (9)

The structure of the multihead attention mechanism allows the model to derive more
layers of features from different representation subspaces, thereby enabling the model to
capture more contextual information of byte feature sequences. Its essence is to perform k
self-attention calculations. In a single self-attention calculation, the dimensions of H are com-
pressed, that is, H is linearly transformed to obtain Wh

i H, and Wh
i ∈ Rdh/k×dh

, i ∈ {1, 2, · · · , k}.
Then, highly optimized matrix multiplication is achieved by using the multiplicative attention
mechanism. We calculate Equations (7)–(9) K times, using different w each time, splice the
results and linearly map them to obtain the final result:

hs = ws ⊗ concat(h∗1 , h∗2 , · · · , h∗k ) (10)

The dimension of ws is k× dh, and ⊗ represents element-wise multiplication.
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After multihead attention, additive attention plays a key role in effectively reducing
the dimensionality of the multihead attention output. This step not only reduces model
complexity but also improves computational efficiency while retaining key information:

et = tanh(WeOt + be) (11)

Ot represents the output of the fully connected layer at each time step; We and be are
training and learning parameters, representing parameter vectors and biases, respectively:

αt =
exp(et)

Σt exp(et)
(12)

αt represents the weight value in the byte sequence, the weight value is between [0, 1],
and exp is an exponential function:

R = ΣtαtOt (13)

Ot of each time step is multiplied by the corresponding weight αt, and then the
weighted results of all time steps are added to obtain the attention feature R, which can be
used for classification.

4.4.4. Classification Output Module

In the classification output layer, we directly feed the feature vectors obtained by additive
attention into a multilayer perceptron (MLP) with two fully connected layers [43]. This MLP
structure has two key advantages. First, it allows the model to better capture features
and perform nonlinear mapping, thus improving the encrypted traffic classification per-
formance. Second, through these two-layer MLPs, we make the model more flexible for
adapting to different encrypted traffic classification tasks and enhancing its generalizability.

In this paper, the softmax classifier is selected to calculate the conditional probability
of each relation type, and the relation category corresponding to the maximum conditional
probability is selected as the output of the prediction result. This is because softmax
classifiers are generally easier to interpret than other classifiers, such as ReLU, which
can directly provide probabilities for each category as output. Finally, the output of the
attention mechanism layer is R input into the softmax classifier to calculate the relation
classification probability:

p(r | Y) = so f tmax(Ws · R + bs) (14)

r̂ = arg max(p(r|R)) (15)

where Ws is the weight matrix of the classifier, bs is the bias parameter of the classifier,
r is the relationship category, and r̂ indicates that the classifier calculates the probability
distribution of the input relationship and selects the maximum value as the relationship
extraction result.

4.4.5. Model Enhancement

In addition, to improve the convergence speed of the model and avoid the vanish-
ing gradient problem, we introduce a residual connection [44], which is applied to the
BiGRU for multihead attention transitions while using layer normalization between each
subblock [45]. Such a design helps to accelerate the training convergence of the model and
improve the overall learning efficiency.

To solve the problem of gradient disappearance and optimal solution convergence
during model training, the output of the self-attention mechanism is processed by residual
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and normalization and finally input into the fully connected feedforward network (FFNN),
which contains 2 fully connected layers. The FFNN output Y is calculated as follows:

Y = max(0, ZXWF
1 + b1) ·WF

2 + b2 (16)

After the residual and layer normalization operation, the output of the FFNN network
is input into the next set of transformers, and the above process is repeated.

5. Experiments and Results Analysis

In this section, a comprehensive understanding of the performance of the LAMBERT
model in encrypted traffic classification tasks is obtained through multiaspect evalua-
tion. Four specific encrypted traffic classification tasks (Section 5.1) are demonstrated,
highlighting the effectiveness of LAMBERT in different encryption scenarios. We then
compare LAMBERT with 10 existing encrypted traffic classification methods (Section 5.2) to
reveal its relative advantages in the field. Next, the long-distance byte sequence modelling
layer is divided into different uniform paragraphs, and the dependencies between long-
distance bytes are justified (Section 5.3). Subsequently, we conduct ablation experiments
on LAMBERT components to gain insight into the contribution of each component to the
performance (Section 5.4). When focusing on the applicability of LAMBERT in real applica-
tion scenarios, we first consider the case of imbalanced collected samples from different
classification targets in real environments and evaluate the performance of LAMBERT in
this case to reveal its robustness (Section 5.5). Second, in practice, the traffic distribution in
the classification scenario applied by the pretrained model is not yet known by pre-training.
Hence we evaluate this situation in our experiments (Section 5.6). Finally, considering
that there may be many classification targets in real applications, we also investigate the
performance of LAMBERT when dealing with large-scale classification tasks (Section 5.7).

5.1. Experimental Setup
5.1.1. Experimental Environment

A one Tesla T4 GPU was used for this experiment. The model parameters were set as
follows: the number of epochs was set to 20, the initial learning rate was set to 2× 10−5, and
the learning rate was dynamically adjusted during the training process. The warmup ratio
was set to 0.1, the batch size to 32, and the dropout to 0.1. The BERT input sequence length
was set to 128, the BERT hidden size and BiGRU hidden size were set to 768, the number of
BiGRU layers was set to 2, the number of attention heads was 8, and the cross-entropy loss
function was used for loss calculation [41]. AdamW was used as the optimizer [36].

5.1.2. Datasets and Downstream Tasks

To evaluate the effectiveness and generalizability of LAMBERT on encrypted traffic
classification tasks, four different encrypted traffic classification tasks were set for four pub-
lic datasets. The following table shows the statistics of these tasks and their corresponding
datasets (Table 1).

Table 1. The four datasets corresponding to the statistical information of the four classification tasks.

Task Dataset Packet Label Encryption Algorithm

ETVS ISCX-VPN-Service 60,000 12 AES
ETVA ISCX-VPN-App 77,163 17 AES
ETMA USTC-TFC 97,115 20 AES RC4 3DES
ETTA CSTNET-TLS 1.3 581,709 120 AES CHACHA20

Task 1: Encrypted Traffic Classification on the VPN-Service(ETVS) Task
This task classifies the encrypted traffic of network services that use virtual private

networks (VPNS) to communicate. We used a commonly used dataset for current research,
namely, the ISCX-VPN-Service [46]. It is publicly available at the University of New
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Brunswick, and classified network packets captured at the data link layer according to
the different activities performed during network communication by the application they
were generated with (e.g., Chat, file transfer, or video call), divided into different pcap files,
resulting in the ISCX-VPN-Service dataset containing 12 categories.

Task 2: Encrypted Traffic Classification on the VPN-App(ETVA) Task
This task classifies encrypted traffic from applications that use virtual private networks

(VPNS) to communicate. We used a commonly used dataset for current research, ISCX-
VPN-App [46], which is also publicly available from the University of New Brunswick, and
classified network packets captured at the data link layer according to the application they
were generated with (e.g., Gmail, Skype, and Facebook), divided into different pcap files,
resulting in the ISCX-VPN-App dataset containing 17 categories.

Task 3: Encrypted Traffic Classification on the Malware App(ETMA) Task
This task aims to classify encrypted traffic consisting of malware and benign apps. The

USTC-TFC dataset was used and it consists of two parts [47]. The first part contains ten
kinds of public website malware traffic collected from a real network environment by CTU
researchers from 2011 to 2015 [48]. The second part includes ten kinds of normal traffic
collected using an IXIA BPS [49], including eight common applications.

Task 4: Encrypted Traffic Classification on the TLS1.3 App(ETTA) Task
This task aims to classify the encrypted traffic of applications that use the novel

encryption protocol TLS 1.3. It uses the CSTNET-TLS 1.3 dataset which is a collection of
encrypted traffic from 120 applications collected under CSTNET from March to July 2021
by researchers from the Institute of Information Technology of the Chinese Academy of
Sciences [17]. These applications were acquired from Alexa Top-5000 [50] with TLS 1.3
deployed, and each session flow is tagged by the server name indication (SNI).

5.1.3. Evaluation Metrics

We use four evaluation metrics: precision (Pc), recall (Rc), F1 score (F1c), and accuracy
(acc). Since encrypted traffic classification is a multicategory task, we need to calculate the
above metrics for each category separately. Specifically, we use N as the total number of
training samples; TPc is used to indicate the quantity that originally belongs to category
c, and is predicted by the model as c; FPc indicates the quantity that originally does not
belong to category c but is predicted by the model as c; TNc indicates the quantity that does
not belong to category c, and is not predicted to be class c; and FNc indicates the quantity
that belongs to class FNc but is misclassified to another class. Hence, the definitions of the
aforementioned four evaluation metrics can be given as follows:

Pc =
TPc

TPc + FPc
(17)

Rc =
TPc

TPc + FNc
(18)

F1c =
2PcRc

Pc + Rc
(19)

acc =
TPc + TNc

TPc + TNc + FPc + FNc
(20)

5.2. Comparison with State-of-the-Art Methods

The proposed LAMBERT model was compared with various state-of-the-art methods,
including (1) a fingerprint-based construction method, FlowPrint [29]; (2) machine learning-
based methods, AppScanner [16] and BIND [31]; (3) deep learning-based methods, DF [15],
FS-Net [19], and DeepPacket [21]; and (4) pre-training-based methods, PERT [25], ET-
BERT [17], BFCN [30], and Bi-ETC [31].

In the comparison, four encrypted traffic classification tasks (ETVS, ETVA, ETMA,
and ETTA) were used as benchmarks, and the corresponding datasets (ISCX-VPN-Service,
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ISCX-VPN-APP, USTC-TFC, and CSTNET-TLS 1.3) were used for evaluation. Table 2 lists
the performance comparisons between LAMBERT and each other on different tasks.

Table 2. Comparison of LAMBERT with other state-of-the-art methods.

Task
ETVS ETVA ETMA ETTA

AC PR RC F1 AC PR RC F1 AC PR RC F1 AC PR RC F1

FlowPrint 0.7962 0.8042 0.7812 0.7820 0.8767 0.6697 0.6651 0.6531 0.8146 0.6434 0.7002 0.6573 0.1261 0.1354 0.1272 0.1116

AppScanner 0.7182 0.7339 0.7225 0.7197 0.6266 0.4864 0.5198 0.4935 0.8954 0.8984 0.8968 0.8892 0.6662 0.6246 0.6327 0.6201
BIND 0.7534 0.7583 0.7488 0.7420 0.6767 0.5152 0.5153 0.4965 0.8457 0.8681 0.8382 0.8396 0.7964 0.7605 0.7650 0.7560

DF 0.7154 0.7192 0.7104 0.7102 0.6116 0.5706 0.4752 0.4799 0.7787 0.7883 0.7819 0.7593 0.7936 0.7721 0.7573 0.7602

FS-Net 0.7205 0.7502 0.7238 0.7131 0.6647 0.4819 0.4848 0.4737 0.8846 0.8846 0.8920 0.8840 0.8639 0.8404 0.8349 0.8322
Deep Packet 0.9329 0.9377 0.9306 0.9321 0.9758 0.9785 0.9745 0.9765 0.9640 0.9650 0.9631 0.9641 0.8019 0.4315 0.2689 0.4022

PERT 0.9352 0.9400 0.9349 0.9368 0.8229 0.7092 0.7173 0.6992 0.9909 0.9911 0.9910 0.9911 0.8915 0.8846 0.8719 0.8741
ET-BERT 0.9887 0.9888 0.9887 0.9887 0.9959 0.9932 0.9922 0.9927 0.9909 0.9910 0.9911 0.9910 0.9714 0.9716 0.9719 0.9717

BFCN - - - - 0.9965 0.9936 0.9947 0.9941 - - - - - - - -
Bi-ETC - - - - 0.9970 0.9934 0.9951 0.9943 - - - - - - - -

LAMBERT 0.9915 0.9917 0.9915 0.9915 0.9970 0.9952 0.9952 0.9952 0.9930 0.9931 0.9930 0.9930 0.9743 0.9742 0.9742 0.9741

Bold represents the best classification.

The experimental results show that the LAMBERT model performs well in extracting,
learning and discriminating traffic features efficiently, and its classification performance on
four different datasets is significantly better than that of other models. In particular, the
pretrained BERT-based LAMBERT model achieves significant improvement in classification
accuracy on both imbalanced sample datasets and nonpretrained sample datasets.

Task ETVS: Although this dataset has been used in the pre-training stage and the
pretrained model has learned the traffic representation well under this data distribution, in
the fine-tuning stage, the LAMBERT model can still further improve the performance.

Task ETVA: This dataset has obvious data imbalance challenges, but LAMBERT is
able to successfully capture the implicit features between bytes through its unique BiGRU-
Attention mechanism on AIM_Chat and ICQ two unbalanced sample labels (Section 5.5),
which effectively alleviates the impact of unbalanced data on the classification effect.

Task ETMA: Since this dataset has not been used in the pre-training stage, it is more
difficult for the native BERT fine-tuning model to learn the implicit features compared
with other dataset classification tasks (ETVS, ETVA, etc.) used in pre-training. In contrast,
the LAMBERT model makes full use of byte-level feature vectors, so its effect is the most
significant improvement in this task, with all four indicators reaching more than 99.30%.

Task ETTA: Compared with those of the other three datasets, the sample base (465,367)
and the number of classification targets (120) of this dataset are significantly improved.
Compared with the native BERT fine-tuning model, LAMBERT shows more stable perfor-
mance advantages, with all four indicators reaching more than 97.41%. This highlights its
performance improvement in the face of larger scale and diverse data.

5.3. Rationality Analysis of Long-Distance Dependency between Bytes

To investigate the impact of long-distance dependencies on classification accuracy, we
used LAMBERT as the baseline model (1Seg) and divided the long-distance byte sequence
modelling layer into different uniform paragraphs (8Seg and 32Seg) to model long-distance
dependencies between different paragraph bytes.

We employed t-distributed random neighbourhood embedding (t-SNE) to plot the
images as 2D images, as shown in Figure 5. We chose the USTC-TFC dataset used in
Section 5.6 show the model classification results of three different Seg partitions.

It can be seen that 1Seg (a) shows the best classification performance. The results of
Zeus and Skype show the smallest overlap, with a clear boundary between the two clusters.
However, as the number of divided paragraphs in 8Seg (b) and 32Seg (c) increases, the
classification overlap for Zeus and Skype also increases, the boundaries become increasingly
less clear, and the classification accuracy decreases (1.5% and 4.7%, respectively). This
result is consistent with what is described in Section 5.5. This decrease can be attributed
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to the inability of the model to capture long-distance dependencies between bytes in
different paragraphs, which affects the classification performance. Therefore, this study
highlights the importance of considering long-distance byte dependencies in encrypted
traffic classification to improve classification accuracy and robustness.

Figure 5. The impact of long-distance byte dependencies on classification accuracy.

5.4. Ablation Study

We conducted ablation experiments to gain insight into the contribution of the compo-
nents of the LAMBERT model to its performance. The ablation experiments covered the
ISCX VPN-Service and VPN-App datasets used in pre-training as well as the USTC-TFC
dataset without pre-training.

• Without BiGRU: LAMBERT model without BiGRU, where the output of BERT is
directly fed to the attention block for fully connected classification, aiming to evaluate
the effect of BiGRU.

• Without Multi-head Self-Attention (MA):LAMBERT model without multihead self-
attention passes the time step output by the BiGRU to the full connection for classifi-
cation after additive attention dimensionality reduction and is used to evaluate the
effect of multihead self-attention.

• Without Additive Attention (AA): LAMBERT model without additive attention takes
the horizontal average of the feature vectors obtained by multihead self-attention and
then passes it to the fully connected layer for classification, which is used to evaluate
the effect of additive attention.

• Without Fully Connected Layer (FC): A baseline model with only BERT and FC, which
is a native BERT fine-tuned classification model. It feeds the [CLS] vector output by
BERT directly into FC for classification, which is used as a baseline control along with
LAMBERT (Table 3).

Table 3. Comparison of ablation experimental data.

Class
Index VPN-Service VPN-App USTC-TFC

BiGRU MA AA FC AC PR RC F1 AC PR RC F1 AC PR RC F1

LAMBERT (full mode) ✓ ✓ ✓ ✓ 0.9915 0.9917 0.9915 0.9915 0.9970 0.9952 0.9952 0.9952 0.9930 0.9931 0.9930 0.9930
Without BiGRU ✗ ✓ ✓ ✓ 0.9905 0.9906 0.9905 0.9905 0.9965 0.9929 0.9941 0.9935 0.9917 0.9918 0.9918 0.9917

Without Multi-head Self-Attention ✓ ✗ ✓ ✓ 0.9898 0.9899 0.9898 0.9898 0.9966 0.9936 0.9948 0.9942 0.9914 0.9915 0.9915 0.9914
Without Additive Attention ✓ ✓ ✗ ✓ 0.9905 0.9907 0.9905 0.9905 0.9968 0.9924 0.9955 0.9939 0.9920 0.9921 0.9920 0.9920

Without FC ✗ ✗ ✗ ✓ 0.9887 0.9888 0.9887 0.9887 0.9959 0.9932 0.9922 0.9927 0.9909 0.9910 0.9911 0.9910

✓, ✗ represents whether the model has this module. Bold represents the best classification.

From the ablation experimental results, it can be seen that the contributions of BiGRU
and multihead attention are significant. In the absence of these two modules, all four
indicators showed a significant decline. The main effect of additive attention is to reduce the
dimension of the output of the multihead self-attention while retaining the characteristics
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of the output matrix of the multihead self-attention as much as possible, which makes a
certain contribution to the performance improvement of LAMBERT.

5.5. Unbalanced Sample Analysis

To verify the effectiveness and robustness of LAMBERT in the case of an uneven
distribution of sample numbers, unbalanced sample analysis was carried out. Up to
5000 samples from each label in the ISCX VPN-APP and USTC-TFC datasets were selected
for evaluation (Tables 4 and 5). Specifically, for the ISCX VPN-APP dataset, we set the
number of samples in the AIM_Chat and ICQ categories to 1340 and 823, respectively. For
the USTC-TFC dataset, the number of samples in the FTP category was set to 1903.

Table 4. Categories of VPN-App.

Label Class Count

1 AIM_Chat 1340
2 Email 5000
3 Facebook 5000
4 Gmail 5000
5 Hangout 5000
6 ICQ 823
7 Netflix 5000
8 SCP 5000
9 Skype 5000
10 Spotify 5000
11 Tor 5000
12 Torrent 5000
13 Vimeo 5000
14 VoipBuster 5000
15 VPN-FTPS 5000
16 VPN-SFTP 5000
17 YouTube 5000

The bold represents the unbalanced sample category and its number.

Table 5. USTC-TFC categories.

Label Class Count

1 Cridex 5000
2 Geodo 5000
3 Htbot 5000
4 Miuref 5000
5 Neris 5000
6 Nsis-ay 823
7 Shifu 5000
8 Tinba 5000
9 Virut 5000
10 Zeus 5000
11 BitTorrent 5000
12 FaceTime 5000
13 FTP 1903
14 Gmail 5000
15 MySQL 5000
16 Outlook 5000
17 Skype 5000
18 SMB 5000
19 Weibo 5000
20 WorldOfWarcraft 5000

The bold represents the unbalanced sample category and its number.
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When evaluating model performance, we choose F1 score as our primary evaluation
metric. The F1 score combines precision and recall and can accurately measure the perfor-
mance of the model on each class to avoid the class with a large sample size dominating the
evaluation results. Hence this is especially suitable for the case of unbalanced samples [34].
From the ISCX-APP dataset, it can be observed that compared with other balanced sample
labels, LAMBERT has a significant improvement in performance on ICQ and AIM_Chat,
two categories with fewer samples. On the USTC-TFC dataset, due to the relatively clear
features of the category with fewer FTP samples, the accuracy reached 99.52%, and fur-
ther improvement was difficult. However, LAMBERT shows significant performance
improvement on Zeus and Skype, which are easily confused categories (Figures 6 and 7).

Figure 6. The LAMBERT F1 score comparison data and confusion matrix in the scenario where the
number of samples is unevenly distributed (ISCX-APP).

Figure 7. The LAMBERT F1 score comparison data and confusion matrix in the scenario where the
number of samples is unevenly distributed (USTC-TFC).

5.6. Analysis of Samples without Pre-Training

To verify whether LAMBERT is effective in processing datasets without pre-training,
we conducted comparative experiments on the USTC-TFC dataset without pre-training. In
this experiment, we compared LAMBERT with BERT-FC, BERT-Attention-FC, and BERT-
BiGRU-FC to evaluate the generalization ability of LAMBERT on samples not pretrained
(Figure 8).
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Figure 8. Comparative experiments of LAMBERT for processing datasets without pre-training.

The comparison results show that LAMBERT performs best on the nontrained datasets.
The second best are BERT-Attention-FC and BERT-BiGRU-FC without BiGRU or attention
blocks. Since this dataset is not pretrained, the ability of the pretrained BERT model
to express encrypted traffic in this dataset is relatively insufficient, so the effect of the
traditional BERT-FC method is not satisfactory. In contrast, the other three methods further
learn the features on the dataset based on the encrypted traffic representation output by the
original BERT, so the effect is better than that of the native BERT-FC method. This shows
that LAMBERT has good generalizability on nonpretrained datasets and can effectively
classify encrypted traffic.

5.7. Large Classification Sample Analysis

To verify the ability of LAMBERT to perform large sample classification tasks, we
designed a comparative experiment in which LAMBERT was compared with BERT-FC,
BERT-Attention-FC and BERT-BiGRU-FC. Experiments were conducted on the CSTNET-
TLS 1.3 dataset, which contains 120 classification targets and 465,367 selected samples,
which is 6 to 7 times greater than that of the other three datasets and hence the performance
of LAMBERT in large sample classification could be evaluated.

According to the results, LAMBERT still performs best. BERT-FC performs similarly to
BERT-Attention-FC and inferior to LAMBERT, while BERT-BiGRU-FC performs the worst.
In addition, compared with Section 5.5. LAMBERT shows more stable performance on
datasets with a large number of samples.

There are two reasons for this result. On the one hand, the CSTNET-TLS 1.3 dataset
is pretrained, and the pretrained BERT already has good expressive power. Thus good
results could be obtained by simple BERT-FC. When only adding an attention block after
BERT but lacking BiGRU, the content that can be noticed is limited due to the loss of the
context modelling ability of BiGRU, so the results show that BERT-Attention-FC has similar
effects to BERT-FC. On the other hand, for BERT-BiGRU-FC, due to the sequence loss
phenomenon of BiGRU at long distances, this disadvantage is significantly amplified for
the multiclassification target and large sample size of the CSTNET-TLS 1.3 dataset, unlike
the effect that can surpass BERT-FC on the USTC-TFC dataset (Figure 9).
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Figure 9. Comparative experiments of LAMBERT for processing large sample classification tasks.

In summary, the experimental results show that simply adding attention or BiGRU
after BERT does not significantly improve performance and is sometimes even worse than
simple BERT-FC. However, LAMBERT appropriately chooses its combination mode and
shows excellent performance in large sample classification tasks.

6. Discussion

By comparing the results of the experiments and ablation experiments, we observe
that LAMBERT performs excellently on encrypted traffic classification tasks. It integrates
the structure of BiGRU, multihead self-attention and additive attention so that the model
can better capture the long-distance dependence at the byte level and improve the classifi-
cation accuracy.

Although the experimental results show that LAMBERT achieves excellent perfor-
mance on multiple tasks and datasets, there are some potential limitations and room for
improvement, which we discuss in the following sections.

1. Improve the fine-tuning method
In this paper, we have mainly focused on the structural improvement of the fine-
tuning model, but it has been shown that improving the fine-tuning method can
also help to improve the classification performance. Some possible directions for
improvement are as follows:

(1) Further pre-training: For those scenarios where there is a lack of pre-training
data, consider further pre-training on the original pretrained model. This can
make the model adaptable to new domain data and improve its generalizability.

(2) Multitask tuning: Multitask learning has shown promising performance in
deep learning. Applying LAMBERT to multiple encrypted traffic classification
tasks without pre-training datasets and sharing knowledge between these
tasks may further improve the classification performance.

2. Research on classification under a single complex encryption sysytem
Different cryptographic implementations have different degrees of randomness [11].
According to the interpretability analysis of ET-BERT, the classification accuracy
decreases significantly on the encryption system with a single encryption algorithm
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and strong randomness of the encryption algorithm. The experimental results of
LAMBERT further confirm this view. The distribution of ciphertext is mainly affected
by the original text, the encryption algorithm and the encryption configuration. It is a
task full of potential and challenges to realize classification by perceiving the change
law of the original text in the ciphertext distribution without using the randomness
difference between different encryption algorithms.

3. Classification research in superlarge target classification scenarios
From the experimental results, we find that the classification accuracy decreases for
datasets with more classification targets. On three classification tasks, ETVS, ETVA and
ETMA, with 10 to 20 classification targets, the F1 score reaches more than 99%, while
on the ETTA with 120 classification targets, the F1 score decreases to 97%. However,
in some real classification scenarios, the number of classification targets often reaches
thousands. It can be assumed that in this case, the accuracy of classification will
decrease significantly. Therefore, it is a great challenge to maintain high classification
accuracy in such superlarge object classification scenarios.

When discussing the performance of the LAMBERT model, we specifically emphasize
security as a factor that cannot be ignored. Considering the sensitivity of encrypted traffic
and privacy protection requirements, the current model adopts the ciphertext part of the
transport layer as the input and classifies the traffic without decrypting the ciphertext.
By accurately classifying encrypted traffic, LAMBERT helps classify requirements in a
variety of scenarios while protecting the privacy of user data. Future research will continue
to explore ways to improve the accuracy and security of encrypted traffic classification
without violating user privacy.

In summary, the LAMBERT model has achieved significant performance improvement
in encrypted traffic classification, but there are still many potential research directions and
room for improvement. This will help to further improve the classification accuracy and
generalization ability to meet the evolving needs of encrypted traffic classification.

7. Conclusions

In this paper, we have conducted a comprehensive and in-depth experimental study
to further improve the accuracy and generalizability of encrypted traffic classification
by improving the existing BERT fine-tuning model. Specifically, we utilize the BiGRU-
Attention module, in which the BiGRU models and learns the context of the feature
vector sequence from BERT and fully extracts the temporal correlation between different
sequences to effectively capture the relationship between long-distance sequences. In
addition, we introduce an attention mechanism to dynamically assign different weights
to input features, thereby enhancing the influence of important features and helping to
avoid losing key information when processing long sequences. The experimental results
establish that our proposed LAMBERT model shows excellent performance in multiple
classification scenarios, including VPN Services, VPN APP, malicious traffic classification,
and TLS 1.3 applications. In particular, LAMBERT can effectively improve the classification
performance when dealing with various challenges, such as an unbalanced distribution
of samples, lack of pre-training or large-scale classification datasets. This provides strong
evidence for the robustness and generality of our method. In the future, on the one hand,
we hope to further improve the classification accuracy of encrypted traffic by improving
the fine-tuning method based on LAMBERT. On the other hand, we shall explore the
classification ability of LAMBERT in two extreme scenarios.
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