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Abstract: In online social networks, users can vote on different trust levels for each other to indicate
how much they trust their friends. Researchers have improved their ability to predict social trust
relationships through a variety of methods, one of which is the graph neural network (GNN) method,
but they have also brought the vulnerability of the GNN method into the social trust network
model. We propose a data-poisoning attack method for GNN-based social trust models based on the
characteristics of social trust networks. We used a two-sample test for power-law distributions of
discrete data to avoid changes in the dataset being detected and used an enhanced surrogate model
to generate poisoned samples. We further tested the effectiveness of our approach on three real-world
datasets and compared it with two other methods. The experimental results using three datasets
show that our method can effectively avoid detection. We also used three metrics to illustrate the
effectiveness of our attack, and the experimental results show that our attack stayed ahead of the
other two methods in all three datasets. In terms of one of our metrics, our attack method decreased
the accuracies of the attacked models by 12.6%, 22.8%, and 13.8%.

Keywords: social trust model; graph neural network; data-poisoning attack

MSC: 68T07

1. Introduction and Preliminaries
1.1. Introduction

In the era of the Internet, online social networks have evolved into an essential compo-
nent of people’s everyday existence. On these online social networking platforms, users
can give different social trust ratings to other users. Social trust voting reflects the degree
of trust between users and is extremely important for online marketing, recommender
systems, and other related applications to predict social trust voting between users. The
researchers proposed the social trust model to predict unknown social trust voting.

Social trust models are becoming increasingly vital across various contexts. They can
be used in e-commerce to increase the purchase rates of products, help users to identify
malicious behavior by others on modern social platforms, etc. When social trust models
are attacked and become unreliable, applications that use social trust models are also
severely affected.

Attacks on the traditional social trust model have a long history. Malicious attackers
disguise multiple identities and establish intentional social relationships with real users
to manipulate the entire social trust network and reduce its reliability, which becomes a
sybil attack [1]. One attacker may not be able to manipulate the whole social network;
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two or more attackers adopt the collusion attack [2] method to launch a coordinated attack
to increase the success rate of the attack. With in-depth research, attack methods, such
as a conflicting behavior attack [3] and on—off attack [4], were proposed, which diminish
the trust voting of genuine users or elevate the voting of malicious users, and ultimately
result in a decline in the reliability of the social trust model. Moreover, a control chart [5,6]
was first applied to quality management in industrial production for risk control and the
monitoring of anomalies in production, but now researchers have used control charts to
monitor anomalies in social networks [7-9]. The successful attack of the above methods
on traditional social trust models indicates that these traditional methods did not consider
robustness issues in their design.

In recent years, researchers demonstrated that graph neural networks can successfully
learn graph data in several scenarios, such as node classification and link prediction, with
results in a leading position [10-12]. With the success of graph neural networks, researchers
have increased their investigations of social trust scenarios [13]. When social trust models
use graph neural networks to improve performance, the threats against graph neural
networks are also brought into play [14,15]. Multiple white-box attacks against graph
neural networks were proposed: FGA [16] can quickly generate attacks using existing
nodes by leveraging the model’s gradient information. Greedy-GAN [17] injects new
attack nodes into the graph through a greedy algorithm. MGA [18] enables the attack
to escape the local optima and generate a stronger attack using the momentum gradient
method. TGA [19] creates attack nodes by comparing the gradient information of deep
neural network embeddings across different time snapshots, and NICKI [20] targets specific
types of nodes by injecting new nodes.

In recent years, numerous researchers have directed their efforts toward enhancing the
performance of social trust models (e.g., prediction accuracy, F1 scores) without considering
the robustness of the models. A specific attack method against neural networks is called
data poisoning, where an attacker can inject carefully crafted poisoned data into the
training model, causing the neural network to produce wrong predictions, reducing the
performance of the neural network model. Data-poisoning attacks have already posed a
threat to applications such as speech recognition systems [21], spam-filtering systems [22],
recommendation systems [23-25], and facial recognition systems [26]. In this case, data-
poisoning attacks will compromise the reliability of the graph-neural-network-based social
trust model, which, in turn, may lead to serious financial losses and adverse social impacts.
Overall, reducing the performance of the model will benefit the attacker, either in terms of
business or ethical considerations.

Although the previous work shown in Table 1 has achieved convincing results in
the attack of traditional social trust models, such as a sybil attack and its variants conflict
behavior attack, on—off attack, and other attack methods, to compromise the social trust
network, making it less trustworthy, they do not attack the relevant features of the social
trust model itself, especially the GNN-based social trust model. This study aimed to
bridge the gap in this area by evaluating the impact of our data-poisoning method on
GNN-based social trust models and further substantiating the problem of the vulnerability
and robustness of social trust models. We designed a data-poisoning attack method against
graph-neural-network-based social trust models and demonstrated that the attacker is able
to effectively degrade the performance of the social trust model while evading detection.
Also compared with other attacks against a graph neural network, such as in [27], this
attack method does not need to inject a lot of nodes into the graph (creating new users),
which aids the attack since creating a large number of new users may be detected and
blocked by social network platforms. Our method is more stealthy and only requires the
creation of social relationships between existing users.

In summary, the main contributions of this paper are as follows:

1. Based on the characteristics of online social networks, we propose a data-poisoning
attack method in a gray-box environment for GNN-based social trust models.
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2. If the node degree distribution changes significantly, the attack will be very easy to
detect. To overcome this problem, we used a two-sample test for power-law distribu-
tions of discrete data to keep the node degree distribution relatively unchanged and
preserve important social relationships.

3. To showcase the effectiveness of the method, we performed a series of quantitative
and qualitative experiments on three real-world datasets. The results demonstrate
that our method exhibited superior attack performance compared with the other
attack methods.

Table 1. Recent research on attack and defense of social trust models.

Title Authors Year Innovation Points

The sybil attack [28]. Douceur, J.R. 2002 The first attack method on social networks.

SybilGuard: Defending Against Sybil Yl.l’ H.; Kaminsky, M A decentralized defense method against a sybil
. . Gibbons, P.B.; 2008 . L.

Attacks via Social Networks [2]. attack is proposed based on user characteristics.

Flaxman, A.D.
Siimic ANerOptmal el Yo 4 Gibbons 2y eed Syl thweof e e ptna
Network Defense against Sybil Attacks [1].  Kaminsky, M.; Xiao, F. PP

The social web and privacy: Practices,
reciprocity and conflict detection in social
networks [29].

Pollution, bad-mouthing, and local
marketing: The underground of
location-based social networks [30].

Giirses, S.; Berendt, B.

2010

ber of attack edges.

Detecting conflict behavior attacks and modeling
the real-world impacts of such attacks in social
networks.

Costa, H,; Research into attack and defense measures against
Merschmann, L. H.; 2014 bad-mouthing attacks within social networks,
Barth, F; alongside the initial validation of the impact of such

attacks in real environments.

On-off attack management based on

trust [31].

SybilFlyover: Heterogeneous graph-based
fake account detection model on social

networks [32].

Adversarial attacks against dynamic graph
neural networks via node injection [27].

Benevenuto, F.

Defense mechanisms against on—off attacks utiliz-
ing predictability trust and sliding windows, cou-
pled with a practical assessment to validate the
efficacy of on-off attacks within social networks.

Sony, S.M.; Sasi, S.B. 2016

]siIXU{(FéaH L. 2022 Using the utilization of social data sourced from
Tia,nr.llli L 'gléui., 7 social networks for attacks and defenses.
Yanan, J.; Hui, X 2024 Node injection attacks on dynamic graph neural

networks based on graph structure vulnerability.

The main contents of the subsequent sections of this paper are as follows: The second
and third parts of Section 1 are an introduction to the problem scope and related preliminary
knowledge of the data-poisoning attack on social trust models based on graph neural
networks. Section 2 is a detailed description of the three modules in our attack. Section 3
analyzes the impact produced by using different attack methods on the performance of
three real-world datasets in the victim model and shows that our attack method produced
a stronger attack effect compared with the other attack methods. Section 4 summarizes the
main work of this paper and suggests future research directions.

1.2. Problem Scope

With the rapid development of artificial intelligence technology, especially the devel-
opment and wide application of graph neural networks, the social trust model based on
graph neural networks has demonstrated a powerful ability to predict social trust evalua-
tion. Compared with traditional social trust models, graph-neural-network-based models
are better able to capture complex dependencies in graph structures, thus improving the
accuracy of prediction. However, as graph neural networks are widely used in various
fields, their robustness problem has gradually attracted the attention of researchers.

In graph neural networks, data-poisoning attacks are a typical malicious attack method.
The attacker seeks to compromise the model’s performance by poisoning the dataset. Due
to the problem of robustness related to graph neural networks, social trust models based on
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graph neural networks may also be affected by this. Once the attacker successfully poisons
the dataset, the social trust voting predicted by the graph-neural-network-based social trust
model is likely to be biased, thus affecting its performance in practical applications and,
hence, commercial interests.

Because of the inherent openness and anonymity, nearly anyone can readily access
a user’s social relationships on these platforms. Users in social networks can be attacked
by methods such as social engineering [33]. In order to more closely match the real-world
attack environment, a data-poisoning attack method against the graph neural network
social trust model in a gray-box environment is proposed. This is a more difficult but more
contextualized real-world attack environment than the white-box environment, and this
setting makes the research more difficult and challenging.

In the context of a gray-box environment, the attack is restricted to accessing only a
constrained subset of information pertaining to the model, only the relationships between
the inputs and the predicted outputs, and cannot get a full picture of the specific network
structure and learning parameters of the model. The attacker cannot directly obtain detailed
information about the model, as in the case of white-box attacks, and can only discover
the weaknesses of the attacked model through other methods. Attacking in a gray-box
environment is more challenging compared with a white-box attack, but it also provides a
more realistic simulation environment for the attack, which helps to expose the security
issues of GNN-based social trust models.

1.3. Preliminaries

The study of social trust modeling involves a number of disciplines, such as psy-
chology, sociology, and computer science, and is an interdisciplinary study. Predicting
social trust evaluations is an even more complex problem that requires the consideration of
various factors. In previous studies, modeling social trust was usually done by traversing
the traditional method of trust propagation from the user who gives the vote to the user
who receives the vote for the whole social trust network to learn and predict social trust
evaluations. These methods require computing a large amount of data in the graph and
analyzing each node and edge individually to determine the propagation and aggregation
rules of trust. There are still problems, such as computational inefficiency and high resource
demand, when applied to larger-scale social networks.

Therefore, researchers further explored how to satisfy the need to improve the com-
putational efficiency and reduce computational resources while maintaining high model
performance. In addition, machine learning techniques are also combined with the relevant
features of social trust in cross-disciplines to fully utilize the advantages of both to achieve
more accurate and efficient predictions.

With the continuous development of GNNs in recent years, GNN-related techniques
were shown to be able to learn on graph-structured data and have achieved advanced re-
sults in applications such as community detection and link prediction. Social trust modeling
using graph neural network techniques has better task performance, a shorter computation
time, and fewer computational resource requirements compared with other methods.

To describe our attack method in detail, we first define a social trust network as
G = (F,R, V). Let F = {f1, fa,..., fu} be the set of all users in a social trust network,
where f; represents user i and n denotes the total count of users within the network.
R = {r152,m251---,7(u—1)-n} is the set of social relations between all users. Specifi-
cally, if r,—, = 1, then this means user m is a trustor, user 7 is a trustee, and there
is a one-way trustor—trustee social relationship between user m and user n. Let V =
{o1-2,+ ,9(u—1)5nlr1>27+ , F(u—1)=n € R} be the social trust vote given by the trustor
to the trustee in a known social relationship. The social trust model predicts the missing
social trust vote V by learning the known social relationships R and social trust vote V in
the network such that V = {3y—n|rm—n € R}.

As shown in Figure 1, our study was built in a gray-box attack setting. Due to the
openness of social networks, we assumed that the social trust network dataset was already
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known, but we could not access the neural network structure, learning parameters, and
other contents of the model. We define the social trust model as a learning classifier:

f =0(GNNs(F,R,V)) 1)

where o represents the activation function and GN N’ represent the unknown graph neural
network methods.

Our objective was to optimize the disparity in model performance between the dataset
before poisoning G = (F, R, V) and the dataset after poisoning G’ = (F,R’, V').

maXZ Z |fi—>j(F/er V,) _fi—>j(F/ R, V)' (2)
i=1j=1

Predicted social
trust voting

Activation Function

Unknown
GNNs Layer

-—= ﬁ_ —=J
As Trustor As Trustee
Trustee Votings Trustor Votings
A Observer B Apprentice
B Master D Journeyer
C Journeyer E Master
Trustor-Trustee Relationship

3

“° &

» O
e
D A C

Social Trust Network

Figure 1. Illustration of GNN-based social trust model.

2. Poisoning Method

We propose a data-poisoning attack method on graph-neural-network-based social
trust models in a gray-box environment that can generate poisoning samples that have an
impact on the attacked model and can effectively avoid detection. Attacks on gray-box
environments have more practical value for the protection of and enhancing the robustness
of the models.

2.1. Avoidance Detection Module

Usually, data-poisoning attacks need to put a sufficient proportion of poisoned samples
in the original dataset to have an impact on the model performance, but a large number of
poisoned samples are easily detected by the victims. Social relations are different from text
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or images, and it is difficult to detect the difference before and after poisoning by visual
inspection. To avoid poisoning samples being detected, we first limited the maximum
number of modified social relations R’ and trust votes V' by e.

YR —R[+ V' —V[<e (3)

Furthermore, to ensure that our poisoned samples were similar enough to the original
dataset, we wanted to retain important network features in the social trust network and
that our perturbations did not overly affect the node degree distribution in the social trust
network. We refer to a two-sample test for power-law distributions of discrete data [34],
which for a large sample, will obey a chi-square distribution with one degree of freedom.

A=-2xI(Hy| RUR)+2xI(Hy | R)+2xI(Hy | R') (4)

We set up significance tests to evaluate whether R and R’ are from an identical power-
law distribution. The null hypothesis Hj is satisfied if R and R’ come from the identical
power-law distribution and hypothesis H; is satisfied if R and R’ come from different
power-law distributions.

In order to calculate the log-likelihood value / in Equation (4), we used the maximum
likelihood estimation (MLE) [35] to give accurate parameter estimates; given a sample
IR| = {|r1], Ir2|, .., |rilli € F,|ti| > rmin}, the log-likelihood function is

(e, Pin) = nlna + nalnry,, + (@« +1) Y. In|r )
i,jEF,Vi‘}]'ER

where |r;| represents the number of friends of user i and r,,;, denotes the minimum number
of friends required for a user to be included in the computation. In the discrete case, the
calculation of « in the power-law distribution only applies to the case v > ry,;,. n is the
number of all users in a social network that satisfies r > 7,,;;,.

Although we are currently unable to exactly calculate the scaling parameter « in the
discrete case, an approximate expression is given by [34]

7; _
ag~1+n[ Yy In—"2]! (6)
ieFr;eR - Tmin — 3

Therefore, we can calculate A to determine whether R and R’ come from the same
power-law distribution. We used the classical p-value of 0.05 as the threshold value for
accepting or rejecting the null hypothesis.

A < 0.05 )

Equations (3) and (7) form a challenging constraint CfA, and the ultimate goal of
the non-detectable design is to satisfy that R and R’ possess/ the same trend in the node
degree distribution.

Overall, the avoidance detection module initially scrutinizes the node degree distri-
bution of the original dataset to verify that the poisoned dataset maintained adherence
to the power-law distribution. Subsequently, by employing the two-sample test method
for assessing the power-law distribution of discrete data, samples that minimally alter
the power-law distribution are identified as the candidate set of poisoning samples. The
objective was to ensure that the poisoning samples preserve the power-law distribution of
the original sample set to the greatest extent possible.

This approach effectively preserves the integrity of influential nodes within the original
dataset. Given that influential nodes play a significant role in the dataset, any substantial
alteration to them could potentially disrupt the connectivity and topology of the dataset,
thereby impacting the transmission of social trust.
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The flow chart of the avoidance detection module is given in Figure 2, which is used
to illustrate the design and algorithm of the avoidance detection module more clearly.

Through the above steps, it is possible to effectively generate poisoning samples that
have less impact on the degree of distribution of the nodes.

Original Network
( Two-sample test for power-law distributions >—

Computing o,

< Computing I(a,r,,) use MLE >

Potential Poisoning Samples >

Figure 2. The flow chart of the avoidance detection module.

2.2. Gray-Box Attack Module

In [36], a network was characterized by its asymmetry and propagative nature. To
illustrate the characteristics of such a network, a small network was constructed as shown
in Figure 3. The asymmetry of voting is evident when considering the perspectives of
users A and C in the network. The voting of user A regarding user C (A — C) is different
from the social trust voting of user C regarding user A (C — A). At the same time, there
is a vote between user C and user B (C — B), and based on the feature of social network
propagability, A — C — B forms a potential social trust evaluation (A — B).

& &

O
4 ‘
D ZI__.\."__IZ—_.é D 1 A

(a) Network graph. (b) Asymmetry.

— ———
- ? —
- ~

o ® ¥

S e

A C B
(c) Propagative.

Figure 3. The feature illustrations of a social trust network: an example.

Even though we have access to nearly all social relationships, we could not steal the
parameters of the trained model and explore which GNN method was used in the social
trust model. We did not focus on the specific GNN method used by the social trust model;
we only adapted the poisoning method based on the characteristics of social trust networks
so that we could effectively attack the social trust model.

A surrogate model approach for undirected graphs proposed in [37] was shown to
be successfully transferred to attack a real model with good results. Therefore, we hoped
that this approach could also attack our social trust model. In general, we could attack an
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undirected graph model with a linear model that removed the nonlinear activation function
while preserving the idea of graph convolution:

fe(A) = o(AAXW, Wy, ) = o(A2XWe) ®)

In Equation (8), Wy, denotes the first layer of the surrogate model’s learnable param-
eter matrix, and Wy, denotes the second layer of the learnable parameter matrix. In the
training phase of the surrogate model, Wy, x Wy, can be simplified to a single matrix We.
A= @_%flﬁ_%, where A = A+ Iy, and D;; = Zj Aij, o(.) is a simple linear activation
function. A represents the adjacency matrix of the social network dataset, while Zy is a
diagonal matrix with all entries set to 1. The .A matrix is created by adding together the
A and Ty matrices, thereby incorporating the structural information of the nodes into the
training process. The A matrix is a symmetric normalized Laplacian matrix derived from a
fast approximate convolution [11] of the graph and has since become widely used in graph
convolutional neural networks. The X matrix is the feature matrix containing the features
of the graph.

However, this approach cannot be applied to the network, where users may assume
two distinct roles, trustor and trustee, due to the asymmetric nature of social networks. The
social trust voting given by a user and the social trust voting received by a user may differ.
It is not enough to consider only the existence of reciprocal social relationships between
two users when attacking. We propose a two-way attack method that classifies the social
relationships and social trust voting in social trust networks according to what we call
input interaction and output interaction.

To tackle this asymmetry property of social trust networks, we split a social network
graph G = (F, R, V) into an input social trust network graph G; = (F, R;, V;) and an output
social trust network graph G, = (F, R,, V,), where

i fori<j _ i fori>j
Rl_{O,fori>j}’Ro_{0,fori<j )
- vi]-,forigj - vi]-,foriZj
V’_{O,fori>j}’vo_{0,fori<j (19

To ensure the symmetry of the adjacency matrix, we added the transpose matrix to the
original matrix:
Ri =R;+R], Ry =R, +R] (11)

Vi=Vi+ VI, Vo=Vo+ V] (12)

2.3. Attack Evaluation Module

Each social relationship R corresponds to a social trust vote V. We previously filtered
out the social relationships R that were not easily detectable during the attack. From this,
we could attack asymmetric social trust networks through a linear approach. Algorithm 1
shows the pseudo-code for generating the poisoning samples. Specifically, we used a local
optimal solution approach to generate the best samples without exceeding the limits by
ranking all samples according to their scores for the model performance in Equation (13),
where @ denotes the concatenation operation between two vectors.

Cattack = rr}zax[S(fL(Vl)) @ S(fﬁ(vo))] (13)

CS,A

The goal of our task was to maximize the difference between the pre-poisoning and
post-poisoning model accuracies; therefore, we could define the scoring function for the
poisoning method given the original sample G and the parameter matrix W as

S[G, We] = < fﬁ(v‘zch)wﬁ,v -~ fﬁ(v'wac) (14)

‘X_>/Srvaaﬁ>
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The above is done to select and generate the poisoning samples. Given a social
trust network graph G, a candidate set is formed after confirming the evaluation of social
relations that meet the requirements CX, . The social relationship in the candidate set can
be changed. The social trust voting that has the greatest impact on the performance of the
model is selected from the candidate set by the scoring function, and it is selected as the
final poisoning sample C 444k

Algorithm 1 An algorithm to find the best poisoning sample under constrained conditions.

Output: Best poisoning samples C 4y5cx
Input: Social trust network G = (F, R, V), poisoning budget ¢
1: Use linear function on G to get Weompine
2. while ) [|[R' — R|+ |V —V|] < edo
3:  C ¢ samples under constraint
4 Scombine %S(fﬁ(‘@))@s(fﬁ(vo))
5 Cattack < mRax SCombine
Cs,A
6: end while

3. Experimental Results
3.1. Dataset Description

Because of the destructive nature of the attack, it was not possible to validate the effec-
tiveness of the attack by attacking an ongoing social platform. Therefore, we chose three
widely used real-world datasets to validate the effectiveness of our data-poisoning attacks.

The initial dataset was Advogato [38], which is a network community site for free
software development workers, where all users can express their trust level with others,
which offers different trust levels: {Observer, Apprentice, Journeyer, Master}.

Another network dataset is Pretty-Good-Privacy (PGP) [39], which is a cryptographic
application that applies ideas related to social trust networks, which provides secure
encryption services and authentication services for data transmission, and similar to the
initial one, contains different voting levels of trust in the PGP dataset.

The third dataset is BitcoinOTC [40]. This network represents the trust relationships
among individuals who engage in Bitcoin trading on the BitcoinOTC platform. Since the
Bitcoin platform is an anonymous platform where the identities of all users are hidden, in
order to prevent fraudulent transactions and detect malicious users to prevent them from
trading with normal users, someone created the BitcoinOTC platform, where users can
rate each other’s trust on a scale from —10 (distrust) to 10 (trust). To facilitate comparison
with other datasets, we defined users with ratings between —10 and —5 as Observer, users
between —5 and 0 as Apprentice, users between 0 and 5 as Journeyer, and users between 5
and 10 as Master. Statistics for these three datasets are listed in the Table 2.

Table 2. Statistical description of three datasets.

Advogato PGP BitcoinOTC
# of nodes 52K 10.7K 58K
# of edges 471K 243K 355K
Density 0.003548 0.000426 0.002490
Maximum degree 941 205 1298
Minimum degree 1 1 1
Average degree 18 4 12

3.2. Experimental Settings

All of our experiments were run on a machine with an Intel Core i7-11700 CPU, 64 GB
RAM, 500 GB SSD, and GeForce RTX 3060 GPU.

To showcase the effects of the attack, we employed Guardian [13] as our attacked
model with its default configuration in Table 3. The model used node2vec as the graph-
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embedding method, providing an initial embedding of 128 dimensions for each user, and
three graph convolutional layers with [32, 64, 32] layers each. For the hyperparameters,
we configured the learning rate to 0.01, the dropout to 0.0, and the normalization factor
to 107°. We assessed the effects of the attack after each model’s training session, which
consisted of 200 epochs. We randomly divided each dataset into two parts, where 80% of
the votes formed the training dataset, and the remaining 20% served as the test set of the
model, and the test set was removed during the training period. One-hot encoding was
used in the training phase. In the dataset, four different types of trust voting were included,
and each trust vote was transformed into the following representation:

{[0,0,0,1]%,1[0,0,1,0]",[0,1,0,0]%,[1,0,0,0]"} (15)

Table 3. The configuration of the model.

Parameters Settings
Embedding_dim 128
Learning rate 0.01
Dropout rate 0
Normalization factor 107>

Layer numbers [32, 64, 32]

3.3. Experimental Results and Analysis
3.3.1. Effectiveness of the Avoidance Detection Module

Since related studies found that the propagation speed of information tends to follow
a power-law distribution in the networks, this means that a few pieces of information will
quickly spread to a large number of users. By studying the power-law distribution, it can
be found that a few individual users with high influence play a key role in the social trust
network, and their social trust voting may have a profound impact on the whole network.

Considering the substantial volume of data within social trust networks, changes in
the network structure are difficult to detect directly. We demonstrated the importance of
restricting cX, by comparing the frequency of node degree distributions. The frequency
of the node aegree distribution can be examined to visually detect whether the social
trust network has been tampered with. Figure 4 shows the changes in the node degree
distribution frequency of the Advogato dataset under different attacks. The closer the
poisoned sample is to the original network, the more it can avoid detection. If not restricted,
social trust networks will become increasingly different from the original network after
being poisoned. This illustrates that the restrictions we set on changing social relationships
make the changes more imperceptible.
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Figure 4. The node degree distribution of the Advogato dataset.
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3.3.2. Impact of Attacks on Model Performance

To comprehensively assess the efficacy of our poisoning approach, we evaluated the
model’s accuracy in three real-world datasets, and to avoid unbalanced samples, we also
evaluated the F1-weighted score.

Accuracy, which is widely used to evaluate the performance of neural network mod-
els, is an intuitively simple representation of the number of samples in a model whose
predictions match the real labels as a proportion of the total number of samples.

TP+TN
TP+TN+FP+FN

Accuracy = (16)
TP (true positive) and TN (true negative) denote the count of samples accurately
predicted by the model, while FP (false positive) and FN (false negative) represent the
count of samples incorrectly predicted by the model.
The F1-weight score comprehensively evaluates the accuracy, recall, and generalization
ability of the model. This evaluation metric indicates the combined ability of the model to
predict different samples in the model prediction process.

precision - recall

F=2
! precison + recall

(17)

We first implemented the attacked models in the three original datasets Advogato,
PGP, and BitcoinOTC, with accuracies of 73%, 87.3%, and 89.8%, and F1-weighted scores of
72.9%, 87.3%, and 88.9%, respectively.

Given that there is no baseline for such attacks against GNN-based social trust models,
to validate the efficacy of our attacks, we compared our proposed method with two widely
used attack methods for GNN attacks, which are random-poisoning attacks and degree-
centrality-poisoning attacks.

A random-poisoning attack selects a random set of users in a social dataset and gives
random users random social trust ratings. It continuously picks users until a set number of
poisonings is reached. This method is very simple, but in the subsequent experiments, we
showed that the social trust model was unable to detect this kind of attack, and it also had
an impact on the performance of the social trust model.

The degree of a node in a graph refers to the count of the connected edges of that node.
In a social trust network, the higher the degree in the graph’s node, the greater its degree
centrality, signifying its increased significance within the network, which means that this
user is more important to the whole network. Degree-centrality attacks are performed on
nodes in the social trust network that have a larger degree of nodes. The attack will create
a social relationship between two nodes of greater degree and give random social trust
voting until the poisoning ratio is reached.

Ndegree

D =
egree = ——~

(18)

where 1 denotes the number of nodes, and N/, denotes the degree of the node.

As depicted in Figure 5, we established a compact social network in Section 2. In our
analysis, the random attack randomly targets any of the social relationships within the net-
work. Conversely, the degree-centrality attack prioritizes the targeting of edges associated
with nodes possessing higher degrees.

The baseline and the performance after using different attack methods and different
poisoning ratios of {5%, 10%, 15%, 20%} are shown in Figures 6 and 7. Figure 6 shows the
accuracy of these datasets for different attack methods and different poisoning ratios, and
Figure 7 shows the F1-weighted score.
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As shown, our attack method was valid for any percentage of poisoned samples. The
model’s accuracy and F1-weighted score dropped as the percentage of poisoning increased,
but our proposed method consistently led among all these poisoning methods.
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Figure 7. F1-weighted score under different attacks and poisoning ratios.

As with the other attack methods, the impact of our method on the accuracy and
F1-weighted score gradually increased with the ratios of poisoning attacks. Our method’s
effect on the model’s accuracy and F1-weighted score surpassed those of the other attack
methods, namely, the random attack and degree-centrality attack, across all ratios of
poisoning attack samples.

To illustrate the effect of our attack in more detail, we elaborate on the effect of our at-
tack on the attacked model in terms of the accuracy and F1-weighted score in Tables 4 and 5.
Our attack method decreased the model accuracy by 12.6%, 22.8%, and 13.8%, and de-
creased the Fl-weighted score by 12.9%, 24.5%, and 19.3% at the 20% poisoning ratio,
respectively.
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Table 4. Accuracy of three datasets under different poisoning methods and ratios.
Advogato

Origin Network 0.73
Poisoning ratio 5% 10% 15% 20%
Random attack 0.720 0.716 0.711 0.705
Degree-centrality attack 0.747 0.729 0.718 0.705
Our attack 0.680 0.660 0.632 0.604

PGP
Origin Network 0.873
Poisoning ratio 5% 10% 15% 20%
Random attack 0.842 0.832 0.814 0.8
Degree-centrality attack 0.846 0.823 0.81 0.797
Our attack 0.688 0.67 0.654 0.645

BitcoinOTC
Origin Network 0.898
Poisoning ratio 5% 10% 15% 20%
Random attack 0.878 0.856 0.836 0.824
Degree-centrality attack 0.869 0.848 0.842 0.829
Our attack 0.801 0.788 0.771 0.76
Table 5. F1-weighted score of three datasets under different poisoning methods and ratios.
Advogato

Origin Network 0.729
Poisoning ratio 5% 10% 15% 20%
Random attack 0.719 0.715 0.709 0.703
Degree-centrality attack 0.746 0.729 0.717 0.704
Our attack 0.678 0.658 0.628 0.6

PGP
Origin Network 0.873
Poisoning ratio 5% 10% 15% 20%
Random attack 0.839 0.832 0.814 0.799
Degree-centrality attack 0.846 0.823 0.809 0.796
Our attack 0.672 0.652 0.635 0.628

BitcoinOTC

Origin Network 0.889
Poisoning ratio 5% 10% 15% 20%
Random attack 0.871 0.848 0.828 0.815
Degree-centrality attack 0.862 0.841 0.835 0.823
Our attack 0.757 0.739 0.708 0.696

3.3.3. Impact of Attacks on Model Training

The loss function plays a vital role in the training of models. The loss function serves to
quantify the disparity between the model’s predictions and the actual labels. By optimizing
the loss function, the model can better align with the data and enhance its performance.
By contrasting the training loss of the model before and after the data-poisoning attack, we
could discern the attack’s influence on the model training.

We also compare the loss functions in Figures 8 and 9. The model was tuned to
the training parameters by the loss function during the training process. The inability to
decrease the loss function will lead to an increase in the training costs and the consumption
of computational resources.
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Figure 9. The actual loss under our attack at different poisoning ratios.

4. Conclusions

In this paper, we introduce a data-poisoning attack method in a gray-box environment
tailored for GNN-based social trust models, leveraging insights from the characteristics
of social trust networks. Our approach prioritizes preserving the integrity of influential
social relationships by maintaining the node degree distribution through a two-sample
test for power-law distributions. Through extensive experimentation on three datasets, we
showcased the efficacy of our attack method in compromising the performance of social
trust models.

Examining the robustness of social trust models stands as a critical endeavor, and our
study contributes essential insights for crafting more resilient models.

In future endeavors, we aim to enhance the efficiency of attacks against social trust
models while concurrently designing robust models and effective attack detection mecha-
nisms to bolster the security and reliability of social trust networks. We aspire to tackle more
challenging attack scenarios, such as black-box environments, which necessitate greater
computational resources and query accesses to the attacked model, thereby intensifying
the difficulty of the attack and making it more susceptible to detection by the victim.

It is crucial to emphasize that attacks are not the ultimate goal of security. Rather, the
objective is to bolster the robustness of social trust models through attacks and cultivate
more secure social trust networks.
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