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Abstract: This study introduces a novel approach to data gathering in energy-harvesting wireless
sensor networks (EH-WSNss) utilizing cooperative multi-agent reinforcement learning (MARL). In
addressing the challenges of efficient data collection in resource-constrained WSNs, we propose
and examine a decentralized, autonomous communication framework where sensors function as
individual agents. These agents employ an extended version of the Q-learning algorithm, tailored
for a multi-agent setting, enabling independent learning and adaptation of their data transmission
strategies. We introduce therein a specialized e-p-greedy exploration method which is well suited for
MAS settings. The key objective of our approach is the maximization of report flow, aligning with
specific applicative goals for these networks. Our model operates under varying energy constraints
and dynamic environments, with each sensor making decisions based on interactions within the
network, devoid of explicit inter-sensor communication. The focus is on optimizing the frequency and
efficiency of data report delivery to a central collection point, taking into account the unique attributes
of each sensor. Notably, our findings present a surprising result: despite the known challenges of
Q-learning in MARL, such as non-stationarity and the lack of guaranteed convergence to optimality
due to multi-agent related pathologies, the cooperative nature of the MARL protocol in our study
obtains high network performance. We present simulations and analyze key aspects contributing
to coordination in various scenarios. A noteworthy feature of our system is its perpetual learning
capability, which fosters network adaptiveness in response to changes such as sensor malfunctions
or new sensor integrations. This dynamic adaptability ensures sustained and effective resource
utilization, even as network conditions evolve. Our research lays grounds for learning-based WSNs
and offers vital insights into the application of MARL in real-world EH-WSN scenarios, underscoring
its effectiveness in navigating the intricate challenges of large-scale, resource-limited sensor networks.

Keywords: reinforcement learning; Q-learning; wireless communication; wireless sensor network;
data-gathering; multi-agent systems; cooperative systems; autonomous communication; distributed
algorithms; medium-access control protocols; energy harvesting
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1. Introduction

In the era where the dynamics of big data shape the trajectory of technological ad-
vancements, the significance of wireless sensor networks (WSNs) in various applications
has become paramount. These networks, integral to fields as diverse as environmental
monitoring, health care, industrial automation, and urban infrastructure management, are
linchpins in the modern data-driven decision-making landscape. WSNs stand at the fore-
front of capturing, processing, and transmitting invaluable real-time data, crucial for timely
and informed decisions across multiple sectors. Characterized by a diverse array of sensor
capabilities and operating under various constraints such as limited energy, bandwidth,
and computational power, WSNs face formidable challenges in the efficient and effective
gathering of data. Traditional methodologies for data collection in these networks, though
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tailored to specific network types and demands, are increasingly seen as insufficient for
addressing the complexity of sensor constraints. Characterized by substantial coordination
overhead and a lack of adaptability to changing environmental and operational conditions,
these methods have shown limitations in terms of scalability and flexibility to different
constraints. This has led to burgeoning interest in developing more dynamic, intelligent,
and efficient data-gathering strategies, fueled by the rapid advancements in the fields
of artificial intelligence and machine learning. These technologies, with their immense
potential, are poised to revolutionize the operational paradigms of WSNs by enhancing
their flexibility, adaptability, and overall efficiency.

With the evolution of machine learning (ML), which has become a trend utilized in
practically every aspect of our lives, it seems only natural to incorporate such techniques in
WSNs and, in particular, data-gathering applications wherein resources such as sensors’
capabilities (e.g., energy, memory) and airtime are limited. Although potentially capable of
providing very satisfactory results, the traditional centralized ML approach, and specifi-
cally reinforcement learning (RL), in which a centralized decision-maker observes, learns,
and controls the sensors’ behavior, seems inappropriate due to the significant overhead
involved in collecting and distributing information between the central entity (e.g., access
point or sink) and the numerous sensors, as well as the scalability issues and delay incurred
for adaptations to real-time changes. Accordingly, a distributed approach seems much
more appropriate; distributed RL empowers individual sensors to make independent
decisions in response to their immediate environments. This autonomy not only reduces
overhead, but is also crucial for networks that require rapid adaptability to constantly
changing environmental conditions, fluctuating resource availability, and evolving network
dynamics. However, the generalization of the single decision-maker RL to a multi-agent
framework presents a myriad of challenges. Foremost among these is the issue of non-
stationarity in network environments and the intricacies involved in achieving optimal
strategic convergence among a multitude of simultaneously interacting sensors.

Our research endeavors to investigate both the potential and the complexities involved
in adopting a multi-agent reinforcement learning (MARL) approach in the context of WSNs.
Specifically, we explore various MARL mechanisms and their implications for sensor
network dynamics, as well as the reciprocal impact of sensor network dynamics on MARL.
Our aim is to understand key contributing factors and identify mechanisms for achieving
high-performing, adaptively learning wireless networks. This work provides insights as
a stepping stone for future research and demonstrates the potential of an MARL-based
approach for optimized data-gathering in WSNs.

To explore the applicability of MARL to WSNs, we employ a pervasive data-gathering
use case in which multiple sensors must report an observed phenomenon to a sink (or a set
of sinks). The specific sensor that reports the observation is irrelevant as long as the sink
receives continuous reports. We assume that the sensors are constrained by energy, which
they need to harvest from the environment, i.e., a sensor can transmit a report only after it
has harvested sufficient energy for such transmission. We assume that each sensor executes
a Q-Learning algorithm with a limited state space. It is important to emphasize that the
Q-Learning algorithm executed by the various sensors is completely distributed, meaning
that the sensors do not exchange any information between them and do not include any
additional information in their reports other than what is required by the protocol used.
Although there are more advanced mechanisms, such as deep RL, which can handle large
systems and provide superior results, we adopted Q-learning for two main reasons. First,
we believe the sensors have limited capabilities and resources, which constrain them from
running more complex mechanisms. Second, and more importantly, since the aim of this
paper is to explore the potential of employing MARL for data-gathering in WSNs, we
believe that utilizing Q-learning can provide better insight into the dynamics of the system.

By exploring the Q-table obtained and the strategies adopted by various sensors for
various setups, we gained insights into some important factors that affect whether the
system will converge to high network utilization (a continuous stream of reports received
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by the sink) or to a poor one. We demonstrate that under mild conditions, the system can
converge to optimal performance, where the sensors learn to transmit in a time division
multiple access (TDMA)-like pattern by learning to avoid synchronization. For dense
networks, we observe high airtime utilization, yet suboptimal performance, as some
sensors learn to avoid transmission altogether while others transmit. To incentivize sensors
to remain idle in case of collisions, we devised a global reward for successful transmission
attained by all sensors, regardless of the transmitting sensors. Additionally, we leveraged
insights from the backoff mechanism in random access protocols, biasing the action to
remain idle on transmit while in exploration mode. This allowed each sensor to explore
transmission only once in every several visits to the exploration mode.

The distinctiveness of our work is manifold. Primarily, it facilitates the autonomous
adaptation of transmission strategies by sensors, based on indirect real-time assessments
of channel usage. Moreover, our approach is completely distributed and makes use of no
coordination overhead, which is related to the learning process, i.e., no extra over-the-air
control overhead other than what is required by the channel access protocol, e.g., com-
munication headers, acknowledgments, etc. Avoiding such communication overhead is
paramount to ensure that the network can effectively fulfill its data-reporting objectives,
utilizing the airtime by transmitting reports rather than wasting the majority of the airtime
by transmitting learning information, as suggested by several other studies aiming to
obtain a superior strategy.

This study focuses on learning deterministic policies in discrete environments and
available actions, delving into the fundamental understanding of cooperative system
dynamics. We demonstrate high efficiency in various homogeneous and heterogeneous
scenarios by applying networking concepts that assist sensors in obtaining medium access
coordination. Emphasizing its suitability for small and simple hardware devices, our
distributed approach maintains minimal memory and computing power usage and does
not require centralized training. With a continuous learning algorithm approach, we
demonstrate adaptability to changing network dynamics, which is crucial for maintaining
the flow of sensor reports. Combining these valuable conceptual elements, we present an
implementation of our proposal, discussing its applicability and practicality in the real
world. Highlighting our findings and emphasizing the broad implications of our research,
we designate this research as facilitating the evolution and understanding of autonomous
learning data gathering in WSN.

To summarize, the contribution of our research is as follows:

1.  We provide a simple multi-agent energy-harvesting wireless sensor network (EH-
WSN) model for data gathering, where the objective is for the sink to receive as many
reports as possible, regardless of the identity of the senders. The system relies on
global rewards received by all sensors whenever an ACK is transmitted by the sink, in-
centivizing the sensors to collaborate rather than contend. The suggested procedure is
completely distributed and free from control messaging or any information exchange.

2. The model adapts the single-agent Q-Learning algorithm to a multi-agent Q-Learning
algorithm, which is suited for simple hardware, where each sensor runs the Q-
Learning algorithm distributively. The results show up to 100% channel utilization,
where sensors learn to transmit in a TDMA-like pattern.

3.  To address WSNs with a large number of sensors, we introduce a specialized version
of the e-greedy policy, termed e-p. This policy provides a novel networking-inspired
exploration mechanism that is well suited for Q-learning within a multi-agent system
environment, particularly when the number of agents is large.

4. We address challenging scenarios where sensors have differentiated EH patterns.
To do so, we augment the model by expanding the state-space with additional param-
eters, which also require no control or inter-sensor information exchange. In this setup,
the sensors demonstrate a transmission pattern that achieves very high (sometimes up
to 100%) channel utilization. The system is shown to be robust to topological changes,
such as adapting to a sensor’s failure and a new sensor joining the WSN.
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5. The results are thoroughly analyzed, and various parameters and settings are ex-
plored. We provide insight into many issues that can be leveraged for other setups
and scenarios.

6. We provide a hardware implementation that clearly validates the findings using a
software-defined radio. The real-time implementation demonstrates that the proce-
dure can operate and attain similar satisfactory results to those achieved in simulation,
over a physical medium, despite additional challenges such as fading, noise, ACK
de-synchronization, and others.

This paper aims to shed light on the potential of using MARL for the prevalent ap-
plication of data gathering in WSNs, covering crucial aspects. It is organized as follows:
Section 2 reviews the related literature on reinforcement learning in the context of WSN data
gathering and medium access control. Section 3 provides basic background on reinforce-
ment learning and multi-agent systems, setting the stage for our subsequent discussions.
Section 4 introduces the model used throughout the paper. Section 5 unfolds our RL de-
sign, and Section 6 presents the MARL algorithm, elucidating the intricate mechanisms
underpinning our approach’s advancements in sensor network efficiency and performance.
Section 7 presents simulation results covering a diverse range of setups accompanied by a
thorough analysis of the results. Section 8 bridges the gap between theory and practice,
presenting an implementation of the suggested algorithm using a software-defined radio
(SDR). Finally, Section 9 concludes the paper.

2. Related Work

Gathering data in wireless sensor networks has been a prolific research topic over the
last few decades, with a myriad of optimizing proposals developed across all layers of the
OSI model [1]. Wireless sensor networks architecture can be typically divided into two types
according to the overall objectives: network-based, where the network’s topology dictates
algorithmic considerations (e.g., coverage, aggregation, latency), and sensor-characteristics-
based, where the sensor may be constrained in the ability to transmit freely (e.g., energy har-
vesting, battery). Typically, in some of those cases, data-gathering is application-oriented,
where the eventual need for reports follows to satisfy a specific demand by the applica-
tion. While the aim is to satisfy all demands and constraints, in most cases, genericness
is not possible, and the proposed works focus on satisfying specific objectives. Over the
years, several protocols have been proposed to meet different applicative requirements.
One of the earliest, and perhaps most prominent, was the ALOHA protocol [2], a simple
random access protocol, where each user can transmit data whenever it has packets to
send, and collisions may occur when multiple users transmit simultaneously, incurring a
basic retransmission mechanism. It is well known that in such an ill-informed approach,
medium utilization and performance must be sacrificed. To address such challenges and
others, numerous advanced protocols have been proposed over the last few decades. Many
of those protocols have been surveyed extensively in [1,3,4]. Each of the protocols was
designed with various considerations, such as energy [5,6], network dynamics, throughput
and utilization [7], fault recovery [8], latency [9], and more. These proposals cater to a
multitude of different application needs and aim to address them efficiently [10]. When
concerning controlling access to the transmission medium, there are numerous methods
in use, from duty-cycling transmission times [11] to listening and sleeping times, either
synchronously [12] or asynchronously [13] among participating sensors, locality-based
clustering of WSN into hierarchical groups to perform a congestion control [14], as well
as certain heuristics approaches like the receiver-initiated paradigm [15]. In many cases,
trade-off considerations come into play throughout all design aspects. For example, energy—
timing considerations [16], waiting to save energy expenses, or quickly delivering to a
sink [17,18]. Traditionally, such non-learning-based protocols were strict, assigning chan-
nel resources to network parties in either static or dynamic mode, where each sensor is
given a periodic interval where it can perform transmission uninterruptedly. On the other
hand, certain works enabled the use of probabilistic approaches, usually associated with
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learning, that necessitated the adjustment of parameters for optimal performance. Recent
research [19] introduces communication-efficient workload balancing for MARL, suggest-
ing that workload be balanced among agents through a decentralized approach, allowing
slower agents to offload part of their workload to faster agents. This minimizes the overall
training time by efficiently utilizing available resources. While the proposed solution
clearly implies an additional (even though distributed) communication overhead, it may
be deployed in parallel to the learning model, such as ours. Over the days, medium-access
studies have made a tremendous leap toward improvement in many of the above domains,
yet perhaps the biggest leap came with the rise of learning techniques [20]. In the following,
we present a literature review of approaches to data gathering in wireless sensor networks.
We mainly place our focus on learning-based medium access control [21], particularly
those who use real-time reinforcement learning methods [22]. This review is divided into
two subsections: The first reviews recent machine learning (ML) and reinforcement learn-
ing (RL) approaches. The second part of the review incorporates more detail, examining
state-of-the-art research that focuses on multi-agent reinforcement learning approaches.

2.1. Reinforcement Learning Approaches

In recent times, with the advancement of computational technology and learning
techniques, new artificial intelligence (AI) and machine learning (ML) approaches came to
exist [23], where sensors and sinks model and learn a behavioral scheme most suitable for
their objectives [22]. The idea that WSN’s behavior can be defined in software [24] makes
it multi-functional and more flexible, more suited to the applications at hand. The use of
ML/ Al in wireless sensor networks takes many forms of implementation techniques [25,26].
These techniques have huge potential for improving and optimizing various paradigms
in WSNs. The recent integration trends of such tools facilitated the rapid advancement of
technology [27], leading to new research directions. Particularly, it has opened up a variety
of new possibilities for optimizing data collection and management in WSNs, leading
to improved network performance, energy efficiency [28], QoS [29], and overall system
reliability [30], whereas for the wireless medium, such novelties vary from the physical
layer, where transmission settings are set (e.g., transmission power [31], modulation and
coding schemes [32], network coding [33], channel modeling [34,35], etc.) through the data
link layer (e.g., medium access control [22,36], link control [37], scheduling [38], etc.) and up
to the network layer (e.g., routing [39], spanning and clustering [40], etc.). Computationally,
the recent quantum multi-agent reinforcement learning for aerial ad hoc networks was
proposed in [41], specifically focusing on the use of quantum computing employed for
RL (particularly, multi-agent proximal policy optimization) to improve the connectivity
of flying ad hoc networks. Nevertheless, designing ML/ Al MAC protocols comes with a
merit of challenges and limitations [42], which must be carefully addressed.

In controlling access to the transmission medium (MAC) in WSNs, the majority of
works utilize a reference model of an MAC protocol, optimizing essential aspects by learn-
ing the optimal tuning parameters [22]. Using ML to classify and identify MAC protocols,
ref. [43] can be utilized for applying the appropriate RL approach to learn and optimize
medium access at hand [44]. By solving an MDP model, ref. [45] learned the optimal
back-off schemes in systems with unknown dynamics. An example work that uses a model
as a reference is UW-ALOHA-QM [46], a fully distributed RL-based MAC protocol that
builds on and improves the popular ALOHA random access approach. It [46] was designed
with the goal of efficiently managing the transmission of data packets in a challenging
underwater environment. The authors of [46] proposed learning the discretized sensor’s
best sub-frame access timings according to the propagation delays of each sensor with
respect to a sink. The work in [47] proposed DR-ALOHA-Q, an asynchronous learning
method for transmission-offset selection, which also uses ALOHA as a reference. The pos-
sible selection of sub-frame time is pre-defined as the possible actions a sensor decides
upon. In addition, in [47], sensors may dynamically change their decision as sensors move
and the respective delay changes. Different learning techniques are applied to optimize
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different traditional transmission schemes, such as time division [48], or as in the afore-
mentioned ALOHA. In QL-MAC [49], an optimization of CSMA was proposed, using a
Q-Learning-based MAC protocol that aims to adapt the sleep-wake-up duty cycle while
learning other nodes’ sleep-wake-up times. Synonymously, the CSMA proposed in [50]
optimizes the contention probability, dynamically tuning it by RL. The work in [51] pro-
posed a data aggregation scheduling policy for WSNs using Q-Learning. A cognitive radio
spectrum sensing-transmission framework for energy-constrained WSNss using actor—critic
learning was presented in [52]. Model-based works are eventually limited by the theoretical
performance bounds of that particular model it strives to optimize. Opposed to basing
on those traditional modeled schemes and approaches, a DLMA [53] sensor assumes that
other users on the common time-slotted medium make use of some general MAC protocol,
as it operates to learn an optimal channel access policy of its own corresponding to other
participants” access policy.The authors of [54] presented LEASCH, a deep reinforcement
learning (DRL) model able to solve the radio resource scheduling problem in the MAC
layer of 5G networks, replacing the standards’ radio resource management (RRM). Based
on online learning [55], Learn2MAC [56] proposes a protocol for uncoordinated medium
access of IoT transmitters competing for uplink resources. In the following subsection, this
model-free principle is further discussed as multi-agent networks allow for a higher level
of sensor decision autonomy.

Recent Results on Q-Learning Convergence

As we shall further present, the algorithm being run by every sensor is our custom
flavor of Q-Learning (QL). Since there are several novel results regarding the convergence
bound, we shortly mention some of those and remark on a possible relation to the system
model presented in this work. We firstly focus on the most recent [57], which sharpens
convergence bounds for QL providing tighter bounds. Note that only results on the asyn-
chronous QL are relevant to our work. This is because we research a real-time system
and the Q-value for only one pair of state—action can be updated at each sample (i.e.,
time slot). For the asynchronous case, the authors in [57] provided bounds of Q-values
convergence accuracy within some given € distance from the theoretical optimum (i.e.,
the Bellman equation fixed point). These bounds are demonstrated to be sharp for the
ordinary, i.e., the single-agent setting. Hence, the application of such bounds to our model
would be problematic because the problem of convergence in a multi-agent setting is
not sufficiently understood and remains essentially open. An additional assumption is
made therein, including dependence on the length of the sample path (the number of
transmission time slots that each sensor would learn in total), knowledge of the minimum
state—action occupancy probability, and having a constant learning rate depending on the
length of the sample path. These assumptions do not agree with the way the parameters
are particularly tailored in our experiments (see the section that follows). More results from
recent years along with older results are presented in a table within this work. Additional
recent research of asynchronous QL appears in [58]. This work provides a bound expressed
by two components; there, the first component matches a result that bounds the error by
similar € yet in the synchronous case, and the second component expresses the probabilistic
properties of the sample path through the mixing time (is derived using minimum state—
action occupancy probability; see the precise definitions therein). We note that comparison
with our experiments would experience the same difficulties as mentioned.

We finally mention the earlier ground-laying work in [59] also providing bounds for
asynchronous QL, but a polynomial decrease in the learning rate is assumed. Moreover,
the expression therein depends on knowledge of the covering time which relates to the
number of samples before visiting all possible state-action pairs. Their results are long
experimentally proven; however, the polynomial rates cannot be applied to our system.

Henceforth, we stress the experimental nature of our work; therefore, we opt to delay
the theoretical analysis of convergence bounds to future work.
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2.2. Multi-Agent Reinforcement Learning Approaches

Many of the reinforcement learning approaches assume the perspective of a single
agent, as it stands alone in its optimization task, while in a network where multiple
learners act simultaneously, known as a multi-agent system (MAS) [60], the operative
perspective changes to accommodate the resulting dynamics among agents [61]. Commonly,
multi-agent system paradigms mainly tend to coordinate [62] and control [63] problems.
Applying an RL-MAS perspective to the data-gathering task in WSNs allows a high degree
of sensor autonomy where agents collectively perform various objective optimizations
as independent decision-makers as well as a collective. In [64], the authors proposed
deep Q-Learning (QL) centralized training and distributed execution (CTDE) for spectrum
sharing with cooperative rewards. In [65], a CTDE multi-agent deep deterministic policy
gradient (MADDPG) algorithm was used. Ref. [66] proposed a CTDE MAC protocol with
fairness and throughput considerations. Some propose a different approach, where agents
must learn new communication protocols in order to share information that is needed to
solve tasks. The work in [67], named Learning to communicate, used reinforced inter-agent
learning (RIAL) and differentiable inter-agent learning (DIAL), architecture as a CTDE
multi-agent network. Ref. [65] presented a broader approach to MAC protocols, dropping
many of the common rules and enabling a base station and the user equipment to come up
with their own medium access control. With a goal of learning to generalize MAC, the work
in [68] used multi-agent proximal policy optimization (MAPPO) along with autoencoders
and was based on observation abstraction to learn a communication policy in which an
MAC protocol caters to extremely diverse services across agents requiring different quality
of service. The recent work of [69] studied agents deployed over UAVs (comparatively
large, hence storage and computation-wise capable units), where the agent’s state-space
includes precise data about all other agents. This is contrary to our setting. As a novelty,
the authors incorporated an attention mechanism at every agent. It is clear that such a
computational effort cannot be attained in tiny information-collecting sensors.

CTDE as an MARL architecture is based on transferring the insight learned from the
centralized entity, a sink, or a base station across all agents, which comes at the cost of
overhead information. The topological nature of data-collecting networks, having a sink
that siphons the data reports, does not oblige the learning to be centralized. Although CTDE
is a very popular MARL framework, some claim that it is not enough for MARL [70]
and agents should make their own decisions only based on decentralized local policies.
The research in [71] aimed to address challenges in learning methodology and efficient
sampling (during the learning process). Policy explainability in MARL was explored.
Some of the explored techniques, identification of high-rewarding state-action pairs, and
assigning positive rewards to specific joint state-action pairs that, during the learning
process, subsequently lead to valuable pairs within the trajectory are highlighted. A
multi-agent approach where each sensor acts autonomously may alleviate the need for
interchanging learning parameters and insight overhead across the networks. Contrary
to those centralized learning approaches, decentralizing the learning, as in [72], where
cooperative MARL deep Q-Learning was used for dynamic spectrum access, may come
as an advantage in terms of the overhead required for obtaining proper coordination.
Similarly, schedule-based cooperative MARL for multi-channel communication in wireless
sensor networks was proposed in [73]. The cooperation among agents is facilitated through
the use of a shared schedule, which coordinates their actions and ensures efficient channel
utilization. For example, in [74], partial information was shared among agents. In such
approaches, agents communicate with each other to exchange information about their
observations and learning policies, enabling them to make more informed decisions, but at
the cost of overhead in the form of inter-sensor communication. Designing a cooperative
reward that would be particularly tailored for a system objective remains an insufficiently
explored area. This is because the topic is heuristic, depends on a specific scenario, and lacks
any known mathematical framework. A recent attempt to address reward design for MARL
is seen in [75]. This system, however, accounts for asymmetric agents while addressing both
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global and agent-specific goals in simulations. Such a goal design can only be exploited in
scenarios of interest and cannot be generalized.

In the work proposed in [76], the IEEE 802.15.4 Time-Slotted Channel Hopping (TSCH)
schedule was optimized with a contention-based multi-agent RL approach. The best time
slot and channel hopping pattern are learned from the predefined resource block structure
available. Providing network sensors with full autonomy to make decisions based only on
their own perspective has the advantage of alleviating most of the overhead.

Evaluation of scaling MARL to explore a high number of agents is an ongoing research
area being conducted nowadays; see one of the most recent in, e.g., [77]. Furthermore,
large-scale networks are too complex for a single centralized entity to manage the extremely
high number of possible joint states and actions of all sensors. Therefore, such a distributed
multi-agent learning approach is considered more plausible.

In [78], the network is dynamic, with sensors entering and leaving the network at ran-
dom. Furthermore, throughput and fairness guarantees are provided among participating
sensors at all times. Despite successful applications of multi-agent systems [79], partic-
ularly to wireless networks, simultaneous autonomous learning converging to optimal
performance is deemed somewhat problematic in some systems. This is a result of some
well-known multi-agent pathologies [80] that pose an issue to solving many paradigms,
which need to be addressed accordingly. To mention one of the most recent attempts to
understand the related difficulties, we note a multi-agent optimistic soft QL introduced
in [81]. The main idea is to first calculate the local Q-function using the global Q-function,
and then determining the local policy based on that local Q-function. This method is termed
as a projection of the global Q-function onto local Q-function. Nevertheless, MARL, with
its immense potential is a promising avenue for future research on the wireless medium,
particularly in data-gathering WSNSs.

3. Reinforcement Learning Preliminaries

In the following, we provide a basic background on reinforcement learning, with a
focus primarily on reinforcement learning within multi-agent systems. Readers who are
familiar with the topic may skip this fundamental overview.

3.1. Q-Learning

Reinforcement learning (RL) is a type of machine learning technique that enables an
agent to learn in an interactive environment by trial and error using feedback from its own
actions and experiences in order to maximize the notion of cumulative reward.

An agent is supposed to decide the best action a to take based on his current state
s. It decides that either based on some model of the environment, where it only has
to learn the optimal actions to take, achieved by a solution of an MDP, or without a
model (model-free) where it iteratively updates its estimates of its expected future return,
updating value to taken actions at every state. After taking the action, it transitions to a
new state s’ and obtains a reward r. One of the most widely used model-free algorithms
is the Q-Learning algorithm [82]. It operates by maximizing expected future returns over
successive time steps t, starting from any starting state s. The core of the algorithm is based
on estimating the solution to the Bellman equation, expressed as a state—action quality
function Q : § x A — R (termed Q-value). Iterative updates constitute the weighted
average of the previously learned Q-value and new information (see, e.g., [83,84]):

Q(s,a) « Q(s,a) +a- (r+- max Q(s',a) — Q(s,a)) (1)

where 7 is a future discount factor, 0 < ¢ < 1, and « is the learning rate (0 < & < 1) which
determines to what extent newly acquired information overrides prior learned information.
Figure 1 illustrates this iterative cycle which stands as the base of reinforcement learning.
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3.2. Multi-Agent Systems

A system composed of multiple autonomous intelligent entities known as agents is
referred to as an MAS [60]. Multi-agent systems are able to deal with learning tasks deemed
difficult or impossible for an individual agent. These systems consist of agents and a shared
environment in which they act and learn. Each agent decides on and takes action with
the aim of solving the task at hand. MAS architecture can take many forms, depending
on the specific application domain, the nature of the agents involved, and the goals of the
system. A general description of the multi-agent system reinforcement learning is depicted
in Figure 2. Agents in the system can be in a cooperative environment setting, competitive,
or a combination of both. Their training and execution methods can be centralized or
decentralized. Agents can have full or partial information about their neighboring agents
(e.g., states, actions, observations, parameters), or none at all. The agents may withhold
from sharing information or implicitly communicate with each other, or with a central
entity. No agent has a full global view. The system is too complex for an agent to exploit
such knowledge.

Agent 1 Agent2 | |- Agent N
<_| Reward ry <_| Reward r, <_| Reward ry
State sy State s, ‘ State sy
Action ay | A Action a, | A Action ay A
T Reward r'y T Reward r', T Reward r'y
Next State s'y Next State s', Next State s'y

Environment

Figure 2. Basic multi-agent system reinforcement learning.

All agents employ a learning algorithm in which, at a given time, they simultaneously
observe the environment and take actions, either independently or jointly, thereby affecting
the shared environment. They then receive a reward and transition from their current
state to a new state, again, either independently or jointly. Agents can all share the same
perspective of the environment, where they all receive the same state information, or they
can each have an individual partial view of the environment. Despite the recent success
of reinforcement learning and deep reinforcement learning in single-agent environments,
there are many challenges when applying single-agent reinforcement learning algorithms
to multi-agent systems due to several problems that arise [80]. In the independent learner
coordination problem, cooperative independent learners (ILs) must coherently decide on
their individual actions such that the resulting joint action of the entire MAS is the best
possible. Another issue is the non-stationary problem, which arises because, from the
perspective of each agent, the other agents are considered part of the environment. Since
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the agents’ behavior is changing in accordance with their learning process, from the single-
agent perspective, the environment is non-stationary. In addition, the agent view can be
affected by noise and other observable factors, causing a stochasticity problem, which can
mislead learning. As a core principle, an agent has to balance an exploration-exploitation
trade-off which exposes actions made not as a result of a learned policy, but randomly.
This alter-exploration problem is considered as random noise from the single-agent
view. Action shadowing occurs when one individual action appears better than another,
even though the second is potentially superior. This is the result of the fact that agents
receive rewards based on the joint action yet keep value for their own individual actions.
Consequentially, reaching a coordination equilibrium may not be possible with the agent’s
optimal policy, also termed the shadowed equilibrium problem. If any of these problems
are present in a naive MAS, it would probably behave poorly (i.e., sub-optimally), failing
to reach coordination. For that, one must carefully design the state and action spaces and
properly engineer an agent’s reward function.

4. System Model

Wireless sensor networks are commonly deployed to monitor and report various
phenomena across areas of interest. Such networks may include numerous sensor units
that may have different report capabilities and contributions to the general applicative
goal. Typically, sensors are limited by some physical constraints (e.g., available energy,
transmission power, sample periodicity, etc.), which constrains their ability to deliver
reports to a data-gathering sink. In this section, we describe the system model.

We assume a wireless sensor network that collects reports from the covered area.
The network consists of a single sink (access point) that collects the reports from the sensors.
The set of sensors is denoted by N and N = |N/| denotes the total number of sensors in
the network. We assume that each sensor can communicate with the sink node directly
(one hop). We consider an application that demands a maximal flow of reports regardless
of the identity or location of the reporting sensor, i.e., reports from all sensors have equal
value to the application. All reports are similar in length and the sink acknowledges
each successful report (sends ACK). Figure 3 illustrates the system model, in which an
RL-based Sensor 8 sends a report to the gateway. The gateway successfully receives the
report and sends an ACK in return, which is received by all the other RL-based sensors.
The time is slotted and the transmission rate of all sensors is fixed such that the slot duration
is sufficient to transmit a single report and the corresponding ACK. We assume perfect
synchronization between the sensors and the sink (the sink periodically transmits a beacon
to synchronize all the sensors). All transmissions start at the beginning of a slot, and we
assume an errorless collision model, meaning a single transmission heard at a node is
always successful. In contrast, if two or more transmissions overlap in time at the receiver
(i.e., there is a collision), they are not received correctly.

Sensors are limited by energy constraints, allowing them to transmit only when their
batteries have enough energy. We assume that the sensors rely on energy harvesting; specif-
ically, each sensor’s energy level depends on the energy it harvests from the environment
(e.g., [85]) and its activity (recent transmissions). We assume that the charging rate of
sensor i € N is fixed and will be denoted by ¢i;[energy units per time slot]. The energy
a sensor can store is limited and will be denoted by £. The energy required to transmit a
report is fixed for all sensors and will be denoted by e’.[energy units per transmission]. We
assume that energy charging does not occur during transmission. We assume that both the
energy required for transmission and the maximal energy a sensor can store is an integer
multiple of the energy harvested per slot, i.e., eiT =K- eh;x eNand £ = G- eh; G eN.
As previously explained, the application objective is to collect as many reports as possible.
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Figure 3. An illustration of the system model comprises 8 RL-based sensors and a gateway sink.
The figure shows an example of a single time slot in which Sensor 8 sends a successful report (no
other sensors have sent reports simultaneously). This report is responded to by a broadcasted ACK
sent by the gateway, which is received by all other RL-based sensors.

5. RL-Based Report Gathering Protocol

In this study, we devise a distributed reinforcement learning-based MAC mechanism
in which each sensor learns and determines its actions based on its experience of interacting
with its environment, which comprises all other sensors in the network. Specifically,
we adopt a multi-agent reinforcement learning (MARL) approach for an adaptive report
collection protocol, under pure cooperation settings in which all agents autonomously work
towards a joint objective of delivering frequent reports to the sink. In the sequel, we define
the 3-tuple, (state space, action space, reward), which characterizes the reinforcement learning
mechanism performed by the agents (sensors). Note that since in the suggested protocol
each sensor i employs an agent, defined as A;,i € A/, which runs its own decision-making
procedure individually, the parameters described below are updated by each sensor’s
agent, independent from the other sensors.

State-space: The state, individually seen by each sensor at time t, is defined by the
sensor’s residual energy (g¢). Accordingly, the state-space (St.-Sp.) seen by each sensor is
defined by

S§=¢

and the state s; € S is denoted by s; = g;.

Residual energy (g:)—As previously mentioned, each sensor is powered by a recharge-
able battery with a maximal capacity given by £. A sensor makes decisions at the beginning
of each time slot by examining its state, specifically its residual energy level, just before the
start of the slot. Since both e}y and et are deterministic, both er and £ are integer multiples
of ey (et = xey; € = G -ey x,G € N). We define the residual energy state space as an
integer based on the energy unit er, i.e., the residual energy state of each sensor can only
be whole multiplications of er. Specifically,

g:{o/l/ /G}

Note that, according to this definition, the residual energy of a sensor decreases by
« each time it transmits in a time slot, while it increases by one each time it remains idle
(i.e., does not transmit) in a time slot.
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In the latter sections of our article, we address real-world complexities of WSNs by
expanding the state space of our model to accommodate more complex networks.

Action Space: Every time slot, each sensor has to make a decision whether to transmit
or to remain idle during the upcoming time slot. We denote the actions transmit and remain
idle by 1 and 0, respectively.

A={0,1}

Reward function: Reinforcement learning refers to an optimization problem where
some reward r € R is received by a sensor every time slot. The only objective of the
application considered in this paper is to receive as many reports as possible regardless
of the sensors that send these reports, i.e., the application does not differentiate between
reports received from different sensors, and as far as the application is concerned, they
can be sent by the same sensor or by a subset of sensors. Accordingly, we define a fixed
positive reward (the value is not important), and we choose it to be one (r = 1). All sensors
should receive the reward whenever the sink successfully receives a report. Accordingly,
whenever an ACK is received by a sensor, it receives a reward r; = 1, regardless of who
sent the report.

1, ACK received
0, otherwise

Policy: The objective is to define a function termed policy, denoted by 7z, which maps
states (s) to actions (a) at each time step (t), 77} : sy — a;.

6. Multi-Agent Q-Learning Report Gathering Algorithm

We focus on the vanilla single-agent Q-Learning [82] algorithm and extend it to a
multi-agent WSN setting. Q-Learning is considered one of the most widely used rein-
forcement learning approaches for the single-agent setup, which enables the agent to learn
which actions to take while interacting with the system and the environment. It has been
shown that in a single-agent scenario where the environment behaves according to some
Markovian process, the agent learns to act optimally through trial and error. Q-Learning
fits well in our setup for the following reasons: (1) It agrees with our distributed model as
it can be autonomously run by every sensor; (2) It is simple to implement, the code size
to store the algorithm is small, and the memory needed for inputs is negligible. This is
opposed to some other methods, e.g., as in neural networks; (3) Since our state space is
modest and action space consists of only two actions, the Q-values table should be small.
These are crucial advantages for small sensors with limited energy and HW capabilities.

In the proposed protocol, we consider the sensor network as a multi-agent system
(MAS), as it is composed of multiple autonomous entities known as agents (i.e., synony-
mous to the sensors), which employ the suggested Q-Learning algorithm. The suggested
multi-agent system architecture is distributed and cooperative, such that there is no knowl-
edge of parameters among sensors (no sensor has a full or partial global view of the
system). The system is considered cooperative as all N sensors receive the same reward,
ie, rl(st) = r?(st) = --- = rN(s¢) = r(st). We emphasize that all the sensors receive the
same reward whenever the sink successfully receives a report from any one of them.

As each sensor implements the typical Q-Learning algorithm, at each time slot ¢,
a learning sensor which is at state s(t) € S takes an action a € A. Note that the states seen
by the different sensors at time ¢ are not necessarily the same, e.g., their residual energy is
not the same. The action taken by a sensor will lead to a new state s’ € S, influenced by the
actions taken by other sensors. The sensor receives a reward 7, if the time slot is utilized
by a successful transmission. The Q-function, denoted Q(s, a), calculates the quality of a
state—action pair using an iterative update algorithm [82]:

Q(s,a) < Q(s,a) +a(r+ 7 max Q(s',a) — Q(s,a)) )
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where v € [0,1) is a discount factor, and a € (0, 1] is the learning rate, determining to
what extent newly acquired information overrides old information. Each sensor’s goal is to
maximize its reward over time by learning what the best action is in each situation (state s
at time t).

The algorithm employed by each sensor i is described in Algorithm 1. The sink
gateway functions according to Algorithm 2. We define A;, S; as the individual action space
and state space of sensor i, respectively. Each sensor i takes action a; € A; and transitions
state s; € S; to its next state s} € S';, starting from initial state sy, which is the same for all
sensors. All parameters are individual for each sensor i, denoting «; as the learning rate
of sensor i, 7; as the discount factor of sensor i, ¢; as the initial exploration probability of
sensor i, and d; as the decay rate of sensor i. Sensors independently draw random numbers.
x; is drawn uniformly ¢/(0,1), and the action during exploration is drawn individually
as a Bernoulli trial B(p). Both sensors and the gateway function simultaneously as each
sensor needs to update its individual Q-table, denoted Q;, and determine in each time slot
whether to transmit or remain idle. The gateway sink detects whether the heard reports are
interpretable and broadcasts an ACK accordingly.

Algorithm 1: Sensor i Q-Learning for Multi-agent data-gathering WSN.

1 Learning parameters: step size a; € (0, 1], discount factor 7; € (0,1], smallg; > 0,
d; € (0,1), action distribution p;

2 Initialize: Q;(s,a) « 0Vs; € S;,a; € Ai(s) , s; < so;

3 while true do

4 | ifx; ~U(0,1) < ¢; then

5 | Take a random action a; ~ B(p)

6 else

7 ‘ Take a; < arg max,, Q;(s;, a;) (e-greedy)

8 end

9 Obtain environment observation: 7;, sg, ACK;

0 | Qi(si,ai) < Qilsi,a;) + a(r; +vimaxg Qi(s), a;) — Qi(si, ai));

11 Si < si;

12 &< & di

13 end

Algorithm 2: Gateway response.

1 if Report received successfully then
2 | ACK

3 else

4 ‘ No ACK

5 end

If no sensor performs transmission, or if more than a single sensor transmits a report
during a time slot, no ACK would be broadcast.

6.1. Algorithm Complexity

The computational complexity and energy consumption associated with running
multi-agent reinforcement learning (MARL) algorithms, specifically Q-learning, on sensors
within the energy-harvesting wireless sensor network (EH-WSN), are critical factors to
consider. Each sensor maintains a Q-table where the entries correspond to state-action pairs.
The complexity of a single update cycle for one sensor, which includes action selection,
action execution, and Q-value update, is O(|.A|). To decide upon transmission or idleness,
it involves a lookup in the Q-table at the index for the current state, and chooses the
action with the higher value. Since in our system, a sensor can choose from 2 actions,
it is only a single mathematical operation O(1). When the sensor updates the Q-table,
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according to the Q-value Equation (1), it first retrieves the current Q-value Q(s,a) and the
future Q-values Q(s’,a’) for the next state s, with a time complexity of O(1) and O(|A|),
respectively. The max operation to find max, Q(s’,4’) also takes O(|.A|) time. Once
the exploration is complete, the arithmetic operations, including the temporal difference
calculation § = r 4+ ymaxy, Q(s’,4’) — Q(s,a) and the update Q(s,a) < Q(s,a) + ad, are
O(1) each. Overall, the time complexity per Q-Learning update is O(|.A|). Particularly,
the total number of individual operations sums to 9 with 3 lookups, 1 comparison, and
5 arithmetic operations.

6.2. Memory Complexity

The space complexity for storing Q-values is O(|S| - |A|), where |S| is the number
of states and |.A| is the number of actions. This is increased in size as the sensor network
scales, and as the energy replenishment of the particular sensor requires a large amount of
energetic states, representing more time steps charging. For example, in a network with
20 sensors, a sensor with a battery size of 40 energetic levels as its state space requires
4 bytes to represent a float value for each of the 2 possible actions: in total, a mere 320 bytes
for the Q-table.

6.3. Energetic Consumption

The energy consumption for this algorithm in wireless sensor networks (WSNs) is a
critical consideration that influences its practical implementation and efficiency. As detailed
in Figure 3.2 in [86], the energy consumption differences between transmission (Tx) and
reception (Rx) are minimal, with the most significant energy savings achieved when sensors
enter a sleep state. However, our algorithm necessitates continuous updates to the Q-tables
at a constant learning rate, which precludes the sensors from entering sleep mode. This
inherent requirement results in less efficient energy conservation compared to protocols
that allow sensors to sleep. Nevertheless, this approach is particularly suitable for energy-
harvesting sensor networks, where the focus shifts from merely conserving energy to
ensuring consistent energy replenishment. In these networks, sensors harvest energy
from their environment, thus periodically replenishing their energy stores. This capability
supports the energy demands of our algorithm, which includes continuous Q-table updates
and frequent data transmissions. While our algorithm might initially seem less energy-
efficient, it effectively harnesses the energy-harvesting capabilities of the network, ensuring
sustained performance and reliability by maintaining an energy balance that compensates
for the higher operational energy requirements.

7. Simulation and Analysis

As is known from the literature (e.g., [80]) and summarized in Section 3.2, multi-
agent systems in which agents learn their policies simultaneously, without coordination or
explicit sharing of learning information (such as actions, state, or Q-values) with each other,
and relying on random exploratory measures to find optimality, are not guaranteed to
converge to optimality due to several inhibiting factors. In the following section, we employ
the use-case model described in Section 4 to highlight and analyze specific impediments
that arise from transitioning from single-agent Q-Learning to the multi-agent setup. We
further demonstrate how to apply certain constraints, select system parameters such as
state space and reward structures, and utilize judiciously engineered algorithms to mitigate
or completely eliminate these impediments. Specifically, we begin by addressing the
inherent sensor behavior resulting from energy-harvesting-constrained Q-Learning. Next,
we expand the setup to encompass a homogeneous multi-sensor system within different
scenarios. We further extend this evaluation to include the heterogeneous sensor setup,
where varying sensors exhibit different energy-harvesting rates. We then analyze the
effect that random e-exploration has on the resulting channel utilization and propose a
networking-inspired parameter for better performance.



Mathematics 2024, 12, 2102

15 of 34

7.1. Simulation Preliminaries and Description

We implemented the algorithm described in Section 6 as a Python simulation. The sim-
ulation code can be found in the GitHub repository [87]. The simulation takes several
algorithm parameters (e.g., discount factor v, learning rate «, etc.) as input, as well as the
environmental setting (e.g., energy-harvesting rate ey, transmission energy er, etc.) and
network structure (number of sensors, p, etc.). Input parameters are fixed at the beginning
of the simulation. During a simulation run, the multi-agent Q-Learning WSN algorithms
described in Algorithms 1 and 2, are iteratively performed simultaneously on all simulated
sensors and a single gateway sink.

All sensors’ simulations start simultaneously with all sensors beginning at the initial
state 59, where each sensor possesses a full battery and their timers are reset. During the
learning phase, each sensor follows the e-greedy exploration policy, where an exploring
agent (sensor) determines whether to transmit or remain idle at each exploratory time step,
using a Bernoulli distribution. Specifically, during the exploration slot, the sensor transmits
with a probability of p and remains idle with a probability of 1 — p, irrespective of its
current Q-table. The value of p, which determines the level of aggressiveness with which a
sensor attempts to transmit during an exploration slot, is a configurable parameter that can
be adjusted based on the network density. It can vary throughout the learning phase. In the
ensuing simulations, we maintain a constant value of p for all sensors. The gateway sink,
following Algorithm 2, responds with an ACK upon receiving a successful report. Note that
in our simulations, we adopt the “errorless collision channel” model, wherein a successful
transmission occurs if and only if a single sensor transmits in the corresponding time
slot. All sensors perform iterative interaction and learning for a specified number of steps
denoted as t. At this point, the simulation shifts from the learning phase to an evaluation
phase, during which the sensors iterate over an additional t,,, time slots. During this
evaluation phase, ¢ is set to 0, and the sensor’s actions rely solely on the acquired Q-values.
In most of the simulated scenarios, the optimal obtainable channel utilization is easily
computable. Therefore, we measure results by comparison against the best possible, i.e., the
obtained network channel utilization is compared to the best possible, considering all
existing constraints. We present the simulation results under different network scenarios.
The following parameters were used (otherwise stated below): « = 0.1,y = 0.9, initial
e =1, St.-Sp size (|G| = 2N), and ¢ decay rate, d, which were chosen to accommodate the
network size, N.

The evaluation phase spans 1000 time slots (t,,; = 1000 time slots). The results are
visually presented by illustrating the status of each time slot throughout the evaluation
interval. In particular, distinct colors are assigned to individual sensors, with each success-
ful transmission during a time slot being colored accordingly. Idle slots, where no devices
transmit, remain uncolored (or appear as white), while collision slots, where two or more
devices transmit simultaneously, are colored black.

7.2. Sensor Inherent Constrained Behavior

To acquire insights into the projected multi-agent outcomes, we initiate this evaluation
section by understanding the inherent behavior of a sensor, which stems from its inherent
physical constraints. Specifically, we begin by observing the policy achieved by a single sen-
sor that implements the Q-Learning algorithm, as outlined in Algorithm 1. It is noteworthy
that this single-agent setup can be modeled as a Markov decision process (MDP), wherein
the sensor attains an optimal deterministic policy. Thus, the utilization of the Q-Learning
algorithm yields the anticipated optimal policy.

Figure 4 illustrates the outcomes achieved by a single sensor operating without en-
ergy constraints (top graph), i.e., the sensor is assumed to have an unlimited battery.
The suggested model was adapted to this scenario by assuming no power is needed for
transmission (et = 0).

Since the reward is based on successful reports and there are no energy constraints
on the sensor, the optimal policy, as depicted in the figure, involves transmitting in every
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available time slot. Figure 4 also depicts the results attained by a single sensor with
energy constraints, specifically x = 2,5 (i.e,, e = 2-eg and er = 5-ep). It can be
observed that, similar to the setup without energy constraints, the single sensor transmits
whenever it accumulates sufficient power for transmission. For x = 2, the sensor transmits
intermittently, based on its replenishment time. For x = 5, the sensor transmits reports
every sixth slot, allowing it enough time to harvest sufficient energy for transmission. This
policy aligns with the understanding that there is no benefit in delaying transmissions
to a later time. Specifically, the reward for a successful transmission at time f is r; = 1,
whereas one time slot later, the reward for the same transmission report is discounted to
rt+1 = 1- 7 where v < 1. We conclude that a sensor without external influence would
exhibit a threshold policy-like behavior, pivoting at s(g; > er). Consequently, the sensor
will never reach a full battery capacity (unless its battery is insufficient even for a single
transmission, in which case it will never transmit). As a result, its state space can be
truncated to encompass only its energy state g; € G.

0
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8 Time slot usage
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Figure 4. Sole sensor, with no energy constraints, and with k¥ = 2,5, respectively, St.-Sp |G| = 4, 10,
respectively, using QL.

Next, we broaden our simulations to include N sensors sharing a single channel.
We examine and analyze the adaptations that an agent undergoes in its inherent sensor
behavior within multi-agent settings.

7.3. Homogeneous Multi-Agent State Dis-Synchronization

Before exploring the multi-agent system, it’s important to note that the policy obtained
by an isolated sensor using the Q-Learning algorithm (Algorithm 1) on an uninterrupted
channel is threshold-based, with the sensor transmitting when it accumulates sufficient
power. Note that applying a similar greedy policy to a multi-agent system can lead to poor
performance due to collisions, where agents transmit simultaneously. For multi-agents
to function effectively, they must learn to restrain from transmitting whenever they have
sufficient power and learn when to remain idle.

We begin our exploration of the MAS by assuming all sensors are homogeneous, with
similar charging rates and energy requirements for transmitting a report. Additionally, we
assume that both of these factors are integers, allowing them to be interrelated.

Figure 5 illustrates the results for N = 23 sensors with charging rates set to x = 30. It’s
noteworthy that having ¥ > N enables all sensors to transmit reports while still leaving some
slots unused, providing flexibility for each sensor in determining which slots it can transmit on.

et b R

Time slot usage
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0 10 20 30 40 50 60 70 80 90

Figure 5. 23 sensors optimally align report delivery with er = 30, 76.6% utilization (best possible).

The figure shows that all sensors have learned a policy where they can transmit reports
without collisions, achieving the optimal airtime utilization of 76.6% as vacant time slots
are due to no sensor having enough energy for transmission.

Next, we examine a more challenging setup where x = N, indicating that, as before, all
sensors can transmit reports yet without any redundant slots, reducing flexibility. Figure 6
depicts the results for « = N = 21.
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Once again, the figure illustrates that despite the reduced flexibility, all sensors have
successfully learned a policy enabling them to transmit reports in a TDMA-pattern trans-
mission scheme, achieving 100% airtime utilization.

O Time slot usage
Wasted Agent7 W Agent1s

8

jent 19
Agent12 W Agent20
Agent13 NN Agent21

0 10 20 30 40 50 60 70 80 90

Figure 6. 21 sensors optimally align report delivery, 100% utilization.

To better understand how different sensors with the exact same configuration, starting
point, and channel perspective manage to learn different policies, we explored the Q-table.
We observed that different sensors indeed have varying Q-values. Moreover, the action
with the higher Q-value for the same state differs among some sensors. Consequently, their
policies dictate transmission attempts on different time slots. Surprisingly, even sensors
possessing identical policies and transmitting in the same energetic state manage to avoid
collisions, as indicated by the fully utilized airtime. This phenomenon arises because these
sensors are desynchronized regarding their energetic states; that is, the energetic state
perceived by one sensor differs from that perceived by another sensor. In desynchronized
energetic states, we refer to states that differ from one another by a non-integer number
of the energy required to transmit a report. That is, ¢!, the energy available at state s; for

agent i, and g/, the energy available at s j for agent j, are desynchronized energetic states

at time t if |gi — g}| # k- e for all k € Z, Vt. Note that despite all sensors initially starting
from the same state, they can become desynchronized when one of the sensors reaches a
full battery and refrains from attempting transmission. As a result, in the subsequent time
slot, it will remain in the same state, while other sensors that have transmitted or are not in
a full battery state due to earlier transmission lose synchronization with this sensor. It is
also noteworthy that the probability of achieving either of the two aforementioned ways of
convergence depends on the exploratory parameter p, which we separately discuss below.

We note that in both of the two aforementioned reasons for convergence to a TDMA
transmission scheme—attaining different policies or reaching desynchronized energetic
states—all sensors follow a threshold-type policy, similar to what is seen in a single-agent
system (the inherent sensor behavior). To gain a deeper understanding of sensor behavior
in this multi-agent setup, we further challenge the sensors and examine a setup in which
x < N. Note that in this setup, as sensors can recharge their batteries and transmit in cycles
shorter than the number of sensors, collisions become unavoidable if the sensors continue
to follow their isolated inherent behavior, maintaining a threshold-type policy, regardless
of whether they attain different thresholds or find themselves in desynchronized energetic
states. Figure 7 illustrates the results for N = 9 and ¥ = 5.
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Figure 7. 9 sensors report delivery with x = 5; 4 agents remain idle with 100% utilization; 1 M slots,
d = 0.99999.

Surprisingly, Figure 7 depicts an optimal collision-less deterministic policy that
achieves 100% channel utilization. Evidently, even though all sensors have experienced
the exact same environment, different sensors have learned completely different policies.
Specifically, through random exploration, some sensors experience successful transmissions
and eventually learn to perform cyclic transmissions (TDMA-pattern) as before, aligning
with their transmission rates. However, during their learning process, some sensors have
learned to restrain their urgency to transmit, recognizing that the best possible action for
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the system is to remain idle due to the prevalence of unsuccessful collision experiences.
Hence, the system ends up with sensors converged to two distinct policies, active and idle.
In this example, one group consists of five sensors following an active policy (participating
in the TDMA scheme), while the other group comprises four sensors with an idle policy
(never transmitting). It is important to emphasize that this outcome is achievable due to
the cooperative reward model that allows the sensor to collect rewards when other sensors
succeed in transmitting a report, giving some sensors an incentive to remain idle.

In all the results presented above, optimal performance was achieved. To investi-
gate whether optimal airtime utilization can always be learned by the sensors, we further
increased the number of redundant sensors, allowing more sensors to contend for transmis-
sion. Figure 8 depicts the case for N = 15, ¥ = 8, indicating that, in order to attain 100%
airtime utilization, almost half of the sensors should remain idle at all times.

Time slot usage
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Figure 8. 15 sensors with x = 8, cyclic policy with one collision slot. Utilization of 87.5% 1 M slots,
d = 0.99999.

As can be seen, similar to the results presented previously, the sensors learned a
periodic behavior. However, only seven out of the eight slots in each recharging cycle
are utilized successfully, while one slot is wasted due to collision, resulting in only 87.5%
airtime utilization. Notably, despite the high number of extra sensors, the airtime utilization
is still high, and all colliding sensors converge to transmit in the same slot.

To better understand the relationship between the number of sensors (N), the sensor’s
energy renewal cycle (x), and the airtime utilization, we define { as a measure of contending
sensors. Since reaching optimal airtime utilization only requires that x sensors transmit
periodically, ¢ is defined as the ratio between the number of redundant sensors (the excess
number of sensors over the battery renewal cycle) and the total number of sensors. Formally,
¢ = Nl\’] k. For example, in the experiment presented in Figure 8, { = % ~ 0.46, resulting in
one cyclic collision time slot and "Tfl = 0.875 slot utilization.

Figure 9 presents an empirical evaluation of the impact of different ¢ ratios on airtime
utilization. The figure specifically depicts results for three scenarios: { = 0.05 (N = 40
and « = 38, indicating two redundant sensors out of 40), { = 0.1 (N = 20 and « = 18,
indicating two redundant sensors out of 20), and { = 0.5 (N = 20 and x = 10, indicating
10 redundant sensors out of 20). For each { value, we conducted the experiment 100 times.
The figure illustrates the average airtime utilization over these 100 runs, along with the
best and worst airtime utilization observed during this set of experiments. Additionally,
the figure provides insight into the convergence rate, representing the airtime utilization
achieved after each 1000 iterations during the learning phase.
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Figure 9. Averaged reward as a function of the number of iterations. Exploratory action distribution
p = 09,1 Mslots, d = 0.99999. The graphs are averaged over 100 runs, 10 sensors with x = 5,
20 sensors with rate x = 18, and 40 sensors with rate x = 38.
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We observe that in all three setups, the average reward at the end of the learning
process (i.e., ¢ ~ 0) is quite high yet not optimal (not all slots were utilized successfully).
Specifically, for { = 0.5, 7494 ~ 0.8 = % successful transmissions, for = 0.9, r4pg ~ 0.944 =
% successful transmissions, and for { = 0.95, Tavg ~ 0.973 = % successful transmissions.
We observe that even in the worst runs, after convergence, at most one slot per cycle was
wasted due to collision. This implies that all the redundant sensors either remained idle at
all times or converged to transmit in the same time slot.

It is important to emphasize that the results presented in Figure 9 are for a specific set
of parameters, including the learning rate « = 0.1, action distribution p = 0.9, initial e = 1,
decay rate d = 99,999 and discount factor ¢ = 0.9. Choosing a different set of parameters
can affect performance, including convergence rate and airtime utilization. One of the
parameters that significantly influences airtime utilization is the action distribution, which
was fine-tuned empirically. In cases where p was set incorrectly, sub-optimal performance
was observed. Nevertheless, even in these setups, relatively high performance was achieved.
We delve into the determination of p in the following subsection.

7.4. Improving Performance by Adjusting Random Exploration

In this section, we advance our understanding of the learning processes in multi-
agent wireless sensor networks (WSNs), focusing on enhancing the convergence towards
optimal sensor policies and boosting overall network channel utilization. Building on the
foundational insights presented earlier, we explore specific adjustments in learning policies
and implementation to address the previously identified shortcomings. Our objective is to
illustrate that despite the complexities inherent in cooperative multi-agent environments,
particularly in large-scale and dynamic networks, effective solutions exist to optimize both
network performance and the efficacy of the learning process.

A key aspect of this section is the examination of the impact of random exploration
on network performance. Initially, all agents in the network engage in a fully random
action selection, following an e-greedy exploration policy with ¢ set at its maximum value
of 1. This method ensures that the early phases of the learning process are governed
purely by random transmission actions, constrained by the energy limits of each sensor in
the network.

The core analysis here involves tracking the transition of agents from a state of com-
plete randomness to decision-making with high performance. As the exploration rate ¢
decays, a pivotal shift occurs in the agents’ actions, moving from exploration to exploitation
of learned behaviors. This transition, however, is complicated by the asynchronous nature
of exploration across different agents, leading to what is termed the alter-exploration
problem [62]. This issue highlights the challenge of distinguishing random actions from
learned ones, until the majority of actions taken by the agents lean towards exploitation.

We rigorously analyze the balance between exploration and exploitation, and its critical
role in determining the success of cooperative tasks in wireless sensor networks. At any
given time slot ¢, each agent in the network faces a decision regarding its next action, with a
probability e dictating the likelihood of opting for exploration. This exploration probability
is dynamically adjusted over time, decaying at a rate of d'. Since all N agents in the network
follow a uniform learning pattern governed by an e-greedy policy, the initial probability of a
successful report delivery resulting from exploration actions is mathematically expressed as

1
Pr(n =1) = (5e)" 3)
where %, signifying the uniform choice an agent can take at time ¢ (transmitting and staying
idle). Notice that we assume that all agents explore in unison. However, even with ¢
set to 1, this probability remains notably low and diminishes further as the network size
N increases, highlighting a challenge in larger networks. To mitigate this challenge, we
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introduce the concept of action distribution p, modifying the probability of successful
report delivery as follows:

Pr(ry=1) = e(1-p)- (ep)™ 4)

This revised equation takes into account not just the exploration rate e but also incor-
porates the action distribution p, thereby enhancing the probability of successful global
exploration. As the number of sensors in the network escalates, the likelihood of concurrent
exploration by all agents diminishes. The introduction of p serves as a compensatory
mechanism to address this reduction in the probability of global exploration success during
the learning process.

Further expanding this concept, we extend the analysis to scenarios where at any time
slot t, a subset of m agents are exploring while the rest are exploiting. The probability of
successful report delivery in such a scenario is given by

N

Prin=1) = Y (1) en)" el = p) (1= )" 5

m=0

where out of N agents, m are exploring. Out of those who explore, all but one remain idle
with probability p, as we assume that N — m agents leaned the correct idle policy for time
slot t.

This comprehensive formulation accounts for all possible configurations of exploring
and exploiting agents within the network, providing a robust framework for understanding
and optimizing cooperative success in dynamic multi-agent environments.

In the context of large-scale WSNs, the parameter p is instrumental in enhancing net-
work performance during the exploration phase of the learning process. In such networks,
the challenge is not only to learn effective policies but also to do so in a way that is scalable
and efficient across a vast number of agents. Each agent’s exploration, influenced by p,
impacts the overall network behavior and efficiency. When an agent is exploring, p guides
the selection of actions that are more likely to result in successful report deliveries. This
targeted approach to exploration, as opposed to random action selection, is particularly
beneficial in large-scale networks. In these environments, the sheer number of agents can
lead to a significant increase in potential action combinations and outcomes, making it
more challenging to identify effective strategies. By influencing the exploratory actions
to be more conducive to success, p helps agents quickly identify and reinforce beneficial
behaviors, thereby accelerating the learning process. Furthermore, in large-scale networks,
the probability of simultaneous exploration by all agents is low, which could lead to sub-
optimal learning if exploration is entirely random. With p modulating the exploratory
actions, the agents are more likely to engage in explorations that are not only individually
beneficial but also collectively advantageous. This ensures that the exploration phase con-
tributes positively to the network’s overall performance, rather than leading to congestion
or conflicting actions.

The reason why p is particularly effective in large-scale networks lies in its ability
to reduce the inherent noise and uncertainty of exploration. In a vast network, the risk
of exploratory actions leading to negative outcomes or conflicts is amplified due to the
increased interactions and dependencies among agents. By guiding these explorations
toward more productive paths, p minimizes this risk, ensuring that the exploration phase
contributes constructively to the learning process. The parameter p can be conceptually
likened to a mechanism that regulates the timing and frequency of transmissions among
agents, much like the exponential back-off mechanism employed in numerous medium ac-
cess control (MAC) protocols. In wireless networking, the exponential back-off mechanism
is crucial for managing access to the communication medium, particularly in scenarios
where multiple agents or devices attempt to transmit data simultaneously. This mechanism
works by dynamically adjusting the wait time between transmission attempts, thereby
reducing the likelihood of collisions and optimizing network throughput. Analogously,
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in our context, p functions as a strategic parameter that influences the distribution of
exploratory and exploitative actions among agents within a multi-agent system. Just as
the exponential back-off mechanism spaces out transmission attempts to manage channel
access efficiently, p modulates transmission attempts. By adjusting p, we effectively control
how frequently an agent chooses to explore new actions (akin to attempting transmissions)
versus exploiting known strategies (similar to waiting or backing off). In practical terms,
a lower value of p could lead to increased exploration, mirroring a scenario where agents
are more aggressive in attempting transmissions, akin to a shorter back-off in traditional
MAC protocols. Conversely, a higher p value means longer back-off period, where agents
are more cautious and rely on established knowledge before attempting to transmit.

Figure 10 illustrates the critical relationship between the exploration action distribution
parameter p and the scaling of the network. This relationship is key to accommodating an
increasing number of sensors and achieving optimal learning outcomes, as demonstrated
by the graph (notice that the maximum obtainable average reward is capped at 1).

Figure 10. Averaged reward (R) as a function of the number of sensors (N), over 10 M slots (M).
Exploratory action distribution p = 0.9 (left), 0.5 (middle), 0.1 (right). The graph is averaged over
10 runs. In the top row, N homogeneous sensors with ¥ = N. The red line represents random access
with probability p. In the bottom row are N homogeneous sensors with x = L%J .

Figure 10 explores the averaged reward as a function of the number of sensors, consid-
ering different values for the exploratory action distribution parameter p. These graphs
provide insights into how the adjustment of p affects the learning outcomes in networks
with a different scale of sensors. It demonstrates the trade-off between the level of ex-
ploration and the network scale, highlighting how a proper balance of exploration action
distribution p is vital for achieving optimal learning results, especially in larger networks.
At the onset of the learning process, with the initial state, s and € = 1, Figure 10 depicts the
impact of fully random access with a probability of 1 — p. This is shown at the axis intersec-
tion, marked by a red line, corresponding to a scenario where the number of iterations is
approximately zero. The graph displays how the probability of successful transmission,
as in Equation (4), declines with an increasing number of sensors. The rate of this decline is
influenced by ; = p(1 — p)N~1, indicating that the likelihood of successful report delivery
within a time slot diminishes as N increases, leading to more collisions among sensors.
In this context, p can be analogized to the politeness or aggression level of a sensor’s
behavior, and N represents the density or crowdedness of the network. The variation in p
effectively spaces out a sensor’s random transmissions during initial exploitative phases,
akin to a backoff mechanism in networking. As the Q-Learning optimization process
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progresses, we observe an increase in the average reward over iterations. This trend under-
scores the trade-off between the aggression level of sensors and their quantity. In networks
with a large number of sensors, a more conservative exploration approach is required for
Q-Learning to successfully attain high channel utilization. Conversely, in smaller networks,
the influence of p is also evident in the resulting policies and the number of iterations
required for convergence, as highlighted by the steeper slope rise when p = 0.5.

7.5. Algorithm Adaptiveness to Sensor Malfunction

In the previous subsection, we demonstrated that each sensor converges to a policy
that achieves optimal or near-optimal overall performance. Since sensors can be inexpen-
sive, unreliable devices prone to malfunctioning, we will now examine a scenario in which
sensors may fail or new sensors may appear. It is evident that an approach that initiates
a new learning process periodically or after a change has been detected will work well,
assuming that the system remains stable during the learning period, similar to the setup de-
scribed in the previous subsection. However, such mechanisms can be time-consuming and
may result in time intervals in which, due to the repeated learning mechanism, the airtime
utilization is poor with few successful reports received by the sink. The literature sug-
gests different mechanisms for learning in the single agent setup, which adapts when the
environment changes (e.g., switching between models using threshold adaptiveness [88],
lifelong learning (LLL) [89], and continual RL [90]). Keeping additional policies that are
learned upon for possible system changes, is costly both in memory and required learning
iterations. Seldomly performing exploration where the system is converged may disrupt
and temporarily reduce performance. Furthermore, while fast and efficient adaptiveness
can be achieved by complex algorithms, it might not be suitable to run on simple devices.

In this subsection, we examine a different lightweight approach to facilitate the re-
covery of the WSN in case of the loss of one of the sensors. Essentially, the suggested
approach is to let the sensors run Algorithm 1 indefinitely. Specifically, during initialization,
each sensor utilizes Algorithm 1 to learn a policy, similar to what was presented in the
previous section. Note that at the end of this learning period, £ decays to zero, while
the learning rate a remains constant. Despite ¢ equaling zero, indicating no exploration,
the sensors continue running the learning Algorithm 1 indefinitely, i.e., they keep updating
their Q-value table based on the results (rewards attained). Note that since each sensor
follows a greedy policy, its policy can change in response to changes in Q-values. In the
following simulations, we set the learning rate « to 0.1. Sutton and Barto [83] showed
that a constant & ~ 0.1 performs well for a single agent), which allows the system to both
converge to high Q-values in the initialization stage and react quickly to isolated failures
after the policy has settled. The following Figure 11 demonstrates utilization recovery after
2 sensors simultaneously failing.
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Figure 11. 2 sensors failing (agents 2 and 8) where there are 4 redundant idle sensors. Both sensors
fail at t,,,; = 100, while the first policy change occurs at t,,,;; = 314. The system regains full utilization
at fopy = 572. p=0.9,d = 0.9999.

In the previous subsection, we saw that for the case of N < « the sensors converge
to a policy that is similar to TDMA, in which each sensor transmits periodically. In the
case of N < x, after the sensors converge to a policy, failure of a sensor resembles the
case of a smaller N which falls under N < «, which, as we saw, converges to the TDMA
pattern. Specifically, the Q-values of all the remaining sensors of the busy slots (their own
and of the other transmitting sensors) as well as the idle slots do not change and the only
changes are in the new vacant slot. However, since in this setup, they have no sufficient
energy for an additional transmission, and since there is no exploration to try and change
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the policy all over, their policy will not change. Once an active sensor ceases transmitting,
which we assume is a failing sensor, a vacant slot remains unused. This free slot also results
in a lack of the previously obtained reward, which in turn is reflected in the Q-values
updating. Active sensors can not gain from changing their transmission policy, yet, existing
idle sensors can do so. That missing reward slowly affects Q-values by reinforcing to take
different action. Hence, some sensors try to transmit in order to re-maximize return. These
changes in actions may result in collisions, invoking further changes in policies. Yet, at the
end of this adaptation period, full utilization is obtained. However, it does not necessarily
preserve any of the sensors” policies.

In the case where a new sensor awakes and joins the network after policies have been
set, it e-explores, causing collisions. If no vacant slot is available, it learns an idle policy
once ¢ decays to 0, as illustrated in Figure 12 (left). If a vacant slot is available, it learns the
corresponding cycle to occupy it, thus increasing its gain, illustrated in Figure 12 (right).
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Figure 12. Extending the evaluation period, a new sensor joins at t,,,; = 100. On the left, the system
contained 8 sensors with ¥ = 5, of which 3 learned an idle policy. The joining sensor e-explores, yet
learns an idle policy due to collisions accruing, whereas on the right, x = 20 and all 8 sensors sparsely
transmit. The joining sensor settles on one of the vacant slots. p = 0.9,d = 0.9999.

7.6. Influence of Data Loss and Interference

Data loss and interference are critical factors that can significantly impact the per-
formance of wireless sensor networks (WSNs). These factors introduce challenges in
maintaining reliable communication and achieving optimal network performance.

Signal loss and interference in a network of sensors can vary due to the probability
of acknowledgment (ACK) loss. As the probability of ACK loss (I) increases, the expected
value of the reward is affected, demonstrating how signal loss due to interference can
degrade network performance. As acknowledgments are lost so too is the reward obtained
by the sensors.

Figure 13 demonstrates that through ACK loss, the system maintains high utilization.
The maximal possible average reward that can be obtained is depicted by a dotted line of
the same color corresponding to the ACK loss probability I. For example, when [ = 0.1
the average reward is 0.9, as 10% of the rewards are lost. A loss of an acknowledgment,
either by the gateway’s misinterpretation of the transmission attempt due to noise, or as
collective interference to the broadcast acknowledgment, results in a loss of reward and
requires reattempts at delivering the data to the gateway sink. Nevertheless, since sensors
are average learners, in which the Q-value of each sensor is averaged over all experiences,
the sensors, even though not always successful, choose to transmit according to the learned
policy of transmission cycles. As on average, it is still beneficial to obtain reward (less
frequent than without loss) then none whatsoever. The loss’s influence is observed in the
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obtained Q-values, while the policy remains the same. Noise may interfere with the report
data integrity; this will also result in a loss of ACK, although this can be reduced by the use
of different data encoding, which supports data reliability, reducing corruption of reports
due to noise.
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Figure 13. Average reward during 10 M slots learning, including ACK loss with probability
1={0,0.1,0.3,0.5} in a 10 sensor network with p = 0.9,er = 10 and a 9 sensor network with
p=09,er =5

7.7. Heterogeneous Sensors with Energetic Constraint Variability

Thus far, we have dealt with homogeneous sensors. However, in wireless sensor
networks, especially those relying on energy harvesting, the assumption of a homogeneous
network with uniform energy-harvesting patterns for each sensor is often idealistic and
does not reflect real-world conditions. The dynamics of energy harvesting in WSNs
can vary considerably based on the nature of the energy source such as solar, thermal,
or ambient RF energy (e.g., [91]). This variation leads to differences in the available energy
for transmissions among sensors and across the network’s geographical topology [92].

In this subsection, we expand our model to include homogeneous sensors, allowing
each sensor to harvest energy at a different rate. We start with a simple three-sensor setup
in which the three sensors have an energy renewal cycle (x) of 1, 2, and 3 time slots.

As depicted in Figure 14, only sensors 1 and 3 transmit, while sensor 2 follows a policy
instructing it to remain idle at all states, resulting in an overall airtime utilization of 75%.
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Figure 14. St.-Sp G = 6, 3 sensors with x = 1, 2,3 respectively, inherent transmission cycles has
no common denominator. Sensor 2 repeatedly collided with other sensors during learning, which
resulted in an idle policy.

To better understand why, even in the relatively simple three-sensor setup, the sensors
did not manage to converge to a policy that achieves 100% airtime utilization, we reexamine
the policies attained so far. We note that, since the state space is one-dimensional, the sensors
follow a policy in which the idle sensors remain inactive at all times, while the transmitting
sensors follow a cyclic pattern in which each sensor transmits periodically. Specifically,
since the sensors adopt a greedy policy, each sensor transmits the first time it reaches a
state in which the Q-value of the transmitting action is greater than the Q-value of the idle
action, and it has sufficient energy for transmitting a report. After transmitting, the time
elapsed to return to the same state is the replenishment time, making the periodic cycle of
each transmitting sensor equal to the replenishment time, i.e., x slots. Note that the state
in which the sensor transmits can be greater than the energy required for transmission,
and yet, after transmission, it will take x slots to return to the same state. As long as all
the sensors have the same charging rate (i.e., the same replenishment time) and, therefore,
the same cyclic period, they manage to adopt a similar cyclic transmission cycle, skewed
similarly to a TDMA-like pattern. However, when the sensors have different charging
rates and, therefore, different periods, they need to share a common divisor to follow a
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TDMA-like pattern. For example, in the previous setup, if the policy attained by a sensor
dictates transmission in one of the states, the sensor with a charging rate of 1 (x = 1) will
transmit every second slot, the sensor with a charging rate of 2 (x = 2) will transmit every
three slots, and the sensor with a charging rate of 3 (x = 3) will transmit every four slots.
Accordingly, if all three sensors transmit, the airtime utilization will be at most % (the
smallest common divisor is 12, so the cycle will be 12 slots). Sensors 1 and 3 can interleave
their transmissions, leaving three idle slots. However, sensor 2 can only refill one such
slot and will collide with the other two sensors on three slots. Hence, out of the 12-slot
cycle, there are two idle slots and three collision slots, resulting in an air utilization of 5).
If sensor 2’s policy is to stay idle while the other two transmit, the maximal air utilization
will be % when they interleave their transmissions, leaving one idle slot for every four
slots. When only sensors 1 and 2 transmit, the maximal air utilization will be g, and if
only sensors 2 and 3 transmit, the maximal air utilization will be 112 Consequently, as long
as the three sensors follow a periodic pattern, each according to its replenishment time,
the maximal airtime utilization they can achieve is 75%, which is, indeed, the policy learned
by the sensors, as depicted in Figure 14.

Accordingly, in order to enable the sensor to attain better airtime utilization, we
need to devise a mechanism that breaks the bond between replenishment time and the
transmission cycle. To facilitate this, we extend the previously defined state space (Section 4)
and introduce a timer mechanism, termed the same-energy counter, denoted as f; € F,
which tracks the duration a sensor remains fully charged.

Same-energy counter subspace: This tracks the number of consecutive time slots where
the parameter g; has not changed. Note that since the residual energy is capped, this can
only happen when the sensor is fully charged. To have a finite state space we also cap the
same-energy counter subspace by F,

F={01,---,F}

Specifically, f; is defined as follows:

fio max{f;_1+1,F} %f 8t—1 = &t ©)
0 if g1 # g

Note that the F might differ among various sensors.
The combined state-space: We define the state-space (St.-Sp.) seen by each sensor by
both counters described:
S=0GxF

The state s; € S is defined by the tuple sy = {g;, f¢ }.

Note that with the additional same-energy counter, a sensor’s policy can associate a
different action with the full battery state for different counter values. Accordingly, with the
extended state space, a transmitting sensor’s cycle can range between x and « + F slots.

We repeat the simulations for the three-sensor setup, where the three sensors possess
a different energetic replenishing cycle (x) of one, two, and three time slots, presented
in Figure 14. The results with the extended state space, which includes the f; timer, are
presented in Figure 15.
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Figure 15. 3 sensors with state space G x F where agents have x; = 1,2, 3 respectively. Sensors
achieve optimal channel utilization. Agent 2 elongates its transmission cycle.

It can be seen that the learned policy for sensors 1 and 3 is the same as before the
addition of the same-energy counter to the state space: transmitting periodically according
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to their replenished time, leaving an idle slot every fourth time slot. However, sensor 2
adopts a different policy in which it remains idle for an extra time slot after the replenish-
ment. This policy allows sensor 2 to adopt a transmission cycle of four time slots (x3 + 1),
aligning it with the cycle of the other two sensors and specifically letting it transmit in the
vacant time slot left by the other sensors, achieving 100% airtime utilization, as illustrated
in Figure 15.

We expand the heterogeneous simulation scope to include more sensors with various
charging rates such that, in order to attain a cycle that resembles a TDMA pattern, some of
the sensors need to stay idle at all times (x < N). Specifically, Figure 16 depicts the results
for six sensors with energetic replenishing cycles (x) of one, two, three, one, two, and three
time slots.
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Figure 16. 6 sensors with x; = 1,2,3,1,2,3, respectively. Agents 1, 3, and 6 with x; = 1,3,3,
respectively, deliver reports.

As demonstrated in Figure 16, similar to the heterogeneous setup for x < N, the sen-
sors are divided into two groups: those that are transmitting (sensors 1, 3, 6) and those that
remain idle (sensors 2, 4, 5). For sensors in the transmitting group, the learning objective
extends beyond merely desynchronizing their transmission cycles. They have also learned
to adapt their transition cycles to the other sensors’ transition cycles. Specifically, sensor
1 with ¥ = 1 transmits every other time slot, while sensors 3 and 6 with ¥ = 3 restrain
their transmission one slot after their battery is fully charged, adapting their cycle to sen-
sor 1’s cycle transmitting every fourth time slot. Note that the sensors also managed to
desynchronize, interleaving their transmissions and achieving 100% airtime utilization.

We further increase the number of sensors with various replenishing rates. Figure 17
depicts the results for 15 sensors in which sensors labeled by odd index number have a
replenishing rate of 25 and sensors labeled by even index number have a replenishing rate
of 24.
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Figure 17. 15 sensors with rates 24 and 25. St.-Sp G x F = 50 x 50; 5 collisions; 578 successful reports
out of 600 possible; 96.3% utilization.

In the case examined in Figure 17, an optimal transmission cycle is one where all sen-
sors’ transmissions interleave. Since sensors cannot transmit before obtaining the minimal
required energetic level of a single transmission, they can only resolve to prospering trans-
mission and elongating the transmission cycle. Optimally, all sensors with a transmission
rate of 24 must elongate to a longer cycle of 25, as well as settling on a vacant time slot;
15 sensors with a transmission cycle of 25 would only be able to cyclically transmit on 15
out of 25 slots, resulting in 600 transmissions possible in the evaluated slots of Figure 17.
Sensors that fail to learn the proper elongated cycle would occasionally have a single in-
evitable collision within this cycle with sensors of different transmission cycles. As such, in
Figure 17, these transmissions may coincide with vacant slots, resulting in a relatively over-
all high report delivery of 578 out of 600. Despite being a seemingly simple task to learn,
the fact that sensors may only transmit so seldomly, at this low transmission rate, in turn,
may result in insufficient experiences to learn from. To rectify this trade-off, the learning
period must be properly accommodated to suit the frequency of transmission attempts.



Mathematics 2024, 12, 2102

27 of 34

These findings highlight the nuanced nature of sensor behavior in energy-harvesting
wireless sensor networks, particularly as the network becomes larger and more diverse,
further underscoring the importance of developing adaptive learning strategies that can
accommodate a wide range of operational scenarios, ensuring robust performance even as
more network conditions evolve.

7.8. Comparison to Other Methods

Figure 18 shows the averaged results of 100 experiments for each value in the graphs,
comparing the performance of the multi-agent reinforcement learning (MARL) approach
with time division multiple access (TDMA) and slotted ALOHA under various transmission
probabilities (¢ = %, ¢ = %, and ¢ = ﬁ). All experiments start from the same sensor state,
leading to unique behaviors in the protocols. Notably, for slotted ALOHA with two sensors
and ¢ = 1, the transmissions align and synchronize, resulting in zero utilization due to col-
lisions. The energy required for each transmission is er = N. The MARL approach, being
distributed, dynamically adapts to network conditions, optimizing transmission strategies
and significantly outperforming slotted ALOHA across all scenarios. While TDMA con-
sistently achieves the highest utilization due to its strict time slot allocation, in contrast,
MARL offers a flexible and adaptive alternative, reducing collisions and enhancing overall
network efficiency without the need for rigid time slot allocations by some centralized
entity. This distributed learning capability makes MARL particularly effective in dynamic
and energy-constrained WSN environments, demonstrating significant advantages over
slotted ALOHA and addressing some of the limitations of TDMA.
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Figure 18. A comparison of the system model with slotted ALOHA, TDMA, and MARL, where
er = N.

8. SDR Implementation

In contrast to simulation environments, where the environment is artificially pro-
grammed, hardware-based implementations experience several real-world impediments
and uncertainties. For example, unlike simulations, over-the-air transmissions are exposed
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to impairments such as sampling noise (of both reports and ACKSs), device phase noise,
frequency drift, and imperfect synchronization. These factors may degrade the learning
process and lead to the system failing to converge to high channel utilization.

To demonstrate the feasibility of the suggested scheme and gain insight into real-world
effects, we implemented and tested the proposed learning approach on software-defined
radios. Specifically, USRP B210 devices were used in a GNU radio 3.10-based multi-agent
conceptual system comprising a single gateway and a few sensor nodes (Figure 19).

Figure 19. Two-sensor and one gateway experiment setup using NI-B210 SDRs.

Figure 20 depicts the schematics of the USRP implementation. Each device employs
both a receiving antenna (Rx) and a transmitting antenna (Tx). It is crucial that sensors
remain synchronized, as even a slight offset in the perceived timing of the slots can lead to
severe coordination issues, resulting in dramatic performance degradation. Specifically,
a sensor with a time slot offset may transmit during an adjacent time slot, causing collisions
with other sensors. Note that such offsets can recur both during the learning process,
affecting system-wide Q-tables, and during the post-learning behavior (the adaptation
of the learned policy), thereby impacting the resulting performance. Accordingly, to en-
sure synchronization, the gateway sink utilizes a pilot signal, which serves as a timing
synchronizer indicating the beginning and the end of each time slot. This pilot signal
is achieved by a single on-off frequency continuous wave (CW) generated by the GW.
Although more sophisticated synchronization mechanisms exist, the simple sine wave used
in our implementation was sufficient to maintain synchronization across all time slots. This
sync signal is received by all sensor nodes, providing synchronized discrete timing steps to
all the learning agents.

! Gateway
: Signals | pijot Signal  |_Slot time _
3 Synchronization i
§ USRP Signal Q-Learning | Action | USRP Signal
‘ Source (Rx) Agent Sink (Tx)
» ACK detector et >
iSensor
Slot time Pilot Signal
Sensors £ Generator
i Signals : .
USRP Signal e > Collision detector Slot time Signals | USRP Signal
Source (Rx) v Sink (Tx)
ACK Signal
Gatewa Collision Generator
Y Occurred

Figure 20. General USRP implementation schematics.

For compliance with the energy-harvesting model, we implemented an artificial bat-
tery that is charged every time slot and can store at most enough energy for 2N transmission
(G = 6,10, respectively). Every transmission drains the battery by the equivalent of N time
slots’ charging (et = 3,5 respectively). On each sensor, we implemented the Q-Learning
agent as described in Algorithm 1. Accordingly, at each time slot indication, which marks
the beginning of a new slot, each agent with sufficient energy for transmission decides
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whether to transmit according to the epsilon-greedy policy described in Algorithm 1. This
translates to sending a CW along the channel medium to be received by the gateway sink.
The gateway sink, which operates in the spirit of Algorithm 2, is calibrated to identify the
signal’s energy and determine whether the transmission was made by a single agent or
multiple agents (i.e., a collision). A single CW ACK signal is transmitted back to the sensor
nodes whenever the GW observes that a single agent has transmitted. The sensor nodes
sample this signal and deliver the ACK to the learning agent, translating it into a corre-
sponding reward. The agent assembles experiences with this environment in the form of a
tuple (S,a,7,5') each time a time slot has passed and performs Q-value updates. After the
exploration parameter epsilon decays and reaches a predefined threshold, the Q-value
updates stop, and the agents strictly follow the learned policy.

Note some technological challenges, for example, since the sensors are deployed in
various locations at varying distances from the gateway sink, they require different gains
to ensure accurate reception of transmitted reports. Additionally, they need different gains
and thresholds to detect ACK signals reliably. These parameters may require adjustments
during the experiment due to phenomena such as fading and minor environmental changes,
including movements within the experiment environment.

We ran the experiment for two topologies. The first comprises a single GW and two
sensors, where the Q-value updates stopped after 2000 time slots, during which epsilon
decayed to nearly zero, and the agents followed the learned policy. We further expanded the
topology to include five SDRs (a single GW and four sensors), where the Q-value updates
stopped after 4000 time slots. Figure 21 presents the learning process of an individual sensor
for the two topologies. For comparison, the figure also depicts simulation results for the
same two topologies. Since real-time environment is expected to experience some packet
loss, we also added simulation results in which 1% of the reports were randomly dropped.

3, 5 SDR sensors
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Figure 21. Average reward for 3,5 SDR and simulation with et = 3,5and d = 0.995, 0.998, over 2K, 4K
slots, respectively. p = 0.5.

Figure 21 depicts that the final average reward converges to 1 for both topologies,
indicating that all sensors transmit sequentially without empty time slots, similar to TDMA
allocation. Despite real-world phenomena, the results obtained for the USRP implementa-
tion, at least for the simple two topologies, align with the simulation results. The primary
distinction between the hardware implementation and the simulation lies in the conver-
gence time. Specifically, the hardware implementation requires a longer learning phase
for convergence compared to the simulation results. It is noteworthy that the simulation
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results with a 1% packet drop closely resemble the implementation results, suggesting that
the real-time experiments encountered report drops.

9. Conclusions and Future Research

In this study, we embarked on an ambitious journey to explore the application of
cooperative multi-agent reinforcement learning (MARL) within the dynamic and complex
realm of wireless sensor networks (WSNs), a crucial element in the ever-evolving landscape
of big data. Our work is at the forefront of addressing the intricate challenge of efficient
data gathering in WSNs, especially in environments marked by diverse constraints and
dynamic conditions. The successful implementation of MARL in this context signifies a
substantial leap forward, offering a potent solution to the limitations inherent in traditional
data-gathering methodologies commonly used in WSN.

Our approach harnesses the autonomous behavior of sensors within a decentralized
communication framework, enabling the adaptation and optimization of data transmission
strategies. This aspect is particularly pivotal under energy-harvesting constraints, where
efficient resource utilization is paramount. The sensors, functioning as independent yet
cooperative agents, show a remarkable ability to learn and adapt in response to the ever-
changing state and requirements of the network, thereby significantly enhancing the overall
efficacy of data gathering and reporting.

A considerable conclusion arising from this study is that to effectively address non-
deterministic constraints, a shift towards models that can generate stochastic policies is
imperative. Unlike deterministic policies, which produce a specific action for a given
state, stochastic policies can incorporate a probabilistic approach, offering a range of
possible actions with associated probabilities. This flexibility is crucial for adapting to
the uncertainties and variabilities inherent in more complex WSN scenarios (e.g., sensors’
queue-buffered priority systems, packet loss due to varying radio fading conditions, etc.).

We also conclude that, on the one hand, this paper illustrates the potential of employing
MARL in WSNSs, focusing on a pervasive data-gathering application. Additionally, the re-
sults showcased here are promising, achieving optimal or near-optimal performance in
many scenarios. On the other hand, it is important to acknowledge that the effectiveness of
MARL can vary under different conditions. Factors such as increased sensor count, environ-
mental randomness, dynamic topology changes, or modifications to the objective function
may challenge the MARL approach and potentially lead to performance degradation.

As highlighted throughout this paper, addressing these challenges can be approached
through various strategies within the Q-Learning domain, such as refining the reward
function, adapting different RL algorithms, or leveraging insights from WSNs. These
considerations underscore the versatility and adaptability of MARL frameworks in accom-
modating the diverse and evolving demands of WSN deployments.

To develop such stochastic policies, advanced tools and methodologies are required.
One promising avenue is the actor—critic method, a reinforcement learning approach that
combines the benefits of both policy-based and value-based methods. The actor—critic
framework utilizes two models: an actor, which proposes actions, and a critic, which
evaluates these actions and guides the actor. This method can effectively handle the
complexities of stochastic environments, offering a nuanced approach to learning and
decision making. Future research will aim to extend these approaches to encompass
non-deterministic constraints in WSNs. By leveraging such tools focusing on stochastic
policy generation, we can further enhance the adaptability and efficiency of wireless sensor
networks. Such advancements promise not only theoretical enrichment but also practical
applications in the ever-evolving landscape of wireless communications and networking.

The study also probed into the inherent challenges associated with learning in multi-
agent systems, such as non-stationarity and the difficulties in synchronizing states among
agents. We proposed and implemented methodologies like sequential learning and adjust-
ing exploration patterns to overcome these hurdles, thereby enhancing the learning process
and increasing the likelihood of converging to optimal strategies.
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Through a combination of rigorous simulations and software-defined radio (SDR)
implementations, we validated the efficacy of our proposed MARL model. These practical
tests demonstrated that our approach can achieve high channel utilization and adaptability
across a variety of network scenarios, even under stringent resource constraints. This not
only proves the feasibility of our approach in real-world settings but also highlights the
immense potential of MARL in augmenting the capabilities of WSNs.

In conclusion, our research makes a significant contribution to the field of WSNs,
offering a fresh perspective on the application of MARL for data gathering. The insights
and methodologies developed in this study are poised to influence future developments in
WSNs, paving the way for more efficient, autonomous, and intelligent network systems.
As we progress, the applications and implications of this research in the broader context of
sensor networks and Al-driven communication systems are vast and hold great promise.
The foundation laid by this study is expected to inspire further research and innovation in
the efficient management and utilization of WSNs in various real-world applications.
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