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Abstract: Due to the security weaknesses of chaos-based pseudorandom number generators, in this
paper, a new pseudorandom number generator (PRNG) based on mixing three-dimensional variables
of a cat chaotic map is proposed. A uniformly distributed chaotic sequence by a logistic map is used
in the mixing step. Both statistical tests and a security analysis indicate that our PRNG has good
randomness and is more complex than any one-dimensional variable of a cat map. Furthermore, a
new image encryption algorithm based on the chaotic PRNG is provided to protect the content of
artwork images. The core of the algorithm is to use the sequence generated by the pseudorandom
number generator to achieve the process of disruption and diffusion of the image pixels, so as
to achieve the effect of obfuscation and encryption of the image content. Several security tests
demonstrate that this image encryption algorithm has a high security level.

Keywords: chaos; pesudorandom number generator; artwork image encryption

MSC: 94-02

1. Introduction

Pseudorandom number sequences have been widely used in many different kinds of
scientific fields, e.g., spread-spectrum communication, Monte Carlo method in numerical
simulation, and cryptography [1-3]. Owing to the security weakness of linear structure
generators [4,5], a chaotic system, based on its highly nonlinearity, including sensitivity to
initial values and parameters, unpredictability, and randomness, has been regarded as an
important source for generating pseudorandom bit sequences. Until now, a large number
of chaos-based PRNGs have been proposed [2,6-14].

Among all the chaos-based PRNGs, the PRNG based on a one-dimensional chaotic
map has received the most attention for its easy implementation [2,6-9]. Kocarev et al. and
Addabbo et al. both propose a chaotic random number generator based on a piecewise
linear one-dimensional map [2,6]; Kanso and Smaoui propose two different kinds of PRNGs
based on a single logistic map and two coupled logistic maps [7]; Cristina et al. compose
a couple of tent maps with different parameters and use this new chaotic scheme for
generating a PRNG [8]. However, studies show that the PRNG based on a one-dimensional
chaotic map is not always secure enough as the authors claimed [15,16]. Some chaos theory
methods are proven to be quite useful for extracting such information from chaotic systems,
especially for a low-dimensional chaotic map. Almost all the low-dimensional chaotic
systems can be successfully attacked by using the phase space reconstruction method as
Short claimed in [10].

Therefore, using high-dimensional chaotic systems to generate PRNGs is an effec-
tive method to improve security flaws. Some different kinds of PRNGs based on high-
dimensional chaotic systems are also proposed [11-14,17]. Liu analyzes the statistics and
complexity of chaotic pseudorandom sequence generated by the Lorenz system [11]; Hu
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et al. propose a PRNG based on high-dimensional Chen chaotic system [12]; Akhahani
et al. use a three-dimensional quantum chaotic map for generating good pseudorandom
numbers [14]; in [17], Zhao et al. propose a hyperchaotic algorithm that depends on
a self-turbulent PRNG. For gaining a perturbation of different dimensions, a feedback
controller in that algorithm was utilized to avoid the transient cycle phenomenon. Al-
though high-dimensional chaotic systems always have dynamical complexity and are more
capable to resist phase space reconstruction, the generated PRNGs are still not secure
enough. This is because almost all the PRNGs based on high-dimensional chaotic systems
are constructed solely on a one-dimensional variable. As we know, the complexity of
any one-dimensional variable is always lower than the system complexity and the high
complexity of high-dimensional chaotic systems will not guarantee a high complexity of
each dimensional variable.

In this paper, we propose a pseudorandom number generator based on a 3D cat chaotic
map and apply it to the encryption of art images and the contributions are as follows:

1.  The multidimensional variables of the three-dimensional cat chaotic map are mixed,
and the nonlinear interactions between different dimensions are exploited to generate
a sequence of pseudorandom numbers with significantly higher complexity than a
single-dimensional variable.

2. Pseudorandom number sequences can be used in many different types of domains
such as image encryption [18-22]. Therefore, an image encryption algorithm based
on the above complex pseudorandom number sequence is proposed. The algorithm
utilizes the randomness and complexity of the pseudorandom number sequence to
encrypt the digital artwork image, effectively securing the image content.

The necessity of adopting encryption algorithms for digital art images is self-evident.
Firstly, at the level of copyright protection, digital artwork condenses the efforts and
creativity of artists and its copyright should be respected and protected in the same way
as traditional artwork. Encryption algorithms can effectively prevent works from being
illegally copied, distributed, or tampered with; safeguard the legitimate rights and interests
of artists; and stimulate their enthusiasm for continuous creation. Secondly, in terms of
market value, the uniqueness and scarcity of digital artworks are key factors in market
pricing. If security is not guaranteed, easy copying will flood the market, weakening its
market value and damaging the interests of artists and investors. Furthermore, digital
artworks, as treasures of modern culture, contain rich historical, cultural and artistic values.
Ensuring their security through encryption is not only a respect for cultural heritage, but
also a necessary move to leave precious cultural assets for future generations. In summary,
the use of encryption algorithms to protect digital art images is a multiple need to maintain
copyright, safeguard the market, and pass on culture.

The rest of this paper is organized as follows: Some brief introductions of the required
chaotic maps and the generation scheme of our pseudorandom number sequences are
proposed in Section 2. Randomness and security analyses of this PRNG are proposed in
Section 3. In Section 4, we introduce a new artwork image encryption algorithm with some
security analyses. Finally, Section 5 concludes the whole paper.

2. PRNG Based on Mixing Three-Dimensional Variables of Cat Chaotic Map

In this section, the construction process of a pseudorandom number generator based
on a 3D cat chaotic map is presented.

2.1. Three-Dimensional Cat Map

The mathematically model of a three-dimensional cat map can be described as [23]

Xl'+l = AX,‘ mod 1 (1)
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where X; = (x;, y;, z;) is the three-dimensional state variable and A is a linear matrix and can
be written as

1+ axazby a ay + axa; + axayazby
A = | by +axby + axazbyb; 1+azb, aya, + axayazbyb; + ayazb; + ayayb, + ay 2)
ﬂxbxby + by bx 1+ axﬂybxby + llxbx + ﬂyby

As a special case, by simply setting ay = ay = a; = by = by = b, =1, we have

2 13
A=1(3 2 5 3
2 1 4
and the cat map can be simply modeled by
Xit1 2 1 3 X
Yiv1 | =13 2 5 y; |modl 4)
Ziyq 2 1 4 Zi

In this paper, the parameters are set as above if not otherwise specified. For the
constructed three-dimensional cat chaotic map, its xy-dimensional, xz-dimensional, and
yz-dimensional state variables are shown in Figure 1a, 1b and 1c, respectively. Figure 1d
shows the chaotic attractor map of this system, from which it can be seen that the three-
dimensional state variables of Equation (4) are all uniformly distributed in the interval
(0, 1). And the maximum Lyapunov exponent of this map is calculated to be 0.654.

(@

04 05 06 07 08 09 1
x y

Figure 1. The state variables of cat chaotic map. (a) xy-dimensional; (b) xz-dimensional; (c) yz-
dimensional; (d) chaotic attractor.

2.2. Logistic Map

The one-dimensional logistic map may be the most widely studied chaotic map. The
zero-mean logistic map can be written as follows:

Ui =1-2u? (-1<u; <1) (5)

By setting an initial value u(, we generate a sequence denoted as {1;}. As we know,
the distribution of {u;} is not uniform. In [24], a method for generating uniform integer
sequences by Equation (5) is proposed.

Divide the interval I = [—1, 1] into N sub-intervals 7;,, i =0, 1, ..., N — 1. Denote
T = [ti/ ti+1)/ i= 0,1,....N -2, and TN-1= [thlr tN]r where

ti = —cos (Zi]n) 6)

Then, « = {1, 71, ..., TN-1} is a finite measurable partition of I. Denote a correspon-
dence S: I — {0, 1,2, ..., N — 1} from the set I to the set {0, 1, 2, ..., N — 1}. For any
u € I, define s(u) = i, if u € 7;. Here, s() is the symbol representation of the real number u
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according to the partition «. Then, the generated integer sequence is denoted as {s;} and
can be proven to be uniformly distributed.

2.3. New PRNG Based on Mixing Three-Dimensional Variables of Cat Chaotic Map

Here, we propose a new PRNG based on mixing three-dimensional variables of a cat
chaotic map. Taking N = 3, the PRNG is modeled as

Xi, Zf S; = 0
bi=<q i, ifsi=1

Zi, Zf S; — 2 (7)
d; = floor[b; - M]

where function floor[x] denotes the maximum integer which is less than x and M is the
cardinality of this PRNG. In the PRNG, the initial value of cat map (x, o, and zp) and the
initial value of logistic map 1 are used as the secret keys. The main frame of our PRNG is
shown in Figure 2.

Initial value (xo. yo. Z0)

Three-dimensional |

sequence

Sequence {d;}

Initial value (u0)

91 Sequence {u;} 7| Sequence {si} [

Figure 2. The main frame of our PRNG.

From Equation (7), we see that the generated sequence {b;} is based on mixing three-
dimensional variables of a cat chaotic map, and sequence {d;} is just an integerization of {b;}.
Thus, the randomness and security of this PRNG are based on the properties of {b;}.

Example 1. The sequence d; is generated by the PRNG, so start by setting the initial values as
follows: xp = 0.2369, yp = 0.5758, zp = 0.6365, uy = 0.6, and M = 256.

Step 1: Assign the initial values (xo, yo, and zg) to (x1, y1, and z1) to obtain x; = 0.2369,
y1 = 0.5758, and z1 = 0.6365. Plug it into Equation (4) to obtain the corresponding sequence (x;, y;,
and z;).

x7 =0.2369, xp = 0.9591, x3 = 0.7498, x4 = 0.4807, x5 = 0.3059, x5 = 0.3128, - - -

y1 =0.5758, yp = 0.0448, y3 = 0.9449, y4 = 0.8662, y5 = 0.3050, ys = 0.1877, - - -

z1 = 0.6365, zp = 0.5956, z3 = 0.3454, z4 = 0.8261, z5 = 0.1320, zg = 0.4448, - - -

Step 2: Then, substitute uy into Equation (5) to obtain the sequence u;.

ug = 0.6, up = 0.2800, u3z = 0.8432, uy = —0.4220, u5 = 0.6439, ug = 0.1708, - - -

Step 3: By combining Equation (6) and the mapping rules mentioned in Section 2.2, the
sequence s; is obtained.

S1 :2152 =1,S3=2,S4=1,S5=2,56=1,~~~

Step 4: The sequence b; is obtained by combining Equation (7) with the sequences (x;, y;, and
z;) and u;.

b1 =Z1 = 0.6365, bz =Y = 0.0448, b3 =2Z3 = 0.3454, b4 =Yg = 0.8662, b5 =2Z5 = 0.1320,
b6 =VY6 = 0.1877, ce

Step 5: Then, using the relationship satisfied by b; and d; mentioned in Equation (7), the
sequence di is generated and represented in binary.

d; = 162 = 10100010, d; = 11 = 00001011, d3 = 88 = 01011000, d4 = 221 = 11011101,
ds = 33 = 00100001, dg = 48 = 00110000, - - -

Finally, the output sequence of the PRNG is obtained: 10100010000010110101100011011101
0010000100110000- - -
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Next, we should compare the sequence {b;} to any one-dimensional variable of a cat
map ({x;}, {y;}, and {z;}), which proves that mixing all three-dimensional variables greatly
improved the complex of any single dimensional variable.

Approximate entropy (ApEn) is used here to evaluate its complexity. ApEn was
proposed by Pincus [25] and used to measure the probability of the new pattern generated
in the sequences while the embedding dimension grows. Figure 3 shows the ApEn of
sequences {b;}, {x;}, {y;}, and {z;}. From Figure 3, we know that the ApEn of sequence {b;} is
obviously larger than the ApEn of {x;}, {y;}, and {z;}, which means that the complexity is
greatly improved.

ApEn

{xi}
19 — it |

{z:}
184 — {bi} |

1 I_Ilr 1 1 | 1 1 | 1 1
1000 2000 3000 4000 5000 GOOO 7000 SO00  S000 10,000
Sequence length

Figure 3. Comparison of ApEn for sequences {b;}, {x;}, {y;}, and {z;}.

3. Randomness and Security Analysis

In this Section, several tests are used to evaluate the randomness and security of our
PRNG. Set M = 2 and the generated sequence {d;} correspond to a binary sequence.

3.1. Randomness Analysis

We used NIST statistical test suite [26] to evaluate the randomness of our PRNG. In
all the randomness test suites, the NIST test suite may be the most popular one. The
NIST tests suite is a statistical package comprising 16 tests that are developed to test the
randomness of binary sequences. The significance level of each test was 0.01 in the NIST
test. If p-value > 0.01, the test sequence is considered to pass the test. In this test, we
randomly chose 500 groups of different initial values. Then, we generated 500 different
bit sequences. The sequence length was 1,000,000. The results of NIST tests are shown in
Table 1. From the passing ratio and mean value of p-values in Table 1, we see that the test
sequences passed all the test suites, which means our PRNG has a good randomness.
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Table 1. Results of NIST tests.

Test Index Passing Ratio Mean Value of p-Values
Approximate entropy 0.998 0.412479
Block frequency 0.996 0.169724
Cumulative sums 0.998 0.348731
FFT 0.994 0.531178
Frequency 0.998 0.235597
Linear complexity 0.996 0.365974
Random excursions 0.996 0.149732
Random excursion variant 0.996 0.266897
Longest runs of ones 0.996 0.433568
Overlapping template of all ones 0.998 0.138789
Rank 0.998 0.466872
Runs 0.988 0.394131
Serial 0.998 0.484836
Universal statistical 0.994 0.198424
Lempel-Ziv compression test 0.996 0.236567

3.2. Security Analysis
3.2.1. Key Space

In this PRNG, the initial values of cat map (xg, yo, and zp) and the initial value of
logistic map ug can be used as the secret keys. All these keys can be selected in the interval
(0, 1). Let the greatest accuracy be 10~!4; then, the key space size can be approximately
calculated as 10°® ~ 2186 > 2128 which is large enough to withstand brute-force attacks.

3.2.2. Key Sensitivity and Resistance to Differential Attacks

Differential attacks, or chosen-plaintext attacks, analyze the effects of a small difference
in input keys on the difference of corresponding output sequences, which is proposed
in [27]. Given two secret keys and their corresponding output sequences, a PRNG is said
to resist differential attacks if the output sequences are completely different for a tiny
difference on secret keys. In this test, we randomly chose 100 groups of initial values,
changed each of the secret keys by only 10~'4, and compared the sequences by each bit. We
denoted H to be the variance ratio by each bit. The results of key sensitivity for the secret
keys xq, yo, zo, and g are shown in Table 2. From Table 2, we can see that the variance ratios
are all about 50% for every key secret, which means that our PRNG is extremely sensitive
to all the initial values and can effectively resist to differential attacks.

Table 2. The variance ratio when xj is changed by 1 bit.

Mean Value Minimum Value Maximum Value
H(xg) 49.98% 49.88% 50.14%
H(yo) 49.96% 49.86% 50.18%
H(zp) 49.98% 49.89% 50.14%
H(ug) 49.99% 49.90% 50.12%

3.2.3. Linear Complexity

Linear complexity is an important measure for a secure random sequence. For an
ideal random binary sequence, the linear complexity should be close to the /2 line. The
linear complexity of our generated sequence is calculated and plotted in Figure 4. Figure 4
shows that the complexity line is extremely near the ideal 71/2 line, which indicates that the
generated sequence has high linear complexity.
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Figure 4. Linear complexity.

4. Application to Artwork Image Encryption

In this Section, we propose a new image encryption algorithm based on this PRNG.
This encryption algorithm consists of shuffling and substitution algorithms. Some security
tests are used to demonstrate the good performances of this algorithm.

4.1. Shuffling Algorithm

The shuffling algorithm is used to exchange the positions of pixels in the plain image
and aims to reduce the correlation between adjacent pixels. We let {b;} be the output
sequence by Equation (7) and let

ki = b; x 10® mod 256 (8)

Then, we obtained a number sequence {k;}. Due to the uniformity of sequence {b;}, {k;}
can be ergodic quickly. We let j(i) be the least integer which satisfies k;;) =7,i=0,1, ..., 255.
Rearranged, the sequence {k;(;} is according to the order of j(i). Then, we constructed the
following matrix B according to sequence {k;;} as

1, ifm=i+1, n=ky, i=0,1,---,255
— — 7 7 ](z)/ 7L 7
B = Bun { 0, others ®)

Thus, there is only one 1 value in each row and column, while the others are 0.
This matrix can be used to shuffle the pixel matrix of image. Let the pixel matrix be S;
then, BS can be regarded as a row transformation of S, and SB can be regarded as the
column transformation.

4.2. Substitution Algorithm

Substitution algorithm is used to change the pixel values. We let M = 256 in Equation
(7) and constructed the corresponding chaotic matrix C by zig-zag scan of sequence {d;}.
Then, we substituted the pixel value of image S by using the following algorithm:
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S« = S + C mod 256 (10)

Although the algorithm is simple, it is still secure due to the good randomness of C.

4.3. Image Encryption Algorithm
The detailed steps of our algorithm are described as follows:

Step 1: Read the plain image S and set encryption round T*. Let T = 0.

Step 2: Choose a group of secret keys (xo, Vo, zo, and ug) and generate the pseudorandom
sequences {b;} and {d;} according to Equation (8) by using the following initial values:
xp + mean{S}/1000 mod 1, yy + mean{S}/1000 mod 1, zy + mean{S}/1000 mod 1, and
up + mean{S}/1000 mod 1.

Step 3: Generate the shuffling matrix B according to Section 4.1.

Step 4: Generate the substitution matrix C according to Section 4.2.

Step 5: Pre-multiply and post-multiply S by B.

Step 6: Substitute the pixel matrix by C according to Equation (10).

Step7: T =T +1.

Step 8: If T = T*, go to step 9. Otherwise, go to step 2.

Step 9: Save as encrypted image S*.

The decryption of the image is the inverse process of our encryption algorithm while
generating the shuffling matrix and substitution matrix by using the same security keys.
It should be noted that the mean value of pixel values of plain-text images should be
transmitted securely to the receiver.

4.4. Experiment Tests and Security Analysis

In this section, three artwork images are used as the experiment images, and the
encryption was set around T* = 3. The numerical experiments are processed by Matlab
2014a on a computer with a 3.6 GHz CPU and an 8 GB memory.

4.4.1. Encryption and Decryption Experiments

The original images used for testing are referred to as Image 1, Image 2, and Image 3.
The results of the encryption and decryption experiments are shown in Figure 5. Specifically,
Figure 5a,d,g represent the images before encryption. Figure 5b,e,h represent the images
after encryption. Figure 5¢,f,i show the decrypted image. These images were transformed
into an illegible noise form, from which the human eye cannot catch any clue of the original
image, which fully demonstrates that the encryption algorithm we adopted imposed an
effective protective barrier on the image content. Further, when we compared the decrypted
images with the original images, they showed identical details and features, which verifies
that our encryption and decryption processes is lossless.

4.4.2. Histogram Analysis

The histogram provides a visual response to the statistical characteristics of the image
pixel data. When designing encryption algorithms, a key objective is to effectively destroy
the original statistical characteristics of the image to enhance the security of the data.
Figure 6 presents the significant differences in histogram performance between the original
image and the encrypted image. Specifically, Figure 6a—c show the histograms of the three
original images, which clearly show the peaks and distribution patterns specific to the
respective images. However, in Figure 6d—{, the pixel distribution of the histograms of the
corresponding encrypted images becomes extremely uniform. This comparison shows that
our encryption algorithm successfully disrupted the statistical properties of the original
images with extremely high security.
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Figure 5. Encryption and decryption tests: (a,d,g) denotes the original image; (b,e,h) denotes the
encrypted image; (c,f,i) denotes the decrypted image.
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Figure 6. Histograms: (a—c) original images; (d—f) cryptographic images (the red, green and blue
appearing in the diagram correspond to the three RGB colour channels).

4.4.3. Correlation Analysis

Given the intrinsic properties of image data, neighboring pixels often exhibit significant
correlation; i.e., the value of one pixel can serve as a strong basis for predicting the values
of its neighboring pixels. Therefore, one of the core objectives in designing efficient image
encryption algorithms is to dismantle this inherent inter-pixel linkage and ensure that the
pixels in the encrypted image no longer maintain strong interdependencies, thus enhancing
the encryption effect.

And the inter-pixel correlation coefficient enables a quantitative assessment of the
strength of correlation between neighboring pixels. Its calculation formula is shown below:

Zfil (xi - %Zil\il xi) <yi - %Zil\il yz’)
"= 2 2
VIR (v dan) s (v A w)

where x; and y; denote the pixel values of a certain pair of neighboring pixels and N is the
length of the randomly selected sequence. When the correlation coefficient is close to 1

(11)
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or —1, it indicates that there is a strong positive or negative correlation between the pixel
pairs and when the correlation coefficient is close to 0, it indicates that there is almost no
linear relationship between the pixel pairs; i.e., they are relatively independent.

Table 3 demonstrates the results of pixel correlation coefficients computed for the
image before and after encryption on each color channel. Observing the data in the table, it
is clear that before encryption, the correlation coefficient between image pixels is very close
to 1, which indicates that there is a high degree of positive correlation between neighboring
pixels in the original image in terms of color intensity. However, after the encryption
algorithm, the pixel correlation coefficients of the image in each color channel drop dra-
matically and are almost infinitely close to 0. This significant change strongly proves that
the encryption algorithm effectively destroys the original pixel-to-pixel correlation of the
image, which makes the encrypted image statistically show a high degree of randomness
and unpredictability.

Table 3. Correlation coefficient analysis.

Plain Image Cipher Image
Image Direction
R G B R G B
Horizontal 0.9577 0.9484 0.9329 0.0039 0.0028 —0.0127
Image 1 Vertical 0.9490 0.9381 0.9206 —0.0113 0.0145 —0.0018
Diagonal 0.9233 0.9092 0.8831 —0.0070 —0.0035 0.0041
Horizontal 0.9216 0.9253 0.9380 —0.0046 0.0021 0.0079
Image 2 Vertical 0.9625 0.9661 0.9719 0.0010 —0.0042 0.0046
Diagonal 0.8972 0.9039 0.9192 —0.0008 0.0012 0.0047
Horizontal 0.9811 0.9783 0.9769 0.0061 —0.0025 0.00045
Image 3 Vertical 0.9784 0.9758 0.9699 —0.0065 0.0047 —0.0127
Diagonal 0.9682 0.9653 0.9586 —0.0034 0.0025 —0.0067

In addition, in order to demonstrate more intuitively the changes in the pixel cor-
relation of the images before and after encryption, we plotted the corresponding pixel
correlation maps, as shown in Figure 7. This atlas exhaustively presents a comparison
of the pixel spatial layout between the original images (Image 1, Image 2, and Image
3) and the encrypted images in the red, green, and blue color channels, along different
directions (horizontal, diagonal, and vertical). Among them, Figure 7a—j demonstrate the
tight alignment and high correlation of the pairs of color component pixels in different
directions in the original images. Figure 7j—r depict the pixel distribution states of the
encrypted images in the same color channels and directions. The comparison reveals that
the originally obvious pixel correlation is completely broken, and the pixel distribution
becomes haphazard, making it almost impossible to recognize any regular pattern. This fur-
ther validates the excellent performance of our proposed encryption algorithm in breaking
image pixel correlation and enhancing data security.

4.4.4. Key Sensitive Analysis

When evaluating the security of an encryption scheme, key sensitivity, as one of the
core metrics to measure its robustness, has an undeniable importance. An ideal encryption
mechanism should ensure that it exhibits high sensitivity to any minor changes in the
key, which is the key to preventing key guessing attacks and minor adjustment attacks.
Specifically, even the slightest adjustment in the key should be enough to prevent the
decryption process from correctly restoring the original plaintext image. In order to verify
the performance of our designed encryption algorithm in terms of key sensitivity, we
introduced a tiny perturbation of 2712 to the key, and the test results are shown in Figure 8.
From the figure, it can be visualized that the decrypted image obtained is wrong even
though the key is only slightly changed. This shows that our encryption algorithm is
extremely sensitive to the key.
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Figure 7. Pixel correlation analysis: (a—i) denote the pixel correlations of the original images of images
1-3 in different colour channels, horizontally, vertically and diagonally; (j-r) correspond to the pixel
correlations of their secret images in different colour channels, horizontally, vertically and diagonally.



Mathematics 2024, 12, 3162

13 of 17

(b) (c) (d)

Figure 8. Key sensitive analysis: (a) correctly decrypted image; (b) xo +271%; (¢) yo +271%; (d) g + 27 12.

4.4.5. Analysis of Information Entropy

The importance of information entropy as a widely adopted standard within the field
of image encryption quality assessment and as a core metric for measuring the degree of
disorder in a system cannot be overstated. It accurately quantifies the complexity and
inherent uncertainty of the message content, and its calculation formula is as follows:

H(x) = —nze(xi)logze(xi) (12)

n represents the total number of symbols; for image information, # is 8, and e(x;)
denotes the probability of symbol x;. We systematically recorded the information entropy
values before and after encryption of Image 1, Image 2, and Image 3 and summarized these
data in Table 4, aiming to visually demonstrate the effect of encryption operation on image
randomness enhancement by quantitative means. Through comparative analyses, we found
that the information entropy values of the encrypted images are all highly convergent to
the ideal value8. and the comparison with those in the literature is no less impressive. This
significant result proves that the encryption process greatly enhances the randomness and
unpredictability of the pixel arrangement of the image, ensuring the confidentiality and
integrity of the information.

Table 4. Information entropy of different cipher images.

Image Plain Image Cipher Image
Image 1 7.0307 7.9971
Image 2 6.9860 7.9970
Image 3 6.8882 7.9972
Ref. [28] 7.1735 7.9022
Ref. [29] 7.2978 7.9860

4.4.6. Resistance to Differential Attack Analysis

Differential attacks are widely used to test the robustness and defense capability
of encryption algorithms during the evaluation of image security. Such attacks mainly
utilize the original plaintext data and their tiny variants as inputs, aiming at detecting
predictable patterns latent in the output of the encryption algorithm and further breaking
the encryption algorithm. In order to fully assess the ability of a cryptographic algorithm to
resist such disparity attacks, we usually adopted a strategy of introducing a small change at
the one-pixel level to the original input image, then encrypting the image before and after
the change using a cryptographic algorithm, and finally measuring the difference between
the two encrypted images. This process mainly relies on the calculation of two key metrics,
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NPCR (Pixel Change Rate) and UACI (Uniform Average Change Intensity), as shown in
Equations (13) and (15).

£, N, D, j)
M x N

NPCR = x 100% (13)

where M and N are the width and height of the image, respectively, and D(j, j) is a binary
function defined as: i )
o LifCig) # Cali,g
D, j) = { 0, otherwise (14)

where Cy(i,j) and C,(i, j) and are the pixel values of the two encrypted images at position
(i, j), respectively.

Ly [Gulif) = Golin )|
UACT = +— N,;]; 555 (15)

The experimental results are shown in Table 5, where it can be seen that the experimen-
tal NPCR and UACI values are extremely close to their ideal thresholds —0.9960 and 0.3355,
which is not only a strong proof of the robustness of the algorithm, but also an intuitive
manifestation of its strong defense capability against differential attacks. And comparing
it to similar algorithms is no less impressive, further demonstrating the superiority of
the algorithm.

Table 5. NPCR and UACL

Image NPCR UACI

Image 1 R 0.9963 0.3340
G 0.9960 0.3337

B 0.9958 0.3339

Image 2 R 0.9961 0.3340
G 0.9961 0.3348

B 0.9962 0.3341

Image 3 R 0.9957 0.3363
G 0.9959 0.3325

B 0.9963 0.3351

Ref. [30] 0.9961 0.3350

4.4.7. Key Space Analysis

In measuring encryption algorithms, the size of the key space is a crucial factor that is
directly related to the strength and security of the encryption algorithm. A larger key space
means a larger number of possible keys and the more difficult it is for an attacker to crack
an encrypted message by trying all possible keys. Typically, an algorithm is considered
to be effective against exhaustive attacks when its key space is greater than 2!2. In this
algorithm, our key is mainly composed of xy, 1o, zg, and ug. When we set the computational
precision to 1014, its key space is 10° ~ 2186, which is much larger than 2!28. This indicates
that the algorithm effectively improves its ability to fight against exhaustive attacks and
provides a solid guarantee for the safe transmission and storage of user data.

4.4.8. Analysis of Robustness

During the transmission of data, image data are often exposed to the risk of noise
contamination and partial information loss, which poses a harsh robustness challenge to
the design of image encryption algorithms. In order to comprehensively test the robustness
of our proposed image encryption algorithm, we introduced salt and pepper noises as a
simulation of the noise sources that may be encountered in the actual transmission process
and applied 5% salt and pepper noises on the encrypted image. The experimental results
show that in Figure 9a—c, despite the significant noise attack on the encrypted image, the
quality of the decrypted image remains at a satisfactorily high level and both visual clarity
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and information integrity are well preserved. This not only verifies the excellent ability of
the encryption algorithm in coping with random noise, but also demonstrates its strong
resistance to potential interfering factors during data transmission.

(b) (c)

Figure 9. (a—c) denote the corresponding decrypted images after adding 5% salt and pepper noise to
the three encrypted images, respectively.

4.4.9. Efficiency of Encryption and Decryption

For a cryptographic algorithm, ensuring security is crucial, but at the same time,
efficiency is a factor that cannot be ignored. Runtime, as one of the important indica-
tors for evaluating the performance of an algorithm, is directly related to the time and
resource consumption required for the encryption process. Table 6 details the exact time
required for the encryption and decryption processes when different sizes of images are
compressed with different ratios using our proposed algorithm. This test aims to compre-
hensively evaluate the efficiency characteristics of the algorithm for different image sizes
and compression ratios.

Table 6. Efficiency of encryption and decryption.

Algorithm Encryption Time (s)  Decryption Time (s) Speed (MB/s)
Image 1 0.1851 0.3029 0.3843
Image 2 0.1712 0.2166 0.4835
Image 3 0.1694 0.2122 0.4914

5. Conclusions

In this paper, after analyzing the security limitations in the existing research on
pseudorandom number generators (PRNGs) based on chaos theory, a novel PRNG design
based on the mixing of three-dimensional variables of cat chaotic maps is innovatively
proposed. The design achieves unprecedented complexity and randomness in the mixing
step by cleverly fusing uniformly distributed chaotic sequences of logic maps, effectively
overcoming the security deficiencies of traditional PRNGs with one-dimensional chaotic
variables. Statistical test results show that the PRNG proposed in this paper achieves an
extremely high standard of randomness.

Further, this paper also designs and implements an image encryption algorithm
based on chaotic PRNGs, especially for content protection of high-value data such as
artwork images. The algorithm makes full use of the initial value sensitivity and long-term
unpredictability of chaotic systems and combines with the unique characteristics of image
data to construct an efficient and secure encryption mechanism. Through a series of tests
such as histogram analysis, key sensitivity analysis, anti-differential attack analysis, the
results show that the image encryption algorithm demonstrates a very high level of security,
which provides strong security for image data such as artworks.
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Although the cat chaotic map 3D variable mixing based PRNG proposed in this paper
and its application in image encryption show significant advantages, there are still some
limitations and challenges:

1.  Computational complexity: Although the introduction of 3D chaotic systems signifi-
cantly enhances randomness and security, it also increases computational complexity.
In scenarios with high real-time requirements, such as real-time video encryption or
high-speed data transmission encryption, this computational overhead may become
a bottleneck.

2. Hardware implementation difficulty: It is technically challenging to effectively inte-
grate the complex chaotic PRNG and its image encryption algorithms into hardware,
such as FPGAs or ASICs, to achieve faster processing speeds and higher energy-
efficiency ratios.

3. Resistance to quantum attacks: With the development of quantum computing tech-
nology, traditional encryption algorithms face the risk of being cracked. Although
the chaotic system itself has some potential to resist quantum attacks, how to further
enhance its quantum resistance to ensure that it remains secure in the era of quantum
computing is an important topic for future research.

With the continuous development of information technology, PRNGs and their appli-
cation in the field of security have a bright future. In the future, PRNGs based on chaos
theory are expected to play an important role in the following aspects:

1.  Blockchain technology: Consensus mechanism, cryptocurrency generation, smart
contract execution, and other key aspects of blockchain require high-quality random
numbers. The unpredictability and complexity of chaotic PRNGs make them ideal for
random number generation in blockchain technology.

2. Cloud computing and big data: In cloud computing and big data environments,
secure storage and transmission of data are crucial. Chaotic PRNGs can be used to
build efficient encryption mechanisms to protect user privacy and data security.
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