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Abstract

Wind power systems operating in networked environments are vulnerable to stochastic
disturbances, measurement noise, model mismatch and false data injection (FDI) attacks.
These uncertainties may corrupt feedback information and degrade closed-loop control
performance. This paper proposes an integrated extended Kalman filter (EKF)-based
resilient Lyapunov model predictive control (RLMPC) framework for the secure control of
wind power systems under bounded stochastic FDI attacks. A residual-based chi-square
(χ2) detector is embedded into the EKF update to evaluate the credibility of received
measurements, and the resulting attack-aware state estimate is applied to the RLMPC
controller at each sampling instant, constructing an EKF-RLMPC strategy. The proposed
EKF-RLMPC scheme therefore links attack detection, state estimation, and predictive
control within a unified secure-control framework for wind power systems. It is proved
that the posterior estimation error remains bounded and that the closed-loop state is
ultimately bounded under the proposed EKF-RLMPC scheme. Simulation studies under
different FDI attack probabilities show that the proposed method improves state-estimation
accuracy and control performance.

Keywords: wind power system; false data injection attack; extended Kalman filter;
chi-square detection; resilient model predictive control

MSC: 93B45

1. Introduction
Wind generation has become an important part of modern renewable-energy systems.

However, the control of wind power systems remains challenging because aerodynamic
conversion, drivetrain coupling, actuator constraints and wind-speed variability interact
over different time scales. These nonlinear and stochastic characteristics make the plant
sensitive to modeling uncertainty, random wind fluctuations, and measurement imper-
fections. Consequently, wind power systems require control strategies that can maintain
regulation performance while satisfying physical and operational constraints [1].

The increasing use of communication networks and supervisory automation has also
made predictive control attractive for wind-energy applications. MPC is well suited to this
setting because actuator limits, operating constraints, and short-horizon system evolution
can be handled in one online optimization problem. This receding-horizon principle has
been adopted in wind-power control frameworks [2]. MPC-based designs for PMSG grid-
connection systems [3], automatic voltage regulation [4], and nonlinear process control [5]
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have been reported. Resilient MPC has also been extended to systems affected by stochastic
disturbances and cyber attacks [6–8]. Nevertheless, many existing predictive controllers
still update the control input from raw measurements or directly available states. When
the sensor-to-estimator channel is compromised, such a design may propagate corrupted
information into the optimization problem. Therefore, the trustworthiness of measurements
should be assessed before the predictive controller is updated.

Under stochastic disturbances, process and measurement noise introduce uncertainty
into the available system-state information and consequently reduce the decision accuracy
of the controller [9]. Extended Kalman filtering, unscented Kalman filtering, and observer-
based schemes have been widely adopted for state estimation in nonlinear wind power
systems [10]. In parallel, H∞ control, sliding-mode control, and stochastic MPC have
been used to enhance robustness against stochastic disturbances [11,12]. More recently,
Kalman filtering has been combined with MPC to improve control performance in noisy
environments [13,14]. However, most available studies mainly improve estimation or
control performance under nonmalicious uncertainty, while the interaction among detection
decisions, estimation errors, and constrained predictive optimization under cyber attacks is
still not sufficiently characterized.

The integration of communication networks exposes wind power systems to cyber-
security threats, including FDI attacks [15–17]. Existing studies on FDI attacks have consid-
ered attack modeling, anomaly detection, and secure control. Representative approaches
describe attack behavior through stochastic processes [18,19], identify anomalies using
residual statistics and chi-square tests [15,16,20], and improve attack resilience by combin-
ing secure estimation, Kalman filtering, robust control, adaptive control, and data-driven
methods [21–24]. Although these studies provide useful tools, three limitations remain
relevant to the present problem. First, attack detection, state estimation, and predictive
control are often designed as separated modules, so the resulting closed-loop control law
may not explicitly depend on an attack-aware state estimate. Second, many analyses
implicitly rely on reliable detection decisions and do not explicitly include false alarms or
missed detections in the stability argument. Third, simulation validation is often based
on representative trajectories, whereas stochastic FDI attacks require statistical evaluation
through repeated trials and baseline comparisons.

To clarify the above gap, Table 1 summarizes the relation between representative
research directions and the present work. The comparison is not intended to replace
detailed experimental benchmarking; rather, it highlights the methodological components
that are simultaneously required for the considered secure wind-power control problem.

Table 1. Comparison between related research directions and the proposed EKF-RLMPC framework.

Research Direction Stochastic Disturbance FDI/Security Issue State Estimator Residual Detector Detection-Error Effect Statistical/Baseline
Validation

MPC for wind-power
systems [2–5] Partly considered Not the main focus Usually not

attack-aware No No Limited

Robust/stochastic control
and estimation [9–13] Considered Not the main focus Considered Usually no No Problem-dependent

FDI detection and
cyber-attack studies
[15,16,18–20]

Partly considered Considered Partly considered Considered Usually not linked to
MPC stability Limited

Secure/resilient control
under attacks [6,7,21–24] Partly considered Considered Partly considered Partly considered Rarely incorporated as

bounded perturbation Limited

Proposed EKF-χ2-RLMPC Considered Bounded stochastic FDI Attack-aware EKF Considered Included in bounded
stability analysis

Monte Carlo and
ablation baselines

Motivated by these observations, this paper addresses the secure high-performance
control problem of wind power systems under stochastic disturbances and bounded stochas-
tic FDI attacks. An EKF-RLMPC method is developed to link residual-based attack de-
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tection, state estimation and Lyapunov-based predictive optimization within a unified
framework. The main contributions are summarized as follows:

1. An EKF-based state estimation scheme is introduced to improve state reconstruction
for wind power systems under process and measurement noise. A residual-based
chi-square (χ2) detector is designed for EKF estimator to detect the FDI attacks.

2. The state estimate and detection results are incorporated into the RLMPC framework
to construct an EKF-RLMPC control strategy for incomplete information. At each
sampling instant, the RLMPC optimization is solved using the current reliable EKF
estimate, and the first element of the optimal input sequence is applied to the wind
power systems.

3. Closed-loop stability is established and simulation studies demonstrate the effec-
tiveness of the proposed method in improving state estimation accuracy, enhancing
robustness, and mitigating the adverse effects of FDI attacks.

2. Problem Formulation
The nonlinear wind power model adopted from [2] is used as the nominal plant, and

stochastic disturbances and FDI attacks are introduced in this work. The state equation can
be represented as

ẋ(t) = f (x(t), u(t), v(t)) =



1
JgNg

(
−Ngu2(t)−

Bθ

Ng
x1(t) + Bθ x2(t) + Kθ x3(t)

)
1
Ja

(
Ta(t) +

Bθ

Ng
x1(t)− Bθ x2(t)− Kθ x3(t)

)
x2(t)−

1
Ng

x1(t)

 (1)

with the measured state output
y(t) = Cx(t) (2)

where x(t) =
[
ωg(t) ωa(t) θ(t)

]T
collects the generator-side speed, turbine-side speed,

and shaft torsional angle; u(t) =
[

β(t) Tg(t)
]T

contains the pitch angle and generator
torque, with u2(t) = Tg(t). The generator output matrix is C = I3. The parameters Jg

and Ja are the generator and turbine inertias, Ng is the gearbox ratio, Bθ and Kθ describe
drivetrain damping and stiffness, Ta is the aerodynamic torque, v is the wind speed, and η

denotes the generator conversion efficiency.
From a control-oriented positive-real (PR) and passivity-related perspective, the wind

power plant can be interpreted as an energy-exchange system. The inertias Jg and Ja

characterize kinetic-energy storage in the generator and turbine rotors, Kθ characterizes
the elastic energy stored in the flexible shaft, Bθ represents drivetrain dissipation, and Ng

determines the speed–torque transformation between the turbine and generator sides. The
input quantities β(t) and Tg(t) affect aerodynamic energy capture and electromechanical
torque extraction, whereas Pg(t) is constrained as the regulated output-power quantity.
These physical quantities are consistent with PR/passivity interpretations in which stored
and dissipated energy determine the input–output behavior of a control plant. Recent
results on the connection between bounded-real and positive-real characteristic values
through scattering relations provide useful theoretical background for such interpreta-
tions [25]. Since the model considered is nonlinear, constrained, stochastic disturbances,
FDI attacks and model mismatch, this paper does not rely on a strict linear transfer-function
PR representation. Instead, the above physical energy features motivate the Lyapunov-type
function and compact admissible sets used in the RLMPC stability analysis.
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Since y(t) is selected as the measured state vector, the considered FDI attack acts on
the state measurements delivered to the estimator rather than directly on the physical
plant. Consider the wind power system subject to stochastic disturbances during operation.
By incorporating process disturbances and measurement noise, the compact state-space
representation can be written as

ẋ(t) = f (x(t), u(t), v(t)) + w(t)
ya(t) = Cx(t) + n(t)

(3)

where ya denotes the measured output, and w and n denote the process noise and measure-
ment noise, respectively. Considering wind-speed fluctuations, aerodynamic uncertainty,
sensor-accuracy limitations, and other factors in wind power systems, the noise terms are
assumed to satisfy the following boundedness constraints:

w ∈ W := {w ∈ R3 : |w| ≤ w̄} (4)

n ∈ N := {n ∈ R3 : |n| ≤ n̄} (5)

where W and N denote the admissible sets of the process and measurement noise, respec-
tively, and w̄, n̄ > 0 are known constants.

In addition, the control input, system state, and output power are constrained by
physical and actuator limitations and satisfy:

u ∈ U, x ∈ X, Pg ∈ P (6)

To mitigate the influence of stochastic disturbances on measured system states, a state
estimator is required to filter the measurement signals. In practical implementation, state
estimation is usually performed through prediction and correction steps based on the
nonlinear discrete-time model. By discretizing the continuous-time wind power system at
the sampling instants, the following form is obtained:

x(tk+1) = F(x(tk), u(tk), v(tk), w(tk))

ya(tk) = Cx(tk) + n(tk)
(7)

where F(x(tk), u(tk), v(tk), w(tk)) denotes the discrete-time mapping generated by the
nonlinear system evolution over the sampling interval [tk, tk+1], namely the integration of
the continuous-time model over this interval.

On the basis of the wind power system model (3) with process and measurement
noise, FDI attacks are further introduced to study the control problem. Specifically, an FDI
attack model is constructed for the sensor-to-estimator (S-E) communication channel.

In this model, the state measurements may be compromised by FDI attacks during
transmission, which distorts the measurement information received by the estimator. Under
the combined effects of FDI attacks, stochastic disturbances, measurement noise, and
bounded model mismatch, the state-space model becomes:

ẋ(t) = f (x(t), u(t), v(t)) + w(t) + ∆ f (t),
ya(tk) = Cx(tk) + n(tk) + ϑ(tk)a(tk),

(8)

where ya(tk) denotes the measurement received by the estimator, n(tk) is the measurement
noise, a(tk) is the injected FDI signal, and ϑ(tk) ∈ {0, 1} is the attack occurrence indicator.
The term ∆ f (t) represents bounded model mismatch caused by parameter variations,
unmodeled nonlinearities, and aerodynamic uncertainty in wind power systems.
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The attack signal and model mismatch are assumed to be bounded:

∥a(tk)∥ ≤ ā, ∥∆ f (t)∥ ≤ ∆̄ f , (9)

where ā > 0 and ∆̄ f > 0 are known constants. For the proportional FDI case considered in
the simulations, the injected signal can be expressed as

a(tk) = ∆(tk)Cx(tk), ∥∆(tk)∥ ≤ ∆̄, (10)

where ∆(tk) is a bounded random matrix.
Furthermore, ϑ(tk) is modeled as a Bernoulli random variable satisfying:

E{ϑ(tk)} = Pr{ϑ(tk) = 1} = ϑ̄ (11)

where 0 ≤ ϑ̄ ≤ 1 denotes the occurrence probability of FDI attacks.
When ϑ(tk) = 1, the system is subject to an FDI attack and the transmitted measure-

ment data are maliciously tampered with. When ϑ(tk) = 0, communication is normal
and the estimator receives the uncorrupted measurement information. To reflect realis-
tic constraints on attack behavior, the duration of consecutive attacks is assumed to be
upper bounded. Specifically, there exists a positive integer Na such that the number of
consecutive FDI attack steps does not exceed this bound, thereby excluding the extreme
case of indefinitely persistent attacks. That is, this work focuses on bounded stochastic FDI
attacks injected into the sensor-to-estimator channel. This setting describes random and
intermittent measurement falsification attacks with bounded attack magnitude.

Considering FDI attacks on the S-E channel, this section develops an EKF-RLMPC
control framework for wind power systems, as shown in Figure 1. First, measurement data
may be corrupted by FDI attacks during transmission, leading to distorted information at
the estimator input. Second, an attack detection mechanism is embedded in the estimator
to assess measurement credibility. Specifically, the estimator adaptively adjusts the EKF
update according to the detection result: when the measurement is credible, the standard
correction step is performed; otherwise, the measurement correction is suppressed. The
RLMPC controller then uses the resulting EKF estimate at every sampling instant to solve
the finite-horizon optimization problem and update the applied control input to prevent
abnormal measurements.

Plant 

output

Noisy 

measurement

Attacked 

measurement

Actuator 

input
Optimal

Control Command

Periodic RLMPC Controller
(using EKF-based State Estimate)

Periodic RLMPC Controller

(using EKF-based State Estimate)

Figure 1. EKF-RLMPC control diagram for wind power systems under FDI attacks.
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3. EKF-RLMPC Control for Wind Power Systems Under FDI Attacks
3.1. Design of the Resilient State Estimator

Since FDI attacks may distort or interrupt measurement data and reduce the reliability
of state estimation, this section designs a resilient state estimator. Specifically, a residual-
based chi-square (χ2) detection mechanism is incorporated into the EKF framework to
identify abnormal measurements and enhance estimator robustness and security. At time
tk, the residual between the received measurement and the EKF prior estimate is defined as:

ϵr(tk) = ya(tk)− Cx̂−(tk) (12)

The covariance matrix of the residual is given by:

S(tk) = CP−(tk)CT + R (13)

where P−(tk) is the prior covariance matrix and R ∈ R3×3 is the measurement-noise
covariance matrix.

Based on the above residual, the following χ2 statistic is constructed:

J(tk) = ϵT
r (tk)S−1(tk)ϵr(tk) (14)

In the ideal case without attacks and with only Gaussian noise, the statistic J(tk)

follows a χ2 distribution with degrees of freedom equal to the measurement dimension
ny = 3, namely:

J(tk) ∼ χ2(ny) (15)

For a given significance level γ ∈ (0, 1), the detection threshold µa is selected such that:

Pr{J(tk) ≤ µa} = 1 − γ (16)

Based on the χ2 statistic, the following attack decision rule is constructed:

δ(tk) =

1, J(tk) > µa

0, J(tk) ≤ µa
(17)

where δ(tk) = 1 indicates that an FDI attack is detected, and δ(tk) = 0 indicates that the
measurement data are credible.

Since the residual-based detector is affected by process disturbances, measurement
noise, model mismatch, and attack amplitude, the detected attack indicator δ(tk) may be
different from the true attack occurrence indicator ϑ(tk). The case δ(tk) = 1, ϑ(tk) = 0 cor-
responds to a false alarm, whereas δ(tk) = 0, ϑ(tk) = 1 corresponds to a missed detection.

Using the detection result, the EKF correction step is modified as follows:

• When δ(tk) = 1:
K(tk) = 0, x̂(tk) = x̂−(tk), P(tk) = P−(tk) (18)

• When δ(tk) = 0:

K(tk) = P−(tk)CT
[
CP−(tk)CT + R

]−1
(19)

x̂(tk) = x̂−(tk) + K(tk)ϵr(tk) (20)

P(tk) = (I − K(tk)C)P−(tk) (21)
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By introducing the residual-based χ2 detection mechanism, the resilient state estimator
can identify abnormal measurements under FDI attacks. When an attack is detected, the
estimator relies on model prediction instead of corrupted measurements, preserving the
continuity of the estimation process. The estimator improves state-estimation reliability
with limited additional computational complexity and provides credible state information
for the subsequent resilient control design.

3.2. Design of Resilient LMPC with FDI Attack Detection and EKF

Since FDI attacks may corrupt measurement information and reduce the reliabil-
ity of the estimated state, this section adopts a periodic receding-horizon optimization
mechanism. Under this mechanism, the controller does not evaluate a conditional update
rule; instead, the RLMPC optimization problem is solved at every sampling instant. The
objective is to ensure periodic controller updating while the EKF measurement update
remains protected by the residual-based χ2 attack detector. The periodic receding-horizon
optimization mechanism is given as follows:

(1) At each sampling instant tk = t0 + k∆, the controller receives the current posterior
EKF estimate x̂(tk). This estimate is obtained either by the standard measurement-
correction step when the measurement is credible or by the model-prediction step
when an FDI attack is detected. Therefore, the input to the RLMPC optimization is
always the attack-detection-based state estimate rather than the raw measurement.

(2) The RLMPC optimization computation is performed periodically at every sampling
instant. No auxiliary update variable, inter-update interval, state-error threshold, or
filter-based conditional criterion is introduced. Accordingly, the controller directly
solves the current optimization problem using the latest posterior EKF estimate.

(3) When an FDI attack is detected, the measurement correction in the EKF is suppressed,
but the RLMPC optimization is still solved using the model-predicted posterior
estimate x̂(tk) = x̂−(tk). Thus, the controller is not frozen under attacks; instead, it
continues to compute the control input from the best available reliable state estimate
provided by the resilient estimator.

Over the operating interval [t0, t f ], the RLMPC optimization problem is solved at
each sampling instant using the posterior EKF estimate. Based on the preceding periodic
receding-horizon mechanism, the EKF-RLMPC algorithm is invoked at every sampling
instant tk to compute the control input. Specifically, for system (3), the optimization problem
is formulated as:

min
uk∈S(∆)

∫ tk+N

tk

∥∆z̃(τ)∥2
qdτ +

k+N−1

∑
n=k+1

∥∆u(tn)∥2
p (22)

subject to:

˙̃x(t) = f (x̃(t), uk(t), ṽ(t)), ∀t ∈ [tk, tk+N) (23a)

ỹ(t) = Cx̃(t), ∀t ∈ [tk, tk+N) (23b)

x̃(tk) = x̌(tk) = x̂(tk) (23c)
˙̌x(t) = f

(
x̌(t), h

(
x̌
(
tj
))

, ṽ(t)
)
, ∀t ∈

[
tj, tj+1

)
(23d)

V(x̃(t)) ≤ V(x̌(t)), ∀t ∈ [tk, tk+N) (23e)

x̃, x̌ ∈ X, uk ∈ U, P̃g ∈ P (23f)

In this optimization problem, x̂ denotes the posterior state estimate provided by the resilient
EKF. The term ∥∆z̃(τ)∥2

q penalizes the deviation of the predicted output or state-related
performance variable from the desired operating region of the wind power system, while
∥∆u(tn)∥2

p penalizes excessive control variations and avoids aggressive actuator actions.
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The Lyapunov constraint in (23e) is introduced to enforce a stability-oriented decrease
condition along the nominal prediction trajectory. During prediction, stochastic noise, FDI-
induced perturbations, detection errors, and model mismatch are not directly propagated
in the nominal model; instead, their influence is handled through the EKF estimation-error
bound and the robust Lyapunov-based stability analysis.

At each sampling instant, the optimization problem (22) is solved using the current
posterior state estimate provided by the resilient EKF. The actual control input applied
to the wind power system is generated from the RLMPC solution obtained at the same
sampling instant:

u(tk) = u∗
k (tk). (24)

Combining the resilient state estimator with the periodic RLMPC optimization mech-
anism, the implementation procedure of the EKF-RLMPC algorithm is summarized in
Algorithm 1.

Algorithm 1 EKF-RLMPC algorithm for wind power systems under FDI attacks

1: Set the total number of sampling instants t f , prediction horizon N, maximum number of consecu-
tive attacks Na, attack probability ϑ̄, attack detection threshold µa, state weight q, input weight p,
process-noise parameter θw, and measurement-noise parameter θn;

2: Initialization: k = 0, x̂(t0), P(t0);
3: Perform the initial optimization at time t0 to obtain the initial control input sequence;
4: while tk ∈ [t0, t f ] do
5: // Sensor
6: Generate the FDI attack variable ϑ(tk) and attack signal a(tk);
7: ya(tk) = Cx(tk) + n(tk) + ϑ(tk)a(tk);
8: // χ2 attack detection
9: x̂−(tk) = F(x̂(tk−1), u(tk−1), v(tk−1), 0);

10: P−(tk) = A(tk−1)P(tk−1)AT(tk−1) + Q;
11: ϵr(tk) = ya(tk)− Cx̂−(tk);
12: S(tk) = CP−(tk)CT + R;
13: J(tk) = ϵT

r (tk)S−1(tk)ϵr(tk);
14: if J(tk) > µa then
15: Identify an FDI attack: δ(tk) = 1;
16: else
17: Identify normal operation: δ(tk) = 0;
18: end if
19: // EKF based on attack detection
20: if δ(tk) = 1 then
21: K(tk) = 0;
22: else
23: K(tk) = P−(tk)CT[CP−(tk)CT + R

]−1;
24: end if
25: x̂(tk) = x̂−(tk) + K(tk)

[
ya(tk)− Cx̂−(tk)

]
;

26: P(tk) = (I − K(tk)C)P−(tk);
27: // Controller (periodic RLMPC)
28: Solve the RLMPC optimization problem using the current posterior EKF estimate and obtain

u∗
k = {u∗

k (tk), . . . , u∗
k (tk+N−1)};

29: Apply the first element of the current optimal input sequence: ua(tk) = u∗
k (tk);

30: // Actuator
31: u(tk) = ua(tk);
32: // System update
33: f (x(tk), u(tk), v(tk)) + w(tk) + ∆ f (tk) ⇒ x(tk+1);
34: k = k + 1;
35: end while
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3.3. Stability Analysis
3.3.1. Boundedness of the EKF Estimation Error

To analyze the influence of FDI attacks on state-estimation performance, attack-
induced terms, detection errors, and bounded model mismatch are introduced into the
EKF framework, and the corresponding error dynamics are reconstructed.

Under the attacked measurement model (8), the innovation used by the EKF can be
written as

ϵr(tk) = ya(tk)− Cx̂−(tk). (25)

Substituting ya(tk) = Cx(tk) + n(tk) + ϑ(tk)a(tk) into (25) yields

ϵr(tk) = C
(
x(tk)− x̂−(tk)

)
+ n(tk) + ϑ(tk)a(tk). (26)

Therefore, the FDI signal directly enters the EKF innovation term. Since the residual-based
detector is also affected by process disturbances, measurement noise, model mismatch,
and attack amplitude, the detected attack indicator δ(tk) may be different from the true
attack occurrence indicator ϑ(tk). The case δ(tk) = 1, ϑ(tk) = 0 corresponds to a false alarm,
whereas δ(tk) = 0, ϑ(tk) = 1 corresponds to a missed detection. Their influence is treated
as an equivalent bounded perturbation in the following analysis.

Assumption 1. Assume that the wind power generation system is locally observable, that is, the
local observability matrix constructed from the linearized pair (A(tk), C) is full rank at any time
instant k ≥ 0. In addition, the system Jacobian matrix A(tk) is full rank at each time instant.

Assumption 2. The equivalent perturbation induced by FDI attacks, detection errors, and model
mismatch is bounded. Specifically, define the lumped perturbation as

dc(tk) = da(tk) + dδ(tk) + d f (tk), (27)

where da(tk) denotes the perturbation caused by the injected FDI signal, dδ(tk) denotes the pertur-
bation caused by false alarms or missed detections of the residual-based detector, and d f (tk) denotes
the perturbation caused by bounded model mismatch. There exists a constant D̄c > 0 such that

∥dc(tk)∥ ≤ D̄c. (28)

Lemma 1. Under Assumptions 1 and 2, the prior error dynamics can be uniformly expressed
as [14]:

e−(tk+1) = A(tk)e(tk) + r(tk), (29)

where
r(tk) = ϕ(·) + G(tk)w(tk) + dc(tk). (30)

Moreover, there exist ϵ̄, a constant λϕ > 0, and class-K functions ι1, ι2 such that, for ∥e∥ ≤ ϵ̄,

∥r(tk)∥ ≤ λϕ∥e(tk)∥2 + ι1(∥w(tk)∥) + ι2(∥dc(tk)∥). (31)

Theorem 1. Under Assumptions 1 and 2, consider the attack-detection-based EKF with the
following update strategy:

K(tk) =

0, δ(tk) = 1,

P−(tk)CT[CP−(tk)CT + R
]−1, otherwise.
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The detector is not required to be perfect. The influence of false alarms, missed detections, and
model mismatch is included in the bounded lumped perturbation dc(tk). Then there exist positive
constants α0 > 0, β0 > 1, and class-K functions ιw(·), ιd(·) such that the posterior estimation
error is bounded as follows:

|e(tk)| ≤ α0∥e(t0)∥β−k
0 + ιw

(
sup

0≤i≤k
∥w(ti)∥

)
+ ιd

(
sup

0≤i≤k
∥dc(ti)∥

)
. (32)

Proof. From the prior error dynamics, it follows that:

e(tk+1) = (I − K(tk)C)
(

A(tk)e(tk) + r(tk)
)
. (33)

Let Mk = (I − K(tk)C)A(tk). Then:

e(tk+1) = Mke(tk) + (I − K(tk)C)r(tk). (34)

Construct the Lyapunov function:

V(e(tk)) = eT(tk)Π(tk)e(tk). (35)

Combining the above relations yields:

V(e(tk+1)) =eT(tk)MT
k Π(tk+1)Mke(tk)

+ 2eT(tk)MT
k Π(tk+1)(I − KC)r(tk)

+ rT(tk)(I − KC)TΠ(tk+1)(I − KC)r(tk). (36)

Applying Young’s inequality to bound the cross term and using matrix boundedness
gives:

V(e(tk+1)) ≤ ρV(e(tk)) + σ∥r(tk)∥2, (37)

where ρ ∈ (0, 1) and σ > 0 are constants.
By Lemma 1,

∥r(tk)∥ ≤ λϕ∥e(tk)∥2 + ι1(∥w(tk)∥) + ι2(∥dc(tk)∥). (38)

Squaring both sides of the preceding inequality and using (a+ b+ c)2 ≤ 3(a2 + b2 + c2)

gives:
∥r(tk)∥2 ≤ 3λ2

ϕ∥e(tk)∥4 + 3ι21(∥w(tk)∥) + 3ι22(∥dc(tk)∥). (39)

On the bounded error set ∥e(tk)∥ ≤ ϵ̄,

∥e(tk)∥4 ≤ ϵ̄2∥e(tk)∥2. (40)

By the definition of the Lyapunov function, there exists a constant c1 > 0 such that:

∥e(tk)∥2 ≤ 1
c1

V(e(tk)). (41)

Substituting (41) into (39) and multiplying both sides by σ gives:

σ∥r(tk)∥2 ≤ cV(e(tk)) + ι̃1(∥w(tk)∥) + ι̃2(∥dc(tk)∥), (42)

where c =
3σλ2

ϕ ϵ̄2

c1
is a constant, and ι̃1, ι̃2 are class-K functions.

https://doi.org/10.3390/math14132291

https://doi.org/10.3390/math14132291


Mathematics 2026, 14, 2291 11 of 22

Substituting (42) into (37) gives:

V(e(tk+1)) ≤ ρcV(e(tk)) + ι̃1(∥w(tk)∥) + ι̃2(∥dc(tk)∥), (43)

where ρc = ρ + c ∈ (0, 1). This local contraction can be ensured by selecting the local error
set sufficiently small, which is consistent with the EKF local boundedness condition.

Recursively expanding the above inequality with respect to k gives:

V(e(tk)) ≤ ρk
cV(e(t0)) +

k−1

∑
i=0

ρk−1−i
c

[
ι̃1(∥w(ti)∥) + ι̃2(∥dc(ti)∥)

]
. (44)

Since 0 < ρc < 1, the boundedness of the geometric series implies that

k−1

∑
i=0

ρk−1−i
c ≤ 1

1 − ρc
. (45)

Therefore,

V(e(tk)) ≤ ρk
cV(e(t0)) +

1
1 − ρc

[
sup

0≤i≤k
ι̃1(∥w(ti)∥) + sup

0≤i≤k
ι̃2(∥dc(ti)∥)

]
. (46)

By the equivalence property of the Lyapunov function, there exists a constant c2 > 0
such that:

V(e(t0)) ≤ c2∥e(t0)∥2. (47)

Combining (41), (46), and (47) yields:

∥e(tk)∥2 ≤ c2

c1
ρk

c∥e(t0)∥2 +
1

c1(1 − ρc)

[
sup

0≤i≤k
ι̃1(∥w(ti)∥) + sup

0≤i≤k
ι̃2(∥dc(ti)∥)

]
. (48)

Taking the square root on both sides and using the closure property of class-K func-
tions, one obtains:

∥e(tk)∥ ≤ α0∥e(t0)∥β−k
0 + ιw

(
sup

0≤i≤k
∥w(ti)∥

)
+ ιd

(
sup

0≤i≤k
∥dc(ti)∥

)
. (49)

Since dc(tk) is bounded by Assumption 2, the posterior estimation error remains bounded
even when false alarms or missed detections occur, provided that their induced perturba-
tions are bounded. This completes the proof.

According to Theorem 1, the posterior estimation error of the attack-detection-based
EKF is bounded, i.e., |e(tk)| ≤ ek, where

ek = α0∥e(t0)∥β−k
0 + ιw

(
sup

0≤i≤k
∥w(ti)∥

)
+ ιd

(
sup

0≤i≤k
∥dc(ti)∥

)
. (50)

3.3.2. Closed-Loop Stability Under RLMPC

To complete the closed-loop analysis of the periodic EKF-RLMPC scheme, the follow-
ing results are given by connecting the bounded EKF estimation error with the Lyapunov
constraint used in the RLMPC optimization problem.

Lemma 2. There exists a continuously differentiable Lyapunov function V(x) and a locally stabiliz-
ing feedback law u = h(x) ∈ U such that, for all x in the compact set Ωρ := {x ∈ X : V(x) ≤ ρ}
and all admissible wind speeds v ∈ V, the following relations hold [26,27]:
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β1(∥x∥) ≤ V(x) ≤ β2(∥x∥), (51)∥∥∥∥∂V(x)
∂x

∥∥∥∥ ≤ β4(∥x∥), (52)

∂V(x)
∂x

f (x, h(x), v) ≤ −β3(∥x∥), (53)

where βi(·), i = 1, 2, 3, 4, are class-K functions. Moreover, there exist positive constants M, Lx,
and Lv such that, for all x, x′ ∈ Ωρ, u ∈ U, and v, v′ ∈ V,

∥ f (x, u, v)∥ ≤ M, (54)

∥ f (x, u, v)− f (x′, u, v′)∥ ≤ Lx∥x − x′∥+ Lv∥v − v′∥. (55)

The wind-speed prediction error is bounded as ∥v(t)− ṽ(t)∥ ≤ δ̄v, and the RLMPC optimization
problem remains feasible for all sampling instants considered.

Lemma 3. Under the conditions of Lemma 2, for any x, x′ ∈ Ωρ, there exists a nonnegative
increasing function fV(·) such that [26]

V(x) ≤ V(x′) + fV(∥x − x′∥). (56)

In particular, fV(τ) can be chosen in the quadratic form

fV(τ) = β4

(
β−1

1 (ρ)
)

τ + ατ2, (57)

where α > 0 is a constant.

Lemma 4. Consider the auxiliary trajectory x̌(t) generated by the stabilizing feedback law u =

h(x̌(tj)) over the sampling interval [tj, tj+1), namely [27],

˙̌x(t) = f (x̌(t), h(x̌(tj)), ṽ(t)), t ∈ [tj, tj+1). (58)

Under the conditions of Lemma 2, there exist constants ∆ > 0, εs > 0, and ρ > ρs > ρmin > 0
such that, for x̌(tj) ∈ Ωρ,

V(x̌(t)) ≤ V(x̌(tj)), ∀t ∈ [tj, tj+1), (59)

V(x̌(tj+1)) ≤ max{V(x̌(tj))− εs, ρmin}. (60)

The model-mismatch component d f (tk) in Assumption 2 characterizes its influence on
the EKF estimation-error dynamics, whereas Lemma 5 further accounts for the mismatch
between the actual closed-loop trajectory and the nominal RLMPC prediction trajectory.
Thus, the two appearances of model mismatch correspond to the estimator-side error
analysis and the controller-side prediction-error analysis, respectively.

Lemma 5. Consider the actual closed-loop trajectory and the nominal prediction trajectory of the
wind power system over the sampling interval [tk, tk + τ], where 0 ≤ τ ≤ ∆. Let xa(t) denote the
actual system state and x̃(t) denote the nominal state predicted by the RLMPC model. Suppose that
the actual and nominal trajectories satisfy [27]

ẋa(t) = f (xa(t), u(t), v(t)) + w(t) + ∆ f (t),

˙̃x(t) = f (x̃(t), u(t), ṽ(t)),
(61)
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where u(t) ∈ U is the applied control input, v(t) and ṽ(t) are the actual and predicted wind speeds,
respectively, w(t) is the process disturbance, and ∆ f (t) is the bounded model mismatch. Assume
that xa(t), x̃(t) ∈ Ωρ, u(t) ∈ U, ∥v(t)− ṽ(t)∥ ≤ δ̄v, ∥w(t)∥ ≤ w̄, and ∥∆ f (t)∥ ≤ ∆̄ f . Then,
by Lemma 2, there exists a bounded function χk(τ) such that

∥xa(tk + τ)− x̃(tk + τ)∥ ≤ χk(τ), (62)

where

χk(τ) = eLxτek +
eLxτ − 1

Lx

(
Lv δ̄v + w̄ + ∆̄ f

)
, (63)

and ek is the posterior EKF estimation-error bound obtained in Theorem 1.

Proof. Let the mismatch between the actual trajectory and the nominal RLMPC predic-
tion be

ep(t) = xa(t)− x̃(t). (64)

Subtracting the nominal prediction model from the disturbed plant dynamics gives

ėp(t) = f (xa(t), u(t), v(t))− f (x̃(t), u(t), ṽ(t)) + w(t) + ∆ f (t). (65)

The Lipschitz bound in Lemma 2 then yields the following estimate for the error dynamics

∥ėp(t)∥ ≤ Lx∥xa(t)− x̃(t)∥+ Lv∥v(t)− ṽ(t)∥+ ∥w(t)∥+ ∥∆ f (t)∥. (66)

Using the bounds on the wind-speed prediction error, process disturbance, and model
mismatch, this estimate reduces to

∥ėp(t)∥ ≤ Lx∥ep(t)∥+ Lv δ̄v + w̄ + ∆̄ f . (67)

At tk, the nominal trajectory starts from the EKF posterior estimate, i.e., x̃(tk) = x̂(tk).
Therefore,

∥ep(tk)∥ = ∥xa(tk)− x̂(tk)∥ ≤ ek. (68)

The comparison lemma applied on [tk, tk + τ] gives

∥ep(tk + τ)∥ ≤ eLxτ∥ep(tk)∥+
∫ tk+τ

tk

eLx(tk+τ−s)
(

Lv δ̄v + w̄ + ∆̄ f

)
ds. (69)

After evaluating the integral, the bound becomes

∥ep(tk + τ)∥ ≤ eLxτek +
eLxτ − 1

Lx

(
Lv δ̄v + w̄ + ∆̄ f

)
. (70)

Thus, the prediction mismatch satisfies (62) with χk(τ) defined in (63). This completes
the proof.

Theorem 2. Consider the wind power system under the attack-detection-based EKF and the
periodic RLMPC controller. Suppose that Assumptions 1 and 2 hold, Lemma 2 applies, the RLMPC
optimization problem (22)–(23) is feasible at each sampling instant, and the Lyapunov constraint in
(23e) is imposed over the prediction horizon. The lumped perturbation dc(tk), process disturbance
w(tk), wind-speed prediction error, and model mismatch are assumed to be bounded. Let

∆, εs > 0, ρ > ρs > ρmin > 0. (71)
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If
fV(ē) + fV(χ̄)− εs < 0, (72)

and if ρa < ρ, then, for any initial condition x(t0) ∈ Ωρ, the closed-loop state of the EKF-RLMPC
system is ultimately bounded and satisfies

lim sup
k→∞

V(x(tk)) ≤ ρa. (73)

Consequently, the state trajectory ultimately enters the compact set Ωρa := {x ∈ X : V(x) ≤
ρa} ⊆ Ωρ.

Proof. At each sampling instant, the periodic EKF-RLMPC controller solves the opti-
mization problem (22) and (23) using the posterior EKF estimate x̂(tk). Theorem 1 and
Assumption 2 imply that the posterior EKF estimation-error bound is uniformly bounded
even in the presence of bounded FDI-induced perturbations, detection errors, and model
mismatch, and hence ē = supk≥0 ek < ∞. Since the wind-speed prediction error, process
disturbance, and model mismatch are bounded by δ̄v, w̄, and ∆̄ f , respectively, the definition
of χk(∆) further gives χ̄ = supk≥0 χk(∆) < ∞. By (23c), the nominal prediction and the
auxiliary trajectory are initialized as

x̃(tk) = x̌(tk) = x̂(tk). (74)

From Lemma 4, the auxiliary trajectory satisfies

V(x̌(tk+1)) ≤ max{V(x̌(tk))− εs, ρmin}. (75)

The Lyapunov constraint (23e) imposed in the RLMPC optimization gives

V(x̃(tk+1)) ≤ V(x̌(tk+1)). (76)

Combining (75) and (76) yields

V(x̃(tk+1)) ≤ max{V(x̌(tk))− εs, ρmin}. (77)

Using (74), V(x̌(tk)) = V(x̂(tk)). Since the true state and the posterior estimate satisfy
∥x(tk)− x̂(tk)∥ ≤ ek, Lemma 3 gives

V(x̂(tk)) ≤ V(x(tk)) + fV(ek). (78)

Substituting (78) into (77) gives

V(x̃(tk+1)) ≤ max{V(x(tk)) + fV(ek)− εs, ρmin}. (79)

Next, Lemma 5 implies ∥x(tk+1)− x̃(tk+1)∥ ≤ χk(∆). Applying Lemma 3 once more yields

V(x(tk+1)) ≤ V(x̃(tk+1)) + fV(χk(∆)). (80)

Combining (79) and (80), and using ek ≤ ē and χk(∆) ≤ χ̄, we obtain

V(x(tk+1)) ≤ max{V(x(tk)) + fV(ē)− εs, ρmin}+ fV(χ̄). (81)

Equivalently,
V(x(tk+1)) ≤ max{V(x(tk))− εc, ρa}, (82)

https://doi.org/10.3390/math14132291

https://doi.org/10.3390/math14132291


Mathematics 2026, 14, 2291 15 of 22

where
εc := εs − fV(ē)− fV(χ̄) > 0 (83)

by condition (72), and ρa is defined in (71). Inequality (82) shows that whenever V(x(tk)) >

ρa, the Lyapunov value decreases by at least εc at the next sampling instant. Therefore,
after a finite number of sampling instants, V(x(tk)) enters the set {V(x) ≤ ρa} and remains
bounded there. Recursively applying (82) gives

lim sup
k→∞

V(x(tk)) ≤ ρa. (84)

Thus, the closed-loop state of the EKF-RLMPC system is ultimately bounded in Ωρa . This
completes the proof.

4. Simulation Validation
4.1. Environment Settings

To evaluate the proposed EKF-RLMPC control strategy for wind power systems under
FDI attacks, this section presents simulation studies based on the preceding theoretical
analysis. To isolate the influence of attacks on system performance, the process and
measurement noise levels are fixed at θw = 0.01 and θn = 0.01, respectively, thereby
avoiding additional effects caused by noise-parameter variations. The main simulation
parameters used in the revised Monte Carlo validation are summarized in Table 2.

The residual threshold µa = 80 is selected as a conservative detection threshold for the
considered nonlinear wind-power simulation with stochastic disturbances and bounded
model mismatch. This setting avoids excessive false alarms, while the possible missed
detections are reported through the Monte Carlo statistics and are also covered by the
bounded-perturbation stability analysis.

Table 2. Main simulation parameters used in the EKF-RLMPC validation.

Parameter Value Description

Ts 0.05 s Sampling interval
h 0.01 s Numerical integration step
N 6 Prediction horizon of RLMPC
qlow [1.0 × 10−3, 6.0 × 107] State/output weights under low wind speed
plow [1.0 × 107, 5.0 × 101] Input-variation weights under low wind speed
qhigh [1.0 × 10−4, 1.0 × 108] State/output weights under high wind speed
phigh [1.0 × 107, 5.0 × 101] Input-variation weights under high wind speed
Q diag(1.0142, 1.0779 × 10−4, 5.0881 × 10−10) Process-noise covariance
R diag(1.0142, 1.0779 × 10−4, 5.0881 × 10−10) Measurement-noise covariance
µa 80 Residual χ2 detection threshold
∆̄ 0.10 Bound of proportional FDI magnitude
NMC 50 Number of Monte Carlo trials

At the communication layer, FDI attacks are introduced into the S-E channel according
to the attack model established above to simulate networked environments in which data
tampering occurs. In the revised validation, the attacked measurement follows

ya(tk) = Cx(tk) + n(tk) + ϑ(tk)a(tk), (85)

where the injected proportional FDI signal is selected as

a(tk) = ∆(tk)Cx(tk), ∆(tk) = 0.1 sin(tk). (86)

This construction produces a bounded time-varying measurement-side attack and is consis-
tent with the proportional FDI model used in the preceding theoretical analysis.
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The attack occurrence process is modeled by a Bernoulli random sequence, as specified
in (11), which characterizes the probabilistic occurrence of FDI attacks. The parameter ϑ̄

denotes the occurrence probability of FDI attacks and is used to characterize attack intensity
under different network conditions. For illustration, a typical FDI attack sequence is shown
in Figure 2, indicating that attacks occur randomly along the time axis.

0 5 10 15 20 25 30
Time (s)

0: normal

1: FDI

FDI binary sequence
FDI occurrence

Figure 2. Schematic illustration of FDI attacks.

4.2. Simulation Results

To evaluate the performance of the resilient state estimator under FDI attacks, repre-
sentative simulations are first conducted. The comparison between the true and estimated
system states is shown in Figure 3. In the presence of simultaneous FDI attacks and noise,
the resilient state estimator still tracks the true system states, and the estimated trajectories
remain broadly consistent with the trends of the true states. When the system states vary
rapidly, the estimates respond promptly and approach the true values, indicating that the
attack-detection-based EKF maintains effective tracking during transient dynamics. At
certain instants, the estimates exhibit transient deviations owing to the combined effect
of consecutive short-term attacks and relatively strong measurement noise. This occurs
because FDI attacks introduce biased measurements, and when abnormal measurements
are detected, the filter relies on model prediction for state updating. Once the attacks
cease and valid measurements are again accepted by the detection mechanism, the filter
resumes measurement correction, and the posterior estimation error decreases rapidly and
reconverges near the true states. These results indicate that the proposed estimator provides
disturbance-rejection and recovery capability while maintaining estimation accuracy under
random attacks.

To further evaluate the posterior error characteristics of the resilient state estimator,
the posterior estimation error trajectories under FDI attacks are plotted in Figure 4. The
results show that, under simultaneous FDI attacks and multiple disturbances, the posterior
estimation error remains within a finite range and does not diverge over time, which is
consistent with the stability property established above. Although the error may increase
temporarily under consecutive attacks or strong disturbances, its magnitude remains
bounded and decreases rapidly after reliable measurements are restored. This behavior
indicates that the residual-based χ2 attack detection mechanism can provide residual
information and suppress detected abnormal measurements, while the modified EKF
update maintains estimation continuity through model prediction when measurements
are unreliable. Thus, error accumulation and divergence are avoided. The simulation
results are consistent with the theoretical boundedness of the posterior estimation error
and further support the reliability of the proposed resilient estimator under FDI attacks.
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Figure 3. True and estimated state trajectories of EKF-RLMPC under FDI attacks.
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Figure 4. Posterior estimation error trajectories of EKF-RLMPC under FDI attacks.

To examine sensitivity to attack intensity, three FDI attack probabilities are considered:
ϑ̄ = 0.05, ϑ̄ = 0.10, and ϑ̄ = 0.15. The resulting state, input, and output-power responses are
shown in Figures 5 and 6. A larger ϑ̄ introduces more visible fluctuations and slightly slower
settling because a higher number of corrupted measurements enter the estimator-detection
loop. Even in the most aggressive case, however, the trajectories remain bounded and
return to the admissible operating region, which supports the resilience of the EKF-RLMPC
scheme against measurement-side attacks.

The corresponding cost behavior is consistent with the state and power trajectories:
increasing the attack probability moderately degrades the closed-loop response, but the
degradation remains bounded. Since the controller is updated periodically at every sam-
pling instant, the computational effort is mainly determined by the RLMPC optimization
procedure rather than by the random occurrence probability of FDI attacks. The secure
and attacked cases are further compared. As shown in Figure 7, secure communication
gives faster convergence and smoother state evolution. When FDI attacks are injected, the
responses contain additional oscillations and require a longer settling interval, while the
input and output-power profiles in Figure 8 remain within acceptable operating ranges.
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The comparison confirms that corrupted measurements degrade transient behavior but do
not destabilize the closed-loop system under the proposed estimator-controller structure.

To provide a direct interpretation of detection performance for the representative FDI
case with ϑ̄ = 0.15, a single-run test with the chi-square threshold µa = 7 was analyzed.
Over 700 control steps, 89 attack steps occurred, giving an actual attack rate of 0.1271.
Among these actual attacks, 17 attack steps were not detected, corresponding to a missed
detection rate (MDR) of 0.1910. Meanwhile, 22 normal steps were incorrectly flagged as
attacks, giving a false alarm rate (FAR) of 0.0360. These results indicate that the reduced
detection threshold improves sensitivity to FDI attacks and lowers the missed-detection
level, although a limited number of false alarms is introduced.

Figure 9 visualizes the Monte Carlo envelope of the three state trajectories under
ϑ̄ = 0.05. The gray curves denote individual Monte Carlo trials, the shaded regions
represent the mean ± standard deviation bands, and the solid curves denote the mean
trajectories. Although some trajectories exhibit transient deviations due to random FDI
attacks and detection errors, all three states remain bounded and follow consistent trends
around their mean responses. This supports the practical boundedness of the closed-loop
response under stochastic measurement-side attacks.
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Figure 5. State trajectories of EKF-RLMPC under different FDI attack probabilities.
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Figure 6. Input and output power trajectories of EKF-RLMPC under different FDI attack probabilities.
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Figure 7. State trajectories of EKF-RLMPC under secure communication and FDI attacks. Line styles:
black dotted line, attack-free case; red dashed line, measurement-based RLMPC; green dash-dotted
line, EKF-RLMPC without χ2 detection; blue solid line, proposed EKF-χ2-RLMPC.
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Figure 8. Input and output power trajectories of EKF-RLMPC under secure communication and FDI
attacks. Line styles: black dotted line, attack-free case; red dashed line, measurement-based RLMPC;
green dash-dotted line, EKF-RLMPC without χ2 detection; blue solid line, proposed EKF-χ2-RLMPC.
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Figure 9. Monte Carlo envelopes of the three state trajectories under ϑ̄ = 0.05 over 50 independent
trials. The shaded bands denote the mean ± standard deviation ranges, the gray curves denote
individual trials, and the solid curves denote the mean trajectories.

To demonstrate the advantage of the complete EKF-χ2-RLMPC structure, ablation-
type baseline comparisons were also conducted under ϑ̄ = 0.15. The first baseline is a
measurement-based RLMPC scheme, which directly uses attacked and noisy measure-
ments as the feedback signal. The second baseline is an EKF-RLMPC scheme without χ2

detection, where the EKF always applies the measurement correction and does not suppress
potentially corrupted measurements. The comparison results are summarized in Table 3.

Table 3. Comparisons under ϑ̄ = 0.15 over 50 Monte Carlo trials.

Method State RMSE Estimation/Measurement RMSE IAE

Proposed EKF-χ2-RLMPC 5.013 ± 0.132 1.812 ± 0.236 79.868 ± 5.502
Measurement-based RLMPC 5.471 ± 0.167 3.177 ± 0.168 106.616 ± 6.735

EKF-RLMPC without χ2 detection 5.166 ± 0.114 2.292 ± 0.154 88.506 ± 5.455

As shown in Table 3, the proposed EKF-χ2-RLMPC achieves the lowest state RMSE,
estimation RMSE, and IAE among the three schemes. Compared with the measurement-
based RLMPC, the proposed method reduces the state RMSE by approximately 8.37%,
the estimation/measurement RMSE by 42.96%, and the IAE by 25.09%. Compared with
the EKF-RLMPC without χ2 detection, the proposed method reduces the state RMSE by
2.97%, the estimation RMSE by 20.92%, and the IAE by 9.76%. These results indicate that
the improvement is not solely due to the use of the RLMPC controller, but also to the
attack-aware EKF correction mechanism driven by the residual-based χ2 detector.

5. Conclusions
This paper investigated the secure predictive control problem for wind power systems

subject to stochastic disturbances and FDI attacks. An integrated EKF-χ2-RLMPC frame-
work is developed. A residual-based χ2 detector is designed to evaluate the credibility
of received measurements. An EKF estimator is proposed to reconstruct the system state
under noisy and possibly corrupted measurements. An RLMPC controller is designed to
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compute the control input at every sampling instant using the attack-aware state estimate.
Compared with directly using raw measurements for predictive control, the proposed
framework couples attack detection, state estimation, and resilient predictive optimization
within a unified secure-control structure for wind power systems. Simulation studies
verified the effectiveness of the proposed method under stochastic FDI attacks.

Nevertheless, this work still has several limitations. The considered FDI attacks are
bounded stochastic measurement attacks, while fully stealthy, coordinated, and model-
aware attacks may require more advanced detection and estimation mechanisms. The
computational burden is mainly determined by the repeated solution of the RLMPC
optimization problem at each sampling instant, and real-time implementation for large-
scale wind farms with multiple turbines, communication delays, and distributed sensing
infrastructure requires further investigation. Future work will consider measured wind-
farm data, hardware-in-the-loop validation, distributed wind-farm control, and advanced
resilient estimation methods for more sophisticated cyber-attack scenarios.
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