. mathematics

Article

Two-Layer Blockchain-Based Secure Task Offloading of Vehicle
Edge Computing

Guoling Liang 2%, Feng Zhao *{J, Chunhai Li 1, Zhaoyu Su !

W) Check for updates

Academic Editors: Fasheng Zhou and
Jing Qiu

Received: 5 June 2026

Revised: 3 July 2026

Accepted: 10 July 2026

Published: 12 July 2026

Copyright: © 2026 by the authors.
Licensee MDP]I, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license.

and Mingfeng Chen !

Guangxi Engineering Research Center of Industrial Internet Security and Blockchain, Guilin University of
Electronic Technology, Guilin 541004, China; guolliang@mails.guet.edu.cn (G.L.);

chunhaili@guet.edu.cn (C.L.); szyguet@guet.edu.cn (Z.S.); cmf@guet.edu.cn (M.C.)

School of Physics and Telecommunication Engineering, Yulin Normal University, Yulin 537000, China

*  Correspondence: zhaofeng@guet.edu.cn

Abstract

Blockchain provides a secure and trusted environment for task offloading in Vehicle Edge
Computing (VEC). Nevertheless, single-layer blockchain architecture exhibits low transac-
tion processing efficiency and insufficient scalability in VEC environments. Accordingly,
we present a two-layer blockchain-based VEC (TBVEC) task offloading framework, which
extends consensus nodes to parked vehicles (PVs) to improve the scalability of edge com-
puting. Specifically, a Hotstuff-BLSPBFT two-layer blockchain is constructed by employing
Hotstuff for the lower-layer blockchain and BLSPBFT for the upper-layer blockchain,
thereby improving transaction efficiency of the blockchain system. Then, sharding is per-
formed on consensus nodes of the lower-layer blockchain, and an improved K-Means
algorithm is adopted for grouping optimization. Furthermore, utility functions of user
vehicles and Road Side Units (RSUs) are formulated based on a two-layer blockchain. A
game-based Deep Reinforcement Learning (DRL) model, equipped with two Soft Actor-
Critic (SAC) agents, is developed to optimize user and RSU utility functions. The model
determines the optimal task offloading strategies and transaction pricing policies, while
jointly optimizing the number of consensus node groups and the quantity of nodes within
each group to maximize the utility function. Experimental results validate that the proposed
scheme not only ensures the security of task offloading but also significantly enhances
overall system efficiency.

Keywords: task offloading; blockchain; VEC; Hotstuff; BLSPBFT

MSC: 68M10

1. Introduction

With the rapid development of wireless communication technologies and artificial
intelligence, the Internet of Vehicles (IoV) has entered a new stage of intelligence. However,
restricted by multiple constraints such as in-vehicle space, manufacturing cost, and energy
supply, the computing and storage resources of on-board terminals are relatively limited,
making it difficult to meet the requirements of large-scale data processing and the training
of complex deep learning models. Cloud computing has been regarded as a promising
solution to overcome the above limitations by providing centralized resources to accomplish
computation-intensive tasks [1,2]. Nevertheless, cloud servers are usually deployed far
away from end users, resulting in inherent drawbacks of cloud computing, including
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high network latency and limited bandwidth, which make it unsuitable for safety-critical
applications requiring ultra-low latency [3].

Mobile Edge Computing (MEC) is an emerging computing paradigm that directly
addresses this challenge [4,5]. Compared with traditional cloud computing, MEC shortens
the physical distance between end devices and servers, thereby effectively reducing data
transmission latency [6,7]. By deploying servers at the edge of network, computation
tasks generated by user applications can be processed directly at the edge side, not only
alleviating the pressure on the core network but also optimizing user experience. With the
deep integration of MEC and IoV, VEC has emerged as a key paradigm [8,9]. By offloading
computation tasks to edge nodes such as RSUs, VEC effectively reduces task processing
latency and improves system efficiency. However, task offloading in VEC faces numerous
security challenges. For instance, when transaction data of vehicular edge nodes is stored
in distributed databases, it is critical to safeguard sensitive and private information of these
nodes against leakage and abuse [10]. Furthermore, trust issues among network nodes in
IoV composed of RSUs and parked vehicles have become increasingly critical for data secu-
rity and network stability, demanding effective solutions [11]. To address the above issues,
researchers have integrated blockchain with task offloading, leveraging its decentralization,
tamper-proof nature, and traceability to manage transactions during the offloading process,
thereby constructing a secure and trustworthy offloading environment [12]. However,
there still remain several challenges to be resolved when combining blockchain with VEC
task offloading. For instance, cross-domain task offloading transactions suffer from low
transaction efficiency and insufficient scalability. Furthermore, how to balance the utilities
of users and edge servers in a dynamic environment while ensuring security also presents
a nontrivial challenge.

To address the above issues, we propose TBVEC to improve transaction efficiency
and scalability and enable PVs to participate in blockchain consensus to improve system
scalability. The offloading strategy, pricing strategies of RSUs, as well as the number of
groups and intra-group nodes in the lower-layer blockchain are optimized, so as to ensure
system revenue while achieving performance balance of the consensus mechanism in each
group. The major contributions of this work are listed below.

1. We propose a TBVEC task offloading framework, which extends consensus nodes to
PVs and adopts Hotstuff as the consensus mechanism for the lower-layer blockchain
and BLSPBEFT for the upper-layer blockchain, thereby improving transaction efficiency
of the task offloading process.

2. According to the characteristics of the consensus mechanism in the lower-layer
blockchain, we present an improved Hotstuff consensus scheme based on K-Means
algorithm. The consensus nodes in the lower layer are grouped with respect to their
energy consumption and consensus latency, aiming to achieve performance balance
across different groups.

3. We establish utility functions of users and RSUs, incorporate the energy consumption
and latency caused by the consensus mechanism into the utility functions, and formu-
late a joint optimization problem. A game-based DRL model with two SAC agents is
constructed to optimize the utility functions and maximize their respective utilities.

4. We conduct extensive simulations to validate the performance of the proposed mecha-
nism. Results demonstrate that our solution can notably enhance system scalability
while protecting the benefits of the system.

The remainder of this paper is organized as follows. Section 2 reviews the recent
related work on blockchain-based task offloading and DRL task offloading. Section 3
elaborates the system model of TBVEC task offloading. Section 4 analyzes the utility
functions of users and RSUs and establishes the joint optimization problem. Section 5
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presents the improved Hotstuff consensus algorithm based on K-Means algorithm and
establishes the game-based DRL model for the optimization problem. Section 6 evaluates
the proposed scheme by experiments. Finally, Section 7 concludes this paper.

2. Related Work
2.1. Blockchain for Secure Task Offloading

Traditional VEC relies on edge servers or cloud servers to centrally manage vehicle
information and transactions during task offloading, making the system prone to a single
point of failure and vulnerable to data tampering. To address this issue, researchers have
integrated blockchain technology into edge computing. For instance, the literature [13]
deployed blockchain on the RSU network to manage transactions during the offloading
process, thereby constructing a distributed and trustworthy offloading environment. And
the works in [14,15] utilized smart contracts to manage request publication, task execution,
and incentive distribution. However, these studies have neither considered the impact
of blockchain on the system nor addressed how to improve transaction efficiency and
scalability. The work presented in [16] utilized Fair Proof of Reputation (FPoR) to support
secure and decentralized task offloading, with guaranteed data integrity and reliability. The
work in [17] utilized a smart contract-driven Proof of Stake (PoS) consensus mechanism to
implement dynamic pricing for task offloading transactions, realizing secure, scalable, and
efficient computation resource management. Nonetheless, the above works adopt public
blockchains, in which every distributed node is obligated to participate in the consensus
process, resulting in long block generation and validation latency as well as high energy
consumption, which are incompatible with energy-constrained and delay-sensitive vehicu-
lar networks [18]. To address these issues, some works adopt consortium or even private
blockchains deployed on edge servers. In [19], consensus nodes were directly deployed on
RSUs, and a secure scheme combining the Raft consensus protocol with edge computing
was developed, which alleviated the additional latency introduced by blockchain. For
delay-sensitive applications, fully exploiting the communication capacity of consensus
nodes to reduce the time and frequency of block propagation represented another effective
solution [20]. However, the above studies overlooked the balance between consensus
performance and system performance. Therefore, Lang et al. [21] presented a collabo-
rative computation offloading (CO) technique and a secure handover framework with
consensus mechanisms, and designed a collaborative CO decision optimization scheme
combined with PBFT to achieve secure switching, ensuring the efficiency and security
of collaborative CO and secure handover. In [22], the authors introduced an innovative
proof-of-reputation consensus scheme underpinned by a lightweight block verification
mechanism. By co-optimizing offloading decisions, channel selection, transmission power
allocation, and computation resource allocation, this work achieved the maximization of
system utility for blockchain-based MEC systems. Moreover, enhancing consensus mecha-
nisms and performing joint optimization with system factors can significantly promote the
overall system performance. For instance, Zhang et al. [23] proposed the RPBFT consensus
algorithm, which balances communication resource utilization, computational resource
utilization, and transmission delay, thereby improving the accuracy, timeliness, and se-
curity of resource allocation. Some works in [24-26] selected nodes with high reliability,
favorable communication quality, or abundant computational resources as consensus nodes
to refine consensus mechanisms and optimize task offloading, which greatly improved
system performance. However, traditional consortium or private blockchain consensus
mechanisms still suffer from scalability issues in task offloading. Specifically, with the
growth in the number of nodes, consensus mechanisms are faced with high communication
overhead, which leads to substantial performance degradation. To some extent, cross-chain
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technologies offer a viable solution to this problem, as reported in [27,28]. In addition,
sharding technology is also an effective method to address the scalability issue. There-
fore, to solve the inherent problem of low time efficiency of blockchain, the work in [29]
proposed a blockchain sharding scheme to reduce the system time latency, and similar
work has also been done in [30,31]. However, the above works neglect the performance
balance of consensus mechanisms across different groups when adopting cross-chain and
sharding technologies, and also fail to consider system performance for task offloading.
Consequently, further improvements in transaction processing efficiency and scalability
are hindered, making it difficult to maximize system utility.

2.2. DRL for Task Offloading

The dynamic VEC environment makes it difficult for traditional optimization methods
to optimize long-term cumulative rewards and make dynamic decisions under low-latency
constraints. Therefore, many studies have begun to apply DRL algorithms to dynamic
offloading decisions. In [32], the authors employed TD3 to optimize the uplink transmit
power allocation sub-problem, thereby minimizing the overall task processing cost of all
devices. Meanwhile, the study in [33] utilized MADRL, with RSUs acting as agents to
participate in decision-making, to optimize network resources and maximize the aver-
age number of offloading tasks. And the works in [26,34] conducted similar studies by
using SAC and DQN to make dynamic decisions on offloading and resource allocation,
respectively, thereby minimizing the total system delay and energy consumption. How-
ever, none of the above works considered the applicability of directly applying existing
single DRL algorithms to VEC, thereby failing to further enhance system performance.
Therefore, the literature [35] formulated a joint blockchain, communication, computation,
and caching (B3C) optimization problem and employed the multi-agent double actor—critic
(MADAC) algorithm to reduce task processing latency and improve blockchain transaction
throughput. The literature [36] adopted an improved DDPG to make decisions on con-
tinuous variables such as vehicle distance, task size, and vehicle speed according to the
dynamic changes in vehicle mobility and channel conditions, thereby achieving efficient
resource allocation. Similar improvement was also investigated in [37]. However, these
studies merely refined existing DRL algorithms without overcoming the limitations of
single-agent or homogeneous multi-agent architectures, thereby failing to accommodate
the intricate coupling and competition among multiple vehicles and RSUs. Therefore, the
literature [38] adopted a two-stage DRL algorithm and improved DDQN to avoid value
overestimation and low exploration efficiency, thereby achieving collaborative content
caching decisions. And the work in [39] proposed a dual-layer architecture based on TD3
and D3QN to minimize system latency, ensuring both offloading security and low latency
while adapting to the highly dynamic VEC network environment. The studies in [40,41]
combined traditional optimization with DRL to overcome the limitations of single-agent
or homogeneous multi-agent architectures, forming a hybrid architecture that improved
system performance. However, due to the competition between users and edge servers in
VEC, these architectural improvements failed to balance the utilities of all parties, reducing
the overall system utility.

3. System Model
3.1. TBVEC Offloading System Framework

The framework and workflow of task offloading for TBVEC are illustrated in Figure 1.
The system architecture mainly comprises users, PVs, RSUs and VEC servers. The PVs and
RSUs form a two-layer blockchain network, where the lower-layer blockchain consists of
PVs and RSUs, and the number of PVs exceeds that of RSUs. Each shard can execute the
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Hotstuff consensus algorithm in parallel. The upper-layer blockchain is formed by the RSU
network, which implements the BLSPBFT consensus algorithm.
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Figure 1. TBVEC offloading system framework and workflow.

When a user requires computation services, it sends a service request to the edge node.
Upon verifying the legitimacy of the user, the edge node allows the user to offload its
computational tasks. The edge node then executes the game-based DRL model deployed
on the edge server, so as to generate optimal decisions regarding task offloading schemes,
pricing policies for RSUs, the number of consensus node groups, and the number of nodes
within each group. Based on these optimized decision variables, the edge node provides
computing services for the user and generates a corresponding service transaction. The
transaction record is subsequently uploaded to the blockchain for storage and verification.
The key notations used in this paper are summarized in Table 1.

Table 1. Explanation of notations.

Notations Explanation
Cei®, Cm' CPU cycles per unit task size required for RSU and vehicle computing
do Wireless far-field reference distance
di)dix Distance from RSU or a vehicle to the receiving vehicle and the
i interfering vehicle
Dy; Task size for useri
Dg, Block size
Ersui RSU energy consumption for computational tasks
Eseri User energy consumption for offloading tasks
foks frj Computational capacity of vehiclek and RSUj
Noise power of the wireless channel
Py Wireless transmission power
Rjj Communication transmission rate
Tyserir TRSUG User and RSU delay for processing computational tasks
Wy, Wireless communication bandwidth
« Path loss factor
B CPU cycles required for generating or verifying signatures
ERSUI Proportion of task offloading to RSU by useri
7 Transceiver decision factor
0 CPU cycles required for .gen.erating or verifying the Message
Authentication Code (MAC)
Ko, Kr Capacitive switching coefficients for vehicles and RSUs
@ Average transaction size of blockchain
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3.2. Network Model

In this work, we adopt a time slot model to partition the total time T into discrete time
slots. In each time slot ¢, the communication links among vehicles and between vehicles
and edge nodes are assumed to be static. Assume that there are U users and R RSUs in the
considered area, with their sets denoted as U = {1,2,...,U} and R = {1,2,. . .,R}, respectively.
According to references [42,43], the SINR of RSU or a vehicle receiving from other vehicles

is expressed as:

SINR;(t) = Pyp(do/di(t))" (1)

C No+ Zjl\il,j;éi [Pey(do/d;j(t))"]

where P; denotes the transmission power, 7 is the transceiver determination coefficient,

dy and d;(t) are the far-field reference distance and distance from RSU or a vehicle to
the receiving vehicle, respectively, d;,(t) is the distance from the RSU or a vehicle to the
interfering vehicle, N stands for the noise power, and « denotes the path loss exponent.
Accordingly, the wireless communication transmission rate between nodes can be given as

Peh(do/d; ()" )
No + ):ylc\]:l,k#i,k# [Pih(do/d;x(t))"]

Ri,j(f) = WB X 10g2 (1 + (2)

where Wy denotes the wireless communication bandwidth, d;,;(t) and d; x(t) represent the
distance from a vehicle or RSU to the receiving vehicle and from a vehicle or RSU to the
interfering vehicle, respectively.

3.3. Task Offloading Model

Within time slot ¢, let eggy;;(t) denote the proportion of tasks offloaded by useri to the
RSU. Then, the delays of local computing and incurred by computation services offloaded
to the RSU are expressed as

(T —epsui(t)) DgiCe*

Tuseri(t) - fvi(t) (3)
B ersui () DgiCl  epsui(t) Dy
Trsui(t) = m}ax( Fi(®) R;;(t) @

where i € U, j € R, f,(t) and f,;(t) are the computing capacities of RSUj and vehiclei,
x
for processing a unit task size at vehiclei and RSUj, respectively.

respectively, Dy; is the total task size of useri, and C Cf]?‘e denote the required CPU cycles

Furthermore, during the process of task offloading, the energy consumption incurred
by the users and RSUs can be respectively expressed as

i(£)Dyi
Eyseri(t) = (th + Ko foi (1) (1 — €Rsu1‘(t))inC§?e> 5)
R
Ersui(t) =, (Krfrj(t)2€st(t)inCffe> (6)

I
—

]

In the above equations, x, and «, are the capacitance switching coefficients of vehicles
and RSUs, respectively, and P; denotes the wireless transmission power.

3.4. Two-Layer Blockchain Model

In this paper, Hotstuff is employed as the consensus mechanism for the lower-layer
blockchain, and BLSPBFT for the upper-layer blockchain. The two-layer consensus pro-
cedure is illustrated in Figure 2. The overall consensus process of the system can be
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divided into two phases. First, the consensus nodes in the lower layer are grouped using
the improved K-Means algorithm, followed by the execution of the Hotstuff consensus
mechanism. Then, the leader nodes of each group in the lower layer form the upper-layer
consensus nodes to execute BLSPBFT. Notably, the leader node of each lower-layer group is
selected from RSUs. Assume that during the consensus process, the numbers of CPU cycles
required for generating or verifying signatures and MACs are 8 and 6, respectively. The
lower-layer blockchain is divided into 5(t) groups, each containing L(t) consensus nodes,
among which M RSUs and K PVs participate in the consensus, satisfying L(t) = M + K. Let
F denote the number of Byzantine nodes, and then the number of consensus nodes in the
upper-layer blockchain is 5(t). Let the primary node be Bl and replica nodes be B, where
Bl, Bm € {1,2,3,...,L}. Let Dp,(t) and @ denote the block size and the average transaction
size, respectively. According to the work in [44], the computational energy consumption
incurred by PVs and RSUs during the execution of Hotstuff consensus in the lower-layer
blockchain is given by:

Ey (1) f (vapm ( DB”( ) +7)ﬁ+(DB”(t)+7)9)> @)

el ) @

ERe, (1) = (DB;( ) +8>,B+ (DBZ&( ) 4 8F+5)6

+ 2 (fm? (P20 17 (P20 1 7)9)) ®

Decide

Sub-primary4 |

Sub-primary3

Sub-primary2

User

Sub-primary1 \

NN

7N

replical

replica2

replica3

I
I
|
I
L
I
I
I
I
\
i
Hotstuff consensus |

Figure 2. The consensus process of two-layer blockchain.

Let F/ denote the number of Byzantine nodes in the upper-layer blockchain. Then,
according to [45], the computational energy consumption incurred by RSUs when executing
the BLSPBFT consensus in the upper-layer blockchain can be expressed as:

ERSy (1) = (DB(;()+8)ﬁ+(Dw()+6P’+2L() 2)0+
% (Krfrm(t)z((zmg?]()+7)‘3+(21)i)v() +4P’+2L(t)—1)9>)

m=1 @

©)

As for the communication energy consumption incurred by consensus execution, the
communication pattern of Hotstuff in the lower layer is that either the primary node sends
messages to all replica nodes, or all replica nodes send messages to the primary node. In
addition, communications among RSUs are wired, while communications among other
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nodes are wireless. Let Ry, be the wired communication rate; the communication energy
consumption of PVs and RSUs during the consensus execution is given by

K Dpyl(t
ENT(1) = 4 (;1;1 RBZ,B(I ()t)> x Py (10)
B NoDpy(t) | & Dpo(t)
ERsu(t) = 4 x (mz—:1 R, +mZ::1 Rotom (0 X Py (11)

During the execution of BLSPBFT in the upper layer, the pre-prepare phase involves
the primary node sending messages to replica nodes, the prepare and commit phases
involve mutual message exchange among nodes, and the reply phase consists of replica
nodes sending messages to the primary node. Since the entire process adopts wired
communication, the communication energy consumption incurred by RSUs is expressed as

BB = P 220 py -y s - - M- @

According to the above analysis, the overall energy consumption of PVs and RSUs
throughout the two-layer blockchain consensus is given by:

u

Em(t) = 57w

S(#) x (EfS (1) + Epl (1)) (13)

ERsu(t) = 57 (S0 > (ERSu(t) + ER(0) + ERsu () + ERRu(0) 10

4. Problem Format
4.1. User Offloading Allocation Problem

The user’s utility function is quantified as the difference between its computation time
satisfaction and the total cost of task execution. Let prg;;; denote the unit task size price
provided by RSUs. Then the utility function can be expressed as

Uyseri(t) = MTmaxi — Ti(1)?) — ersuiDgiprsui(t) — &oEuseri(t) (15)

where A is the satisfaction coefficient, ¢, denotes the energy consumption cost for processing
a unit task size at the vehicle, T},;y; is the maximum tolerable computation service delay
for useri, and T; = max(T,si, Trsui)- In Equation (15), the first term depicts the user’s
satisfaction with the computation delay, the second represents the computation service cost
of RSUs, and the last term is the energy consumption cost of the user. The user intends to
complete task computation with the shortest delay and the lowest cost, i.e., to maximize
the utility function, which can be expressed as follows:

P1:
€g§é)uuseri(t) (16)
8.t Tuseri(t), Trsui(t) < Tmaxi 17)
0 < egsui(t) <1 (18)

4.2. RSU Pricing Problem

RSU nodes generate revenue by providing computing services for users, but incur
energy consumption costs during the computation process and consensus. Therefore, the
utility function of the RSU is given by
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Ugsui(t) = ersui(t) Dgiprsui(t) — &, [Est(t) + E}gsu(t)/u} —&En(H/U - (19)

where ¢, is the energy consumption cost of the RSU for processing unit task size. The
first term represents the revenue of the RSU obtained through bargaining with users,
and the second term is the energy consumption cost incurred by the RSU in task exe-
cution and consensus mechanism. The RSU maximizes its utility function to achieve
revenue maximization.

P2:
max uRSUi(t) (20)
Prsui(t)
s.t. Ursyi(t) > 0 (21)

5. TBVEC Task Offloading Strategy
5.1. K-Means-Based Two-Layer Blockchain Consensus Algorithm

In the two-layer blockchain model, the consensus nodes of the lower-layer blockchain
consist of parking nodes and RSU nodes, and grouping optimization is performed on
these lower-layer consensus nodes. Directly applying the traditional K-Means algorithm to
blockchain consensus grouping in VEC scenarios has the following limitations:

(1) Since the traditional K-Means algorithm relies on physical coordinates for clustering,
whereas consensus efficiency is mainly governed by nodes’ computing power and
communication quality, nodes in close proximity may have substantially divergent
performance. Hence, grouping by location may degrade consensus efficiency.

(2) Traditional K-Means uses random centroid initialization and cannot guarantee at least
one RSU per cluster; clusters without RSUs will have substantially different perfor-
mance from those with RSUs, undermining their transaction processing efficiency.

(38) Traditional K-Means demands a preset number of clusters K, which cannot be fixed in
advance due to the dynamic nature of VEC environments, where node scale and task
load vary over time.

To overcome the shortcomings of traditional K-Means, this paper improves the K-
Means algorithm by taking the computing capacity and communication quality of nodes
as clustering criteria. DRL is adopted to make optimal decisions regarding the number
of groups and the number of nodes within each group. Correspondingly, an enhanced
K-Means algorithm is proposed to balance node performance. Furthermore, combined
with the upper-layer blockchain, the latency and energy consumption of PVs and RSUs are
derived, the details of which are presented in Algorithm 1.

Algorithm 1 first sorts nodes by priority according to computing capacity and SNR,
where RSUs have the highest priority. It selects S x L consensus nodes and chooses S RSUs
as cluster centers for grouping. Then, it scores the selected nodes in each group based on
computing capacity and SNR. If the score fluctuation exceeds a certain threshold, nodes are
adjusted to balance the scores across groups. Finally, the consensus nodes of each group are
determined, and the consensus delay and energy consumption of each group are calculated.
Together with the upper-layer blockchain, the delay and energy consumption of PVs and
RSUs during the consensus process are obtained, respectively. The upper-layer blockchain
in this paper adopts BLSPBFT and the lower-layer employs Hotstuff. According to the
communication complexity of BLSPBFT and Hotstuff, the communication complexity of
Algorithm 1is O(L + $?).

https://doi.org/10.3390/math14142512


https://doi.org/10.3390/math14142512

Mathematics 2026, 14, 2512

10 of 20

Algorithm 1: K-Means-based Two-layer Blockchain Consensus Algorithm

Input: PV neodes: pa; RSU nodes: RSU;
Group number S; intra-group consensus nodes L

Output: PV and RSU consensus energy consumption Ega, EBo
1: Select long stay time PV from pa: Exepa
2: AllNodes +— RSUUExepa
3: isRSU < [true: RSU, false: Exepa ]
4: Compute SNR of Exepa by position (x,y)
Compute priority <

RSUpriority x isRSU + a1 (fpi/ Y fpi> +ap (SNRZ-/ Y SNRZ->
Exepa Exepa

&

6: Select top SxL nodes by priority

7: Randomly select k RSU nodes as initial center

8: repeat

9: Compute score <— a1 (fpz-/ y fpi> +ap (SNRl-/ y SNRl->
Exepa Exepa

10: Greedy assign nodes to groups according to score, ensuring each group at less 1 RSU
11: Update group centers

12: until center movement < tolerance

13: Compute group score

14: if score variance > 10% of mean, then

15: Swap nodes between highest/lowest score groups

16: endif

17: forg=1to S do

18: Calculate communication rate

19: Execute Hotstuff and compute consensus energy consumption Egg, EESBU <
20: endfor

21: Execute BLSPBFT and compute consensus energy consumption Elglgu

S S
22: B HB rB HB PB
Epa «— ggl Epug' ERSU — ggl ERSUg + ERSU

5.2. Game-Based DRL Algorithm

For solving the optimization problems P1 and P2, a game-based DRL model is pro-
posed in this section, in which the user acts as the leader and the RSUs as followers. First,
the leader determines the offloading ratio ergi(t) via the agent. Then, the followers set
their prices according to the user’s offloading ratio to maximize their respective benefits.
The specific game process of the SAC agent is illustrated in Figure 3.

3.State of

follower
_4.Action of
" follower ;
5Reward .| <t
of follower

‘ \/ Q 2.Action of
\ b leader

" Follower Env\‘xn””

Follower Agent

,,,,,,,,,,,,,,,

i
i
i
||
i
i
i

6.Reward
of follower

1.State of
leader

N Offloading

Figure 3. The process of game-based DRL model.
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5.2.1. State Space

In slot t, the system state includes the energy consumption and utility generated
by RSUs during task processing, as well as the user’s utility and the overall system util-

u
ity. Let Ersu(t) = ¥ (Ersui(t) + EEg;(t)/U) denote the energy consumption of RSUs,

i=1

u
and Ugsy(t) = Y Ugsyi(f) be RSU total utility. The user’s utility and the total sys-
i=1
u
tem utility are Uuser(f) = ¥ Uygeri(t) and Upy(t) = Uuser (t) + Ursu(t), respectively. Ac-
i=1
cordingly, the state spaces of the leader and followers are st = {Uyser(t), Uy (t)} and
sk = {ERsu(t), Eﬁa(t), Ugrsy(t) }, and the system state space is sy = {s}, sf }.

5.2.2. Action Space

During time slot t, the agent needs to determine the offloading ratio, the prices
set by RSUs, the number of shards in the lower-layer blockchain, and the number of
nodes within each shard. Therefore, the system’s action space can be formulated as
ar = {ak,af'}, where a} = {egsyi(t)} represents the leader’s action decision space and
af = {prsui(t), S(t), L(t)} denotes the action space of the followers.

5.2.3. Reward Function

In DRL, the agent obtains a reward after taking actions according to the environment.
The rewards of the leader and followers are constructed by their respective utility functions,
and a global reward function is adopted to balance the rewards of both sides. Since the
magnitudes of different utility functions differ, normalization is required in the reward
function design. Therefore, this paper uses the function F(x) = log(1 + x)/ log(2 + x) to
normalize the reward functions.

Global reward function: To achieve a balance between the reward functions of the
leader and followers, the global reward function is formulated as

e = F(Ugy(t)) (22)

Leader reward function: The leader agent handles the decision of the user offloading
ratio, and its reward function is composed of the user’s utility function. Thus, the reward
function can be designed as

rtL = F(Uuyser(t)) + VtG (23)

Follower reward function: Similar to the leader agent, the follower agent makes
optimal decisions on the computation process and consensus process of RSUs. Thus, the
reward function can be expressed as

rf = F(Ugsu(t)) +7¢ (24)

5.2.4. Algorithm Design

This paper adopts SAC to construct the game-based DRL model. As an off-policy
reinforcement learning (RL) method, the SAC algorithm improves the stability of the policy
through the maximum entropy objective and makes more efficient use of sample data to
accelerate the learning process. The objective of SAC is to find the optimal policy, i.e.,

T
0 = argmax - s 170+ aH (5] 25)
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In the above expression, p,; stands for the trajectory distribution probability under
policy 7, ¢ is the reward function corresponding to the leader or follower, <y is the discount
factor, a is the weight coefficient for entropy control, and H(7(-|s¢)) represents the policy
7t entropy at s;. To address the high-dimensional continuous control challenge, the SAC
agent utilizes neural networks to approximate the policy function 774 (a¢|st), soft Q-function
Qg(st, ar), and state value function V(st). The objective function of the state value function
V(st) is given by:

Jv(9) = Eqip [; (Vi (se) = Eamey | Qu(st,a) ~ log mp(arlse)| )2} 26)

In the above equation, D denotes the replay buffer of historical experiences, and
¢, x represent the parameters of each neural network. Unlike traditional Q-learning
counterparts, the soft Q-function incorporates an entropy regularization term, and its
objective function is expressed as:

1 2
IQ(X) = E(st,gt,erl)lD |:2 (QX(Str ﬂt) - Qturget(St, ﬂt)) :| (27)
Qtarget can be expressed as

Qtarget (st,a1) = 11 + ’Y(Qxf (st41,a111) — alog(ms(ary1|sist ))) (28)

where x— represents the target Q-network weight parameters. The policy function is
updated via the soft Q-function, with the expectation that the action probability distribution
of the policy at state s; matches the Q-value distribution. Accordingly, the update of the
policy function is given by the following formula:

J7(¢) = Es;p,6~n [log 19 (f (0t;5t) 5t ) — Qu(st, f (05 5¢))] (29)
Voln(9) = Vglogmy(arlst) + (Va, log mg(arlst) — Va,Q(st,ar)) Vo fp (0t;5t)

In the above equation, the function f calculates the mean and variance of the Gaussian
distribution, and ¢ is the Gaussian sampling noise. Based on the SAC algorithm described
above, we design a game-based DRL algorithm to solve the optimization problems P1-P2,
as detailed in Algorithm 2.

Algorithm 2: Game-based DRL Algorithm

Input: Leader state s-; Follower state sf; Episode count Ny; Step count Ni.
Output: Optimized policy for task offloading ergyi; price of RSU preyi;
Groups number S; intra-group consensus nodes L.
Initialize leader and follower SAC networks parameters;
Initialize replay buffers B;, Br for leader and follower respectively.
for episode =1 to Ny
Reset environment and obtain initial states s(%, sg .
fort=1to N;
Leader agent observes state s- and selects action a}
Follower agent observes its state s/ and leader’s action a}, then selects action af

Execute joint action (atL, af ) at in the environment

L (F ; : L ,F
Observe next states (s, 1, 5;, ) and immediate rewards (r;, r;)

10: Store transition (s, al, L, StL+1) in replay buffer By,
11: Store transition (sf, af, rf, st 1) in replay buffer Bp
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Algorithm 2: Cont.

Update SAC networks for both leader and follower using random batches
" sampled from their respective replay buffers
13: Update target networks using soft update method
14: endfor
15: endfor

In Algorithm 2, the number of user vehicles is U, and the hidden layer sizes of the
policy and value networks are fixed. Hence, action generation has a complexity of O(U).
Each training step also incurs O(U) complexity. Let N; be the number of training steps per
time interval; then, the overall time complexity of Algorithm 2 is O(N; x U).

5.3. Security Analysis
5.3.1. Analysis of the Attack Model

Adversary assumption: The adversary is assumed to be capable of controlling no
more than 1/3 of the consensus nodes in any shard of the lower-layer blockchain, and
of launching flooding attacks against shards with poor load capacity to cause processing
congestion, or of mounting cross-shard double-spending attacks.

(1) Shard flooding attack: An adversary may flood a poorly performing shard with
numerous invalid transactions to cause congestion and degrade system throughput.
Nevertheless, the proposed scheme employs an improved K-Means algorithm to
group the lower-layer consensus nodes, thereby balancing the processing perfor-
mance across shards, while the upper-layer blockchain coordinates these groups.
Consequently, the adversary is unable to sustain concentrated attacks on any single
shard to create congestion.

(2) Cross-shard double-spending attack: The adversary may initiate a transaction in
one shard and concurrently use the same resource to launch another transaction in
a different shard. In the two-layer blockchain, the lower layer handles only local
transactions, whereas cross-shard transactions are confirmed via the upper-layer
consensus. Thus, any conflicting cross-shard transaction is identified and denied by
the upper layer, effectively thwarting cross-shard double-spending attacks.

5.3.2. System Security

This paper proposes a two-layer blockchain with parked vehicles and RSUs as con-
sensus nodes. The lower layer uses improved K-Means for parallel grouping, boosting
transaction efficiency. The upper layer coordinates these groups, ensuring transaction
scalability. Hence, the security analysis of our scheme is summarized below.

(1) Efficient operation: In the lower blockchain, RSUs act as leaders and parked vehicles
as replicas to run Hotstuff consensus. Consensus nodes are sharded. All shards
operate in parallel; each group handles task offloading information and transactions
from user vehicles in its designated area and returns the results accordingly, enabling
efficient task offloading.

(2) Computation verification: Each shard processes its users’ computing tasks under the
coordination of the upper-layer blockchain, which also stores the final results. When
a malicious vehicle uploads misleading results, vehicles and edge nodes can verify
them by querying the upper-layer blockchain’s transaction records.

(3) Scalability: The lower-layer blockchain is sharded, with the upper layer coordinating
inter-group transactions. Since the lower layer relies mainly on parked vehicles and re-
quires few RSUs, the system achieves VEC transaction scalability with minimal RSUs.
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(4) Traceability: User tasks are audited by shard consensus nodes during offloading.
Once block formation is complete, transactions become tamper-proof and are fully
stored on upper-layer nodes. Law enforcement agencies can thus query the records to
trace any user’s history.

6. Experimental Results and Discussion

In this section, numerical simulations of the proposed scheme in this paper are con-
ducted via MATLAB R2024B, and the system performance is evaluated. In the simulation,
the PV parking duration data is from ACT Government Open Data Portal DataACT [46].
For the leader SAC, we set the policy network learning rate to 2 x 1074, the discount
factor to 0.98, the mini-batch size to 128, and the replay buffer size to 106. And the value
network learning rate is set to 2 x 10~*. For the follower SAC agents, the learning rate
of the policy network was set to 8 x 107>, the discount factor to 0.98, the mini-batch size
to 128, the replay buffer size to 5 x 10°, and the learning rate of the value network to
2 x 10~%. In addition, the experiment involved 3000 training episodes, each consisting of
50 steps. The resulting model size was less than 1 MB, making it suitable for deployment
on resource-constrained devices. The key simulation parameters are presented in Table 2.

Table 2. Key simulation parameters.

Parameters Value Parameters Value
cee, Cf]’.“ 24 cycles/bit [21] do 100 m [43]
@ 1KB W, 15 MB
D, 10-30 MB 0 10 x 10° cycles [21]
Dg, 4 MB B 1 x 10° cycles [21]
foi 1-2.5 GHz « 2 [43]
fri 4-6 GHz 1 1.63726 x 10~ [43]
Ny 1.2589 x 10~13 W [43] Ko 10~%
P; 0.28183815 W [43] Ky 1028

First, the impact of the user offloading ratio ergy;; to RSUs on each utility function is
investigated, as depicted in Figure 4. As observed from the figure, the required computa-
tional task load increases with the number of users. This trend elevates the utility of both
users and RSUs, which consequently leads to a corresponding growth in the total utility.
On the other hand, as egg;j; increases, a larger proportion of tasks are offloaded to RSUs.
Consequently, the utility of RSUs gradually increases, while that of users decreases moder-
ately. In addition, with a growing number of tasks offloaded to RSUs, high-performance
edge servers substantially shorten the task execution time, which contributes to an increase
in total utility.

20,0004
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14,0004 —a—=0.1 —=—¢=0.1

12,0004 - o - =03 25,0004 - —o- - ¢=0.3
15,000 10,000 =4 €05 SR 20,000
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= 10,000 5 09 i = 15,0001
6000 v
- «
4000 - s oo’ 10,000+
50004 1 »- Pl e
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@

(b) (9

Figure 4. Influence of the user offloading ratio to RSU on utility function: (a) the influence of
the user utility function; (b) the influence of the RSU utility function; (c) the influence of the total
utility function.
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Next, we compare our scheme with other blockchain structures, as illustrated in
Figure 5. Figure 5a focuses on the comparison with single-layer blockchain architectures.
Here, the single-layer PBFT is the scheme from [26], and comparisons are also made with
single-layer BLSPBFT and Hotstuff. For clarity, the vertical axis is log-scaled. The figure
reveals that with the two-layer architecture adopted in this paper, the lower layer is sharded,
while the upper-layer blockchain serves as a coordinator. Furthermore, the average through-
puts of single-layer PBFT, BLSPBFT, Hotstuff, and the proposed scheme are measured as
47.486016, 56.062086, 84.583428, and 4360.457961, respectively, indicating that the proposed
scheme outperforms the other schemes with improvements of 0.989109856, 0.987143074,
and 0.980602169, respectively. This leads to a substantial throughput improvement over
the single-layer blockchain architecture. Figure 5(b) illustrates the impact on through-
put of the two-layer blockchain structure formed by traditional consortium blockchain
consensus mechanisms. In this comparison, the two-layer PBFT and two-layer BLSPBFT
correspond to the schemes in refs. [47] and [48], respectively. As shown in the figure, the
proposed scheme improves the throughput by 0.330415607, 0.232449872, and 0.136648142
over dual-layer PBFT, BLSPBFT, and Hotstuff, respectively. By considering performance
balance among groups during sharding, the proposed scheme eliminates the adverse effect
of low-performance groups on consensus, thus enhancing throughput. Figure 5c¢ illustrates
the impact on total system utility of the two-layer blockchain structure. The total utility is
defined as the sum of user utility and RSU utility. Since PBFT and BLSPBFT adopt many-to-
many communication transmission, Hotstuff exhibits evident advantages as a consensus
algorithm for wireless communication nodes. In terms of signature, BLSPBFT and Hotstuff
employ aggregate signatures, thereby achieving better computational performance than
PBFT. Our scheme is designed by leveraging the respective advantages of BLSPBFT and
Hotstuff. As can be observed from the figure, our scheme achieves the highest total utility,
followed by the double Hotstuff scheme. Since double BLSPBFT and PBFT differ only in
the digital signature method, their utility functions are relatively close.

Then, under the limited number of consensus nodes, different groupings of consensus
nodes result in different numbers of consensus nodes within each group, thereby leading
to different consensus performance. Furthermore, when the number of groups is fixed,
consensus performance also varies with the node scale. Therefore, Figure 6 studies the
utility function under different numbers of groups and different node scales. Specifically,
Figure 6a fixes the total consensus node scale at 50 and evaluates throughput variation with
different group numbers. Figure 6b fixes the group number at 6 and evaluates throughput
variation with different node scales. As illustrated in Figure 6a, a rise in the number of users
increases the task offloading per user, resulting in a gradual throughput decrease. Con-
versely, a higher number of groups implies more sharding, which substantially enhances
transaction processing capacity and leads to a marked increase in throughput. Figure 6b
shows that as the node scale increases, more consensus nodes are added to each shard,
leading to longer consensus time and thus a gradual decrease in throughput.

Furthermore, the consensus node grouping scheme proposed in this paper is com-
pared with the K-Means, K-Medoids, and random grouping schemes, as illustrated in
Figure 7. Observations demonstrate that the proposed scheme achieves balanced allocation
of computing and communication capabilities among nodes in different groups. Accord-
ingly, the consensus energy consumption and latency of the lower-layer blockchain are
reduced, and the consensus performance of each group is improved. Therefore, the utility
function of our scheme outperforms that of the other benchmark schemes.
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Next, a comparison between the proposed game-based DRL algorithm and other DRL
methods is presented in Figure 8. In the figure, the proposed scheme constructs a game-
based DRL framework by taking users as leaders and RSUs as followers. Consequently,
the rewards of each agent are relatively balanced. As can be observed from Figure 8a, our
scheme achieves the highest total utility function, which demonstrates that the agent game
process does not impair the improvement of the overall reward. As can be observed from
Figure 8b,c, the benchmark algorithms focus more on improving the utility of users, while
our proposed scheme attains more balanced performance across all agents.

30,000 S . . T T T 30,000 T T T T T T T T
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25,0001 - —o- - DDPG 80001 - - pppG =] 250001_ _ _ppprG 1
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20 40 60 80 100 120 140 160 180 200
Number of users

(b) (c)

Figure 8. The influence of different DRL algorithms on utility functions: (a) total utility function;
(b) RSU utility function; (c) user utility function.

Finally, we perform ablation experiments, as shown in Figure 9, where non-grouping
algorithm, single-layer blockchain, and non-game DRL denote the system utility achieved
without the grouping algorithm, without the dual-layer blockchain, and without the game
DRL model, respectively. Notably, since the improved K-Means algorithm serves to balance
the performance across groups, its removal exerts the most significant impact on the system
utility. In contrast, the removal of the upper-layer blockchain and the exclusion of the game
DRL model both affect the system utility to varying degrees, which demonstrates that the
proposed scheme can effectively enhance system performance.

25,000 —/—m—————————r———F—————1——7——
| I:INon grouping algorithm
|:| Single layer blockchain
|:|Non game DRL

T ’—‘ Proposed scheme
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Figure 9. The influence of different components on the system’s utility.
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7. Conclusions

In this paper, a two-layer blockchain-based task offloading framework for VEC is
proposed to improve the scalability of task offloading transactions. The framework employs
Hotstuff as the consensus mechanism for the lower-layer blockchain and BLSPBFT for the
upper-layer blockchain, thereby constructing a Hotstuff-BLSPBFT two-layer blockchain
structure. For the lower layer, the improved K-Means algorithm is adopted to optimize
the grouping of consensus nodes. Subsequently, utility functions of users and RSUs are
formulated. A game-based DRL model is further established, where the user acts as
the leader SAC agent and RSUs serve as the follower SAC agent, to optimize the utility
functions, select the optimal offloading strategy and pricing, and determine the appropriate
number of blockchain groups and nodes per group. Experimental results demonstrate
that the proposed scheme can effectively guarantee the security of task offloading while
significantly improving system efficiency. This paper is still insufficient in terms of large-
scale node deployment and highly dynamic vehicular environments. Hence, future efforts
will be directed toward secure task offloading in VEC under highly dynamic mobile
scenarios, and toward scaling up the node size for improved large-scale deployment.
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