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Abstract

Jamming introduces unintentional disruptions in the system to exploit the legitimate com-
municating equipment. Clustered jamming considers jammers that are present in multiple
groups to disrupt the intended communication. Vehicle-to-everything (V2X) transmissions
are critical for smart transportation. This research considers full-duplex environment,
featuring unmanned aerial vehicles (UAVs) and cellular-base-station-aided V2X (C-V2X)
systems exploiting clustered jamming using 3-dimensional (3-D) beam-forming millimeter-
wave antennas. UAVs are modeled as a 3-D Poisson point process (PPP), and macro-based
tower-mounted base-stations (MBSs) are modeled as a 2-D PPP. Roads are modeled as
a Poisson line process. The vehicular nodes (V-Ns) are modeled on each road as a 1-D
PPP. The deviations of the UAV’s millimeter-wave band antenna beam follow a Normal
distribution. In this paper, for a full-duplex setting, the probabilities of coverage and
equipment-association, along with the efficiency of the spectrum associated with various
UAV and tower-based connections, are explored in the presence of clustered jamming. The
probability of coverage and association of multiple links is derived with respect to the
jamming clusters, V-Ns, MBSs, UAVs, jammers” power, and antenna beams. The results
demonstrated that jamming degrades system’s efficiency. This efficiency is further de-
graded whenever higher 3-D beam-width deviations of the millimeter waveband antenna
and jammers are present. Therefore, robust counter-scenarios should be designed for the
cases where jamming signals and varying beams disrupt the network.

Keywords: jamming; Poisson line process; V2X systems; UAV networks; Poisson point
process; full-duplex systems

MSC: 60D05

1. Introduction

Jamming is the technique of introducing random signals into wireless communication
systems in order to undermine connectivity between legitimate users. Clustered jamming
considers jammers that are present in multiple groups to disrupt the intended communica-
tion components. The severity of jamming is determined conventionally by the strength
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or quantity of the disrupting equipment as well as by its distribution. Clustering utilizes
the clustered distribution of the equipment [1]. Traditionally clustered jamming involves
numerous clusters, with their placement outlined via the Matern cluster process (MCP)
consisting parents (hubs) and nodes that are children (jammers) [2,3]. The jammers spread
themselves uniformly throughout a disc-shaped cluster. Jamming clusters, as well as
jammers inside the clusters, follow a Poisson-based distribution.

Jammers disrupt vehicle-to-everything (V2X) connectivity in regard to the vehicle’s
spectral efficiency (SE), energy efficiency and coverage [3-5]. Vehicular links are essential
for intelligent transportation systems, which is why it has garnered substantial attention
from businesses and academics in the past few decades [6]. V2X systems define numerous
wireless connections exploiting vehicle-to-vehicle (V2V) connections, vehicle-to-road-side
unit (RSU) connections, vehicle-to-tower-based connections, and vehicle-to-unmanned
aerial vehicles (UAVs) connections [7]. Cellular-V2X (C-V2X) connectivity for beyond 5G
and 6G aims to improve road safety and vehicle connectivity by using two main radio
interfaces [8,9]. These interfaces include the PC5-based channel for V2V transmission
and the LTE-Uu interface, which uses wireless transmission for UAVs or terrestrial base-
stations for network-based V2X communication. By tampering wirelessly, interception
efforts by jammers can significantly affect such crucial communications, increasing the
risk of accidents, prolonging delays or missing messages, and decreasing the efficiency of
automotive systems. In UAV-driven C-V2X platforms, examining the effects of jamming is
therefore crucial.

To comply with the stringent criteria of autonomous vehicles, millimeter-wave con-
nectivity is important for UAV-driven V2X communications. While utilizing the millimeter-
wave spectrum, beam orientation is essential to avoiding delayed transmissions and pre-
serving operational continuity. Tracing the beam-width involves the ongoing tracking of a
moving user device [10]. As a result, recognizing the vehicle’s beam moving at different
speeds is more difficult than identifying stationary devices. Tracing the three-dimensional
(3-D) antenna beam variations (because of atmospheric pressure, wind, or noise gener-
ated by controlling gears) is a challenging task. The tracking of the beam orientation
gets more critical when jamming is present, and it significantly weakens the networks’
efficiency. Consequently, it has become vital to determine the changes or fluctuations in the
UAVs’ 3-D wireless beam, particularly in the case of clustered jammers for the UAV-driven
C-V2X transmissions.

In a half-duplex C-V2X communication [11], the up-link associated with a V-N can
support transmission of information to MBSs using V2M connections, line-of-sight (LOS)
low-altitude platforms (LAPs) using V2L connections, and non-line-of-sight (NLOS) LAPs
using V2N connections, all using different frequency bands. Additionally, the downlink
from MBS, LOS, and NLOS-LAP to V-N works over different frequency bands. The V-
N’s access is based on sharing spectrum with MBSs, LOS-LAPs, and NLOS-LAPs via
the Uu connection. Direct transfer, on the other hand, allows the transmitting typical
V-Ns as well as the receiving V-Ns to communicate across a side-link framework [12].
Jamming can have a major influence on the effective operation of links in UAV-assisted
C-V2X systems, whether operated over the shared or direct platforms. Hence, it is critical
to analyze the jamming in UAV-driven C-V2X platforms to evaluate the reliability of
vehicular transmissions.

A framework of C-V2X full-duplex network has been investigated in the research
in [13,14] using stochastic geometry, where simultaneous communication between MBSs
and vehicular nodes (V-Ns) enhances spectral efficiency. However, this improvement comes at
the cost of residual self-interference, which negatively impacts network coverage. Notably, the
above-mentioned research does not account for the integration of UAV-assisted V2X networks,
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which have the potential to further enhance vehicular communication by leveraging UAVs
and cellular base-stations. Moreover, jammers in a system considering fluctuating beams,
further degrade communication reliability and network performance. Therefore, it is essential
to conduct a comprehensive performance evaluation of a full-duplex UAV-driven C-V2X
platform while considering the impact of jamming and varying 3-D beams.

1.1. Related Work

Jammers reduce the accuracy of UAV-assisted infrastructure with respect to user
outage. Haroon et al. in [15] implemented a UAV-driven system to optimize the outage
efficacy of the typical user-equipment. The work used stochastic analysis to describe the
base-stations and treated the MBS positions as a 2-D Poisson point process (PPP), while
unmanned platforms are treated as a 3-D PPP. The research work additionally looked
at the influence of airborne jamming devices on link reliability and determined that
airborne jamming interference degrades system functionality with regard to the typical
user’s coverage. Furthermore, the user’s coverage by considering jammers and cellular
stations as a 2-D PPP was analyzed in [16] where the equipment’s jamming activity
prompted a decrease in clients’ coverage. However, the research has not considered
C-V2X systems exploiting clustered jamming. The above-mentioned works rely on a
simple 2-D PPP for jammer placement rather than a clustered distribution and do not
consider vehicular link structures or the combined effect of UAV assistance and jamming
on C-V2X performance.

Dhillon et al. in [17,18] evaluated vehicle systems through employing V-Ns as a
Poisson line process (PLP). The process assumes that highways possess a population
intensity of Ag and the V-Ns positioned next to highways comprise a 1-D PPP with a
population intensity of Ay. The authors derived the efficiency of a V-N connection with
reference to the system outage. Similarly, [5] represented a C-V2X vehicular network with
roads and V-Ns as a Cox process employing a PLP. The work modeled the MBSs as a 2-D
PPP and vehicular equipment as a 1-D PPP. The authors evaluated the V-Ns’ performance in
terms of user load per node. However, the aforementioned studies fail to take into account
the combination of UAVs in V2X systems in order to maximize the potential advantages
of UAVs in automobiles. The above works do not consider UAV-assisted communication
in V2X systems and therefore cannot capture the performance implications of airborne
base-stations in vehicular networks.

Peng et al. in [19] presented UAVs and MBSs as a PPP, providing a stochastic
analysis for examining the system’s coverage efficiency. Additionally, the mathematical
equations of coverage for a conventional vehicle linked to MBS (V2M link), LOS UAV
(V2L link), or NLOS UAV (V2N link) are obtained. Xu et al. in [20,21] worked on
vehicular edge networks by considering digital twin and blockchain technology and
analyzed the security aspects of the network. The authors also analyzed task offloading,
communication bandwidth, computing frequency, task deadline and heterogeneous task
scheduling. However, the impact of clustered jamming in V2X network is not evaluated.
Dabiri et al. in [22] investigated UAV-driven systems by exploiting millimeter-waves.
The authors focused on the coverage of a conventional user device linked to UAVs
in [23,24]. The authors used a stochastic technique to assess changes in beam-width
orientations due to controlling motors’ built-in mechanical noise, air pressures, or high
wind speeds. The investigation revealed that increasing changes in the beam-width
reduce the efficiency of networks. Consequently, it is vital to describe the 3-D beam-
width fluctuations in a UAV-assisted system. However, the aforementioned studies did
not take into account the advantages of combining UAVs with V2X systems. However,
the aforementioned studies do not extend their analysis to V2X systems and therefore do
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not address the interaction between UAV beam-width fluctuations and vehicular link
performance under jamming conditions.

Khabbaz et al. in [25] presented a stochastic approach for investigating UAV-assisted
C-V2X systems. The authors considered a half-duplex environment for vehicular communi-
cations by exploiting only LOS UAV links. The research focuses on the investigation of the
transmission of information delay for UAV-assisted C-V2X systems. However, the research
is limited to LOS UAV links, and NLOS links are not considered. Furthermore, the research
does not exploit multiple roads in a full-duplex paradigm where roads are distributed using
a PLP. The analysis is limited to a half-duplex setting with LOS UAV links only, and does
not consider NLOS links, clustered jamming, or the impact of millimeter-wave antenna
beam-width variations on vehicular network performance.

In [13,16], a stochastic approach is taken into account when analyzing a full-duplex
setting for C-V2X networks. The research treated BSs according to a 2-D PPP, highways
according to a PLP, and V-Ns distributed around highways according to a 1-D PPP. The
researchers proposed coverage and rate expressions for V-N connections. The model
still fails to take into account the impact of clustered jammers for a full-duplex scenario
involving LOS UAVs (for V2L connections), NLOS UAVs (for V2N connections), MBSs
(for V2M connections), and V-Ns (for V2V connections). Likewise, the model did not
take into account the influence of fluctuations of the millimeter-wave antenna. Moreover,
these works do not integrate UAVs into the full-duplex C-V2X framework, do not model
clustered jamming, and do not examine 3-D millimeter beam-width fluctuations, leaving
a significant gap in understanding full-duplex UAV-driven C-V2X performance under
realistic adversarial and propagation conditions.

1.2. Motivation and Objectives

Several limitations in the existing literature collectively motivate this work. Research
studies such as [4,5,11,12] investigate half-duplex C-V2X systems without UAV integration
or jamming and hence cannot capture the performance implications of full-duplex operation
or adversarial interference on vehicular networks. Refs. [15,16] consider jammers in UAV-
enabled cellular networks but rely on a simple 2-D PPP for jammer placement, ignoring
clustered jamming distributions and vehicular links. Refs. [25-27] incorporate UAVs in
C-V2X systems but are limited to half-duplex operation, and either exclude jamming or
consider only LOS UAV links, leaving NLOS propagation unaddressed. Refs. [13,14]
analyze full-duplex C-V2X systems but do not integrate UAVs, do not model clustered
jamming, and do not examine the effect of millimeter-wave antenna beam-width variations.
Previously, no work jointly analyzed full-duplex operation, UAV assistance with both
LOS and NLOS links, clustered jamming via the MCP, and 3-D millimeter-wave beam
fluctuations in a unified stochastic geometry framework for C-V2X networks, and this
paper addresses this gap directly.

To address this research gap and improve the reliability of the vehicle communication
networks, a full-duplex design that takes advantage of the UAVs and cellular-BSs for V2X
communications by exploiting clustered jammers and beam-width variations needs to
be investigated. To achieve this objective, a UAV-driven architecture with C-V2X full-
duplex system exploiting clustered jammers and beam-width variations is proposed. The
contributions of the manuscript are as follows:

*  Modeling clustered jamming in a UAV-driven C-V2X full-duplex platform by exploit-
ing millimeter-wave varying 3-D beam:s.

*  Analyzing the association of vehicular link probability, coverage of the vehicular
equipment probability, and spectrum of the vehicular equipment in a full-duplex
environment that is disrupted by clustered jamming and beam-variations.
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¢ Deriving analytical expressions for probabilities of vehicular links” association and
coverage of the vehicular links as a function of clustered jammers and varying antenna
3-D beam-width.

*  The outcomes depicted higher coverage and SE of C-V2X full-duplex platform driven
by UAVs relative to a half-duplex platform, but the efficiency of the system degrades
by increasing clustered jammers and antenna beam variations in the system.

This work is different than the state-of-the-art works as follows:

¢ In[13,14], full-duplex C-V2X systems without UAVs is investigated. However, this
paper differs in three ways. First, UAVs are integrated as a 3-D PPP, introducing
LOS and NLOS UAV links, requiring the V-N to select among four competing
link types rather than two. Second, clustered jamming modeled via the MCP
introduces spatially correlated interference requiring a fundamentally different
Laplace transform analysis as derived in Section 5.5 and Appendix B, which is absent
in [13,14]. Third, 3-D beam-width deviations of UAV millimeter-wave antennas are
modeled using a Normal distribution, capturing the impact of wind, atmospheric
pressure, and mechanical motor noise, introducing a beam-width dependent LOS
probability and antenna gain into the coverage and SE expressions, which are not
considered in [13,14].

e In[22,23,28], beam-width variations in UAV-assisted cellular networks are investi-
gated. However, this paper differs in three aspects. First, 3-D beam-width deviations
are modeled within a C-V2X framework where the V-N selects among V2V, V2M,
V2L, and V2N links, and beam-width deviation selectively degrades only UAV-
assisted links. Second, the combined effect of beam-width variations and clustered
jamming is jointly analyzed, showing that their combined impact on V2L and V2N
links is more severe than either impairment in isolation. Third, the analysis is
extended to a full-duplex setting where RSI compounds with beam misalignment
and clustered jamming, which is not considered in the aforementioned works.

The remaining manuscript is outlined in the following. Section 2 addresses how to
configure the network’s design for C-V2X full-duplex systems driven by UAVs. Section 3
provides distance distributions for LOS unmanned stations, NLOS unmanned stations,
cellular stations, and vehicular stations, while Section 4 provides the likelihood of V-N
connection. Section 5 discusses the interference characterization for V-Ns, MBS, LOS UAVs,
and NLOS UAVs. Section 6 provides the statistical approach for evaluating performance
metrics. Section 7 presents the main outcomes of the research, and Section 8 presents
the conclusion.

Table 1 shows current research works, frameworks for vehicular systems, major
conclusions, and the limitations of the study and Table 2 shows the nomenclature used in
the manuscript.

Table 1. Recent works and their deficiencies.

Research

Framework Architecture Outcomes Deficiencies

[4,5], 2018-2020

C-V2X system.

Investigation of user load and V-N
distance distributions. The
deduction of analytical formulas
for the connection.

Analysis of UAV-driven C-V2X System.

[12], 2016

C-V2X system.

The deduction of connection and Analysis of a full-duplex UAV-driven
coverage probability for the V-N. C-V2X system.
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Table 1. Cont.

Research Framework Architecture Outcomes Deficiencies
The deduction of V-N’s association
2 probability, coverage probability, Full-duplex UAV-driven
[11], 2019 C-V2X system. and rate. Analytical expressions for =~ C-V2X analysis.
the V-N connection.
[1], 2024 C-V2X system Deduction of coverage and SE UAV-driven C-V2X analysis.
considering jammers. expressions for C-V2X system.
[29], 2022 UAV-driven C-V2X Deduction of data-rate and bit- Analysis of the clustered jammers in
’ employing meta-surfaces. error-rate for multiple applications. =~ UAV-driven C-V2X full-duplex system.
[22,28,30], 20222023 Tfi:r;/g\tg;in cellular Analysis of beam variations. UAV-driven C-V2X analysis.
Assessing imperfections by
[10], 2022 UAV-driven V2X network. monitoring the antenna beam of UAV-assisted C-V2X analysis.
a V-N employing millimeter-waves.
Investicating delav for Analysis of a full-duplex UAV-driven
[25], 2019 UAV-driven C-V2X network. gatng y C-V2X system employing highways as
V-N connection
a Cox process.
[19], 2022 UAV-driven cellular network. Coverage of various links. UAV-driven C-V2X analysis.
Analysis of the jamming in a
UAV-driven C-V2X network . full—du}?lex UAY—drlven C-V2X system
[26], 2023 with millimeter-waves Spectrum analysis. employing millimeter-wave
’ communications considering 3-D
beam-width variations.
UAV-driven C-V2X . Analysis of jammers in a full-duplex
[27],2023 half-duplex system. Investigated network spectrum. UAV-driven C-V2X system.
Analysis of clustered jammers in
Computation of full-duplex UAV-driven C-V2X full-duplex system
C-V2X-based P . -
[13,14], 2024 full-duplex svstem platform’s coverage and rate in the ~ enabled by millimeter-wave antenna
p Y ' C-V2X environment. considering 3-D
beam-width variations.
Investigated association, coverage,
and bandwidth efficiency of the
Clustered jamming in links for a full-duplex network by
This work UAV-driven C-V2X considering clustered jamming and

full-duplex system.

varying 3-D beams. Derived
association and coverage
expressions by exploiting jamming
in a full-duplex scenario.

Table 2. List of key parameters and symbols.

Symbol Definition

AR Density of roads (km~2)

Ay Density of (V-Ns) (km~!)

Am Density of macro base-stations (km~2)

Au Density of UAVs (km~2)

Aj Clustered jammer density per system (km~2)
r) Radius of jamming cluster (m)

Py Jammer transmit power (dBm)

J Number of jammers per cluster

ay Path-loss exponent of jammers

Py, Py, Py Transmit power of V-Ns, MBSs, UAVs

ay, Path-loss exponents of V-Ns and MBSs

Xp, XN Path-loss exponents of LOS and NLOS UAVs
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Table 2. Cont.

Symbol Definition

Lm, L1, LN Extra attenuation for MBS, LOS, NLOS links

v, 8M, 8L, 8N Small-scale fading coefficients

mp, my Nakagami-m fading parameters

Hy UAV deployment altitude (m)

Oy, 0y Beam-width deviation standard deviations

o Overall beam-width deviation (°)

L Bias factor (0 < £ <1)

Cn RSI magnitude after interference cancellation (dB)
PRt Residual self-interference power

T SIR threshold

PL, PN LOS and NLOS UAV link probabilities

Av, Am, AL, AN Association probabilities for V2V, V2M, V2L, V2N
C}:D Full-duplex coverage probability with jammers
SEI;D Full-duplex spectral efficiency with jammers

Iy Aggregate jamming interference

Iy, Iy, I, In Interference from V-Ns, MBSs, LOS UAVs, NLOS UAVs
Ys Overall antenna gain

fe Carrier frequency (GHz)

144 Bandwidth (MHz)

2. System Model

Consider a UAV-driven C-V2X system operating in a full-duplex environment exploit-
ing clustered jammers and millimeter-wave antenna 3-D beam-width, as shown in Figure 1.
The clustered jammers are modeled according to an MCP. The parents or cluster-centers are
distributed in a 2-D space and are given by Poisson-distributed variables, and the density of
clusters is given as A;. The children inside a cluster are also a Poisson-distributed variable,
and the density of children or jammers inside a cluster is given as J. The jammers are
distributed in a 2-D space with a circular radius given as r;. The transmission power con-
sidered for jammers is given as Pj, and the pathloss associated with the clustered jamming
devices is given as «;. In this work, the locations of UAVs, MBSs, and clustered jammers are
modeled using independent spatial point processes. Specifically, the UAVs and MBSs are
modeled as independent homogeneous PPPs, while the clustered jammers follow an MCP.
The independence assumption is adopted to maintain analytical tractability and is widely
used in stochastic geometry-based investigations. Since the deployment of communication
infrastructure and the spatial distribution of malicious jammers are generally determined
by different mechanisms, modeling them as independent processes provides a reasonable
approximation while enabling closed-form performance analysis [31,32].

The V-Ns are considered as a Cox process exploiting a PLP, where vehicles are dis-
tributed along all roads generated by the PLP. Consequently, the aggregate interference is
contributed by vehicles located not only on the typical road but also on neighboring roads.
This allows the proposed framework to capture the cumulative interference from the entire
PLP-based road network while maintaining analytical tractability. The roads, represented
by R, are distributed via a PLP, ®g, and comprise V-Ns, such as cars, pedestrians, and RSUs.
The V-Ns have a density of Ay and correspond to a 1-D PPP, ®y. Ay = A, + A, + Ap where
Av, Ar, Ap indicate vehicle density, RSU density, and pedestrian density. UAVs conform
to a 3-D PPP, ®y;, whereas MBSs conform to a 2-D PPP, ®,;. UAVs are deployed at an
elevation of Hy;. The average cellular-MBSs and unmanned stations density is Ap; and
Ay, correspondingly.
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P> V-Vlink w{> V-N link
_’ V-L link _’ V-M link

Figure 1. Full-duplex UAV-driven C-V2X system disrupting clustered jammers.

Py and Py indicate the V-Ns’ and cellular-MBSs’ transmission power, respectively.
The amount of data transmitted via the link is influenced by these power characteristics.
The pathlosses, ay and «j,, correspond to V-N and MBS, respectively, which show how the
strength of signals decreases with range. The MBSs follow a standard path-loss; however, an
extra attenuation component, £, accounts for ambient factors that affect the propagation
of signals. Furthermore, the link’s quality of signal is significantly impacted by small-
scale fading. The variables gy and gy represent the small-scale exponentially distributed
Rayleigh fading impact for V-Ns and MBSs, respectively.

The UAV’s power is indicated by Py;, and the path-losses for LOS and NLOS unmanned
stations linkages are specified by «; and ay, correspondingly. £; and Ly represent the
extra path-loss which LOS and NLOS unmanned stations experience, respectively. £, an
influential variable, fluctuates between 0 and 1, where £ = 1 denotes communication
from one V-N to another V-N, whereas £ = 0 denotes communication from one V-N to
another non-V-N. g; represents the small-scale fading co-efficient for LOS UAVs, while g5
represents the NLOS UAVs'’ fading co-efficient. The power received by the UAV exhibits a
Gamma-distributed amplitude provided the link follows a Nakagami-m distributed fading.

my th -1 _ t
qu(t) = Mu rexp( mut) is the equation for the channel-dependent fading for the

UAV, considering the shape parameter m; which refers to the Nakagami-m distributed
function such that U € {L,N}, and I'(.) is the equation for the Gamma function that
is equivalent to the Gamma distribution [33]. The Normal-distributed variances can be
utilized for varying antenna beam-widths in the x- and y-planes and are given by oy and
0y, respectively. According to the current research, a number of variables, such as winds,
atmospheric pressure, or malfunctions in the UAVs’ electrical motors, affect how well
millimeter-wave beams variate in the x-y planes. The probability of the unmanned station
receiving a direct transmission for a V-N-based link depends on the unmanned stations
height, the traditional environment (for instance, suburban, rural, or urban), and the link
distances. It is given as

180
——b-6+ab
pp=|1+ae 7 , 1)
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where § = tan™! <\/ tan(oy)? + tan((fy)z). An outdoor, indoor, etc. setting is depicted

by parameters a and b. The corresponding complementary value of (1) can be used to

determine the probability of an NLOS UAV link, p,;. Additionally, the phase associated
tan(oy )

tan (o) ) '

N denotes the antenna of a sending device and N, denotes the antenna of a receiving

device, wherein {t,r} € {L, N, M, V}. The overall antenna gain, Yg, for N; x N, collection
of antennas, can be presented as a collection of several gains, which include the efficiency

with the 3-D beam is indicated by ¢ = arctan<

of the primary lobe, Y, the efficiency of just one of the element of antennas Y%, and the
efficiency of the antenna with consistent 3-D amplitude, Y4, resulting in S € {t,7}. It can
be represented as Ys = Y4 x YE x Y¢.

The Y£ antenna gain is given as [34]

Sin(NS(K"—'—Xx)> sin(W)
A ("2+ ) , @
Ns Sin(xZXx) Ns sin<w>

2

where xy = px@y0x, and k, = py@,d, such that 6, = J, = sin(0) sin(¢). px = py = 27 f,
indicates wave-number and f. indicates frequency. @, = @, = c/2f, is the plate thickness
and x» = xy = 0° indicates phase shift in progressive direction.

The YE antenna gain is given as [35]

YE = GEmaX _ min{— (G#(GE) + G##(Gx)),E}, (dB) 3)

E oy 2 EN2
where G* = min{ —12 9790 ,@ v and G = min{—12 9— S8 5.
HV 6H

.5

1+ sin?

0F =tan~! <w> and GE'Max = 8 dBi indicates antenna-element highest
y

gain. 0y = 65° indicates horizontal beam and 8y = 65° indicates vertical beam. ©® = 30 dB
and E = 30 dB indicate limit of side-lobes and front-to-back ratio, correspondingly.
Optimal gain is calculated in order to deliver consistent energy from transmitters in a
balanced way using Equation (2.22) of [34] and is given as
Yg = 2m om :‘177 : (4)
Jo " Jo Y& sin(0)dod¢g

In an area with cellular towers up to 150 m as well as building levels up to 50 m, the
path-loss for millimeter-waves can be defined by the 3GPP as [35]

407z f,

2(z) = 2010g10< : >+min{0.O3H;'73, 10} x logo(z) — min{0.044H}7,14.77 |

+0.002z log, o (Hj). (5)

Without losing generalization, the recipient V-N lies at point, 0. The typical /conventional
highway navigates through o. The distribution of nodes does not change if a main highway
consisting a recipient V-N passes a point o (according to Slivnyak’s Theorem) [36]. The
average number of transmissions by the V-Ns in a system is provided as Ay, = pAy. In
contrast, Ay, = 1 — Ay, can be used to determine the receiving nodes in the region.
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In a full-duplex, excellent SIC setting, the residual-signal is ignored at the receiver. For
example, whenever V-Ns communicate, the RSI of the V-Ns is ignored. In a similar manner,
whenever MBSs (or UAVs) communicate, the RSI of MBSs (or UAVs) is ignored. However,
for a non-perfect full-duplex SIC situation, the RSI for every link needs to be classified. The
power delivered by a node, X assumes residual signal and is stated as

PRI(Py) = Pylhe/?, ©)

where Py is the power of device, and k. represents the fading link separating the receiving
and sending devices. |h.|? is calculated as a proportion of a transmitting equipment’s
power to the residual-interfering power. The residual interference at a device is typically
stated (in non-dB) as

e |? = 109/10, @)

where Cy indicates the fixed magnitude of residual-interfering power. Employing (6), the
residual-interfering power from a V-N is determined as PRS/(Py) = Py|h|?, the residual-
interfering power of cellular-MBS is determined as PR (Py) = Py |hc|?, and the residual-
interfering power of the unmanned station is determined as P3°!(P;) = Py|he|?. Residual
self-interference reduction can be between 50 and 55 dB, according to outcomes of experi-
ments in contemporary millimeter-wave full-duplex setups [37]. Thus, extra computational
suppression by digital and analog cancellation is necessary to reduce the interference.

Signals from transmitting nodes (other than the traditional signal) result in charac-
terizing the system interference. Since interfering signals outweigh noise, this research
investigates a network focusing on interfering signals while ignoring the impacts of
thermal noise on the system. Figure 2 shows the interference encountered by a typ-
ical receiver in a UAV-driven C-V2X connectivity exploiting full-duplex connectivity
and clustered jamming. Note that the main focus of the paper is to determine the im-
pact of clustered jammers distribution on the intentional communication link. This is
because the jammers in real-world situations are traditionally present in clusters and
typically distributed according to an MCP. Moreover, the aim of the current work is to
consider multiple random jammers placed in random jamming-clusters and investigate
the influence of jamming.

Typical
Transmitter %

Typical —
Receiver
Interfering @
VN

MBS
Interference

VN-

Interference « =P

excluding
typical
road

LAP- « =P

Interference

VN-

= & ' Interference o —p
considering
typical road

Jamming /{
Interference

{"’%1

Figure 2. Interference in UAV and cellular-powered V2X system.
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For the given system, the signal-to-interference ratio (SIR) in a full-duplex environment
is calculated as

o PLGYiYrllzr — zie|| ™

SIR = , 8
12r,] I]+IN+P£SI ( )

where X € {V,L,N, M}, ||z/|| represents the equipment (that receives the intended sig-
nal) to o distance, ||z¢| represents the sending node to o distance, Y; represents the V-N
transmission gain, and Y, represents the V-N receiving gain. The jamming interference
representing jammers in the specified area is represented by I}, the nodes” interference is
represented by Iy, and the RSI at the destination is represented by P{frs I The SIR for the
V2R link reflecting clustered jammers in a full-duplex setting is provided as

PyLgvYivY,nllze —zy|
I;+ Iy, + Iy + I + Iy + Iy + PRV

SIRY Dy = )
where ||zy || indicates o to recipient V-N distance, ||zy|| indicates o to transmitter (X node)
distance, Yy ; indicates the gain of the transmitting V-N, and Yy , indicates the gain of the
receiving node. The V-Ns’ interference from the nodes situated on highways that travel
through o is represented by Iy,, and the disruption emanating from the highways except
highways passing o is represented by Iy,. For a full-duplex setting exploited by clustered
jammers, the SIR with regard to X2V link is provided as

PrLyngnYex Yy, llznl 7
I+ Iy, + Iy + I + Iy + Iy + PRV

SIRYZY,; = (10)
where Y, s is the V-N's receiving-gain and Y, y is the equipment’s transmitting-gain. It is
important to note that in the given approach, a perfect SIC acts as an upper limit benchmark.
The RSI variable Cy in (7) captures the non-perfect SIC scenario and is configured to the
value of 55 dB according to the analysis obtained for a 60 GHz setup [37], in which RSI fol-
lowing both the digital and analog cancellation was observed to fall within 50 dB and 55 dB.
The RSI values used in this work are chosen according to recent studies on full-duplex
wireless communications [37,38]. These values represent practical self-interference cancel-
lation levels that can be achieved using existing analog and digital cancellation techniques.
Although the level of residual self-interference depends on the hardware implementation
and operating conditions, the selected values provide a reasonable operating point for
evaluating the proposed framework. Different RSI levels would mainly affect the numerical
performance, while the analytical model and the conclusions drawn from the performance
trends remain unchanged.

According to the beam variation analysis, air turbulence, variations in air pressure,
and noise from machinery in standard rotary controllers are the causes of UAV disturbances.
The Normal distribution is a logical and accepted alternative because these disturbances
are spatially homogeneous and have a modest amplitude beneath typical operational
setups. Such Gaussian directional error frameworks were theoretically verified in earlier
millimeter-wave UAV investigations [22,23]. In this work, beam pointing deviations are
modeled using a Gaussian distribution, following the approach adopted in several existing
studies on UAV-assisted wireless communications. This model effectively captures beam
fluctuations caused by UAV vibrations, wind disturbances, and tracking inaccuracies under
normal operating conditions. The Gaussian assumption also enables a tractable analytical
framework while preserving the main characteristics of beam misalignment [28,30]. We
acknowledge that more challenging environments, such as severe atmospheric conditions
or highly unstable UAV motion, may require alternative statistical models. However,
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investigating such scenarios is not the focus of this work and will be considered in future
research. The mathematical findings show that system effectiveness is sensitive to ¢
(varying from 0° to 5°), indicating real-world significance of this variable.

3. Distance Distribution

For a typical wireless communication, a conventional V-N placed at the location z is
assumed to communicate with a receiving node at the origin by considering that there is
no interfering node present between them.

For a vehicular link communicating with a cellular tower-mounted station at z, it
is assumed that no other interfering V-N or LOS/NLOS unmanned station is located
with a smaller value of distance, z. Hence, according to [39], Fp(z) = 1 — e~z g
the cumulative distribution function (CDF) of the MBS, and the MBS probability density
function (PDF) is computed as

M(z) = dFp(z)/dz = 2t ppze\ ™ <M= 11
d /d (—27mApz?) (
The LOS/NLOS unmanned station’s CDF (with ¢ € {L, N}) is given as [40]

Fp(z) =1—¢ 7™M iy oy (V= )t (12)

The LOS/ NLOS unmanned station’s PDF is computed as

_ z _H2
fl[)(z) _27T/\Utplp< /tZ_H%I>e ZnAufHutPLp( 12 Hu)dt' (13)

By taking into account the CDF obtained in Appendix A, the PDF distance from sending to
receiving V-N is obtained and stated as

z
fv(z) = dF;Z(Z) = 2eXP<—2/\vZ+27r/\R/O 1- eZAV\/ﬁdy>

Ay +27TARA /Z e VE (14)
14 RNV 0 \/22_7 y .

4. V-N Association Probability

V-N associates to another equipment right away in UAV-assisted C-V2X systems,
or it connects through a LOS UAV, NLOS UAYV, or MBS to convey information to the
recipient equpment. The equipment’s link or affiliation is defined as its association with
the LOS unmanned stations, NLOS unmanned stations, macro base-stations, or recipient
vehicular device.

4.1. Vehicle-to-Vehicle Link’S Connecting Probability

A conventional vehicular device connects to the vehicular device (directly omitting
shared architecture) in a full-duplex regime whenever the power at the receiving vehicular
device exceeds that of the MBS, LOS UAYV, and NLOS UAV. The likelihood that V-N will be
connected with the recipient V-N is provided as
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. {Yt Vol Yt,er,MHzl'Mll—"‘M}
L Ly
. . _ o
b {YWY, Iz . Yor Yol } b {YWY, lzv|= | Yir¥oulin] }
C L; L Ly
DCV 1
= Pr{ zy> z4M £” 1YMO “M
LyiYvo
NN oy N
X Pr{ zp> z &L # L Pr ZN> z&N ‘Clﬁ N
ﬁE YV,O ,C;] YV,O
b [e0] [o0] [e¢]
L [T B @)@z x [ (1= Fy@) vz x [ (1 Fa(E)fy()dz (15)
u u

Assuming identical transmission antenna gains, (a) follows, taking into account that the
recipient gains of antennas, e.g., Yy o and Y o, have the highest gain when compared to
the recipient gains of antennas, e.g., Y1 and Yy. This is true simply because of factors such
as high wind, high pressure, and other factors that tend the 3-D millimeter-wave beam of
UAVs to vary, which lowers the gain that the UAVs are able to achieve. The formulae can
then be simplified with the help of the corresponding CDF and PDF in (b). Equation (16)
provides the analytical formula for the V2V connection probability.

1 2
« = L Ym0\ am z —
AV :/ exp —27T)\MZUCM 17' 29Xp(-2/\v2+27‘[)\R/ 1—672}““/2 -y dy)
0 LyYvo 0

AV+27TARAV/ 2 7 gy ) dax

1 1\2

Ky 1 i xy 1 —
oo | — -1y, \w — -1y, \a
[ o] 2t [ 2o (S ) || o (£ )| g |
JHy Hy ‘CL YV,O ['L YV/O

. /Zz_yz
2exp (—2/\\/2 + 27TAR / 1-— e*QAV\/zzfyzdy) % (/\V 2 ARAY / dy) dz
0 \/ Z

(16)

« 1 « 1y?
© © v £y & v £y @
X / exp —27'(/\11/ z&N ?N PN z&N TN — HZ, | dt
JHy JHy ‘CN Yvo EN Yvo
z /22— Zz_yz
2exp(—2)\vz+27r)\R / 1—e VW= TY dy) x | Ay —|—27‘(/\R)\V/ \/7
Jo -y

4.2. Vehicle-to-Macro Base-Station Link’S Connecting Probability

A vehicular device links to a macro base-station in a full-duplex architecture whenever
the power received at the MBSs exceeds that of the UAVs in the LOS/NLOS and the
recipient vehicular device. The likelihood that a vehicular device will be connected with
the MBS is derived in Equation (17) by following a similar approach to Equation (15) and
can be expressed in (18).
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27Apz exp(—27Apz")dz X /gxp —27AR A 1—e dy

exp(—2Ayz)27A pz exp(—2mApz?)dz.

4.3. Vehicle-to-LOS Unmanned Station Link’S Connecting Probability

A vehicular device connects to the LOS UAV whenever the power received at the
recipient LOS UAV exceeds that of the macro base-stations, NLOS UAVs, and the receiving
vehicular device. The likelihood that a V-N will be connected with the LOS UAYV is derived
in Equation (19) by following a similar approach to Equation (15) and is expressed in (20).

{thym.nn Yy Yulzull “M}
> 1
Ly
YtVYrLHZLH o YtVYrNHTNH o by YtVYrLHfLH " Yt,VYr,VEV\V“"
Ly I c
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u u
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4.4. Vehicle-to-NLOS Unmanned Station Link’S Connecting Probability

A vehicular device links with the NLOS UAV in a full-duplex environment whenever
the signal-strength at the recipient NLOS unmanned station exceeds that of the UAVs in
the LOS, MBSs, and recipient equipment. The likelihood that V-N will be connected with
the NLOS UAV is derived in Equation (21) by following a similar approach to Equation (15)
and is expressed in (22).
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5. Interference Analysis

Every connection in a full-duplex platform exploiting UAV-driven C-V2X connectiv-
ity will experience interference from the surrounding area whenever a vehicular device
communicates to another vehicular device, whether it occurs via a V2V link or through
a network employing V2M, V2L, or V2N connections. For example, a V2V link that has
been set up and is using a specific band gets interference from nearby V-Ns that are also
using that frequency. Additionally, the system’s cumulative interference is going to in-
crease due to any remaining self-interfering signals in the system. Typically, UAV-assisted
C-V2X networks exploiting full-duplex environment are going to experience residual self-
interfering signals as Pgs I"at reception nodes (such as for V2R connections, like V2M, V2L,
and V2N connections).

V-N links (such as V2V, etc.) communicate at a different frequency range than M2V,
L2V, or N2V connections in a half-duplex platform; it therefore follows that there can be no
self-residual interference within a half-duplex system. On the other hand, it is expected
that every sending V-N, with the exception of intended communication, may generate
interference in the system for V-N links (such as V2V, etc.). Likewise, it is believed that
every MBS, LOS LAP, and NLOS LAP add interfering signals to the infrastructure for
the M2V connection, every MBS, LOS LAP, and NLOS LAP add interfering signals to the
network for the L2V connection, and every MBS, LOS LAP, and NLOS LAP add interfering
signals to the network for the N2V connection.

The nodes’ interfering signals are given as Iy, = Y rex, PegrLeYek Y, [|2n, — zekl| 7%,
where Py is the k-th device power, g is the small scale fading for the k-th connection, Ly is
the supplementary transmission loss of R, Y, is the gain of the kth transmitting-device,
Yy is the gain of the recipient device (i.e., N), zy, is the recipient device’s separation with
respect to origin, z; ; is the k-th separation of the transmitting device with respect to the
origin, and a; is the exponent loss at the recipient device. The Laplace transform of Iy, is
expressed by [39] Ly, (s) = Ele*], where s = T(Pgi LYY, |1z, — zexl| %)L The
interference of N; devices at the position N, is characterized as follows by changing the
values of X and taking into account the Nakagami-m distribution (i.e., m = 1).

LIN’ (S) =E
Ry

1
— . (23)
kle—f\z[t (1 +SPLrY kY, 2w, — zekl| 7% )]

5.1. V-Ns Interference

It is possible to determine the interference caused by the V-Ns (e.g., Xy = V) at a
recipient device, N,, by supposing that at least two distinct situations induce interference.
Whenever the recipient V-N and the disrupting V-Ns causing interference are situated
along a similar highway (i.e., first case, such as a conventional highway) or whenever the
V-Ns causing interference are situated at different highways.

The V-Ns causing interference will be situated beyond the standard highway defined
with (highway of length) [—z, —z,] and [z, z] in the starting or first case, where the receiving
apparatus is set up at point 0 and the emitting V-N resides at zy (referred to as a standard
highway which includes both transmitter and receiver). This is due to the fact that the
vehicular instrument only interacts with the recipient V-N as long as there is not another
node, R, nearby with a lower Euclidean distance. In the example given by (23), the
interference is written as

LI“;” (S) =K

1
= | | (24)
kgt <1 + SPkﬁkYtrkYNr,D ||ZN;‘,0 - Zf,k” o ) ‘|
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The V-Ns on a conventional highway are determined utilizing a 1-D PPP, employing polar
coordinates and taking into account the probability generating function (PGF) of the V-Ns
distance. We get interference as

2 1
Ly (s) = exp <—2/\V /ZV (1 SR T 7 e = ) db). (25)

The hyper-geometric function can be used to simplify even more and express the interfer-
ence. o F; (—, —; —; —). By taking into account &, > 1, zy ~ 0, and zy > 11is given as

_ZAVZ»CYt,UYr,v 2F (1/ —1+a/0;2—1/a,; _EYt,er,vz)
Ll“//“ (s) = exp .

1+ oy (26)

For the perpendicular distance given by y > zy, the interfering vehicular devices
reside on a highway that ranges from {— V22— 2,22 — yz} and the PDF of V-Ns is given
1
by f(c1) = ———=—. Assuming y > zy and taking into account k V-Ns following a
y fler) = 7 JE gy = zv 8 g
Poisson process, the interference of just one highway with y > zy is written as [12]

k
V- f(e1)dey
) kgﬁ v J /—\/22—y2 —&r 27

1+ SPVACYtrer’V (yZ + C%) T

The likelihood that on a highway, a number of k V-Ns follow PPP distribution, is written as

e(—z)\v\/ﬂ) (2)&1/ \/ﬁ) ‘

P{Xy ==k} = .
be computed as 27tAy /22 — y2. Plugging P{Ny ==k} and f(c1), we get

, where equipments on the roadways can

2 o1, )

+
(s) =
v k; k!<2\/22 —y2)k
k
2_ .2
o der (28)
VAR =t

1+ SPVCYt,VYr,V (y2 + C%) 2

Simplifying the interference expression, we get

. e(—z)\v\/zz—y2> /222 dey
S Py v e | @

1+ SPVEYt,VYr,V (y2 + C%) 2

k
Using le =2 [{?and Y7, % = e, we get

_ V) z2—y?
Lt (s) = e( v/ y2> exp | 2Ay / dey —
0 r

14+ sPyLY v Y,y (2 +c3) 2
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The disruption of a single highway with y > zy is given as

2P d
L} (s) = exp | —2y /0 1- “ — 1| ©o

14 sPyLY yY, v (2 +¢3) 2

For &, > 1, the V-Ns' interference can be written in a closed-form as

—2A7nt(sPy LY v Y, y) " csc (Z)
.

Xy

L‘;V (s) =exp (31)

For the case, y < zy interference is going to include the V-Ns whose perpendicular
separation is smaller than their distance to the communicating V-N; for instance, the V-Ns
located in the region are given as [—\/22 —y2,—/23 — y2} and {\ /23, —y2,\/22 — yz}.
The V-Ns’ interference for one of the highways with y < zy is expressed via the same
procedure of deriving (30) and is given as

Lt (s) oy [V ey
Iy S)=¢exp| — Vv = 5 — —a,
VZiy—Y 7
1+sPyLYvY,y (]/2 + C%) 2

(32)

V-N interference caused by just one highway is described via Equations (30) and (32).
However, the mean number of highways touching a circle placed at the origin having radial
distance zy is determined by a PPP with intensity 2Agzy and PDF f(b1) = 1/2zy. This
enables the evaluation of the interference across every roadway in the system. Likewise, a

PPP of intensity 2Ag /2% — z2, and PDF f(b,) = 1/24/22 — 23, gives the mean number of

highways crossing a circle located at the origin having radial distance, /2% — z%/. Using
the same methodology as (28), the interference is written as

1/ rz kq
Ly (s) = { Y exp(‘”“;j} @AxAv2)* (/ 1, (S)f(b1)db1> }

k>0

k
Y exp(—2AgAv (z — z21)) (2ARAy (z — 2y ) )2 ( N it s )f(bz)db2> 2 -
k2 >0 ky! e
Plugging f(b1) and f(b2) in (33), we get
2AAv 7L} (s)dby
Ly (s) = e 2ARAYVZ Z ( ' )
v k>0 kl-
ky
(ZAR)LV f\/@%( )dbz)
*ZARAv(Zfzv)
‘ o - (34)
kr =0 2!
Assuming ffil =2 foaz and 2132:0 yf/kl! =Y, (34) is expressed as
Ly (s) = e~ 2ARAvZ 2ARAVf0 L, s)dby o—2ARAV (2-2v) ZAR)\VJ L )de. (35)
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With the exception of highways that travel through origin, V-N interference is stated as

Ly (s) = exp (ZARAV | /0 : (1 ~ L} (s))dbl + / V (1 ~ L} (s))dbz). (36)

5.2. MBSs Interference

The cellular-MBSs’ interfering signals can be computed by following the same proce-
dure of (23) and are given as

LII;\QA, (S) =E

1
— . (37
kg ( T+ sPLrY Y, llzn, — zexl| >] )

Transforming the above equation to polar coordinates and taking into account the interfer-

ing signals of vehicular devices, 8; = M at the recipient location, R,, the interference can
be simplified as

© 1
L x = —27TA 1— d
By () exP( A zM< <1+sPM£MYt,MYNYI|zN,mll%v))x x>’ (38)

where Yy, is recipient gain and Y; 51 is MBS gain. To derive Equation (38), assume PGF of
the MBSs given in [39] and consider E[[Trex G(x)] = exp (—Zﬂ/\N fzog(l - G(x))xdx).

5.3. LOS-LAPs Interference

The LOS unmanned stations” disrupting interfering signals can be computed by
considering that gj, takes into account Nakagami-m fading with N; = L, then simplifying
(23); it can be specified as [19]

lezr (S) =K

P LYY —zp |7\
I‘I(i-+ SPLLLY 1Y, 12y, = 2 ) 1‘ )
kel mr

Utilizing the PGF of unmanned stations dispersed as point processes and polar coordinates,
interference is expressed as

- PLELY 1 Yo 2y, — 2]~ \™
. — _ 2 2 . SELLLY L YR, ||2R, t
lew (s) = exp( 27TA L /Hu tPL(M) (1 (1 + "y dt |. (40)

5.4. NLOS-LAPs Interference

The unmanned stations located at an NLOS visibility can create disruptive interference
at the target apparatus, N,, that can be calculated using an analogous approach to (40) and
is represented as

_ % / 2 SPNLNYiNYx, |28, —zef 7™
th;]r(s) = exp <—27T/\N /HfUPN< t2 — Hu) <1 —(1 + e dat . (41)

5.5. Clustered Interference

The clustered interference of the jammers is derived by considering the distribution of
jammers as an MCP where parent nodes act as jamming-cluster centers and children act as
jamming devices that are placed inside Poisson-distributed clusters. The average power
encountered by the receiver from a jammer depends upon the jamming power Pj, distance
to the jammer’s location z; j, distance to the receiver’s location z,, jamming-gain Y; ; and the

pathloss of jammer a;. It is given as P; = PYyj[|zr — 2y ||~%.The current work considers

jamming by analyzing beam targeting, where jammers additionally direct their interference
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toward the intended legitimate receiver rather than transmitting omnidirectionally. This
makes the attack significantly more damaging because the jamming energy is concentrated
precisely where the legitimate signal is strongest, directly suppressing the beam gain
advantage that millimeter-wave directional antennas provide. In Appendix B, the impact
caused by the jamming is calculated and represented as

27A X -
T ]] 22/4 s (27-[)2%2 —ﬂ)\]TZ/a’zi /N<1_exp(]/2>)dw}, (42)
oy ayp ) HJo 1+w%

6. Probability of Coverage and Spectrum Efficiency
6.1. Coverage Probability

For a full-duplex clustered jamming environment considering a UAV-driven C-V2X
platform, a conventional user device is in coverage if the SIR of the user equipment is
higher than or equivalent to the pre-established limit. This is provided as

= [T Pe(SIRE) = T} i(2)d2
PLG Y Yr||zr — z¢ ||

I(

I + Iy + PR

mN'mNptaytanzr—ztn ar

> T}fr(z)dz

(I] + Iy + PRSI)

fr(z)dz

oo My—1 1

£ K

oo My—1 1

el g (I + Iy + PRSI\ mynt(Iy + Ly + PRSI
g L (I + Ix N,,x) exp [ (I + I Nflx) f(2)dz
=0 k! PthtYy”Zr—ZtH r PtEYtYrHZr_ZtH r

g
.(

Lu

[(my)

k
muT(I; 4 Iy + PRSI muT (I + Iy + PRSI
RT(l + I N,) E|exp( - Ry + Iy N,) f(2)dz
PtACYtYr”Zr_ZtH &r PtEYtYr”Zr—Zt” &r

PLY Y, 2r — 2t | dzp [LI]( ) X L (s) x E[GXp( SmNPRSI)ny(Z)dZ, 43)

mNT(I] + Iy + P{fSI) ) dk

where (a) is obtained by plugging SIREP - (b) is obtained by considering g; as a Nak-

agami distributed with fading parameter my, and its amplitude is given by a Gamma

I (my, myx)
F(mN

in terms of the incomplete Gamma function. (d) is obtained by simplifying the expres-

function considering E[Pr{g; > x}] = [19]. (c) is obtained by writing (b)

sion, and (e) is obtained by the definition of the Laplace transform. The coverage in a
half-duplex jamming network considering my = 1 can be simplified and expressed as
CHD = [¥exp{—s(Ij + Iy) } fr(z)dz. In order to prevent residual interfering signals in the
given region, a half-duplex system uses different frequency bands, such as F1 and F2.

The coverage in a full-duplex jamming network exploiting my = 1 can be computed
by considering that whenever the SIR of the V2V connection is larger than or equivalent to
the predetermined T, the given link is considered to be in range. In a full-duplex setting,
this is provided as

cib = /O Pr{SIRED, > 7} fy (2)dz

= / exp sPRSI) x Ly, (s) x Ly, () x L, (s) x Ly (s) x Ly, (s) X Ly (s) fv(z)dz, (44)
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where (a) assumes a similar approach of (43) and considers R = V and my = 1. Putting
values in (44), the coverage of the V2V link can be computed and is given in (45). Likewise,
the area covered in an environment exploiting jammers for a half-duplex V2V route is
found and stated as C{/? = [(® Ly, (s) x Ly, (s) x Ly, (s) fv (2)dz

m_ [Z RSI ”AACJ 22/ 27\ 2 22 [ —j
CV,] = '/Oexp <_SPV ) eXp{ a]r] D(/ cSC 0(] V — 7TA)\CT “’ZV /0 1— eXp m dw
“(1- )db ~ 1} (5))db ! db
exp (*ZAR)\V /0 < (s) )dby +/Z 2) exp GZAV/i T SPVEYf,vYVUb*“V) )
e 1
—27A / 1-— xdx
/0 eXp< M Jo ( (1 + P LMY MY, |2y, — Zaell 72V )) )
00 - m (45)
_ 2 _ 2 _ SPLLLY LtY v, l|zv, — zel ="
oxp(-2n [ (yfR i) (1 (14 e i

o0 PNENYN Y - —ay \ N
exp(—Zn)\N/H tPN(\/fz—qu) (1—(1+S NN N ‘;On‘lvzvu 2Nl ) )dt)
K u

. N
2exp (—2/\Vz + 27TAR '/0 1-— szV\/zLyidy) (/\V S+ 2mARAY / \/7 dy> iz,

For a full-duplex jamming environment with a UAV-driven C-V2X platform, whenever
the V2M link’s SIR is larger than or equivalent to the predetermined t, the MBS-enabled
connection is considered to be in coverage. In a full-duplex setting, the MBS-enabled link’s
coverage is provided as

C&D] _ /000 Pr{SIRED,, > 7} far(2)dz x /Ooo Pr{SIRED, > 11 fy (z)dz
“ ZLXP SPRET) ) X Ly (5) X Liy () X Ly, (5) X Layy (5) x L, (5) % Ly (5)fa (2)dz
> /( RSI ) x Ly (s) x Ly, (s) x Ly, (s) x Ly, (s) x Ly, (s) X Ly (s) fv(z)dz, (46)

where (a) is obtained by considering the approach of (43) and considering 8 = M
and my = 1. By putting values in (46), the coverage can be computed in (47). For
V2M, the coverage is comptued as Cﬁ, I (LI/ X L, (s) X Ly, (s))fM(z)dz X

I (Llj x Ly, (s) x Ly, (s) x LIN(s)>fV(z)dz. Recall that V2R connections in the half-
duplex system interact at frequency band F;, while X2V links interact at frequency band
F,. It is crucial to remember that devices functioning at F; are going to interfere with
the devices functioning at F;. In a similar manner, devices functioning at F, are going to
interfere with devices functioning at F, frequency band.

00 27TAA ] 27 00 —j
FD _ RSI c] 2/ 2 2/ 2 ]
CMJ?/O exp (—sPM )exP{—“}r}zr Y csc(ﬁ—})zM—nAAcr "‘IZM/O (l—exp(m)>dw}
/oo exp| —2AgAy /Z (1 -t (s))dbl +/Z (1 it (s))dbz exp| —2Ay /Z 1-— ! db
0 0 Iv M Iy M 14 sPy LY pm Yy pb—M
o 1
—271A 1-— d
eXp( " M/ZM( (1+SPMEMYM¢YMHZM—ZM,tH_“V>)x x)
oo PLLLY Y mllzm — zoe] =\ ™
2 A/ t ,/t2—H2> 1—<1+s : ' dt
exp( TIAL Hy PL( u my
0 SPNLNYN Y Mmllzm — zne |72 \ ™Y
exp <—27T)\N /Hu tPN(\/ 12 — Hﬁ) <1 — (1 + TNENCNE AfrJLM Nl ) )dt) 27 A pz exp(—27A 22 ) dz x
(¢S] _ Z B + /Z B i _ /Z _ 1
/0 exp( ZAR/\V/O (1-11,(5) )by + i (11}, (5) )b ) exp 24w N e = L
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/0 exp< M o ( <1+5PM£MYM,tYr,v”Z%_ZM,tHﬂXV))x x)
* SPLﬁLYLtYrUHZV *ZLtH_'XV "
exp| —2mA / t tZ—HZ) 1_(1+ AT o . it
P( L PL(m ™

o PNLNYNY — T\
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20y
2exp( 2/\Vz+27TAR/ 1— e 2vvz-y dy) <AV +27'(/\RAV/ z dy)dz

(47)

T

For a full-duplex jamming environment with a UAV-driven C-V2X platform, whenever
the SIR of the V2L connection is larger than or equivalent to the predetermined 7, the LOS
UAV-enabled connection is considered to be in coverage. In a full-duplex setting, the LOS
UAV-enabled link’s coverage is provided as

CLy = /000 Pr{SIRVZL > T}tfL(z)dz X/o Pr{SIR}5} > T} fv(z)dz
. / exp (—sPR) x Ly () X L1, (5) X L, (5) X L1y, (s) % Ly, (5) x Ly, (5)fu(2)dzx
/Oexp ( sPRSI) x Ly (s) X Ly, (s) X Ly, () % Ly, (s) % Ly, () X Ly (s) fv(2)dz, (48)

where (a) exploits (43) by considering 8 = L and m; = 1. By putting values in (48),
the coverage is computed in (49). For V2L link, the coverage is computed as CEJD =

S5 (L1, (5) % Ly (5) X Ly, (5)) f(@)dz %[5 (L1, () % Ly () % L (5) % Liy (5) ) fo (2)dz

oo 00 27AA 27 % —j
D _ RSI 21tAAcj 2/ 2 2/a; .2 ]
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—ZA/ t ,/tZ—Hz) 1—(1+S . : dt
( o Hy PL( u mr,
® SPNLNYN YL l|zE =zl 7 ™
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(49)
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If the V2N’s SIR is greater compared to the pre-defined 7, the V2N transmission is
deemed to be in coverage for an FD scenario that is attacked by jammers. It is given as

Cp = /O T Pr{SIRERy; > ThHfn(2)dz /0 TPe{SIRJE, | > T}y (2)dz
£ /Ozﬂexp (—SP}SISI» x Ly (s) x Ly, (s) x Ly, (s) x Ly (s) x Ly (s) X Ly (s) fn(z)dz
x /0 Zoexp (—sp551)) % Ly;(s) % Ly, () % Ly, (s) % Ly, () x L, (s) % Liy () fy (2)dz, (50)

For a full-duplex jamming environment, a UAV-driven C-V2X platform, whenever the
SIR of the V2N connection is larger than or equivalent to the predetermined 7, the NLOS
UAV-enabled connection is considered to be in coverage. In a full-duplex setting, the NLOS
UAV-enabled link’s coverage is provided as

kb = /O Pr{SIRER\ > 7} fy(2)dz x /0 " Pr{SIRER, > 1} fy (2)dz
. /Texp _spfﬁf)) x Liy(s) % Li, (s)  Liy, () X Ly, (5) x L, (s) % Liy () f(2)dz
/Zﬂexp sPRSI ) x Ly (s) x Ly, (s) X Ly, () % Ly, (s) x Ly, (s) x Ly (s) fv(z)dz, (51)

where (a) exploits (43) using X = N and my=1. By putting values in (51) the coverage is com-
puted as (7). For V2N, the coverage is computed as CK? 7= fo (L 1,(s) X Ly, (s) X L, (s))

fu@)dz x 5 (L1,(5) X Ly (5) x Ly, (5) % Ly (5) ) f(2)dz

© © 27TAAj 27 ®© —j
FD _ RSI c] 2/ 2 2/a5 2 ]
CN,] — /OéXp <_SPN > A exp{_a]r]zT &y CSC(?]>ZV — nA/\CT “]ZV /0 <1 — exp(m)>d(ﬂ}
_ (1 _qt /’Z _ ot B /‘Z B 1
exp( 2/\R/\V/O (1 Lt (s))db1 | (1 le(s))dbz (2w [ (1 ap pvive )
e 1
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The coverage of a full-duplex platform exploited by clustered jammers is expressed as
CiP = AvC + AMCaf; + ALCET + ANCR. (53)

The total coverage probability in the presence of jammers can be found by inserting the
values in (53). However, for a half-duplex, the formula for the total coverage is given as
C/'P = AyCY? + AnCH] + ALCHTP + ANCRY.

6.2. Spectrum Efficiency

Shannon’s capacity of a UAV-driven full-duplex C-V2X platform determines the
frequency utilization efficiency associated with a full-duplex paradigm. The band-
width efficiency of a system exploited by jammers is defined as follows: SE}E b =

Jo Jo In (1 + SIRED ]) fr(z)dzdt. Assuming that N-link selected and exhibits an instanta-
neous SIR equivalent or larger than the threshold, the SE of the connection, ¥, is determined.

SEFD — / / In(1+ SIREY ) () dzat

£ ./0 /0 (SIRQ,] > el — 1)fr(z)dzdt
b ® [ PtﬁgthY,Hzr — ZtH*
o RSI >e —1|fi(z
0 Jo I+ In + P
oo oo e —1)(I]+IN+PRSI)
= > ( dzdt
/0 /0 <gt = TPLYiY|[zr — ze|| fr(z)dz
4 /m /m mfl 1 ([ my(l+ I+ R
N JO JO k=0 k! PtﬁYtYr”Zr — Zt” &r

X ;zkk {LIJ (s) x Ly (s) x E [exp(—smNP£51)]}fr(z)dzdt, (54)

where (a) follows by applying natural log, (b) follows by putting values in SIREEI], (c) fol-

lows by re-arranging, and (d) follows by the same procedure of (43) and considering
§ = (et = 1)(PLYY,||zr — 2| =)~ L. For a full-duplex V2V link exploiting jamming, the
SE is computed as

ED = / / exp PRSI)> x Ly, (8) x L, (8) x Ly, (8) X Ly, (8) x L, (8) x Ly (8)

EFD

M,] —

¢ [[fn(s
[Ton(-s

fv(z)dzdt, (55)

where exp (—In(3)) = Ly, (8) x Ly, (8) and f,(z) = fv(z). For the half-duplex system,

V2V link’s SE is computed as SE{/? = 1/2 [* [° (LI] x Ly, (8) x Ly, (§)>fv(z)dzdt.
The V2M and M2V links’ SE exploiting jammers are integrated together to obtain the
SE of the cellular-MBS link exploiting jammers and can be derived as

[ / / ln 1+SIszM])fL )dzdt x / / ln +SIR§A%V])fV(z)dzdt}

PRSI ) X LI](§) X L[V(§) X LIVO (§) X L[M(E) X L[L(g) X LIN(g)fM(Z)dZth

PRSI ) X Lll(g) X L]V(ﬁ) X LIVD (§) X L]M(§) X LIL( ) X L[N(g)fv( )dZdt:|, (56)

where (a) considers exp (—Ix(8)) = Ly, (3) x Ly, (5) and fr(z)

5 fum(z) for the cellular-
MBS link, whereas, for the M2V connection, exp (—Ix(5)) =

)
1 (8) X Ly, (8) x L (8)

h||
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and f(z) = fv(z)
as SEyH = 1/2 [ [y Ly,
LIL( ) X LIN( )fV(Z)dZdt'
By employing jamming in the system, the V2L connection’s SE and L2V connection’s
SE are combined to produce the LOS unmanned station-aided V2X connection’s SE, which

is provided as

SEFD — U / In 1+SIR€?L,])fL(z)dzdt></0°°/o In(1+SIRER, ) fu( )dzdt]
RSI)) x Ly, (8) X Ly, (8) x Ly, (8) X Ly, (8) x Ly, (8) x Ly (8) fr.(2)dzdt
Z 7

fL(z), for the V2L connec-

(57)

[ [
/O / exp( (PRSI)) X Lll(g) X LIV(§) X LIVU (S) X LIM( ) X L[L( ) X LIN( )fv( )dzdt}
x(8)) = Ly, (s) x Ly, (5 )andfr( ) =
x(8)) = Ly, (8) x L1, (8) x L1 (5)

where (a) considers exp (
tion. Whereas, for the LOS unmanned station link, exp (—I
and f,(z) = fy(z). The SE of the LOS unmanned station link in a half-duplex setup
) X L1, (8) X Ly, (8) f1(z)dzdt x Io o Ly,

is computed as SEHD =1/2 fo fo Ly (8)
Ly (8) x Ly, (8) % LIN( §) fv(z)dzdt.
By exploiting the jamming system, the V2N connection’s SE and the N2V connection’s
SE are combined to produce the NLOS unmanned station-aided V2X connection’s SE

which is provided as

ERD = [/ / In 1+SIRV2NJ)fN(z)dzth/O°°/O In(1+SIRERy, ) fu )dzdt]
PRSI)) X LI]( ) X LIV( ) X LIV ( ) X LIM( ) X LIL( ) X LIN( )fN( )dZdi’X
z ’

2 [ I [ e
/O A exp( (PRSI)) X LI](_) X le(g) X LIVO (§) X LIM(g) X LIL( ) X LIN( )fv( )dZdt:| (58)
where (a) considers exp (—Ix(8)) = Ly, (8) x Ly, (8) and fr(z) = fn(z), for the V2N
connection. Whereas, for the N2V connection, exp (—Ix(5)) = Ly,,(8) x Ly, (8) x Ly, (8)
and fr(z) = fy(z). The SE of the NLOS unmanned station in a half-duplex setup is
computed as SE{}] = 1/2 [ [¢7 Ly, (8) x Ly, (8) x Ly, (8)fn(2)dzdt x [57 [¢~ Ly, (8) x
Ly, (8) x Ly, (8) x Ly (8)fv(z)dzdt. The SE of a full-duplex jamming environment, con-
sidering the C-V2X framework driven by UAVs and MBSs in the presence of jamming, is
(59)

given as
SE[P = AySEVY + AMSE), + ALSEL] + ANSER)
For a full-duplex scenario, the SE exploited by clustered jammers in a UAV-powered C-V2X

setup is calculated by msertmg the values in (59) while for the half-duplex setup, it is given
as SE['P = AySEY} + AMSER) + ALSE['P + ANSERY
The in-depth physical analysis of a full-duplex system shows that RSI factor adds a

7. Results and Discussion
coverage degradation to a full-duplex connectivity. The addition of jamming signals in

the environment further degrades a full-duplex connectivity. Moreover, SIR and coverage
reduce for UAV-enabled connections due to strong environmental influence, whereas V2M

and V2V connections are not influenced
https:/ /doi.org/10.3390/math14152831
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7.1. Simulation Setup and Results

Without compromising generality, the findings are achieved by adhering to Table 3.
The variables used in the present work are consistent with the 3GPP report (Table 7.3-1,
Table 7.4.1-1 of [35]) [26]. In all the figures, the analytical results are obtained by numerically
evaluating the derived expressions, and 100,000 independent simulation runs validate
the analysis. For clarity, Figure 3 distinguish analytical results (denoted by -A in the
legend) and simulation results (denoted by -S in the legend), and the close agreement
between the two validates the accuracy of the derived expressions.The analytical results
show a close match with the simulation results over the entire range of the considered
parameters. This agreement confirms the accuracy of the derived analytical expressions
and validates the proposed analytical framework. The V2V, V2M, V2L, V2N, and U-V2X
linkages exploiting jammers are represented by the colors purple, pink, cyan, brown, and
black, correspondingly.

Table 3. Simulation parameters and values.

Variables Value Variables Value
Node Densities
AR (Roads) 3/km? Ay (VNs) 3/km
Ant (MBSs) 3/km? Ay (UAVs) 6/km?
Path Loss and Fading Parameters
ar (LOS) 2.5 an (NLOS) 3
xy (VNS) 3 XM (MBSS) 4
mp (Nakagami LOS) 1 my (Nakagami NLOS) 1
L (LOS loss) 1dB Ly (NLOS loss) 5dB
Ly (MBS loss) 1dB L (Bias Factor) 0.001
Transmission and Antenna Settings
Hy; (UAV height) 80 m T (SIR threshold) —5dB
N; (Tx antennas) 20 N, (Rx antennas) 20
o, 0%, 0y (Beam jitter) 0° W (Bandwidth) 10 MHz
Jamming Parameters
Aj (Jamming clusters) 2/km? J (Jammers per cluster) 2
r; (Cluster radius) 100 m aj (Jammer path-loss) 3
P; (Jammer Tx power) 23 dBm C (RSI ratio) 62
Environment and Frequency Settings
a (LOS param) 9.61 b (LOS param) 0.16
fe (Carrier freq.) 60 GHz c (Speed of light) 03Gm/s

The simulations take into account that highways containing V-Ns (cars, road-side
units, and pedestrians living close to highways) are scattered around the specified area
employing a PLP, having a road intensity equal to 3/km?. With an intensity of V-Ns = 3/km,
the V-Ns on each route are evenly split, employing a 1-D PPP. The conventional transmitter
is situated on the same highway as the receiver, V-N, or on an entirely separate highway.
The vehicular device used for transmitting signals is described as the traditional or typical
V-N. The traditional highway or road (with the destination V-N) is set up to guarantee
that it crosses the origin for every Monte Carlo experiment run, whereas the recipient
vehicular device is positioned at the coordinate center without limiting generality. The
jamming clusters are distributed following a Poisson distribution, and their distribution
is given by density, A =2 /km?. The intensity of a jamming cluster is given as | = 2,
and the size of the cluster is given by circular radius, r; = 100 m. P; = 23 dBm and the
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jammer’s pathloss exponent is given as a; = 3. Assuming a 2-D PPP to represent MBSs,
and their corresponding intensity = 3/km?, the UAV intensity is 6/km?, and the UAVs are
represented by a 3-D PPP. The probability of a UAV acting as a LOS base-station or NLOS
base-station for the V-N depends upon the UAV’s elevation (h;; = 80 m) and the suburban
setting factors (a = 9.61 and b = 0.16 [27]).

=—_A, 0=0", U-V2X, J=0, HD No RSI
.......... -A, 0=0", U-V2X, J=0, FD No RSI
= " -A, =0, U-V2X, J=0, FD RSI=55dB
= A, 0=0", U-V2X, J=4, HD No RSI
= = =_A 0=0", U-V2X, J=4, FD RSI=55dB
=====_A, 0=5, U-V2X, J=4, FD RSI=55dB
% .S, 00", U-V2X, J=0, HD No RSI
%X .S, 50", U-V2X, J=0, FD No RSI
-S, 0=0", U-V2X, J=0, FD RSI=55dB
-S, 0=0", U-V2X, J=4, HD No RSI
X .S, 50", U-V2X, J=4, FD RSI=550B
¥ .5, 0=5", U-V2X, J=4, FD RSI-55d8

7(dB)

Figure 3. Impact of RSI, varing beam, jammers and SIR thresholds over the typical V-N’s coverage.

When choosing the vehicular device for vehicular transmissions, the V-N having the
highest average power is called a typical or conventional (transmitting) V-N. The transmitter
calculates the mean power acquired at all the stations in order to decide whether to transmit
directly to the V-N or through equipment like MBS, LOS UAV, or NLOS UAV. The typical
V-N connects itself with the MBS if its highest power acquired at the MBS is above or
equivalent to the largest power acquired at the V-N, LOS UAV, and NLOS UAV. In the
scenario that the LOS UAV’s highest average power surpasses the V-N’s, MBS’s, or NLOS
UAV’s highest average power, the typical V-N connects itself with the LOS UAV. Likewise,
the transmitter connects itself with the NLOS UAV when its highest power attained at the
NLOS UAV is above or equivalent to the highest power attained at the V-N, MBS, and LOS
UAV. Otherwise, the conventional V-N connects with the closest V-N, which is located at
the origin.

The interfering signals at the target vehicular device from the remaining V-Ns except
the typical V-N’s signal can be calculated as I/, I; from each of the MBSs at the recipient
V-N, I} from all LOS UAVs at the target, and I} from all NLOS UAVs at the target. The
interfering signals from all the V-Ns at the closest MBS should also be computed as I,
from all the V-Ns at the closest LOS UAV as I{;, and from all the V-Ns at the closest NLOS
UAV as IY. A V-N's residual-power is computed by PE°!, an MBS's residual-power is
computed by PRI, a LOS UAV's residual-power is computed by PR%!, and an NLOS UAV’s
residual-power is computed by PR%! using (6).

V2M connection’s coverage in a half-duplex operation is calculated by determining
the SIR acquired on an MBS (as SIR{}IZDM) based on the conventional V-N and MBS link. The
power acquired by the MBS divided by the interfering signals (as I}) and jamming signals
(as Ij) yields the SIRI‘}?M, ;- The coverage of a V2M connection in a full-duplex operation is
calculated by determining the acquired SIR on the MBS (as SIRLE, ) dividing by the power
acquired on the MBS from the jamming signals (Ij), the interfering signals (as I{}A ), and
residual-power from the MBS (as P}&SI )-

M2V connection’s coverage for a half-duplex operation exploiting jamming is cal-

culated by measuring the SIR (as SIR]I\{/EV’ ]) for the vehicular device related to the MBS.
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The power acquired via MBS at the target V-N divided by the jamming signals (I;) and
the interfering signals (as I);) yields the SIRﬂlz)V, ;- The SIR given as SIRfADZV, ; is used to
calculate the coverage of an M2V connection in a full-duplex configuration, exploiting
jamming for the vehicular device linked with the MBS. The ratio of power produced by
the MBS at the V-N with the jamming signals (I}), the interfering signals (i.e., I};), and
residual-power of the V-N (i.e., P‘I}S Iy is used to calculate the SIRi,gV, e

The SIR via the LOS UAV is calculated as SIRI‘}%)L, ; to determine the extent of the V2L
connection using a half-duplex configuration exploited by jamming for the conventional
V-N connected with the LOS UAV. The power acquired by the LOS UAV divided by the
jamming signals, (Iy) and the interfering signals, I‘L/, yields the SIR‘P,IZDL/ I The SIR across the
LOS UAV is calculated as SIRI‘:,EZ)L/ j to determine the extent of the V2L connection in the
full-duplex operation exploited by jamming for the conventional V-N connected with the
LOS UAV. The ratio of the power acquired over the LOS UAV with the jamming signals, (Ij),
the interfering signals, I‘L/, and the LOS UAV’s residual-power, PESI ,is used to calculate
the SIRY) .

The SIR acquired on the V-N generated by the LOS UAV is calculated as SIR{IZQ/, jto
determine the extent of the L2V connection in the half-duplex fashion exploited by jamming
for the conventional V-N connected to the LOS UAV. The power acquired through the LOS
UAV over the recipient V-N divided by the jamming signals, (Ij), and the interfering signals,
I}, yields the SIRLHz’?/, ;- The SIR acquired through the LOS UAV on the V-N is calculated
as SIR{%’V, ; to determine the extent of the L2V connection in the full-duplex configuration
exploited by jamming for the conventional V-N connected with the LOS UAV. The ratio
of the power generated by the LOS UAV on the V-N with the jamming signals, (Ij), the
interfering signals, IIY, and V-N’s residual-power, P{}S I 'is used to calculate the SIRIE?V, It

When calculating the SIR on the NLOS UAV exploiting jamming as SIR{}?N, j» the extent
of the V2N connection in the half-duplex configuration is determined for the conventional
V-N connected to the NLOS UAV. By dividing the power measured on the NLOS UAV with
the jamming signals, (I}), and the interference, I}}, the SIRI‘}’ZDN, ; is calculated. By calculating
the SIR on the NLOS UAV as SIRigN, I the extent of the V2N connection in the full-duplex
operation exploited by jamming is determined for the conventional V-N connected to the
NLOS UAV. The SIR{,?N, ; is calculated by dividing the power attained on the NLOS UAV
with the jamming signals, (I}), the NLOS UAV’s residual-power, PR%!, and the interfering
signals, I3Y.

When determining the SIR acquired on the V-N generated by the NLOS UAV exploited
by jamming as SIR%?V, ;- the extent of the N2V connection in the half-duplex configuration
is determined for the conventional V-N connected with the NLOS UAV. By dividing the
power generated by the NLOS UAV on the recipient V-N with the jamming signals (I;) and
the interfering signal, I\, the SIR%zDV/ ; is calculated. The SIR acquired on the NLOS UAV
via the V-N is calculated as SIRf\BV, j to determine the extent of the N2V connection in the
full-duplex configuration exploited by jamming for the conventional V-N connected with
the NLOS UAV. The ratio of the power generated by the NLOS UAV on the V-N with the
jamming signals, (I), the interfering signals, 1}, and the V-N residual-power, PX°!, is used
to calculate the SIRf\BV/ I

When calculating the acquired SIR on the V-N as SIRI‘}I?V/ j» the extent of the V2V
connection in half-duplex operation exploited by jamming is determined with regard to the
vehicular device connected to the recipient V-N by employing PC5 or side-link interface.
When dividing the power on the recipient V-N with the jamming signals, (I}), and the
interfering signals, I}/, the SIR{,IZDV, j is calculated. When calculating the acquired SIR on
the recipient V-N as SIR%’V’ ;- the extent of the V2V connection in a full-duplex operation
exploited by jamming is determined according to the vehicular device connected to the
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target vehicular device directly utilizing PC5/side-link. The SIRf,lz)V, j is calculated by
dividing the power on the recipient V-N with the jamming signals, (Ij), the interfering
signals, I“// , and the V-N’s residual-power, P‘I}S I

A full-duplex connection exploiting jamming is considered to fall in coverage if its
determined SIR is greater than or equivalent to the pre-established SIR limit, . This can be
derived using (45), (47), (49), and (52) for V2V, V2M, V2L, and V2N links, accordingly. The
coverage of the half-duplex connections exploiting clustered jammers can be derived by
utilizing a same method and excluding residual interference. Moreover, the coverage of the
full-duplex connections, ignoring jammers, can be derived by utilizing a same method and
excluding clustered interference. Following Equations (55)—(58), the spectrum effectiveness
for a full-duplex connection by exploiting jamming and varying beam is derived. The
half-duplex connection’s SE exploited by jamming can be calculated by utilizing a same
method and avoiding residual-interference. Furthermore, the full-duplex connection’s SE
ignoring jamming can be calculated by utilizing a same method and avoiding clustered
jamming interference.

Figure 3 indicates the impact of clustered jammers, RSIs, variations of antenna 3-D
beam-width, and pre-defined SIR threshold values for the UAV-assisted C-V2X overall
network in regard to V-N’s success in coverage. The V-N’s coverage probability of the
overall connection decreases by increasing the pre-defined value of the SIR. However,
for a network without jammers, coverage is higher in comparison to a network with
jammers because of extra jamming interference added at the denominator of the SIR
expression, which results in a decrease in the SIR and the corresponding coverage.
Moreover, the coverage of a network with a full-duplex environment is less than that of a
half-duplex environment due to the addition of residual interference at the denominator
of the SIR expression. In addition, the coverage of a full-duplex UAV-assisted C-V2X
network exploiting clustered jammers and operating at a millimeter-wave band further
decreases if the 3-D beam-width of the antenna varies because of the wind, air pressure,
or mechanical UAV-controlling motor faults. This is because the power obtained at
the receiver decreases, which decreases the SIR and the coverage. The coverage of
the link by excluding jammers and using perfect SIC is roughly 0.92 at T = 0 dB,
whereas the half-duplex link’s coverage with jammers and using perfect SIC is roughly
0.47. This difference can be attributed only to jammers. The full-duplex transmission
declines to about 0.43 whenever clustered jammers and imperfect RSI (J = 4, RSI = 55dB,
Aj = 2/km?) are present in the system. This represents a fractional reduction of about
44% in comparison to the non-jammer full-duplex link with RSI of 55dB.

Figure 4 indicates the impact of jammers’ power on a UAV-assisted C-V2X platform
exploiting clustered jammers. The coverage of a UAV-assisted C-V2X network decreases
with the increase in the power of jammers. In particular, the full-duplex U-V2X links’
coverage excluding RSI along with ¢ = 0° is roughly 0.8 at P; = 20 dBm. Coverage is
reduced to about 0.79 when RSI of 55 dB is introduced at a similar power setting. In
comparison to the optimal full-duplex analysis, coverage drops to about 0.75 whenever
a beam variation of ¢ = 2.5° is added. This is a cumulative reduction of 5.3%. U-V2X
coverage excluding RSI decreases to about 0.54 as Pj rises to 30 dBm, a decrease of 38%
from previous analysis with P; = 20 dBm, demonstrating the extremely sensitive nature
of coverage to jamming transmission power. This is because of the addition of the
power of jamming signals in the given region. Moreover, the coverage of a network is
further decreased when the antenna 3-D beam-width variations increase in the network.
This is because of the reduction of the received power of the intended transmission at
the receiver, which reduces the SIR and the coverage of the given link in the network.
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Figure 4. Impact of RSI and jammers” power over the typical V-N’s coverage.

Figure 5 indicates the impact of jammers on the V-N’s coverage for a clustered jamming
network in a UAV-assisted C-V2X system. The coverage of a UAV-assisted C-V2X network
decreases with the addition of jamming clusters. In particular, the full-duplex U-V2X
coverage excluding RSI along with ¢ = 0° is roughly 0.51 at A; = 5/km?. Coverage drops
to about 0.50, or two%, when RSI of 55 dB is introduced at a similar intensity. Coverage
decreases to about 0.48 whenever a beam variation of o = 5° is added. This is a cumulative
deterioration of 6.2% in comparison to the optimal traditional full-duplex. This is because
of the addition of jamming signals in the given region. Moreover, the coverage of a network
is further decreased when the antenna 3-D beam-width variations increase in the network.

—#— ,_0", U-V2X, No RSI
=% = ;0°, U-v2X, RSI-550B
=-A-= ;-5 U-V2X, No RSI
B 557 U-V2X, RSI=55dB
—#— ,-0", V2V, No RSl
=% = ,_0°, V2V, RSI=55dB
—-A-- ;5" V2V, No RS|
B 525" V2V, RSI=550B
—#— ,_0", vaM, No RSI
=% = 5-0°, V2M, RSI=55dB
=-A-= ,_5° v2M, No RS
B 525, V2M, RSI=55dB
0=0", V2L, No RSI
0=0", V2L, RS|=55dB
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—— ;_0", V2N, No RS
= K = 5=0", V2N, RSI=55dB
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Figure 5. Impact of RSI and jammers on the typical V-N’s coverage.

Figure 6 indicates the impact of jammers on the V-N’s spectrum effectiveness for a
full-duplex UAV-assisted C-V2X system. The efficiency of the UAV-assisted C-V2X system
in terms of spectrum for a full-duplex network with perfect interference cancellation in
(J =0, U-V2X, No RSI curve) and with residual interference (J = 0, U-V2X, RSI = 55 dBm
curve) is higher without clustered jammers, as compared to the UAV-assisted C-V2X
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system with jammers. The effectiveness of the spectrum of a UAV-assisted C-V2X network
decreases with the addition of jamming clusters. This is because of the addition of jamming
interference in the given region that reduces the SIR and the bandwidth efficiency. Moreover,
the effectiveness of the spectrum of a network is further decreased when the antenna 3-D
beam-width variations, along with the clustered jammers, increase in the network. Hence,
enhanced counter-jamming strategies should be designed whenever jammers, as well as
3-D beam-width variations, interrupt the communication system. The SE approaches to
1.2 nats/s/Hz at A} = 2 assuming the full-duplex setup with jamming devices; the SE,
by eliminating jammers and employing perfect SIC, is around 2.4 nats/s/Hz. Whenever
clustered jamming equipment is increased to A; = 3, the full-duplex communication with
perfect RSI additionally reduces to around 0.9 nats/s/Hz.

25

—#— 0", J=2, U-V2X, No RSI
=% = ,-0", J=2, U-V2X, RSI=55dBm
S S S N G U —:—o=o:,J=2,V2v,NoRS|
=% = =0, J=2, V2V, RSI=55dBm
—#— ;_0", J=2, V2M, No RSI
=% = 5=0°, J=2, V2M, RSI=55dBm
0=0", J=2, V2L, No RSI
0=0", J=2, V2L, RSI=55dBm
—%— ;-0", J=2, V2N, No RSI
=% = 5=0", J=2, V2N, RSI=55dBm
== 5=0", J=0, U-V2X, No RSI
’, J=0, U-V2X, RSI=55dBm

SE (nats/sec/Hz)

Figure 6. Impact of RSI and jammers on the typical V-N’s spectrum.

Figure 7 indicates the impact of jammers’ power on the V-N’s spectrum for a clustered
jamming network in a UAV-assisted C-V2X system. The effectiveness of the spectrum
of a UAV-assisted C-V2X network decreases with the addition of the power of jammers.
In particular, the SE for the full-duplex U-V2X connection excluding RSI with no beam
dispersion (¢ = 0°) equals roughly 1.07 nats/s/Hz at P; = 20 dBm. Whenever RSI of
55 dB is introduced at the identical power value, SE is reduced to about 0.725 nats/s/Hz, a
decrease of about 39% that can only be attributed to RSI. The SE of the full-duplex U-V2X
connection lacking RSI decreases to about 0.45 nats/s/Hz when Py rises to 30 dBm, a
significant decrease compared to the analysis with P; = 20 dBm. The SE further drops
to about 0.25 nats/s/Hz whenever RSI as well as beam variation (¢ = 2.5°) exist at
Py = 30 dBm. This is because of the addition of the power of jamming interference in
the given region, which decreases the SIR and the spectrum effectiveness. Moreover, the
effectiveness of the spectrum of a network is further decreased when the antenna 3-D
beam-width variations increase in the network.

Figure 8 shows the effect of the V-Ns on the extent of coverage of the target V-N. The
coverage of the UAV-assisted C-V2X connection degrades due to a jamming cluster when
the clustered jammers are increased in the network. However, when the percentage of
V-Ns in the system is increased, the pathloss across the examined V-Ns minimizes while
the obtained SIR associated with the V2V connection grows, which enhances the extent of
coverage of the V2V connection compared to the remaining connections. The inclusion of
residual-interference in the UAV-assisted C-V2X system reduces its coverage (as indicated
by 0=2.5). In particular, the U-V2X full-duplex coverage excluding RSI with a ¢ = 0°
is roughly 0.72 at Ay = 5/km. Coverage is reduced to about 0.68 when RSI of 55 dB is
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introduced at the identical density. The coverage reduces even more to about 0.65 when
beam variation (¢ = 2.5°) is added. This represents an overall deterioration of 10 (%) in
comparison to the optimal full-duplex benchmark. The reason is that when the RSI is
added to the system, the interruption in the denominator of the recipient SIR rises, which
lowers the obtained SIR and coverage of the evaluated connection. Additionally, whenever
the deviations of the LoS or NLoS UAV’s antennae beam-width changes grow (that is,
from o = 0° to o = 2.5° or ¢ = 5°), the coverage of the V2L link and V2N connection
reduces (in contrast to the V2M connection and V2V connection). This happens since
high-speed winds, air challenges, or the vibration impacts of regulating controllers can
trigger the UAV’s alignment to oscillate. Hence, enhanced counter-jamming strategies
must be designed whenever jammers, as well as 3-D beam-width variations, interrupt the
communication system.

—— ,-0", J=2, U-V2X, No RS
= X = 50", J=2, U-V2X, RSI=55dBm
—-A-= ;_25° J=2, U-V2X, No RSI
B 5225, J=2, U-V2X, RSI=55dBm
—#— 520", J=2, V2V, No RS
= % = -0°, J=2, V2V, RSI=55dB
—-A-= ;25 =2, V2V, No RSI
vl 52057 J=2, V2V, RSI=55dBm
—#— 5-0", J=2, V2M, No RS
= % = 5=0", J=2, V2M, RS|=55dBm
=A== ;_25° J-2, V2M, No RSl
B 505" J=2, V2M, RSI=55dBm
0=0", J=2, V2L, No RSI
70", J=2, V2L, RSI=55dBm
0=25", J=2, V2L, No RSI
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o = K = 520", J=2, V2N, RSI=55dBm
=A== ;_25° =2, V2N, No RS
P (dBm) | -B ;55 j-2 VN, RSI=55dBm

SE (nats/sec/Hz)

Figure 7. Impact of RSI, beam variations and jammers’ power over the typical V-N’s spectrum.

Figure 9 demonstrates the way RSIs, beam-width shifts, and UAVs affect the V-N’s
coverage. It can be observed that the coverage of the U-V2X connection without RSI,
clustered jammers, | = 2, and beam-width variations of ¢ = 0° has lower performance in
comparison to coverage of the U-V2X connection without RSI and ¢ = 0°. In particular,
at Ay = 4/km?, the U-V2X full-duplex coverage lacking RSI with ¢ = 0° in the midst of
jamming devices is roughly 0.65, as opposed to roughly 0.93 for the jammer-less case at
the identical density. This indicates that jamming phenomenon by itself has caused an
impairment of almost 43%. When jamming devices at A;; = 4/km? are added with RSI of
55 dB, coverage decreases even more to about 0.62 making a fractional decrease of 50%.
This is because of the addition of extra jamming interference in the system, which reduces
the SIR and the system’s performance. Due to the presence of additional interference (i.e.,
self-interfering signals) in the SIR expression, which lowers the acquired SIR, the coverage
of a full-duplex UAV-assisted C-V2X system with RSI for different connections, including
V2V, V2M, V2L, or V2N connections, falls short compared to the particular connections
lacking RSI. Since the path loss across V-Ns and UAVs reduces as the mean number of
UAVs in the systm rises, the coverage of V2L or V2N connections enhances (in comparison
to V2V and V2M connections).
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Figure 8. Impact of RSI, varying beams, and V-Ns over the typical V-N’s coverage. A; =2, ] = 2.
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Figure 9. Impact of RSI, jammers and LAPs over the typical V-N’s coverage.

Figure 10 illustrates the way UAVs and beam-width fluctuations affect a clustered
jamming framework in a full-duplex UAV-assisted C-V2X setup across the V-N’s coverage.
In contrast to V2V and V2M connections, the extent of coverage of V2L and V2N connections
diminishes whenever the beam-width alignment of the UAV changes and oscillates (such as
o = 2.5°). This happens due to the contrast to non-aerial base-stations; the 3-D radiation of a
UAV is susceptible to oscillations having an acceptable dispersion (variance) depending on
the velocity of the wind, air challenges, and the noise-disturbance of the regulating motor.
Hence, enhanced counter-jamming strategies should be designed whenever jammers, as
well as 3-D beam-width variations, interrupt the communication system. The results reveal
several non-trivial trade-offs for the full-duplex system with A; = 2 and | = 2. The V2V
link outperforms the V2L connection when UAV density < 4/km? because at low UAV
densities the expected V-N to LOS UAV distance is large, resulting in higher path loss
on the V2L link than the V2V link. Moreover, a non-monotonic behavior is observed for
the V2L connection, where coverage increases with UAV density up to a threshold of
approximately 25/km?, beyond which V2L coverage decreases because the aggregate LOS
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UAV interference growth dominates the path loss reduction. In contrast, V2N coverage
increases monotonically with UAVs since NLOS UAVs experience higher path loss and
additional attenuation £y, making them inherently weaker interferers than LOS UAVs,
and the benefit of reduced V-N to UAV distance consistently outweighs the additional
interference. This asymmetry between V2L and V2N behaviors with respect to UAVs is a
non-trivial result that requires the derived analytical expressions to characterize precisely.

= = =.A 0=0", U-V2X, RSI=55dB
1 K5, 0=0", U-V2X, RSI=5508
oo -A, 0=25", U-V2X, RSI=55dB
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Figure 10. Impact of varying beams and LAPs over the typical V-N’s coverage. A} = 2.

Figure 11 shows how MBSs, beam-width fluctuations, RSIs, and clustered jammers
affect the V-N’s coverage. The coverage of the UAV-assisted C-V2X system with clustered
jammers is lower than that without a clustered cellular network because of the addition
of extra interference from the clustered jammers. In particular, the U-V2X full-duplex
coverage without RSI and having ¢ = 0° is roughly 0.7 at A5 = 5/km?. Coverage drops
to about 0.69 when RSI of 55 dB is introduced at identical intensity. This 1.4% decrease is
caused by RSI within the SIR equation. Coverage decreases to about 0.68 whenever a beam
variation of o = 2.5° is included. This is a cumulative reduction of 2.8% in comparison to
the optimal traditional full-duplex with the identical MBS intensity. In comparison to V2V
and V2M connections, the coverage of V2L and V2N connections diminishes as the UAV’s
beam-width orientation varies, up to ¢ = 2.5°. This is due to the fact that the 3-D beam of
the UAV is susceptible to variations that are represented by a standard deviation (variance)
that is influenced by wind speeds, atmospheric pressures, and the noise produced by
mechanically controlled motors. When the mean number of MBSs in an infrastructure
grows, the path loss across V-N and MBS reduces, boosting the acquired SIR and extent
of coverage of the V2M connection (in comparison to V2V, V2L, and V2N connections).
Since additional disruption (for instance, residual-interference) is included in the acquired
SIR, a full-duplex UAV-assisted C-V2X system exploiting clustered jammers with RSI (and
o = 2.5°) for different connections, including V2V, V2M, V2L, and V2N connections, is
lower than the coverage of the specified connections lacking RSI.
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Figure 11. Impact of RSI, varying beams and MBSs over the typical V-N's coverage. A; = 2.

7.2. Anti-Jamming Technigues

To mitigate the negative effects of jamming transmissions and ensure the safe oper-
ation of full-duplex configurations, a number of strategies might be used. Slot-centered
V2X equipment [41] is one potential strategy that reduces deliberate side-link surveillance
and operations that interfere with V2X exchanges by changing the pace of data delivery.
It is also possible to employ a randomized station-hopping technique [42], in which the
effect of jammy interruption is lessened by channel surfing. According to [43], a sudden
change in conventional RF frequencies lessens the negative impacts of jamming equip-
ment by repeating communications on an unhindered path. In [44], a behavioral-based
architecture enables vehicular devices to cooperate and exchange identification in order
to thwart jamming assaults. Service results in interrupted jamming scenarios might also
be evaluated using the MIMO-powered approach in [45]. Additionally, the detrimental
effects of various jamming instances are capable of being lessened in real-world situations
by modifying information rates and power management techniques [46,47]. The derived
coverage and SE expressions in this paper provide analytical benchmarks against which
these countermeasures can be evaluated in future work.

7.3. Limitations and Future Research Directions

The analytical characterization of the UAV-enabled C-V2X full-duplex infrastructure
under clustered jamming conditions is covered in this research; it is worthwhile addressing
a few underlying considerations. First, the approach neglects shadowing that can take
place in congested urban settings where adjacent automobiles exhibit identical obstacles
since it implies geographically independent fading over connections. Second, organized
urban grid geometries like Manhattan-shaped roadway frameworks can be considered
to model roads. Third, time-varying impacts like Doppler shift are not included. Lastly,
the evaluation is limited to millimeter wavebands (60 GHz) and excludes the terahertz
frequency (THz) spectrum, that is becoming more and more popular for vehicle systems.

The current work can be extended by: (i) applying the design to THz band trans-
missions to assess system behavior according to severe beam sensitiveness and molecular
absorption for higher-speed automobile situations [48]; (ii) adding shadow-based mod-
eling and organized road configurations to more accurately simulate complex urbanized
configurations; (iii) creating mobility-conscious channel-specific modeling that specifi-
cally take into consideration handover parameters and Doppler effects; (iv) implementing
counter-jamming approaches like flexible beam-forming, and intelligent reflection-based
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surface-aided jamming [49,50]; and (v) examining joint UAV high-altitude optimization
techniques along with jamming to increase system capacity within real-world settings [51].

8. Conclusions

This paper examines a full-duplex millimeter waveband UAV-driven C-V2X system
exploited by clustered jamming and beam-width variations of the antenna. Clustered
jamming uses devices in groups and interrupts the desired or intended transmissions. The
paper models UAVs as a 3-D PPP and MBSs as a 2-D PPP, while roads are characterized
by a PLP and the V-Ns on each road are characterized by a 1-D PPP. The deviations of the
UAV’s antenna 3-D beam are characterized by a Normal distribution. From a theoretical
standpoint, the association, coverage, and spectrum of a typical connection are investi-
gated by considering a full-duplex infrastructure as a function of jamming clusters, V-Ns,
MBSs, UAVs, jammer’s power, and beam-width deviations. From a practical engineering
prospective, the results revealed that clustered jamming signals reduce the efficiency of a
full-duplex UAV-driven C-V2X millimeter-wave connectivity when compared with a net-
work without jamming signals, and that the efficiency of a network further reduces when
there are larger 3-D beam-width variations of the antenna along with the clustered jammers.
Hence, enhanced counter-jamming strategies must be designed whenever jammers, as well
as 3-D beam-width variations, interrupt the communication system.

Future research will focus on producing robust beam correction using deterministic
beam monitoring and reinforcement learning-driven beam synchronization, setting up anti-
jamming techniques like jamming-sensitive energy management and intelligent reflective
surface-supported interfering suppression, expanding the design to THz band transmission
for rapid vehicular environments in advanced networks, and adding shadowing and precise
mobility models to make the architecture more realistic for dense urban configurations.
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Appendix A. Derivation of (14)

V-N’s communication with the closest receiving device is based on the assumption
of the absence of additional devices that are located closer than the recipient device. Two
important probabilities can be taken into consideration to obtain the desired distance-
distributions. Primarily, for the first probability, the devices between V-N and the recipient
device are assumed to be zero, and in the subsequent probability, the V-Ns on the highway
that runs through —zy to +zy but passes the center point, 0, are assumed to be zero. A
typical method for describing the CDF of distance is computed as [12]
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Fy(z) =1— [Pr{zy > z}]
B1 B2
=1- Pr{N(D(O,Zv)) = 0} PI'{N(D()(_ZV/ +ZV)) == 0} ,
B1
where Pr{N(D(o,zy)) = 0} is the probability that the number of V-Ns is null for a disc,

B2
D(o,zy), placed at origin with radius zy, and Pr{N(D,(—zy, +zy)) = 0} is the probability
that the number of V-Ns is null between points —zy and zy for a typical road passing

origin. B can be simplified by considering that there are I roads in a disc, D(0,zy), and
can be expressed as

ad !
51:2 Pr{NRoads(D(Or ZV)):Z}Xl | PI‘{N(Roadq) = O},
=0 ol

where D(o,zy) corresponds to I, Pr{Ngoaqs(D(0,zy))=I} represents the probability of the
entire number of roads within a circle-shaped region, while Pr{N(Road,;) = 0} represents
the probability of the number of equipment on each segment of the g-th motorway. Each
highway’s V-N is supposed to conform with a 1-D PPP, although highways in the frame-
work under evaluation are assumed to follow a PLP. Thus, the average number of roads in
a circular radius is I; = 27tAgzy, and the average number of devices on each motorway is

Iy = 2Ay (/22 — y2. The representation of By is
v Y P

I Iy

—— A~
exp| — ZH}\RZV (ZNARZV)I
0o z 72AV Z%/' - 3/2
Bi=1)_ / e dy
1=0 l' zy ZZV

B1 can be simplified by using [, ;12 dz = 2z and given as

!
(nAR ff‘gv e vy Z%/*y2dy)

B1 = exp(—27Arzy) ) T

1=0

1
Using Y 72, )li' = exp()), B1 can be computed as

Z
B = exp(—Zn)\R/(; ' (1 —e vy Z%/yz)dy)

Similiar steps can lead to get, B, and can be computed as By = exp(—2Ayzy). Inserting the
values of 81 and B, in Fy(z), the CDF is given as

z
Fy(z) =1- exp(—Zﬂ/\R /0 ' 1-— g_ZAV\/Z%/_yZdy) exp(—2Ayzy).
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Appendix B. Derivation of (42)

Given a cluster of jamming equipments, the disruption caused by jammers could
possibly be calculated as [52,53]

O Q

Ly = exp{=Ay [ (1= exp{=] 7 (£) Dy} x [ exp{=] 7 (t)} )y,

xl—xz—t)
gx1—xp—t)+g(t)/7

where v (t,y) = [ f(x1)dx;. For clustering devices, PGF is U,

and is computed as

U= exp{—)x; /000(1 —exp{—] 000 g(x1 3:(3;12_):)2+;)(t)/rf(x1)dx1})dy}

éem{—h/:( exp{/ I8y Xl))d/x;}>dy}
gexp{A]ﬂTz/”‘szf./(; (1exp{1_i__0]a]/2}>d0}.

) can be found using simple math as () = exp{—Jz§ T2/% 27; csc( 1)} [52], where

-1
J=A (m‘%) . An equation for jammed disruption of clustered equipments is obtained

by putting U and (Y in Lj,.
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