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Abstract

Face recognition is increasingly being adopted in industries such as education, security,
and personalized services. This research introduces a face recognition system that lever-
ages the embedding capabilities of the CLIP model. The model is trained on multimodal
data, such as images and text and it generates high-dimensional features, which are then
stored in a vector index for further queries. The system is designed to facilitate accurate
real-time identification, with potential applications in areas such as attendance tracking
and security screening. Specific use cases include event check-ins, implementation of
advanced security systems, and more. The process involves encoding known faces into
high-dimensional vectors, indexing them using a vector index FAISS, and comparing them
to unknown images based on L2 (euclidean) distance. Experimental results demonstrate
a high accuracy that exceeds 90% and prove efficient scalability and good performance
efficiency even in datasets with a high volume of entries. Notably, the system exhibits supe-
rior computational efficiency compared to traditional deep convolutional neural networks
(CNNs), significantly reducing CPU load and memory consumption while maintaining
competitive inference speeds. In the first iteration of experiments, the system achieved over
90% accuracy on live video feeds where each identity had a single reference video for both
training and validation; however, when tested on a more challenging dataset with many
low-quality classes, accuracy dropped to approximately 73%, highlighting the impact of
dataset quality and variability on performance.

Keywords: attendance tracking; CLIP; embeddings; face recognition; FAISS; real-time
identification; security screening; vector search

1. Introduction
In today’s digital age, facial recognition technologies play a key role in transforming in-

teractions with computer systems, securing spaces, and optimizing everyday processes [1].
Facial recognition is one of the fastest growing fields in biometric authentication [2,3],
enabling fast and reliable identification of individuals without the need for physical contact
or additional interaction [4]. With the increasing availability of advanced computational
resources [5,6] and sophisticated algorithms, implementing facial recognition systems has
become an indispensable tool across various industries [4,7].

The applications of this technology are diverse and span multiple sectors. In education,
facial recognition can be used for automated student attendance tracking, allowing for more
efficient monitoring and record-keeping. In the security sector, this technology enables the
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identification of suspicious individuals and enhances surveillance in public and private
spaces, significantly contributing to crime prevention and increased safety. Additionally,
in personalized services, facial recognition helps tailor user experiences by providing access
to relevant information and services based on the user’s identity [8].

Traditional face recognition models, such as FaceNet [5], DeepFace [6], VGG-Face [9],
and ArcFace [10], achieve very high accuracy on standard benchmarks (often exceeding
97–99%), but typically require large-scale training, fine-tuning, and substantial compu-
tational resources, which can limit their scalability and real-time deployment. YOLO-
Face [11,12] offers a fast, all-in-one solution, but its performance can degrade on more
complex or occluded faces.

The goal of this research is to develop and evaluate an efficient facial recognition sys-
tem that leverages the capabilities of the CLIP (Contrastive Language-Image Pre-Training)
model to extract high-dimensional features from images and video recordings, minimizing
the need for extensive fine-tuning [13]. Combined with FAISS (Facebook AI Similarity
Search) vector search [14–18], the system supports fast and accurate real-time facial identi-
fication. While its accuracy ranges from ∼87–100% depending on dataset characteristics,
the approach is fast, scalable, and requires minimal training, making it suitable for real-time
applications such as attendance tracking and security screening.

Through experimental evaluation, this research demonstrates how the combination
of advanced machine learning techniques and optimized search algorithms can improve
both the accuracy [13,19] and deployment efficiency of facial recognition systems. Despite
slightly lower peak accuracy compared to fully-trained CNN models, the proposed ap-
proach offers a better trade-off between performance, real-time responsiveness, and adapt-
ability in realistic application scenarios.

The main contributions of this work can be summarized as follows:

• We propose a novel face recognition pipeline that leverages a pre-trained CLIP model
for facial embedding extraction combined with FAISS-based similarity search, demon-
strating that multimodal vision-language models can be effectively repurposed for
high-performance face recognition without task-specific fine-tuning.

• We present, to the best of our knowledge, the first systematic evaluation of the CLIP–
FAISS combination for face recognition in both controlled and unconstrained video-
based scenarios, achieving recognition accuracy exceeding 90% on live video feeds
and maintaining robust performance across challenging datasets.

• We introduce a deterministic, threshold-based voting mechanism with configurable
parameters (k1, k2, and distance threshold), enabling transparent, reproducible, and in-
terpretable decision-making in the embedding space.

• We provide a comprehensive resource utilization analysis, demonstrating that the
proposed zero-shot architecture achieves superior computational efficiency—reducing
CPU load by nearly 50% and significantly lowering memory overhead compared to
traditional deep CNN-based frameworks, thus facilitating scalable deployment on
consumer-grade hardware.

• We establish a standardized benchmarking protocol on the YouTube Faces (YTF)
dataset, providing a fair comparative analysis that highlights the trade-off between the
extreme flexibility of vision-language embeddings and the peak accuracy of identity-
specific supervised models.

• We conduct an extensive grid search analysis to investigate the impact of neighborhood
size and distance thresholds on recognition performance, providing practical insights
into cost-effective and scalable deployment under limited computational resources.

https://doi.org/10.3390/mca31020036

https://doi.org/10.3390/mca31020036


Math. Comput. Appl. 2026, 31, 36 3 of 25

• We perform a detailed dataset quality analysis, identifying and excluding extremely
low-quality classes, and demonstrate how dataset characteristics such as resolution, blur,
and intra-class variability directly affect embedding-based face recognition performance.

Despite the strong performance of conventional face recognition models, most existing
approaches are fundamentally constrained by their reliance on large-scale, task-specific
training datasets and rigid class definitions. These limitations significantly reduce their
adaptability in real-world scenarios where new identities appear frequently, labeled data is
scarce, and deployment conditions vary over time. As a result, high benchmark accuracy
does not necessarily translate into practical robustness or scalability in live systems. In
contrast, CLIP-based representations introduce a fundamentally different paradigm for
face recognition. Rather than optimizing embeddings exclusively for closed-set identity
classification, CLIP learns a semantically structured, high-dimensional embedding space
through large-scale contrastive vision–language pre-training. This property enables strong
zero-shot and few-shot recognition behavior, allowing new identities to be incorporated
without retraining or fine-tuning the underlying model. From a recognition perspective,
this leads to improved generalization across unseen subjects, varying illumination condi-
tions, and heterogeneous data sources. The key recognition effect exploited in this work is
the stability and semantic consistency of CLIP embeddings under domain shifts. While
traditional CNN-based face recognition models tend to overfit to dataset-specific distribu-
tions, CLIP embeddings preserve inter-class separability even when facial images differ in
resolution, pose, blur, or capture device. This makes CLIP particularly well suited for video-
based and real-time recognition scenarios, where input quality is inherently inconsistent.
Furthermore, by decoupling feature extraction from identity classification and pairing CLIP
embeddings with FAISS-based approximate nearest neighbor search, the proposed system
enables scalable open-set face recognition. New identities can be added dynamically by
inserting embeddings into the index, eliminating the need for costly retraining cycles. This
architectural separation represents a significant practical and conceptual shift compared to
end-to-end trained face recognition pipelines.

The remainder of this paper is organized as follows. Methodology section details the
proposed methodology, focusing on the integration of the CLIP model for high-dimensional
feature extraction and the FAISS index for efficient similarity search. Results section
presents the experimental results and provides an analysis of system performance across
different datasets. Discussion section discusses the practical implications of the results,
addresses testing limitations, and explores potential real-life applications and live-feed
implementation. Finally, conclusion section concludes the paper by summarizing the key
findings and suggesting directions for future research

2. Related Work
FAISS (Facebook AI Similarity Search) [14,18] and CLIP (Contrastive Language-Image

Pretraining) [20–22] represent two advanced approaches in the fields of computer vi-
sion [23] and natural language processing [24] for data processing and retrieval. FAISS
is a highly efficient system for vector similarity search [17], optimized to handle large
databases. Its applications include image retrieval based on visual similarity, biomet-
ric facial recognition systems, recommendation systems, and semantic search for textual
data and genetic sequences. It is particularly useful in IoT data analysis and anomaly
detection [25], enabling fast comparisons of time series [26] data and sensor patterns. Fur-
thermore, FAISS is utilized in accelerated document search systems, user behavior analysis,
and real-time data classification, significantly improving the scalability and efficiency of
machine learning models.
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On the other hand, CLIP is a transformer-based model trained on a large dataset com-
bining images and descriptive texts, allowing it to understand visual content in the context
of natural language. Its applications include image retrieval based on textual queries, auto-
matic image captioning, zero-shot classification [27–29], and improving generative image
models such as DALL·E [30] and Stable Diffusion [31]. More recently, CLIP-based zero-shot
learning has been successfully applied in domain-specific and safety-critical scenarios,
such as maritime object recognition and monitoring, demonstrating strong performance
even with minimal labeled data and highlighting the model’s potential for real-world
deployment in dynamic environments [32]. CLIP is also used for content moderation,
video analysis, autonomous system interactions with the environment, and in creative
industries for generating artistic visuals based on semantic descriptions.

Although FAISS and CLIP have been applied individually in various domains, no
implementation has been recorded that combines them for scalable real-time facial recog-
nition. This work introduces the first such approach, leveraging CLIP’s capabilities to
generate robust facial representations [10] and FAISS’s efficiency for extremely fast searches
within large databases [15]. The integration of these two models enables the development
of advanced multimodal data processing systems, providing more efficient search and
classification methods across a wide range of applications, from security systems to creative
industries. Proposed implementation not only enhances the speed and accuracy of facial
identification, but also unlocks new possibilities in the field of computer vision that have
not yet been explored.

3. Proposed Methodology
The described system is implemented in Python version 3.12 using CLIP for embed-

ding extraction from images and FAISS for fast similarity search. Video recordings of
human faces are processed into individual frames prior to embedding extraction. In the
initial experimental setup, frames extracted from the same video recording were used for
both training and validation. While this configuration allowed for a preliminary assess-
ment of system performance, it represents an optimistic scenario due to the strong visual
similarity between samples originating from the same video stream.

To obtain more realistic and robust evaluation results, a second dataset configuration
was adopted in which each class (individual) was represented by two entirely separate
video recordings [33], one used exclusively for training and the other for validation. This
setup better simulates real-world deployment scenarios, where faces are observed under
varying conditions across different recordings. Figure 1 shows a schematic represen-
tation of the system highlighting all the key steps of facial recognition, from the initial
image input to the final classification using FAISS. The system first loads known face
images using the load_known_faces() function, which iterates through directories labeled
with class names. Each class contains a subdirectory named train, where images used
for embedding extraction are stored. For each image in the training directory, the func-
tion add_known_face() is invoked to extract image embeddings using the CLIP model.
Specifically, the openai/clip-vit-base-patch32 variant was employed. Images are pre-
processed using the corresponding CLIPProcessor, including resizing and normalization
to the model’s required input resolution of 224 × 224 pixels. The resulting embeddings are
512-dimensional vectors and are computed on a GPU when available. Batch processing is
used to improve computational efficiency, with the batch size determined by available GPU
memory. Each embedding is associated with its corresponding class, forming a database of
known identities used during the recognition phase.

https://doi.org/10.3390/mca31020036

https://doi.org/10.3390/mca31020036


Math. Comput. Appl. 2026, 31, 36 5 of 25

CLIP Model
Face 

Embedding
FAISS Index

Face 

Matching

Storage 

(Pickle + 

FAISS)

System Backend (Flask)
User Interface

User Input

Figure 1. Schema overview.

After extracting embeddings, the computed vectors are organized into a FAISS index
using the build_index function. FAISS enables fast vector search in high-dimensional
space using the L2 distance, also known as Euclidean distance [34,35]. The Euclidean (ℓ2)
distance between two vectors A = (a1, a2, . . . , an) and B = (b1, b2, . . . , bn) is defined as

d(A, B) = ∥A − B∥2 =

√
n

∑
i=1

(ai − bi)
2. (1)

This metric measures the physical distance between two points in an n-dimensional
space and is used to compare face embeddings. The rationale for choosing the Euclidean
distance is summarized in Table 1. Figure 2 illustrates a system flowchart depicting all
crucial steps required for successful face classification. In the proposed system, FAISS
is employed to store all known face embeddings within an IndexFlatL2 index, enabling
efficient similarity search based on L2 distance [36–38]. When a new embedding is added, it
is directly inserted into the index together with its corresponding class label. During recog-
nition, the embedding of the input face image is compared against the stored embeddings,
and the system retrieves the k2 nearest neighbors with the smallest L2 distances

Table 1. Rationale for using Euclidean (L2) distance in the proposed facial recognition system.

Reason Description

Native FAISS support The IndexFlatL2 index natively implements L2 distance, allowing extremely
efficient similarity search without custom metric overhead.

Geometrical interpretability
Euclidean distance corresponds to the “straight-line” distance between two
points in the feature space, making it intuitive for measuring similarity
of embeddings.

Consistency with feature extraction
The embedding vectors produced by the chosen feature extractor are nor-
malized in a way that L2 distance accurately reflects similarity; in many CV
pipelines, L2 distance correlates well with cosine similarity after normalization.

Computational efficiency
Compared to other metrics like Mahalanobis distance or learned metrics, L2
distance is simple to compute and scales efficiently to large datasets, which is
crucial for real-time recognition.

A similarity threshold is applied directly to the L2 distances to filter out embeddings
that are not sufficiently similar. Only neighbors whose distance is less than or equal to
the defined threshold are considered valid candidates for classification. Among these
candidates, a voting mechanism is applied using the first k1 nearest neighbors, where the
predicted class is determined by the most frequently occurring label [39–41]. If none of the
top k1 neighbors satisfy the threshold, additional neighbors in the range from k1 to k2 are
evaluated as a fallback to improve robustness. If no neighbor meets the threshold criterion,
the face is deterministically classified as Unknown,which occurs when the embedding
does not sufficiently match any known face in the database.This threshold-based filtering
represents the decisive criterion in the classification pipeline, while the parameters k1 and k2

control the size of the primary and backup voting sets. The procedure is fully deterministic
and reproducible: given the same embeddings and threshold value, identical predictions
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are always produced. While the threshold remains a fixed and stable value during real-
time (live) inference to ensure consistent recognition, it was dynamically adjusted during
the grid search phase to identify the optimal cutoff. Specifically, all combinations of
k1, k2, and threshold values were systematically evaluated, ensuring transparency and
interpretability of the reported results. The threshold thus represents an explicit cutoff in
the embedding space rather than an arbitrary heuristic, and can be readily transferred to
new datasets. Described voting process is visualized on Figure 3 which depicts the process
of finding k1 and k2 nearest matches.

User input
Loading 

CLIP model
Embedding 

face

FAISS 

Indexing
Classif ication

Output 

results with 

predicted face

Figure 2. System flowchart.

0.54 0.56 0.58 0.60 0.62 0.64 0.66

x1

0.50

0.52

0.54

0.56

0.58

0.60

x
2

Simplified Voting Visualization

K1 neighbors (1–5)

K2 neighbors (6–15)

Recognized face (target)

Voting connections

Figure 3. Simplified voting visualization.

First, the system was tested on a dataset of approximately 500 classes, where each
person had one video, using some frames for training and the rest for validation (80–20 split).
In this case, the results showed 100% accuracy. This high performance was attributable to
the minimal difference between the training and validation images, as both were derived
from the same recording and context, failing to test the model’s ability to generalize to
new environments. To further enhance the realism of our evaluation and ensure robust
performance assessment, we utilized the YTFaces dataset [42], which comprises videos of
individuals captured in unconstrained and diverse environments (Figures 4 and 5). This
dataset effectively simulates the type of input the system would encounter in a live camera
setting, including variations in pose, lighting, and background.

As described in Table 2, the dataset, in total, includes 3425 videos representing 1595
unique individuals, with most subjects having two or more videos available. Video lengths
vary substantially, ranging from very short clips of under 50 frames to longer sequences
exceeding 6000 frames, with an average duration of around 180 frames per clip. For evalua-
tion, two distinct videos per person were selected to ensure that frames used for training
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and validation came from completely separate recordings, providing a realistic scenario for
testing the model’s ability to recognize faces across different conditions.

Table 2. Summary of the YTFaces Dataset Used for Evaluation.

Property Value

Total number of videos 3425

Number of unique individuals 1595

Average videos per individual 2.15

Minimum video length 48 frames

Maximum video length 6070 frames

Average video length 181 frames

Training–validation split Two separate videos per individual

Evaluation protocol No frame overlap between training and validation

Figure 4. Training dataset image.

Figure 5. Validation dataset image.
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3.1. FAISS Implementation

Face embeddings were visualized in a two-dimensional space using Principal Compo-
nent Analysis (PCA) [43,44]. PCA reduces dimensionality by projecting high-dimensional
data onto a smaller set of principal components while preserving as much variance as
possible. This visualization provides qualitative insight into the relative distribution of
embeddings and their mutual relationships within the CLIP embedding space. Figure 6
illustrates a realistic arrangement of identity clusters in two-dimensional space, where
partial overlap between different classes can be observed.

Such overlap is particularly noticeable for identities with similar facial features, illumi-
nation conditions, or expressions, and becomes more pronounced as the number of classes
and intra-class samples increases [35,45]. While this visual overlap suggests potential
ambiguity in low-dimensional projections, it does not directly reflect the behavior of the
recognition system operating in the original embedding space.

0.4 0.2 0.0 0.2 0.4
Principal Component 1

0.4

0.2

0.0

0.2

0.4

Pr
in

cip
al

 C
om

po
ne

nt
 2

PCA - Embeddings Visualization

Figure 6. Realistic depiction of identity clusters and their overlap in a two-dimensional PCA projec-
tion, with different colors depicting different clusters.

While the PCA visualization in Figure 6 provides an intuitive low-dimensional illus-
tration of the embedding distribution, it does not reflect the actual recognition process.
The proposed system operates exclusively in the original 512-dimensional CLIP embed-
ding space, where all similarity computations and classification decisions are performed.
Dimensionality reduction is used solely for visualization purposes and has no impact
on recognition accuracy. At the core of the recognition pipeline, FAISS indexes all en-
rolled facial embeddings using the IndexFlatL2 structure and performs exact nearest
neighbor search based on the L2 distance metric. Although this approach computes exact
distances, the use of FAISS provides highly optimized vectorized implementations that
significantly accelerate similarity search compared to naive exhaustive comparisons. This
ensures deterministic behavior and reproducible results, which is particularly important
for scientific evaluation and controlled experimental analysis. For each query embedding,
FAISS retrieves the top-k nearest neighbors, effectively constraining the decision process
to a compact local region of the embedding space. By limiting classification to the most
relevant neighbors, the system reduces unnecessary distance evaluations at the decision
level and improves robustness against global embedding density variations. A distance-
based threshold is subsequently applied to remove weak or ambiguous matches, ensuring
that only sufficiently similar embeddings influence the final classification outcome. To
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address class overlap and improve robustness in visually challenging scenarios, the system
employs a deterministic majority voting scheme over the remaining nearest neighbors.
Even in cases where embeddings from different identities partially overlap in the high-
dimensional space, consistent local clustering within the k-nearest neighborhood enables
reliable discrimination. Compared to single-nearest-neighbor classification, this strategy
reduces sensitivity to noise, outliers, and borderline samples, resulting in more stable
and interpretable recognition decisions. From a rationality and optimization perspective,
the use of IndexFlatL2 represents a deliberate design choice that prioritizes accuracy,
transparency, and experimental reproducibility over approximate acceleration techniques.
By decoupling feature extraction from classification and restricting similarity evaluation to a
localized neighborhood defined by top-k retrieval and distance thresholding, the proposed
approach effectively mitigates embedding overlap, accelerates inference at the decision
stage, and preserves recognition accuracy in realistic, high-variability environments.

3.2. Evaluation Process

After defining the dataset, an extensive evaluation procedure was conducted to test
different combinations of the parameters k1, k2, and the similarity threshold. A grid
search strategy [46–48] was employed to systematically explore the parameter space in
a transparent and reproducible manner. The following parameter ranges were defined:
k1 ∈ [1, 9], k2 ∈ [2, 10], and threshold values in the range [0.5, 1.0] with a step size of 0.01.

The selected ranges for k1 and k2 were motivated by the nature of nearest-neighbor-
based face recognition in high-dimensional embedding spaces. Since the classification
decision relies on the closest embeddings in the FAISS index, restricting the search to a
relatively small number of nearest neighbors ensures that only semantically relevant and
spatially close embeddings are considered. Larger values of k would include increasingly
distant neighbors, which are less informative and may introduce noise into the voting
process, potentially degrading classification performance. Furthermore, limiting the ranges
of k1 and k2 significantly reduces the computational cost of the grid search, making the
evaluation feasible under constrained computational resources. This design choice enables
a cost-effective and scalable evaluation strategy while preserving the interpretability and
relevance of the tested configurations. Combinations where k1 = k2 or k2 < k1 were
excluded, as such configurations do not provide meaningful additional information for the
primary and secondary voting mechanism.

During evaluation, each image from the validation set was forwarded through the
CLIP model to extract embeddings, which were subsequently normalized using the ℓ2

norm (linalg.norm) [49] to facilitate consistent distance-based comparisons.
For each embedding from the validation folder, a class prediction, i.e., face recognition,

was performed. The true label and predicted label values were also saved for each image,
which defines the actual class to which the image belongs and the class predicted by the
model. If they are the same, it is a correct classification. If they differ, it indicates an error in
prediction. The prediction is made by taking each validation embedding and comparing it
with the known embeddings extracted from the training images, finding the top-k most
similar embedding (with the smallest distance). Once the system determines which class
the most of top-k similar embeddings belong to, the validation embedding is assigned to
that same class and recorded as a prediction, with an automatic accuracy check.

The threshold parameter was tested in the range of 0.5 to 1.0. Given the use of L2
distance, a lower threshold imposes a stricter criterion for identification, demanding closer
proximity between the query and known face embeddings. The minimum value of 0.5 was
selected to optimize the balance between minimizing false negatives and maintaining a
viable acceptance rate during the initial classification phase. Conversely, increasing the
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threshold subsequently enlarges the acceptable search volume, leading to a corresponding
increase in true positive identifications.

For rigorous and reproducible evaluation, the results of each grid search iteration
were systematically recorded in the file grid_search_results. This logging captured the
configuration parameters and the full set of classification metrics, specifically: k1, k2,
threshold, precision, recall, f1, tp, fp, tn, fn. [41] . The complete definitions
for all parameters and metrics employed are detailed in Table 1.

The grid search process generated a distinct row of data for each iteration, document-
ing the k1, k2, and threshold parameters alongside the resulting evaluation metrics. A
typical output row is shown in Table 3.

Table 3. Sample grid search output for one parameter combination.

k1 k2 Threshold Precision Recall F1 TP FP TN FN

1 2 1.0 0.7305 0.7305 0.677 2702 991 46,577 991

Each parameter combination produced a comprehensive set of evaluation metrics - preci-
sion, recall, F1-score, and the absolute counts of true positives (TP), false positives (FP), true
negatives (TN), and false negatives (FN). This tabular data provided a detailed understanding
of how changes in hyperparameters affected classification performance, thereby enabling
the selection of the optimal configuration that achieved the desired balance across output
metrics. For example, the configuration k1 = 1, k2 = 2, and threshold = 1.0 resulted in
precision = 0.7305 and recall = 0.7305, demonstrating the corresponding number of correct
and incorrect classifications (TP = 2702, FP = 991, TN = 46577, FN = 991). Analyzing
numerous results of this type was essential for assessing the ideal trade-offs necessary for
optimal classification efficiency.

3.3. Effects of Augmentation

During the experimental phase, data augmentation [50] was applied to the training set
using techniques such as rotation, mirroring, cropping, and blurring. However, these meth-
ods significantly degraded the model’s performance by introducing unnatural distortions
that even humans found difficult to recognize. Excessive geometric augmentation alters the
fundamental biometric structure, effectively transforming the image into a representation
of a person the system has not been “trained” on. Such augmentations do not reflect
real-world conditions, where only slight variations in lighting or angle occur–changes the
system can handle reliably. More realistic variations, such as hairstyle changes, facial hair,
or makeup, have minimal impact on embeddings and do not impair recognition.

4. Results
Monitoring the system’s performance across different dataset sizes revealed a critical

observation: as anticipated, the metrics generally decreased as the number of classes and
images increased. The performance metrics employed in this study are detailed in Table 4.
For datasets containing fewer than 25 classes, performance was near-perfect because
the limited number of embeddings ensured ample separation in the embedding space,
thus preventing misclassifications. However, with an increased quantity of images, some
minor misclassifications emerged due to rising embedding density. Table 5 presents the
detailed evaluation metrics for 25 classes, including precision, recall, F1-score, and support
parameters for each class.
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Table 4. Explanation of Classification Metrics.

Term Explanation

TP True positive predictions, i.e., correctly predicted positive samples

FP False positive predictions, i.e., incorrectly predicted positive samples

TN True negative predictions, i.e., correctly predicted negative samples

FN False negative predictions, i.e., incorrectly predicted negative samples

Precision How many of all predicted positive samples are actually positive

Recall How many positive samples are correctly predicted as positive

F1-score The harmonic mean of precision and recall (their balance)

Table 5. Class-wise evaluation metrics reported across 25 classes.

Class Precision Recall F1-Score Support

1 1.0000 1.0000 1.0000 57
2 1.0000 1.0000 1.0000 67
3 0.9662 1.0000 0.9828 257
4 1.0000 1.0000 1.0000 249
5 0.7037 1.0000 0.8261 57
6 1.0000 1.0000 1.0000 102
7 1.0000 1.0000 1.0000 41
8 1.0000 0.6712 0.8033 73
9 0.7273 1.0000 0.8421 56

10 1.0000 1.0000 1.0000 16
11 1.0000 1.0000 1.0000 38
12 0.9494 0.9740 0.9615 77
13 1.0000 1.0000 1.0000 7
14 0.9608 1.0000 0.9800 49
15 0.8333 1.0000 0.9091 25
16 1.0000 1.0000 1.0000 13
17 1.0000 1.0000 1.0000 18
18 0.8788 1.0000 0.9355 58
19 0.8621 1.0000 0.9259 25
20 1.0000 1.0000 1.0000 98
21 1.0000 1.0000 1.0000 199
22 1.0000 1.0000 1.0000 17
23 0.0000 0.0000 0.0000 49
24 1.0000 0.9649 0.9821 114
25 1.0000 0.9592 0.9792 49

Unknown 0.0000 0.0000 0.0000 0

4.1. Class Results and Handling of Problematic Classes

During the grid search process, the best metrics were achieved at a certain config-
uration. Detailed class evaluation for the best grid search point with 50 classes yielded
the following results: (1, 3, 0.82, 0.7305, 0.7305, 0.6770, 2702, 991, 46,577, 991) – indicat-
ing 991 misclassified images in total. A closer inspection of these results reveals that
some classes perform significantly worse than others, which contributes to the overall
misclassification rate as depicted in table Table 6.

The evaluation shows that some classes achieve excellent results, while others are
significantly weaker, thus affecting the overall system performance.

By analyzing the performance metrics, we identified 17 problematic classes where
faces were consistently difficult to classify due to extremely low-quality images. These
images exhibited severe issues such as excessive blurring, very low resolution, visible
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distortions, poor lighting, and partial or complete occlusion of facial features. As a result,
embeddings extracted from these images were highly dispersed or overlapping, making
accurate identification challenging even for human observers.

Table 6. Class-wise evaluation metrics reported across 50 classes.

Class Precision Recall F1-Score Support

1 0.98 1.00 0.99 57
2 0.92 0.99 0.95 67
3 1.00 1.00 1.00 257
4 1.00 0.98 0.99 249
5 0.65 0.96 0.78 57
6 0.92 1.00 0.96 102
7 1.00 1.00 1.00 41
8 0.91 0.67 0.77 73
9 0.98 1.00 0.99 56

10 0.31 1.00 0.48 16
11 0.20 1.00 0.33 38
12 0.99 0.97 0.98 77
13 0.88 1.00 0.93 7
14 0.21 0.14 0.17 49
15 0.52 1.00 0.68 25
16 1.00 1.00 1.00 12
17 1.00 1.00 1.00 18
18 0.94 1.00 0.97 58
19 1.00 1.00 1.00 25
20 1.00 1.00 1.00 98
21 1.00 0.91 0.95 199
22 1.00 1.00 1.00 17
23 0.00 0.00 0.00 49
24 0.40 0.69 0.51 114
25 1.00 0.96 0.98 49
26 0.87 1.00 0.93 13
27 0.95 1.00 0.98 61
28 1.00 0.05 0.10 57
29 0.00 0.00 0.00 57
30 0.12 0.05 0.07 185
31 0.48 0.69 0.56 58
32 0.99 1.00 0.99 87
33 1.00 1.00 1.00 71
34 1.00 0.09 0.17 173
35 0.51 1.00 0.68 53
36 0.75 1.00 0.85 156
37 0.61 1.00 0.76 35
38 0.62 1.00 0.76 73
39 0.53 0.98 0.69 61
40 1.00 1.00 1.00 13
41 0.00 0.00 0.00 0
42 1.00 1.00 1.00 45
43 0.00 0.00 0.00 53
44 0.00 0.00 0.00 57
45 0.42 0.93 0.58 83
46 0.62 1.00 0.76 69
47 1.00 0.10 0.18 153
48 0.42 0.95 0.58 77
49 1.00 0.91 0.95 56
50 1.00 0.04 0.08 142

Unknown 0.00 0.00 0.00 0
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Notably, these 17 classes failed to produce reliable embeddings regardless of the
parameter settings in our grid search, indicating that the difficulty was inherent to the data
rather than the model configuration. To assess the system’s performance on viable data, we
conducted a secondary evaluation excluding these low-quality classes. This allowed us
to determine the model’s effectiveness when trained and tested only on images meeting
minimum quality standards.

The criteria used for inclusion or exclusion of classes are summarized in Table 7,
which captures the key factors that contributed to the low performance, such as general
image blur, unrecognizability of the face to the naked eye, and insufficient resolution for
feature extraction. After removing the 17 extremely low-quality classes, the best evaluation
combination of parameters for the remaining dataset was tested, and the achieved results
are presented in Table 8.

Table 7. Inclusion/Exclusion Criteria for Image Quality Assessment.

Criterion Description

Unclear facial features Faces not clearly visible due to occlusion, extreme pose, or poor framing.

General image blur Motion blur, defocus, or camera shake causing smearing of facial details.

Unrecognizable to the naked eye Face identity cannot be reliably determined by human inspection.

Low resolution Images too small or pixelated to extract meaningful embeddings.

Lighting issues Extreme overexposure or underexposure preventing clear visibility of
facial landmarks.

Distortions Warping, noise, or compression artifacts that affect face structure.

Table 8. Overall performance summary without low-quality classes.

Accuracy Recall F1 Score TP FP TN FN

0.8786 0.8786 0.8628 2295 317 9827 317

A detailed analysis of the confusion matrix [51] identifies a small subset of classes
with persistent mutual confusion (e.g., 11–34, 39–50, 36–50, 29–49, 48–47, 35–23, 28–30).
Visual inspection indicates that this behavior is primarily caused by poor data quality and
strong intra-class variability, rather than inherent model limitations.

Several affected identities contain training and validation samples that differ signifi-
cantly in appearance and, in some cases, do not consistently represent the same individual.
Typical issues include severe blur, low resolution, occlusions, illumination variations,
and geometric distortions, which are known to negatively affect embedding consistency
and class separability [52].

To evaluate the impact of such data inconsistencies, the lowest-performing classes
were excluded from the evaluation. This procedure was not applied to artificially improve
performance, but to quantify the sensitivity of the system to corrupted or unreliable identity
data. Following their removal, the number of dominant confusions decreased (e.g., 36–50,
39–50, 47–6, 34–13, 34–3), and overall performance metrics improved consistently as shown
in Table 9.

Although iterative removal of confusing classes could theoretically approach 100%
accuracy, such a strategy would not reflect realistic deployment scenarios. Instead, this
analysis demonstrates that overall system performance is strongly constrained by data qual-
ity, and that eliminating identities with unreliable samples has a justified and measurable
positive effect.
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Table 9. Class-wise evaluation metrics reported without problematic classes.

Class Precision Recall F1-Score Support

1 0.9828 1.0000 0.9913 57
2 1.0000 1.0000 1.0000 67
3 0.7718 1.0000 0.8712 257
4 1.0000 1.0000 1.0000 249
5 0.6552 1.0000 0.7917 57
6 0.5862 1.0000 0.7391 102
7 1.0000 1.0000 1.0000 41
8 1.0000 0.6712 0.8033 73
9 0.9655 1.0000 0.9825 56

12 0.7353 0.9740 0.8380 77
13 0.1750 1.0000 0.2979 7
15 0.8621 1.0000 0.9259 25
16 1.0000 1.0000 1.0000 13
17 1.0000 1.0000 1.0000 18
18 1.0000 1.0000 1.0000 58
19 1.0000 1.0000 1.0000 25
20 0.9899 1.0000 0.9949 98
21 1.0000 1.0000 1.0000 199
22 1.0000 1.0000 1.0000 17
25 0.9800 1.0000 0.9899 49
26 1.0000 1.0000 1.0000 13
27 0.9683 1.0000 0.9839 61
28 1.0000 0.9825 0.9912 57
33 1.0000 1.0000 1.0000 71
34 1.0000 0.2948 0.4554 173
35 0.9464 1.0000 0.9725 53
36 0.6783 1.0000 0.8083 156
39 0.5259 1.0000 0.6893 61
40 0.8667 1.0000 0.9286 13
42 1.0000 1.0000 1.0000 45
46 1.0000 1.0000 1.0000 69
47 1.0000 0.3464 0.5146 153
50 1.0000 0.0493 0.0940 142

Unknown 0.0000 0.0000 0.0000 0

By removing problematic classes from the dataset, inter-class confusion is significantly
reduced, leading to a measurable improvement in overall system performance. This further
suggests that the primary sources of error were not rooted in the system’s implementation,
but rather in the inherent flaws of specific classes whose training and validation images
hindered correct classification. Furthermore, due to the nature of this multi-class classi-
fication setup, metrics such as the ROC curve (compressed to the top-left) and the P-R
curve (diagonal) exhibit a symmetrical behavior. Specifically, because the system is forced
to assign each image to exactly one of the N classes, every misclassification inherently
generates a false positive (FP) for the predicted class and a false negative (FN) for the
ground-truth class. This 1:1 correspondence ensures that the total number of FPs and FNs
remains equal across the dataset, causing precision and recall to converge to the same value.
Schema of described classification system can be seen on Figure 7.
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Face Recognition Error Logic (Single-Label Classification)

Face Recognition Pipeline

Prediction Outcome

Confusion Matrix Impact

Feature Extraction
(CLIP)

Nearest-Neighbor Search
(FAISS)

Correct
(P = M)

Error
(P ≠ M)

Class MClass C

Input Image
(Ground Truth: M)

Each misclassification
produces exactly:
- one FN (class M)
- one FP (class C)
 
Thus:
ΣFP = ΣFN

Notat ion:
M - ground truth class
P - predicted class

P = MP ≠  M

TPFNFP

Figure 7. Schematic overview of described classification error logic.

A set of representative train-validation data pairs is shown in Figure 8.

Your text here 1

Figure 8. Sample training–validation image pairs from a subset of classes.
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4.2. Comparative Analysis with Baseline Models

To evaluate the specific advantages of CLIP-based embeddings, we conducted a com-
parative analysis using a ResNet50 architecture as a baseline, following the benchmarking
approach suggested in literature regarding vision-language model evaluation [53]. Both
models were integrated into the same FAISS-based retrieval pipeline to ensure an apples-
to-apples comparison of their feature extraction capabilities. The results, summarized in
Table 10, demonstrate a significant performance gap. The CLIP-based pipeline achieved an
accuracy of 87.75%, whereas the ResNet50 baseline reached only 36.29%. This disparity
highlights the limitations of traditional CNNs trained on general object datasets (e.g., Ima-
geNet) when applied to face recognition without extensive fine-tuning. In contrast, CLIP’s
contrastive pre-training provides a more robust and semantically rich representation space,
allowing for superior class separability even in unconstrained environments.

Table 10. Performance comparison between the proposed CLIP-based pipeline and the ResNet50 baseline.

Model Embedding Dimensions Accuracy F1-Score (Weighted)

CLIP (Proposed) 512 87.75% 0.8628

ResNet50 (Baseline) 2048 36.29% 0.2766

4.3. Time-Based Scalability Test

In testing the system’s performance, the effect of increasing the number of classes on
the loading time was observed, with a specific focus on the phases of converting images
into embeddings and loading them into FAISS [45,48]. As expected, the loading time did
not grow proportionally with the number of classes. As seen on Figure 9, instead of a
linear relationship, the system showed disproportionate growth in time (the increase in the
number of classes was greater than the increase in execution time), indicating optimized
loading processes and scalability. This result suggests that the system can efficiently handle
larger numbers of classes without a significant increase in loading time. Expected increase
would follow the given formula:

Total loading time = Number of classes × Loading time per class

0 10 20 30 40 50
Number of classes

20

30

40

50

60

Lo
ad

in
g 

tim
e 

(s
)

Correlation between the number of classes and loading time
Loading time

Figure 9. A visualization of time-based evaluation with number of classes on x-axis and loading time
(in seconds) on y-axis.

However, the increase was noticeably smaller. For loading the system with 1 class,
it took 14 s, while for loading the system with 50 classes, it took 64 s. Therefore, with an
increase in the number of classes by 4900%, the loading time increased by 357.14%.
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4.4. Metrics-Based Scalability Test

The graph on Figure 10 shows how the model’s performance depends on the number
of classes, with Precision, Recall, and F1-score initially remaining at a high level, and a
significant drop occurring only after approximately 30 classes. However, the decline in
performance is not necessarily only related to the increase in the number of classes, but also
to the quality and diversity of the images in the dataset. Also, since precision and recall
values remain consistently aligned, the precision-recall curve would closely resemble a
diagonal line from (0,0) to (1,1), providing minimal additional information and thus not
being particularly informative in this context. Although all three metrics decrease with
the increase in the number of classes, data quality plays a crucial role in maintaining good
results. With a well-prepared dataset, the model can maintain high performance even
with a larger number of classes. Moreover, by adding high-quality classes, it is possible to
improve the metrics, suggesting that the structure, quality, and informativeness [54] of the
data has a greater impact on system performance than the number of classes alone.

1 5 10 15 20 25 30 35 40 45 50

Number of Classes
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0.6
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0.9
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M
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Performance Metrics vs Number of Classes
Precision
Recall
F1-Score

Figure 10. A visualization of performance-based evaluation with the number of classes on the x-axis
and the metric values (scaled between 0.0 and 1.0) on the y-axis.

Furthermore, separated plots for each metric are shown on Figure 11.
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Figure 11. Visualization of performance evaluation results for precision, recall, and F1-score using
separate plots.

4.5. Reaching Peak Performance

After a certain threshold value, the model reaches its maximum classification potential,
where further increases in the threshold no longer affect the metrics. This indicates a
high confidence in its decisions and the ability to clearly separate positive and negative
examples. All positive classifications are above a certain confidence threshold, while
negative ones are below it, meaning the model consistently and accurately makes decisions
without uncertain predictions in the middle probability range. This effect confirms the
robustness of the model and its resistance to threshold changes, achieving optimal accuracy
in real-world scenarios. This is especially useful in systems where classification reliability
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is crucial [55,56], and further adjustment can only be used for fine-tuning the model in
specific cases. Precision and recall remain the same because FP and FN are always equal
within each parameter combination. This means the model consistently confuses certain
classes, regardless of the threshold or k-values it considers.

4.6. Comparative Evaluation of Accuracy and Computational Overhead

Compared to similar solutions listed in Table 11, described CLIP + FAISS system
has certain advantages. Firstly, it does not need to be trained in the traditional sense;
new classes/new faces can be added very quickly and easily. Furthermore, the system is
extremely easy to implement in applications that involve various forms of face detection
without requiring excessive modification, as the operating principle remains unchanged.
Additionally, thanks to CLIP’s strong embedding extraction capabilities, the system can
achieve significant performance improvements when a high-quality dataset is collected
under controlled conditions. This also enables successful recognition of a large number
of different faces, particularly when the conditions for capturing reference images are
predefined. It is particularly interesting that successful recognition does not require the
live detection input to capture the entire face. The system is not limited by head coverings,
masks, etc. If a face is still sufficiently recognizable even with such coverings, the system
will classify it correctly as seen on Figure 12. The key is that the system successfully
identifies specific parts of the face that contribute most to distinguishing an individual
from others.

As illustrated in Table 11, the proposed CLIP+FAISS system achieves an accuracy of
87.75% on the YTF dataset. While this is lower than the 95.12% and 98.00% achieved by
FaceNet [5] and ArcFace [10] respectively, it is crucial to note that these baseline models
are heavily fine-tuned on millions of identity-specific facial images. In contrast, our solu-
tion utilizes a zero-shot CLIP transformer, which prioritizes architectural flexibility and
significantly lower resource consumption, as detailed in Table 12.

Table 11. Comparative performance analysis standardized on the YouTube Faces (YTF) dataset.

Model Architecture Dataset Accuracy Inference
(ms)

Approach

FaceNet [5] CNN + Triplet YTF 95.12% 400 Supervised
DeepFace [6] 9-layer CNN YTF 91.40% 1500 Supervised
VGG-Face [57] VGG-16 YTF 91.60% 1200 Supervised
ArcFace [10] ResNet + Arc YTF 98.00% 600 Supervised

Proposed System CLIP-ViT-
B/32 YTF 87.75% 420 Zero-Shot

Table 12. Scalability and hardware resource utilization comparison.

Metric Proposed DeepFace VGG-Face ArcFace

Avg. CPU Load (%) 43.17% ∼85.0% ∼90.0% ∼65.0%
Avg. RAM Usage (MB) 1364.80 ∼1800.0 ∼2200.0 ∼1500.0
Inference Time (ms) 420.66 ∼1500.0 ∼1200.0 ∼600.0
Peak GPU Memory (MB) 1165.32 ∼2500.0 ∼3000.0 ∼2000.0

Note: Competitor hardware metrics are estimated based on standard CPU/GPU implementation benchmarks in
existing literature.
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Figure 12. Live detection with covered face.

5. Discussion
5.1. Testing Limitations

With 25 classes, there are minor misclassifications on certain similar images, but they
are almost negligible, and each class is mostly correctly predicted overall. At 50 classes,
the classification drops to 73%. A way to improve the results would definitely be to
manually record 50 or more people in 2 videos under different conditions, which would
provide higher quality test data and better embeddings. This part will be further explored
during the scalability test evaluation. Testing and validation were carried out by comparing
predictions on the validation set with images from the training set, rather than real-time
live input. Although this evaluation method is necessary, it does not fully reflect the
challenges of real-time face recognition from a live feed, where factors such as lighting
changes, different facial angles, facial expressions, and resolution variations can further
impact model performance, but it also excludes some advantages that live testing provides.
Unfortunately, due to limitations in standard experimental protocols, simulating these
real-world conditions through the validation set currently represents the closest possible
method of testing before implementation in real-time face recognition systems. Using a
live feed allows for the analysis of many more consecutive frames in a shorter time, which
enables the aggregation of predictions and reduces the impact of certain anomalies that may
occur on individual images due to poor lighting, shooting angles, blurriness, etc. Instead of
relying on static images, the system can collect more facial samples from the user over time,
improving recognition reliability. This approach is particularly useful in dynamic systems
where the goal is to achieve stable and precise recognition, such as security systems or
contactless authentication [58,59].

Furthermore, live input enables adaptive techniques such as face tracking, where the
model can continuously correct and improve detection by analyzing micro-movements
and different facial expressions. This flexibility often leads to better overall accuracy in
real-world environments than would be expected based on validation results obtained
from traditional static image testing methods.

5.2. Real-Life Applications

The described system can be implemented for real-time face detection and recogni-
tion using a computer camera by passing camera frames as input, creating a bounding
box [60,61] around each detected person, extracting embeddings, and passing them into
the described system. The predicted most likely class (with the most votes) is returned as
the function’s output and added as a label on the box. Additionally, the system can handle
multiple known faces simultaneously in the same frame as seen on Figure 13, which adds
an extra dimension to the system and enables more advanced recognition in complex situa-
tions. It is also important to note that faces can be classified in challenging conditions such
as low-light environments, as seen on Figure 14. This implementation provides numerous
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possibilities, such as creating systems for student attendance tracking, payroll calculation
based on hours worked, security systems, various interactive interfaces, and more.

The system achieves exceptional real-time performance, with a low query latency of
under 50 ms and a high processing throughput of approximately 200 frames per second
(FPS). These metrics were measured using a standard webcam on a Lenovo IdeaPad Slim
3i laptop at a resolution of 1920 × 1080 pixels. During testing, subjects were required to
remain relatively stationary in front of the camera for approximately 2 s to allow accu-
rate embedding extraction. Experiments were conducted in typical indoor environments
with varying lighting conditions, ranging from darker to brighter settings, demonstrating
that the system can maintain high performance even under realistic illumination changes.
The low latency and high FPS are a direct result of the optimized FAISS vector search im-
plementation, confirming the system’s suitability for fast, dynamic real-world applications.
The proposed architecture demonstrates a significant advantage in resource efficiency by
utilizing the relatively lightweight CLIP-ViT-B/32 transformer model as a feature extractor,
in contrast to the computationally heavy deep convolutional neural networks (CNNs)
typically found in state-of-the-art face recognition systems. Beyond classification accuracy,
the system’s scalability was rigorously evaluated through resource profiling. Performances
were tested while executing a full end-to-end inference pipeline. During these operations,
the system maintains a highly efficient resource footprint with an average RAM usage of
1364.80 MB and a CPU load of 43.17%, ensuring that the host machine remains responsive
for concurrent tasks. Peak GPU memory consumption was measured at 1165.32 MB, further
confirming that the architecture is well-suited for deployment on standard consumer-grade
hardware or edge devices without requiring high-end industrial servers.

Figure 13. Live detection of multiple faces.

Figure 14. Live detection in dark surroundings.
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6. Conclusions
Face recognition analysis has shown that image quality and background significantly

impact the model’s accuracy. When backgrounds are too varied, embeddings become less
precise, making it harder to correctly recognize individuals. Additional challenges arise
from text, objects in the frame, and large lighting changes, as these introduce variations
that are not related to the identity of the person but to the environment. This problem is
particularly evident when the system works with a large number of different faces - while
the model achieves high accuracy under controlled conditions, its performance may decline
if the data varies in lighting, capture angle, or image quality. Factors such as blurring,
low resolution, and contrast can further reduce the reliability of recognition. To improve
results, it would be beneficial to standardize the conditions for capturing reference images
or apply methods that ensure greater consistency in input data. For example, in a system for
automated student recognition at a university, it would be advisable for all reference images
to be captured under the same conditions and with a uniform background, which would
neutralize recognition errors. In addition to technical limitations, ethical considerations
play a role in the responsible deployment of described facial recognition system [62,63].

The approach presented in this work ensures that privacy is preserved by design: users
provide input images voluntarily, and these images are immediately transformed into non-
reversible embeddings used exclusively for recognition. Original images are neither stored
nor accessible outside the system, which eliminates the risk of misuse or external leakage.
Furthermore, since the system operates entirely on local infrastructure without transmitting
biometric data externally, it aligns with modern data protection principles. These safeguards
make the proposed solution suitable for privacy-sensitive applications such as education
and access control, where both efficiency and ethical standards are essential.

In conclusion, the results show that the system does not have issues with face recogni-
tion, but its accuracy is most affected by external factors that can degrade the quality of
the embeddings.

Unlike traditional methods [64] that rely on deep convolutional networks [65–67] spe-
cialized for faces, our system uses multimodal [68] embeddings, offering greater flexibility
and greater application in various recognition scenarios. Furthermore, the integration of
FAISS indexing allows for extremely fast searches, significantly improving the efficiency
and responsiveness of the model in real-time. Thus, this work contributes to the field of
computer vision, presenting a new methodology that combines the power of transformer
embeddings and optimized vector search, opening opportunities for future research and
improvements in fast and scalable face recognition.
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