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Abstract: The constant evolution in communication infrastructures will enable new Internet of Things
(IoT) applications, particularly in areas that, up to today, have been mostly enabled by closed or
proprietary technologies. Such applications will be enabled by a myriad of wireless communication
technologies designed for all types of IoT devices, among which are the Long-Range Wide-Area
Network (LoRaWAN) or other Low-power and Wide-Area Networks (LPWAN) communication
technologies. This applies to many critical environments, such as industrial control and healthcare,
where wireless communications are yet to be broadly adopted. Two fundamental requirements
to effectively support upcoming critical IoT applications are those of energy management and
security. We may note that those are, in fact, contradictory goals. On the one hand, many IoT devices
depend on the usage of batteries while, on the other hand, adequate security mechanisms need to
be in place to protect devices and communications from threats against their stability and security.
With thismotivation in mind, we propose a solution to address the management, in tandem, of
security and energy in LoRaWAN IoT communication environments. We propose and evaluate
an architecture in the context of which adaptation logic is used to manage security and energy
dynamically, with the goal of guaranteeing appropriate security, while promoting the lifetime of
constrained sensing devices. The proposed solution was implemented and experimentally evaluated
and was observed to successfully manage security and energy. Security and energy are managed in
line with the requirements of the application at hand, the characteristics of the constrained sensing
devices employed and the detection, as well as the threat, of particular types of attacks.

Keywords: IoT; LoRaWAN; LPWAN; end-to-end security; energy and security; dynamic security
adaptation

1. Introduction

The ongoing evolution of the global communications infrastructure promises to pro-
vide support for pervasive wireless communications, which are employed by a myriad
of applications, among which are mobile applications employing all kinds of sensing and
actuation devices. In addition, diverse communication technologies will contribute to
enabling new areas for the application of the IoT paradigm. Among such areas, we will
encounter, for sure, the need to support strong security guarantees, while at the same
time, guaranteeing appropriate lifetimes for the constrained and battery-powered devices
employed. In this context, we may consider that security and energy will require a joint
management, in order for many IoT applications to be viable. One class of IoT communica-
tion environments fitting this scenario is that of the Low-Power and Wide-Area Networks
(LPWAN) [1], and in this context, the challenge is to address the support that these proto-
col classes offer to industrial applications with critical security and energy management
requirements [2]. In this context, the Long-Range Wide-Area Network (LoRaWAN) open
standard is a popular and effective LPWAN protocol. Figure 1 illustrates the general
LoRaWAN communications architecture [3].
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Figure 1. LoORaWAN architecture overview [3].

From the point of view of security, the employment of wireless communications
between LoRaWAN sensing devices and gateways is particularly critical [4]. End-to-end
security in this context is thus critical, in order to secure end-to-end communications
against external threats. Our proposal in this article is in line with this concern, as we
discuss later. On the other hand, critical applications call for the usage of appropriate
energy management mechanisms, since many LoRaWAN sensing platforms are powered
by batteries, and thus, a careful control of how much energy is expended to support security
mechanisms is important, so as not to compromise the effective lifetime of the device in the
context of the application at hand.

The LoRaWAN security scheme is composed of two levels of protection: at the network
and application layers. Each uses one AES symmetric encryption key, which is obtained
from the same primary key. The primary key is preconfigured and shared with each node
by the network server, which is responsible for its generation during the setup phase.
The network key is used to encrypt and to guarantee integrity for communications in
the LoRaWAN infrastructure, while the application key ensures the confidentiality of the
payload in the context of the application.

Devices in a LoRaWAN infrastructure may belong to three categories, namely A, B
and C. For type A sensors, the device is responsible for initiating communications with
the server, using dedicated uplink and downlink communication windows. This behavior
allows the device to hibernate and to reduce energy consumption, and in consequence, this
is the most efficient class regarding energy usage. Class B is similar to class A; however, in
this case, the devices are synchronized with the server to schedule downlink communication
windows, making it more costly in terms of battery usage. In Class C, a permanent open
channel for bidirectional communication is maintained with the server, making it possible
to receive a message at any time. We can thus observe that this configuration makes Class
C devices the most expensive in terms of energy consumption.

Our focus in this article lies in the proposal of an architecture and algorithms to
support the adaptation logic required for the dynamic management of security and energy
in tandem, in the context of radio-frequency communications in an LPWAN network,
as per the requirements and motivations previously discussed. In particular, the goal is to
protect the application against external threats, with energy being dynamically managed to
promote acceptable lifetime for the constrained devices employed.

The article proceeds as follows: We discuss related work in Section 2, and in Section 3,
we present the proposed architecture for dynamic energy and security management in
IoT. In Section 4, we discuss the proposed algorithm for dynamic security and energy
management, a particularly relevant component of the proposed solution. Section 5 focuses
on the experimental and analytic evaluation of the proposed architecture and controller, and
finally, Section 6 concludes the article and discusses future work and research opportunities.
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2. Related Work

As previously discussed, LoRaWAN is one particularly important LPWA commu-
nications technology and lays the ground for the implementation and evaluation of the
architecture and controller proposed in this article. In regards to the management of se-
curity and energy, we note that LoRaWAN lacks the mechanisms to support its dynamic
management and adaptation, given that three classes of end devices may be employed
with fixed configurations in terms of energy [5]. In addition, the standard does not consider
the possibility of adapting the level of security dynamically, and as such, the impact of
security mechanisms on energy is predictable and unavoidable, irrespective of the devices’
classes employed. We thus may observe the lack of dynamic adaptation strategies for
security and energy, particularly strategies that may promote energy saving in the presence
of attacks, even when employing class B devices, and that can also support extra protection
by enabling security for end-to-end communications in the presence of relevant threats.
Given the previous limitations, we are able to identify a number of research proposals over
the years, with the goal of improving the security of LoRaWAN-based applications, as we
proceed to discuss.

The architecture in [6] considers the usage of a Public-Key Infrastructure (PKI), em-
ployed to issue a certificate for all network entities supporting secure communications.
Communications are secure in terms of integrity and confidentiality, while a set of other
security-related mechanisms are proposed to secure communications in the network, such
as VPN, firewalls and SSH. In [7], the authors consider the addition of a third element to the
LoRaWAN architecture, which is independently managed and used to create and distribute
keys among the participating devices. In this proposal, end devices receive only their own
session key, and the NS is unaware of the various session keys, which are managed at the
application level. In addition, this work proposes to change the AppKey in each session,
in order to prepare for difficult attacks. Each device stores the last timestamp received and
compares it against the timestamp value of the next message, in order to prevent against
replay attacks.

Authors in [8] consider Blockchain to improve trust in the network server, as well
as to contribute to improving the overall security of the network. Blockchain must be
supported by the NS, frequently the only device with the required resources for this purpose,
in contrast with end devices and gateways. In this proposal, a management component is
added to the NS, which adds a hash of each transmitted message to the Blockchain. In [9],
the authors propose to use Ephemeral Diffie-Hellman Over COSE (EDHOC) to renew
the keys employed for encryption of communications between sensing devices. EDHOC
is a symmetric key management protocol employed between end devices and is based
on SIGMA-I and implements the Elliptic Curve Diffie-Hellman algorithm (ECDH) with
P-256. This new mechanism is used to renew session keys as soon as the device is activated,
adding flexibility to the entire key management process. Another approach considered
in [10] proposes that key management can be performed through public keys without the
use of certificates, thus implementing Certificateless Public-Key Cryptography (CL-PKC).
This is a lightweight method in terms of the memory and computational resources required
and is therefore considered a good choice for IoT networks, given the typical constraints
of the devices employed. In [11], the authors address the formal evaluation of LoORaWAN
security against known threats. The authors employ the Scyther tool to investigate and
expose weaknesses in LoRaWAN security. Besides the enumeration of vulnerabilities,
the authors also discuss possible approaches to each of the identified vulnerabilities.

In [12], the authors focus on jamming attacks against LoRaWAN environments. To miti-
gate this threat, the authors propose a LoRaWAN-based IDS module deployed on gateways.
This component monitors join request traffic between end nodes, in order to detect jamming
attacks. In [13], it is proposed to use two activation keys. This method is very similar to
the one specified by the LoRa Alliance; however, it uses yet another preconfigured key
to segregate the key management functions of the network and application layers. This
approach uses a key (AppKey) to generate a session key between the end device and the
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AS, and another key (NwkKey) to generate the session key to be used between the end
device and the NS. This approach discusses the exposure of the network to attacks, due
to the fact that the NS is able to access application-level session keys. A mechanism for
updating session keys is also proposed to increase system security, using the session keys
currently used at each layer to create new session keys.

A review of vulnerabilities, threats and common defense strategies in some LPWAN
protocols, in particular LoRaWAN and SigFox, is performed in [14]. This work discusses
critical aspects of security in LPWAN technologies and identifies attack vectors, while
also proposing defense strategies to mitigate the identified risks in the context of relevant
IoT technologies.

In [15], the authors propose a new method for multihop data routing, which employs
Q-learning in the context of data transfers. The main goal is to improve the performance of
the network regarding quality of service and energy consumption, a core concern when
referring to IoT applications. The results of the experiment are compared against existing
modules, and the new proposal is verified to be very efficient in terms of energy savings,
with lower data interference and improved quality of service. The authors in [16] discuss
the importance of managing energy and fast data transfers in wireless sensor networks
(WSN) and propose a new data routing method optimizing the energy cost of the links.
This strategy allows one to generate uniform energy consumption and promote faster data
transfers. The evaluation considers two strategies: simulation, with exhaustive analysis
of network lifetime, energy and data latency, and deployment over a test bed, which
demonstrated that the proposed cognitive small world model is more efficient regarding
energy balancing and consumption, data latency and network lifetime, when compared
with different state-of-the-art approaches.

From our analysis on related work, we may observe that, although various proposals
address security weaknesses in IoT LoRaWAN environments, there is a lack of proposals
addressing the dynamic management of security and energy, as per the goals of our
proposal in this article. As previously discussed, our main motivation is to design and
evaluate a solution to address, in tandem, these two important and (from the point of
view of the resources available in constrained IoT devices) conflicting aspects. As we
address throughout our discussion in this article, the dynamic management of energy and
security in the context of an IoT application may provide the required security to protect
the network against threats being detected at the moment, while allowing for a more
careful and intelligent management of energy during the life cycle of the sensing devices
employed—a valuable resource in providing acceptable lifetime to the IoT application
at hand.

3. An Architecture for Dynamic Energy and Security Management in IoT

The architecture in the context of which we design and evaluate the proposed energy
and security adaptation strategy is illustrated in Figure 2. This architecture extends the
LoRaWAN operational model by adding new elements considered to be indispensable
for the management of security and energy in tandem, as per our goals. One important
component is the Network Server (NS), and in this case, it preserves the base functionality
of a LoRaWAN network server. The NS is responsible for filtering information from the sen-
sors and forwarding the respective payloads to the Application Server (AS). As illustrated,
the dynamic safety controller is added in the context of this component of the architecture.
An IDS module is added at the Gateway to assist the controller, in particular to allow the
assessment, from the analysis of the communications with sensing devices, of the state of
the network in relation to intrusions and external attacks. We can also observe that a com-
ponent for security management is added to the various entities of the architecture, which
is responsible for sending information about the security scheme currently being used,
as well as for receiving information important for the enforcement of a new security scheme
(as decided by the controller). In Figure 2, we also illustrate the data flow for the variables
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used by the controller, as well as the distribution of the new security scheme, illustrating in
general what happens in the system in each periodic run of the controller logic.
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Figure 2. System view of the proposed architecture.

In Figures 3 and 4, we illustrate a functional and protocol view of the proposed archi-
tecture, particularly the data flows, the origin, the destination and the type of information
exchanged between the various entities of the architecture illustrated in Figure 2.

In Figure 3, we illustrate the process of setting up the controller. In this process,
the security levels defined in the controller are shared with the remaining components
of the architecture, which make use of this information, in particular, the sensing devices
and the AS. The attacks and the security profile tables are also shared, which are required
to decode the attack reports transmitted by the IDS component of the architecture and
adapt accordingly.
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Figure 3. Setup phase of the proposed architecture (protocol view).

In Figure 4, we illustrate the process of exchanging the necessary information for the
operation of the controller, in each run of the algorithm. Each sensing device part of the
architecture outputs its battery level (in percentage), and the IDS transmits the security
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assessment made at that moment from its analysis of the communications environment.
The minimum and initial security levels, as well as the preference threshold (which ex-
presses the preference given to energy saving over security), as well as the security profile
table, are transmitted by the AS, since all variables depend on system preferences. Such
preferences influence the behavior of the controller and may be expressed via application
configuration, either on setup or modified at run time. We must note that this is imple-
mentation specific and out of the scope of our implementation and evaluation process.
In each run (one per minute), the controller gathers all the required information, analyzes
it and reacts to the IDS report and end-node status (battery level), adapting the security
level as appropriate. Afterward, the new security scheme is transmitted to the sensor, NS
and AS entities of the architecture, using encryption at the network and application layers
provided by LoRaWAN.
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Figure 4. Operational phase the proposed architecture (protocol view).

We need also to consider which LoRaWAN device classes are able to support the
proposed architecture. From our previous description in Section 1, we may note that Class
B and C devices will have no problem using this approach, as they have synchronous or
continuous downlink opportunities to transmit. Thus, server-to-device communications
will easily allow the transmission of the new security scheme. Regarding Class A devices,
in this case, the device is responsible for initiating the conversation, and there are always
two downlink windows. Therefore, we may observe that this new architecture is also
suitable for Class A devices.

As previously discussed, the main motivation behind our proposal is to secure the
network against external attacks, by adapting security and energy dynamically, in order to
deal with relevant threats, while trying to extend the battery life of constrained devices as
feasible. The design of this proposal takes into account the different preferences that each
application may have, which may be specific to the application itself or the environment
supporting that particular application. Therefore, in order to make an adequate manage-
ment of security and energy for the application, several profiles describing energy over
security preferences were considered and are discussed next. The various profiles express
different approaches and priorities, in what respects compromises between increasing
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security and promoting savings in energy. While some applications may require higher
security in the presence of attacks, even at the expense of energy, for others, the lifetime of
the devices may be more important. Overall, the approach described next addresses the
dynamic management of energy and security in light of the requirements of the applica-
tions, as well as of the operational conditions of the devices and the presence (or absence)
of attacks, as we discuss next.

4. Dynamic Security and Energy Adaptation

The dynamic security controller is a strategic component of the proposed architecture
and was developed with the goal of addressing the challenge of dynamically managing
energy and security, in the context of IoT constrained sensing devices. The controller
is designed to run periodically, either synchronously or asynchronously, depending on
the requirements of the application at hand. The controller allows the modification of
the security scheme currently active, thus outputting the indication of a new security
scheme that best suits the system at that particular moment, in order to guarantee a
more articulated management between security and energy consumption in the context of
the application. Thus, one important motivation is to extend battery life, while without
jeopardizing the security of the system. In the presence of an attack, the system may
increase the security level currently in use, providing additional security against threats
known by the controller. We start by describing the main requirements considered for the
development of the controller.

4.1. Security and Functional Requirements

The scheme proposed to secure communications against external attacks is calculated
by the controller, from information on the state of the network, as previously discussed.
For this purpose, various items of information are collected from several sources and used
as inputs to the controller:

¢  Percentage of energy remaining in the battery of the sensing device;

e Initial security level determined for the network at hand (configured in the setup
phase), as defined in Table 1;

¢  Minimum security level allowed by the application for this network, as defined in
Table 1;

e Preference threshold, which represents the importance that the application puts on
the device’s battery longevity (a percentage value);

*  Security assessment performed by the IDS module, which reports that a particular
attack has been detected. Attacks are identified in a numerical scale, from 1 up to a
configured value, with each index representing a particular type of attack;

*  Security profile, expressed as a table that matches each index for an external attack
reported by IDS with the impact that this attack has on the system at hand (expressed
as a percentage). The setup of this table is also conducted in the context of the
configuration of the application;

It is important to note that both the initial and minimum security levels considered
for the application are from Table 1 and defined for the application at hand during its
setup. As can be observed, the various levels assure different and complementary security
properties for the application. This strategy allows one to express the preference and
requirements of different applications, regarding the relative importance attributed to
security and energy savings.

In each run of the controller’s logic and from the various inputs, the controller outputs
the best security scheme to apply to the system at that particular instant in time. Each
security level combines a certain level of confidentiality (using symmetric Advanced
Encryption System (AES) encryption) with integrity, in this case supported by the Secure
Hash Algorithms (SHA), as identified in Table 1.
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Table 1. Security profiles considered for the proposed architecture.

Security Scheme
Level : — : Energy Saving Security Level
Confidentiality Integrity

1 - - Very Strong Weak

2 - SHA256 Strong Moderate

3 AES128 - Strong Moderate

4 AES128 SHA256 Moderate Strong

5 AES256 SHA512 Weak Very Strong

The usage of different security profiles allows one to employ the controller’s logic
with applications requiring different security and energy preferences and management ap-
proaches. Next, we discuss the algorithm developed to support the dynamic management
of security an energy, in the context of the proposed architecture.

4.2. Controller Logic

The verification of the preference threshold defined at the application level is the first
step considered by the controller logic algorithm. Depending on this value, an appropriate
calculation flow is taken using the impact percentage. Next, the energy remaining in the
device’s battery is verified, and an attenuation is applied to the previous calculation.

The battery percentage is divided into three intervals in the controller’s logic: [100%,
75%], 175%, 25%[ and [25%, 0%]. These intervals are chosen to reflect three representative
phases in the typical discharge curve of an alkaline battery, as discussed in [17]. Since
one of the goals of our proposal is to extend the lifetime of sensing devices by promoting
energy savings, the three considered intervals allow the algorithm to react differently in
such situations, with respect to the security profile chosen. In particular, this means that
the algorithm, depending on the battery level at each moment, can reduce the security
scheme to be suggested in three attenuation levels: least attenuation, medium attenuation
and heavy attenuation, respectively.

In our implementation and evaluation, we considered two versions of the algorithm.
The first version, identified subsequently as Logic, is illustrated by Algorithm 1. In the
other version, identified subsequently as Delta Logic, we modify the algorithm by adding,
between lines 10 and 11, an instruction to store a given number of previously transmitted
security assessments (detection of an attack by an IDS module in the network) in a buffer.
In this version, when a new security assessment is received from the IDS, it is stored in a
buffer, and the algorithm considers instead the highest recorded assessment present in that
buffer to perform the necessary calculations. This version of the algorithm arises from the
need to absorb temporary anomalies that may exist in the security assessment performed
by the IDS, thus allowing to filter false positives and smooth the behavior of the controller
when appropriate. We proceed to discuss our initial approach to evaluate the behavior of
the described algorithm.
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Algorithm 1 Controller logic.

: Declare main variables

: Declare auxiliary variables

: Read initial configuration from text file

: Allocate required memory

: Initialize the result files

: Write initial configuration in the result files

: Apply the energy cost of the initial level

: while Battery percentage decrease is less than 5% do
Calculate new battery percentage

Get security assessment from IDS

Calculate security level to be suggested

Apply attenuation depending on the battery level
Remove energy cost of the new security

Save the data in the corresponding file

Increase cycle number counter

: end while

: Display number of cycles

: Free up space and close the files
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5. Analytical Evaluation of the Controller

For the evaluation of the controller in the context of the proposed architecture, we
considered two complementary approaches. For both approaches, it was necessary to
specify the requirements of the application at hand, which are translated to specific inputs
of the controller. In this context, the table of attacks was established as shown in Table 2,
identifying four types of relevant attacks. As already discussed, the indexes in this table
are used by the IDS to report the detection of a particular type of attack.

When the Controller receives a notification about an attack reported by the IDS module,
it is necessary to translate the index identifying the attack to a percentage of impact that
the detected attack potentially represents for the application at hand. For this purpose,
the security profile was defined as shown in Table 3, with Index 0 corresponding to the
absence of attacks, and with the attacks considered identified as illustrated in Table 2.

Table 2. External attacks considered (evaluation).

Index Attack
1 Spoofing
2 Hijacking
3 Denial of Service
4 Man in the Middle

Table 3. Security profile (impact of attacks).

Index Impact Value
0 0%
1 40%
2 90%
3 20%
4 80%
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Again, we note that this is configurable for the application at hand, given that, in prac-
tice, different attacks may represent different risks and have different impacts to differ-
ent applications.

In fact, a particular type of external attack can have a different impact depending on
the purpose of each LoRaWAN application, and one motivation of our strategy is to ensure
that the proposed architecture is as inclusive as possible of LoRaWAN applications with
different requirements and goals.

5.1. Analytical Evaluation of Controller Behavior

We start by considering the two previously described approaches against a set of
scenarios and configuration settings. The focus in our evaluation is on the impact of
security in the energy available in sensing devices, given that it determines the lifetime of
the device and, in consequence, of the application itself.

5.1.1. Evaluation Setup

To test the behavior of the proposed controller, we consider various scenarios com-
bined with different configuration setups. We also assume that each application-layer
message requires 51 bytes, and a rate of two messages per run. The preference threshold,
the minimum level and the initial level correspond to the variables changed in the initial
settings of each test, and Table 4 illustrates the corresponding values.

Table 4. Initial settings considered for evaluation.

ID Preference Threshold Minimum Level Initial Level
1 80%
2 4
2 20%
3 80%
2 3
4 20%
5 80%
1 4
6 20%

The scenarios considered in our implementation and evaluation of the proposed
adaptation logic are as follows:

* A scenario with random attacks, both in what regards the type of attack, the time of
its occurrence and its duration;

¢ Two scenarios with 20% of high risk attacks, namely with 80% and 90% of impact;

¢ A scenario with 20% of medium impact attacks, namely with 40%;

* A scenario with 20% of attacks with low impact, in this case with 20%.

With regard to the evaluation study, the controller was implemented in the C language
for each approach described in Section 4.2. The goal of our evaluation is to determine its
effectiveness in implementing energy-aware security adaptation, as per the goals previously
discussed. For this study, we consider the energy consumption impact of the AES and
SHA algorithms [18], illustrated in Table 5. As for the battery capacity of the sensor, we
consider the usage of an AA LR6 alkaline battery with a capacity of 1.8 Ah and a voltage of
1.5V, which corresponds to 2.7 Wh of energy generated and 9720 Joules. It is important
to note that this setup still does not take into account any LoRa/LoRaWAN configuration
regarding energy consumption, only the energy cost of the cryptography process.
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Table 5. Energy cost for the various security levels.

Security Scheme

Level - — - Energy Cost (micro]/B)
Confidentiality Integrity
1 - - 0
2 - SHA256 0.043
3 AES128 - 0.245
4 AES128 SHA256 0.288
5 AES258 SHA512 0.375

Each algorithm was used to test all the considered scenarios, in particular considering
the six combinations of initial configurations presented in Table 4, in total accounting for
60 tests. Given the high amount of time required to perform each test and considering the
typical discharging curve of an alkaline battery [17], measurements were made only in
three battery intervals: from 100% to 95%, 75% to 70% and from 25% to 20%. We therefore
consider the behavior of the algorithm in the three distinct and representative phases of the
lifetime of a battery. The final value corresponds to an extrapolation of the values obtained
in these three intervals. Next, we proceed with a discussion on the results obtained in our
evaluation tests.

5.1.2. Results and Analysis

In Table 6, we identify the values obtained in each of the tests, representing the
number of cycles that could be performed for a given test approach, scenario and initial
configuration. The results presented are extrapolated from the measured values, using
expression (1).

5 x Firstinterval +10 x Secondinterval +5 x Thirdinterval 1)

The different weight attributed to each of the three intervals is equivalent to the
number of times that each interval incorporates 5% of battery; that is, between 100% and
75% or between 25% and 0% there are 5 intervals of 5%, and between 75% and 25% there
are 10 intervals of 5%. The results obtained are compared with the number of cycles that
can be obtained using a fixed security scheme, helping to understand how far the goals
of the proposed algorithm (saving battery and extending the life of the sensors) have
been achieved.

For the scenario with a fixed security scheme, we consider security level 4, as defined
in Table 5, where we can also obtain the energy cost per Byte inherent to its usage. With the
same conditions used for the tests previously presented, we obtain an energy cost of
0.073152 m] per execution. We consequently note that the value allows a total of 132,874,016
cycles to be achieved.

Table 7 identifies the percentage comparison between the values obtained in the tests
and the value previously computed. Positive percentage values correspond to a gain in
relation to the number of cycles performed with a fixed security scheme, while negative
values correspond to a loss. When analyzing the results illustrated in Table 7, we observe
that 55 of the 58 tests have resulted in higher values than intended, proving that the dynamic
security controller has a positive contribution to save energy. The three results (obtained
with the random scenario, Delta Logic algorithm and with the initial configurations of 2,
4 and 6) that were below expectations and result in a negative percentage correspond to
tests in which preference was for security enforcing over saving energy, resulting in an
increase in power usage to allow for increasing the security level (enabling a higher security
configuration). The two blank spaces correspond to tests that are impossible to perform
since, given the conditions, no security scheme would be used.
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Table 6. Evaluation results (number of cycles that occurred in each test).
Initial Configuration
Scenario Algorithm 1 2 3 4 5 6
Logic 306,698,115 208,301,610 306,698,150 208,301,610 379,677,515 224,068,215
Random Delta
Logic 148,947,695 117,738,690 148,947,770 117,738,710 149,992,340 117,797,305
Hioh Logic 398,231,705 362,629,505 398,231,705 362,629,475 623,803,770 539,511,990
18
90% E)e;i 157,904,815 137,406,450 157,904,925 137,406,470 165,193,705 142,853,115
. Logic 468,039,540 390,846,515 468,039,545 390,846,515 1,124,969,280 604,671,550
18
80% 5§;i 254,661,730 153,298,930 254,661,750 153,298,950 297,894,645 160,122,900
Logic 889,946,800 553,140,925 889,946,820 553,140,930 3,337,300,455  1,660,158,380
Medium
40% Delta
Logic 889,946,660 360,221,480 889,946,780 360,221,720 883,662,985 439,623,500
L Logic 17,798,937,782 17,798,937,782 17,798,937,858 17,798,937,858 88,994,688,908
ow
20% Soe(}gtii 17,798,937,782 17,798,937,782 17,798,937,858 17,798,937,858 88,994,688,908
Table 7. Test results compared against the scenario with fixed security.
Initial Configuration
Scenario Algorithm 1 2 3 4 5 6
Logic 306,698,115 208,301,610 306,698,150 208,301,610 379,677,515 224,068,215
& 131% 57% 131% 57% 186% 69%
Random
Delta 148,947,695 117,738,690 148,947,770 117,738,710 149,992,340 117,797,305
LOgiC 12% —11% 12% —11% 13% —11%
Logi 398,231,705 362,629,505 398,231,705 362,629,475 623,803,770 539,511,990
o8lc 200% 173% 200% 173% 369% 306%
High 90%
Delta 157,904,815 137,406,450 157,904,925 137,406,470 165,193,705 142,853,115
LOgiC 19% 3% 19% 3% 24% 8%
Logi 468,039,540 390,846,515 468,039,545 390,846,515 1,124,969,280 604,671,550
o8l 252% 194% 252% 194% 747% 355%
High 80%
Delta 254,661,730 153,298,930 254,661,750 153,298,950 297,894,645 160,122,900
Logic 92% 15% 92% 15% 124% 21%
Logi 889,946,800 553,140,925 889,946,820 553,140,930 3,337,300,455  1,660,158,380
BIc 570% 316% 570% 316% 2412% 1149%
Medium 40%
Delta 889,946,660 360,221,480 889,946,780 360,221,720 883,662,985 439,623,500
Logic 570% 171% 570% 171% 565% 231%
Logi 17,798,937,782 17,798,937,782 17,798,937,858 17,798,937,858 88,994,688,908
. . oBlc 13295% 13295% 13295% 13295% 66877%
ow 20%
Delta 17,798,937,782 17,798,937,782 17,798,937,858 17,79,8937,858 88,994,688,908
Logic 13295% 13295% 13295% 13295% 66877%

5.2. Analytical Evaluation in the Context of LoORaWAN

The second evaluation we consider in our study aims to present results in the context of
a practical LoRaWAN application. We now consider also the energy costs of transmissions,
discussed in [19]. The values we are considering in this evaluation were obtained with a
LoRaWAN Class A device. This class is the most relevant for our analysis since it is the most
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efficient regarding energy usage. Ref. [19] also compares how different spreading factors
affect power consumption in LoRaWAN, with SF = 12 being the most expensive in terms
of energy usage and the worst case in power consumption. For that reason, the chosen
results for this evaluation consider a SF = 12, given that it provides support for a worst-case
scenario analysis of the behavior of the algorithm. Transmission costs in terms of energy
are thus used together with the cost of the various security levels decided by the controller.
We start by addressing the configuration of the scenarios considered in this evaluation.

5.2.1. Configuration of the Test Scenarios

To carry out this analytical evaluation, it was necessary to define the scenarios to be
tested, their initial configurations and the logic implemented in each evaluation. We tested
two different scenarios: the first where no attacks on the system are recorded, and another
where there are constant attacks against communications, each with a high impact of 80%.
The preferential factor, which represents the importance attributed to battery savings by
the application, was tested with values of 80% (which gives priority to battery savings over
security) and 20% (the opposite scenario), and the minimum level of security for levels 1
and 2. The size of each message is 51 Bytes, the maximum payload size used for LoRaWAN
configurations where SF is 12. The transmission rate considered is of one message every
half a minute. The battery characteristics are also maintained, considering the same type of
battery (with 9720 Joules available) and applicable discharge curve.

The value of the transmission energy cost is of 0.59 m] per bit [19] and equals a total
of 6.136 m]J, for values measured for a LoRa SX1272 transmitter, which is common in IoT
sensors as those employed in LoRaWAN environments. The values used for the energy
cost of security are the same as those used in the previous tests, illustrated in Table 5.
In this evaluation, the scenario in which the security of the system does not change was
also analyzed, and in this case, we chose the fourth security scheme from Table 5, with the
objective of comparing the remaining results with the currently most common usage
scenario of security in a LoORaWAN network. Please note that the preference threshold and
minimum security level settings are not applicable here, as these variables are only used by
the Controller.

5.2.2. Results and Analysis

In Table 8, we present the results obtained for each of the tests performed, considering
the energy impact of data transmission and security, as previously discussed. Each combi-
nation of scenario and initial configuration setup was analyzed to determine the battery
percentage intervals where each security level would be suggested, presented in the fifth
and sixth columns of Table 8. With this division, it was possible to calculate the different
energy cost over time for the life of the battery and thus obtain the time of execution of
each test.
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Table 8. Results for the analytical evaluation of the Controller in the context of LoRaWAN, + (number of cycles and total time for tests).
Initial Settings i
sene i Seng ey searty OO BEWOH e T conered
cenarios Preference  Minimum Level .. . = Range Level Y of Executions . .
Threshold of Security (m]) (m]) (minutes) Execution
Fixed Not Not o 559d2h
Security Applicable Applicable 100-0% 4 0.019 1,610,165 789,647 2m
100-59% 4 0.019 660,168
59-22% 3 0.016 596,060
, 1,580,534 790,267 559d12h
22-2% 2 0.002 322,923 47m
80% 2-0% 1 0 32,303
Constant 100-59% 4 0.019 660,168
attacks 2 59-22% 3 0.016 596,060 1,580,523 323,704 559d12h
with 80% R e— 41.5m
. 22-0% 2 0.002 355,215
impact each
4 100-74% 5 0.024 6136 418,259
1 74-21% 4 0.019 853,388 1,579,088 789,544 55195d 0Oh
S we— m
’ 21-0% 3 0.016 338,304
20%
100-74% 5 0.048 418,259
2 74-21% 4 0.019 853388 1,579,088 789,544 aoh
- m
21-0% 3 0.016 338,304
1 100-0% 1 0 1,615,155 807,577 560d 19h
Without . 37m
Indifferent
attacks 560d 15 h
2 100-0% 2 0.002 1,614,618 807,308

9m
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Table 9 presents a comparison, in percentage value, between the values obtained in
the tests made for the different scenarios and an environment in which the security scheme
employed is fixed. The positive percentage values represent a gain in the lifetime of the
sensor, and the negative values represent a loss in the execution time. It is possible to notice
that only two tests out of six revealed negative percentage values, and in this situation,
we may consider that the controller plays an important role in the dynamic adaptation
of energy and security, in the context of a LoRaWAN infrastructure. This is because,
on the one hand, the proposed architecture is very helpful in saving energy, in situations
where the conditions of the network allow it, given the limited or no existence of external
attacks. On the other hand, when the network is put to the test given the severity of
the intrusion, this algorithm allows the infrastructure to achieve the necessary additional
protection, something that would not be possible in a LoORaWAN network using a fixed
security scheme.

Table 9. Lifetime of a sensor taking into account the energy cost of security and message transmission.

Initial Configuration Total Number Total Time
Scenario Preference Minimum Level of Executed of Execution Comparison
Threshold of Security Cycles (minutes)
Fixed Not Not
Security applicable applicable 1,579,294 789,647 )
y 1 1,580,534 790,267 0.08%
80%
Impact 2 1,580,523 790,262 0.08%
of 80% 1 1,579,088 789,544 —0.01%
20%
2 1,579,088 789,544 —0.01%
No 1 1,584,094 792,047 0.31%
Indifferent
attack 2 1,583,578 791,789 0.28%

Observing the initial configurations and the scenario of the two tests, it is noticeable
why these negative values were obtained, since in this case, we have a scenario with
constant attacks and consequently with a high impact in data protection. In addition,
the preference threshold is chosen to be 20%, since in this case, data security is preferred
over savings in energy. This results in choosing a higher security level and, in consequence,
increasing the energy required to support the new configuration. The different values
obtained for the same scenario result from the application of different conditions and
algorithms, reinforcing the existence of a differentiation in the treatment of security and
energy savings, which depends on the controller’s input values. The larger gain is always
recorded with a preference threshold factor of 80% and a minimum security level of 1, which
means that the algorithm chooses to save battery over security and can decide to lower or
even turn security off, according to what is most appropriate given the current conditions
of the network and the energy remaining in the battery of the device. On the other hand,
the loss (or the lowest gain) is recorded when the preference threshold is equal to 20%
and the minimum level of security is 2, which represents a controller approach focused on
security instead of saving energy. In this situation, a security scheme is employed even if
no attacks on the system are detected. There are some factors that, in practice, can influence
the gains obtained by using the controller, such as the size of each message, the frequency
of message transmission and the available energy in the device’s battery.

6. Conclusions and Future Work

In this article, we addressed the proposal of an architecture with the goal of supporting
the dynamic adaptation of energy and security, particularly focusing on IoT applications
supported by devices powered by batteries. An important component of our proposal
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resides on the implementation of the logic required for the dynamic management and
adaptation of security and energy. The proposal was implemented and evaluated experi-
mentally and analytically, in light of the applications and communication environments
with particular requirements and configurations. Our evaluation allowed us to perceive
the advantage behind the usage a dynamic adaptation approach, since this allows one to
intelligently manage two factors: being able to save battery and consequently extend the
lifetime of the device when no external threats are detected, while being able to increase
the security of the system if the environment is more hostile and attacks against the normal
operation of the application are detected.

We observed there is a general lack of proposals in this area, particularly in what
respects the dynamic management of security and energy in IoT LoRaWAN constrained
environments. In fact, most of the existing proposals focus on security-related aspects such
as key management, authentication and intrusion detection. For sure, our work leaves
room for new assessments to be made and for further work to be conducted with the goal of
extending the implementation of the proposed architecture. For example, an experimental
evaluation of a complete implementation of the architecture in a real environment can
be performed, allowing to test the proposed approach against complementary system
requirements. Other approaches may be to consider different architectural approaches for
the placement of critical components of the architecture, as well as to develop and evaluate
other approaches for the logic behind the adaptation performed by the controller, in light
of particular classes of attacks.
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