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Abstract

Dynamic Spectrum Access (DSA) has emerged as a viable solution to address spectrum
scarcity in shared-spectrum networks. In response, the FCC established the Citizens
Broadband Radio Service (CBRS) to manage and facilitate shared use of the federal and
non-federal spectrum in a three-tiered access and authorization framework. However, due
to the open nature of spectrum access and the usually limited coverage of the monitoring
infrastructure, enforcing access rights in a shared-spectrum network becomes a daunting
challenge. In this paper, we stipulate the use of crowdsourcing as a viable approach to
engaging volunteers in spectrum monitoring in order to enforce spectrum access rights
robustly and reliably. The success of this approach, however, hinges strongly on ensuring
that spectrum access enforcement is carried out by reliable and trustworthy volunteers
within the monitored area. To this end, a hybrid spectrum monitoring framework is
proposed, which relies on opportunistically recruiting volunteers to augment the otherwise
limited infrastructure of trusted devices. Although a volunteer’s participation has the
potential to enhance monitoring significantly, their mobility may become problematic in
ensuring reliable coverage of the monitored spectrum area. To ensure continued monitoring,
inspite of volunteer mobility, deep learning-based models are used to predict the likelihood
that a volunteer will be available within the monitoring area. Three models, namely
LSTM, GRU, and Transformer, are explored to assess their feasibility and viability to
predict a volunteer’s availability likelihood over an extended time interval, in a given
spectrum monitoring area. Recurrent Neural Networks (RNNs) such as GRU and LSTM
are effective for tasks involving sequential data, where both spatial and temporal patterns
matter, which is the focus of volunteer availability prediction in spectrum monitoring.
Transformers, on the other hand, excel at handling long range dependencies and contextual
understanding. Furthermore, their parallel processing capabilities allows faster training
and inference compared to RNN-based models like GRU and LSTM. A simulation-based
study is developed to assess the performance of these models, and carry out a comparative
analysis of their ability to predict volunteers’ availability to monitor the spectrum reliably.
To this end, a real-world trace dataset of volunteers’ location, collected over five years, is
used. The simulation results show that the three models achieve high prediction accuracy of
volunteers’ availability, ranging from 0.82 to 0.92. The results also show that a GRU-based
model outperforms LSTM and Transformer-based models, in terms of accuracy, Root Mean
Square Error (RMSE), geodesic distance, and execution time.

Keywords: spectrum sharing; dynamic spectrum access; crowdsourced spectrum monitoring;
ex-post enforcement; volunteer availability likelihood; deep learning
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1. Introduction
The internet has ushered in a new era in which users’ expectations are high for

universal access to multimodal content. Despite unprecedented advances in network
communications and wireless technology, spectrum demand continues to outstrip supply,
especially in dense areas, where rural and in-building coverage continues to lag. In recent
years, various methods have focused on exploring the potential of spectrum sharing to opti-
mize spectrum utilization and meet the rising demands for high-quality mobile experience.
Most notable among these developments is the establishment of the Citizens Broadband
Radio Service (CBRS) by the Federal Communications Committee (FCC) to facilitate shared
federal and non-federal use of the 3550–3700 MHz band [1]. CBRS stipulates the creation of
a three-tiered access and authorization framework to accommodate the requirements of the
shared federal and non-federal use of the band. This architecture consists of Incumbents in
tier 1, Priority Access Licensed (PAL) users in tier 2, and General Authorized Access (GAA)
users in tier 3. The spectrum is always available to tier 1 incumbents whenever needed.
Tier 2 PAL users are protected from interference by tier 3 GAA users. However, GAA users
are neither protected from higher-tier users nor from other GAA users in the same tier.

Although it improves the efficiency of radio spectrum usage, shared access is suscep-
tible to spectrum misuse and abuse that go beyond interference [2,3]. Shared-spectrum
networks are likely to be prone to unauthorized users, who can intentionally carry out
illicit activities, including violating the interference constraints established by incumbents,
transmitting aggressively, both in time and frequency, to gain disproportionate use of the
spectrum, and disrupting network operations by violating pre-set spectrum access rules
and policies. As the intensity for spectrum sharing increases, so does the rate of access
rights violations and anomalous behavior. The ensuing tension underscores the need for
reliable enforcement mechanisms to prevent access violation while enabling productive
use of scarce spectrum resources. Hence, the success of a spectrum-sharing model depends
on the ability to effectively monitor spectrum and enforce spectrum access policy.

Traditional spectrum monitoring usually relies on the deployment of a static infras-
tructure of high-capability devices [4]. However, the cost of ensuring the necessary channel
coverage for reliable access right enforcement may become prohibitive. Focusing on ex-
post (punitive) spectrum enforcement in a shared-spectrum wireless environment, the
main objective of the paper is to demonstrate the feasibility of a hybrid, cost-effective,
crowdsource-based infrastructure to enforce spectrum access policies, efficiently and reli-
ably. The main monitoring component of the hybrid infrastructure is composed of trusted
devices, operated by permanently assigned human agents, referred to as sentinels. This
monitoring component is augmented with opportunistically recruited human volunteers,
equipped with wireless sensing devices, to assist sentinels with monitoring activities. The
hybrid infrastructure is designed to ensure adequate coverage, and cost-effective monitor-
ing to detect spectrum access right violations [5–8].

Performing spectrum monitoring across large geographical areas is a daunting en-
deavor. This stems from the difficulty to achieve adequate coverage while minimizing
cost. Consistent with our proposed infrastructure, a number of research works proposed
approaches to harness the potential of crowdsourcing and engage a large number of par-
ticipants to achieve adequate coverage of large geographical areas. These works focus
mainly on recruiting volunteers to achieve optimal coverage of the monitored area. In their
selection of volunteers, however, most of these works do not take into consideration the
mobility of the recruited spectrum monitors. The movement of volunteers out of a region,
when it occurs, may result in reduced coverage of the monitored area. This, in turn, may
lead to the exposure of monitored regions to spectrum access violations by intruders.
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To ensure sustained coverage, it is critical to accurately estimate the location of a volun-
teer within a region and effectively estimate their availability within the region. To this end,
a region is divided into coverage zones. A suite of integrated, AI-based approaches is then
used to predict the likelihood of a volunteer’s availability within a zone for a monitoring
interval. A monitoring interval refers to a specified time period over which monitoring
is carried out. At the end of each interval, the assignment of volunteers to area coverage
is re-evaluated to identify and address coverage gaps, ensuring comprehensive and sus-
tained monitoring across the entire spectrum sharing area. Collectively, these approaches
significantly increase the likelihood that volunteers carry out their monitoring assignment
consistently and reliably. Mechanisms are also proposed to ensure that standby volunteers
are ready to respond immediately to the occurrence of spectrum undercoverage, should
such an event occur when the assigned volunteer leaves the enforcement zone. Standby
monitors play a critical role in ensuring continuous monitoring and reliable enforcement
of regulatory access rights across the monitored region. In essence, standby monitors
transform monitoring from a reactive into a proactive process to reduce exposure to anoma-
lous behavior. Ensuring an immediate response to potential spectrum undercoverage
significantly increases the effectiveness of spectrum access rights enforcement.

The novelty of the proposed framework resides in its comprehensive approach to
spectrum access rights enforcement. The framework also positions mobility prediction as
a critical and enabling component, providing the basic tenet for an end-to-end spectrum
access rights enforcement infrastructure. Specifically, we: (i) couple zone-level coverage
requirements with volunteer selection; (ii) formalize volunteer qualification to reflect their
ability for a sustained and reliable coverage, using an aggregate metric that combines
the predicted likelihood of a volunteer to be located within a spectrum monitoring zone
and their capability to carry out the monitoring task in a sustained and reliable manner;
and (iii) quantify how prediction quality impacts enforcement-relevant outcomes, using
real-world mobility traces. Furthermore, volunteer selection and assignment mechanisms
are proposed to seamlessly engage volunteers in collaborative, interference-free spectrum
monitoring activities with sentinels, who typically operate within fixed locations and
consistent schedules. Volunteers can respond dynamically and flexibly to monitoring
tasks. Rather than imposing specific coverage areas on volunteers, the proposed approach
opportunistically aligns spectrum monitoring tasks with volunteers’ planned activities,
based on their predictable availability within a region. These assignments are “episodic”
in nature, taking into consideration volunteers’ mobility and their inability to commit to
long-term monitoring.

The main contributions of the paper are as follows:

• A crowdsourced spectrum access rights enforcement infrastructure to detect poten-
tially enforceable events effectively and reliably.

• A dynamic programming-based approach to determine the minimum number of
selected crowdsourced volunteers required to achieve expected coverage threshold,
where the spectrum enforcement area is divided into regions and each region is further
divided into zones to ensure zone-level coverage.

• A deep learning-based approach to predict which geographic coverage zone a vol-
unteer is likely to occupy at a given time, and uses the model-derived probability
combined with coverage to qualify and select crowdsourced volunteers more reliably
for spectrum enforcement.

The remainder of the paper is organized as follows: Section 2 discusses some of the
works that are relevant to the work presented in this paper. In Section 3, the shared-
spectrum monitoring framework is introduced, and its main components are briefly de-
scribed. In Section 4, the deep learning-based models used to predict the future availability
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of volunteers are presented. Comparative performance analysis of these models, along
with the experimental setup and methodologies used for comparison, are discussed in
Section 5. The results of the analysis are presented in Section 6. The conclusions of this
paper are highlighted in Section 7.

2. Related Works
A significant body of research works has focused on the design of crowdsourcing

frameworks, approaches, and methods to leverage the collective intellect of a crowd and
engage experts and stakeholders to work collaboratively in sharing ideas, brainstorming
solutions, and advancing knowledge. While most of these crowdsourcing-driven research
efforts share common building blocks, the features and context within which the crowd-
sourcing infrastructure is conceived differ to varying extents. Different topologies for
crowdsourcing have been proposed, depending on the type of the crowdsourcing event,
collaboration- or competition-based, the intended objectives, the participants’ selection pro-
cess, and the control of the tasks to achieve the targeted outcomes [9–11]. These topologies
have been adopted, with varying degrees of success, in various activities and in different
communities, including Wikipedia, Youtube, Healthcare, Disaster Management, Citizen
Science, Transportation, City Management, Upwork, Gigster, TopCoder, Rainforest QA,
Kaggle, GLG, and HackerOne [12–16].

Several research works have explored the use of crowdsourcing to carry out spectrum
monitoring tasks in shared-spectrum wireless networks [17,18]. These research efforts
can be broadly classified into two categories based on the objective and main goals of
the spectrum monitoring task. In the first category, the focus is on recruiting, motivating,
and retaining volunteers. These issues are critical to ensure the sustainability of the
crowdsourced monitoring tasks over an extended time. In these works, the proposed
approaches to achieve crowdsourcing sustainability rely on auction and the use of different
methodologies, including “agent utility”, stable matching, and threshold-driven selection
algorithms to recruit volunteers [5–7,19,20]. Successful volunteer recruiting usually relies
on the strive of volunteers for the “common good” and potential “recognition” of their
positive community impact [21]. In the second category, the focus is on detecting spectrum
misuse and identifying intruders and access violators. Liu et al. proposed and discussed
methods to detect anomalous spectrum usage in DSA networks, using the notion of signal
prints and log-scale path loss with changes in log-distance [22]. In [22], an adaptive,
Markov decision process-based approach is proposed to detect selfish misuse of bandwidth
in 802.11-based wireless networks. In [23], the authors propose a framework for cooperative
spectrum sensing, focusing primarily on identifying malicious secondary users based on
data agreement and the statistics of consecutive true and false decisions.

One important aspect of crowdsourcing-based detection of spectrum intrusion is an
effective incentive mechanism to successfully recruit trustworthy volunteers and reliably
and efficiently engage them in the enforcement of spectrum access rights. The incentive
choice must cater to diverse volunteers’ capabilities and availabilities. Furthermore, trust
must be maintained through a reputation mechanism, which provides the basis to identify
and eventually expel corrupt volunteers. Finally, recruiting must be dynamic and adaptive
to ensure long-term engagement by allowing new participants to join, while reducing the
likelihood of volunteers to drop-off. A variety of methods have been proposed in crowd-
sourcing frameworks to achieve effective recruitment and engagement of volunteers [24].
Some of these methods use mutual benefit or direct impact on the interests of individual
participants for recruiting [25]. Other methods use either financial incentives or benefits
to the general population to motivate participation in the crowdsourcing event [26–30].
Recent works on intelligent spectrum management and monitoring in shared wireless
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networks is dominated by AI-driven sensing, learning-based resource allocation, and new
architectures to support large-scale, multi-stakeholder spectrum sharing. In the area of
AI-enhanced spectrum monitoring and sensing, deep learning, particularly CNN-based
models, is increasingly being used at the sensing and monitoring layer to recognize sig-
nals, protocols, and occupancy patterns in dense shared bands [31]. These models are
also used to reliably classify coexisting technologies and interference to enhance spectrum
utilization and coexistence management in heterogeneous, shared-spectrum networks. To
scale monitoring over a wideband spectrum, decentralized deep learning, combined with
intelligent reflecting surfaces, has been used to improve cooperative sensing and mitigate
high-frequency path loss, while reliably tracking spectrum occupancy [32–34]. Furthermore,
intelligent resource management frameworks, which combine SVM-based spectrum sens-
ing, CNN-based prediction, and priority-aware spectrum allocation in hierarchical shared
frameworks, have been used to improve interference detection reliability and spectrum effi-
ciency, even under strong co-channel interference [35,36]. These works show that intelligent
spectrum monitoring and spectrum misuse detection can lead to significant capacity gains
for all network stakeholders. AI-based control, based on deep reinforcement learning, has
proven to be efficient in managing intelligent spectrum and communication resources, min-
imizing interference, and optimizing energy efficiency, resulting in significant reductions in
interference and primary user collisions [37,38]. Wireless network analytics are proposed
as a toolchain for large-scale, largely autonomous spectrum monitoring, integrating mea-
surement, machine learning, and anomaly detection [39,40]. In particular, blockchain-based
frameworks, enabled by smart contract approaches, have been proposed to implement
spectrum trading and sensing, as a service, without trusted brokers, to improve spectrum
efficiency and responsiveness under communication delays [41,42]. Intelligent, proactive
monitoring is also used for incumbent protection and security in shared heterogeneous,
shared-spectrum environments. AI-driven incumbent protection frameworks and algo-
rithms have been used in collaborative intelligent radio networks to learn and predict
incumbent traffic patterns with high accuracy, enabling decentralized spectrum sharing,
while guaranteeing protection without centralized coordinators [43]. Proactive spectrum
monitoring schemes, which combine jamming-assisted observation with data transmission,
significantly outperform passive monitors when tracking suspicious communications in
dynamic sharing environments [44–48].

3. Spectrum Access Right Enforcement Framework
As discussed previously in [5–7], in shared-spectrum networks, authorized transmit-

ters gain access to an available channel through a local access point located in a geographical
spectrum enforcement area, where they currently reside. The use of spectrum frequency
by an unauthorized transmitter, thereof referred to as the intruder, constitutes a spectrum
access rights violation.

The basic tenet of our approach is that unauthorized spectrum access can be effec-
tively prevented by using a trusted monitoring infrastructure, composed of trusted devices,
referred to as sentinels, augmented by highly-qualified crowdsourced volunteers. Sentinels
are assumed to have advanced authentication capabilities and are fully dedicated to moni-
toring spectrum access. Achieving a high level of spectrum misuse detection over extended
geographical coverage; however, this is likely to come at the high cost of using a large
number of sentinels. To increase coverage and minimize cost, crowdsourcing is used to
harness the abundance of peer wireless devices, referred to as volunteers, and strengthen
the ability of the trustworthy sentinels to reliably detect unauthorized spectrum access. The
volunteers are recruited to join the monitoring infrastructure, based on their capabilities to
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monitor the spectrum. Approaches to effective selection of the most qualified volunteers in
the crowd are discussed in [7,8].

A cloud-based centralized Spectrum Control System (SCS) is used to select crowd-
sourced volunteers to monitor the spectrum in the enforcement area. As shown in Figure 1,
the SCS consists of : (i) a portal for collecting spectrum access requests, (ii) a Spectrum
Access Database that stores information on all the authorized devices registered with SCS
in the enforcement area, and (iii) a computational access enforcement infrastructure to
support volunteers’ registration and selection for spectrum monitoring [5–8].

Figure 1. Spectrum Enforcement Framework Architecture and Components.

3.1. Access Enforcement Computational Infrastructure

The Access Enforcement Computational Infrastructure (AECI) is a centralized platform
to support effective monitoring to detect unauthorized spectrum use, including spectrum in-
trusion to degrade the performance of legitimate users on a licensed or protected frequency
in a monitored region. The primary objectives of this infrastructure include:

• Selection of crowdsourced volunteers to monitor channels in the enforcement area.
• Establishing volunteer trustworthiness for spectrum monitoring.
• Estimation of volunteers’ performance of and their likelihood to reside in a geograph-

ical region, so that only the most qualified volunteers can be selected to monitor
the spectrum.

Attaining the above objectives is challenging, as it is difficult to determine where,
when, and how volunteers should be deployed. Furthermore, it is essential to make
timely decisions about a volunteer’s continued involvement in the monitoring activity
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when their performance falls short of expectations. Finally, it is critical to ensure that
the perpetrator of spectrum misuse is correctly identified, based on gathered evidence
in real time [8]. To support the above salient objectives, this infrastructure supports the
following functionalities:

• Support of volunteer registration.
• Selection of volunteers to monitor spectrum.
• Assessment of volunteers’ performance and spectrum monitoring veracity to establish

their and trustworthiness.
• Support for detecting unauthorized spectrum use to enable adjudication.

To support these functionalities, the AECI relies on two main components: the Vol-
unteer Support Component and the Adjudication Component. The AECI architecture is
illustrated in Figure 2. The detailed features and functionalities of these components are
discussed below.

Figure 2. Components of the Access Enforcement Computational Infrastructure.

3.1.1. Volunteer Support Component (VSC)

The VSC uses the Volunteer Registration Unit (VRU) to handle volunteer registration.
Volunteers submit personal data and information related to their communication device
capabilities through the VRU registration interface. The Volunteer Registration Database
(VRD) is used to host this information. The VSC also uses the Volunteer Selection Unit
(VSU) to handle the selection of volunteers to monitor spectrum. To this end, the VSU
uses the Dynamic Attribute Database (DAD) to host information related to volunteers’
location and mobility management. This information is needed during the selection
process to estimate volunteers’ locations, as they move, and the length of their stay in
these locations. The database also stores the information required to evaluate volunteers’
spectrum monitoring performance. The VSU leverages data from both the VRD and the
DAD to support volunteer selection processes.

Volunteer Registration Unit (VRU)

Volunteers must register to be considered for participation in spectrum monitoring.
As shown in Figure 3, the registration is completed through the VRU interface of the SCS
Access Enforcement Computational Infrastructure. The information provided by volun-
teers includes both static and dynamic attributes. Static attributes represent information
that is common to all volunteers, including personal identification information, contact
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details, ‘most-likely domicile’, scheduling availability, in terms of daily time slots during
which monitoring activities can be performed, and communication device characteristics
and capabilities. These attributes are essential in guiding the selection process, ensuring
decisions are based on criteria relevant to the spectrum monitoring activity.

Figure 3. Volunteer registration methodology.

Dynamic attributes characterize volunteers’ involvement and impact on the spectrum
monitoring activity over time. They are used to achieve real-time, efficient task assignment
by capturing current availability, monitoring accuracy and engagement levels during a
monitoring interval, ensuring optimal matching between spectrum coverage areas and
volunteers, based on current and changing conditions [8].

These attributes are updated during each monitoring interval. They are used, at the
end of a monitoring interval, to guide decisions about assigning volunteers to communi-
cation channels within a spectrum coverage area. Dynamic attributes can be situational
or behavioral. Situational attributes include current geographical location, average ve-
locity, residual battery life of the sensing device, measured in terms of remaining useful
life, and selection status. The situational attributes are used to estimate the likelihood
of a volunteer to reside within a spectrum monitoring area, over a specific time period.
Behavioral attributes are assessed based on volunteers’ spectrum monitoring performance.
They include trustworthiness, reputation, and location likelihood, which represents the
likelihood of a person residing in a specific location within the monitoring region. These
dynamic attributes are stored in the DAD. The details of static and dynamic attributes are
depicted in Figure 4.

Figure 4. Classification of volunteer attributes.
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Volunteer Selection Unit (VSU)

The main objective of the VSU is to select volunteers to monitor spectrum within a
geographical access right enforcement area. An effective volunteer selection procedure
should ensure the following:

• High accuracy in detecting enforceable events, including access right violation and
spectrum interference;

• Adaptability to changes in the access right enforcement policies and environment;
• ‘Optimum’ alignment of volunteers’ monitoring capabilities and personal preferences

with the spectrum monitoring activity objectives.

To meet the above requirements, the proposed framework uses an algorithm that considers
volunteers’ attributes and spectrum monitoring objectives, when making selections. The
algorithm combines the advantages of the multiple-choice secretary algorithm with a
variant of the stable matching algorithm to ensure close alignment of volunteers’ attributes
and preferences with the objectives of the spectrum monitoring activity. Details of this
algorithm are provided in [7].

Upon volunteer selection, a procedure is established to assign channels to volunteers
within an access right enforcement area, where they are most likely to reside. As shown
in Figure 5, the VSU utilizes the information in the VRD and the DAD to make decisions
related to volunteer selection and channel assignment. Volunteers’ situational attributes
are used in real time to estimate their likelihood of being present in a specific geographical
region during a spectrum monitoring interval. These attributes are also used to evaluate
their effectiveness in monitoring channels. The outcome of this evaluation is used to update
the volunteers’ trustworthiness and reputation, over each monitoring interval. Repeated
inaccurate reporting on channel status reduces volunteer’s trustworthiness and negatively
affects reputation. If a volunteer’s reputation score drops below the threshold, they are
replaced by a standby volunteer prior to the next monitoring interval.

Figure 5. Interaction between a volunteer and different components of the Access Enforcement
Computational Infrastructure for updating the dynamic and behavioral attributes of the volunteer.
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3.1.2. Access Right Violation and Adjudication (ARVA)

The primary tasks of the ARVA component are to:

• support and validate volunteers’ reporting on spectrum status;
• provide mechanisms to detect unauthorized and intrusive spectrum use, thereby

preventing performance degradation for authorized users; and
• enable the identification of spectrum access violators for adjudication.

The ARVA tasks are supported by the Spectrum Status Reporting Database (SSR_DB).
This database records all reports submitted by volunteers and sentinels over a monitoring
interval. In the following, the basic functionalities of the ARVA tasks are discussed.

Volunteer Reporting Validation

To ensure accurate reporting validation, the access right enforcement activity is per-
formed over adjacent time intervals, referred to as Monitoring Intervals (MIs). Each MI
is further divided into time subintervals, referred to as Working Unit Intervals (WUIs).
A WUI is defined as the smallest number of transmission slots over which a user can
accomplish useful work. Volunteers senses the communication channel over each trans-
mission slot of a WUI and report to the SSR_DB any abnormal conditions, caused by high
noise rise or degraded performance, that suggest interference. Sentinels, on the other
hand, randomly select WUIs for sensing and report potential interference to the SSR_DB,
when abnormal conditions are detected. The volunteer validation unit cross-references
the volunteer’s reported channel condition with the sentinel’s corresponding report to
identify any discrepancies. The cross-referencing outcome is used to update the volunteer’s
reputation. The reputation update mechanism uses a linear function to reward truthful
reporting and an exponentially decreasing function to penalize fraudulent reporting. If at
the end of a monitoring interval, the reputation of a volunteer decreases below a threshold,
the volunteer is expelled [5].

Access Rights Violation Detection

Volunteers are expected to be equipped with devices capable of detecting end users’
anomalous behavior, including:

• Emulating activities of an incumbent higher priority user by mimicking their signal
characteristics, making other currently active lower priority users believe that the
incumbent’s channel is occupied. In conformance with spectrum access rules, these
users vacate the channel, thereby granting exclusive access of the channel to the
fraudulent user.

• Reporting fraudulent channel occupancy or marking a busy channel as idle, which
may cause interference with incumbents.

• Exceeding the prescribed transmission power to achieve higher coverage.
• Engaging in transmission over a channel assigned to a different end user.

These capabilities are typically provided by Software-Defined Radios (SDRs), as they
provide access to raw in-phase and quadrature (I/Q) data. Such access enables physical-
layer fingerprinting. Furthermore, because an SDR typically possesses unique hardware-
level impairments, such as I/Q imbalance, DC offset, and phase noise, monitoring systems
can identify the specific “RF signature” of a transmitter [49]. By training deep learning
models on these signatures, an SDR-based system can distinguish between a genuine
military radar and a spoofed PUE signal with high precision, even if the signal profiles
appear identical in the time domain [50]. Additionally, SDRs can be used to convert signal
captures into spectrograms, which are then processed to identify and classify overlapping
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signals in real time [51]. Therefore, SDRs can provide the basis for the development of an
effective access right enforcement scheme.

Numerous works have been proposed to detect misbehavior in shared-spectrum
networks. Liu et al. [22] investigate the problem of detecting unauthorized spectrum usage
in DSA networks. The detection of anomalous spectrum usage is formulated by using
statistical significance testing. The authors propose two detection schemes based on the
mobility of the authorized transmitter. The first scheme is based on the assumption that
the Received Signal Strength (RSS) from a single transmitter decays approximately linearly
with the logarithmic distance from the source, but this is no longer the case when the
RSS is a sum of multiple transmitters at different locations. This scheme is used when
the authorized user is mobile. The second scheme is based on the assumption that the
transmitters at different locations will lead to different spatial distributions of the RSS
and is used when the authorized transmitter is static. However, the authors assume that
the unauthorized transmitters are non-colluding and that the authorized transmitters are
always trustworthy.

Access Right Violation Adjudication

When a potentially enforceable event occurs, forensic analysis must be conducted
to determine whether a claim can be adjudicated and to build a foundation of evidence
for the adjudication process. Thus, one of the overarching objectives of the Access En-
forcement Computational Infrastructure is to build a robust information base for adju-
dication—enabling timely resolution of events and ensuring that costs are appropriately
internalized to the responsible actors. As reported in Anderson et al., “spectrum forensic
systems are designed to isolate an interference source, to provide evidence of interference
and to do so rapidly, inexpensively and without burdensome complexity” [52]. Therefore,
spectrum forensics involves systematically identifying the source, time, and location of
radio frequency interference (RFI), along with assessing its impact on communications.
The source can be a malfunctioning device, an unauthorized transmitter, a rogue access
point or an illegal jamming equipment. The source can also be a service provider, with
an improperly configured transmitter. Multiple approaches have been proposed, which
leverage real-time spectrum monitoring, multi-sensor geolocation, and advanced signal
analysis to detect interference [53].

Volunteers and sentinels are required to systematically report channel interference
events to assist with forensic analysis. The reported information include signal characteris-
tics, such as frequency signature and signal strength, and identification of communication
protocols and device type. The reported information is hosted in the SSR_DB. It is used
to assert the occurrence of unauthorized or illegal use of the spectrum, and identify the
intruder when an interference event is reported. The SSR_DB is also used to preserve
digital evidence related to an interference event, and when necessary conduct specialized
digital forensics analysis. The basic components underlying this process, along with the
supporting infrastructure, are illustrated in Figure 6.
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Figure 6. Functionality of the Adjudication Component in the Access Enforcement Computa-
tional Infrastructure.

When an activity is flagged as a potential illegal use of the spectrum, the SCS employs
an Intrusion Detection Module (IDM) to identify and confirm that interference originates
from an unauthorized user. The first step in resolving interference is identifying the source
transmitter. Based on reported information, several effective approaches can be used to
locate and identify the interfering transmitter. In an ideal scenario, a PHY-layer authentica-
tion procedure can be used to identify a transmuting device [53]. This procedure enables
a receiver to swiftly discern between compliant and rogue transmitters, eliminating the
need for unnecessary higher-layer processing. The procedure, however, requires that the
communication device include a mechanism for authenticating its waveforms. It must also
implement tamper-resistant measures to prevent malicious users from circumventing the
authentication process [53]. PHY-layer authentication schemes can be intrinsic or extrinsic.
Intrinsic schemes utilize the intrinsic characteristics of the transmitted signal as unique
signatures to identify transmitters. These methods primarily include RF fingerprinting and
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electromagnetic signature identification [54–57]. However, such schemes are sensitive to
environmental factors like interference, and temperature changes, and are not effective
in “real-world scenarios” [53]. Extrinsic identification schemes, on the other hand, enable
authorized transmitters to embed an authentication signal intrinsically into their mes-
sage signal (like machine authentication code, digital signatures, spectrum permits [17]),
which can then be decoded by the receiver [53]. Such techniques include PHY-layer wa-
termarking [58] and transmitter authentication [59,60]. However, such schemes involve
the superposition of the message signal over the authentication signal [58]. As such, the
signal-to-noise ratio (SNR) of one signal is compromised by the other [53]. Another draw-
back of this scheme is that the SNR of the received signal must be high so that the received
authentication signal is decoded and demodulated successfully by the receiver [53]. To
address these challenges, a scheme referred to as “blind transmitter identification” can be
used to uniquely identify (or authenticate) a transmitter under low SNR and high multipath
fading conditions. Furthermore, the scheme does not require complete knowledge of the
PHY-layer transmission parameters to identify the device [53,61].

To complete the interference resolution, IDM cross-references the SSR_DB reported
information related to the interfering device with the Spectrum Access Database. The latter
contains information on licensed and unlicensed spectrum usage, including authorized
transmitters, along with relevant communication restrictions. A decision to grant, suspend,
or terminating transmission rights for the interfering device depends on the regulatory
rules and protection requirements of the spectrum coverage area.

3.2. Volunteer Management Strategy

The Volunteer Selection Unit (VSU) primarily handles the selection of volunteers to
monitor the spectrum over a Monitoring Interval (MI) [5–8]. Initially, volunteer selection
is solely based on the registration information submitted to the VRD. In subsequent MIs,
however, the VSU uses the information in both the VRD and the DAD for the selection of
new volunteers and the reassignment of active volunteers, based on their monitoring per-
formance in the previous MI. Poor performance of a deployed volunteer may be caused by
environmental factors, such as low signal attenuation or a malfunctioning communication
device. It may also be caused by behavioral factors, including colluding with unauthorized
users to provide them access to protected spectrum. Consequently, a decision must be
made, at the end of each MI, to either reassign or replace active volunteers, based on associ-
ated performance data, gathered in the previous MI. Volunteers’ unpredictable mobility,
combined with potential volunteer ejection due to inadequate monitoring performance, can
create coverage gaps in the monitored area. To mitigate this risk, the following mechanisms
are implemented:

3.2.1. Standby Volunteers and Patching

As shown in Figure 7, a number of volunteers may be deemed by the VSU to be
qualified to monitor the spectrum. Depending on the targeted region coverage, only a
subset of these volunteers, however, is activated to monitor spectrum at the beginning of
each MI. These volunteers are referred as active volunteers. The remaining volunteers stay
on standby, available as needed, without a fixed schedule, ready to assist with spectrum
monitoring if a coverage gap emerges. Standby volunteers play a crucial role in ensuring
continuity and resiliency of spectrum monitoring, particularly when volunteers’ mobility
is highly unpredictable. Their primary benefit is providing flexible, timely support when
active volunteers become unavailable or need to be replaced.

Dynamic patching of the volunteer schedule is used to address coverage gaps, enabling
rapid adjustments without disrupting ongoing monitoring operations. This is achieved
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through the redundancy provided by the standby mechanism. Figure 7 illustrates the
volunteer selection and management strategy.

Figure 7. Sample of the volunteer selection strategy for the initial two Monitoring Intervals,
MI0 and MI1.

3.2.2. Volunteer Incentives

Incentives play a critical role in recruiting and motivating individuals to participate,
stay engaged, and contribute to planned activities over time. Numerous studies have
focused on designing and analyzing meaningful and appropriate incentives to gain a
better understanding of their effectiveness to motivate and significantly boost a volunteer’s
engagement in the planned tasks [62–64]. The literature identifies a broad spectrum of
incentives used to motivate volunteering, categorized primarily into intrinsic, extrinsic,
and intangible motivators.

In essence, intrinsic incentives are internal drivers tied to personal fulfillment. Their
likelihood to engage volunteers stems from internal motivations, often derived from the
activity itself, such as altruism, personal growth, a sense of purpose, and a sense of self-
fulfillment. Volunteers driven by intrinsic motivation often seek to contribute to a “cause”
they believe in to strengthen their sense of community, while aspiring to develop new skills,
when possible. Intrinsic incentives research shows that volunteers with intrinsic motiva-
tions, who feel their volunteering work aligns with their values, show deeper emotional
investment, sustained long-term commitment, higher quality of service, and great satisfac-
tion. Research also shows that, while intrinsic incentives are highly effective for long-term
engagement, they work best when supported by thoughtful volunteer management and a
culture of appreciation. If volunteers realize their assigned tasks are meaningless or if they
feel their efforts are unappreciated, their intrinsic drive can diminish. Extrinsic incentives
are external rewards offered to volunteers to encourage participation and engagement in
crowdsourcing activities. Depending on the nature and objectives of the planned activi-
ties, these awards range from monetary stipends and paid volunteer time off to bonuses,
certificates, badges of honor, and prizes. Studies show that extrinsic incentives may in-
crease volunteers’ participation and significantly boost their engagement, particularly for
those individuals who may be deterred by the time or cost of volunteering. Studies also
show that, while effective in boosting short-term engagement, financial incentives may
not sustain long-term participation. In particular, studies indicates that monetary rewards
can undermine and sometimes crowd-out intrinsic motivation, especially in crowdsourced
contexts where the planned activities are designed to benefit people and communities [65].
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To address these shortcomings, hybrid approaches, which combine intrinsic and
extrinsic incentives to provide “material” and “immaterial incentives”, are often used
to better adapt to the nature and objectives of the crowdsourced platform, in order to
maximize participation and sustained engagement. Typically, these approaches combine
multiple incentive types, including financial rewards, social recognition, and gamification,
emphasizing the importance of tailoring incentives to user preferences [66–68]. Depending
on the context, studies show that hybrid approaches have the potential to increase user
activity and retention, with potential for optimal results [69].

The proposed framework does not depend on a specific motivator to recruit and
engage volunteers. Instead, the proposed approach embeds in its design intrinsic mo-
tivators, focusing on: (i) volunteers’ relatedness to the crowdsourced activities, (ii) self-
determination and autonomy in making commitments and selecting monitoring tasks,
and (iii) opportunity for social impact. By creating an environment that supports self-
determined motivation, the framework enables volunteers to feel valued and connected.
Furthermore, these motivators foster a sense of ownership and provide powerful drivers
for sustained engagement. To achieve these objectives, the following mechanisms are
embedded in the proposed framework.

• Episodic Volunteering: In the proposed framework, the basic commitment is for a
monitoring epoch, at the end of which volunteers may either continue or terminate
their commitment. This mechanism provides flexibility and accessibility, allowing vol-
unteers to contribute from anywhere, at any time, based on their personal availability
and professional schedule. It also enables the quick mobilization of individuals, with
varied skills and expertise, who may not want to commit to long-term tasks, but are
willing to contribute meaningfully to short monitoring activities.

• Convenient Scheduling: This mechanism harnesses the fact that individuals are intrin-
sically motivated to help, when the commitments of time and energy are low and the
benefits to the community are significant. The proposed framework allows volunteers
to use the crowdsourcing platform to register their capabilities, including preferences
to which regions they are willing to monitor. This self-determination based approach
empowers volunteers to make commitments that match their skills and availability.

• Reputation: The proposed framework provides a reputation model, designed to
track and quantify volunteers behavior and reliable contribution to the monitoring
tasks. The model embeds trust as a critical component and uses an evidence-based
approach to assess volunteers’ performance, in terms of monitoring accuracy and
reliability. The reputation model uses the accuracy of reporting on the status of the
spectrum to either enhance or degrade their reputation. When the reporting failure rate
exceeds a specified threshold, the volunteer is denied participation in the monitoring
activities (the details of how volunteer reputation is managed are provided in [5]).

3.3. Enforcement Area Coverage

To achieve a balanced coverage, the spectrum access rights enforcement area is parti-
tioned into regions, using adaptive approaches based on Voronoi’s and Lloyd’s algorithm.
Details of this algorithm are provided in [7,8]. Furthermore, access policy enforcement
within a region can be targeted to be more responsive to local conditions and spectrum
access patterns. Achieving comprehensive regional coverage of the enforcement area de-
pends on the volunteer’s device coverage capabilities within a region. It is highly unlikely
that a volunteer has the capabilities to cover an entire region during a spectrum monitor-
ing interval. This stems from several factors, including external radio signal interference,
limited power of the volunteer’s spectrum sensing device, and physical obstruction. To
address these limitations, regions are further subdivided into circular cells, where each cell
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represents a volunteer’s unit of coverage. The question remains: how to determine the
radius of a cell, taking into consideration a combination of factors, including frequency,
transmitted power, and antenna type?

Assuming a free space path and isotropic antennas of the spectrum sensing devices,
the average distance, d, before which the received power diminishes below a threshold ϕ is
given by (1):

d =

√
Pt

ϕ
·
(

c2

(4π f )2

)
(1)

In (1), Pt represents the average transmitted power of the spectrum sensing device for
all volunteers, ϕ denotes the specified threshold power level, c stands for the speed of light
in vacuum, and f represents the frequency of the transmitted signal.

Based on d, a region can be divided into square-shaped zones, where a given zone rep-
resents the area of the circumscribed square of the associated circle. Figure 8 shows the par-

titioning of a given region of enforcement, r, into coverage zones. Let dv =

√
Pv

t
ϕ ·

(
c2

(4π f v)2

)
be the radius of the zone associated with volunteer, v. Considering that the antennas are
isotropic, the average area of coverage, A, of a spectrum sensing device can be given by (2):

A = π · (d)2 (2)

Based on (2), a side of a coverage zone is of length
√

2.d, and its area is 2.d
2
. Therefore,

the number of coverage zones, Z, in an enforcement region, r, of surface area R is be given
by (3):

Z = ⌈ R

2.(d)2
⌉ (3)

To this end, it is necessary to select eligible volunteers for monitoring the spectrum in
a coverage zone.

As stated above, volunteers are likely to move frequently and unexpectedly from
one zone to another. Consequently, associating a single volunteer to cover a given zone is
prone to frequent monitoring disruption, thereby presenting a significant threat to long-
term sustainability, with far-reaching impacts on spectrum access rights. To address this
shortcoming, the proposed framework associates, when possible, more than one volunteer
to monitor a zone. In the following, the minimum number of volunteers to ensure a high
likelihood of zone coverage, referred to as minimum zone coverage, is derived.

Figure 8. Coverage zones in enforcement region, r.
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3.4. Minimum Zone Coverage

Given a coverage zone z, let Vz = {vi1 ≤ i ≤ Kz} be the set of eligible volunteers to
cover zone z. A volunteer, vi is eligible to cover zone z if and only if:

• Volunteer, vi, is present in z;
• The coverage radius, di, provided by vi, is greater than or equal to d.

Note that the area of a zone, z, covered by a volunteer, v, is Az(v) = π · (dv)2. De-
pending on where v is currently located within z, Az(v) may be less than the expected
coverage area, A = π.(d)2, derived based on (1). The worst-case scenario occurs when the
volunteer reaches a corner of the zone, z. Therefore, dv must be equal to 2.d to ensure full
coverage of z regardless of where v is located within z. It should be noted that this occurs
with probability Cz

v, as defined in (4):

Cz
v = Pr(dv ≥ 2.d) (4)

In addition to the geographical coverage that can be provided by a volunteer, it is
necessary to estimate the likelihood of a volunteer being present in a coverage zone, z. The
proposed framework explores the use of three deep learning-based models to predict such
a likelihood. More specifically, given a set of volunteers, Vz = {v1, v2, . . . , vK}, the models
use the location behavior of a volunteer, vi (1 ≤ i ≤ K) ∈ Vz, to predict the zone where vi

is most likely to land at a given time, t. The specific detail of the approach used by these
models to predict the landing zone of a volunteer is provided in Section 4.

Given the predicted landing zone of a given volunteer, vi(1 ≤ i ≤ K) ∈ Vz, the
probability, ρz

vi
, that vi lands in zone z at time t is defined as the accuracy of v’s zone

prediction by the underlying model. Notice that Cz
v and ρz

v, when combined, provide
an effective quantifiable measure to assess the quality of v’s monitoring, if they were to
be selected to cover zone z. In this framework, we use the product, Ω = ρz

v · Cz
v, for

this purpose.
Let Vz =

{
vi(ρ

z
v, Cz

v) ρz
v ≥ αz & Cz

v ≥ βz
}

be the set of volunteers eligible to cover
zone z. Selecting all the volunteers in set Vz will ensure “optimal” coverage of the area of
spectrum enforcement. However, there is a tradeoff primarily because selecting a large
number of volunteers is expensive as managing a large pool of volunteers can incur excess
administrative costs in tasks such as communication and coordination with the volunteers.
Therefore, the objective is to minimize the number of volunteers selected from Vz to cover
zone z while ensuring that the expected coverage provided by the volunteers is greater
than or equal to the threshold, Θ.

Given Ω, and Vz, the minimum number of volunteers to cover a given zone, z, is
defined as the minimum number of volunteers in Vz that satisfy (5):

∑
v∈Vz

ρz
v · Cz

v ≥ Θ (5)

Let V̂z be the set of the minimum number of volunteers selected out of Vz to ensure
that the coverage provided by the volunteers in zone z is at least Θ and that the value
provided by each volunteer, v, to zone z is µz

v = ρz
v ·Cz

v. Therefore, the minimum number of
volunteers, V̂z, that ensure net value, ∑v∈V̂z

µz
v ≥ Θ, needs to be determined. In practice, in

order to guarantee zone coverage, it is recommended that Θ be set to 0.9 of the size of Vz. It
is to be noted that this parameter can be adjusted to closely reflect the monitoring objective
of the underlying access rights enforcement policy. In the optimal solution to selecting
volunteers for ensuring a net value of at least Θ, there must be a first volunteer, vi, such that
its value, µz

vi
≤ Θ. Let the minimum number of volunteers selected, V̂z, be represented by

Tz[Θ], which represents the minimum number of volunteers whose total value is Θ. Hence,
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if µz
vi

is the value provided by the first volunteer, vi, to zone z in the optimal solution to
get a total value of Θ, then Tz[Θ] = 1 + Tz[Θ− µz

vi
], i.e., value µz

vi
is added to Tz[Θ− µz

vi
]

to optimally get the value of Θ. It is not known who is the first volunteer, vi, that gives
the optimal solution but it can be determined by checking the value provided by all the
volunteers in V̂z, and the value of the optimal solution must correspond to the minimum
value of 1 + Tz[Θ− µz

vi
] by definition. Moreover, if Θ = 0, then the number of volunteers

required is 0, as shown in (6).

Tz[Θ] =

{
0 if Θ = 0
mini:µvi≤Θ{1 + T[Θ− µvi ]} if Θ > 0

(6)

Algorithm 1 gives a bottom-up solution to determine the minimum number of volun-
teers in set Vz that can provide expected coverage of the value Θ to zone z.

Algorithm 1 Minimum number of volunteers in zone z(Vz, Θ)

1: Input: List Vz of volunteers in zone z, constant Θ as threshold
2: Output: List Vz of volunteers selected for zone z
3: Initialize array Tz of size Θ + 1 with all elements set to ∞
4: Vz = ∅
5: Tz[0]← 0
6: for p← 0 to Θ do
7: min← ∞
8: for i← 1 to Vz do
9: if µz

vi
≤ p then

10: if 1 + Tz[p− µz
vi
] < min then

11: min← 1 + Tz[p− µz
vi
]

12: Vz ← Vz ∪ vi
13: end if
14: end if
15: end for
16: Tz[p]← min
17: end for
18: return Vz

The above algorithm recursively builds the list of volunteers, Vz, composed of the
minimum number of volunteers, Tz[Θ], required to ensure the specified level of coverage
threshold, Θ. Therefore, the target number of volunteers to be selected, VT , in a geographical
area of spectrum enforcement is the sum of the minimum number of volunteers in zone z
to achieve expected coverage over Θ across all zones in every region, r, of the enforcement
area, R, as shown in (7):

VT = ∑
r∈R

∑
z

Tr
z [Θ] (7)

Volunteers who are selected to monitor the spectrum over a geographical area may
not always be honest in reporting the spectrum access events. Corrupt volunteers present
the risk of disturbing the spectrum monitoring process by reporting falsely on the spectrum
access. To overcome the expulsion of corrupt volunteers upon detection, it is necessary to
select the number of volunteers such that the overall corruption is mitigated.

In addition to satisfying the geographical constraints, the target number of volunteers
to be selected, VT(z), must take into consideration the likelihood of the presence of corrupt
volunteers in the pool of selected volunteers, Vz. Assuming that in a given zone, z, the
probability of a volunteer being corrupted, PC, is uniform, the probability that the number
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of corrupt volunteers, VC
T (z), among a total number of volunteers, VT(z), is equal to k, can

be expressed in (8):

Pr(VC
T (z) = k) =

(
VT(z)

k

)
Pk

C(1− PC)
VT(z)−k (8)

The expected number of corrupt volunteers, VC
T , of the binomial distribution is given

by (9):

VC
T (z) =

VT(z)

∑
k=1

(
VT(z)

k

)
Pk

C(1− PC)
VT(z)−k = PC ·VT(z) (9)

To mitigate the impact of volunteer corruption, it is necessary to increase the size of
the selected volunteers, VT(z), by VC

T (z) standby volunteers from the set of volunteers, Vz.
The standby volunteers are engaged in the monitoring process any time an active volunteer
who has been identified as corrupt is evicted. It is to be noted, however, that the size of
the remaining volunteers in Vz may be less than VC

T (z). Taking this into consideration,
the number of standby volunteers, Sz, is the minimum of the expected number of corrupt
volunteers among VT(z) and the remaining number of volunteers in Vz, as shown in (10):

Sz = minimum(Vz −VT , VC
T ) (10)

4. Volunteer Availability Likelihood in a Zone
Predicting the availability of a volunteer to be selected for spectrum monitoring

in a zone, z, during a monitoring interval, M, requires the development of a volunteer
availability prediction model, which uses various factors, including movement patterns,
places of residence and work, and itinerary, to predict future volunteer residence. To
this end, we analyzed datasets that contain the location behavior of users in Bejing, that
were collected over a 5-year period [70–72]. The analysis of these datasets guided the
development of the volunteer availability prediction model [8].

In sequential data, the order and arrangement of elements are important. In such
data, each element is positioned in a specific sequence, and the relationships or patterns
between elements are often crucial for understanding the movement pattern [73]. As such,
sequential data can be viewed as a time series, where observations are recorded over
time, and sequences of events or symbols can be analyzed using machine learning (ML)
approaches typically used to process and predict patterns in natural languages, DNA
sequences, and musical compositions. Sequential data helps to address the challenges of
predicting volunteer availability likelihood in the following ways:

• Capturing the temporal dynamics of volunteers’ movement, which can be used to
enhance volunteer availability prediction;

• Recognizing recurrent volunteer’s movement patterns aids in the prediction of
future locations;

• Enabling the personalization of the availability prediction model.

4.1. Location Behavior Analysis for Volunteer Availability Prediction

To capture dependencies, trends, or movement patterns that evolve over the ordered
sequence of data points, a deep learning-based algorithm can be used to carry out the
analysis of the sequential data and predict the next location based on the previous location.
Recurrent Neural Networks (RNNs) are commonly employed in machine learning to
handle and extract meaningful information from sequential data. The architecture of
RNNs and their variants are designed to capture dependencies in sequential data and
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make predictions based on historical context. Transformers have also been used to model
large-scale tasks, where complex feature interactions are prevalent, and large tasks, where
the need to achieve high performance outweighs resource constraints.

In this paper, we focus on two variants of RNNs, namely Long Short-Term Memory
(LSTM) networks and Gated Recurrent Units (GRU), and a Transformer-based architecture
to model sequential data for predicting future zone availability of volunteers.

• LSTM is a type of Recurrent Neural Network (RNN) designed to learn long-term
dependencies in sequential data. Its architecture includes a memory cell and three
gating mechanisms—the forget gate, input gate, and output gate—which regulate the
flow of information. These gates allow the network to selectively retain, update, or
discard information over long time intervals, helping mitigate the vanishing gradient
problem in standard RNNs.

• GRU is another RNN architecture for sequential data. Like LSTM, it uses gating
mechanisms to control information flow. However, a GRU has two gates: the update
gate, which controls how much past information is carried forward, and the reset gate,
which controls how much past information is ignored when computing the new state.
Unlike LSTM, GRU does not maintain a separate memory cell as it combines memory
and hidden state.

• The Transformer architecture relies on self-attention mechanisms to model depen-
dencies between all positions in a sequence. This enables the processing of entire
sequences in parallel and removes the need for recurrence, allowing better scalability
and long-range dependency modeling.

Table 1 compares the key properties of the three AI models. Both GRU and LSTM
are designed to address the vanishing gradient problem which is prevalent in RNNs and
capture long-range dependencies in sequential data [74]. However, GRUs, having fewer
gating mechanisms compared to LSTMs, result in a simpler architecture with fewer param-
eters to learn [74]. In addition, the recent popularity of Transformers being able to capture
long-term dependencies motivates the comparison of a Transformer-based volunteer avail-
ability prediction model with the LSTM and GRU-based models. The Transformer differs
from RNNs by not processing data sequentially, enhancing parallelization, and shortening
training times by utilizing multiple GPU cores.

Table 1. Comparison of LSTM, GRU, and Transformer architectures.

Model Type Key Properties

LSTM [75] RNN-based
Processes data sequentially; uses three gates

(input, forget, output); maintains a memory cell
for long-term dependencies

GRU [74] RNN-based
Processes data sequentially; uses two gates

(update, reset); simpler architecture than LSTM;
typically faster training

Transformer [76] Attention-based

Processes sequences in parallel; uses
self-attention; employs positional encoding;

foundation of models such as BERT and
ChatGPT

4.2. Volunteer Selection and Zone Prediction Workflow

As discussed in [7], volunteers are selected to monitor the spectrum in each spectrum
enforcement region by utilizing variants of the Secretary and Stable Matching algorithms
at the beginning of every monitoring interval. The zones predicted by the LSTM, GRU,
and Transformer models, using the volunteers’ location behavior, are used to select a
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pool of volunteers that provide sufficient zone coverage. All such volunteer pools are
aggregated into a region-level candidate list of volunteers. This candidate list is then fed
to the volunteer selection algorithm to select the most qualified volunteers for spectrum
monitoring in a region. As shown in Figure 9, in a monitoring interval (MI), Mp, the
volunteer availability prediction model is used for zone prediction, Pp+1(v, θp−1), of a
volunteer v over MI, Mp+1, by learning v’s movement pattern from past location behavior,
θp−1, in MI, Mp−1. The LSTM, GRU, and Transformer-based prediction models utilize
the sliding windows w0, w1, w2, . . . , wn to learn the temporal dynamics of the movement
pattern of v and predict the location of v at a future timestamp. The window, wn, is used to
predict the location, Lp+1(v, Mp+1), of v at the start of MI, Mp+1. The predicted zone using
Pp+1(v, θp−1) is used for volunteer selection and region assignment over the MI, Mp+1.

Algorithm 2 summarizes the volunteer zone prediction and selection workflow for
each monitoring interval, Mp. Firstly, the trained AI-based volunteer coverage zone pre-
dictor,M (LSTM/GRU/Transformer), estimates each volunteer’s next zone, z. Next, we
compute a qualification score Ωz

v for v from their predicted zone availability likelihood, ρz
v,

and coverage capability, Cz
v. For each zone, z, an eligible pool of volunteers, Vz, is formed

and the minimum number of required volunteers is computed as Tz[Θ] = Algorithm 1
(Vz, k, Θ). We then invoke Algorithm 1 to compute the required list of the minimum
number of volunteers, Vz, to ensure at least a specified level of coverage threshold, Θ,
in z. Finally, every zone-level set, Vz, in z ∈ Z is aggregated by enforcement region and
processed by the volunteer selection algorithm for region-level assignment [7]. The final
selection of volunteers would depend not only on predicted zone level coverage but also
on other attributes like trustworthiness, reputation, and volunteer preferences.

Algorithm 2 Volunteer Selection and Zone Prediction Workflow

1: Inputs: Location traces for each volunteer v ∈ V; monitoring interval Mp; window
length w; prediction horizon n; set of coverage zones, Z; thresholds (αz, βz, Θ); trained
AI-based volunteer coverage zone predictor,M.

2: Preprocess traces: clean and time-order location traces for each v; form sliding windows
w0, . . . , wn of length w.

3: for each monitoring interval Mp do
4: for each volunteer v ∈ V do
5: Predict v’s GPS coordinate Lp+1(v, Mp+1) usingM and the most recent window

wn.
6: Map Lp+1(v, Mp+1) to a the corresponding coverage zone z.
7: Update the probability, pv, that v lands in z as the accuracy of v’s zone prediction

byM
8: Update the coverage, Cz

v, provided by v
9: Compute v’s qualification score, Ωz

v ← ρz
v · Cz

v.
10: end for
11: for each zone z ∈ Z do
12: Build eligible pool of volunteers, Vz =

{
v(ρz

v, Cz
v) ρz

v ≥ αz & Cz
v ≥ βz

}
.

13: Compute the required list, Vz = Algorithm 1 (Vz, Θ), of minimum number of
volunteers to ensure the specified level of coverage threshold, Θ, in z.

14: Aggregate the zone-level list of selected volunteers, Vz, into a region-level can-
didate list of active volunteers and apply the Volunteer Selection algorithm,
Sp+1(v) [7] to select and assign volunteers for each enforcement region (a region
consists of multiple coverage zones).

15: end for
16: end for
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Figure 9. Volunteer zone prediction for selection in a Monitoring Interval.

5. Experimental Setup
To gain a better understanding of the performance and benefits of each algorithm, the

LSTM, GRU, and Transformer models are evaluated, using real-world location traces of
mobile users. In the following sub-sections, the dataset and data preprocessing techniques,
along with experiment methodology and the metrics, used in this experiment are discussed.
Following this, the methodology used to carry out the comparative analysis is presented [8].

5.1. Dataset and Data Preprocessing

The volunteer availability prediction models are assessed using the Geolife dataset
which is a collection of GPS trajectories [70–72]. This dataset was gathered by Microsoft
Research Asia over five years (from April 2007 to August 2012) from 182 users as part
of the Geolife project. It consists of timestamped points with latitude, longitude, and
altitude information. The dataset comprises 17,621 trajectories covering a total distance of
1,292,951 km and a total duration of 50,176 h. These trajectories were recorded by various
GPS loggers and GPS-enabled phones, with different sampling rates. Approximately
91.5% of the trajectories are densely represented, with points logged every 1–5 s or every
5–10 m [70–72]. The dataset captures diverse outdoor movements, encompassing daily
routines like commuting to work or going home, as well as recreational activities such as
shopping, sightseeing, dining, hiking, and cycling.

We select Geolife for three primary reasons. Firstly, our goal is to model the mo-
bility pattern that would be expected from potential volunteers who carry GPS-enabled
devices and participate opportunistically in monitoring while performing everyday ac-
tivities; Geolife contains long-term location traces with heterogeneous activities and sam-
pling rates, which is suitable for learning such temporal mobility patterns. Secondly,
the dataset provides sufficient trajectory length and density to train sequence models
(LSTM/GRU/Transformer) without heavy interpolation, thereby reducing bias introduced
by imputation. Finally, the dataset is widely used and well documented, which facilitates
reproducibility and comparison across models and parameter settings.

Regarding generalizability, the mobility statistics in Geolife reflect the Beijing-centered
user population and may differ from volunteers in other regions of the world. However,
the modeling objective in this paper is not to claim that Beijing trajectories are universally
representative; rather, it is to utilize data specific to volunteers’ location traces at different
times to predict their availability and ability to achieve coverage reliably in a specific
zone. The same pipeline (data preprocessing, windowing, training, and evaluation) can
be applied to region-specific mobility datasets (e.g., other cities/countries and different
transportation cultures) to calibrate model parameters and quantify performance under
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local behavior. Therefore, the Geolife dataset serves as a realistic benchmark for validating
the approach, while deployment in a new region would require retraining using local
volunteer traces to account for differences in travel behavior, geography, and device usage.

Prior to carrying out the analysis, the dataset is preprocessed to completely remove
corrupt or inaccurate records. The data is also checked for consistency and uniformity.
The following steps are used to achieve these tasks and ensure the dataset suitability
for analysis:

• All the rows with null or void columns are dropped.
• Since RNN and Transformer models are usually proficient in learning long-term

dependencies in large datasets, these models are trained and tested with the data of
volunteers that have at least 5000 timestamped data points.

• Since the majority of data points originate in Beijing, China, only the location of
volunteers over Beijing, specifically in the area bounded by latitudes 39.6 and 40.2 and
longitudes 116.0 and 116.8, are predicted. To this end, only the data points that are
within this geographical area are utilized.

In this work, the models are trained using only the ordered timestamped GPS trajec-
tories of each user. No additional exogenous variables (e.g., weather, points of interest,
transportation mode labels, map-matching constraints, or calendar/event information) are
incorporated. This allows the evaluation to focus on what can be learned from mobility
traces alone and avoids assuming the availability of additional information that may not be
consistently accessible (or may raise privacy concerns) in practical volunteer deployments.
Incorporating such variables, when available, is left for future work.

The following discusses the experimental methodology to perform a comparative
performance analysis of the models.

5.2. Methodology

The LSTM, GRU, and Transformer models are trained by using a sliding window
technique, such that a series of overlapping sequences or windows is created from the
original sequential data. As shown in Figure 10, the sequential data of latitudes and
longitudes is divided into fixed-size windows. Each window of size w contains a number of
consecutive location time steps. There is a corresponding target location, which is predicted
based on w over n steps in the future. In order to capture the continuous patterns and
dependencies in the sequential data, the windows overlap. This means that each time step
is part of multiple windows. For example, with a window of size w, the window starting
at time step i would be i, i + 1, i + 2, . . . , i + w and the target location to estimate would be
in time step i + w + n. Similarly, the next window would be i + 1, i + 2, i + 3, . . . , i + w + 1
and the target location to estimate would be in time step i + w + n + 1. These overlapping
windows are used to train the prediction models using a supervised learning approach.
The input sequences are fed into the network, and the model is adjusted to minimize the
difference between its predictions and the actual target outputs. This training process using
sliding windows enables the prediction models to learn and capture temporal patterns,
dependencies, and trends present in the time-series location traces. After training, the
volunteer availability prediction models can be used to make predictions on new, unseen
data by sliding the window similarly.
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Figure 10. Sliding windows for training and testing LSTM and GRU models.

5.3. Performance Metrics

The following metrics are used for evaluating the performance of the volunteer location
prediction approaches.

• Accuracy: As discussed in Section 3, effective spectrum monitoring is ensured by
dividing the geographical area into smaller regions. For this experiment, the geograph-
ical area is divided into 49 equal-sized square regions. The latitude and longitude
values that are predicted by the deep learning models for a volunteer are mapped
to one of these regions. To determine the accuracy of prediction of the LSTM and
GRU models, their predicted region for a volunteer is compared to the actual region
in which the volunteer resides at a given time in the future. Assuming that:

– γv is the number of predictions made for a volunteer, v;
– Xi

v is an indicator function such that Xi
v = 1 if the predicted region is the

same as the actual region for the ith location prediction of a volunteer, v, and
Xi

v = 0 otherwise.

The accuracy, Av, in predicting the future regions of a volunteer, v, is defined as the
sum of the indicator functions divided by the total number of predictions.

Av =
1

γv

γv

∑
i=1

Xi
v (11)

In other words, accuracy is the ratio of the frequency of correct predictions to the total
number of predictions.

• Root Mean Square Error (RMSE): RMSE provides a measure of the average deviation
between predicted and actual values of latitude and longitude, with lower RMSE
values indicating better predictive accuracy. This is given by (12) as shown below:

RMSEv =

√√√√ 1
γv

γv

∑
i=1

(yi
v − ŷi

v)
2 (12)

In (12), γv represents the total number of predictions made for a volunteer v, yi
v

represents the observed latitude and longitude values for the ith data point, and ŷi
v

represents the predicted latitude and longitude values for the ith data point.
• Geodesic Distance: The geodesic distance, dv

g, between the predicted location and
the actual location of a volunteer, v, is the next performance metric that is used. It
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is a measure of the shortest path between the predicted and actual location of v. It
takes into account the curvature of the sphere and provides a more accurate distance
calculation for points specified by latitude and longitude than a simple Euclidean
distance. It is often used in geography, navigation, and mapping applications where
precise measurements of distances over the Earth’s surface are required [77,78]. A
lower geodesic distance between the predicted and actual location of a volunteer
indicates better performance of the volunteer mobility model.

• Execution Time: The execution time is a metric that gauges the average duration
required to train and test a deep learning model for predicting a volunteer’s future
location. A lower execution time indicates a better performance.

5.4. Model Architectures

After the Geolife dataset is cleaned and preprocessed using the steps underlined in
Section 5.1, the number of volunteers whose location traces are used to train and test
the deep learning models is 116. The experimental dataset was constrained to a geo-
graphical bounding box encompassing the Beijing metropolitan area, defined by latitude
coordinates [39.6, 40.2] and longitude coordinates [116.0, 116.8]. To facilitate gradient sta-
bility and model convergence, raw coordinate pairs were normalized to a [0, 1] range via
Min–Max scaling based on the training distribution. The data was partitioned chronolog-
ically, with the first 70% of observations used for model fitting and the remaining 30%
reserved for out-of-sample evaluation. We formulated the trajectory prediction task using a
sliding window approach with a look-back window of N = 12 time steps. The target vari-
able was defined as the coordinate pair at t + 12 relative to the end of the input sequence,
establishing a significant forecasting horizon to test the model’s predictive robustness.

In both the LSTM and GRU-based volunteer mobility models, there are four LSTM
and GRU layers, respectively. The first three layers consist of 64 units each and return
the entire sequence of outputs, while the fourth layer, with 32 units, only returns the final
output in the sequence. The Rectified Linear Unit (ReLU) activation function is used in
all the layers to promote non-linearity in the model. The architecture of both the mobility
models concludes with a final dense layer featuring two units, indicative of its application
to regression tasks aiming to predict the future latitude and longitude values of a volunteer.
Parameter optimization was conducted using the Adam algorithm to minimize the Mean
Squared Error (MSE) over 10 training epochs.

The Transformer model is designed for time-series regression. Input vectors in R2 are
first projected into a 64-dimensional latent space through a linear embedding layer. The
Transformer backbone comprises a stack of two encoder layers, each utilizing a multi-head
self-attention mechanism with four heads and a position-wise feed-forward network with
a hidden dimension of 256. To improve generalization and prevent co-adaptation of fea-
tures, a dropout probability of 0.2 was applied within each encoder block. The resulting
temporal feature maps are flattened and passed to a final dense layer, which maps the
12× 64 internal representation to the final two-dimensional output vector. Model param-
eters were optimized using the Adam algorithm with a fixed learning rate of 0.001 over
10 training epochs. We employed Mean Squared Error (MSE) as the objective function to
minimize the distance between the predicted and ground-truth normalized coordinates.
Training was performed with a batch size of 64 and stochastic shuffling to ensure varied
gradient updates. All predicted outputs were subsequently transformed back to their
original coordinate scales to allow for the calculation of the required performance metrics.
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6. Results and Discussion
For our experiments, the first 70% of the location traces of each volunteer is used for

training and the remaining 30% of it is used for testing [8]. While training and testing, the
sliding window size of 12 and the 12th location sequence from the end of the window is
predicted. During training, the model’s weights are iteratively updated to minimize the
specified loss function over several epochs. The training concludes after 10 epochs.

As shown in Figure 11, the LSTM and GRU models outperform in predicting the
trajectory compared to the actual trajectory of a randomly selected volunteer from the
Geolife dataset. The performance of the three mobility models is evaluated by using the
four performance metrics discussed in Section 5.3. As shown in Table 2, the mean accuracy
in predicting the future region of all the volunteers by the GRU-based mobility model
is 0.9234, which is higher than the accuracy of prediction achieved by the LSTM and
Tranformer-based mobility models. Similarly, as shown in Tables 3 and 4, the GRU-based
model outperforms the LSTM and Transformer in both mean RMSE and mean geodesic
distance (in miles).

A possible reason why LSTM and GRU outperformed the Transformer model for this
task is that, while they excel at capturing long-range dependencies, they struggle with se-
quences that have strong local temporal dependencies, as seen in sequential time-stamped
location behavior data. It is to be noted that the monitoring task is a real-time control task.
A possible explanation for why LSTM and GRU outperformed the Transformer in this task
relates to the characteristics of the dataset and the structural properties of the models. The
coverage zone prediction problem is largely dominated by short-term temporal transitions,
where the next location is strongly influenced by recent movement history. Recurrent mod-
els such as GRU and LSTM process data sequentially and maintain a continuously updated
hidden state, which naturally emphasizes recent observations and temporal continuity.
This makes them well-suited for modeling local sequential patterns in mobility data. In
addition, the relatively limited size of the dataset favors models with fewer parameters, as
they are less prone to overfitting and can generalize more effectively under constrained
data conditions. While Transformers are powerful for modeling long-range dependencies
and benefit from parallelized training, their higher capacity may not provide additional
advantages in this specific real-time spectrum monitoring scenario. Consequently, recurrent
models outperform the Transformer under the experimental conditions considered.

(a) Using GRU (b) Using LSTM (c) Using Transformer

Figure 11. Comparison of the predicted trajectories (in red) versus actual trajectories (in blue)
of a volunteer using different deep learning models. We observe that the RNN-based models in
(a,b) exhibit better performance in trajectory prediction compared to transformers (as shown in (c)).

Finally, as shown in Table 5, the GRU-based model takes an average of 299.428 s to
train and test on the location trace of each user, compared to LSTM, which takes an average
of 311.521 s, and the Transformer, which takes an average of 320.636 s. This is expected as
GRUs train faster due to their simpler architecture. Therefore, based on these performance
metrics, a GRU-based mobility model is preferable to use compared to the LSTM and
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Transformer models. However, it is necessary to determine if the difference in performance
between the three models is statistically significant.

As shown in Tables 6 and 7, the p-values of mean accuracy, RMSE, and geodesic
distance are lesser than the significance value of 0.05. This implies that there is a significant
difference in the performance of the Transformer-based mobility model when compared to
LSTM and GRU-based mobility models. Since the mean accuracy is lesser and the RMSE
and geodesic distance of the Transformer-based model are higher than that of both LSTM
and GRU, it can be concluded that Transformers perform poorly on these three metrics
when compared to LSTM and GRU. As shown in Table 8, the p-values of mean accuracy and
execution time are both greater than the significance value of 0.05. This implies that the null
hypothesis cannot be rejected and thus there is no significant difference in the performance
of the LSTM and GRU models in terms of mean accuracy and execution time. However, for
mean RMSE and geodesic distance, the p-values are 0.004 and 0.002, respectively, which are
both less than the significance value of 0.05. This implies that the performances of GRU
and LSTM are significantly different in terms of mean RMSE and geodesic distance. Since
the average RMSE and geodesic distance of GRU are less than that of LSTM (as shown in
Tables 3 and 4), it is concluded that the GRU-based model performs significantly better
than LSTM in terms of RMSE and geodesic distance. Lower RMSE and geodesic distance
indicate a more accurate trajectory prediction of volunteers. For spectrum monitoring, it is
more important to predict the future region of a volunteer in low execution time than to
predict the exact future trajectory of a volunteer. Therefore, both LSTM and GRU can be
interchangeably used to model volunteer mobility for spectrum monitoring.

Table 2. Comparison of the accuracy of the models.

Model Mean Std. Deviation 95% Confidence Interval

LSTM 0.9179 0.1018 [0.8949, 0.9375]
GRU 0.9234 0.1078 [0.8977, 0.9449]

Transformer 0.8151 0.1737 [0.7879, 0.8416]

Table 3. Comparison of the RMSE of the models.

Model Mean Std. Deviation 95% Confidence Interval

LSTM 0.0063 0.0067 [0.0047, 0.0081]
GRU 0.0053 0.0053 [0.0043, 0.0065]

Transformer 0.0135 0.0102 [0.0107, 0.0162]

Table 4. Comparison of the geodesic distance (in miles) of the models.

Model Mean Std. Deviation 95% Confidence Interval

LSTM 0.5298 0.55213 [0.3992, 0.6819]
GRU 0.4448 0.44495 [0.3609, 0.5437]

Transformer 1.1440 0.8467 [0.9025, 1.3732]

Table 5. Comparison of the execution time (in seconds) of the models.

Model Mean Std. Deviation 95% Confidence Interval

LSTM 311.521 448.359 [220.0406, 404.1181]
GRU 299.428 411.566 [211.3795, 390.4299]

Transformer 320.636 453.153 [223.1013, 394.0880]
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Table 6. Paired t-test results of LSTM versus Transformer.

Accuracy RMSE Geodesic Distance Execution Time

t p-Value t p-Value t p-Value t p-Value

6.443 2.84× 10−9 −8.88 1.05× 10−14 −9.0 5.39× 10−15 −0.705 0.482

Table 7. Paired t-test results of GRU versus Transformer.

Accuracy RMSE Geodesic Distance Execution Time

t p-Value t p-Value t p-Value t p-Value

8.078 7.26× 10−13 −10.2 8.69× 10−18−10.523 1.52× 10−18 −1.594 0.114

Table 8. Paired t-test results of LSTM versus GRU.

Accuracy RMSE Geodesic Distance Execution Time

t p-Value t p-Value t p-Value t p-Value

−0.559 0.577 2.953 0.004 3.107 0.002 1.419 0.159

7. Conclusions
With the exponential increase in the use of wireless services, the demand for an

additional spectrum is steadily on the rise. To address the spectrum scarcity problem,
there is a need for spectrum sharing. To this end, the FCC proposed Dynamic Spectrum
Access (DSA), wherein licensed frequency bands, when idle, are utilized by unlicensed
users. As spectrum sharing becomes more intense with more stakeholders, we can expect
an increase in the number of potentially enforceable events [5]. Hence, the success of
shared-spectrum networks depends on the ability to effectively monitor the spectrum and
enforce spectrum access policies. In this work, a crowdsourced approach is applied to
effectively monitor the spectrum. This requires the selection of crowdsourced volunteers
to ensure effective coverage of all the regions in the entire enforcement area over a period
of time. For this purpose, we divide each enforcement region into coverage zones and
aim to select volunteers who ensure effective coverage of each zone. In this paper, we
focus on (i) defining and developing an approach to assess the capability of a volunteer
to cover a zone in a spectrum enforcement region, as well as (ii) applying and analyzing
deep learning models for predicting the availability of a volunteer in a given coverage
zone. Three deep learning models, LSTM, GRU, and Transformer, are explored, and a
simulation-based study using real-world data is performed to assess their performances.
The results of the simulation show that LSTM and GRU outperform the Transformer model.
Furthermore, the results indicate that the difference between the performance of LSTM and
GRU is not statistically significant in terms of volunteer future coverage zone prediction
accuracy. The execution time of both models is also comparable. Therefore, either model is
suitable for access rights enforcement in shared-spectrum wireless networks.

In the proposed framework, volunteers may register with information that is not
genuine. For example, if the location that a volunteer shares is not accurate, then it can
hinder the recruitment of qualified volunteers, thereby hampering effective spectrum
enforcement. Another example of a lapse in security can occur when a volunteer registers
with a fake identity. Information related to the crowdsourced volunteers must be verified
to avoid adverse issues arising from security lapses. This is an area that we plan to address
in future research. Volunteers who are recruited to monitor the spectrum may collude with
the spectrum intruders and utilize the spectrum illegally themselves. Such collaboration
can cause additional overheads that hinder the overall detection of spectrum misuse in
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a geographical region of enforcement. Collusions can additionally be of varying types—
volunteer–volunteer collusion, volunteer–intruder collusion, and collusion among multiple
volunteers and intruders. This is also an area of research that we haven’t explored yet and
plan to address in the future.
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14. Glińska, E.; Kiryluk, H.; Ilczuk, K. Crowdsourcing initiatives in city management: The perspective of Polish local governments.
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